;e3deff, R~&\ Tnz F TI ME STAMPI NG SYSTEM FOR ELECTRONI C DOCUMENTS AND PROGRAM
MEDI UM FOR THE SAME BACKGROUND OF THE I NENTION 5 FI ELD OF THE | NVENTI ON The
present invention relates to a time stanping system for eummmmmmmuu“m
docunents capable of stanping a certified tinme and date o

el ectroni c docunents to certify a preparation tinme and data of«shibe docunent
as well as to a conputer-readabl e program nediumused in the system 10

PRI OR AHTMEr STAMPINGe SYSDEMt FORI EIIEGTRONIOT DOCUMENTSONANBL ens
for business contract such as those for electronic commerce, electronic

aut hent PROGRAMMED RN PFOR T3PRISAMEON. The conventional types of 15
communi cation systens for business contract have been built on precise tine
keepi ng machi nes such as the GPS or electronic wave cl ocks, but it has been
i npossible to certify that the systemis operated according to truly

correct g h o [ gy for certifying tinme information is
di scl osgdklaﬁ(qugq@ qﬁglﬁ;ﬁmglﬁcat i on No. HElI 6-501571
(PCT/LTS91/ 05386 i d "METHOD OF ACCURATELY TI ME- STAMPI NG
ON NUMERI C M%SM when a docunent prepared by an
author is trapsmtted to an external orgapi zation, the exteunal )
or gani zati on phepRresentinveation relatascior adymerdamping systesm dppelestepniss and
containing at least a portion 2 5 O the _docunent and returns the prepared
recei pt dosumentsgapable sof stampmg wocertified ntigicoaadadate, om telachr ef dhgt f or
objectively certifying the preparation data, if

electronic documents to certify a preparation time and data of the document as

well as to a computer-readable program medium used in the system.
10
PRIOR ART
Certified time information is required in communication systems for
business contract such as those for electronic commerce, electronic
authentication, and electronic application. The conventional types of
15 communication systems for business contract have been built on precise time
keeping machines such as the GPS or electronic wave clocks, but it has been
impossible to certify that the system is operated according to truly correct time
information.
The technology for certifying time information is disclosed in Japanese
20  Patent Publication No. HEI 6-501571 (PCT/US91/05386 + W(092/03000)
entitted “METHOD OF ACCURATELY TIME-STAMPING ON NUMERIC
DOCUMENTS”. In this system, when a document prepared by an author is
transmitted to an external organization, the external organization prepares a
receipt indicating the time of receipt thereof and containing at least a portion

25  of the document and returns the prepared receipt to the author, so that author

1 A
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necessary. (Problens to be Solved by the Invention) 5 Wth the conventi onal
types of systens as described above, the author stores the receipt at the
author's hand, so that the author can show the receipt to a person
requiring certification of the docunment. In this case, however, it is
necessary to attach the receipt to the docunent, and for that purpose it is
necessary to store the recei pt together with the docunent, which is

t r oubl esamestoreand uset thel recpgptafor wiyectivelyheentiflying timwpreparationrdatasifst ens
for business contracts, it is technologically possible for a person having
a mal i cinegesdaryention to disguise as the person having the right to legally
acquire the tine information. Further, in the case of a tinme stanp with an
el ectronic signature by a third party, a 1 s docunent to be tine-stanped or
a digest thereof is sent to an time stanp issuing organi zation, and the

tinme St;'(‘ljpoﬂ)l%ﬁig t’bgbé”S%zer-cFBgitH@tIﬁ%ﬁﬁ&? the tine-stanped docunent with the
elr el

time i nformati on and t ectric Signature thereon, so that the

operations ar i i bV in the
casclof the.t inape et st BTy sRohgha s CrBEA3RE s, Bk blfer 7! e
time-stanped file an tinme,sta certificate | ectroni ¢ signature) mnust
et or SEbTES ght rereiPEaf e Atnpt Sdfandt bbat e adBer GaniBogy fhe rpeipt th
practice. In additiqn, in,}“he,case f the tine stanp. with an el ectronic

si gnat ufeP&RpOR Wﬂ@ngm,m@ﬂ@ﬂ@fi eadecwment. i In thys Gase; OWESH, 1this

el ectronic signature, so 2 5 that each tine stanp nust be updated by the
time |i mecessary piookattagh nifpet receipt to 2he docwment|i apd foni thati purposebiteisone i n
practice. It is desirable for alleviating the work |oad that a tinme stanp
can be wnece$saey to storechefreteipe together ith theedocumensi whathuiserowblesomet i on
key is publicized, thereis atine limt in the termof validity for the

el e@@rorﬂhqcﬁuﬂi(qjmml@s_ so that the tine stanp nust be updated by the tine
limt for prolonging the termof validity, which is troubl esone in

DAL C2, T R eIl gl G bR o b
stanmpl Nechnologically possible for a person having a malicious intention to disguise
as the person having the right to legally acquire the time information. Further,
in the case of a time stamp with an electronic signature by a third party, a
15 document to be time-stamped or a digest thereof is sent to an time stamp
issuing organization, and the time stamp issuing organization returns the
time-stamped document with the time information and their electric signature
thereon, so that the operations are complicated and the cost is rather expensive.
Further in the case of the time stamp with an electronic signature by a
20  third party, a time-stamped file and a time stamp certificate (electronic
signature) must be stored together, so that its effective utilization is difficult in
practice.
In addition, in the case of the time stamp with an electronic signature

by a third party, there 1s a time limit for validity of the electronic signature, so

25  that each time stamp must be updated by the time limit for prolonging the term
2



system for electronic docunents nmaking it possible to easily tine-stanp 1 o
docunents including those prepared with a general purpose docunent
preparation software for certifying preparation dates of the docunents and
also to easily and accurately verify the dates. It is also an object of the
present invention to provide a program nmediumfor the tinme stanping system
for electronic docunents as described above. 15 (Means for Solving the

Pr obl emof validitye vehighps trpublesame i pra¢téest.r oni ¢ docunents according to the
present invention is, alkoxysilane described in claim1l, based on the

confi gur ati onlIwiedesaablegfmt alleviatingetier stcrll ladethatra &imelseapocare be
docunent 2 o prepared by a client electronic docunent preparation term nal
devi ce wiekifierl dat tioei ¢fftine unite, thapavehi dh £ ahjn@aee | vadfipatienh eley hr ei n
is transmtted to an external organization device and the external

or gani Z@ubPitiARY | Gfer@Sig' 8NGndd ¢irhit T the ' RERI R @Eli‘ﬂcrllﬂ&hﬁicxﬁﬁié eétrénignat ur e

to the digest value and returns It to the client, the client

el ech T ol RRTES! 1Al B BHCLARKTHAGL BeSufBIeReHGOME ARe B! Rt oni

docurmen means fTor reading-an el eEtroni c’docunent prepared by
the electroni ¢ document prepatatiqn software: a digest value conputing
meane | oroRuiesne T TG o v, WAeRd: kT thd R BRI o -

uni directional_function val ue based on.a read docunent; a transmtting
moans Tor cor MHeaPINS It HENBGo8; WS Wade fos RO Hispevblsins pS descrited:

el ectroni c docunent preparatign term nal, device and transm.tting the digest
val ue ad@oveeand ihasarohject pk the preset iBVERHPRL0] PIOVALE iacimeastasingi ng
means for receiving an electronic certificate transmtted thereto fromthe
ext er nalsysteganforaeientratgei decuinents pakimgmibfposstlepto agasilyhdimestampni ¢
signature assigned to the digest value received by the external 10

or gami zaocamegtyi aecladinge! thoze tprepdved Bvithnergaderahepatposet dooaaentni c
docunment preparation termnal device; and an electronic certificate

I nserti eﬁé‘tﬁti%' sIdffWaf@ﬁﬁScé‘rﬁfyM @'g@ﬁrdtﬂﬂm a6l ofethetd RGirheRisCariPalsof | cat e
in the electronic docunent to be (inme-stanped stored in the client

el ect r ogj, %glgg%u@tac%f‘a(ié{)gk%ﬁ%ttgf; er{léé, dfVvisChlsolan %H;Q&DHF %he rﬁ@g?ﬁlee

program ne t1nme-s ectroni ¢ docunents accordingto

present .| l -a_pro e rein..and I ter to
ear oo iaofita 1, BRide A dhoBRG AT, £f ReoiRl SIBBE HREB R
prepared,by a.cljent electronic, docunent preparation termnal device with
el ectroﬁi?&mﬂ}ﬁ Wﬁéﬁ&@?ﬁﬂbg‘g@g\?ﬁ% incorporated a o therein to an
external organi zation device and a function for receiving the electronic
cert¥ficate returned fromthe external organization device with the tine of
recei pt and an el ectronic signature assigned thereby to the di gest val ue,
and i nséMeaang f@n@(ﬂﬁlrxgﬁh@ﬁ&lmht ronic certificate in the electronic
docunent to be tinme-stanped stored in the client electronic docunent
preparation 2A5 timenstamipidgvsystem donteledtrotie dbcenments exiconding docheent
preparation termnal 4 devi ce has a programrecorded therein for enabling
a conpupgEsen® iRt aiy, ehAkixyeilafe ddesdrbéd I adehgml unctbagadf on ryadi ng
el ectroni c docunents prepared By the el ectronic docunent preparation

S0f t wal gonflofliARSH Wiflrie GRTRYVANE bEAGIANbhGd AT bigrohididiRBmeR! ue

fromthe re el ectroni ¢ s docunent “al koxysi | ane a uni ectional function

val t . t tiq i -at i . i ue to
o 16 L fGERed, By A RS Heffoi Sdcattneft pieiAilioh! Rpie Hefed WithT, o
and tranfqrgfitti.n t he dit est v:iu ue td | D. nunber c(grtflel at edtto ea&h ther to
the ext SISCHOME FRGHMET Hrepatation softvare nGqrporaiRd perein 4y tansgp Pﬂﬁot he
el ectronic certificate returned 1 o fromthe elxternal orlga i zati on, devi ce
with a ANnEXEMmHpORAMZHIQN eV icsh AR sthenartsraalQrgaiiarfiQm ¢leyiee aghigngn
electronic certificate witing function for witing the returned electronic
certifi tha Emenokncediptandpincelgebonimsignetige toi the-digasipeaiugrasshresarmyitt he
client electronic docunent preparation term nal device.

to the client, in which the client electronic document preparation terminal

25 device comprises an electronic document reading means for reading an
3



1 s As described above, with the tine stanping systemfor electronic
docunents according to the present invention based on the configuration as
descri bed above as well as the program nmedium for the system by using
add-on application software for preparation of docunents, the tinme stanp
processi ng can be performed to docunents treated by the software, and
further a o as a tinme stanp certificate is buried in the document to be

ti me- st glgsérpnie slocumentipyeparesl by the eleatfoniadegument preparation seftware;
time-stanped and a tine stanp certificate for the docunent discretely.

Fur t her aidigestevguessrhputingnmeams fomeomppangod degest tvabue encindivgg artesshar e
possi bl e, and a verification key for one type of electronic signature is

secret, vahid east hatudidirechional heindtiope vEiuef basealt6®nh Créddnddeiiiehs @Ubl i c,
so that the verification at a high reliability 5 | evel can be perfornmed

al so at tfaRSmifiig %hé&é’“f@)f‘%él@ﬁhg%bh«@i PR aheS 46! &Y IDP YRImbéN of e .
present invention, the software for docurment preparation is integrated with
the i : ' ungLi [ S

aut rent TLEPE SRR bh et brepata RHF 1AM e iBE 40kl tiBinifine the o,
verificati 0 r idficult apd strici verification method for

vert tyr PGP, VRS, ok U ohittines R dBe 68tk @raARlafon ekt o Be
verified. BRI EF DESCRI PTION OQF. THE DRAWNGS i 0 Ftié . 1is a.bl(gclil di agram
showi ngTEREAEINE  (BEATNS dPRTEEH VARE A1 | GleCEoBiey LR S?@Peﬁ?‘ﬂ%}?“fé‘i’ dOeEHPC
docunent s according tQ one enbodi nent, of the present invention; Fig. 2 is a
data f| &omi the sxtermali egganigatiant dewvicg: with ethee terme of aregaipt sanghihes
generated in the tine stanping systemfor electronic docunents 1 s

accor di elpctome sigbetireeassighed ho the sdigest niadue i teceivieidg by3 the extdmal 1 ow
di agram showing a data flow at a client site when a tine stanp is generated
in ihe organizhtiopi dgvisgshenwelr agl wctthenild sembeends thecolienngléctramc
enbodi ment of the present invention; Fig. 4 is a data fl ow di agram show ng
a data gbewréntiprephficn Mermdindl devi®e;0hnd | i ekRiidii6 adrafichie imRriihge

stanpi ng systemfor electronic docunents according to an enbodi nent of the

br esent ah gV GREAR pidahs ol Swiitfi dhb! kel 8" AECARAN Neeitlale fl qeat the

center uring t nme stanp on e verification in the tinme stanping

syst em ffﬁrct%&t (188lihe?C HS®BE S idSE S ThP8 ! Siofla eI Ofle™lert” eiirdigS SN

inventi8

document preparation terminal device.

15 A computer-readable program medium for time-stamping electronic
documents according to the present invention has a program recorded therein
and enabling a computer to realize a function for sending a digest value for an
electronic document prepared by a client electronic document preparation
terminal device with electronic document preparation software incorporated

20 therein to an external organization device and a function for receiving the
electronic certificate returned from the external organization device with the
time of receipt and an electronic signature assigned thereby to the digest value,
and inserting and writing the electronic certificate in the electronic document
to be time-stamped stored in the client electronic document preparation

25 terminal device, in which the client electronic document preparation terminal
4



25 Fig. 6 is a data flow diagram showing a data flow at the client site 6
during the tinme stanp online verification in the tinme stanping systemfor

el ectroni ¢ docunents according to an enbodi nent of the present invention;
Fig. 7 is a data flow diagram showing a data flow at the center during the
time stanp online verification in the tinme stanping systemfor electronic 5
docunents according to an enbodi nent of the present invention; Fig. 8 is a
dat a f| deviteabasam programgrecatded theminafort ¢rabding at camputeatuta replizecani ne
stanp online verification in the time stanping systemfor electronic
docunentkcaoni¢c ddoguinenanreadiagdi fanttioh tfbe peatiapt elevtesricorfockingentd is an
expl anatory view showing the tine stanp data structure 1 o used in the tine

st anpi NBr é&_”l‘)i' Gtheeb Rt Cdd&ﬁﬁ@ﬁtnb?eﬁﬁﬁﬁbﬂi §&fthvaren ﬁ@%sﬂ%lu@f the
present invention;, and Fig. 10 is an explanatory view show ng the docunent

cata ot gy FEACAOR! (6 cOfpRAS o dikcl) vl o b MPHAREER NS
R T AR L
socuront el eetiibabeallicl WRehotf 1 il o et
of a si glestronic idoeumeny peenasytion tepeinal dgvicsnand transrgiking, the” digest

value and ID number correlated to each other to the external organization
device; a receiving function for receiving the electronic certificate returned

10 from the external organization device with a time stamp and an electronic
signature assigned thereto; and an electronic certificate writing function for
writing the returned electronic certificate in an electronic document to be
time-stamped prepared by the client electronic document preparation terminal
device.

15 As described above, with the time stamping system for electronic
documents according to the present invention based on the configuration as
described above as well as the program medium for the system, by using
add-on application software for preparation of documents, the time stamp
processing can be performed to documents treated by the software, and further

20 as a time stamp certificate is buried in the document to be time-stamped, so
that there is no need of managing a document to be time-stamped and a time
stamp certificate for the document discretely. Further in the present
invention, two types of electronic signatures are possible, and a verification
key for one type of electronic signature is secret, while that for the other type

25 of electronic signature is public, so that the verification at a high reliability
5



Kv2: Public key for verification of a signature 5 DETAI LED DESCRI PTI ON OF
THE EMBCDI MENTS The tinme stanping systemfor el ectronic docunents according
to enbodi nents of the present invention are described below with reference
to the attached drawings. Fig. 1 shows general configuration of a tine
stanpi ng system accordi ng to one enbodi nent of the present invention, and
inthis 1 o figure, designated at the reference nuneral is a tine stanp

pr ocessileielcean be perfarmedialsaat Gegussrzsite ovithewd lesingaheshigh seawityoni ¢
docunent preparing organization as a client. The tinme stanp processing
center lévelonprises a tinmer server 11, a time stanp issuing server 12, and
a time stanp verification server 13. 15 The el ectroni c docunent preparing
organi zati on I thenmprésess mventionl, i the ebftelazet fornidocdamnreptepar£ia aisi on
term nal devices, and specifically has a first document preparation

term nalint@?l‘ét@ﬁ Wath{ eld itie Mlarapihea AN dothaLBleRoHRAEA| leasily Sredcnal

device 40 (client B). The tinme stanp issuing server 12 and tine Stanp

verifi cahiihtReA&E tirhd Hatd, NEnd | A usel 88 rgre?é&ﬂrﬁgel? S Wg?ﬁeéigo%gnt

conput ers or conmuni cation equi pment respective and al so

prepari . i.zat | a 0] ! r . nak Vi ce
20°have *SIBFRRCAEHRR OF IR AR SRECTHO AR RILE0 fof B DInd &) ooy
processi.ng center 10 and .t el ectyoni c dogunent preparing. of gani zati on 20
are conﬁlé’g‘?égmm%ﬁ lﬁgéBRﬁﬁWﬁ{a&qe@%ﬁ?ﬁ“@@nE% eé’?"gbe ‘he Internet to
each other so that comrunications can be perforned s t her ebet ween, and
also the first termnal device 30 and second term nal device 40 are
connected through a comuni cati on network 50 to each other so that

comuni MEF\D&SGR@IEH@N@M&IE@RMM. Further each of the tine
stanp issuing server 12, time stanp s verification server 13, first
docugrent prephigt ilois taeblockaldiggrant eshddvingn generad nconfigwration of epdimati on
term nal device 40 has a keying function for an el ectronic signature

r espect staghpingegybtemr forselectirbhicad dbotirhbatst admrai;naggm bA6s entibdifiemrofthehave
signature generation secret keys KS 1 and KS2, the time stanp verification
server #?es*é"i‘ﬁiﬁveﬂt%}?‘ture verification secret key K'2, the first 1 o
document preparation term nal device 30 has a signature verification public

1 anat e vor FIF At anORLol BerREESAGRAhE Y LEGTOY, of 21aRef SRR o

processi.ng center. 10 i s synchronized to the Coordinat ni versal Tinme, and
G otr blingk SN i atnefySy 1B the W R aMaE s8R oL ferafonis definamentsy,
docurrentggre aration tgraﬁ nal dgél ce 30 transmits a tine stanp request
meskige2840KAANE R ap GHROQ § Qisthepresent dyvendions ng the tinme stanp issuing
server 12 returns_a tine stanp, response nessage 32 to the first docunent
preparation t Etgrihif a data Bewsdiageam showing & ata Hloanat acdient site pykempat i on
term nal device 40 transmits a tinme stanp 2 o verification request nessage
41 to ttiene stamptisugenemted iinahe dims estamping systeinh ot ebeatrordc staompments
verification server 13 transmts a tinme stanp verification result 42 to the
second dosording t¢aamranbbdinertesithegpresent ewembionf-urt her the first

Fig. 4 is a data flow diagram showing a data flow during the time
20  stamp offline verification in the time stamping system for electronic documents
according to an embodiment of the present invention;
Fig. 5 is a data flow diagram showing a data flow at the center during
the time stamp online verification in the time stamping system for electronic
documents according to an embodiment of the present invention;

25 Fig. 6 is a data flow diagram showing a data flow at the client site
6



docunent preparation termnal device 30 transmits a tine-stanped docunent
file to the second docunent preparation term nal device 40. 25 The tine
stanp issuing server 12 provides an electronic signature by 9 adding tine
data to the data to be tine-stanped in response to the tinme stanp issuing
request fromthe tinme stanp add-on software. The tine stanp verification
server 13 decodes a signature on the tine stanp data in response to the
ti me st dupingethe ittmei stampqudine vesifiaation: inghet ime staimpmg sysaneforthe 5
el ectroni ¢ docunent preparing organization 20 in the client site has tine
st anp aeétbatrorsofdosangenthiacbordingpplanceambodiment efitle present apamitiom;and
editing docunents (el ectronic docunents). The el ectroni c docunent preparing
organi zation P9gfptighedath fBwodia@ramOshd WL 8niadh AW htt theReechtér dRriggan
processing request is generated, and transmts a digest val ue (hash

the

val ue) f gie finde StaIApUSRIHe Ve atti'dér"i ir\?l\}]l?{'gﬁﬁ% ts?arhﬁt?n eg %ggl‘%!in §8f IE.léétP@m

time stanp processing I s perforned, e ce ssigns tine data and

an el ectoaierdl ARALAESD 18 hflindhafiin 6t e HMeAEiNEARophe di gest val ue to

t he organiza ash value 1s a va npute hrough a hash
function which.isqa unidirectional function, an he, uni di ecti.onal .
function can E i ?ylsb% (gaﬁ%ﬁi?gda%gga%oshmy\}%g t4 giﬁh} ffb(h‘%/ é}afll?ecyﬁﬂ{ag&?put
t he converted val ue, but can . not or.fcan hardly be applied.to conputing in
the revEPE@EIhedingnSlagp (ing Hefilicatien imdhaUme SHIPPHIE iSYSIaR 1087 | ne
it broadly, a _function for mapping values to a board area, but the hash
f unct i oelegteanie dlocumeantsareording than ¢mbodynent af thecpresaat inventioms aspect s,
and al so has the non-colliding coincidence z o (nmeaning that the
probabi l ity oFigi 9iisgan expdamatoresuew showig ¢he timengtampy datee stiustirew) .
Conmponents of the client software include tinme stanp add-on software,
docugrenusediihi thie tigse starapingaystenarfdr aslecpenitt dogumentemccordinghes an
conponents forma time stanp generating section, a time stanp authenticity
a s ver bfﬁﬂdmnﬁﬁtdmﬁe(lﬂégéﬂtqgvy@ﬁbﬁimi on), an online authenticity
verifying section to (for issuing inquiries to the center), and a tine
stanp aut hent ige4 t b Lyi i 44 i ction has
a function foﬁ%’oyr%xste{l%gxg%gﬁ v%]%l%sq(};'o‘r%lﬁag ggecgmeﬂgﬂg Bﬁqr?n%rlllﬁ?or
perform ng comuni cations concerning tinme stanps with the center, and a
function for generating a random5 password and converting a docunment to
Read-ma/ one .using.t he password for storage of the docunent. The tine
stanp a %Qﬂpp@int?/t%’éqsfyi ng section (offline verification) has a function
to display data in a buried TS-object. The tine stanp authenticity
veriyi A seclimg stawp pProsesypgiorganizaiontas a geni€ént er) has a function to
conpute 1 o a hash value for a docunent with a tinme stanp buried therein, a
functiohlt o s&imenservegcei ve tine stanp information verification requests
and the results to and fromthe center, and a function to display a result
of the {(@rifi Tanestampsissiingserver=i g. 9, the tine stanp data generally
conprises original tinme stanp information conprising tinme information (T
fix), ajdocungimeditsraptvekifyiig dérver- doc), and a tinme stanp server
identifier (TSS-1D) each asS a TS-object (TS-obj); public key-signed
for mabhon, CRIRit B RANRRGepAAicH Spifia! 5 1) for the origi na
the signa

time stanp i ntormation ure veritication key is public), nanely

| nif maoPon (FFt dotuRisRE BRI "0 Sncoding 2 0t he hash

val ues Wlt h tﬂ%qﬁé&nf%tr%rt?m\éesrtﬁ;ﬂpcat' on public key (KV2) and decodabl e

32: Response to the request for a time stamp
40: Second document preparation terminal device
50: Communication network

25 Ksl: Secret key for generation of a signature
7



to the hash values for the original tinme stanp information by decoding the
encoded hash val ues, and secret key-signed information conprising an

el ectronic signature (SIG2) assigned to the original tine stanp
information at the center (the signature verification key is not public),
and an stanp image 2 5 (marking). 11 Fig. 10 shows an exanpl e of docunent
data, and the docunent _data is.divided to a header bl ock, an index bl ock,
and a d&s2| Beerat keynkprigeneration of asSIgRA®I®mt i on rel ating to the docunent
as a whole such as an author's nane, and a version of the grammar used for
descri bkl :t hEubbickashtor vereficattenx of 8 signAtere nf or mati on for each object in
a docunent, and conprises such information as a specific identifier for
each objke@:, aRublitrkedyufor wirifedatiomlof atsegnatheg her the data is to be

di spl ayed or not, a position for display, and information concerning the

| ocation where the data to be displayed is present. The detail section
stores therein data for each object defined in the index. 1 o The index

bl ock ¢ MEEIF@IEQCMPTIGNWHHEWD‘IMENTS‘W <Dat aSi ze>. The

<Type> defines an object type, and conprises G oup (a group not having

substantial d ) ik 1 .char, ri -3) J al ue),
and G aphic (?ﬁn%gglrﬁét %@%@ﬁgpﬁggﬁé @Tcgn rtgq}ﬁﬁl QSXWE%% gﬁg htér t he
data is tq be displaygd or not,. Lavout is infornmgtign for.. 4 5-.a display
post 11 ofeoBBtIaY ik Bie, Birsent iny@idon drf deScBREH bR Rith mredteledltp

bl ock, and DataS| ze i ndi catcﬁf&a ata size of ohject .dat? in the det.ail

bl ook, Maracher GraWHIESI ockiert ShRWs 25Neral coutlgNTatpR OF 4 B HARIDIEG: gest
value is to be calculated and alsg which is to be treated as an object for
an el ecsysiem ascgrding: to faie emiodimenti af) the preseriednyention agdcinudiisg t he
object for time a o stanping. The sections corresponding to the index and
detni | Ffiguresdesignated atthgreférence annwipbist a tione stashp propessimg) centerias t he
object for tinme stanping is the sign TS-obj. Nanely the tine stanp is

i ncor poaat efltérnal hergdatasiom, . afd gat 20sHisvan ackéetroni¢ ododurnegenmephiiag of a
time stanp in the tinme stanp processing center 10 which is an external

or gani zgksMMizaBBH £S5 aSAMML. | MHe Tirfie Stark pfb&%@ﬁlgscénte&'hﬁ) \dofpitéi
i ssuing server 12 receives a hash value 12 (H-doc) fromthe first
docunent; i1qn Lt ) [Wa } : i :
or epar | Haer SEVEL 107 2668 Q8 Ry 3ried I o] SR finfP G ion
i ssuing_server, 12 fetches the current tine (T fix) fromthe system cl ock.
Then insglfvézﬁelé, the tine stanp issuing server 12 generates two 5

el ectronic sigpatures (SIG 1, SIG2)for the hash val.ue ({tdoc) and tine

i nf5% mat i on (%?‘Pi 9le¢tsenich AQuneRin tPTERRENG o PTERARIFALILD cﬁ eFRIPRFCS n 2
identifier (TSS-1D) of the tinme stanp server itself using the si, naiure
gener at PHiradigy. oftelpefyanicsdocyment preparptan; tgring] deyicesandyspeificallys or
the tinme stanp issuing server 12 and the el ectronic signatures are returned
to the hassx figsic doeument prpparatiosx teyrminal devite doviadiensAhtandha secioadt

site. Fig. 3 shows a data flow for generation of a tinme stanp in the first
docunentopusient Preparationisratindedevize340 elient B)entTles tiene stunprissiag S5,
determnation is made as to whether the license is correct or not, and al so
as to whehferiZ hadt@m® shnpvefificatioh &dkr i1S M tHe Finkd StHRPPridcessihgr M

based on the
20 center 10 have computers or communication equipment respectively, and also
the document preparing organization 20 and second document preparation
terminal device 40 have computers or communication equipment respectively.
The time stamp processing center 10 and the electronic document preparing

organization 20 are connected through a communication network 50 such as

25 the Internet to each other so that communications can be performed
8



1 s systemtinme or not. If it is determned that the termof validity has
not been expired, the system processing goes to step S6 where an TS-obj ect
is generated for the docunent to be tine-stanped and the object is
initialized (TS-obj), and in step S7, a hash value is conputed for the
portion "A" which is equivalent to a portion of the docunent to be

ti me-stanped excludin he TS-.object.,2 o therefrom(a result of_ conputing
is H. the hwg%pars? alsoatheefatﬁést@nnmaltd%% Arandh secands tarmingl dewiae ne
stanp issuing server 12 at the center, and in step_ S9, the tine stanp is
r ecei ved(r axgnconeectedehsougly a seuimynicativsr natwark 5Bttai each other <o &gt
server identifier (TSS-ID), tinme information (T fix), and el ectronic

si gnat ucemrfiBhigations| @n?be perforifteentheretsdtoeen. 10, the received tine
information (T fix) is checked 13 against the termof validity (T END) to
det er mi ne wheFhetherheatkr Gfothy atingt t tahigs Reghgegdrved D2, Ndine Istamp i S
determ ned that the termof validity has not been expired, in step S 11,

the fet i dalti i gf td - j , n 2301
L § 1 SR 30 13 N ST ol 46 20!

tinme-st I . I |y
data wi CROoY gt bieBadhh Rebfingl GEviCENORTE & Sehil FalTol TP A", 1.
the termof. validi een. expire the ere hS.displayed in step S 13.
01 s Sl dbnduP Soia B AR e Sy B S 486 HaE EitabOsSHReg 1
a conputer at %t}‘e client site, the B,gsbl i C eé 'gnat(gr irHor.mati on can be
obt ai ned®BXer11% haye; signANIR EenerafioReSerehKeYs dbs AN ﬂgﬂaf G §RG S HHDse.
Fig. 4 shows a data flow in time, stanp offline verification, and as shown
in Fig. verifigaioneserves 3charer signasures veedtcationy seerchdeey Kaettbenfisdd i n
step S 14. Wien it is determined that the file is Read Only, a hash val ue

i s tonpdoednfent prepapatian dermital odevibe 3Hdhaseatsigmatiee tvierificatzmp public
excluding i s the TS-object therefrom and a result of the conputing is
(H-now) keyh&p,, andt ége Setondt decaammdprbpeawanon @reiailaidevicd efOrilngl adevi ce
40 at the client site determ nes whether the hash value (Hdoc) for the

docunenkidiathe vérfcafienpablickdy'K, pame as a result of the conputing
(Hnow) or not. Wen it is determned that the hash value is the sane as

{he i ghat ur e 48T itﬁfég?#é?%ﬂ%??@d Iédé€f g&?‘?‘&%‘ﬁg%f TRASERE R fS°”b:’f
at ur e vey o pub _ “Sectn |
ey o oneiChoF LRt gl ot BINERAA dimd, fndRRGHRe: s AGRIE T ' ©

sta information (T fix, Hgdoc,,and.TSS 1 D) (nore specifjcal.l conpari son
ol ber ARG SRR TInB SV [ocodbe Nt AP caRBt et LS Ro
(SIG1 |)5 to the, hash value for the 14 origi naflti‘rt'i me stanp) I s perforned,
and whed0j transinis RcimentammErquast IARSSAZE a1 1uto they LMeSHMpRI$HHNg SEEVESt anp
information is the same as the decoded val ue for the el ectronic signature,
it is dilgplandedhentimestEnpgissting asarven| k2 getums eetimig G4AMPNIEINONSSt been
changed after the tine stanp was issued. 5 Wien it is determned that the
docunenimdsshge i3 twthédadt Aocunienttpgrepatation ernsindl deeice B0 s Siatitardy,ned i n
step S 16 that the (Hdoc) is not the same as (Hnow), or when it is

det er i gigd sbgord RIdcEnidntt priparifoRashmymiugevice ADarAisntitod tieTsthpnp

information is not the sane as the decoded value for the electronic

Si gnat ugerifrehffon r)egukéﬁn%léﬁ ‘f%ttfxegixﬁﬁ'sfté@gtgeﬁﬁfﬁi&% rved B, Whilk, ©
second document preparationtermnal device Isplays that the result of
verificgtd fl.e [ ' . ere
the ti nbis e iy FRERRBorClorbBr (PRI arR R AR SeribPafio TRt
devi ce the client, site, when the public.key .s.operated, .and,nNofe

apect 11 4211y Tiaashik Sot el FapaRddt IerfybfL ceBicdhios: SN hE ot i ng
t he rmuae, the public 15 key-signed, i né8r mati on can be discl psed and

obt ai nedoCyHNgNt Proparagioy. tegTRRLAGViest AU fIIPWMIS & HEessamp prEment
verification when all of the operations for verifying a signature are
per f or nfide ta thehseapmek decumant preparstignderniiaé desider4@at i on processi ng
performed by the tinme stanp verifications server 13 at the center side. At
firs, in steph&admef aameissiynggerver 12 provides an electronic signature by

9



a othe tine stanp at the center, the time stanp verification server 13 at
the center receives a request massage including a digest value for a
docunent to be tinme-stanped (TS-obj, Hdoc), tine information (TS-obj, T
fix), and electronic signatures (TS-obj, SIG2) fromthe second docunent
preparation term nal device 40 at the client site. Then in step S21, the
secret key-signed 2 s information in the electronic certificate encoded by
oper at i adding timigdataitetticsdatavtr bé ituaeistampedriat reispen§eku@ thé timéd stampond
docunent preparation term nal device 40 at the client site is decoded, and
based oissulivgg decpdst fseny ahekeynesi gasp iaddonatofivare.onpHie Stimea’tam
verification to the original time stanp information (T fix, Hdoc, S-1 D)

(nore sRefificatioh! sere@MP3desodefAdignatafe bhahéitie @faxh?@ala@ﬁbraﬁidfﬂefter the
original tinme stanp information to the decoded value Tor the el'ectronic

Si gnat Ugge (iﬁ’x%}%&éﬁ?ﬁhﬁ%h%ggeértrﬁfiﬁ{éﬂ)sezgigf% ds?g%lé)uédd-%?f’é dft@hrd.NeThe

verification ( I'sS return tot nent preparation

ternina e ' iLe: kJ wia@hn ni c
o1 gnat upROE Aaftbeht Orbbiritl , Glgalijaiorf 285 YER ERENE sicfl B GIED 7,
verification of the signature.is not,.pyblicized. FEig. 6 shows dat.a fl ow
B ver | Prasii adH- o SeReHEcEhirhyBcaRitatn SoftSare fof arepatite angicciting ot
the cli ént site. @% first, documa5|t dhﬂest val ue (TS-obj, H doc) .buried
in a dofORBAENEY (flegtramicst ents).me TReoCARRITQHC( FOCYICNt L IERIIIng; ne
information (TS-obj, T fix), an jdentifier for 1 s the tinme server itself
(TS- obj orgmezatipn 2 detghes| ma slate fsohthe reentasessh | timecaziime stampched.
In this step, offline verification may automatically be perfornmed before
onl i ne peoddssirey request ns generated,, ard temsaits & aigestrvdliedhasin value)fier ai me
stanps for the docunent digest value (TS-obj, Hdoc), tine information
®0] docu fo 1B est rrortme thedine s rocéssdn® Sen
(TS:@bj dodufrient to dedimbsstehpedrtothe cengnesashetmeTibeahhe stifprocessing sent

to the tinme stanp verification server 13 at the center. Then'in step S25, a

result gf Péﬁ%rﬁl\eﬂ? wHifthe' B8hiel GREI0MR tithe’ ®/RI MROah re‘l’éﬂt}&ﬁct%igﬁ%%%tr?@

verificatton server 13 at the centér, and instep S26, a resu

ver i fi cald kst vAiRPARY Rohyrdl the digRBvATug totnsRAafiARbA J0.00 In tine stamp
online verrfcatron in a S case ere onl'y the®decoding 1's performed at

t he center, s sh i-n Fig, 7 for verifying.the ti . at
the center. Abeqh Glie ¥ sviipe Eortopted Phaleh o AR B WBigH A8,
time stanp,.verifi i on request nessage.for. t.he el ectroni i gnat ure

(TS obj Untgitscsional duneHens a6 e dBRaHeRtORRL FIRCHIan, Gk AHINRE BBFTAEd 40 at
the client site. Then in step $28, the el ectronic signature 5 (TS-obj,
SIG2) tecenyed an dnpehyalie and qupukthricenyertad: vdue; BUbCanRdIfe@l £ABAL i on
secret key Kv2, and the result of verification is indicated by the sign D
Then t hbardyube applidddodcompbting methe rexerse ditection. enOni thesotherdamd,Fi g. 8
shows data processing perfornmed by the second docunent preparation term nal

devi ce tie hhsh fanctiorris, &b idefinenit broaddy,f @ fonotidn rfer Imappierg Vahesitonaf or a
time stanp at the client site, as showmn in Fig. 8, in step S30,

board area, but the hash function used for encryption or the like is

unidirectional in some aspects, and also has the non-colliding coincidence

20  (meaning that the probability of giving the same result to different input values
is low).

Components of the client software include time stamp add-on software,

document edition add-on software, and an operating system, and these

components form a time stamp generating section, a time stamp authenticity

25  verifying section (offline verification), an online authenticity verifying section
10



t he second docunent preparation term nal device 40 fetches a digest val ue
buried in a docunent to be tinme-stanped (TS-obj, Hdoc), tinme information
(TS-obj, T fix), an identifier for the time server identifier (TS -obj,
TSS-1D), and an electronic signature (TS-obj, SIG2). In step S31, hash

val ues for the 15 docunent digest value (TS-obj, Hdoc), tine information
(TS-obj, T fix), and the identifier for the tinme stanp server (TS-obj,

TSS- | D) (koreisguingirgnirigd doathee canterhf anda &g stamp awthentipityyeerifigng now.
In step S32, the second docunent preparation term nal device 40 requests
veri fi caectoon.of Theetimenstam@geneoating aeetiont hasna chisicgioat forecémputing, aSl G 2)
for the tinme stanp 2 o verification server 13 at the center, and receives

in stephgst3 saluesydbr af ddeaardinng & funetionh&oe epedormihgncomritfitatidfs
whether Dis the same as Hnow or not is determ ned, nanely the tine

i nf or magbABernihE tivhe ¥ vv’iﬂﬂtﬂé%?[t@r,cdiﬁl% Ednctind fof %éﬁeﬂaﬁnge& Pe[riﬂd?ﬁ? t hat

Dis the sane as Hnow, 1t is displayed in step S34 that the result o
> . . T . _ . ¢
e’ 14 nopriPotEaft ERLERYE: o dockmiel SERERIONS, Shsigrtn bisefird 28 P

IS not time stanping systemfor electronic docunents
accordiﬁgﬁﬁgéggiﬁ%ﬂégﬁﬁﬂiﬁts of the invention as described above has a tine
stanpi ng functjon.installed ther.ein as.add-on soft e for .appl.ication
Softuars for BPegumastemporutieRbEiveTRE 88 SErlion. (e wegTizRiPRY oS
autonatically perforned by the add-on software when a docunent_ to _be

ti me- st arfpagtpn t@g@ﬁ@lﬂty tiRea bugied: he-abjget. st hhe time stampprhentcityy t he
docunment, there is no need for managing the object file and the time stanp
certifi verifyingssactionl (for Fsuimg inguirteis gbethescenten) thasay fiimetion té egaipute

nodi fication of a tine stanp and a docunent to be 1 o tinme-stanped is

pr oM ded kst walweufar! a tdocaimerstr withcattime sthays baredpthepeingd fwectidiatoa user
can select an optical method for verification of docunments according to the

i mpor t agered ahd Qé@éiv@qmﬂle%ﬂim? RHfGMeAti G vefifidationaRduiéstsi did-aid RRults t8n
el ectronic signature are pertfornmed at the center and the key for

veri 11 Cahi SRorithe hkohHd 8 fuhclith (BHBkb Ry £ReslPb IHevaEfigRonal L ity for

an electronic 15 signature (termof va a time stanp) can be

Sovantages - ars EOVR B g) 31 B "Rpuly dHET EsbPBHF S e oyt ™ "0
mvent 1 s tagth By Gt e, i R EOTRAHPP ISR b ot PmENL ClEST ng.
vl os, Vel @hdas) AR b (e SFep ATV WIERHIA U S0 cach ok Lo Agrect

certificates fromthe external organi zation device, and burying a
certifichb®hjh prbHrekey-signedidniormation tcamprsimgpasselgictronic gnamre i ne
stanp information to an el ectroni c docunent prepared by general purpose
docunen(SIis-dp dioztthe rorsgifinhvéimee isterhpl informatianthe rsigmatude wecdication kéy ent
site, and therefore tinme information for certification can easily and

aut omat jsc phchgzenmmdﬁfmm @G e prepardd dyp b_@ﬁﬁéﬂiﬂ%) théforigidal
docunent. s (2) The electronic certificate witten in an electronic
docunentimieN lanile Snfdtn@AtioH (PL¥ik OH-ABE! ?fssgs-mtgr)]ttBehagmalﬁsoamte&%diﬁgd when

the docunent is sent to other term nal e certificate 1s automatically

coris B R, B O 986 Tl Qo AR TR IRORM PO Tt M

i ; fotim | £l i ) o i e )
van be QLD rish valEis tof thiofkinel AFmér HahE Thidindtign B Efoiifila te™ (O
_possi ble to, sel ech tg(i best thod o vgr.i figati on according to.t h_e
i npor t At SR dduFenfngr SEREetn ¥sHBRGC OEF3Len | GMRHRELE | 3N

possi ble to reduce work] gad and cost for verification to an_appropriate
| evel . electronic signature (SIG-2) assigned to the original time stamp information at

the center (the signature verification key is not public), and an stamp image

25  (marking). 11



15 (4) By installing the program nedi um according to the present invention
in atermnal device at a client site, it is possible to add high
reliability information to an electronic information prepared with general
pur pose software, which provides extrenely practical advantages. 20 25 19
WHAT IS CLAIMED IS: 1. Atime stanping systemfor electronic docunents
based on the configuration where a digest val ue generated based on an

el ectroni c dofugeh® shosysaae ¢xpmple ¢ifi dorumerntcdatanianddbeudacutmentedataaisi on
term nal device with 5 el ectronic docunment preparation software

i ncor poxlaviedt toea Aeadésblocknamiintex Hockrarkhatetall bdogdararmdhtheoheador e and
the external organization device assigns the tine of receipt and an

el ect r omformaiv relatihg tbhbe dtmhertalsuge wiivle secHrddsan huttor’ fafile, and,
wherein the client electronic docunent preparation term nal device

conpri S@Syerki Py FHFERM. %q% r o0
el ect ro%?\éerglo(glura}grt]]?é g?%par ed %@Ct he eSICEe]ct r %Ea?ggﬁlrgerﬁt pr epgir?%t)ﬁ%ntag

sof t war e, ' [ f i '

el D TR for' At oBRE th o olABRL At OISl 3B IpBERhaRh S, o
docurnent; a transm i.ting neans f.or correlating the, digest valye.to an ID
nunber 8¢ SBEK a&f’bbﬁf ngFee@Ff‘o%‘?Jscﬁo%ﬁé‘ﬁ{b“ﬁge‘Bﬂ% }rg:ﬁcgltgpn){v HS‘heﬂe ce and
transmtting the digest value and the ID nunber tq the external )

or gani z8FbrSd&Ri g%; dispiased \ath dote #h<PATHOR o e \Fﬁﬁl@ﬂ'é(n 214 cidgrmation
certificate transmtted thereto fromthe external organization device with
the ter goBeemangithe lagatiomevheredtheqtata teibpdisplayed i3 present.o ke drtgdst

val ue received by the external 2 0 organization device as well as to the ID

nunber eéctitve stdres thereire datafureathabyect defimghimthieindex: mi nal devi ce; and
an electronic certificate inserting and witing means for witing the
recegved el ecihenimlexeblodk cobhgprisest KBisplagt; otlLaysiayreDatdotfsee>, and
ti me-stanped stores in the client electronic docunent preparation term nal

devi ce. <I5atdSize>. The <Type> defines an object type, and comprises Group (a

group not having substantial data), String (character string data), Value
(numerical value), and Graphic (Image data). Display is a control flag
indicating whether the data is to be displayed or not, Layout is information for
15 a display position (a coordinate range), DataOffset is an offset for the Detail
block, and DataSize indicates a data size of object data in the detail block. A
portion of the document data block as an object for which a digest value is to
be calculated and also which is to be treated as an object for an electronic
signature for time stamping is the section “A” excluding the object for time
20 stamping. The sections corresponding to the index and detail blocks are the
“sign A” as an object for hash computing, while the object for time stamp—ing is

the sign TS-obj. Namely the time stamp is incorporated in the document.
Fig. 2 shows a data flow for generation of a time stamp in the time
stamp processing center 10 which is an external organization, and as shown in

25 Fig. 2, in step S1, the time stamp issuing server 12 receives a hash value
12



2. The time stanping systemfor electronic docunents according to claim1,
wherein said el ectronic docunent includes at |east original tinme stanp

i nformation describing a digest value for an el ectronic docunent to be

ti me-stanped, information indicating the tinme of receipt of the digest
value at s an external device, and an I D nunber of a client device; public
key-signed i nformati on prepared by assigning an electronic signature to the
ori gi na(Htdeg) dremyp thaf sirstatdaswmgnth prepatation deymingl dewiasxt¥} nial the
organi zati on and decodable with a public key for verification of the

el ect r oalectminyo docnmend piepaing torgayizatione2) anharliaittisite. priepstepS2yythe
electronically signing the original 1 o stanp information with a secret key

for thetiend stamap issidapi seavenn2afetclischadngeit tie (T4x)efrone thé Gystem
verification of an electronic signature. 3. The tine stanping system for

el ect r opjgekdOCTRENt R 364P'SH, Nthel Pirfé AtHinb qgs_uangusiérbef EPRiricrated 8o
offline verification neans for conputing a digest I s value for an

el ecs rogi&tﬁeﬁgngghaaﬂe?e i grb-z')%fi tﬁle.eﬁﬁél?“kﬂugoﬁlgr{&?@e%eq@'e gﬂ}ﬂen the

client termna vice and including ‘a portion other t oni c
certifig rie herel i i fyhing t:h t i-gest
val e t GEFRREherT Ty fBk e SRTBRIGRERES Gty UR2HS: SRTRR SRR,
and al s ri and verifying the ordgi.nal, tine stanp information a o
accor i PESSTLIheL dae des SBPi SINEy JSPHrBInE dhe  STERAURS [BPISHAIOR SRSt ne
public key for electrgnic signature verification at the client term nal
devi ce. kays Hhe, Ksmpand dhsnng siep 8t the identtiepApe the dumenstamyr dssWngg t o
claims 1, 2, or 3 further conprising an online verification nmeans for 2 s
t ransmi seivey Hh asidedhe ogliectroata isigratueesmaire tretuined: ke theetirstodocuteniinent
by 21  operating the client term nal device, decoding the secret

keyrsi gpegparafion texmiral idevicel80 at the blent sitd.r oni ¢ certificate by using the
el ectronic signature verification secret key owned by the external

organi zati on, F%?OB GhERA andanflove Tof Yenerdtivh ofi Mitliae Jthnfp &t al® first
information to the decoded 5 secret key-signed information. 5. The tine

st anpl ”Hoédﬁ%ﬁfﬂﬁ&baf‘dtﬁﬁ .rtef}hﬁxeﬂ?"?b'@i%@.t 3024€ Y iiat t9eed! MdBnl stepy 5¥, 3

further conprisi'ng an online verification neans for transmtting at I'east

cort f???%%gs&ﬁ#@é@ i EI#C{EL% BF Mg e fihnerts By &fﬁﬁﬁ hdalse 25 g9,
oy si GHETISH Berarmont bty nd-BNEST oI B SperticeCRrR o indBE! ot
key owned by the external .organi zation to generate 'ggﬁr mat i on en%bl i ng

corfdar | SEHEBNHMEPT Motat 1 Sndetermined that et@m)ﬂf ditynkas neb bgen

verified at i 5 the client termnal device, and returning the generated
i nf or me¢xpitied othery stemgocessing goes to step rpuvbere sadabobjest ag ggnerased um f or
ti me-stanping el ectronic docunents with a programrecorded therein, said
pr ogr anfoarthiel dounmentbttpbe ¢me-stamped emldi the abjtanist imtialived §E8dobyy, andli gest
val ue for an el ectroni c docunent

in step S7, a hash value is computed for the portion “A” which is equivalent

to a portion of the document to be time-stamped excluding the TS-object
20 therefrom (a result of computing is H). Then in step S8, a request for time
stamping is sent to the time stamp issuing server 12 at the center, and in step_
S9, the time stamp is received from the time stamp issuing server 12 to obtain a
time stamp server identifier (TSS-ID), time information (T-fix), and electronic

signatures (SIG-1, SIG-2).

25 Then in step S10, the received time information (T-fix) is checked
13



prepared by a client electronic docunent preparation term nal device with
el ectroni ¢ docunent preparation software incorporated therein to an
external organization device and a function for receiving the electronic
certificate returned fromthe external organization device with the tine of
receipt and an 2 s electronic signature assigned thereby to the digest

val ue, and inserting and 22 witing the electronic certificate in the

el ect r oagaingo therterim od viadidityn€F-BNDBpad ddtermihe whetterctheastmedeealidityy c
docunent preparation term nal device, wherein said client electronic

docunenhaprriear étpieed o AoNAl ideyidetetnfed tHaahameterorf dedidiehas hdtor
enabling a conputer to realize: 5 an electronic docunent reading function

for 1 e28kes sl ol sfe SUTTRE FeLHRANAR. itk Bk RALGAN ESSIPITRAL.

preparati on software; gest value conputin unction r conputing a

di gest u IGNE | $cd B '

uni di re§?¢ og’agq?’{? Rcﬂgggrggggftgéqﬁhiggo‘?;s qﬂé@@?:‘k@m‘ﬂﬂr@&‘?%‘%?F P%F\O Sr

correl at.in i ge val ue I[P n er . ie e t.roni.c

oo irentimirstiFndd SR didh HE st §i2. e HORFReBL i Morgt R S G anc

| D nunber. ,correl.ated to eagh _.ather, to t.he external,_.or i,zation device; a

Fecet vi MUY Bianig PasSYGRE I Thes OeleTalBed Ao iEps S5 i SAPEhaL g Aoy 5

fromthe external organizatjon device with a tine, stanp _and an el ectronic

si gnat upé vadislighbas thesneespiredd th esrascis displayesk in sfemSd 3ar i Hiisgtor bacti on

for witing the returned electronic certificate in an electronic docunent

to be thotedsthatpahen agimeddstampt genedationt scrben tis @piecatédcimna monppatearadt i on

term nal device. 20 7. A conputer readabl e program medi um for time-stanping
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15 the TS-object therefrom, and a result of the computing is (H-now). Then in
step S16, the second document preparation terminal device 40 at the client site
determines whether the hash value (H-doc) for the document to be
time-stamped is the same as a result of the computing (H-now) or not. When
it is determined that the hash value is the same as (H-now), the public

20  key-signed information encoded by the operation of the signature verification
public key (K,;) for the second document preparation terminal device 40 is
decoded, and based on this decoded public key-signed information,
comparison and verification to the original time stamp information (T-fix,
H-doc, and TSS-ID) (more specifically, comparison and verification of the

25 decoded value for the electronic signature (SIG-1) to the hash value for the
14
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15 key-signed information can be disclosed and obtained.

Fig. 5 and Fig. 6 show a data flow in time stamp online verification
when all of the operations for verifying a signature are performed at the center,
and Fig. 5 shows the verification processing performed by the time stamp
verifications server 13 at the center side. At first, in step S20, for verifying

20 the time stamp at the center, the time stamp verification server 13 at the center
receives a request massage including a digest value for a document to be
time-stamped (T'S-obj, H-doc), time information (TS-obj, T-fix), and electronic
signatures (TS-obj, SIG-2) from the second document preparation terminal
device 40 at the client site. Then in step S21, the secret key-signed

25 information in the electronic certificate encoded by operating the signature
15



2g N D

gHde} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! <' sw. s>k

"h" ###B3| $$$&9x %884 xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca]ca] ca] ca]ca] ca] ca]ca] ca]ca]ca] ca]ca! WRA&E& O "' (1(((-){)))*
*Q@**0+g++,J,,,-1-"---}xsnid_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca
] ca] ca] vefifigptionc sperg] c@)be(ﬁai dn] the setend cdpewinent qreparation /teyminal0S000>
1*2k2335"555%%b66768} 888199} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] cdeerdec d[)c at ahecalienf sipca derodédahod] bajexh]amn]the] dec@ded secret

;; #<k<p<==?i ???E@aBgBpBBBFCCCGx1 JJPKKKOLaM wr mhc”Y] ca] ca] ca] ca] ca] ca] ca] ca
]cay Cak@%lsi%ﬂl@@l@ﬁirﬁﬁﬂtﬁﬁi, @@hﬁgd@ﬁimaﬁ@&bﬁﬁicaﬁb@@ocwgﬁiﬂdm@kmh ajcalc
al aMW' g PPP R+RVSSTUTUUU?VWWKAYKYqYZo\ ]~ " " "} xsni d*Y] cal] ca] ca] ca] ca]

ca] ca] ¢ pdforhftioin] CRYiga] mh@ew}qcar]ssaipzl fbgel §gé<ﬁfﬂcﬁﬂbcadd‘fﬁ§§ﬁl@ﬁ] galical cal
ca] ca] ca! bObcceHeee(fyffgGivntiij lkgkkl U I mrngnnnogqowopp} xsnid_Z] ] ca] ca] ca

| ca) £a) CEEERERN G e HALENATL Mo RS UEMANITR) [RMT MRS 19108 °2) 2
| cal cal galeal 97l ppmboakeabar SlaRbRRLSrben) R pkaheal chial gal o2l o2

] ca] ca]

h} xsni d cal calcal]c a] cal. alc cal cal] ca cgl calcalca] calc
D(}xsnid _Z]]ca]ca] ca]ca]ca]ca]ca]ca]lca]ca]ca]ca]ca]ca]calcalca)cal.calcalcal
ca] ca] cdpsu cRieparalin dpeminal] davicesdBnas theychient gite] | Aq Aafp@@]aed] cal ca
] ca] ca] ca] ca] ca] ca] ca] ca) ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca! Rbaye f agelresonic sighariiecis) gralecafedqnhyenfiedat dhe spntgrcsg thdtdheca] ca)
ca] cal ca] ca] ca]ca]ca] ca]ca]ca]calcalcalca]calcalcaljca 39 i K-"10%& () -

9100 ( key Iop@etifica@®no® the-sigflaiuge {9 ndt pbKCiepd3" 109& () - 7}i K-""10%&' () -
y "109%& ()-9 109 ()-9F10%& ()-S109%& ()-10%&' ()-"10%&' () -

}iwei K- Y1" 10%8id.) 6SsBSWRY& dataZ 8wl O vierificagibddy( Xhé " Jevhd( HocGmktd () -
$ 9A0%R' ()->"uvwxyi UKY1" 10%&' ()- 101010, #s<10%&' ()- 9FYA0%&' ()-, 7" 109%&' () -

a0’ legTOR g i A s O O S eI, ¥
" 10%& ('ZlIu% ﬁﬁ@@&bj,) H-%o]cswﬁu{fﬂad it a document to be time-stamped, time
information (T'S-obj, H-doc), time information (TS-obj, T-fix), an identifier for
15 the time server itself (TS-obj, TSS-ID), and an electronic signature (T'S-obj,
SIG-2) are fetched. In this step, offline verification may automatically be
performed before online verification. In step S24, a request for verification of
the time stamps for the document digest value (TS-obj, H-doc), time
information (TS-obj, T-fix), and the electronic signatures (TS-obj, SIG-2) is
20  sent to the time stamp verification server 13 at the center. Then in step S25, a
result of the time stamp verification is received from the time stamp
verification server 13 at the center, and instep S26, a result of the verification is

displayed.

Fig. 7 and Fig. 8 show a data flow in time stamp online verification in a

25 case where only the decoding is performed at the center, and as shown in Fig. 7,
16
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terminal device 40 at the client site. Then in step S28, the electronic signature
5 (TS-obj, SIG-2) received from the client is decoded with the signature
verification secret key K,,, and the result of verification is indicated by the sign

D. Then the result of decoding D is returned to the client in step S29.
Fig. 8 shows data processing performed by the second document
preparation terminal device 40 at the client site, and to perform online
10 verification for a time stamp at the client site, as shown in Fig. 8, in step S30,
the second document preparation terminal device 40 fetches a digest value
buried in a document to be time-stamped (TS-obj, H-doc), time information
(TS-obj, T-fix), an identifier for the time server identifier (TS-obj, TSS-ID),
and an electronic signature (TS-obj, SIG-2). In step S31, hash values for the
15 document digest value (TS-obj, H-doc), time information (TS-obj, T-fix), and
the identifier for the time stamp server (TS-obj, TSS-ID) are computed, and a
result of the computing is displayed as H-now. In step S32, the second
document preparation terminal device 40 requests verification of the time
stamp for the electronic signature (TS-obj, SIG-2) for the time stamp
20 verification server 13 at the center, and receives in step S33 a result of
decoding D from the center. Then in step S34, whether D is the same as
H-now or not is determined, namely the time information, digest value, and ID
are checked, and if it is determined that D is the same as H-now, it is displayed
in step S34 that the result of verification is acceptable. If it is determined that

25 D is not the same as H-now, it is displayed in step S36 that the result of
17
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As the time stamping system for electronic documents according to the
embodiments of the invention as described above has a time stamping function
installed therein as add-on software for application software for preparation of
5 documents, so that the time stamping is automatically performed by the add-on
software when a document to be time-stamped is opened. Further, as the time
stamp 1is incorporated in the document, there is no need for managing the
object file and the time stamp certificate discretely. Further multiplex
security against illegal modification of a time stamp and a document to be
10 time-stamped is provided and a plurality of verification steps are prepared, so
that a user can select an optical method for verification of documents according
to the importance of each document. Further generation and verification of
an electronic signature are performed at the center and the key for verification
of a signature is not public, so that the term of validity for an electronic

15  signature (term of validity of a time stamp) can be extended.

(Advantages of the Invention)

As described above, the following advantages are provided by the time
stamping system for electronic documents and a program medium for the same

20  according to the present invention.

(1) With the add-on software incorporating a time stamping function for
such functions as reading documents, conversion to hash values, transmission
to an external organization device, receiving certificates from the external
organization device, and burying a certificate in an electronic document, it is

25  possible to assign time stamp information to an electronic document prepared
18
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& (3 - IYdy PR Mt rohid Céktifibaf® Wit Gharf electronic document includes
information for certifying the time information, and when the document is sent
to other terminal(s), the certificate is automatically sent together with the
document, so that there occurs no mistake in certificate management, and this
feature is convenient for offline verification of time.

10 (3) Offline verification and online verification can be performed based on
the same electronic certificate, so that it is possible to select the best method of
verification according to the importance of each document or the necessity,
which in turn makes it possible to reduce workload and cost for verification to
an appropriate level.

15 (4) By installing the program medium according to the present invention in
a terminal device at a client site, it is possible to add high reliability

information to an electronic information prepared with general purpose

software, which provides extremely practical advantages.
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5 electronic document preparation software incorporated therein is transmitted to
an external organization device and the external organization device assigns
the time of receipt and an electronic signature to the digest value and returns it
to the client, wherein the client electronic document preparation terminal
device comprises:
10 an electronic document reading means for reading an electronic
document prepared by the electronic document preparation software;

a digest value computing means for computing a digest value including
a hash value as a unidirectional function value based on a read document;

a transmitting means for correlating the digest value to an ID number of

15 the client electronic document preparation terminal device and transmitting the
digest value and the ID number to the external organization device;

a receiving means for receiving an electronic certificate transmitted
thereto from the external organization device with the term of receipt and the
electronic signature assigned to the digest value received by the external

20 organization device as well as to the ID number of the client electronic
document preparation terminal device; and

an electronic certificate inserting and writing means for writing the
received electronic certificate in the electronic document to be time-stamped

stores in the client electronic document preparation terminal device.
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1, wherein said electronic document includes at least original time stamp
information describing a digest value for an electronic document to be
time-stamped, information indicating the time of receipt of the digest value at
an external device, and an ID number of a client device; public key-signed
information prepared by assigning an electronic signature to the original time
stamp information with a secret key for the external organization and
decodable with a public key for verification of the electronic signature; and
secret key-signed information prepared by electronically signing the original

stamp information with a secret key for the external organization and

decodable with a secret key for verification of an electronic signature.

3. The time stamping system for electronic documents according to claim
1 or 2 further comprising an offline verification means for computing a digest
value for an electronic document to be verified, said electronic document
stored in the client terminal device and including a portion other than the
electronic certificate buried therein, comparing and verifying the computed
digest value to a document digest value in the original tamp stamp information,
and also comparing and verifying the original time stamp information
according to the decoded public key-signed information by operating the

public key for electronic signature verification at the client terminal device.

4, The time stamping system for electronic documents according to
claims 1, 2, or 3 further comprising an online verification means for

transmitting an electronic certificate written in the electronic document by
21
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10 information included in the electronic certificate by using the electronic
signature verification secret key owned by the external organization, and
comparing and verifying the original time stamp information to the decoded

5 secret key-signed information.

5. The time stamping system for electronic documents according to
claims 1, 2, or 3 further comprising an online verification means for
transmitting at least the secret key-signed information included in the
10 electronic certificate written in the electronic document by operating the client
terminal device to the external organization device, decoding the secret
key-signed information with the electronic signature verification secret key
owned by the external organization to generate information enabling
comparison and verification thereof to the electronic document to be verified at
15 the client terminal device, and returning the generated information to the client

device.

6. A computer-readable program medium for time-stamping electronic
documents with a program recorded therein, said program enabling a computer
20 to realize a function for sending a digest value for an electronic document
prepared by a client electronic document preparation terminal device with
electronic document preparation software incorporated therein to an external
organization device and a function for receiving the electronic certificate
returned from the external organization device with the time of receipt and an

25  electronic signature assigned thereby to the digest value, and inserting and
22
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said client electronic document preparation terminal device has a program
recorded therein for enabling a computer to realize:
5 an electronic document reading function for reading electronic
documents prepared by the electronic document preparation software;
a digest value computing function for computing a digest value from
the read electronic document alkoxysilane a unidirectional function value
thereof;
10 a transmitting function for correlating the digest value to an ID number
of the client electronic document preparation terminal device and transmitting
the digest value and ID number correlated to each other to the external
organization device;
a receiving function for receiving the electronic certificate returned
15 from the external organization device with a time stamp and an electronic
signature assigned thereto; and
an electronic certificate writing function for writing the returned
electronic certificate in an electronic document to be time-stamped prepared by
the client electronic document preparation terminal device.
20
7. A computer readable program medium for time-stamping electronic
documents according to claim 6, wherein said electronic certificate includes at
least original time stamp information describing a digest value for an electronic

document to be time-stamped, the information indicating the time of receipt of

25 the digest value in an external organization device, and an ID number for a
23
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signing the original time stamp information with a public key owned by the
external organization and decodable with an electronic signature verification
public key; and secret key-signed information prepared by electronically
signing the original time stamp information with a secret key owned by the
external organization and decodable with an electronic signature verification

secret key.

8. A computer-readable program medium for time-stamping electronic
documents according to claim 6 or 7 further comprising a program enabling a
computer to run the offline verification means for computing a digest value for
an electronic document to be verified, said electronic document stored in the
client terminal device and including a portion other than the electronic
certificate buried therein, comparing and verifying the computed digest value
to the document digest value included in the original time stamp information,
and further comparing and verifying the original time stamp information to the
public key-signed information by operating the electronic signature verification

public key at the client terminal device.

9. A computer-readable program medium for time-stamping electronic
documents according to claim 6, 7, or 8 further comprising a program enabling
a computer to run the online verification means for transmitting an electronic
certificate written in the electronic document by operating the client terminal
device to an external organization device to an external organization device,

decoding a secret key-signed information in the electronic document with an
24
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5 10. A computer-readable program medium for time-stamping electronic
documents according to claim 6, 7, or 8 further comprising a program enabling
a computer to run the online verification means for sending at least secret
key-signed information of the electronic certificate written in the electronic
document by operating the client terminal device to the external organization

10 device, and decoding secret key-signed information with the electronic
signature verification key owned by the external organization to generate
information comparable and verifiable to the electronic document to be
verified in the client terminal device and return the information to the client
terminal device.
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