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ELECTRONIC-CERTIFICATE-BASED INTERACTION 

METHODS AND APPARATUSES, AND ELECTRONIC 

DEVICES 

TECHNICAL FIELD 

[0001] The present application relates to the field of communications technologies, 5 

and in particular, to electronic-certificate-based interaction methods and apparatuses, 

and electronic devices. 

BACKGROUND 

[0002] With development of network technologies, various virtual object 

allocation methods emerge. For example, for allocation of a virtual object in a form of 10 

a "red packet", a user can put e-gift cards, cash gift, etc. into a "red packet", and then 

separately send the "red packet" to a certain user or send the "red packet" to a group 

and all members in the group open the red packet. However, as virtual object 

allocation scenarios are becoming more abundant, how to improve interaction and 

interest in virtual object allocation is of great significance for improving user 15 

experience. 

SUMMARY 

[0003] The present specification provides an electronic-certificate-based 

interaction method, where the method includes the following: a list of users that have 

social relationships with a first user and hold electronic certificates is output in 20 

response to an interaction operation initiated by the first user; a second user selected 

by the first user from the user list is obtained; an electronic certificate acquisition 

request is sent to a server, where the electronic certificate acquisition request includes 

a user identifier of the second user, so that the server selects a first electronic 

certificate from electronic certificates held by the second user, and generates a second 25 

electronic certificate of the same category as the first electronic certificate; and the 

second electronic certificate delivered by the server is obtained, and the second 

electronic certificate is locally stored, where the first user obtains an allocation 
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permission of a virtual object in a predetermined virtual object set when a category 

quantity of obtained electronic certificates reaches a predetermined threshold. 

[0004] Optionally, the locally storing the obtained electronic certificate includes: 

generating a corresponding display picture for the obtained electronic certificate; and 

adding the generated display picture to a display position corresponding to the 5 

electronic certificate in an electronic certificate display interface, where display 

pictures generated for different categories of electronic certificates are different from 

each other, and display positions corresponding to different categories of electronic 

certificates in the electronic certificate display interface are different from each other. 

[0005] Optionally, the electronic certificate display interface further includes a 10 

display position corresponding to a virtual item; and the method further includes the 

following: a corresponding display picture is generated for an obtained virtual item; 

and the generated display picture is added to a display position corresponding to the 

virtual item in an electronic certificate display interface. 

[0006] Optionally, the outputting, in response to an interaction operation initiated 15 

by a first user, a list of users that have social relationships with the first user and hold 

electronic certificates includes: outputting a detail interface corresponding to the 

virtual item in response to a detected trigger operation of the first user for the display 

picture corresponding to the virtual item, where the detail interface includes an 

interaction option; and outputting an interaction interface corresponding to the 20 

interaction option in response to a trigger operation of the first user for the interaction 

option, and outputting the list of users that have social relationships with the first user 

and hold electronic certificates to the first user by using the interaction interface, the 

list being obtained from the server. 

[0007] Optionally, the sending an electronic certificate acquisition request to a 25 

server includes: outputting an electronic certificate selection interface to the first user, 

where the electronic certificate selection interface includes several graphical options 

corresponding to the electronic certificates held by the second user; and sending the 

electronic certificate acquisition request to the server in response to a trigger operation 

of the first user for any one of the several graphical options. 30 

[0008] Optionally, the virtual object is a virtual red packet. 

[0009] The present specification further provides an electronic-certificate-based 

interaction method, where the method includes the following: an electronic certificate 

acquisition request sent by a client device is received, where the electronic certificate 

acquisition request includes a user identifier of a second user selected by a first user 35 
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from a list of users that have social relationships with the first user and hold electronic 

certificates, the list being output by the client device; in response to the electronic 

certificate acquisition request, a first electronic certificate is selected from electronic 

certificates held by the second user, and a second electronic certificate of the same 

category as the first electronic certificate is generated; and the generated second 5 

electronic certificate is delivered to the client device, where the first user obtains an 

allocation permission of a virtual object in a predetermined virtual object set when a 

category quantity of electronic certificates obtained by the client device reaches a 

predetermined threshold. 

[0010] Optionally, a corresponding selection probability value is predetermined for 10 

each category of electronic certificate; and the selecting a first electronic certificate 

from electronic certificates held by the second user includes: selecting the first 

electronic certificate for the first user from the electronic certificates held by the 

second user based on the selection probability value of each category of electronic 

certificate. 15 

[0011] Optionally, the method further includes the following: weighting 

calculation is performed on selection probability values of all categories of electronic 

certificates held by the second user, to obtain a drawing probability value 

corresponding to the first user; and before the generating a second electronic 

certificate of the same category as the first electronic certificate, the method further 20 

includes the following: whether the first user draws the first electronic certificate is 

determined based on the drawing probability value; and if yes, the second electronic 

certificate of the same category as the first electronic certificate is further generated. 

[0012] Optionally, the virtual object is a virtual red packet. 

[0013] The present specification further provides an electronic-certificate-based 25 

interaction apparatus, where the apparatus includes: an output module, configured to 

output, in response to an interaction operation initiated by a first user, a list of users 

that have social relationships with the first user and hold electronic certificates; a first 

acquisition module, configured to obtain a second user selected by the first user from 

the user list; a sending module, configured to send an electronic certificate acquisition 30 

request to a server, where the electronic certificate acquisition request includes a user 

identifier of the second user, so that the server selects a first electronic certificate from 

electronic certificates held by the second user, and generates a second electronic 

certificate of the same category as the first electronic certificate; and a second 

acquisition module, configured to obtain the second electronic certificate delivered by 35 
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the server, and locally store the second electronic certificate, where the first user 

obtains an allocation permission of a virtual object in a predetermined virtual object 

set when a category quantity of obtained electronic certificates reaches a 

predetermined threshold. 

[0014] Optionally, the second acquisition module is configured to: generate a 5 

corresponding display picture for the obtained electronic certificate; and add the 

generated display picture to a display position corresponding to the electronic 

certificate in an electronic certificate display interface, where display pictures 

generated for different categories of electronic certificates are different from each 

other, and display positions corresponding to different categories of electronic 10 

certificates in the electronic certificate display interface are different from each other. 

[0015] Optionally, the electronic certificate display interface further includes a 

display position corresponding to a virtual item; and the first acquisition module is 

configured to: generate a corresponding display picture for an obtained virtual item; 

and add the generated display picture to a display position corresponding to the virtual 15 

item in an electronic certificate display interface. 

[0016] Optionally, the output module is configured to: output a detail interface 

corresponding to the virtual item in response to a detected trigger operation of the first 

user for the display picture corresponding to the virtual item, where the detail 

interface includes an interaction option; and output an interaction interface 20 

corresponding to the interaction option in response to a trigger operation of the first 

user for the interaction option, and output the list of users that have social 

relationships with the first user and hold electronic certificates to the first user by 

using the interaction interface, the list being obtained from the server. 

[0017] Optionally, the sending module is configured to: output an electronic 25 

certificate selection interface to the first user, where the electronic certificate selection 

interface includes several graphical options corresponding to the electronic certificates 

held by the second user; and send the electronic certificate acquisition request to the 

server in response to a trigger operation of the first user for any one of the several 

graphical options. 30 

[0018] Optionally, the virtual object is a virtual red packet. 

[0019] The present specification further provides an electronic-certificate-based 

interaction apparatus, where the apparatus includes: a receiving module, configured to 

receive an electronic certificate acquisition request sent by a client device, where the 

electronic certificate acquisition request includes a user identifier of a second user 35 
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selected by a first user from a list of users that have social relationships with the first 

user and hold electronic certificates, the list being output by the client device; a 

generation module, configured to: in response to the electronic certificate acquisition 

request, select a first electronic certificate from electronic certificates held by the 

second user, and generate a second electronic certificate of the same category as the 5 

first electronic certificate; and a delivery module, configured to deliver the generated 

second electronic certificate to the client device, where the first user obtains an 

allocation permission of a virtual object in a predetermined virtual object set when a 

category quantity of electronic certificates obtained by the client device reaches a 

predetermined threshold. 10 

[0020] Optionally, a corresponding selection probability value is predetermined for 

each category of electronic certificate; and the generation module is configured to: 

select the first electronic certificate for the first user from the electronic certificates 

held by the second user based on the selection probability value of each category of 

electronic certificate. 15 

[0021] Optionally, the apparatus further includes: a calculation module, configured 

to perform weighting calculation on selection probability values of all categories of 

electronic certificates held by the second user, to obtain a drawing probability value 

corresponding to the first user; and the generation module is further configured to: 

before generating the second electronic certificate of the same category as the first 20 

electronic certificate, determine, based on the drawing probability value, whether the 

first user draws the first electronic certificate; and if yes, further generate the second 

electronic certificate of the same category as the first electronic certificate. 

[0022] Optionally, the virtual object is a virtual red packet. 

[0023] The present specification further provides an electronic device, including: a 25 

processor; and a memory, configured to store machine executable instructions, where 

machine executable instructions corresponding to electronic-certificate-based 

interaction logic that are stored in the memory are read and executed, to prompt the 

processor to: output, in response to an interaction operation initiated by a first user, a 

list of users that have social relationships with the first user and hold electronic 30 

certificates; obtain a second user selected by the first user from the user list; send an 

electronic certificate acquisition request to a server, where the electronic certificate 

acquisition request includes a user identifier of the second user, so that the server 

selects a first electronic certificate from electronic certificates held by the second user, 

and generates a second electronic certificate of the same category as the first 35 
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electronic certificate; and obtain the second electronic certificate delivered by the 

server, and locally store the second electronic certificate, where the first user obtains 

an allocation permission of a virtual object in a predetermined virtual object set when 

a category quantity of obtained electronic certificates reaches a predetermined 

threshold. 5 

[0024] The present specification further provides an electronic device, including: a 

processor; and a memory, configured to store machine executable instructions, where 

machine executable instructions corresponding to electronic-certificate-based 

interaction logic that are stored in the memory are read and executed, to prompt the 

processor to: receive an electronic certificate acquisition request sent by a client 10 

device, where the electronic certificate acquisition request includes a user identifier of 

a second user selected by a first user from a list of users that have social relationships 

with the first user and hold electronic certificates, the list being output by the client 

device; in response to the electronic certificate acquisition request, select a first 

electronic certificate from electronic certificates held by the second user, and generate 15 

a second electronic certificate of the same category as the first electronic certificate; 

and deliver the generated second electronic certificate to the client device, where the 

first user obtains an allocation permission of a virtual object in a predetermined virtual 

object set when a category quantity of electronic certificates obtained by the client 

device reaches a predetermined threshold. 20 

[0025] The present specification provides a new interaction mode in a virtual 

object allocation scenario in which a user collects multiple categories of electronic 

certificates to obtain an allocation permission of a virtual object. In this scenario, the 

user can initiate an interaction operation to select a second user from a list of users 

that have social relationships with the user and hold electronic certificates, to trigger a 25 

client device to send an electronic certificate acquisition request to a server; and the 

server selects a first electronic certificate from electronic certificates held by the 

second user, generates a second electronic certificate of the same category as the first 

electronic certificate, and delivers the generated second electronic certificate to the 

client device. 30 

[0026] On one hand, the first user can interact with the second user that has a 

social relationship with the first user, to obtain an electronic certificate of the same 

category as an electronic certificate held by the second user, thereby significantly 

improving interaction and interest of the first user in electronic certificate collection. 
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[0027] On the other hand, after selecting the first electronic certificate from the 

electronic certificates held by the second user, the server does not directly forward the 

first electronic certificate held by the second user to the first user, but generates the 

new second electronic certificate of the same category as the first electronic certificate, 

and then delivers the second electronic certificate to the first user. Therefore, the 5 

second user can continue to hold the first electronic certificate, so that the electronic 

certificate held by the second user can be randomly shared with the first user without 

a decrease in a quantity of electronic certificates held by the second user. 

BRIEF DESCRIPTION OF DRAWINGS 

[0028] FIG. 1 is a flowchart illustrating an electronic-certificate-based interaction 10 

method according to an example embodiment; 

[0029] FIG. 2 is a schematic diagram illustrating an electronic certificate display 

interface according to an example embodiment; 

[0030] FIG. 3 is a schematic diagram illustrating user-initiated interaction 

according to an example embodiment; 15 

[0031] FIG. 4 is a schematic diagram illustrating interaction between a user and 

another user according to an example embodiment; 

[0032] FIG. 5 is a schematic structural diagram illustrating an electronic device 

according to an example embodiment; 

[0033] FIG. 6 is a block diagram illustrating an electronic-certificate-based 20 

interaction apparatus according to an example embodiment; and 

[0034] FIG. 7 is a block diagram illustrating another electronic-certificate-based 

interaction apparatus according to an example embodiment. 

DESCRIPTION OF IMPLEMENTATIONS 

[0035] In some virtual object allocation scenarios, a user can collect multiple 25 

categories of electronic certificates, and obtain an allocation permission of a virtual 

object in a predetermined virtual resource set when a category quantity of collected 

electronic certificates reaches a predetermined threshold. 

[0036] For example, the virtual object is a virtual red packet. In a shown red packet 

sending scenario of "collect five blessings to share the big prize", the electronic 30 

certificates can include five categories of virtual blessing cards: "longevity and health 

blessing", "kindliness blessing", "prosperity blessing", "harmony blessing", and 
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"wealth blessing". The user can collect the blessing cards in multiple methods and 

correspondingly obtain a red packet receiving permission after collecting the five 

categories of virtual blessing cards, and a server sends a red packet to the user. 

[0037] The present specification provides a new interaction mode based on the 

previously shown virtual object allocation scenario. 5 

[0038] In this new interaction mode, the user can interact with another user that has 

a social relationship with the user, to share an electronic certificate held by the another 

user without a decrease in a quantity of electronic certificates held by the another user. 

[0039] To make a person skilled in the art understand the technical solutions in the 

present application better, the following clearly and comprehensively describes the 10 

technical solutions in the embodiments of the present application with reference to the 

accompanying drawings in the embodiments of the present application. Clearly, the 

described embodiments are merely some but not all of the embodiments of the present 

application. All other embodiments obtained by a person of ordinary skill in the art 

based on the embodiments of the present application without creative efforts shall fall 15 

within the protection scope of the present application. 

[0040] FIG. 1 illustrates an electronic-certificate-based interaction method 

according to an embodiment of the present application. The method includes the 

following steps: 

[0041] Step 102: A client device outputs, in response to an interaction operation 20 

initiated by a first user, a list of users that have social relationships with the first user 

and hold electronic certificates. 

[0042] Step 104: The client device determines a second user selected by the first 

user from the user list, and sends an electronic certificate acquisition request to a 

server, where the electronic certificate acquisition request includes a user identifier of 25 

the second user. 

[0043] Step 106: In response to the electronic certificate acquisition request, the 

server selects a first electronic certificate from electronic certificates held by the 

second user, generates a second electronic certificate of the same category as the first 

electronic certificate, and delivers the second electronic certificate to the client device. 30 

[0044] Step 108: The client device obtains the second electronic certificate 

delivered by the server, and locally stores the second electronic certificate, where the 

first user obtains an allocation permission of a virtual object in a predetermined virtual 

object set when a category quantity of electronic certificates obtained by the client 

device reaches a predetermined threshold. 35 
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[0045] The virtual object can include any category of virtual article that can be 

allocated and sent online. For example, in a shown implementation, the virtual object 

can be a "virtual red packet" in a red packet sending scenario. 

[0046] The electronic certificate is a certificate used by the user to obtain the 

virtual object from the server. In practice, a certain quantity of electronic certificates 5 

of different categories can be preconfigured in the server, and the server can deliver 

different categories of electronic certificates to specific user groups based on a certain 

delivery rule. A specific form of the electronic certificate is not limited, and the 

electronic certificate can be a character string, a number, a character, a password, a 

virtual card, etc. 10 

[0047] The first user can be an obtaining party of the virtual object. The client 

device can be a client device used by the first user to obtain the virtual object. For 

example, when the client device is installed in any electronic device, after logging in 

to the client device by using a registered account, the first user can interact with the 

server by using the client device, to obtain the virtual object. 15 

[0048] The second user can be a user that has a social relationship with the first 

user. In the present specification, the first user can interact with the second user to 

share an electronic certificate held by the second user. 

[0049] The following describes the technical solutions in the present specification 

in detail by using an example in which the virtual object is a "virtual red packet". It is 20 

worthwhile to emphasize that, the "virtual red packet" is merely an example of the 

virtual object. In practice, the virtual object can alternatively be a virtual article that 

can be allocated and sent online other than the "virtual red packet", such as an 

electronic shopping voucher or an electronic coupon. 

[0050] In the present specification, a certain quantity of electronic certificates of 25 

different categories can be preconfigured in the server, and the server centrally 

manages the preconfigured electronic certificates. 

[0051] The preconfigured electronic certificate is the unique certificate used by the 

user to obtain a red packet sending permission. A quantity and a category quantity of 

preconfigured electronic certificates can be set based on an actual need. 30 

[0052] The first user can collect electronic certificates by using the client device, 

and obtain a red packet allocation permission when a category quantity of collected 

electronic certificates reaches the predetermined threshold. The category quantity is a 

type quantity of electronic certificates collected by the user. A specific value of the 
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predetermined threshold is not limited in the present application and can be 

determined based on an actual need in practice. 

[0053] In the present specification, the first user can collect electronic certificates 

by using the client device in multiple methods, and an electronic certificate collection 

method is not specifically limited in the present specification. 5 

[0054] For example, in a shown collection method, the first user can collect, by 

using the client device, an electronic certificate actively sent by the server when the 

first user satisfies a sending condition, or can collect an electronic certificate given by 

another user that has a social relationship with the first user. 

[0055] In another shown method, the client device can be an AR (Augmented 10 

Reality) client device, and the first user can perform image scanning on a specific 

offline target by using the AR client device, to trigger the server to send an electronic 

certificate to the user. 

[0056] For example, the first user can perform, by using the AR client device, 

image scanning on a predetermined graphical identifier deployed offline, to trigger the 15 

server to send an electronic certificate to the first user, or the first user can perform 

image scanning on a face of any or a specific task by using the AR client device, to 

trigger the server to send an electronic certificate to the first user. 

[0057] In practice, in addition to the previously described collection methods, the 

first user can interact with another user that has a social relationship with the first user, 20 

to obtain an electronic certificate held by the another user. 

[0058] In a shown implementation, the server can send some virtual items to the 

user in addition to the electronic certificate, and the user can use these virtual items to 

"grab" an electronic certificate held by another user. 

[0059] For example, in implementation, these virtual items can be special 25 

electronic certificates. After "using" these special electronic certificates, the user can 

select a specific user from other users having social relationships with the user, and 

randomly select an electronic certificate from electronic certificates held by the 

specific user, and the user keeps the electronic certificate. 

[0060] In practice, although the first user can achieve electronic certificate 30 

collection by using a virtual item sent by the server to "grab" an electronic certificate 

held by another user, a quantity of electronic certificates held by the user serving as a 

grabbed party decreases. Therefore, interaction experience of the second user may be 

affected to some extent. 
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[0061] Based on the previous description, the present specification provides an 

interaction mode in which the first user shares an electronic certificate held by another 

user that has a social relationship with the first user without a decrease in a quantity of 

electronic certificates held by the another user. 

[0062] In this interaction mode, the server can still send some virtual items to the 5 

user. The first user can use these virtual items to trigger the server to select an 

electronic certificate from electronic certificates held by another user, "duplicate" the 

electronic certificate, and deliver a "duplicated" electronic certificate to the first user. 

[0063] In the present specification, after the first user obtains an electronic 

certificate by using the client device in either of the previously shown collection 10 

methods, the client device can generate a corresponding display picture for the 

obtained electronic certificate, and add the generated display picture to a display 

position corresponding to the electronic certificate in an electronic certificate display 

interface to display the generated display picture to the first user, to locally store the 

electronic certificate. 15 

[0064] The display picture generated by the client device for the electronic 

certificate can correspond to a category of the electronic certificate, that is, display 

pictures corresponding to different categories of electronic certificates can be different 

from each other. Content displayed on the display picture is not specifically limited. 

[0065] The display position provided by the client device in the electronic 20 

certificate display interface can also correspond to the category of the electronic 

certificate, and different display positions can separately correspond to different 

categories of electronic certificates, that is, different categories of electronic 

certificates can separately correspond to different display positions in the electronic 

certificate display interface. 25 

[0066] The first user can also give an electronic certificate displayed in the 

electronic certificate display interface to another user having a social relationship with 

the first user. 

[0067] In a shown implementation, the first user can trigger a display picture added 

to a display position, to give an electronic certificate corresponding to the display 30 

picture to another user. 

[0068] For example, if the first user wants to give a certain category of held 

electronic certificate to another user, the first user can perform a trigger operation, 

such as tapping, to trigger a display picture corresponding to the electronic certificate 

that is displayed in the electronic certificate display interface. After detecting the 35 
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trigger operation of the first user for the display picture, the client device can output a 

detail interface of the electronic certificate corresponding to the display picture in 

response to the trigger operation. 

[0069] The detail interface of the electronic certificate can be specifically used to 

display detail information of the electronic certificate to the user. A share option can 5 

be provided in the detail interface of the electronic certificate. For example, when the 

electronic certificate is a virtual card, the share option can be specifically a trigger 

button of "send a card to a friend". 

[0070] After the first user performs a predetermined trigger operation, such as 

tapping, to trigger the share option, the client device can output a share method 10 

selection interface. Several categories of target applications that can be selected by the 

user can be provided in the selection interface. At this time, the first user can select a 

corresponding target application in the selection interface, and then further select a 

target user that the first user wants to share the electronic certificate with at this time 

in the target application. After the selection, the client device can send the electronic 15 

certificate to the target user selected by the user. 

[0071] When the first user shares the electronic certificate with the target user, if 

the target user is a contact or a friend of the first user in the client device, the first user 

can share the electronic certificate with the target user inside the client device. In this 

case, the client device can transmit the electronic certificate that needs to be shared to 20 

a client device of the target user by using the server. 

[0072] Certainly, if the target user is not a contact or a friend of the user in the 

client device but a contact or a friend of the first user in a third-party client device, the 

first user can also share the electronic certificate with the target user by using the 

third-party client device. In this case, the client device can generate, by using the 25 

server, a corresponding access link for the electronic certificate that needs to be 

shared, and then share the generated access link with the target user by using the 

third-party client device. 

[0073] Further, a display position corresponding to a virtual item sent by the server 

to the user can be provided in the electronic certificate display interface in addition to 30 

the display position corresponding to the electronic certificate. If the server also sends 

multiple categories of virtual items to the user, a corresponding display position can 

be provided for each category of virtual item in the electronic certificate display 

interface. 
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[0074] In this case, when the first user obtains, by using the client device, a virtual 

item sent by the server, a corresponding display picture can also be generated for the 

obtained virtual item, and then the generated display picture is added to a display 

position corresponding to the virtual item in the electronic certificate display interface 

to display the generated display picture to the first user, to locally store the virtual 5 

item. 

[0075] In a shown implementation, the first user can trigger the display picture 

corresponding to the virtual item that is displayed in the electronic certificate display 

interface, to "use" the virtual item corresponding to the display picture to interact with 

the second user having the social relationship with the first user, to obtain an 10 

electronic certificate held by the second user without a decrease in a quantity of 

electronic certificates held by the second user. 

[0076] For example, the first user can perform a trigger operation, such as tapping, 

to trigger the display picture corresponding to the virtual item that is displayed in the 

electronic certificate display interface. After detecting the trigger operation of the first 15 

user for the display picture, the client device can output a detail interface of the virtual 

item corresponding to the display picture in response to the trigger operation. 

[0077] The detail interface of the virtual item can be specifically used to display 

detail information of the virtual item to the user. An interaction option can be 

provided in the detail interface of the virtual item. For example, if the virtual item is a 20 

special virtual blessing card "share blessing card", the interaction option can be 

specifically an interaction button of "to share blessing". 

[0078] After the first user performs a predetermined trigger operation, such as 

tapping, to trigger the interaction option: 

[0079] on one hand, the client device can immediately communicate with the 25 

server to obtain the list of users that have social relationships with the first user and 

hold electronic certificates from the server; and 

[0080] on the other hand, the client device can output an interaction interface 

corresponding to the interaction option, and output the obtained list of users that have 

social relationships with the first user and hold electronic certificates to the first user 30 

by using the interaction interface. 

[0081] A quantity of electronic certificates held by each user in the user list can 

also be outputted to the first user in the interaction interface in addition to the user list. 

at the same time, a corresponding selection option can be provided for each selectable 

user in the user list. The first user can trigger the selection option in a trigger method, 35 
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such as tapping, to select the user corresponding to the selection option as an 

interaction object. 

[0082] It is worthwhile to note that, in practice, the first user can implement 

interaction in other methods in addition to the previously described method of 

initiating interaction by "using" the virtual item, that is, in the present specification, an 5 

interaction operation initiated by the first user can be other forms of interaction 

operations in addition to the interaction operation initiated by "using" the virtual item. 

The other forms of interaction operations are not listed in the present specification one 

by one. 

[0083] In the present specification, the interaction object selected by the first user 10 

from the user list is referred to as a second object. After the first user performs the 

selection operation in the user list, the client device can obtain the second user 

selected by the first user from the user list. 

[0084] In a shown implementation, after the first user selects the second user from 

the user list, the client device can query the server for the total quantity of electronic 15 

certificates held by the second user, and output an electronic certificate selection 

interface corresponding to the second user to the first user. 

[0085] The electronic certificate selection interface can include several selectable 

graphical options. These graphical options are kept consistent with the electronic 

certificates actually held by the second user in quantity. At this time, the first user can 20 

select a graphical option from these graphical options in a trigger method, such as 

tapping, to simulate a process of drawing an electronic certificate from the electronic 

certificates held by the second user. 

[0086] After detecting a trigger operation of the first user for any graphical option, 

the client device can send an electronic certificate acquisition request to the server in 25 

response to the detected trigger operation. The electronic certificate acquisition 

request can include the user identifier of the second user, such as a social account of 

the second user. 

[0087] In the present specification, after receiving the electronic certificate 

acquisition request sent by the client device, the server can read the user identifier of 30 

the second user from the electronic certificate acquisition request, query a database for 

all the electronic certificates held by the second user, select a first electronic 

certificate for the first user from all the electronic certificates held by the second user, 

and deliver the selected first electronic certificate to the first user. 
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[0088] When selecting the electronic certificate for the first user from all the 

electronic certificates held by the second user, the server can specifically randomly 

select the electronic certificate from all the electronic certificates held by the second 

user by using a specific random algorithm. 

[0089] In a shown implementation, a corresponding selection probability value can 5 

be preconfigured for each category of electronic certificate in the server, and selection 

probability values corresponding to different electronic certificates can be different 

from each other. 

[0090] For example, an operator of the server can set a relatively small selection 

probability value for one or more categories of electronic certificates based on an 10 

actual service need, to strictly control the possibility that the one or more categories of 

electronic certificates are shared with another user. 

[0091] When selecting the electronic certificate for the first user from all the 

electronic certificates held by the second user, the server can randomly select the first 

electronic certificate for the first user from the electronic certificates held by the 15 

second user strictly based on the selection probability value of each category of 

electronic certificate. 

[0092] Because selection probability values of all categories of electronic 

certificates are different, there is a corresponding relatively low probability that an 

electronic certificate with a relatively small selection probability value that is held by 20 

the second user is randomly selected, and there is a corresponding relatively high 

probability that an electronic certificate with a relatively large selection probability 

value that is held by the second user is randomly selected. 

[0093] In a shown implementation, the server can further set a drawing probability 

value for the first user. The drawing probability value represents the probability that 25 

the first user can successfully obtain an electronic certificate held by the second user 

after using the previously described virtual item. 

[0094] A method of calculating the drawing probability value is not specifically 

limited in the present specification. 

[0095] In a shown implementation, the server can specifically set a drawing 30 

probability value for the first user based on a category quantity of electronic 

certificates actually held by the second user. 

[0096] Specifically, the server can perform weighting calculation on the selection 

probability values of all the categories of electronic certificates actually held by the 
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second user, and then use a value obtained after the weighting calculation as the 

drawing probability value corresponding to the first user. 

[0097] For example, a same weighting factor can be set for each category of 

electronic certificates. In this case, the weighting calculation can be specifically 

performing summation calculation on the selection probability values of all the 5 

categories of electronic certificates actually held by the second user, that is, a sum of 

the selection probability values of all the categories of electronic certificates actually 

held by the second user is the drawing probability value corresponding to the first user. 

Certainly, in practice, a person skilled in the art can flexibly set a weighting value for 

each category of electronic certificate based on an actual need. 10 

[0098] As such, the category quantity of electronic certificates actually held by the 

second user directly determines the probability that the first user successfully obtains 

an electronic certificate held by the second user after using the previously described 

virtual item. A larger category quantity of electronic certificates actually held by the 

second user indicates a larger finally obtained drawing probability value of the first 15 

user and a higher probability that the first user successfully obtains an electronic 

certificate held by the second user. On the contrary, a smaller category quantity of 

electronic certificates actually held by the second user indicates a smaller finally 

obtained drawing probability value of the first user and a lower probability that the 

first user successfully obtains an electronic certificate held by the second user. 20 

[0099] It is worthwhile to note that, when selecting the first electronic certificate 

for the first user from the electronic certificates held by the second user, the server can 

select the electronic certificate from the electronic certificates held by the second user 

based on a preconfigured rule in addition to randomly selecting the electronic 

certificate from the electronic certificates held by the second user in the previously 25 

described method. 

[0100] The preconfigured rule can be flexibly configured based on an actual need, 

and is not specifically limited in the present specification. 

[0101] For example, the server can perform big data analysis based on user data 

deposited by the first user in the server, to obtain an activity score of the first user. In 30 

this case, the preconfigured rule can be the following: when the activity score of the 

first user is greater than a predetermined threshold, a category absent from all 

electronic certificates currently collected by the first user can be preferentially 

selected for the first user from the electronic certificates held by the second user. 
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[0102] After selecting the first electronic certificate for the first user from the 

electronic certificates held by the second user, the server can perform, based on the 

drawing probability value of the first user, decision control on whether the first user 

draws the first electronic certificate at this time, and determine, based on a decision 

control result, whether the first user draws the first electronic certificate. 5 

[0103] If the decision control result indicates that the first user successfully draws 

the first electronic certificate at this time, the server can generate a new second 

electronic certificate of the same category as the first electronic certificate, and then 

deliver the generated new second electronic certificate to the client device. 

[0104] Because the server generates the new second electronic certificate of the 10 

same category based on the category of the first electronic certificate and finally 

delivers the generated new second electronic certificate to the first user, the quantity 

of electronic certificates held by the second user does not decrease, which is 

equivalent to that the server "duplicates" the first electronic certificate held by the 

second user once, and delivers a "duplicated" electronic certificate to the first user. 15 

[0105] After receiving the second electronic certificate delivered by the server, the 

client device can generate a corresponding display picture in the same method 

described above, and add the display picture to a corresponding display position in the 

electronic certificate display interface to display the display picture to the first user. 

[0106] Certainly, if the decision control result indicates that the first user fails to 20 

draw the first electronic certificate at this time, the server can return a prompt that the 

first user fails to obtain the electronic certificate held by the second user to the client 

device. For example, the prompt can be specifically a prompt message that prompting 

that the user fails to draw the electronic certificate at this time. 

[0107] In a shown implementation, each time the server "duplicates" the first 25 

electronic certificate held by the second user, a quantity of "duplicate" times can be 

calculated. Before selecting the electronic certificate for the first user from all the 

electronic certificates held by the second user, the server can first check whether a 

quantity of "duplicate" times of the electronic certificates held by the second user 

reaches a predetermined threshold. If the quantity of "duplicate" times of the 30 

electronic certificates held by the second user reaches the predetermined threshold, in 

this case, the server can directly terminate a process in which the first user 

"duplicates" the electronic certificate from the electronic certificates held by the 

second user, and return prompt information to the client device that electronic 

certificate obtaining failed. For example, if the virtual item is a special virtual blessing 35 



18 

 

card "share blessing card", the prompt information can be specifically a prompt 

message "the friend is shared too many times, please try another person". 

[0108] Certainly, if the quantity of "duplicate" times of the electronic certificates 

held by the second user does not reach the predetermined threshold, in this case, the 

server can further select the electronic certificate for the first user from all the 5 

electronic certificates held by the second user. A specific process is omitted for 

simplicity. In the present specification, after the first user collects the electronic 

certificate by using the previously described collection method, the client device can 

further determine, in real time in the background, whether a category quantity of 

locally stored electronic certificates reaches a predetermined threshold. If the category 10 

quantity of locally stored electronic certificates reaches the predetermined threshold, 

in this case, the first user is able to obtain the red packet allocation permission. 

[0109] In this case, the client device can send a red packet allocation request (which 

is equivalent to the previously described virtual object allocation request) to the server, 

and the red packet allocation request includes several electronic certificates. 15 

[0110] In a shown implementation, both a quantity and a category quantity of 

electronic certificates included in the red packet allocation request can be the 

predetermined threshold, so that the server can obtain the electronic certificates 

included in the red packet allocation request and then perform verification after 

receiving the red packet allocation request. 20 

[0111] It is worthwhile to note that an operation of sending the red packet allocation 

request to the server by the client device can be manually triggered by the user, or can 

be automatically triggered by the client device when the client device determines that 

a quantity of collected electronic certificates reaches a first quantity. 

[0112] For example, in a case, when determining, in the background, that the quantity 25 

of collected electronic certificates reach the first quantity, the client device can 

automatically initiate the red packet allocation request to the server. In another case, a 

trigger button used to trigger the client device to initiate an object allocation request to 

the server can be provided at a display position corresponding to the electronic 

certificates. When determining, in the background, that the quantity of collected 30 

electronic certificates reaches the predetermined threshold, the client device can output 

a prompt (for example, output a related special animated effect) to the user, to prompt 

that the user is able to obtain the red packet allocation permission currently. Then, the 

client device can send the red packet allocation request to the server in response to a 

trigger operation of the user for the trigger button. 35 
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[0113] After receiving the red packet allocation request sent by the client device, the 

server can verify the category quantity of electronic certificates included in the red 

packet allocation request. If the server determines that the category quantity of 

electronic certificates included in the red packet allocation request reaches the 

predetermined threshold after verifying the electronic certificates included in the red 5 

packet allocation request, in this case, the server can grant the user the red packet 

allocation permission, and immediately send a red packet with a certain amount to the 

user from a predetermined "red packet fund pool" (equivalent to the previously 

described predetermined virtual object set) based on a predetermined allocation rule, 

or send a red packet with a certain amount to the user from a predetermined "red 10 

packet fund pool" based on a predetermined allocation rule after specified red packet 

sending time arrives. 

[0114] It is worthwhile to note that the allocation rule used by the server to send the 

red packet to the user from the predetermined "red packet fund pool" can be 

formulated based on an actual service need. 15 

[0115] In a shown implementation, the server can calculate a quantity of all users 

that have been granted the red packet allocation permission, and calculate an average 

allocation amount of a total amount of red packets to be sent in the "red packet 

fund pool" based on the calculated user quantity. In this case, the calculated average 

allocation amount is a quantity of red packets that need to be sent to each user. In 20 

this case, the server can allocate a red packet with a corresponding amount to each 

user from the "red packet fund pool" based on the calculated average allocation 

amount. 

[0116] In another shown implementation, when sending the red packet to the user, 

the server can randomly draw a red packet with a certain amount for the user from the 25 

"red packet fund pool". For example, the server can calculate a random number for 

the user based on a predetermined random algorithm with reference to the total 

amount of red packets to be sent in the "red packet fund pool", and then send a red 

packet with a corresponding amount to the user based on the random number. 

[0117] Certainly, in practice, other allocation rules can be used in addition to the 30 

previously shown allocation rules, and are not listed in the present application one by 

one. 

[0118] The following describes the technical solutions in the previously described 

embodiments in detail with reference to a specific application scenario. 
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[0119] In a shown red packet sending scenario of "collect five blessings to share the 

big prize", the previously described client device can be a payment client device. The 

previously described server can be a payment platform interconnected to the payment 

client device. The previously described virtual object set can be an operator of the 

payment platform or an enterprise fund account of an enterprise that cooperates with 5 

the operator of the payment platform. A fund in the enterprise fund account is a total 

fund amount used to send red packets to users. 

[0120] The previously described electronic certificates can include five categories of 

virtual blessing cards: "longevity and health blessing", "kindliness blessing", 

"prosperity blessing", "harmony blessing", and "wealth blessing", and the user can 10 

automatically obtain a red packet receiving permission after collecting the five 

categories of virtual blessing cards. 

[0121] The server can deliver some special virtual blessing cards to the user as 

virtual items in addition to the five categories of virtual blessing cards. For example, 

the special virtual blessing card can be a "share blessing card". The user can interact 15 

with another user having a social relationship with the user by "using" the share 

blessing card, to randomly "duplicate" and obtain an electronic certificate held by the 

another user without a decrease in a quantity of electronic certificates held by the 

another user. 

[0122] FIG. 2 is a schematic diagram illustrating an electronic certificate display 20 

interface according to the present specification. 

[0123] As shown in FIG. 2, the electronic certificate display interface can be 

specifically a "my blessing card" interface. In this interface, corresponding display 

positions can be provided for the previously described five categories of virtual 

blessing cards and share blessing card held by the user. 25 

[0124] Please continue to refer to FIG. 2, in practice, the special virtual blessing 

cards delivered by the server to the user can further include special blessing cards 

such as a "wild card" and a "flower card". That is, the operator of the payment 

platform can flexibly customize virtual items corresponding to various functions for 

users based on actual needs. The virtual items are not listed in the present 30 

specification one by one. 

[0125] FIG. 3 is a schematic diagram illustrating user-initiated interaction according 

to the present specification. 

[0126] As shown in FIG. 3, the user can perform a trigger operation, such as tapping, 

to trigger a display picture corresponding to the "share blessing card" that is displayed 35 
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in the "my blessing card" interface, to use the "share blessing card". After detecting 

the trigger operation of the user for the display picture corresponding to the "share 

blessing card", in response to the trigger operation, the client device can output a 

detail interface of the "share blessing card" and output a trigger button (i.e., the 

previously described interaction option) of "to share blessing" in the detail interface. 5 

[0127] Please continue to refer to FIG. 3, the user can perform a trigger operation, 

such as tapping, to continue to trigger the trigger button of "to share blessing" in the 

detail interface to enter a "share blessing" interface (i.e., the previously described 

interaction interface), to select a "friend" that the user wants to interact with. After 

detecting that the trigger operation of the user for the trigger button of "to share 10 

blessing", in response to the trigger operation, the client device can output the "share 

blessing" interface, and output a list of users that have social relationships with the 

user and hold "virtual blessing cards" to the user in the "share blessing" interface. 

[0128] FIG. 4 is a schematic diagram illustrating interaction between a user and 

another user according to the present specification. 15 

[0129] After the client device outputs the user list to the user in the "share blessing" 

interface, the user can manually select a target friend that the user wants to interact 

with from the user list. The client device can determine the target friend selected by 

the user from the user list, output a "friend's card" interface (i.e., the previously 

described electronic certificate selection interface) corresponding to the target friend 20 

to the first user, and display several selectable graphical options in the "friend's card" 

interface based on a quantity of virtual blessing cards actually held by the target friend. 

In this case, the user can select a graphical option from these graphical options in a 

trigger method, such as tapping. 

[0130] After detecting a trigger operation of the user for any graphical option, in 25 

response to the trigger operation, the client device can immediately send an electronic 

certificate acquisition request to the server, and the electronic certificate acquisition 

request includes a social account of the second user. After receiving the electronic 

certificate acquisition request, the server can randomly select a virtual blessing card 

from virtual blessing cards held by the target friend, "duplicate" the virtual blessing 30 

card selected by the user to generate a new virtual blessing card of the same category, 

and deliver the generated new virtual blessing card to the client device. 

[0131] When a category quantity of virtual blessing cards collected by the client 

device reaches 5, the first user can obtain the red packet allocation permission, and the 

client device can send a "red packet allocation request" (e.g., the previously described 35 
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virtual object allocation request) to the server, to request the server to allocate a red 

packet to the first user. A specific implementation process is omitted for simplicity. 

[0132] In the previously described technical solutions, the user can initiate the 

interaction operation to select the second user from the list of users that have social 

relationships with the first user and hold electronic certificates, and trigger the client 5 

device to send the electronic certificate acquisition request to the server; and the 

server randomly selects the first electronic certificate from the electronic certificates 

held by the second user, generates the second electronic certificate of the same 

category as the first electronic certificate, and delivers the generated second electronic 

certificate to the client device. 10 

[0133] On one hand, the first user can interact with the second user that has the 

social relationship with the first user, to obtain an electronic certificate of the same 

category as an electronic certificate held by the second user, thereby significantly 

improving interaction and interest of the first user in electronic certificate collection. 

[0134] On the other hand, after selecting the first electronic certificate from the 15 

electronic certificates held by the second user, the server does not directly forward the 

first electronic certificate held by the second user to the first user, but generates the 

new second electronic certificate of the same category as the first electronic certificate, 

and then delivers the second electronic certificate to the first user. Therefore, the 

second user can continue to hold the first electronic certificate, so that the electronic 20 

certificate held by the second user can be randomly shared with the first user without 

a decrease in the quantity of electronic certificates held by the second user. 

[0135] Corresponding to the previously described method embodiment, the present 

application further provides apparatus embodiments. 

[0136] Corresponding to the previously described method embodiment, the present 25 

specification further provides an electronic-certificate-based interaction apparatus 

embodiment. The electronic-certificate-based interaction apparatus embodiment in the 

present specification can be applied to an electronic device. The apparatus 

embodiment can be implemented by using software, hardware, or a combination of 

software and hardware. Software implementation is used as an example. As a logical 30 

apparatus, the apparatus is implemented by reading a corresponding computer 

program instruction from a non-volatile storage to a memory for running by using a 

processor of an electronic device that the apparatus is located in. In terms of a 

hardware level, FIG. 5 is a structural hardware diagram illustrating an electronic 

device that an electronic-certificate-based interaction apparatus is located in according 35 
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to the present specification. In addition to a processor, a memory, a network interface, 

and a non-volatile storage shown in FIG. 5, in this embodiment, the electronic device 

that the apparatus is located in usually can further include other hardware based on 

actual functions of the electronic device. Details are omitted for simplicity. 

[0137] FIG. 6 is a block diagram illustrating an electronic-certificate-based 5 

interaction apparatus according to an example embodiment of the present 

specification. 

[0138] Referring to FIG. 6, the electronic-certificate-based interaction apparatus 60 

can be applied to the electronic device shown in FIG. 5, and includes: 

[0139] an output module 601, configured to output, in response to an interaction 10 

operation initiated by a first user, a list of users that have social relationships with the 

first user and hold electronic certificates; 

[0140] a first acquisition module 602, configured to obtain a second user selected by 

the first user from the user list; 

[0141] a sending module 603, configured to send an electronic certificate acquisition 15 

request to a server, where the electronic certificate acquisition request includes a user 

identifier of the second user, so that the server selects a first electronic certificate from 

electronic certificates held by the second user, and generates a second electronic 

certificate of the same category as the first electronic certificate; and 

[0142] a second acquisition module 604, configured to obtain the second electronic 20 

certificate delivered by the server, and locally store the second electronic certificate, 

where the first user obtains an allocation permission of a virtual object in a 

predetermined virtual object set when a category quantity of obtained electronic 

certificates reaches a predetermined threshold. 

[0143] In the present specification, the second acquisition module 604 is configured 25 

to: 

[0144] generate a corresponding display picture for the obtained electronic 

certificate; and 

[0145] add the generated display picture to a display position corresponding to the 

electronic certificate in an electronic certificate display interface, where 30 

[0146] display pictures generated for different categories of electronic certificates 

are different from each other, and display positions corresponding to different 

categories of electronic certificates in the electronic certificate display interface are 

different from each other. 
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[0147] In the present specification, the electronic certificate display interface further 

includes a display position corresponding to a virtual item; and 

[0148] the first acquisition module 602 is configured to: 

[0149] generate a corresponding display picture for an obtained virtual item; and 

[0150] add the generated display picture to a display position corresponding to the 5 

virtual item in an electronic certificate display interface. 

[0151] In the present specification, the output module 601 is configured to: 

[0152] output a detail interface corresponding to the virtual item in response to a 

detected trigger operation of the first user for the display picture corresponding to the 

virtual item, where the detail interface includes an interaction option; and 10 

[0153] output an interaction interface corresponding to the interaction option in 

response to a trigger operation of the first user for the interaction option, and output 

the list of users that have social relationships with the first user and hold electronic 

certificates to the first user by using the interaction interface, the list being obtained 

from the server. 15 

[0154] In the present specification, the sending module 603 is configured to: 

[0155] output an electronic certificate selection interface to the first user, where the 

electronic certificate selection interface includes several graphical options 

corresponding to the electronic certificates held by the second user; and 

[0156] send the electronic certificate acquisition request to the server in response to 20 

a trigger operation of the first user for any one of the several graphical options. 

[0157] In the present specification, the apparatus further includes: 

[0158] a determining module 605 (not shown in FIG. 5), configured to determine 

whether a category quantity of locally stored electronic certificates reaches a 

predetermined threshold; and 25 

[0159] the sending module 603 is further configured to: 

[0160] if the category quantity of locally stored electronic certificates reaches the 

predetermined threshold, send a virtual object allocation request that includes several 

electronic certificates whose category quantity is the predetermined threshold to the 

server, so that the server allocates a virtual object to the first user from the 30 

predetermined virtual object set based on the virtual object allocation request. 

[0161] In this embodiment, the virtual object is a virtual red packet. 

[0162] FIG. 7 is a block diagram illustrating another electronic-certificate-based 

interaction apparatus according to an example embodiment of the present 

specification. 35 
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[0163] Referring to FIG. 7, the electronic-certificate-based interaction apparatus 70 

can also be applied to the electronic device shown in FIG. 5, and includes: 

[0164] a receiving module 701, configured to receive an electronic certificate 

acquisition request sent by a client device, where the electronic certificate acquisition 

request includes a user identifier of a second user selected by a first user from a list of 5 

users that have social relationships with the first user and hold electronic certificates, 

the list being output by the client device; 

[0165] a generation module 702, configured to: in response to the electronic 

certificate acquisition request, select a first electronic certificate from electronic 

certificates held by the second user, and generate a second electronic certificate of the 10 

same category as the first electronic certificate; and 

[0166] a delivery module 703, configured to deliver the generated second electronic 

certificate to the client device, where the first user obtains an allocation permission of 

a virtual object in a predetermined virtual object set when a category quantity of 

electronic certificates obtained by the client device reaches a predetermined threshold. 15 

[0167] In the present specification, a corresponding selection probability value is 

predetermined for each category of electronic certificate; and 

[0168] the generation module 702 is configured to: 

[0169] randomly select the first electronic certificate for the first user from the 

electronic certificates held by the second user based on the selection probability value 20 

of each category of electronic certificate. 

[0170] In the present specification, the apparatus 70 further includes: 

[0171] a calculation module 704 (not shown in FIG. 7), configured to perform 

weighting calculation on selection probability values of all categories of electronic 

certificates held by the second user, to obtain a drawing probability value 25 

corresponding to the first user; and 

[0172] the generation module 702 is further configured to: 

[0173] before generating the second electronic certificate of the same category as the 

first electronic certificate, determine, based on the drawing probability value, whether 

the first user draws the first electronic certificate; and if yes, further generate the 30 

second electronic certificate of the same category as the first electronic certificate. 

[0174] In the present specification, the receiving module 701 is further configured 

to: 

[0175] receive an object allocation request sent by the client device, where the object 

allocation request includes several electronic certificates; and 35 
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[0176] the apparatus 70 further includes: 

[0177] an allocation module 705 (not shown in FIG. 7), configured to determine 

whether a category quantity of electronic certificates included in the object allocation 

request reaches a predetermined threshold; and if the category quantity of electronic 

certificates included in the object allocation request reaches the predetermined 5 

threshold, allocate a virtual object to the first user from the predetermined virtual 

object set based on a predetermined allocation rule. 

[0178] In the present specification, the virtual object is a virtual red packet. 

[0179] Because the apparatus embodiment basically corresponds to the method 

embodiment, for related parts, references can be made to some descriptions in the 10 

method embodiment. The previously described apparatus embodiments are merely 

examples. The modules described as separate parts may or does not have to be 

physically separate, and parts displayed as modules may or does not have to be 

physical modules, that is, may be located in one position, or may be distributed on a 

plurality of network modules. Some or all of the modules can be selected based on 15 

actual needs to achieve the objectives of the solutions of the present application. A 

person of ordinary skill in the art can understand and implement the embodiments of 

the present specification without creative efforts. 

[0180] The apparatus or module in the previously described embodiment can be 

specifically implemented by a computer chip or an entity, or can be implemented by a 20 

product with a certain function. A typical implementation device is a computer, and a 

specific form of the computer can be a personal computer, a laptop computer, a 

cellular phone, a camera phone, a smartphone, a personal digital assistant, a media 

player, a navigation device, an e-mail sending/receiving device, a game console, a 

tablet computer, a wearable device, or any combination of several of these devices. 25 

[0181] Corresponding to the previously described method embodiment, the present 

specification further provides an embodiment of an electronic device. The electronic 

device includes a processor and a memory configured to store machine executable 

instructions. The processor and the memory are usually connected to each other by 

using an internal bus. In another possible implementation, the device may further 30 

include an external interface, to be able to communicate with another device or 

component. 

[0182] In this embodiment, machine executable instructions corresponding to 

electronic-certificate-based interaction logic that are stored in the memory are read 

and executed, to prompt the processor to: 35 
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[0183] output, in response to an interaction operation initiated by a first user, a list of 

users that have social relationships with the first user and hold electronic certificates; 

[0184] obtain a second user selected by the first user from the user list; 

[0185] send an electronic certificate acquisition request to a server, where the 

electronic certificate acquisition request includes a user identifier of the second user, 5 

so that the server selects a first electronic certificate from electronic certificates held 

by the second user, and generates a second electronic certificate of the same category 

as the first electronic certificate; and 

[0186] obtain the second electronic certificate delivered by the server, and locally 

store the second electronic certificate, where the first user obtains an allocation 10 

permission of a virtual object in a predetermined virtual object set when a category 

quantity of obtained electronic certificates reaches a predetermined threshold. 

[0187] In this embodiment, machine executable instructions corresponding to 

electronic-certificate-based interaction logic that are stored in the memory are read 

and executed, to prompt the processor to: 15 

[0188] generate a corresponding display picture for the obtained electronic 

certificate; and 

[0189] add the generated display picture to a display position corresponding to the 

electronic certificate in an electronic certificate display interface, where 

[0190] display pictures generated for different categories of electronic certificates 20 

are different from each other, and display positions corresponding to different 

categories of electronic certificates in the electronic certificate display interface are 

different from each other. 

[0191] In this embodiment, the electronic certificate display interface further 

includes a display position corresponding to a virtual item; and machine executable 25 

instructions corresponding to electronic-certificate-based interaction logic that are 

stored in the memory are read and executed, to prompt the processor to: 

[0192] generate a corresponding display picture for an obtained virtual item; and 

[0193] add the generated display picture to a display position corresponding to the 

virtual item in an electronic certificate display interface. 30 

[0194] In this embodiment, machine executable instructions corresponding to 

electronic-certificate-based interaction logic that are stored in the memory are read 

and executed, to prompt the processor to: 
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[0195] output a detail interface corresponding to the virtual item in response to a 

detected trigger operation of the first user for the display picture corresponding to the 

virtual item, where the detail interface includes an interaction option; and 

[0196] output an interaction interface corresponding to the interaction option in 

response to a trigger operation of the first user for the interaction option, and output 5 

the list of users that have social relationships with the first user and hold electronic 

certificates to the first user by using the interaction interface, the list being obtained 

from the server. 

[0197] In this embodiment, machine executable instructions corresponding to 

electronic-certificate-based interaction logic that are stored in the memory are read 10 

and executed, to prompt the processor to: 

[0198] output an electronic certificate selection interface to the first user, where the 

electronic certificate selection interface includes several graphical options 

corresponding to the electronic certificates held by the second user; and 

[0199] send the electronic certificate acquisition request to the server in response to 15 

a trigger operation of the first user for any one of the several graphical options. 

[0200] In this embodiment, machine executable instructions corresponding to 

electronic-certificate-based interaction logic that are stored in the memory are read 

and executed, to prompt the processor to: 

[0201] determine whether a category quantity of locally stored electronic certificates 20 

reaches a predetermined threshold; and 

[0202] if the category quantity of locally stored electronic certificates reaches the 

predetermined threshold, send a virtual object allocation request that includes several 

electronic certificates whose category quantity is the predetermined threshold to the 

server, so that the server allocates a virtual object to the first user from the 25 

predetermined virtual object set based on the virtual object allocation request. 

[0203] Corresponding to the previously described method embodiment, the present 

specification further provides an embodiment of another electronic device. The 

electronic device includes a processor and a memory configured to store machine 

executable instructions. The processor and the memory are usually connected to each 30 

other by using an internal bus. In another possible implementation, the device may 

further include an external interface, to be able to communicate with another device or 

component. 
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[0204] In this embodiment, machine executable instructions corresponding to 

electronic-certificate-based interaction logic that are stored in the memory are read 

and executed, to prompt the processor to: 

[0205] receive an electronic certificate acquisition request sent by a client device, 

where the electronic certificate acquisition request includes a user identifier of a 5 

second user selected by a first user from a list of users that have social relationships 

with the first user and hold electronic certificates, the list being output by the client 

device; 

[0206] in response to the electronic certificate acquisition request, select a first 

electronic certificate from electronic certificates held by the second user, and generate 10 

a second electronic certificate of the same category as the first electronic certificate; 

and 

[0207] deliver the generated second electronic certificate to the client device, where 

the first user obtains an allocation permission of a virtual object in a predetermined 

virtual object set when a category quantity of electronic certificates obtained by the 15 

client device reaches a predetermined threshold. 

[0208] In this embodiment, a corresponding selection probability value is 

predetermined for each category of electronic certificate; and 

[0209] machine executable instructions corresponding to electronic-certificate-based 

interaction logic that are stored in the memory are read and executed, to prompt the 20 

processor to: 

[0210] randomly select the first electronic certificate for the first user from the 

electronic certificates held by the second user based on the selection probability value 

of each category of electronic certificate. 

[0211] In this embodiment, machine executable instructions corresponding to 25 

electronic-certificate-based interaction logic that are stored in the memory are read 

and executed, to prompt the processor to: 

[0212] perform weighting calculation on selection probability values of all 

categories of electronic certificates held by the second user, to obtain a drawing 

probability value corresponding to the first user; and 30 

[0213] before generating the second electronic certificate of the same category as the 

first electronic certificate, the processor is further configured to: 

[0214] determine, based on the drawing probability value, whether the first user 

draws the first electronic certificate; and 
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[0215] if yes, further generate the second electronic certificate of the same category 

as the first electronic certificate. 

[0216] In this embodiment, machine executable instructions corresponding to 

electronic-certificate-based interaction logic that are stored in the memory are read 

and executed, to prompt the processor to: 5 

[0217] receive an object allocation request sent by the client device, where the object 

allocation request includes several electronic certificates; 

[0218] determine whether a category quantity of electronic certificates included in 

the object allocation request reaches a predetermined threshold; and 

[0219] if the category quantity of electronic certificates included in the object 10 

allocation request reaches the predetermined threshold, allocate a virtual object to the 

first user from the predetermined virtual object set based on a predetermined 

allocation rule. 

[0220] A person skilled in the art can easily figure out other implementation 

solutions of the present application after considering the specification and practicing 15 

the invention disclosed here. The present application is intended to cover any 

variations, functions, or adaptive changes of the present application. These variations, 

functions, or adaptive changes comply with general principles of the present 

application, and include common knowledge or a commonly used technical means in 

the technical field that is not disclosed in the present application. The specification 20 

and the embodiments are merely considered as examples, and the actual scope 

and the spirit of the present application are pointed out by the following claims. 

[0221] It is worthwhile to understand that the present application is not limited to the 

previously described accurate structures shown in the accompanying drawings, and 

various modifications and changes can be made without departing from the scope of 25 

the present application. The scope of the present application is limited only by the 

appended claims. 

[0222] The previous descriptions are merely example embodiments of the present 

application, but are not intended to limit the present application. Any modification, 

equivalent replacement, improvement, etc. made without departing from the spirit and 30 

principle of the present application shall fall within the protection scope of the present 

application. 
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CLAIMS 

 

1. An electronic-certificate-based interaction method, wherein the method 

comprises: 

outputting (102), by a client, in response to an interaction operation initiated by a first 5 

user, a list of users that have social relationships with the first user and hold electronic 

certificates; 

obtaining (104), by the client, a second user selected by the first user from the user 

list; 

sending, by the client, an electronic certificate acquisition request to a server, wherein 10 

the electronic certificate acquisition request comprises a user identifier of the second 

user, so that the server selects (106) a first electronic certificate from electronic 

certificates held by the second user, and generates a second electronic certificate of 

the same category as the first electronic certificate, wherein a corresponding selection 

probability value is predetermined for each category of electronic certificate, and the 15 

selecting, by the server, a first electronic certificate from electronic certificates held 

by the second user comprises: randomly selecting, by the server, the first electronic 

certificate for the first user from the electronic certificates held by the second user 

based on the selection probability value of each category of electronic certificate, and 

wherein the first and the second electronic certificate comprises a character string, a 20 

number, and/or a password; and 

obtaining (108), by the client, the second electronic certificate delivered by the server, 

and locally storing the second electronic certificate, wherein the first user obtains an 

allocation permission of a virtual object in a predetermined virtual object set when a 

category quantity of obtained electronic certificates reaches a predetermined 25 

threshold. 

 

2. The method according to claim 1, wherein the locally storing the obtained 

electronic certificate comprises: 

generating, by the client, a corresponding display picture for the obtained electronic 30 

certificate; and 

adding, by the client, the generated display picture to a display position corresponding 

to the electronic certificate in an electronic certificate display interface, 
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wherein display pictures generated for different categories of electronic certificates 

are different from each other, and display positions corresponding to different 

categories of electronic certificates in the electronic certificate display interface are 

different from each other. 

 5 

3. The method according to claim 2, wherein the electronic certificate display 

interface further comprises a display position corresponding to a virtual item; and 

the method further comprises: 

generating, by the client, a corresponding display picture for an obtained virtual item; 

and 10 

adding, by the client, the generated display picture to a display position corresponding 

to the virtual item in an electronic certificate display interface. 

 

4. The method according to claim 3, wherein the outputting, by the client, in 

response to an interaction operation initiated by a first user, a list of users that have 15 

social relationships with the first user and hold electronic certificates comprises: 

outputting, by the client, a detail interface corresponding to the virtual item in 

response to a detected trigger operation of the first user for the display picture 

corresponding to the virtual item, wherein the detail interface comprises an interaction 

option; and 20 

outputting, by the client, an interaction interface corresponding to the interaction 

option in response to a trigger operation of the first user for the interaction option, and 

outputting the list of users that have social relationships with the first user and hold 

electronic certificates to the first user by using the interaction interface, the list being 

obtained from the server. 25 

 

5. The method according to claim 1, wherein the sending, by the client, an electronic 

certificate acquisition request to a server comprises: 

outputting, by the client, an electronic certificate selection interface to the first user, 

wherein the electronic certificate selection interface comprises several graphical 30 

options corresponding to the electronic certificates held by the second user; and 

sending, by the client, the electronic certificate acquisition request to the server in 

response to a trigger operation of the first user for any one of the several graphical 

options. 
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6. The method according to claim 1, wherein the virtual object is a virtual red 

packet. 

 

7. An electronic-certificate-based interaction method, wherein the method 5 

comprises: 

receiving, by a server, an electronic certificate acquisition request sent by a client 

device, wherein the electronic certificate acquisition request comprises a user 

identifier of a second user selected by a first user from a list of users that have social 

relationships with the first user and hold electronic certificates, the list being output 10 

by the client device;  

in response to the electronic certificate acquisition request, selecting, by the server, a 

first electronic certificate from electronic certificates held by the second user, and 

generating a second electronic certificate of the same category as the first electronic 

certificate, wherein a corresponding selection probability value is predetermined for 15 

each category of electronic certificate, and the selecting, by the server, a first 

electronic certificate from electronic certificates held by the second user comprises: 

randomly selecting, by the server, the first electronic certificate for the first user from 

the electronic certificates held by the second user based on the selection probability 

value of each category of electronic certificate, and wherein the first and the second 20 

electronic certificate comprises a character string, a number, and/or a password; and 

delivering, by the server, the generated second electronic certificate to the client 

device, wherein the first user obtains an allocation permission of a virtual object in a 

predetermined virtual object set when a category quantity of electronic certificates 

obtained by the client device reaches a predetermined threshold. 25 

 

8. The method according to claim 7, wherein the method further comprises: 

performing, by the server, weighting calculation on selection probability values of all 

categories of electronic certificates held by the second user, to obtain a drawing 

probability value corresponding to the first user; and  30 

before the generating a second electronic certificate of the same category as the first 

electronic certificate, the method further comprises: 

determining, by the server, based on the drawing probability value, whether the first 

user draws the first electronic certificate; and  
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if yes, further generating the second electronic certificate of the same category as the 

first electronic certificate. 

 

9. The method according to claim 7, wherein the virtual object is a virtual red 

packet. 5 

 

10. An electronic-certificate-based interaction client, wherein the apparatus 

comprises: 

an output module (601), configured to output, in response to an interaction operation 

initiated by a first user, a list of users that have social relationships with the first user 10 

and hold electronic certificates; 

a first acquisition module (602), configured to obtain a second user selected by the 

first user from the user list; 

a sending module (603), configured to send an electronic certificate acquisition 

request to a server, wherein the electronic certificate acquisition request comprises a 15 

user identifier of the second user, so that the server selects a first electronic certificate 

from electronic certificates held by the second user, and generates a second electronic 

certificate of the same category as the first electronic certificate, wherein a 

corresponding selection probability value is predetermined for each category of 

electronic certificate, and the selecting, by the server, a first electronic certificate from 20 

electronic certificates held by the second user comprises: randomly selecting, by the 

server, the first electronic certificate for the first user from the electronic certificates 

held by the second user based on the selection probability value of each category of 

electronic certificate, and wherein the first and the second electronic certificate 

comprises a character string, a number, and/or a password; and 25 

a second acquisition module (604), configured to obtain the second electronic 

certificate delivered by the server, and locally store the second electronic certificate, 

wherein the first user obtains an allocation permission of a virtual object in a 

predetermined virtual object set when a category quantity of obtained electronic 

certificates reaches a predetermined threshold. 30 

 

11. An electronic-certificate-based interaction server, wherein the apparatus 

comprises: 
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a receiving module (701), configured to receive an electronic certificate acquisition 

request sent by a client device, wherein the electronic certificate acquisition request 

comprises a user identifier of a second user selected by a first user from a list of users 

that have social relationships with the first user and hold electronic certificates, the list 

being output by the client device;  5 

a generation module (702), configured to: in response to the electronic certificate 

acquisition request, select a first electronic certificate from electronic certificates held 

by the second user, and generate a second electronic certificate of the same category 

as the first electronic certificate, wherein a corresponding selection probability value 

is predetermined for each category of electronic certificate, and the selecting, by the 10 

server, a first electronic certificate from electronic certificates held by the second user 

comprises: randomly selecting, by the server, the first electronic certificate for the 

first user from the electronic certificates held by the second user based on the 

selection probability value of each category of electronic certificate, and wherein the 

first and the second electronic certificate comprises a character string, a number, 15 

and/or a password; and 

a delivery module (703), configured to deliver the generated second electronic 

certificate to the client device, wherein the first user obtains an allocation permission 

of a virtual object in a predetermined virtual object set when a category quantity of 

electronic certificates obtained by the client device reaches a predetermined threshold. 20 
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