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BACKGRQUND
Field of the Invention

The present invention relates to copy protection
of video material by embedding robust identification

~codes (e.g., watermarks or fingerprints) in video

signals, and use of these identification codes Ffor a

“copy-once” method and apparatus.

Description of the Related Art

Copy protectibn of video material, for instance
movies on video tape, is a well-known problem. A
solution for conventional analog video taped material
is-the well-known Macrovision anticopy process, which
adds pulses to the vertical blanking interval of the
video signal (see Ryan U.S. Patent Nos. 4,631,603 and
4,695,901, incorporated herein by reference). These
added pulses confuse the automatic gain control
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circuitry of a typical VCR (video cassette recorder) and t hereby nake
any recordi ng of the video signal unvi ewabl e, - by di-srupting the

pi cture. wo 99718723 COpy protection is an even nore inportantpggingddsfigseS
with digital video, because by its nature a digital recording of a .

video signal is an exact replica of the original, and unlike anal og
recordi ng, suffers no degradation. Hence with digital video recording.
t here is even nore incentive for people to nake unauthorized 10 copies
of copyri ght edtivicadt ryatodr iaaleypitails VIKRs (bddeca cassettRl Medofidhsh)ment to
the introduction of prerecorded digital video nedia and to_conmerci al
i ntroducti on @&nd thegelw saks oy recording of the vidgee sig®ad sol ution to

this problem i f 15 t.er Ks. termarks are digital codes
enbedded in ahivq%ﬁﬁgﬁgﬁ E?g%&ﬁr&%%&ﬁgcgﬁgbglgggﬁeby a reader (detector)

present in a CO”D'k@%?’b&@%@c&&%ﬁrggrﬁﬁreDEﬁYQbréWHﬁb%rtantt FoMlerd Mar k
e.

itself does not visibly interfere wt the video signal (i.e., there is

no signifi%anwizk digjtadawvidep. bEbeusmet bynitle natueed abg@ighicadet ect or
circuitry in the recgorder or Iayer,mhigh i nstructs the recor der or

player to per & R8Pk Ay &EF8n§}9§B h?s an, X3Gtn FEPLASR, O8r th® ow only
a single COpyo?fi{g&B%l, an@ahg;'i'i%’ aﬁsﬂsgdkEQOQBihB‘? WRFGLIR! ko Use of 25
e CiPcUrtry in-a c

wat er mar ks requi res specl al detector oiniant recor der
or player. degradatWéher nTHekseawtt Rpdigataldi gidks rkabraiagbthleire Nt o
the video, so they cannot be stripped out w thout substantially
damagi ng t he #Sdeyesi BRAE; incepsize farfppenle te maksvunaukhiosisedk

del i beratgly @bpies of copyrighted video material?” This has been a
major impediment to the introduction of prerecorded
digital video media and to commercial introduction of
digital video recorders.

One known solution to this problem is use of
15 watermarks. Watermarks are digital codes embedded in a
video signal which can be read by a reader (detector)
present in a compliant video recorder or player, where
the watermark itself does not visibly interfere with
the video signal (i.e., there is no significant
20 degradation). The watermark is read by the detector
circuitry in the recorder or player which instructs the
recorder or player to perform certain functions, such
as do not copy, or allow only a single copy of the
material, depending on the watermark. TUse of
25 watermarks requires special detector circuitry in a
compliant recorder or player.
Watermarks are special signals that are built into
the video, so they cannot be stripped out without
substantially damaging the video signal; it is

30 difficult to remove a watermark deliberately or



accidentally. Waternmarks are a so-called bilateral, . copy protection

schene that require a specially adapted ("conpliant") recorder/player
whi ch can O¥P&¥E873Hhd respond to the watermark. A conveRGIFAPs/21036
non- conpl i ant 5 recorder ignores the watermark and hence the watermrk
wi |l have no effect. This to be contrasted with the above-descri bed
"uni | ateral Macrovision anticopy process whi ch however in general is
not suitable for . rotecting a digital signal. 1£ .. Wil e_such

wat er mar ks are %%‘é*%?mgﬁ'@mavéﬂ ¢ s are b%e?lol"ﬁ? badckilaberalinit ed

_ s i tiadoRilebe _
The oSt | i RO RRS p Ye e OBr L FATLy haMBRCS®

typical ly encoumtesmpsllidnitie weddidw/slapeonwhichistay dScedtt Angay per
vi ew broadcasting, for instance of novies. The cable television
i ndustry has creesSrendto the gqglmmarion Aoeeprertionabsnenbepwplfiantt hey

are al Lowed to ke, their q per.sonal _,recordi ngs ing a VCR, of
the cable t ans’?ﬁ%%]fcg% ofFFG® ré{]ea%%t%(% e@égle‘gﬁélgﬁ?hﬁggtgmaFE
recording by awsel Hffe Ho dIFH&ANAl This 5 DbdaSoPPRseos | ¥ig8Neha! | Y been
found acceptabl e by bot h copyright owners and the cable tel evision

i ndustry, the cipweglasanibeds Ywmiglatemak’ Nankros)siton antioopyw sh to

al l ow any second generation recordings to 25 be made. Hence it is desirable

to allow a copyP’iRess which dyevemsh SIMAFaY oS MRt aFEt¥pte cBBFe
tel evi sion, pra@gégaﬂawgﬂéyéfggiaggéﬁgfpnd generation copies of the

10 While such watermarks are useful and have already
been introduced to a limited extent in commercial
applications, they have significant drawbacks. The
most important drawback is in the copy-once situation,
typically encountered in the cable television industry

15 with pay per view broadcasting, for instance of movies.
The cable television industry has created an
expectation amongst its subscribers that they are
allowed to make their own personal recordings, using a
VCR, of the cable transmission of for instance a movie.

20 While this single recording by a user for his personal
use has apparently generally been found acceptable by
both copyright owners and the cable television
industry, the copyright owners (e.g. movie studios) do
not wish to allow any second generation recordings to

25 Dbe made. Hence it is desirable to allow a copy-once
‘video transmission, for instance via cable television,
while prohibiting any second generation copies of the
first copy.

Prohibition of such second generation recordings

30 is possible using conventional watermark technology.



first copy. Prohi biti on of such second generation recordings 30
I s possible using conventional watermark technol ogy.

- 3- wo 998723 Typically, for this situation, there arepépyssdAssES of
wat er marks: a "copy-never" watermark and a "copy-once" wat er mar k. .
Bot h nust be read by the conpliant video recorder doing the copying,
whi ch changes the copy-once 5 watermark to a copy-never watermark upon
recordi ng. A problemwith this is the extra cost in the conpliant
recorder, sinceTypiocallypefebl ehi® sttesatibn} htwéré hgre twot&PaQéééeﬁ?”t
wat er marks and al so add (wite) the copy- never watermark. Such a

system in addi ¥abarTRarke: iy copyshever?t| watgpearsk vand o2 i hpbpyeobcel’s al so
easily subj t echni cal defeat, and hence is inadequate,

SUMVARY ‘l’g%’é‘?‘%ﬂfs :tig]?n ey e%e c’é‘?)?z‘g o‘%&c}?f’etw IrRhevideoy gt al
vi deo recordi ngrééstdetd i | d whi ' I§! over
the existing art. Th,erer?éslﬂg ﬁ?ﬂ%s%@%%ﬁ ‘?‘r%lrdg cop?—%%c%wne?%g Jﬁ%ﬁ
requires onlby watermaxvkttes nardomnchever efatermntly wien W s ra@ikg detgct or

per conpliant recorder (or player) apparatus. Such a 20 nethod needs to
have no materne?’r?qkéﬂ'ﬂ%rvg- b riertdhe extyray qasplimfthe compldant -

("Conpliant” hef@c&%&é‘;? ; : ] camventi o r.at us; t.hat has
been nodified y dd%qcoenslgﬁ%ge?eal%? gjél tdr‘é?eacﬁt(g?bét ocr’ft v'\itt{?% in
accordance W t htvdiedi MmO wat d¥afiar tai @Sl addeqmite )0l e Sognd
recorders will add the conplying circuitry
never watermark. Such a system, in addition to being
10 relatively expensive to implement, is also easily

subject to technical defeat, and hence is inadequate.

SUMMARY
There is a need for a cdpy—once method in the
15  digital video recording field that offers improved
economics and security over the existing art. There is
also a need for a copy-once method that requires only
one watermark and therefore only one watermark detector
per compliant recorder (or player) apparatus. Such a
20 method needs to have no watermark adders or modifiers
in compliant recorders. (“Compliant” here means an
otherwise conventional apparatus that has been modified
by additions of special circuitry and/or software in
accordance with the invention.) Manufacturers of video
25 players and recorders will add the complying circuitry
and software to their products if they wish to practice
the invention, and suppliers of video material will
similarly add the required signals to their programs.
Additionally such a system should be simple to

30 execute, require no secrets to be maintained to ensure



and software to their products if they wish to practice t he invention,

and suppliers of video material will simlarl y‘add the required signals
to their proyPanisrs Addi tionally such a system shoulrtTssssikzogke t o
30 execute, require no secrets to be maintained to ensure .
-4- Its security, and operate in both the anal og and

digital domains. A further requirenent is that even if the first

(permtted) recgordi I s./rade_on an existjn conventi onal consuner
VCR, whet her Vl—fs’féjélgﬁ}éno?y‘m?ﬁ‘g %Pef%?cw%%?% tRe AR éCHorNBe expect ed
to comply with @igital Qi . CORYE@ACKe P copd, geperation
copyi ng by % conpliant recordi ng del\?ilg%aa?%%'??@l? %%esgﬁ{geﬁvgn if
Therefore in adue dédwcst Wgdrniteredleseatording | 1w amdd®nont &R €xist fngi NYl €
cl ass of watermark, whjch 10 has two versions: copy-never and copy-once,

whi ch are conshtienal gnguney VCR; hethsx VHS, o3cWSapresmmt h

the i ti t ' t { { [

Focor i ng. | Beco et HdRS Bt hdk B LRl ed to canilyveftRa by a
sinpl e one bit CANGE dodylonddI OISVl ISR r&éﬁﬁeratﬁi&#féﬁ?ﬂfé as

used here means both wat ermarks and other typés of digita
"fingerprints. By Fhequpddemt imecondioy idevdimd iimlEtd 1l prevaitdd di git al

vi deo and anal og vi _g(%xo i VHS, S-VHS ,or 8 mm video), as described
bel ow. The present e‘éﬁi&'&mw & Sy Sheh BRasiRRthe anal og to the
digital domainj I+Qidal I | r ression. and
survives converlg{v(ﬁit%giﬁieggﬁt%rgvs?% %ﬁ'%l% cg%g\#d\ggzgﬁgeﬁ%L “f%blcfr#I’SC or
NTSC to PALQ has two versions: copy-never and copy-once, which are

identical except for a single bit. In accordance with
the invention there is no need to add a watermark to

the video upon recording, because instead the copy-once
watermark is converted, by a simple one bit change, to

15 the copy-never watermark. (“Watermark” as used here
means both watermarks and other types of digital
“fingerprints.”) The present invention is applicable
to both digital video and analog video (e.g. VHS, S-VHS
or 8 mm video), as described below. The present

20 watermark survives conversion from the analog to the
digital domain or digital to analog domain, survives
compression, and survives conversion between television
standards i.e., PAL to NTSC or NTSC to PAL.

In aécordance with the invention, a watermark,

25 which is a digital signal, is conventionally embedded
in a video image. A subset of the watermark bits
carries a digital attribute (a number) which is a
numeric characteristic of the video signal, for
instance an average amplitude of the video signal over

30 one video field or frame. The video attribute in



In accordance with the invention, a watermark, 25 which is a digital

signal, is conventionally enbedded In a video i nage. A subset of the
wat er mar k biyboosgrzzcarries a digital attribute (a nunber) wecrhusoszass
nuneric characteristic of the video signal, for I nstance an aver age
anplitude of the video signal over 30 one video field or frane. The video
attribute in - 5- accordance
with this invention preferably is sone uni que characteristic of a

vi deo signal w#age with thigxiimyeny iforompreferahly fisirgomwend which is

not subj ect to the typical, di,stortion. present in the gssqciated 5

anal og Jor di gi t%lqtuiﬁaﬁgﬁ%%tﬁp‘ S EE. 2riye ﬁll%"tag‘ wqu‘ﬁ% hly for

t he copy-once g ' ; ' | t he
py HbMMd19Y from frame £R I%H@y & gg@;&% :_H:%ae %ﬁ&%&%‘

wat er mar k, I'n addition to conventio e wat er mar

one al so randomoy ther typdedd- Bdstoritipnc beresentoin the fasytriyed i el d),
for instance one franme per, every 10 , seconds of video, and digitally
cal cul ates Phe analog ox gigdtedr trpasvisgien channgly) dGhe r?é‘-t\ﬁlgfé&e

T A BT R bl A (2 0

I ndi cate that 'S a se I's a speci al

signal located in the ﬁ:‘&p@.&é“&bh&oiﬁw ¢hil @iBed WAkhOkHehratedamddK,ane,
for i nstance in the overscan portion. The encoded vi deo

signal is convém iadddltiipn to rpaMentippdldygembeddialy &heemakiesimarkar
satellite, to 20 the consgnﬁé o attempts to reiord Lt using his
conpl i ant di gi PRE $t§80 FAEEEMY¥r (OFhBSEURprrardomly) gcheeses, sy recor der

Eg:ogr O;gerﬁt{??r?%&%eeﬁ%@ 228160E for iNRESHEB' BneV$rhfletpel evileipGls the
seconds of video, and digitally calculates the
attribute for that frame {(or field) of the wvideo
signal. A “field marker” (“tag”) is also added to that
frame to indicate that it is a selected frame. This

15 field marker is a special signal located in the -
| normally invisible portion of the video frame, for
instance in the overscan portion.
The encoded video signal is conventionally
transmitted e.g. via cable television or satellite, to
20 the consumer who attempts to recoxrd it using his
compliant digital video recordex. The compliant
digital video recorder prior to recording examines the
watermark, verifies it, detects the copy-once bit in
the waterﬁark, and extracts the associated attribute
25 +value from the watermark. The compliant recorder also
detects the field marker on a particular marked field,
measures the attribute of that particular field, and

compares the measured attribute to the extracted

attribute value. If these two attribute values match,



the watermark, and extracts the associated attribute 25 value fromthe

wat er mar k. The conpliant recorder also detects the field marker on a
particul ar mPO2A8TZBe| d, measures the attribute of that RECIVOSISKEEE
field, and conpares the neasured attribute to the extracted .
attribute value. If these two attribute val ues natch,

- 6- then the recorder perforns the recording. If they do

not match, recordi ng), i s not enabl ed. At the sane tine,
t he vi deo recorﬁg? etrecor eﬁe??ﬁfﬁ§m§h%h¢e€®¢6¥ﬂgn§tr|pf bhey dbe field

ar ker s frﬂattta c¥h0ege 30: 48050 BLEYRRL) aly sepond. gengration

copyi ng of the resulting’ recordimng ‘field markers

prevents any second Fenchétsameerné di fBe videoOfedoP@éii g4l §f Vi deo signal
by a conpliant recorder. Hence the conpliant video recorder-

i ncl udes a 10 Hﬁ?%@ﬁmﬁkth%au%¢OXQQMEoﬁtrlpmdawey|ther#;eh@ astkébyt e

t f mar ker renover (strip and associ at ed
rﬁti:rlr?gnﬁgﬂcem(;%# %a'f}g? 'Ifﬁé?cheso as t?ﬁQ:’F%‘b?’é%e%%rs%mrﬁﬁ’m\:yonem dent

13 et one R B A LA AL P R WAL e e O
the field markefield anarlpys pieatents any second generation recording
of a particular video signal by a compliant recorder.

Hence the compliant video recorder includes a

10 watermark reader (detector and verifier), an attribute
measurement circuit, a field marker remover (stripper)
and associated intelligence (software) in the
microprocessor conventionally resident in such a video
recorder to perform the needed computations and logic

15 functions including the attribute comparison.

Advantageously the field marker is a signal that
cannot be detected and played back by conventional
analog VCRs, since the field markers are chosen to be
of a type removed by the chroma filtering circuitry

20 conventionally present in such analog VCRs. Hence if
the originally transmitted video signal is recorded
using such a conventional analog recorder, the field
markers are lost in the analog recording process, thus
pPreventing any compliant digital recorder from making a

25 second generation copy.

The field marker is typically inserted in the
invisible portion of the active video, i.e. with regard
to television sets in the overscan region. The field
markers alternatively are located in the vertical or

30 horizontal blanking intervals. The field marker is



cannot be detected and pl ayed back by conventi onal anal og VCRs, since
the field markers are chosen to be of a type renmeved by the chronma

filtering cwbowitgrzy 20 conventionally present in such anal egrxsdgsrigzbience:
i f the originally transmtted video signal is recorded usi ng such

a conventional anal og recorder, the field markers are lost in the
anal og recordi ng process, thus preventing any conpliant digital

recorder frommaking a 25 second generation copy. The field

mar ker is typi pakeferabigraedignalhef a typei subbmapbcaldy pémbhredachive
video, i.e. with regard to television sets_in the _overscan region. The
field -  mmar REPSTAPEEr RBPY 9 el hY o eCPBYEREYONAL t FRCQERINGafleVicse

hori zont al blagﬁknghggtggv§£é.a %%§%§Lg&gpggrker S

preferably a signa a typé au I ca removed, as descri bed

above, by a conventhnpdé seeppdbal &ppli€ation oPUthéhppekéntot a
requirenment. Wil e a typical application of the present 5

wat er mar ki iy pwatermarking phecessvis dincthecabewdtdescribed| eabieon or
satellite distgéggtion system Usual | y of course

this_is,. .of.limting.

prerecor ded vi VISloﬂa?Er?ﬁf?f#b?eiﬂ%?sﬁt%u%ﬁo?35%55$mtwfp%ﬁi £t al
versatile dlskhot\ﬂ@%gtgﬂ%. beysiRi £F1of OcblitSe PEACESSordda St L§€o 01 mal |y
such material I's not subject to copy- once but is "copy-never".
However, the pmaeseriatppfor instance on tape or DVD (digital

versatile disk), would not be subject to this process

10 since normally such material is not subject to copy-
once but is “copy-never”. However, the present copy-
once watermarking process may be applied to prerecorded

video material.

15 BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 shows a bldck diagram of an encoder in
accordance with the invention.
Figure 2 shows a block diagram of a recorder for a
watermark/play control scheme in accordance with the
20 invention.
Figure 3 is a table of characteristics in a dual
watermark system.
Figure 4 shows a defeat method for the present
' copy-once process.
25 Figure 5 shows the defeat apparatus of Figure 4.
Figures 6A to 6D show use of a particular video

tag in accordance with the invention.

3¢



once wat er mar ki ng process may be applied to prerecorded vi deo

mat eri al . 15 BRI EF DESCRI PTI ON OF THE DRAW NGS Figure 1 shows a
bl ock di agreomwwis?an encoder in accordance with the inv@6FUHR8/21036
Figure 2 shows a bl ock diagramof a recorder for a wat er mar k/ pl ay -
control schene in accordance with the 20 invention. Figure 3 is a
tabl e of characteristics in a dual wat er mar k system Fi gure
4 shows a defeat nethod for the present copy-once process. 25

Figure 5 shows DEEAJLED.DESERIPEIQN of Figure 4. Figures 6A to 6D

shOM/use of a pgrtlcugar vi deo tag in accordance with the invention.
30 SCRI PTI ON Basi ¢ Process

accordance with the mavse&beaanéevmeaneﬁg iSventioAPPhl @Qcaemg%ﬁceged

onto) a video signal with
applied to (encoded onto) a video signal with a

i 5 “payload” of e.g., 8 bits. (Payload is the number of
changeable bits.) Bits 1 and 2 of the eight payload
bits are the conventional (in digital video) Copy
Generation Management System (CGMS) bits, and bits 3
and 4 are the Analog Protection System (APS) bits. The

10 actual Analog Protection System is e.g. the well known
Macrovision video anti-copy process. These four bits
therefore have the conventional use which is to
indicate copy-once/copy-never/copy no more, and tc turn
the Analog Protection System on or off. (The

15 Macrovision or other analog anti-copy processes have

' applicability to digital recording because digital
video recorders usually have an analog video signal
input capability.) The remaining four payload bits
define, in accordance with the invention, an image

20 attribute of the selected frame the underlying video
signal, examples of which are described below.

For a “copy-never; program {(video signal), bits 1
and 2 of the eight payload are set to the values (1,1),
following'the usual convention. Bits 5 through 8 are

25 then "don't care". A compliant recording device, on
detecting the (1,1) bit configuration refuses to make
any recording of the material.

For a “copy-once” program, bits 1 and 2 are set to
the values (1,0), again following the usual convention

30 and bits 5 through 8 now carry the 4-bit representation



5 "payl oad" of e.g., 8 bits. (Payload is the nunber of changeabl e
bits.) Bits 1 and 2 of the ei ght payl oad bits are the conventional (in
di gi tal vi dwo)ssseny Gener ati on Managenment System (CGVBlpQi %8/2?639 bits
3 and 4 are the Analog Protection System (APS) bits. The actual
Anal og Protection Systemis e.g. the well known Macr ovi si on vi deo
anti-copy process. These four bits theref ore have the conventional use
which is to i ndi cat e copy-once/ copy-never/copy no nore, and to turn

t he Anal og Proteftthe Sysrébues 6f bhé.pfdfeamlS Macteyvbatem Reret her
anal og anti-copy processes have applicability to digital recording
because’ di gi t al Means 3j guBerieorURresasenl P sawe ehanaareyigtiieocsi gnal

i nput capabilit e foug.p

accor dance mﬁthXP% JQ é g&%%&ﬁg% néﬁ ggéﬁaQ?E%l%ﬁ?seBbeﬁeggé?gﬁ?ed frame
the underlying maﬁe@any fﬁbﬂnﬁkamexemfémefs&méﬁgaas @'ﬁé;ﬁié@érée' Oow.

For a "copy-never" program (video signal), bits of the eight
payl oad are Ssetchangés. vaAneattt;hyte prefénabbmndgeshnousuhhngenwbuhion
Bits 5 through 8 are 5.then "don't care". A_conpliant recording device,

on ~ det ect i figPERES ldiﬁtﬁ??lﬁ%ﬁf}©UF%ﬁ|Yﬁ@?%f %%%a}deEk€° any
ecording of UELIRE S caupen iy alTInllof B lERpro0 AN biis L and
30 and bits 5 tbomughiBatbuns achanide éh:hntvm@puﬂesem&éd, adignal such

-9 - as noise, non-linearity, or frequency response.

10 A compliant video recoxrding device, on detecting
the (1,0) bit copy-once configuration, computes the
same attribute from an associated video frame and
compares it to the value carried on payload bits S
through 8. If there is a match, copying is permitted

15 to continue. If no match, copying (recording) is
terminated. In other words, a copy-once instruction
which yields a non-matching attribute stops the
recording process by the compliant recording device.
Finally, as the allowed first generation recording is

20 being made, the video being recoxrded is modified on the
recording so that subsequent cowmpliant recording
devices can not validate the attribute value carried by
the watermark, thereby prohibiting further copying.
Implementation

25 The following more detailed description of one
embodiment of this method takes into account the
possibility that the watermark reader circuitry may
take e.g. 10 seconds or longer to unambiguously detect

and decode the watermark in the presence of noise, or

-10-



of the attribute of the program "Attribute" here means a numeric
expression of sone characteristic of the video material. An attribute
preferably @nagas:s maximal ly fromfrane to frame so | ongeewusésmipdect ur e
5 changes. An attribute preferably does not change with expect ed
distortions in the video signal due to di stortion caused by an anal og
or digital communi cati ons channel carrying the video signal such as
noi se, non-linearity,, or_frequency response, 10 A conpliant video
recordi ng devi ceaffRr geeakingig The (Re¢HIH5d i3 (IBE KRR 3F$ RR LY on,
conputes the sane_attyibute froman associ ated video frane and

§QF ramp

conpares it tot SYried on payl oad bits 5 through 8. If there
is a match, copyiheodsn iIt4etbdd to continue. If no match, copying
(recording) is ermnated. In other words, a copy-once instruction

whi ch yields a non-nmatchi rEpeedingureferspo tthe “hezdcond preoeeessefpy
the conpliant recording, device. , Finally,, as the allowed fixtst
generation recorRF P FisiBD t}b%i‘ﬁgd?f'hdﬁa&??%ﬂm ded” bel fey recdHr d%@ pgcond
modi fied on the , r Cle s ubsgausid | d5H rA188Q" S et 5
devi ces can not "T/%ﬁda 1; %eﬁgﬁfﬁﬁﬁa‘e Val ue car?i e byl%le1 t he wat er mar Kk,
t her eby prohi bi téhe Fidddefi€nPpy(dng. frame) ot ersendent iwitl2in the fihst

follow ng nore detailed description of one  ~ enbodiment of this nethod
takes into accoufitve heecondsdthativould (pREMith Stk HarmedBeRrert reditry

Y e ok S A OTalBOOEE £ G LY LS ecl

- 10- 10 to the various above-described distortions found in
analog or digital transmission systems. The encoding
apparatus measures the attribute’s value for the
selected field or frame.

2. After waiting a randomly chosen interval
15 (e.g. zero to 5 seconds, to enhance security), the
| encoding apparatus encodes the measured attribute value

of the selected field in the otherwise mostly
conventional watermark, as a 4-bit digital word. (If
preferred, the watermark is added continuously to the

20 +video with these 4 bits set to some disallowed value,
e.g. F (hex), until instructed to carry the attribute
value.)

3. The encoding apparatus marks the field

selected'in step 1 sc that compliant recording devices

25 can reliably locate it. The following is an exemplary
field marking method: Blank about the first microsecond
of the first horizontal scan line of every video field,
and on the selected field only, add a 25 IRE amplitude
increase (pulse) during that one microsecond interval.

30 A more versatile marking method is described below.
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after scaling. The specified tinme intervals are only for exanple.
Encodi ng Operation 1. Encoding refers to the."head end" process
of 5 prot i e video material. In every e.g. 20 secong, | rval.
of the pr og?ﬁ%gg}tq -;ezglencodi ng apparatus sel ects one Vi deg'cg‘{vé?gfﬂ&f.
franme) at randomw thin the first five seconds that would permt
reliabl e measurenent of the attribute, even after the video has been
subjected 10 to the various above-described distortions found in

analog or digital tr L. SSion, he. e | appar at us neasures
the attribute's val ugp?%?ffhgr&ﬂéégg%%%e f%g%ic:%-’fr &i)er 2.
After waiting a s#ppseatys Cluseted 8 &fVadt dcdBld tREwidon SPSOBAHS, O

enhance security), the encodi ng apparatus encodes the neasured
attribute val ue “headfendid scThe twitldd pxogran heowide rw sealbst | y
conventional waternmark, as a 4-hit digital,wrd. (If . preferred, the

wat ermark is ad et PRI SFARRIGS Ghe ¢ S%Qﬁ&oﬁ PR 3L pHaRUGet to
some_di sal | 04ed ¥@thignal 10. © Sinde (129 14 MIdidd VL] dOEBLY 14°

attribute val ue.) e encodi'’hg apparatus nar
selected in stepid tsgpidullye il -Tiaeor (hu) denmesor’b @rExfhe abl y

| ocate it. The follow ng is an exenpl ary field marking nethod: Bl ank
about the first $§E8YE v randomgy e BIqudoAndasHalseleats i ne of every

video field, d ecte ield anly. dd.a 25.I RE anplitude
i ncrease (pul se_)pa ur |cntgl_nat]{1ra}?xecs‘)l§5 rc(rjfortsa&e nd alsntd&’%ﬁl.be\f% a&’%er'e satile
mar ki ng nethod ienélesitid bethdrd¥ides an indication of each selectedl-

10 field or frame on control line 14. In response, field

marker circuit 16 marks each frame so indicated in the
video. Control line 14 is also coupled to attribute
measurement circuit 18 which also receives the incoming
video and calculates (measufes) the attribute of the

15 selected fields or frames. The measured digital :
attribute value is coupled on line(s) 26 to watermark
modifier circuit 32. Element 32 receives the
conventional watermark from a conventional watermark
generator 28 and modifies it with the 4-bit attribute

20 value. The so-modified watermark is coupled to frame
watermarker circuit 38 which writes the modified
watermarks to each of the fields or frames carrying the
field marker, supplied on line 22. The watermark video
is then output on terminal 40 to the cable (or other)

25 distribution network. It is to be understood that some
of the elements of Figure 1 (and also Figure 2) are
circuitry and others represent circuitry or functions

carried out e.g. in a programmed microprocessor.
30
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Figure 1 illustrates an exenpl ary encoder apparatus |located e.g. at a
cabl e tel evision system - "head end." The video program prior to cable
t ransm ssi owotseisfzd subscri bers, is applied at input 5 t erkrdIMI$982D036Si nce
this is digital video, term nal 10 is typically a multi-line (bus)-
connector. A frame selector 12 randomy or pseudo-randomy selects
particular fields or frames, as descri bed above, for encodi ng, and
provi des an indicatj.on of each sel ected 10 field or frame on control |ine
14. In responSA,'* fg4Operatian.dn a Lompliag &8&h frane so

i ndicated in the Vld r 0 to.attribute
measurement circuit ﬂ&ﬁlﬁ]toth(rélegg vg:s(i]j':}ﬁ %r?g%%sﬁg% %te(ft&nz%c?

cal cul ates (neasﬁireem) ntam:eat iofi e t9pd ldesbiribed et fireltde or franes.
The measured digital, attribute value is coupled on line(s) 26 to

wat er mar k Frsdeived yideg program.cibhe compldeaity gscorder/player
conventlonal r_ar k fro a.conventio r mark rator 28 and
nodifies it WI t H‘ ARETES PR argltlprﬁﬁt é?&’?o %&%@% ﬂ#etg’t?tn% eﬁf’e&’rwat er mar k
is coupled to f e, wat ermarker circuit 38 which wites the nodified
wat ermarks to each of the fields or frames carrying the field marker,
supplied on line 22. 2The Wheereeokderdpdayer bsmphrasomhpumeaﬁu&eﬂninaI 40
to the cable (or other 25 distribytion networ is to be understood

that some 3 FH?“@Peﬁ@nF?eoPtFFQGPéelvééﬁé §P§85Fﬁgdﬁ§tZF°§ﬁé)

from the watermark. The comparison is made only if the

10 watermark detector in the recordef/player first
concludes with high confidence that it has correctly
decoded (verified) the watermark.

3. If the two attribute values match, recording
is allowed to continue. A match does not require

15 identical values, but may allow for some inaccuracies
of measurement, i.e. have somé_tolerance. If the two
attribute values fail to match, or if periodic field
markers are absent from a copy-once designated program,
recording is disabled.

20 4. The recorder deletes all field markers during
its recording process. Alternatively, a "decoy" field
marker is applied to a field whose attribute differs
markedly from that carried by the watermark, but this
extra step may not be necessary. Simply deleting all

25 field markers should suffice. Deleting the field
markers advantageously obviates the need to modify the
video in order to force a different attribute
measurement during a subsequent recording attempt.

An exemplary compliant recorder is shown in

30 Figure 2; it is complementary to the Figure 1 encoder.
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circuitry and others represent circuitry or functions carried out e.qg.
i n a programed m croprocessor. 30 -12-

Readi ng Opewaidoamahn a Conpl i ant Recorder 1. Duri ngrirtigskedgr di ng
process, on detecting a field marker of the type described above in_the

recei ved video program the conpliant recorder/player 5 neasures and

stores the attribute of that field or frane. 2. The .
recorder/ pl ayer conpares the neasured attribute to the attribute val ue
decoded (extr &heednput difridmlt vddest, ecamrlyingheheofialids markermdadnly if
the 10 watermark detector ,in the recorder/player first concl udes with

hi gh confi dend@YEFARTNE hd§ SBPLEEH Ft 1NDUfeCEaBADRICART todfiedd
wat er mar k. marker %etg&EBrIQ§ gﬂﬁcﬁthékgﬁEg.EQE%E%iE%BCRar O L0d'Y
mat c IrdentiC \Y}

is allowed to contl nue. oes not require s, but

may al |l ow f or ovtpatisnaecinddcation ofOthBeaarkede firamestonhavatsene
tolerance. If the two attribute values fail to match, or if periodic

field  %arldpe 50ctghsenesseshialiypgoonentdenrinwasarpasyr am
ocording 19, dagled/2ueiar of. pLBELSEOBICERISkEl Batthel S0 ke
presence of the copy-once bit and conventionally
verifies the watermark. The 4 attribute bits are then
extracted from the verified watermark by extractor 56
10 and passed on line 62 to comparator 68. Attribute
measurement circuit 58 also receives the input video
and in response to the signals on line 50 measures
(calculates) the predetermined attribute of the marked
frames as indicated on control line 50. The measured
15 attribute value is coupled to comparator 68 on line 64.
If comparator 68 finds a match, only then is otherwise
conventional recording circuitry 70 enabled.
(Recording circuitry is a conventional digital video
tape or disc recorder.) Coupled to recording circuitry
20 70 is field marker stripper circuitry 72 and a circuit
74 to change the copy-once bit to the copy-never value
during recording.
Protocol Security
For a “hacker” (copyright infringer) to defeat
25 this system, i.e. to modify a first generation
legitimate video recording so that it is capable of
being recopied by compliant recorders, he must do the
following (or a process equally complex). First,
during playback of the first (legitimate) recording, he

30 measures and stores the attribute of every field and
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marker is applied to a field whose attribute differs mar kedly from

that carried by the watermark, but this extra step may not be
necessary. @owngrmdel eting all 25 field markers shoul d suf fpceusesiabst | ng
the field mar ker s advant ageously obviates the need to nodify the

video in order to force a different attribute measurenent during a
subsequent recording attenpt. An exenpl ary conpliant recorder is
shown in 30 Figure 2; it is conplenentary to the Figure 1 encoder

-13- decodesTlide wateraagkt-al THedoo hecaddd my fiied d imgdukemrter s and

t ks, i Lied at input.terminal 46 ta field det ect
46 whi oh bt o RN Wy SREri B, dorec %, 0 $ERT (SATIRT G e he

mar ked framesy@rea@diikol 5 line 50 to an essentially conventional

wat er mar k detector/verifier 54. Verifier 54 checks for the
presence of the cofpisnchabkt’ aeduiresentnynaldopnds ofenildees ddlay
watermark._ The 4 attribute bits are then extracted fromthe verified

wat er mark by &kt MRECsR J6°T9reagefa¥idgodn mrtes 62 MRteIMITkaxeadss:
! _ana . et 4
M eoponse t37nEt AEEETbuEL! flebuBlnd) 39586 VI Tl batidh? 2

In response to the signals on calc

predet er m nedcaplieidbyke t9bithe 1§RikeHPEG- 2f CaiPTedseld Foral, 90 FoFtEHY I ol
line 50. The nmeasured 15 attribute value is coupled to conparator 68 on
line 64. Aeteddpasapypvédefi hadow-match, only then is otherwi se

ggg&:gt:gg:: éfcpr Fggpg%%ggkt£¥87osenggledf éRﬁiordin citcuitry is a
onvel gi taly FESBr “HPSE-PEECFRE: Y B6GHFed o recording
o Shont 1o 85tk BLEREED shabbegchycii pleot! bttty
considering the minimal rewards to be derived from
hacking this part of the typical overall
copy-protection system. A copy-once scheme need not be
as “hack-proof” as is the basic watermark, because
15 programs labeled "copy-once" will usually by their
‘nature be less valuable to the copyright owner than
"copy-never" programs. In any case, a hacker wanting
several copies could simply (and arguably legitimately)
make them in parallel from the copy-once original video
20 program.
Attribute Requirements
The ideal image attribute in accordance with the
invention is:
1. Measurable in a consumer-type digital video
25 recorder with minimal added circuitry.
2. Relatively immune to the usual video level
errors: non-linearity, noise, tilt, frequency
distortion, quantization and compression artifacts
etc., found in various analog and digital transmission

30 systems.
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during recording. Protocol Security For a "hacker" (copyright
infringer) to defeat 25 this system i.e. to nodify a first generation

compl | ant r SSHPAEFE Ohe st do the - fol lowng (or a prALRleSRARAF) "

conpl ex). First, during playback of the first (legitimte) recording,
he 30 neasures and stores the attribute of every field and ]
-14- decodes the watermark. Then, he adds a field marker to

a field whose attribuje a 1.t.h that .carr] the .. watermark.
This "hack" requi res%ﬁanyggsug%gnt saéc]) Vi acééc;)elaeclloglsll&) Pt 4 ?Q@J‘{%l"bssed
video) rates, a wides Bidhdleadeforce APhrAilldy G- IRAY HdIGSYyst em
(The video being copied is typically in MPEG 2 conpressed form)

Furt her detwithout segvicisd halegrading the efitenradsmentprvedass of
therefore easily ,reets the 10 goal of preventing "hacking" by nost people,
especially QRﬁnﬁ?ﬁﬁ%%b‘the mniml rewards to be derived from
hacki ng thi sgpart of uképi I nal lgs = [k O ' System A
copy-once schene needdﬂr%t e&aaﬂ\aég %éiékspgrno%%?x’lg? ft?(\itslhg@%?sﬁsc

wat er mar k, becaussyulireuengr, ans ricabdire ¢ Hec apntexte ofithle prealdnt Rogyhei r

nature be | ess valuable to the copyright owner than
once protocol, it may not make the hacker's job

materially more difficult.

Examples of_Attributes

10 First Example: The average D.C. voltage values of
separate regions of the selected video frame are added
and subtracted in a manner likely to generate a large
attribute value for typical video images. The sizes
and locations of the image fegions are chosen to

15 maximize immunity to tilt, noise and distortion’ The
resultant value is divided by the average D.C. ™
amplitude value of the video frame, to eliminate
attribute measurement errors that might be caused by
video gain discrepancies in intervening hardware

20 devices or in the transmission path.

Second Example: This is a specific implementation
of the above first example for MPEG compresses video.
Consider an 8 x 8 pixel MPEG-2 macro-block grid
symmetrically disposed about the center of the video

25 frame. Imagine each macro-block to be colored'black or
white in the traditional “checkerboard” pattexrn. The
attribute is equal to [the sum of all of the D.C. terms
of the white blocks minus the sum of all of the D.C.
terms of the black blocks] divided by the sum of the

30 D.C. terms of all of the blocks.
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"copy-never" prograns. In any case, a hacker wanting several copies
could sinply (and arguably legitimtely) make themin parallel from

t he copy- ong® @fisssnal video 20 program Attribute RequptHiBsiSoss
The ideal image attribute in accordance with the i nvention Is:

1. Measurable in a consuner-type digital video 25 recorder with mi ni mal
added circuitry. 2. Relatively inmne to the usual video |eve
errors: non-linearity, noise, tilt, frequency di stortion, quantization
and conpressioELE&QLﬂEEKS:E_;_EEQEQLEQUnd in various anal og and di gi tal
transm ssion 30 sys h that a hacker could

not easily modify aggggt figts wpgksr ?53P8}8é35TB§$%F€§IaP tribute val ue
Wi thout seri Ouﬁnh)ér@%QE:éﬁBngEhEh@“E?E‘EE' ﬂgﬁﬁoﬁﬁjﬂesegn line b€ Ry 2M

5 One may be able to dispense wth reqU|renen si nce
in the contextvaflebh€iplds¢otr feame) is setctopeb¥oofll vidkomgyagot nake t he
hacker's j ob materially nore difficult. Exanpl es of Attributes 10
First Exanpte: 1eYRé-avbikgethecothert Eieldamaskess describpd: hexenegi ons of

the selected vifeg LLofB,2(8 24d8feq in BRE SYRLLASHOELLE 3cMEfiger !ikely

to generate a large
video frame, so as not to be visible on a television

set. (This location is not, however, limiting.) To
mark a specific field, an e.g. 2.5 MHz sine wawve at 50
10 IRE units peak to peak is added to this gray level.
This field marker can be detected reliably even
after passage through a poor quality cable television
channel. However, advantageously it will not survive
passage through a VHS or 8mm VCR's (video cassette
15 . recorder) signal processing and recording circuitry,
though it will survive S-VHS recording. This is
because this field marker is filtered out by the chroma
comb filter in the VHS or 8 mm VCR. Thus, after
recording and playback by a VHS or 8mm VCR, the field
20 markers are effectively eliminated, thereby prohibiting
second generation copying by a compliant recorder.
Second Example: This example is operable for e.g.
VHS, S-VHS and 8mm VCRs. The first 1.5 microseconds of
the first two horizontal scan lines of every field (or
25 frame) is set to the 25% gray level. To mark a
specific field, a subcarrier-frequency sine wave at 50
IRE units peak to peak is added to this gray level,
such that its phase with respect to synchronization is
the same on both scan lines, (unlike a normal chréma

30 signal whose phase reverses on alternate scan lines.)
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attribute value for typical video images. The sizes and | ocations of
the inmage regions are chosen to 15 maximze imunity to tilt, noise and

distortion. gwi resultant value is divided by the avera . C. )
anpl i t ude va‘Yug%ﬁn% he video frame, to elimninate attri bﬁ‘?yuﬁ%&’f‘errent
errors that m ght be caused by vi deo gai n discrepancies in intervening
hardware 20 devices or in the transm ssion path. Second Exanpl e:
This is a specific inplenentatlon of the above first exanple for MPEG )
conpresses video. nacro bI k grid
symmetrical ly di spose about el:Lé:a‘ﬂgle%te)érd% %éi \Igaﬁ'%a% I?matgl ne

each macro- bl ogdadsnde tlulcugid Dipgadlr Quality \Wibile 't’élfé%.stlb%d' ti onal

"checker boar d" pattern The attribute is equal to (the sumof all of
the D.C. terns Channejk. t FHowgviexs Kitoeid Ininals sunyisenpeissage thriouehD. C.

terns of the bl kao ks i vid e sumqf. the 30 D_.C. .terns of all
of the bl ocks. 5%& con é& % %%Rpé c%roma f%l r. On playback, Fi el d

Markers - EganiiRs ver’s comb Fifigkrf Wghd %ﬁlﬁ% ‘E’ﬁ%”@h‘i‘om;hgnf %ﬁh 1.5

m croseconds of the first horizontal scan l'ine of eve eo field
(or frame) is §emetd Z@/ozcsf IREdenigsapnd bnl ecen llmbezt ke ﬁéher f mled
rﬁékers descr|%1e1 marker de%gggogagﬁe; LgmggggkgdrggoiggroxgrZggntgart °
detect this signal on scan line 2 only. Thus after
recoxrding and playback by an analog VCR, the field
10 markers are effectively lost, thereby prohibiting
further copying of the video by a compliant digital
recorder.
Third Example: This field marker is operable for
VHS, S-VHS and 8mm VCRs. It begins with the selection
. 15 . of a 24x4 pixel block in e.g. the bottom left corner of
the video field (or frame). The next step is to
replace the chrominance values within the 24x4 pixel
block with a fixed pattern marker, e.g. with
alternating blue and yellow values. -This marker must
20 survive MPEG compression so as to be detected reliably
even after passage through a poor quality cable
channel. However, it must not survive passage through
any consumer type VCR's chroma filter. The field
marker detector in a compliant recorder is set to
25 detect this signal on scan line 2 only. Thus after
recording and playback by a VCR, the markers are
effectively lost, thereby prohibiting second generation
copying by a compliant recorder.
In light of the added protection afforded to copy

30 right owners, using VCR-erasable markers appears to be
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video franme, so as not to be visible on a television set. (This

| ocation is not, however, limting.) To mark a specific field, an e.g.
2.5 MHz sinwomeugrat 50 10 | RE units peak to peak is addeded®uidiinsogr ay

| evel . This field marker can be detected reliably even after
passage through a poor quality cable television channel . However,
advantageously it wll not survive passage through a VHS or 8mm VCR s
(video cassette 15 recorder) signal processing and recording circuitry,
though it willaswbxthehSl¥Henhaseedeny. tdhtBei fresenbeeapgechbes fiel d
marker is filtered out by the chroma conb filter in the VHS or 8 -mm
VCR. Thus, aft®&y¥stem.recording and playback by a VHS or 8nm VCR, the field

20 markers are effgctively elimnated, thereb rohi bitjng ., second
generation copying B9"a 2 ?ﬁﬁtm?ﬁﬁb?ge?Flncxpfes ma%e%%nﬁ“é&%ﬁﬁlE9.This

exampl e 1S 0pehaRbe holifidations Kb be Ml pnCoiat MoXE wibE fibks! 1. °
m cr oseconds of the first two horizontal sca I nes of every field (or
25 frane) S5i s sempresshen25%yr bighevef . thdcadded protectiprcaffordeal d, a

subcarrier-frequengg si ne wave_at 50 | RE units peak to peak is added
to this gray |e9eyideo materialhatheysappere e therasyesthylile

synchroni zati of,, emenér%bséﬂgvéﬁeggﬁ@ ggﬁ?_$ﬁg ssgéégmike a nor nal

chroma 30 signa*gﬂﬁose phase feverses on ernate Scan lines.)
-17-

Additional Embodiment - Frame Marker and Watermark

10 1. In another embodiment, for éncoding, a frame
(or field) marker is added pseudo-randomly to a
particular video frame, in e.g. each 4 second long
window. The frame marker is such (as described above)
that it is automatically removed by a VCR. (An example

15  of such a marker is fixed D.C. chroma values - both
CRed and CBlue on the first line of the first
macroblock). For the marked frame, an attribute value
is calculated and saved.

2, The 4 attribute bits of the watermark are

20 modified at a pseudo-random position in the following
e.g. 2 seconds window to equal the attribute value of
thé previous marked frame.

3. During encoding, steps 1 and 2 are repeated
throughout the video program.

25 4. When later recording a copy-once program, as
above the frame marker is removed.

In addition to the regular watermark bits carried
conventionally in the low and medium MPEG DCT
coefficients, and just for copy-once, this embodiment

30 adds 4 extra authorization bits to be carried by some
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This marker can be detected reliably even after passage through a
poor quality cable television channel . However, it will not survive
passage thr any consuner-type VCR s chroma filter. | ayback

5 the VCR Yo ®ilter will reduce the chroma on scan Pc%sf%@g}llo"’fo 25
| RE units and on scan line 2 to zero. The field marker detector in a
conpliant recorder is set to detect this signal on scan line 2 only.
Thus after recordi ng and playback by an analog VCR, the field 10 '

K tf ggt Lyel K3 h LBt i 0Ge £ s g th ing of
The vi deo by a Denbhranto GredpEheyPES bhk odbeeicientd! TIEE SELY TP 0

This field markeoplysonger ebb€ef D& detect®, £fovHEhange YGRstethaPRYI NS
with the selection 15 of a 24x4 pixel block in e.g. the bottomleft corner

of t he vi dedtsi efbhe (vecordem)chapies nbkithe ep ¢xtra bits axel ace the
chrom nance values wifhin_the 24€% block with a attern

h 4 pi xel I fixed
marker, e.g. Wi ppesent; a?‘f A% i WS b?%%o’é‘ﬁ%lry%??%vﬁl‘?/té!%‘é@." Thfg f¥Xer nust
20  survive JWPEGrgOPPEESAL 0L RO gﬂ%ﬁ&% dgshé&f "S3d@YrEiciefien after

passage through a poor qualify c annel . However, It nust not
survi ve passagenbhseupéfore makimng oriseinEspy ypeTHAR semdveasrat tie | 4 esxtJde
field mar ker detector, in a conpliant recorder is set to 25 detect
this signal on S&hf, | FREOViRg | the Rl agtherizatiencording and pl ayback by

a VCR, the markers age. _svaffdgsctdyaly;do S8l epy pyphi biting second
generation copyIl ng %y a céﬁpllaﬁ% reé%%ﬁ%r. In light of the
added protecti opoavéRtiethl O(&DYcompliant) VCRs (having no copy
10 control systems) will remove the extra authorization
bits automatically, making the output non-recordable by
compliant (digital) recorders.
In this embodiment, the watermark includes two
distinct portions, called WMi and WM2. WMl contains a
15, payload of 8 bits, and is difficult to remove without
degrading the pictiure gquality. The payload bits are
spread over low/mid/high MPEG DCT coefficient
-frequencies in macroblocks.
WM2 is e.g. a fixed 4-bit pattern or a CRC
20 {(cyclical redundancy check) value of the payload bits.
WM2 is easy to remove, because the WM2 bits are spread
over only the high frequencies and can be erased with a
low pass or other filter. WM2 survives 4.2 MHz
transmission, but not 2.5 MHz VHS recording. WM2 may
25 have most of its energy spread horizontally in
macroblocks, so that it is easy and inexpensive to
erase or to render invalid. For greater robustness,
the optional CRC (4 bits) is used.
The "WM2 erase" circuitry in the compliant

30 recorder erases WM2 using a low pass filter or other
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30 right owners, using VCR-erasable markers appears to be

- 18- a wort hwhil e enhancenment to the present copy-once
system Sonme of these marking principles nay be |

m nor nndif?%g??gﬁg to be fully conmpatible with MPEG 5 conpre35|ghg6ln

| ight of the added protection afforded to video material, they appear
to be a worthwhile enhancenent to the present copy-once system

Addi tional Enmbodi nent - Frane Marker and Watermark 10 1. In

anot her enmbodigiaiter f@f taRCHidRD datl;2Phus the LRiqfirdd)eiTnkigyy S added
pseudo-randomy to a particular video frame, in e.g. each 4 second

| ong - Wi ndevnithmalr.amTheadost ito suich WM2s détectiiloed clrwd)try to that
it is automatically renoved hy a VCR (An exanple_15 .of such a marker is
fixed D.C. ch W deTet GaERUitEy dfedezid SBlde egausRe fihes M2 ne of

he fi I . f , ' I '
Eafcuigfgd angﬂggﬁe FQFQLICEQEIQh%e$%%§ﬁq§F%$l ufggb??%yggﬁ%ﬁgﬁagﬁgrnark s

are 20 nosli filedyidi. a pseudo-random position in the follow ng e.g. 2
seconds wi ndow to equal the attribute val ue of t he previous marked
frane. 3. Figoye Agsbowsdithg, stases foznghisacgbodicensd In

t hroughout the,.vi deo _program . )
9 %1gure 39 t,g content of each watermark field is

indicated for WM1 and WM2 along the top line of each
column, with the associated action performed by a
10 compliant recorder/player in the remainder of the
column. The upper half of Figure 3 is the simpler
version of this embodiment; the lower half is the more
complex version with the CRC. In both versions,
copying is permitted only when WMl is present with the
15 copy-once bit set, and WM2 is.valid (verified).
Defeat Process and Apparatus
In addition to the copy-once embodiments described
above, a method as described above to defeat the
present copy-once processes is shown in Figure 4, which
20 depicts graphically both the defeat process and
equipment. “Defeat” means providing a recording which
may be in turn be copied; of course this violates the
intention of the present copy-once system. Hence the
present defeat method and apparatus normally would not
25 Dbe made available commercially by recorder
manufacturers, but are disclosed here for completeness.
(Use of such a defeat method or apparatus typically
would involve copyright infringement.)
Several conventional elements are illustrated in

30 Figure 4, which include the conventional cable set top
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25 4. \Wen later recording a copy-once program as above the
frame marker is renoved. In addition to the regul ar watermark
bits carrieqwo9w,s£9nventionalIy in the | ow and nmedi um MPEG DCT

coefficients, 2and jUst for copy-once, this enbodiment 30 aBHEUSY%3036

aut hori zation bits to be carried by sone of the high
frequency MPEG DCT coefficients. If a copy-once state is detected from
t he regul ar wat er mar k bits, the recorder checks if the 4 extra bits

are present.. if nat, rhe recqorder does not copy. |f they 5 are
present, the c‘g%’r‘i’%nppk?%’& r 0 éfg'h‘sc i iccci%’r?ccte‘ij Lh& S2& ore maki ng
the copy. Thi scdrPyefiod eaph £402 IS 1w jol copy

aut hori zati on. One a?v({antaanéie %Ttt t hiine?& rog)c Q?‘se t hat
conventional (cumsuwems ardleviE@ERon Bt Mot stm) .10 Inc @hillcamesizens)
w |l renove the extra authorization Jbits automatically, making the
out put non- r eARb AN \recordex, 196.amhich dist & digdéeddarisieo I'n

this enbod K| des, t di st nct i ons, called
W ana B WA M I e ieae Fhe FRatyrel BE HioBY 003  To ©
renpve Wit houtconne M ad thel RRtPiteUERvA¢al hioy.. ThepRsubpagni ts are

spread over | ow m d/ high MPEG DCT coeffi cient frequencies In
macr obl ocks. desires toNdefieate the preiseatt 4opytopatt processacoRE126

(ycl ool o eS8 B3, Shat BEcRRULORSPLiBe sor 1By © €2 10
device 100 and his compliant recorder 106. Details of
10 this black box 104 are provided below; the black box
104 houses the defeat circuitry.
In step 1 in Figure 4, a video copy-once protected
program, including field markers, is received via cable
102 at the set top device 100 and is transmitted, via
~ 15 ' the black box 104,'to the compliant recorder 106.". The
black box 104 includes circuitry which adds a “tag” (a
special field marker) to the first video frame having a
detected (original) field marker. (The black box 104
includes its own field marker detector like the Figure
20 2 device.) This tag has particular characteristics
described below. The black box 104 then stores in its
internal memory a table of time intervals between the
detected field markers on the video program. This
table provides information on the timing of these
25 original field markers. The video signal, with the tag
added to the first field marked frame, is then coupled
to the compliant recorder 106, which is of the type
shown in Figure 2,
The compliant recorder 106 then makes the

30 permitted copy-once recording onto a first tape (or
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over only the high frequencies and can be erased with a | ow pass or

other filter. WWR survives 4.2 Mtz transm ssion, but not 2.5 Mz VHS
recordi ng. W@osresr23 25 have nost of its energy spread horiz '
macr obl ocks, so that it is easy and inexpensive to erasgegﬁh%éatgﬂder

i nvalid. For greater robustness, the optional CRC (4 bits) is used. -
The "MW erase" circuitry in the conpliant 30 recorder erases WW using a
| ow pass filter or other - 20-

filter on the digkp Haba AdUSesbLivEIUABEFe CiIfUabINg so the M nimal. The
cost to add WWM2 detection circuitry to the WM detect circuitry is very

smal | because epmpident recordertloh stripstoff rellesheaostiginabe WL
det ection 5 %o Figure 3 shows the states for this

enbodi ment . I n lgig"ﬁﬁ‘ﬁ?’éss, H tEhideRs Reh xR rekk theld is |
ass0c, at ed actToh BerTarea by e G boF Rl Wichee PRAThaSbe |
remai nder 8f tdme each edlspecidheayrpeiidind fmpfkdrt Judteich ivnlee SER@! er
version of this enpodinent; the lower half is the nore conpl ex version
with the CRC. Pl eietdmarkers,cdw innf izenaved thyedhel stmippeiL i s
present with t&erc?éitﬁ?p%ﬁ Orrlacc%rb.ér sle:ltU and WM is valid (verified).
In step 2 shown in the bottom half of Figure 4,
the recorded tape (or disc) 110 is then played on a
10 player (or recorder) 114. Of course the played video
includes none of the original field markers. This
video is played through the black box 104’ which has
been reconfigured to its the play mode. (Black box
104’ is otherwise the same as shown in the upper half
15 .of Figure 4 but it is now programmed to be in its play
mode rather than its record mode.) The black box 104
detects the tag(s) added by the black box 104 in the
recording step 1 and using the first tagged frame as an
indicator, then reinserts new field markers, of the
20 type present in the original video material, at the
time intervals indicated by the table previously stored
(iﬂ step 1) in the black box 104'.
Thus the output video from the black box 104’ is
essentially the same as the original video, including
25 all of the reinserted field markers. This video can
then be recorded by the compliant recorder 106 which
will output a second generation video recording on a
second tape or disc 116 again having no field markers

but still being viewable (but not copiable). Hence by

30 the method of Figure 4, one may provide a second
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Def eat Process and Apparat us In addition to the copy-once

enbodi nents descri bed above, a nethod as described above to defeat the
present copy-once processes is shown in Figure 4, which 20 depicts

gr aphi cal | y B8¢#! ‘Eﬁ’é def eat process and equi pment . " Def eBET/USREA1836
provi ding a recordi ng which may be in turn be copied; of course this

vi ol ates the I ntention of the present copy-once system Hence the
present defeat method and apparatus normally would not 25 be nade

avai l abl e connerciaIIXOvaigcorder manuf acturers, but are disclosed

here for conpl 8EBREES: ?EB%eS?rgﬁEﬁ anERRAt OFedh®E b6 appanat us
typical l. S |
Cohventi onal eforeat b’ EhiPpEaRuht dbpy ot $%€%°%1°M€%°‘Fﬁ%reﬁ§reat he

conventional cabl e geteknal structure of the black box 104, -2d4’

device ("box") 100 which is connected to a cable teIeV|S|on cable 102
and sits "on t §powsf 1ph§‘19ure 5 conThereupper ehalf soHrF sgurd notshdmsn) . | n

this case order. 106, whj ch | .a digjtal video 5
recor der m%ichtpﬁcﬁgggg g iggth?e%t%fs%$% gpra 1°ncoﬁﬂ@%ted to the

set top devicejAfBQt ﬁlaéésﬁﬁoﬂhehe set '&é§1 eal 4

copy-once process coupl es a def eat | ack box" 104 b en hIS cabl e
set top deputetétfinall 126 amdmﬁhemncaupiﬂdkﬁo]ﬁihméxm&mksrof 10
this black box 104 are ?FOVIded bel ow; the black box 104 houses the
defeat circuit §tector 22 which detects the original frame (field)

markers. Control line 124 communicates an indication
10 of the presence of detected frame markers to a tag
write circuit 128 which thereupon adds tag(s) at least
to the first field marked frame, and outputs this
tagged video at output terminal 132, which in Figure 4
which is coupled to compliant recorder 106. Similarly,
N 15 - the indication of the detected frames on line 124%is
communicated to a memory 136 which includes a table for
storing the time intervals between the detected frame
markers.
The bottom half of Figure 5 shows black box 104’
20 in its step 2 configuration. Here the video (from the
player 114) is coupled to the black box input terminal
120 which in turn is coupled to the tag detector 140
which detects the tags inserted by tag write circuit
128. An indication of each such detected tag is
25 provided on a control line 142, indicating the
particular frames which carries such tag(s). Line 142
controls the frame marker writer 150 which adds frame
markers, corresponding to those in the original video,
at the desired time intervals. These time intervals

30 are determined by the data previougly stored in the
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In step 1 in Figure 4, a video copy-once protected program i ncl uding
field markers, is received via cable 102 at the set top device 100 and

is transm tt§899)“7}64 | nt he bl ack box 104, to the conpliant %g:g%ﬂgizg%ggl N

The bl a BOX cludes circuitry which adds a "tag"

field marker) to the first video frame having a detected (original)
field marker. (The black box 104 i ncludes its own field marker
detector like the Figure 20 2 device.) This tag has particul ar

rereal honor JRortL B3P 234 URARH, oA EnfbrleR Y aa P4k SsTERI 25 11\l 0

I nternal nenory a

mar kers -on thecbhé&@lpmgéansﬂ&bscontronaahenpf;aa! gesmeNmarRBE PRieR the
timng of these 25 original field markers. The video signal, with the tag

added to the frizcuiiteR80narkugliyansdsi thehénaveuphrkers. to the
conpliant recorder 6 ich,i.s of .t shown i n Figure

The conpli ant recor%gﬁhlggetﬁéﬁeﬁaWéEQtHg¥3§eWpEFﬁ??t@ﬂr%8ﬁ§-gﬁﬁérFSéordlng
onto a firg tgggt&Q e MTi ite c1rcuét 150 1s , foupled to gﬁe blac

di sk) 110. cribed a ove, 1n doing I ant recorﬁer 106

strips off allotubpuertgrmahal 132, fwﬁhdhnﬁnkeﬁsn tbmeueplea deAas not strip
of f the tag(s) added by the black box 104, because these tags 5 are
each a speci al Figpzef #&| fonk Reinpuhi tarminakeof heompliankr reranderi el d

markers, is nopggenoygd by the $11LBPEitive version of such a black

box and is not limiting.

10 Construction of such a black box is well within
the skill of one of ordinary skill in the art given the
knowledge provided herein as to the nature of the field
markers, and general knowledge available to one in
video technology. The black box is essentially a

15 . digital device which has the functions of adding the
tag to particular video frames, sensing the original
field markers, and recording a table of same.

Typically the black box is a microprocessor-controlled
device including memory. The actual circuitry in the

20 black box may take a variety of forms that perform the
above-described functions.

Tagging For Various Video Delivery Methods
For a copy-once tagging system as described above,
one must consider the process including content

25 preparation, content delivery, and content
viewing/recording. The following analyzes the process
in term of various video delivery methods: analog cable
and broadcast delivery; digital delivery through the
existing installed base of digital set top devices with

30 no digital (conventionally designated P1394) output;

-25-



circuitry in recorder 110. In step 2 shown in the bottom half of
Fi gure 4, the recorded tape (or disc) 110 is then played on a 10

pl ayer (or recorder) 114. O course the played video i ncl udes none
of the ori gvaasnsRel d markers. This video is played t hPEEYR¥HEG| ack
box 104' which has been reconfigured to its the play node. (Bl ack box
104' is otherwi se the sane as shown in the upper half 15 of Figure 4 but
it is nOM/progranned to be inits play node rather than its record

node.) The bI tect e ta added b the bl ack box 104
'n the Sedthg Sediveruninuonty the FRLCLiPdgdBAtALARE BSSEnoE

I ndi cat or th I.AS S r h LyREgPr esent in the
ori gi nal V|de§3ﬁ;?gp %%% tBS ﬁabgkgspﬁ%gﬁial ?éngsPﬁgPEétg by the table
previously stdiedtal deauﬂesyenhibugh hew lligikabozetObop devices. Thus

t he out put video fromthe_black box 104' is essentially the sane as the
original video, in€radargleg cableoandnhbreadrastt ealivery. nbhkers. This

vi deo can en.b orde recokrd 06 whi.ch

Wt Coutpdl aCSBEBRS JERESERREH OF bESPAESR PRECE EE SETIvERY AT hoe o
disc 116 agai ahéapwaegg beekdpyookeesSto cof tnét hbte betafls ¥FbLMALL 6n (DUt
not copi able). Hence by 30 the nethod of Figure 4, one may provide a

second is performed in the recordif@-device and may onygneceauron
vi deo recordin on ta g or dis¢ 116, thus defeating the present
copy-once prot FPSan §oedemain. I nternal structure of the black

box 104, 104’ is poy §0GWHalNaEY BYELy SendBEgHPPRE DRLEaPIediguLE Se Shous
10 digital set top devices with no digital (P13%4) output,

the content is preferably prepared prior to
authoring/MPEG encoding, but may also be prepared in
conjunction with authoring/MPEG encoding.
Nevertheless, copy-once marking should survive MPEG
15 .encoding/decoding. In this case, the copy-once to¥copy
no more transformation is also performed in the
recording device and may only occur in the video
domain.
Digital delivery through the installed base of
20 digital set top devices with digital output is similar,
however the copy-once to copy no more transformation
occurs in the MPEG domain.
Finally, for digital delivery through new digital
set top devices, copy-once marking may also occur in
25 the set top device itself. In addition, in the case of
a P1394 output, the copy-once to copy no more
transformation may also occur in the set top device as
long as a copy authorization is sent from the set top

device to the decoder.
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5 the black box 104 in its step 1 configuration. The I nput video from

the set top device 100 is applied to I nput termnal 120 and then

coupl ed to fyaos 4ms ker detector 122 which detects the pg#i g}ﬁ? rame
(field) narﬁ%rs. Control line 124 conmmuni cates an indiggth%% 3ng
the presence of detected frane markers to a tag wite circuit 128 .
whi ch t hereupon adds tag(s) at |east . to the first field marked frane,
and outputs this tagged video at output term nal 132, which in Figure 4

which is coupl ed t 0penghafhl ££6008halBPoadlbl dabYively, thE i ndication

of the detected franmes on communi cated to"a nenory 136
whi ch i ncl udespreesahtes{stem insludesgat Bexédneopptenrva)sopgt wberotrbe
detected frame mar kers. .., The bottomhalf of Figure 5 shows
bl ack box 104'wéﬁer?ﬂrkt%n@t%%523@6h¥%aﬁrﬁ§iénfram%r@rtﬁéeygdéég(fron11he

pl ayer 114) is bl ack box inpuf . Lhal 120 which in
turn is cpuplé%gggg%ﬁg %gg}%§§%%f'rsi£%c£§3 &h%%énﬁﬁgg%?sofhﬁeggﬁgc?nserted
by tag wibe CofCvideo frames td\iddgk Ly 88pPlosesmatePigdetected . tag is
25 provided on a control line 142, indicating the particul ar franes
whi ch carri es Boahsfoyalion i ficon 4@py-oncente otepy heo fmame bmr ker witer
150 which adds fr mar ker s

L o R0 B oy Bl PSSP | oS A0 (e or1 91
?gz_er m ned by i d8bR, PIAVOLHS e SUHES 4 48%ed security, an
attribute of the tagged frame or sequence of frame is
10 coded in the watermark. The watermark attribute code is
randomly delayed to provide even higher security.

Examples of attributes include representation of
the video characteristics of the tagged frame(s),’
position of the tagged frame(é) or length of the tagged

15 sequence (which would be randomly selected to provide
security).

The tags are of the type that are automatically
removed by conventional VCRs and even non-compliant
MPEG encoders. For instance, alternating lines of

20 complementary colors at relatively low amplitudes (the
tag pattern) would be removed by VHS and MPEG encoders
dufing field to frame conversion. The tag is e.g.
positioned in the lower left end corner (the tag area
being e.g. 64 pixels x 4 lines per field) of the video

25 and invisible on television sets (due to overscan). To
improve security, the tagging process removes chroma in
the tag area on all video frames and adds the tag

pattern to tagged frames. Tag removal is performed

through chroma removal.
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menory table 136 which in this case is read out on control line 146 to
control when the frane marker wite circuit 150 actually adds the franme
mar ker s. Then the video with the new frane markers inserted 5

by frame w M@48%it 150 is coupled to the bl ack box RCE/PSHS/20636 1 nal
132, which in turn is coupled (in Figure 4) to the input term nal of

conpliant recorder 106. This is an illustrative version of such a bl ack
box and is not limting. 10 Construction of such a black box is well -

Wi t hin t he ski one of por jn rv, skidl int art ven t he

know edge provi ded J}(1ere| % a%s?of "’\_-[%]r ot ‘tef‘?:é’fr]ﬁcﬂ" hqﬂ?‘ﬁar kers, and
general .know efigetaYpéd bl Se (OF Qe: ivbp dewi RO W8S Qﬂ%% 1¥F bl ack box
is essentially a 15 digital device mhlch has the functl addi ng t he

tag to parti cuPEPYE detthe rtapging et tram tmhestobiegiakdle to dumbidrarpEs s, and

recording a table of sAamne Typically the black box is a
ni cr opr ocessorEYH ?R{decoqﬁiﬁ§§}QQNﬂQﬁjWﬁ}%ﬂ%ﬁh%}y'ﬁﬂ?VadﬁuéKEblrCU|try

h bl agks f f h
elrolof/eedggcrsl bed funct I ons cj%kdaj'r?gl'\{ﬁﬁ'eestsyIf'% i}%ﬁus%trf&!“ﬁg T SVet hods

For a copy- oncehé aggzd@ﬁ)&ﬂiﬂfa%rdw iePRbARY process Qe nust consider
t he process including content 25 preparation, content delivery, and

cont ent \HQR&?E?#%%%tdlng The foll ow ng anal yzes the process in
term of various V|g§} nethods t%nal r oadcast
|very t

bl e
delivery; digital EE%EF% §ePﬁ§§a e& ase of
digital set toppiedmas gysttenso £ w0 tqlggah@l m@eaetzﬁg?atengh%o@%gagw ed

P1394) outgut
compliant recorders. The "stronger'! tag defined above
is selected for analog systems or for cempatible
encoders. A "weaker" tag with a tag pattern of
horizontal cycles of complementary colors at relatively
low amplitudes is selected for.incompatible encoders.
15 . For digital delivery through the installed base of
set-top device with digital output, a digital recerder
preferably performs the copy-once to copy no more
transformation at minimal cost.
One approach is to add and remove an additional
20 tag placed in the bit stream itself. However the
watermark/tag carried in the video data would also be
required to support the video output of the set top
device and the digitally recorded copy would be labeled
copy no more in the bit-stream and copy-once in the
25 video. This then requires a synchronization system to
be included in every player to ensure that no more copy
be made.
Another more preferable approach is to minimize

the added requirement for tag detection/tag removal.
]
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digital delivery through the existing installed base of digital set top
devices with digital output; and digital delivery through new digital
set top devifsonsr For anal og cabl e and broadcast deli&?/b!éss/zﬁ&% 5
cont ent (progransg Is prepared prior to delivery and t he process of
copy-once to copy no nore transformation Is perfornmed in the recording
devi ce and may only occur I n the video donain. For digita
delivery through the installed base of 10 digital set top devices with no

digital (PL394kygubBtlent ional NEe 00" 20Lut S EboLARRYALOBAEEHNRLLOM 10

aut hori ng/ MPEG enco répared rn nj u nwth
aut hori ng/ MPEG RNGAIMPEG strediaverébhel ess, copy-once marki ng shoul d survive
MPEG 15 encodi ng/decoding. In this case, the copy-once to copy no nore
transformation is ats®epenfldripdex theheranspoatostinegamdevi ce and may only
occur in the video donmai n. Digital delivery through the
instal | ed base of 20 defiody videa Gyream dewnyitich tdiggik-firameput i s
simlar, however the copy- to cqp transformation

occurs in the MPEG JoR&Gede al(in%iicﬁ%%r{ﬁrﬁ% g?'rfgfiaé‘\et'al del i very through
new di git al seL_t%QC%%%%cgéi %8E¥b%5%%kgaqﬁap%)nay al so occur in 25 the
di )

set top device itself. " I'na I"on, i n the Case o a P1394 output, the
copy-once to copy no BHRess allll AnwfiohiRe §1deyg.al so occur in the set top

devi ce as | ong as a copy authorization is sent fromthe set top
device to the decod®ince, in this case only I-frames (this2®&-type of
MPEG frame) are used in the watermark reading process,
10 the tag detection/removal process should be performed
using I-frames only using the following steps:

— Process tag area chroma blocks for detection.

- Buffer the bit stream and substitute a pre-

computed "no chroma" block bit sequence for the

N 15 "tag chroma" block bit séquence in the tag
macroblocks while ensuring that the video buffer
verifier size (vbv) is not affected.

Since tag removal is performed only on I-frames
and on macroblocks, the following issues and

20 requirements arise.

For non-compatible encoders, there must be a
sequence of tagged frames and it must be long enough to
ensure that one I-frame will be included. It could be
one frame or the distribution of tagged frames should

25 be such that there is a sufficient number of I-frames
among them. If a tagged frame sequence is used,
attributes of the sequence should be deductible from
the I-frame(s) attributes. This is better resolved by
using frame position or frame sequence length as an

30 attribute. In the frame position method, a tagged frame
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For anal og cabl e and broadcast delivery, the present systemincludes a
fi xed copy-once/ copy no nore wat ermark and the addition of a frane or
field tag attached to randomy sel ected video franes or sequence 5
of video fraMe®1823 dentify copy-once material . Tr ansf oPEHUSWR19360m
copy-once to copy no nore is performed by renoval or degradation of -the
tag. In addition, in order to provide added security, an

attribute of the tagged frane or sequence of frame is 10 coded in the

wat er mar k. Th%m%ﬁk?%ﬁ&&§'%F%@é@ﬂgggcgﬁﬁeE&Frk coﬁ%ﬂgﬁﬁiﬁngﬁégéad to provide

even hi gher security. nples of attributes 1 nc

represent ati offrafmes andtherui deaychdsaatehi betesenf waberinagiedofieane(s),
position of the tagged frame(s) or length of the tagged 15 sequence
(whi ch woul d B&% &g Atptas cxeagesoappgvmese-copysecini Ehg. frame The

f cal | d i onal
Vars ane oven Sedhéte 13hdth® ndthOR Eelhe sequehl°Y BhgbaCRRERM TS
lines of 29 eqwehkemRRl Merweehongpahnaehabi vah¥rkow 28Pbbhedgambbpe tag

pattern) would be renmoved by VHS and MPEG encoders during field to
frame conver slemgeThéheagthe daygest alpowablengdoup ofiepicterel eft end

CoLeT (L ol Ssge, kBRLS) ThofiaBl KSRl dpbhlsselgh b o) of the
P e AR Ak, 1O ARG " SURNERCE SETT Loy, chiEclAg o1
renoval is peilkssmetlan maxGbPotighathfpamesewoudd. indicate no-more-
10 copy. 8So would a sequence of I-frames covering more

than D and less than 3D total frames matched with a 5xD

code in the watermark or a sequence of I-frames

covering more than 3D total frames matched with a 3xD

code in the watermark. The later is the preferred

. 15 method. -

If a tag sequence is used, none of the tags of the
frames preceding the first I-frame in the sequence will
be removed. The position and seguence length methods
described above resolve this. Tag removal from

20 TI-frames must frequently remove tags in other frames in
the GOP. This will occur when no motion occurs in the
tag-area and could be improved by forcing motion
vectors to zero in the tag area during encoding. Tag
removal from I-frames must not create significant

25 artifacts in other frames in the GOP. This could occur
since the tag area could be used to predict any
macroblock surrounding it in subsequent P and B frames.
This is one of the reason why the tag in one embodiment

uses complementary colors. Removal of the tag should

30 not produce a visible chroma change. Tag removal
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-27- In the case of digital delivery through the
i nstall ed base of set top devices with no digital out put, the tagging

system nmustyeakd,s t0 survive MPEG conpr essi on/ deco (ﬁﬁﬁ' d
will likely ??r vive VCR 5 and MPEG recordi ng unl ess taggin% | sé%;e}rléégr med

I nsi de the encoder itself or the encoding process is
constrai ned. In order to maxi m ze the effectiveness of the
copy-once system two tagging methods are supported by 10 conpliant

ders. Thg,, ¥ fq : t f I
recorders %réldlpi’}%ﬁgaéé?&zﬁe dfw?g AR puted d}%@g"‘{ \%lﬁi or anal og

u
systens or for conpat enco weaker™ a tag pattern

of - hor i Zoptldlesc iltderofremvdmeeiiilarchromaorin af 540t iarday/ | ow
anplitudes is selected for inconpatible encoders. 15 For digital
del i very t hr ofdeatiag fxtdifiact yisdbde on some tedevdadions win h di git al

ouULPUt 3 O ISRy send ] U R A IRCGRRIRS, o)
add and resnVeAbeAdfdindrAitald 3y a 3bmparddld RnddRady t streamitsel f.
However the watermark/tag carried in the video data would al so be

For compatible encoders, tag generation is
performed by the encoder on I-frames only. Motion
vectors are forced to zero on subsequent P and B frames
and no intra-block coding is allowed on these frames.

10 Motion prediction for non-tag blocks is forced not to
use the tag blocks.

For digital delivery through new generation
digital set top devices, frame tagging occurs only in
the video output in the same ménner ACP is generated.

15 The pre-watermarked content is tagged (using the strong
tag) by the video encoder using tag position
information carried in the bit stream. On the P1394
side, the set top device enables P1394 output once a
compliant recorder was identified. This system even

20 allows one to specify whether a copy could be made
through the analog or digital output independently.
Copyright information and related data (tag position)
are carried in the bit stream in the same way ACP
information is currently carried.

25 Three possible systems are disclosed hereinafter.
All three systems use a common recorder and a common
architecture, No artifact are produced on original
material (so that a program viewer will not see any

effect) or on video copies (as opposed to MPEG copies).
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required to support the video output of the set top device and the

digitally recorded copy would be | abel ed copy no nore in the
bit-stream and copy-once in the 25 video. This then requires a
synchronizdwpﬁﬁﬂgﬁétenlto be included in every player F&TARSERW3¢ hat
no nore copy be nade. Anot her nore preferable approach is to
mnimze the added requirenent for tag detection/tag renoval

- 28- The conventional steps required to read the watermark °
in an MPEG stream arg: 2 = ' t t It tream

- Decode video st reafnoﬁo?/mc?pc}’t%nec?- régir#eﬁé&"?e £ {cﬁ@a@% eléal | slices in

the I-frame.  encoders; ¢ effe AlsdPEedOCkSEtdieS)only. For non-
Process all |um nance bl ocks. Since, in this case only |-franes
(this a type ofcompatpfiE® fengndexs e taeEequancesafrdrgdcondaliangd (F ocess,

10, Lhe 20 det ccl oal L PAl, RUARE SRS 5 RILSLIES aceed®ld,

gnggm Blt gcgsr)l;g@n&&ﬁ *fdd Yline a “tag lengt 'Sleddirifld BHEHR Ae

watermark is set to 0 for a 3 second sequence, 1 for a
5 second sequence. Another bit (Change Bit) is toggled
every time a new tag sequence is being referenced (thus
reducing the number of watermark to 10). A tag uses

10  horizontal or vertical cycles of complementary colors
at relatively low amplitudes on the 8 bottom lines of
the lower left four macroblocks. An 11" and 12" bit are
used to differentiate between what are here designaﬁed
as systems 1, 2 and 3.

15 1, System 1 has analog delivery & digital -
delivery with compatible éncoder/authoring. In this
éystem, the vertical cycles are used, allowing removal
of the tag by VHS VCRs and some non-compliant MPEG
encoders. Tag removal is performed by blanking out the

20 bottom eight lines of video on video recorder and the
bottom sixteen lines of video on MPEG recorders.

For compatible encoders, one inserts the tag after
the field to frame conversion, use tags on I-frames
only, forces motion vectors to zero for the bottom

25 macroblocks, forces motion prediction in other
macroblocks not to use the bottom macroblocks and
disallows intra-coding for tag area Macroblocks in P/B
frames.

2. System 2 has digital delivery without

30 compatible encoder/authoring. In this system, the
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conputed "no chroma" bl ock bit sequence for the 15 "tag chrom"
bl ock bit sequence in the tag . macr obl ocks whi |l e ensuring that

the video b verifier size (vbv) is not aff

Si nce tag rgﬁévafsls performed only on I-franes and on %&%ﬁgﬁ?%%ﬁ%

the follow ng issues and 20 requirenments arise. For

non- conpati bl e encoders, there nust be a sequence of tagged frames and
it nmust be | ong enough to ensure that one | -franme mﬁll be included. It

coul d be ﬁ5§&£53@§ 05 fg dégér %qua$ sﬁggggf aﬂﬁ%dﬁﬁﬁ ld 25 be

such that there TS Su f| |en AUTbh&E If a

tagged frame s&m&mels SpéiEsrmed b afé:ﬁé%@&l@é EREoRE IS NOle S@Qg" d be
deductible from the I-frane(s) attributes. This is better resol ved by

usi ng frane pomreroplecks s Semseczpehfactemayn bs whsildDe Hitthditay In the
frame position netho a fagged frape - 29-

woul d carry a At A %Q)h%da‘fﬁfuiﬁﬂ%g‘bréocertal’?ranes anot her. Any

m smat ch bgt wagy @ﬁ, - mor e- copy.
In the frame &%Ee%ence engt %t)ﬁreoﬁr%{%gsa}%@ésdgan Z%%t S randonm y
5 alternate bedtyrsrg 3D MPEG SJodpiedesind i pﬁm:enuﬁéaprcue on ltHeger than

the | argest all owabl e group of picture
fact that 16 lines of chroma are missing in the tag

area on tagged frames while only eight are missing on
non-tagged frames.

10 3. System 3 has digital delivery in new
networks. This system is not backward compatible with
systems 1 or 2. However it provides a high quality, low
cost solution for new networks or networks that would
require the use of new set tob devices to allow copy-

15  once.

For video input, upon detection of a copy-once
watermark, the recorder removes the tag by removing the
chroma in the 8 bottom lines of a frame in the tag
area.

20 For digital input, upon detection of a copy-once
watermark (system 1 or 2), the tag detector identifies
whéther system 1 or two is used. For system 1, tag
removal is performed by replacing the bottom slices
with a pre-stored slice (blanking out the 16 bottom

25 wvideo lines) and padding so as not to affect the vbv.
For system 2, tag removal is performed by replacing the
bottom chroma tag blocks with pre-stored blocks
(removing the chroma from the bottom left 4

macroblocks) .
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(GOP) size (maxGOP). In this nethod presence of a si ngl e tagged

| -frame and sequence of I|-frames covering | ess than maxGOP t ot al
frames woul d indicate no-nore- 10 copy. So would a sequence of |-franes
covering nmoW® 9918723t han D and | ess than 3D total franes mat d(EAUSESEH38 5xD

code in the watermark or a sequence of |-frames covering nore than- 3D
total frames matched with a 3xD code in the watermark. The later is the
preferred 15 nethod. If a tag sequence is used, none of the tags

of the franes ederectbenf bES a n e n be
renoved. The positi ﬁ&hnnggqugﬁcgkl%ng?ﬁynéﬁﬁ%dggggragggcEggggha30ve

resol ve .t hi s. aTegppyetdsyvalader ag 130g asf theepiBpst aththguenthyiegnove tags in
other frames in the GOP. This will occur when no nption occurs in the

tag area and B&Gteced ifsrsiEdesyceBYCcPRESrDL i ON vectors to zero in the
tag area duri cadi . renoyalfroml-franes nust not create
si gni fi cant dg QQ rlﬁ & in the GOP. This could occur
since the gag ar earpaulgdahe aﬁeﬂléyd%sﬂkéf 8p¥g” des8REHEA! gBEveUigouNdi ng
it in subsequent P and B franes. his is one of the reason why the tag

in one enbodi Aemtideo SGSBBICQHDSEgBalamgdtﬁioa51oﬁ@nnsarted iheotag shoul d
30 not produce_.a visible ch

- 30- _ video Strgagygw ggﬁl%ﬁeﬁ%ﬁ?n5¥§g1brEE%H%%?EﬁnEh?%n%?%@ock
inplies eithep pepBYbBEidh! LGETMABchNiE PAAEn&IEM 1y rejected by

(at least) a standard VHS type VCR, and which may be
10 thereafter read from the video signal to convey
information. The tag is preferably transparent to
MPEG-2 compression so that it may be inserted into the
video prior to the MPEG encoding, thereby requiring no
modification of the MPEG encoder. The information
15 intended to be conveyed involves the copy protection
status of the associated video; however, other
applications are possible as well, and this type of tag
is not limited to the copy protection field. Other
applications are authentication or data transmission.
20 One may use a chroma-inversion tag, in which
successive selected lines have a specific chroma
pattern injected or superimposed, such that the
modulated chroma on successive lines is phase-inverted.
The intent is that the comb filter in the VCR cancels
25 that signal. However the format-required vertical
subsampling of chroma in the MPEG-2 encoding systen
requires vertical anti-aliasing filtering. One pattern
essentially consists of a high vertical frequency
transition in the chroma spatial domain, and the MPEG-2

30 anti-aliasing filter is essentially a vertical low-pass
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creating artifact visible on sone tel evisions or carrying a bit
streamin the user data that would have 5 to be generated by a conpatible
encoder . For conpati bl e encoders, tag generation Jj -
per f or med bVW’R@%"Rcoder on |-franes only. Modtion vect oé(':r’g?emf'gr';ced
to zero on subsequent P and B franes and no intra-block coding is -
all owed on these franes. 10 Mdtion prediction for non-tag blocks is forced
not to use the tag bl ocks. For digital delivery through new

generation di.gltal t3.10 Vi C f AR ' S.onlv in
t he video out ﬁfujtcthénxt't he(slgqéir(raeedr)fa%ﬁ'le% %3”?% gen}ee?a e%é)léﬂihse conp

pre-wat er mar ket 10y & dtrdctdged (pSidht e Bitdnthe MPEG-a8)atyit he vi deo
encoder using tag position information carried in the bit 'stream On

t he P1394 alsigiing fdlder + opitdevilee antbiakbiangw Hiktmre once a
conpliant recqrder s identified. This system.even all ows one t

Speti fy whet hGYBLGAIY CATAPDE HARS ORI P SRR T
out put i ndgpenggny | QRHM{i | nfyor [ n I L g
posi tion) s are dcb;rsr itehtf int eﬂgltttéfs}t)r 'ee;rpn% iér?f{}i 'ectskgalefreﬁv\tgg %&ﬁ@

i nformati on i €£idwererliynicatesedthe?Inserted o HEd e s Yaistmsar e _
di scl osed hereinafter. All three systens use a conmon recorder and a

conmon asaes ddeucembNg idienadihug £he dasax-esh sdignfinal
OIS (S0 i Y 3 SR gl e A smardi S00) Of on
- 31- The baseband chroma bandwidth of the MPEG-2 system
10 is approximately 1.4 MHz, depending upon
implementation. Figure 6A shows the well known
spectrum of the color-under VHS format video signal.
The baseband chroma bandwidth of a standard VHS VCR is
approximately 300 kHz, again depending upon
15 | implementation. There is therefore a region in the
baseband chroma domain extending from approximately 300
kHz to approximately 1.4 MHz (1.1 MHz bandwidth) in
which a signal will pass through an MPEG-2
encode/decode chain yet will be rejected by a standard
20 (consumer type) VHS VCR (NTSC or PAL).

It is desirable that the tag signal to be injected
exists entirely and solely in that region, in order
that no component of it shall pass through the VCR’s
300 kHz chroma path. The VCR’s own chroma-channel

25 filtering ensures that no component of the inserted tag
signal intrudes into the VCR’s luma path.

One embodiment of the tag signal (see Figure 6B
showing the spectrum of the present inserted tag
compared to that of the color-under chroma channel)} is

30 an 844 kHz chroma square wave consisting of a repeating
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For a copy-once architecture for conpatible encoders, tags are

i nserted on | -franmes only. For non- conpati bl e encoders, tag sequences
of 3 seconds and 5 seconds are randomy added to the video and after a
5 random | aYQ9#8723 "tag length identifier” bit in the VROTAUSPBRZK036 S Set
to O for a 3 second sequence, 1 for a 5 second sequence. Anot her bit
(Change Bit) is toggled every tine a new tag sequence i s being

ref erenced (thus reduci ng the nunber of waternmark to 10). A tag uses
10 horizontal or vertical cycles of conplenmentary colors at

rel atively | ohoxdgbntadepathernec§ Hourogpheacutive CCIRREOLodeR:Deft four

macr obl ocks. 11th and_ 12th _bit are uaeﬁ tgodifferentiate bet ween
what are her eSHESPgnSpBRles ofareepcfgliowsd Ry Rouysconsecugive g giem 1

has anal og deliygpy éaQEQEEaEf mageﬂ@é[veix Ehéhvf@@@aé Rafn, this
encoder/authoring. In this syStem the vertical cycles are used,

al | owi ng renoial a chromh bhgnadgwhyckHENVERSs abtis sphs®se@on- conpl i ant MPEG
encoders. Tag renoval is_performed by bl anking out the 20 bottom ei ght
lines of i deBPBRO¥iBabeL¥cBYEEY BWE CYRies of eh¥ema sk c2nS8il3) of video
on MPEG recorgers, Faor .conpat j, bl n ope inserts the tag
after thgggigﬁg PS FFgﬁﬁgegngs Q.hguﬁlg Qfﬁﬁﬁéhd %ﬁﬁégﬁ%gég only,

. ersi| on, use tags on
forces notioncyeeterSsignadtr RalPhgt BR1POEWS BpESLrABCESbSE St OF Ces

notion prediction in other macr obl ocks not to use the bottom
macr obl ocks ande at (3i 58l MBes-i 844 akBoli agdfone taly 63 &8 Nz obl ®¢%s in P/ B
franes. 2. _System 2 has djgital deliver

kHz). 1In particular, there are no sﬁ%gg}gfngomponents
10 within 300 kHz of 3.58 MHz. Figure 6C shows the
spectrum of the inserted tag compared to the MPEG-2
baseband chroma channel, and Figure 6D shows the
modulated chroma waveform of the injected tag.
Other tag implementations are possible. The
15 -'pattern need not be a square wave, although the s&uare
wave is the easiest to generate; it could, for
instance, be a sine wave. Similarly the pattern need
not be at 844 kHz; any frequency which is sufficiently
higher than approximately 300 kHz and lower than
20 approximately 1.4 MHz will do. An alternative
frequency is 1.125 MHz, which consists of three CCIR~-
601 samples of green and three of magenta. Moreover,
the pattern need not be symmetrical nor, indeed, even
repetitive - any pattern or signal whose primary energy
25 lies below approximately 1.4 MHz but which has no
content below approximately 300 kHz works well; the
choice is made to simplify the implementation.
One method of conveying information with this
signal is to insert tags of several different lengths

30 such that they can be measured in numbers of I-frames,
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30 conpatible encoder/authoring. |In this system the
- 32- hori zontal cycles are used. Tag renoval in the MPEG

domain is p by renoving the chroma in the tag %%fk .
Sone artifa?{é%r(rg@ e visible in the tag area of di gitgﬁ{"‘%? 'o?é%
content on certain 5 televisions. Security of this system may not be as

strong on MPEG copies since a pirate nay cue on the fact that 16 |ines
of chroma are missing in the tag area on tagged franes while only

eight are m ssLAg PfHen ut”?ﬂ'EﬁgggggEb$ﬁ§§ngy§?deo.wat% rﬁ{Ste”]B has

digital delivery in ne net wo em1 s not backward
conpati bl e wi t hinformasjehepeptesentingovhgelenljtAr ¢ d6e @ali.ghradal ity,

| ow cost solution for new networks or networks that would’ require
the use of newS¥&FemophgBvreguirgsathaty thpytwoisasgbe. before For video

I nput, upon de hop of copy-once wat ermark, the recorder renoves
the tag by ren%gghgl?ﬁea goPYChrona in the 8 bottomlines of: aframe in the

tag area. 20 In ora&Prtdi gihBhik8PYisiBPRILPebechi 89gRh12560RY- Once
as this, it is desirable to make its variocus elements
as small as possible, both horizontally and vertically,
and of such a nature that they tend to disappear
visually. The tag in another embodiment thus consists
10 of colored small areas alternating both horizontally
and vertically to form a “checkerboard” pattern. The
colors in one embodiment are green and magenta, because
these are complementary colors with very similar
luminance values and the eye ﬁends to spatially average
15 them into a uniform gray; other colors are possible.
The colored areas should be as small as is consistent
with the spatial resolution capabilities of the chosen
format; in the case of MPEG-2 compression the
limitation is the horizontal and vertical anti-aliasing
20 filters which precede the chroma subsampling which that
format dictates.
| Details of this embodiment are implementation-
dependent. For a typical MPEG-2 application, using a
digital anti-aliasing filter with coefficients [-29, 0,
25 88, 0, -29] *256 for both horizontal and vertical
subsampling, one embodiment of the tag signal is
created by applying a sequence of fully-sampled (i.e.
13.5 MHz) pixels consisting of a green pixel, two gray
pixels, a magenta pixel and two more gray pixels to the

30 indicated anti-aliasing filters. This sequence is
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watermark (system 1 or 2), the tag detector identifies whet her system

1 or two is used. For systeml1, tag renmoval is performed by repl acing
the bottom slices with a pre-stored slice (blanking out the 16 bottom
25 video | We18%33%d paddi ng so as not to affect the vbv. PCT/US9B28036t em
2, tag renoval is performed by replacing the bottom chroma tag bl ocks
with pre-stored bl ocks (removing the chroma fromthe bottomleft 4
macr obl ocks). - 33-

Upon detection of a copy-once waternmark system 3, a copy is made as

| ong as the PE3tigatiedhtinchotdnthe horprzontedl andeweictiealcopy- once.

Vi deo Tag (Fr /Field . mar ker "tag"
descri bed abo %ftlonswg VFE%8t§i§H§Id8§l§an FggﬁgFFLEQF on |nserted into

a  video sippdmrmihicly i3 3neshlebl ¥ saEﬁpageahtke?gtF’%%ast) .

conpr essi on but which is intrinsical 'y rejected

standard VHS t'yepedfRd~andowhiashfamyabeisOdesiieabaét andrasdfiil otvt he vi deo
signal to conv information. The tag is preferably transparent to
MPEG- 2 cond §§F0ﬁp§819ﬁ§ﬂoptaﬁayaﬁé inserted into the vi deo prlor to

the MPEG enCOd'ng’T%Q6339¥v£§ﬁgirbggeﬂoand maHBQEL §24LP8 Qhnlle MEEC

encoder. The informati on
impulse functions input to the anti-aliasing filters,

and the filter output signal is a sequence of pixels
corresponding to the filter coefficients - that is, a

10 single pixel output to the indicated filter will result
in an output sequence of pixels with an amplitude
pattern of -29, 0, 88, 138, 88, 0 and -29. The total
output of the filter is the linear sum of its responses
to each of the input pixels. In the embodiment

. 15 described above, if a magenta pixel is coded as “-1”, a

gray pixel as “0” and a green pixel as “+1”, the
steady-state response of the filter to the tag sequence
described above will be ...88, -88, -196, -88, 88, 196,
88, -88, -196, ... which describes chroma sine wave at

20 1.125 MHz.

The checkerboard pattern is created by arranging
the input signal such that, in any given tagged scan
line, a given pixel conforms to the indicated spatial
pattern. That is, if pixel 20 in line 460 of the input

25 1is green, then pixel 20 in lines 461 and 462 should be
gray, pixel 20 in line 463 should be magenta and pixel
20 in lines 464 and 465 should be gray. Pixels 21 22,
24 and 25 would be gray in all tagged lines, and all
pixels in the tagged portions of lines 461, 462, 464

30 and 465 would also be gray. The action of the anti-
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15 intended to be conveyed involves the copy protection status of the
associ at ed vi deo; however, ot her applications are possible as well, and
this type o is not limted to the copy protection field. Q her

applicati onstVé?%*%? henti cation or data transm ssion. 20 PCT/US982183¢ use

a chroma-inversion tag, in which successive selected lines have a
specific chroma pattern injected or superinposed, such that the

nodul at ed chrona on successive |lines is phase-inverted. The intent is
that the conb fjlter in tT that si na wever the
fornat-requir R_#ipgaf? terssﬁbﬁﬁn%*?ﬂgs%?aEhF Fra® ﬂg fieCRBEEES encodi ng
system - ﬁ”‘ i e attern
essentially c é?g o?ﬁé ﬁ?%hagé%f?%a ??gw%g%% {hngo%§2§%?tlon in the
chroma spat i alhsoizontabnand hehd/Reér 21 81 @i\feceicmmng filter is
essentially a vertical |ow pass - 34-

filter. (1ndeed, tH@hﬁﬁcﬂ}ﬁ%%@ﬁﬁ%ﬁ045t¥%QN&IF%t%Y#mﬁnd notj limiting;

St a1l asPng SERER mb&i tEA LR Al pe anp@ddAE O dndighin eal 100
cutoff 5 thajn daes abe ﬁ@npl ht t&F . QhiS SUEE odlfe HWd - #é a8hPdnded

filter elimnates the inserted chrona pattern just as does the conb
filter; thus tte fabbrwibthin grhe scope wikicshe aappended ostaimsal | formats of
i nterest.
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The baseband chroma bandwi dth of the MPEG 2 system 10 is approxi mately
1.4 MHz, dependi ng upon i npl ementation. Figure 6A shows the well known
spectrum of the col or-under VHS format video signal. " The baseband
chroma bandWa®H18®3 a standard VHS VCR i s appr oxi mat el y p@0Ashdmp36agai n
dependi ng upon 15 inplenentation. There is therefore a region in the .
baseband chronma domai n extendi ng from approxi mately 300 kHz to
approximately 1.4 Mz (1.1 MHz bandwi dth) in whi gin ' aaM bd,  pass
t hrough an MPEG 2 encode/ decode chain yet w || mmm"mﬂnm,ﬂvmyl
standard 20 AHSiner type) VHS VCR (NTSC or PAL). * ¢ L x i
desirabl.e that ér@i.ﬂg,signal to be injected exists entirely and
solely in that tegron, in order that no conponent of it shall pass
through the VCR'S 1. MdtiodHHRdiy brolieridly & Wi hioTrghanne

25 filtering ensures that no conponent "of the insérted tag s1 gnal

i ntrudes i nto s¥gnalCRaompuiminmatthe steps of: One enbodi nent of the tag

signal (seg Figure 6B showi ng the spectrum of the present inserted tag
conpar ed tg that of the%c&nﬁjﬁdg}a@%ﬁ’&‘ Sedfched fdejds o dremes,

chroma square wave d:prﬁjestviir&oofsi%n%q_peati ng
- 35- !

measuring an image attribute of each of the
selected frames; and

marking the video signal with a signal that

10 includes a numeric representation of the measured
attribute.
2. The method of Claim 1, wherein the marked

signal is a watermark.

N 15
3. The method of Claim 1, wherein the attribute
is calculated from an amplitude of a predetermined
portion of the selected frame.
20 4. The method of Claim 1, wherein the signal

includes at least one bit indicating that copying of

the video signal is permitted.

5. The method of Claim 1, wherein the marker is

25 located in an overscan portion of.the frame.

6. The method of Claim 1, wherein the marker is

located in a blanking interval of the frame.
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hori zont al

t he video d
appr oxi mat e

pattern of four consecutive CCIR—601 4:2:0 chroma sanpl es
of green followed by four conéEEUtlve

FEUDD" o cyol ed m EM; ,ﬁm" Fo o) EosEE

regarded as a doubl e-si deband sup

throma sanpl es of nagenta. In

arrier signal having only

two spectral conponents: one at (3.58 Nth - 844 kHz) and one at (3.58
MHz + 844 kkt) In particular there are no spectral conponents 10
wi thin 300 kHz of h m.of_the
inserted tag conpar ed towg gg éfgv}gsie’bg'ﬁ%er%’r%ﬁg% FHEST 54

Figure 6D shovws &ignal tm@tﬂuietem@ekwé&moatQWCH raéﬁvéxteléﬁupqméég

Q her tag inplenmentations are possible. The 15 pattern need not be a square
wave, aIthoughvxdEszﬁﬁnzderu wave is the easiest to generate; it could,
for i nstance, be a sine wave. Simlarly the pattern need not be

at 844 kHz;

any frequency which is sufficiently higher t han

approxi matgly 300 acpfrHQéza;iaﬁr Xi |. do. An
i flr%eiéuency is 1. (g |12h J(?é(;lsr sts (‘;Ef ee]! CCl R-

alternative

601 sanpl es ofimprhetesirg gdrteomfthmyeid aa Silymdvarhich is tﬂiratratéern need
not be symmetrical nor, indeed, even repetitive -_any pattern or

signal whose YWY &ROMKENLIPNGle ANy HRRDHERATISE 1. 4 Mz but whi ch

has no

content bel ow approxi mately 300 kHz works well; the choi ce

is made to sinplify the inplenentation. One nethod of conveyi ng
information with thiS The method of Claim 1, wherein the marker is

10

15

20

25

a repeated chroma wave.

10. The method of Claim 9, wherein the marker is

a repeated square wave

11. The method of Claim 1, wherein the marker has

a frequency between approximately 300 KHz and 1.4 MHz.

12. The method of Claim 10, wherein the marker is
a checkerboard pattern including two complementary

colors.

13. A method of playing a protected video signal,
the protected video signal including in at least one
frame marker and having an associated signal including
a numeric representation of an image attribute of the
frame having the marker, the method comprising the
steps of:

detecting the marker to identify a particular

frame;
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signal is to insert tags of several different | engths 30 such that they
can be nmeasured in nunbers of F?#Faﬁesm—u -
- 36- hen in an acconpanyi ng vi deo wat er mar k

i nf or mati on Wgﬁ?’é?é?ltl ng t he | e ﬂmlﬁ I"llmr”lm The Sy SCT/USHETEI036
requires that the two match, bef ﬂ" g a copy. 5 In
order to mnimze VISIbI|Ity of a S|gn & %uch as this, it is desirable
to make its various el enents as small as possible, both horizontally
and vertically, and of such a nature that they tend to disappear
visual ly. The tag in anofigéectipadthensignad asseriatedowith thkored snal |
ar eas al-ternating b EQ gTrlzontaIIy and vertically to forma

"checker boar d" pattern colors in one enbodi ment are green and
magenta, because theﬁxeaaahﬁgrreherrﬂﬂa?éyaéei»%ﬁtw be gﬁéy simlar

| um nance val ues and the eye tends to spalially average 1 theminto a

uni form gray; otherlé§n§i§1adefpemerble The col ored areas shoul d be as
smal | as i s consistent t he spatial resolution capabilities of the

chosen ormat; in th8°@8§€189 ﬁ@%@@93§6ﬁ5¢e§§F6hbﬂﬁ% to theénitation is

the horizontal and ¥enbisal I whi ch. precede the
chroma subsanpling which t ¢ réﬂ}éséﬁ#ééigﬂ %?c%ﬁ%ééééglbuée £8 C%?Is of
this enmbodi nent ar emeptiafrmdafrm and dependent. For a typical MPEG 2
application, using a digital anti-aliasing filter with coefficients

[-29, 0, 25 88, O, -29$nalzlssn9fré¢cmmmcpf Zohe avidenl signakainly
subsanpling, one e n e t -Si ated by applying a
sequence of fully- rs%?rp 5 ‘%o ar1 .Sﬂwﬁzc)'atp??eaf‘ é“%'if%é‘i sting of a green
pi xel , twaogray

14, The method of Claim 13, wherein the signal is

a watermark.

15. The method of Claim 13, wherein the attribute
. 15 * is calculated from an amplitude of a selected portion

of the frame.

16. The method of Claim 13, one further
comprising determining if the signal includes a copy
20 enable bit, and only enabling copying if the copy

enable bit is present.
17. The method of Claim 13, further comprising
the step of changing the copy enable bit during the

25 recording of the video signal.

18. The method of Claim 13, wherein the marker is

located in an overscan portion of the frame.
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pi xel s, a magenta pixel and two nore gray pixels to the 30 indicated

anti-aliasing filters.. This.sequence Ts

- 37- duplicated in bo and v |caI
directions tYognsms L L ed cheumm;mm]'“@ iﬂ, pat t er Qﬁas’?’s"ss

continued in both directions (or “re eaie as far as IS
desirable and useful to 5 the application at hand. The

i ndi vi dual green and magenta pixels constitute i mpul se functions input
to the anti-aliasinggfil S d frhte t.signal.,is a
sequence of pixels Is. %%%r%%%%ﬁ 89 FEQ? i% 8 %gﬁng |8ﬁf§er that is,
a 10 single plseateat mﬂtatmaﬁemgdmaéedalil bte{:héﬂ Ekramesul t in an
out put sequence of pixels with an anplitude pattern of -29, 0, 88, 138,
88, 0 and -29. The total output of the filter is the linear sumof its

responses to ea nt 15 descri bed

above, if a magenta grxe?hgg %gﬁ%é th8£ilm &3th$h§$g§ NpFhe| magkey igng a
R ¥ . Y N

sequence described above w

88, -88, -196,videowhecdrdescri bes chroma sine wave at 20 1.125 MHz.

The checkerboard pattern is created by arranging the i nput signal such
that, in any given tagged scan line, a given pi xel confornms to the

i ndi cated spati al p t 1Snmiif in_line 460 of the
input 25 is green eﬁhélxé?tERﬁlOfl?% %gﬁ%ﬁnskgﬁlﬁl%% 1 gray,
pi xel 20 in |ii&cﬂ@§e§@%&@&m alenfilptéféd out B &n lines 464 and
465 shoul d be gray. Pixels 21 22, 24 and 25 would be gray in al

tagged |i a8s, eorvemtional pinmlag ividém regmppdeporti ons of |ines 461, 462,
464 30 and 465 would al so be gray. The action of the anti-

22. The method of Claim 13, wherein the marker is

a repeated chroma wave.

15 23. -The method of Claim 22, wherein the marker is

a repeated square wave.

24. The method of Claim 13, wherein the marker
has a frequency between approximately 300 KHz and 1.4
20 MHz.

25. The method of Claim 22, wherein the marker is
a checkerboard pattern including two complementary
colors.
25
26. A digital video recorder adapted for a copy-
once protocol for a video signal, the recorder
including:

video recording circuitry;
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- 38- aliasing filters will then snear the single colored
pi xel s into the desired sine waves—-tA-both the—— horizontal and the

vertical directions. Thissimgl | is illustrative and-not
liniting, SWOMSMSHr modifi cati m,! ]iE MH ent to one PICTIUSSR2I036 | n
the art in light of this disclo c s nded to fall within the

scope of the appended cl ai ns.

an input terminal for receiving the video
signal;
a marker detector which detects a mark in a
frame of the received video .signal;
5 a detector which detects a signal associated
with the frame;
attribute measuring circuitry which measures
an image_attribute of the frame; and
a comparator which compares the measured
10 attribute to a numeric representation of the
attribute in the signal and enables operation of
the video recording circuitry only if there is a
match.
15 - 27. The apparatus of Claim 26, wherein the &
detector also determines if a copy enable bit is set in
the digital signal watermark, and wherein the

comparator only enables copying if the copy enable bit

is set.
20
- 28. The apparatus of Claim 27, further comprising
a circuit for changing the copy enable bit during the
recording of the video signal.
25 29. An encoding apparatus for protecting a video

signal, comprising:
a terminal for receiving the video signal;
a marker circuit which places a marker on

selected frames of the received video signal;
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- 39- CLAI M5 1. A method for copy
protecting a digital video . ' conpr|§‘hg~fhe steps of: 5

| aci ng a sel ected fi eI 'm of the.video
gl gnal ; 9 & MG measuri ng r”l'g’ l’ e of each JICTYR9S/21036

sel ect ed franmes; and i 'y ﬁhe* I deo signal with a signal

that 10 I ncl udes a nuneric representation of the measured

attribute. 2. The nmethod of "Claim1, wherein the na&ﬁed .
signal is a watermark. 1 . _.JThe pethod . of Claim1l erein e
at?ribute is calcuIgtQSaFP5ﬁW§ﬁgaﬁﬁFFPﬁggngCQ BraguresnpRedmage

attribute of each of the selected frames; and
a circuit which marks the video signal with a
signal that includes a numeric representation of
5 the measured attribute of each frame having a

marker.

30. The apparatus of Claim 29, wherein the marker
is located in an overscan portion of the frame.
10
31. The apparatus of Claim 29, wherein the marker

is located in a blanking interval of the frame.

32. The apparatus of Claim 29, wherein the marker
15 . is a signal that is filtered out by a conventional

analog video recorder.

33. The apparatus of Claim 29, wherein the signal
includes a portion that is a signal which is filtered

20 out by a conventional analog video recorder.

34. A method for enabling copying of a protected
video signal including in at least one frame a marker
and having an associated signal including a numeric

25 representation of an image attribute of at least one
frame, the method comprising the steps of:
detecting frames carrying the marker;
tagging one of the detected frames with a

predetermined signal;
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portion of the selected frane. 4. The nethod of Cdaim1l,
wherei n the signal |ncludes—at-+east onhe—bi-t |nd|cat|ng t hat copyi ng
The method of Claim1,

of the video signal is per -
wherein t heWI%8723 s 25 | ocat ! 5 EH1 mﬁ [w port i on of RCBUSIS2MBS
6. The nethod of Caim1, whereis | ocated in a bl anking

I nterval of the frane. - 40-
7. The nethod of Claim1, wherein the marker is a signal that is
filtered out by a conventional anal og vi deo recorder. 5 8.

The nethod of Claim 1, WWQwEing t@%lwcatlva fl adddmingafi @acthat is a

signal which is filter a conventional anal og video recorder.
9. The nethod of th%eld%é:r 41 Shirker is 10 a repeat ed chrona

wave. recording the video;
replaying the recorder video;
5 while replaying the video, detecting the
tagged frame; and
inserting in the tagged frame and in selected
subsequent frames a marker resembling the marker
included in the protected video, the inserting

10 being in accordance with the stored data.

35. The method of Claim 34, wherein the

predetermined signal differs from the markers.

15 - 36. The method of Claim 34, wherein the . .z~
predetermined signal is a signal that is not removed by

a digital video recorder.

37. The method of Claim 34, wherein the

20 associated signal is a watermark.

38. An apparatus for enabling copying of a
protected video signal including in at least one frame
a marker and having an associated signal including a
25 numeric representation of an image attribute of the
frame, comprising:
an input terminal for receiving the protected
video signal;
a first detector coupled to the input

30 terminal and which detects the frame markers;
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10. The nmethod of CAaim9, wherein the marker is _ a repeated square
wave 15 The met hod of T aim 1, wherei'n the marker has a

11.
frequency b proxi mately ! i njmn/l—iz 12. The
met hod of O%WRB&QMH ein the mﬂmmlum u ll hecker boar d BS¥$9831036
i ncludi ng two conpl ementary 20 colofs.t * $ * 13. A method of playing
a protected video signal, the protected video signal including in at
| east one frame marker and having an associ ated signal including 25
a nuneric representation of ,an i.nage attrjhute, of fhe franme having the
marker, the method conpr %S e %°upaﬁde%§’ g:fh.e detector which et egting

the marker to identiyj addl Yrdelermined sigrd12M& at least ne of

-41- etecting the signal associate
frane; the meaked frames; nage attribute of the .,
identified frame; 5 conparing the neasured attri bute to the

a memory coupled to the first detector.which
5 stores data indicative of a timing of each of the
detected marked frames;
a second detector which detects the
predetermined signal; and
a circuit for inserting a frame marker into
10 the video signal which is similar to the markers
present in the protected video signal, the
inserting being in accordance with the stored

data.

15 . 39. The apparatus of Claim 38, wherein the

predetermined signal differs from the frame marker.

40. The apparatus of Claim 38, wherein the
predetermined signal is a signal that is not removed by

20 a digital video recorder.

41. The apparatus of Claim 38, wherein the

associated signal is a watermark.

25 42. A method of processing an original video
signal to limit copying thereof, the original video
signal having a watermark therein conveying data
related to copy restriction, the method comprising:

inserting a video marker in the original video

30 signal, the video marker having an attribute
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nunmeric representation of the attribute for the i dentified
frame; and enabliﬁg‘TECﬁTﬂTﬁﬁ—B?_?ﬁg vi deo signal only
if the conparing step indicates a . ;_ﬁ‘t“““ ‘14. The nethod of
Claim 13, wkas®ig7dshe signal is r"mg \M Hraniki PCFOs98A 6
met hod of Claim 13, wherein the attr4 bstet15" i’ cal cul ated froman .
anplitude of a selected portion of the frane. 16. The

nmet hod of O aim 13, one further conprising determining if the signal
i ncludes a copy 20 enable bit, and only enabling copying if the copy

enable bit is q¥asfonding, in a prédetRSniBOhadhed, aicy 13, further

conpri si ng the step of changing the copy enable bit during the 25
recordi ng of tdmraaterisitjiesl of the originkd vikdeonstignalof whlexieinl3,
wherein the narker is |.ocated in an overscan_portion of the frane.
- 42- the correspondence indicates that the video signal is

the original video signal;

5 in response to a request to output the video
signal for copying, detecting the watermark and
checking that the video signal is the original video
signal, the checking including checking the video
marker’s predetermined correspondence to the video

10 signal, and only if the video signal is thereby
confirmed to be the original video signal then:
processing the original video signal to produce a
copy thereof, the copy being non-identical to the
original video signal so that the video marker no
“« 15 - longer corresponds, in said predetermined manner;f
thereto;
wherein subsequent checking of the copied video
signal indicates that the video signal is not the
original signal, whereby further copying can be

20 restricted.

43. The method of Claim 42, in which the

processing includes changing the video marker.

25 44. The method of Claim 43,. in which the

processing includes eliminating the video marker.

45. The method of Claim 43, in which the
processing comprises converting the original video

30 signal from digital to analog form.
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19. The nethod of Caim 13, wherein the marker is | ocated in a

bl anki ng interval of the frane. 20. The nmethod of C aim 13,
wherein the rker is 5 a signal that is filtered out by a _conventi onal
anal og P8 Pecor der . 21. The method of COEGHVPI21%herein
t he signal includes a portion that is filtered out by a 10 )
conventional anal og vi deo recorder. 1/6 22. The nethod of Caim 13, .
wherein the marker is a repeated chroma wave. 15 23. The

met hod of Claim 22, wherein the marker is a repeated square wave.

24. The nethod of Caim 13, wherein the marker has a frequency between
approxi mately 300 KHz and 1.4 20 MHz. 25. The nmethod of Claim
22, wherein the marker is a checkerboard pattern including two

conpl enment ary colors. 25 26. A digital video recorder
adapted for a copy- once protocol for a video signal, the recorder

i ncl udi ng: video recording circuitry; ce e
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an input termnal for receiving the video si gnal ;

a marker detector which detects a mark in a _ frame of the received
vi deo signal; 5 a detector which detects a signal associated .
wi th the fr"aogy/18723 attribute measuring circuit rBCHHSBRIMSasur es
an image attribute of the frane; and a conparator which-
conpares the neasured 10 attri but qégo a nuneric representation of the
attribute in the signal and enabl es opéerati on of t he vi deo )
recording circuitry only if there is a mat ch. 15 27. The
apparatus of Claim 26, wherein the detector also determnes if a copy
enable bit is set in the digital signal watermark, and wherein the
conparat or only enabl es copying if the copy enable bit is set. 20
28. The apparatus of Caim 27, further conprising acircuit for
changi ng the copy enabl e [ T " recordi ng of the video signal.
25 Vid& In adi ngl app 9 or protecting a video - signal,
conpri si ng: Detector .
46 (
48 Frome
~ 50
i
. Watermark Attribute
Detector /Verifier - Extractor
( (
54 56
|
~62
- Attribute Measurer
-8 ~64 68
' Enable
70
{ 1
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72 14
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a termnal for receiving the video signal; a marker circuit

whi ch pl.aces a marker on selected franes of the received video

si gnal ; . - 44- a
measur enent Wb p%18723 whi ch neasures an i nage at t ri bBEWUSS/8¥h of
a circuit which nmarks the video

t he selected franmes; and
signal with a signal that inclgg@s a nuneric representation of 5
the neasured attribute of each frame havihg a mar ker

30. The apparatus of Caim 29, wherein the marker is located in an
overscan portion of the franme. 10 31. The apparatus of O aim 29,
wherein the marker Is located in a blanking interval of the frane.

32. The apparatus of Caim?29, wherein the marker 15 is a signal that is
filtered out by a conventi onal anal og vi deo recorder. 33.
The apparatus of C aim 29, wherein the signal i ncl udes a portion that

Is a signal which is filtered 20 out by-a conventi enal anal og.-:vi deo
recorder. 34. A nethod for e l'ing copyjng of a protected
vi deo sigpal incIu&Wﬂ in at |past one me a marker an® havi ng arn
associ atefl si gnal (8 b#s)udi ng a huneric {4 bits) type detected
absent ignored no WM
p{fsent -~ valid copy_once
payload=copy_once
present I
payload=capy_once invalid Copy_no_more
present ignored Copy_never
payload=copy_never Py
WMt optional CRC WM2 WM
(8 bits) (4 bits) (4 bits) type detected
absent ignored ignored no WM
ignored invafid ignored no WM
present . .
payload=copy_once valid valid copy_once
present . N
poyload=copy_once valid invalid Copy_no_more
present . , _
payload=copy_never valid ignored Copy_never

FIG. 3
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25 representation of an inmage attribute of at |east one frame, the

nmet hod conprising the steps of: detecting frames carrying

t he marker; taggi ng one of the detected'frames with a

pr edet er m weologisgnal ; - 4 PCT/US98/21036
storing data indicative of a timng of each of the detected -
franes; recordi ng the vjgeo; repl ayi ng the
recorder video; 5 whi |l e repﬂgying t he video, detecting the ‘
t agged frane; and inserting in the tagged frame and in

sel ected subsequent franes a marker resenbling the marker
included in the protected video, the inserting 10 bei ng i n accordance
with the stored date: 35. The nethod of C aim 34, wherein the
predeterm ned sighal differs from\{he markers. 15 36. The met hod

of Claim34, whe¢rein the pr edet

renoved by l digital video recoyder. I

ermned gignal is a signal that is not
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37. The nethod of C aim 34, wherein the 20 associated signal is a
wat er mar k. -38. An apparatus for enabling copying of a
protected Viggeyfygnal including in at least one frane aPE?ﬁ%ﬁﬁngﬂp
havi ng an associ ated signal including a 25 nuneric representation of an
imge attribute of the frame, conpriséng:
termnal for receiving the protected 9/ vi deo si gnal
a first detector coupled to the input 30 term nal and which detects
the frame markers; - 46-
a circuit coupled to the detector which wites a predeterm ned
signal in at |east one of the marked franes; a
menory coupled to the first detector which 5 stores data indicative
of a timng of each of the ? ected marked frames; 0
a second detector which detects the predet er m ned Eénal; and
ranme_marker {nto 10 éﬂéﬁ
d

an i nput

a circuit fﬁk$ﬂnserting a t he vig€o:signal which
is simlzﬂitqpthe mar ker s Frome Magt eserit in the protect vi deo si gnal

t he ynsertiig peing i npag&qgr dancqd with the stored , dat a.

136
0 124 ~ )

Frame Memory
Table

r
Tag Write

Circult {? Out
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1% 132

140 104
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120 136
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15 39. The apparatus of C aim 38, wherein the pr edet er m ned

signal differs fromthe franme marker. 40. The apparatus of Caim
38, wherein the predeterm ned signal is a signal that is not renoved by
20 a di gi t aWOA%I8%3r ecor der . 41. The appar at us ofPCTIUHISZRS3G
wherein the associ ated signal is a watermark. 25 42. A net hod
of processing an original video Si | to limt copying thereof, the
original video signal having a watermark therein conveying data

related to copy restriction, the method conpri sing: inserting a

vi deo marker ijn tﬁéO@mHginal video 30 signal, the video marker having an
attribute ) -47- '
correspondi ng,| i fra"prefet erm ned nanner, to characteristics of the
original videq s}gngl ereip the correspondence indicates that the

vi deo signal ils th& original video signal; 5 in response to a
request to outjp tCWW@“vi eo M0si gnal for copying, det&cting the
wat er mar k and checking A hat the video signal is the oXiginal “video
signal, the checking inclyding checking the video mar Rer '-s
predet erm ned ToOrTr T T f the video

signal is thereby629 kHz confiiisld to be the original vi deo si gnal then:

FIG. 64
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FIC. 68

: |
844 kHz 1.4 MHz

FIG. 6C

Note Phase
Inversion

Note Phase
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2 cycles @ 3.58 MHz
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(54) Title: METHOD AND APPARATUS FOR A COPY-ONCE WATERMARK FOR VIDEO RECORDING

(57) Abstract

Method and apparatus for "copy—once"

Video In S}—

4%

of a digital video signal uses a watermark in
the video signal. The embedded watermark
has two versions: one indicates copy-never
and a second indicates copy-once, the differ-
ence being a single watermark bit. The wa-
termatk carries additional bits representing a

digitized attribute (image characteristic) of a
particular video frame of the video signal, for
instance an average value of the amplitude
of a video field. The frame whose attribute
is carried in the watermark has a field (or
frame) marker, which is a special signal lo-
cated in the overscan portion of the frame, A

compliant video recorder verifies the water-
mark and the copy—once bit (48, 54), extracts
the associated attribute from the watermark
(56), and compates (68) it to the measured at-
tribute (58) of the marked video frame. Only
if the extracted attribute value and the mea-
sured attribute value match, is recording en-
abled, During the recording process (70),
the frame markers are stripped (72), prevent-
ing second generation copies of the recorded
video signal, and the copy-once bit is set to
copy-hever.

Field Marker
Detector
4% Frome
~50
Watermark Attribute
Detector /Verifier Extroctor
{ {
54 56
~62
«1  Atlribule Meosurer
{
CC I P 58
j>f_mblz
70
4
Recording Circuitry
Fieldmorker Change Copy
Stripper once bit
§
12 74




