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WD 2006/ 020738 PCT/ US2005/ 028481 METHODS AND APPARATUS
FOR EFFI Cl ENT VPN SERVER | NTERFACE, ADDRESS
ALLCCATI ON, AND SI GNALI NG WTH A LOCAL ADDRESSI NG

E%S)F\{}A FI ELD OF THE | NVENTI ON The present inyvention
e 3%@%’5%80 communi cations systens and, nore PET%S%OO?/OZS“I

articul arl to t f .CJ
ot dor ﬁ&f@@@%@@&%&s&w&tﬂﬁ%,
ADDRESS ARFOGATION, ANDSIGNAMAN(G MEGEHALQ PDRESSING,
DOMAIMr k supporting virtual private networks (VPNs) 10
and one or nore addressing domai ns. BACKGROUND Owners
of | nternet | (IP) access infrastructure
FIE%@alW%‘géﬁig(gﬁe able to 15 whol esal e their
facilities to external Retail Internet Operators. The

Layer 2 Tunneling Protocol (L2TP) is typically used
t odBhe firesestiabention celatst mromsuunichgonseysiehs apk morpparticularly, to

e 3B s PR B B U gl Bh i o s
a VARG dﬁﬁ&ﬁons( hefeork, d Bea ¥R oANGpiin@bietuaieRPaat RevdKs @VPNs)
sw t ched connection, ahd L2TP provides an I'P tunnel
andoee we erord dtkirdsAQg domlaioNA f or forwar di ng of
Poi nt -t o- Poi nt Protocol (PPP) frames and 20 users' IP
packets. The user is authenticated and authorized using
BACKGRBtAD s and then obtains an | P address fromthe
LNS prefix. The PPP access, LAC and L2TP tunnel then
hi des that retail address fromthe wholesale IP

' bi lifies. nb f .
o avps SEBRetp o B ) R GRSl PRt PRy Pl WBRRSET
whiBelERalk kR9itRE (feiBhil Retall hRheSs Opaanes The Nhya St TunatlimgRrotocol

Firstly, placing a LAC at the Access Router in a
(L2FBbis| tupinatymsed fodap sy wick piscumstanpes. Rt AINIDRIQE 19RAgEeS the Local

ccess. Ro s .t t - .
N e R Db R A B FR A R AR L Bhlrator
(LAOUTEE BNSland 23T 41k 9par v tcRRPcdnnestiva| areld 24fPeprovities an IP

desi gned for hand-off and no si %n_al [ ng exjsts L@D
tung¢l bhwveep thstleG and bNAdfer forw adingted Raingte-Boigt FrotqcahPy) frapes and

ok | i managenent in the whol esal e domai n i nstead
use%sygji %aé;f( tf/‘ requires Mobile I P between the Mbile Node

(MN), Foreign Agent (FA) and a Local Hone Agent (LHA)

in the wholesale domain, This en es that hand-off .

si ghtg ysapisauthertnatedand pyhenred e Eﬁé mechisms AnE dhebains an IP

: ' lebalpiald ind L APRuA ides that retail
addﬁ%(g)v\ljrloggﬁslg(@f ?éa@?ﬁﬁhgg P? ‘é?degﬁ?i ﬁxed n%r?ﬂclét [ oﬁfﬂ ag?ﬁ)g% iei ztsltait f)enal
addtesEXipreths wifblesal P roR\bg CxbadilieGUS i b200kr0ems 8re apparent with this

PCT/ 11 S2005/ 02848 [ f :
arcbilteéfqrg( WHgn gm)gieg fgnthe p%ggp 1%%:9 33 g g l};vg‘gg?sp gé:ac_asrs gﬁr?ﬁaas&ggure. Firstly,
pla@i% a LAC at the Access Router in a mobile network, where the Mobile Node (MN) changes

Access Routers frequently, creates the need to hand-off a large amount of PPP and L2TP state
between Access Routers. In addition, L2TP and PPP themselves are not designed for hand-off

and no signaling exists in either protocol to facilitate hand-offs efficiently.

Mobility management in the wholesale domain instead typically requires Mobile IP between
the Mobile Node (MN), Foreign Agent (FA) and a Local Home Agent (LHA) in the wholesale
domain. This ensures that hand-off signaling is isolated to the wholesale domain to ensure low

Jatency and high availability. MIP already provides capabilities for authentication, authorization

1 Express Mail No. EV572474123US
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however designed with wholesaling in m nd and a nunber
of additional problens are apparent. 1) A Virtual
Private Network (VPN) needs to be established between a

th 5 tail d d the LHA
WG wommin so [ﬁaf‘ the retailer s redbosHhphi
ond SRS BT LBPR PR L e g} 98 BAREa MBI Fo
howSVeY 8&si @d Rxhﬁ \ﬂﬁﬁ@éhl'mgqﬁ MRhD an LR of ARLEASHAT 19(%51%%13 s are apparent.

assi gne are retaller addresses. 3) The
needs to be able to forward packets from mJItlpIe

tail.er e iler 0 is. .del t|n
apauged ngim ey ok P e o B R Re m gprver i e
theghigt S’&Eﬁln $nd AEAEES & the whSlksaKrdBatalnysoUhit Ghteretailed B @esponsible
retailer’'s network, and especially in the FA and LHA

4) fbh@adldét\fomamlmgtnemﬂﬁomcﬁhmtek@pt i nf or rred by the LHA

% %ﬁ%&aﬁg itkie CEE a eﬂé)rﬁiflz(?% err}@% e c\allslg élli gr%fall domain

to &&tﬁat tﬂéa@&&%mglgnédnoﬂﬁwm@fe%@f mcﬁmal n. In vi ew
of the above di scussi on, apparent that there is

rig e®hd bHAI nepdotedd abisttd ﬁuvgjardaqadq anuléple @etzp}egs‘, wdpen aach retailer

f i
Si gﬁéjfeafeﬁét%{ e%fh&:g?rer% :t]rltotg{e@v% ehaéﬁﬁg%ﬂ e fTﬁs In'&eﬁag ﬁltat the cgstomel s

packftest & MRHLAGY DG YEIAthd ©ladeds et @k e e@mraaty@m thedAdand
whol esal e 20 I nternet operators. Met hods and appar at us

di rbb#ted to efficiently establishing and maintaining

e S g e T

ar eddeeerithddBsbdyiin aOfhe kdWENTAONanagb thEhetajimasbdlatervice gwen to its
invention is directed to providing a novel signaling

e s ustpanesy int thatarlgbesalegdomaid: aj | er to automatically

del egate address prefixes to a LHA with which it has a

VPN connection. Del egated addresses renmain identified

as BoMEWof fHealvoee dipmmedidn, ¢t iVRipasat ther thene it heeccdddr iegso veg methods
domain of that specific server because t

dd
anchiRPaFASHIA BTQY1dEt2 HipraeLigRat prchitechR 2 e?fgﬂ?ntégﬁ%sﬁ%g fdgcilitate
the%n@-bﬁ%F%%gﬁ% cfzg% ckdl f@r%h% %)rﬂvtwéetﬁ%lq{? ﬁﬁ%&%eﬁ@&ﬁ ﬁ%@ﬁolesale

can inc raints t are used
Intemstuoperatdrat Metheds midag;pmenhs ddeht@dsts@éﬁ(amlycestrabhs%mmd magntaining

VERR GRBIE] UG R atng Riai e Fr G ORBERSF A iy g hSlesalers
adaggggQggﬁﬁanggagg§z005/028481 Ot her features of the

pres Invention relate to how t he del egat ed addresses
are associated with a routing entry in the LHA that is

SRR By o RN Un Connect  on wi th the Ve server.

This ensures that each of the packets

The present invention is directed to providing a novel signaling message(s) to enable a
retailer to automatically delegate address prefixes to a LHA with which it has a VPN connection.
Delegated addresses remain identified as coming from a specific VPN server in the addressing
domain of that specific server because the addresses are routable at that specific VPN Server but
are not at other servers. In addition, the delegated addresses can include constraints that are used
by the LHA to ensure that the delegated addresses are constrained to being assigned only to

retailer customers that have a property that meets the identified constraint.
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fromto retailer custoners that have been assigned an
address froma specific VPN server are 5 forwarded vi a
that server. This is because neither the source or

6£§$§on address of the -custoner's paCke$§Xﬁ$§mgﬁﬂ“m

routing. This routing entry in the L
det n
e 4 L AT AR LY A1
asdoortedlviith 4 fwtmg ekt iinftheslSHA hieat YRhderdedt oft thahddiedseghike @t is instead

the packet source address of_the packet to the LHA
assprigted vy fhethe V&N canneqtion athdhe KBN spiyes dhisiensuras th9t each of the packets

L ARt R O TR L e e
forwraydedtvi sothaedeevedl Thecis decause defthavahdiongreah dedtmation zid’dﬁesl& bithe
for packets determ ned to be destined for the VPN

cugemeférpaeléet%?@theéwmt TQU§AE SIou o8RG YR ther LELAds dejermyinad, for
oot AEVAARLGAE 2R LR Dol R B g ng e

L chat flentiftes alid WANGErvehtaurtigated gendeet sairtdmidsasmef ths packet to the
has previously been reported to the LHA for %hat VN

LEh o hsredorg suery apdHRsRAckefds snseificalyijdentidied ps beipe frapenpeiobmany
ra%ﬁgsgt&ﬁagg tha 1t process of address assignnent at
the I[TA o

an address previously del egated by the VPN
server, where the address assi gnnent 20 request from

the b|Ie node includes the retaile |n of t
o SR Oter i Al e imugTtigR are gliseiRd fo ﬁw Hioeghedisan %t@h for
a@i@fsvd%fe%niﬂ%dtt(;‘% ddseha fofthe A RRUeRver T EnsHRURA: tRADNESSiddress of the
assi gnment request nessage of the invention also can

packetisibdth adelegatiidtaddresd from dpeYRY sabert has abd bebmessigand twea MN in the

e ress as i gnnment . The .
S le el i e P EES RoRers BT ey MEriously been
refd@bd ¥Ath€ dHRY fok eyt VRNasedsvighedliditedg del egation. 25 A
novel address assignnent response nessage of the
|nvent|on t hat |s used to return the address to the
\p n further %esoc i.at es

¢ he 300 AR hE e o it el Tk g et o e B at e

LHA 8t an@idfes S pieQiotikl9 delefLapty the VPRNeSRF, Wetlere thBia8dress assignment
information is delivered either to the M itself, or

requpg fom the enabde gedadintladestike failpr dagravedf &b sothat theaddizess can be

o B RSP TE i M . SR AED 5 e

mefs@tlge bhigie gielepgat alngcaifitlsder ameidditiandl ptdperty i@ NINYhdt ben be used by
stream VPN i nterface at the LHA towards that VPN

theg 4 & guide ydress asy g8 g hpempersy o0be YE8 a8y be matched to the
cox?s&ﬁﬁtsdc%ﬂ%‘re%gﬂww U ahﬂgélg%gwhe i nvention, the

Avention 1s directed wher eby t he address
assi gnnment request nessage triggers the del egation

request ssage, rather than using an address :
A TE] B AS a5 orgRiedapat o OF i o iusedapium the
addrB8 1Y MRY é’ﬁ@uttﬁé%cﬁud@%‘é fdrRatisHahL RERiIASThAMNERES with 2

based on the recei ved MN properties
specific routing entry in the LHA that points to the delegating VPN server. This information is

delivered either to the MN itself, or the FA, to be used in the MIP tunnel encapsulation for
upstream packets at the LHA. The LHA can then detect this information, associate it with the
routing entry for the delegating VPN server, and then identify the upstream VPN interface at the
LHA towards that VPN server.
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5 and authentication information, or when there are no

remai ni ng del egated addresses that are unassigned at

the LHA. Anot her feature of the invention is directed

a_novel address assignnment information update

%%@Q&@ By that on assignment, the LHA can i RESUSPQ0fA28481

VPN server of the assignnent event s.well as..

i nf BYaaerd arr%ttmonterr@ qﬁlastofhérsm %P@ﬁ@%l%%l%afhé%%ed toa

Gy iRsebly e Ak L.S%Fg%;ﬂ ek MO ERE deQR o s BBMeREation request

meleb ter m%ngg pr opeeS?ty Tel seallnfsor rratgleong%rcr)date rrgssageq
message, ahth e, than wsirgganeaddresouhi thehl4, thigovas peayiquslypistagewid cHiis ip useful

B LSS0, e AT U1 Y SO 8 e
an@édtfu%nu@ﬁfbhnﬁfronhﬁ%u bCwidn th&le aleMoaBhhihgl Rleghte @ G8@EsstHthat are

nove egated address information updaté nessage
uniskizted & theslldAt o i nform t he VPN server of the status of

the addresses that were delegated to the LHA fromthat

VPN server, or fromany VPN server in the retailer

doma,Beher's t’%ht%re dEROMIBHtR s difetcd &8s nd e adu#8 @Esi@fment information

addr esses assi gned or unassigned fromthe domain, from
uptléh@messm sethatem asfigrmeniche bHAga infomt thed G sesuer of e aspignment

o S0 R o DA S T 3RS Ay

loctaﬁérgﬁﬁfmﬁﬂéﬂ b DRy d&@ﬂﬁlﬁ&ﬁpmﬁi}egﬂﬂs lifBEndtion upPatel rnekshge can also,
avai |l abl e addresses at the L One feature of th

in pamecemeliagimenss, §F peashte deterlicpllsiaeport tae lapationyph e R i93hg YRN Server,
as Hﬁmg&v\é@ﬁ%ltﬁe WH&@&@F&GBES@? Jdedier tO periodically

server o ong it has been operating
so 25 that the VPN server can detect if the LHA has

fail ed since the | ast gort and then so hat taﬂﬁ HPI

ser VBH aeetherdeqiens of ﬁteen‘feﬁ omsjsghirgetad 1oy WVEWQ g3ted afflig information
upHﬁé’ e 88 60nb OF s b itGrrh ng)% Wge@t}ér of thla% ttﬁ%@?ﬂyé?l@te%&ts 1148 were

nessage®can, in sone €

i'ment's, urt i ncl ude a
del%glmmro}th@LHAtf&tm ttat ViPDNeservetjar flbatanty hﬁ’N/RN/esem therretedgr domain. This

npare to its own state to see | the ual .. 30.
infpRpition Fobids ﬁmrmb@of%qéreﬁewﬁ@eép Ssigned ¢ ﬁr«m& from

tha‘?f\/mg?\?é? Bt éaafc% c%tﬁ%@?}) Bk Qcﬁfrés@é@%n%?fo‘? @&dh'tﬁ!)ee&‘f‘c'&hﬁpamtnl‘hls

accordance wt nvent1 on and usi ng iethods of the
infprmesientan, v eorhé enmbodmiis, 20 A6¢deR 0RIPNPSTH ¢Se 00 28UBInal address

Figure 2 is drawl ry first node, e.g.,
delg q’é’%t?ptpﬁr‘? aﬂﬂgga‘?‘{%@eﬁ‘r@’ﬁﬁh% n accordance with
the present invention and using nethods of the present

invention. 5 Figure 3 is a drawing of an exenplary
sec Ond foagute of the gnvention i ingedioy IRMA skrsorynchipripitianenessage which is

us%&yﬁga gi—lg? t%fp%gm%f:aggféﬂgmgrtlﬁ%gﬁ]s s%rﬁc\a/rquthla rlgria%lq hysshe%g operating so

thl ERW PN sé@erdan XBERf A Y. HAhdsdaiddfce heJast ré}ﬂrt@éﬁﬁi@élﬁm/that the
end node such as a

VPN server can repopulate the state at the LHA that might have been lost during the restart. The

synchronization message can, in some embodiments, further include a summary of state at the

LHA that the VPN server can compare to its own state to see if they are equal.
BRIEF DESCRIPTION OF THE FIGURES

Figure 1 is a drawing of an exemplary communications system implemented in

accordance with the invention and using methods of the present invention.
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10 M\, inplenmented in accordance with the present
i nvention and using nmethods of the present invention.
Figure 5, which conprises the conbination of Figures

5C, and 5Dis a flowhart illustratin
“Z@%?Pg@?iﬁ net hods of the invention including P&aa%‘lﬂé@%?éfﬂ

that are perforned by 15 exenplary first (L cond
( RHAgure ?ﬁ_ﬁ 2 dpviRe mf&yw%@@/sf?gﬁ I}?déc%rifa‘?%@gﬁffz hﬁﬁh{é&e’

implERSRMY in abEFECE Qith thd SHHdeht BvdrSioR afld 8t %‘ﬁheth'oh#éﬂ th@piefat
exenpl ary forwarding, including encapsulation in

inveniionel s, of an exenplary data packet in the exenplary
systemof Figure 1, in accordance with 20 the present

invention. Figure 7 is an illustration of an exenplary
ad dFigt%% 3q6h QBRI OBE AFESEAPRIY RcHRGRIEAE Ean MehildrNRIA node,
present invention. 25 Figure 8 is an illustration of an

impxeeidinacemdangs withshds prasenhinvensiqn esd usieg wigdieds pifhe present

._accordance with the present invention. Figure 9 is an

WVERYOfist rati on of an exenpl ary address assignment
response nessage, in accordance with the present

invention. 30 Figure 10 is an illustration of an
ex hiphzaryis adthverg obansixgmpiant third nedarfi @A cigaplayy end node such as a

ssage,.. i.nh ac ne. e :
MbegERossr4 BESREAZ06E Hsblkath FpRhTRCR AU AR of dlfeen
invedtlgast rati on of an exenpl ary address del egati on
i nformati on update nessage, in accordance with the
present invention. Figure 12 is an illustration of an
exeq r r del ' - ) r epi At :
mes e > rARESEEPI AR BT R B ARARSN, 3B SCisb@SD ia flowcha
i1]uktr ging @ xddplasy Methbds afstieriavéndon oicludingeperaibay thatdat performed by
packet message that _may be communi cated between . ]
ex<Ea TS Rk bion SpraBOSR IAD, aefl VI B8, in pecCEeprey |t fregpesent
invgﬁ-o%xerrpl ary message show ng the encapsul ation of the .
ata packet nessage of Figure 13 into an exenplary MP
tunnel between an Access Node and a LHA, in accordance
wWth the present [ phvention. Figyre 15 is an,. ..
| | Bavedb sarrogHlEraigesiyo e ety tupgniiing pecspsulation i
! fogal : B8reof, ifrh@bfd@nce with
B Ay R ke B B RS P TR e A it
theRkesbw inventiomccor dance with the present invention.
DETAI LED DESCRI PTI ON

Figure 7 is an illustration of an exemplary address delegation message in accordance

with the present invention.

Figure 8 is an illustration of an exemplary address assignment request message, in

accordance with the present invention.

Figure 9 is an illustration of an exemplary address assignment response message, in

accordance with the present invention.

Figure 10 is an illustration of an exemplary address assignment information update

message, in accordance with the present invention.
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20 Figure 1 shows an exenpl ary communi cati ons system
100, inplenented in accordance wth the invention,

i ncluding two addressing domains, a first addressing
domain 104 and a second addreSS|ng domai n 102. The

WQ 19004 essing domain 104 | ncI udes a | ocal PSE’W@@%’P%@S‘

domain wi.th Interi.or tema %IOCO

Lo evipith & b iacgha S BYLrH o e R b PR (i abage
meﬂ@%%md&@@ﬂdgndé"v&lm th%reﬁé?llﬂdv@ﬁh&ﬁ 106. The hone addressing
domain 106 25 is realized as a set of |inks and nodes,

that enploy the addresses fromthe second address

d ?g}g& IJI} éssartﬁgﬂra%hlgg) grg?x(ezag{gfahy éj[dﬂl?gs? tde((‘)lC s sta?eé%nbhr%ﬁization
me,;s)d(gy GPdckyrdbiiRdvigstht BRsér@ufvemepnpr ot ocol in the hone
addr essi ng domai n 106, so that the |ocation of each

address in the honme addressing domain 106 may be known.

t ot 1okl HER oBi hehPleby o7 PINEL A RS
condfchit A& BedWEdnt@mItiniades p&ad) t hen forward said packets

towards the | ocation of sald desti nati on addr esses
mnthln the second addressing domain 102. Simlarly,

|oc add eS8l eal . Of
e GO R R oL REP L b R B EnapBibicilor e
dati pz{cﬁét 1A€kdi R 0T H@r@l munanl&ém pNOSEP tunaeltbeonsn aar‘ecksNude and a
by the IGP Y. 6 WD 2006/020735 PCT/ US2005/ 028481 The
LHﬁlm@@cﬁﬁaﬁé§§ﬂﬁbeH@ﬁﬁﬂﬁ”f@&mrncIudes a first node 130,
e.g., a LHA node, which is coupled by link 127 to a
network node 126. Node 126 is further coupled by link
128Fipereds is Acitlassatidodear é)dﬁ)nplaiy&mesﬂagb thowtiteethe enaapeiilation of the
addr essi ng domain 102 b I|nk t term nates. gn
Bk AR TRBS K DI E BRI BEE N bS] DO i and a RHA,
in a'é@&garﬂcééw«;h%h@ (20erf AHEAEA. to'a th rd 5 node 140, which
n end node, e.g., a fixed node or a
nDblle node, by link 129 which my be a fixed or
W reless |i | ocal addressing domain 107 with I GP
DEF@JLEPQDESFZE{&FE@ nodes 124, 126, 127, 130, and |inks
127, .128, 129. In the second addressing domain 102
netmork node 116 is coupled by link 115 to a 10
corFigspdrstiews amemmmommnmmns estrag &6, |1mp§§a@k@d in accordance

hi r.d d
v EaP PGP BORLTE s e OB AT de Bl fopf 187 2

secBﬁH {rA9de ddARin 10D ETheTREN RSRMMEEAIMAND 0% ihdlldeshlobsltaddressing
shown i n the second addressi ng domai n 102, can be

dorh@ amtéadnteamy(\iﬁrtewey Protachb(IGR} iontieg Ytlﬁatwls\@pib@?%n% addeesping
o R A R BSOS R IR B M 0

is rigfz¥Dida ga:@sgemm@nﬁ ﬁode\sj rthﬁt%fnpmuné gdlirdsSestyorh thekseddkidl dddress domain
second node 120, e. a first Renpte ﬂ? ggy éﬁHﬁB
107 dadnierprayienanBiaEol Ki ok, AR ik at Garm Hossda At (OSP) i

ool SRR R PR o By s oo i o

each 208drassdn khdﬂmelaﬂﬁreséiﬂg%doﬂhe 1@6311516}71 te hlmjmf durend node caasthen originate
cor%%&gggmig@@ggeg R lz{rgiéﬁm %gtiréggrb%(ic%@mop ano e:rL %I?d nodet Qned the routing

nodes can then forward said packets towards the location of said destination addresses within the

second addressing domain 102. Similarly, the local addressing domain 107 is realized as a set of
links and nodes that employ the addresses from the first addressing domain 104, whose locations

are known by the IGP Y.
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couplings 150 and 150', respectively. The VPN coupling
150, 150" provides physical (e.g. 20 mnimally a |ink)
and routed connectivity (e.g., routing entries) between

30 and the RHA 120, 120', so that
\%@ngqoh/gﬁ%%s an address del egated fromthe Secoﬁ'g‘f}fﬁgo%smzsm
addr.essi domai;n_10 i r S nd.: 1 :
o PREEHh TR nb g 08 Ll L BSEhAREE O PR hin
co@ﬁl’éﬂlrlﬁslﬁikmm deaRktyollododednd Nae 106 igfrksrabesied by lihle 128 to an
irst addressing domain 104 and forwarded back into

AceeseNede 0H) bldd prskiaithrseaeideaddresing dorpan VP Bip | } hiattgirinates on
T e T R
nod40| WhicA$Spicallyesh endinbbe, BN -a\RNd hodd @ rhobike. nodadtyilind 129 which

IGP Y routing entries)_ associ ated w th e, esses of
may e 2 Tikpd gt WHElgTsdE; Ag° iRsrkadAresag o 1o AORGaETgsbicludes

' |7 - doicesfj ng dommin 102 but can
no%%1?ﬂqgﬁyt§6%§ﬁﬁﬁ?ﬁ§§qg2h sU%%%rt a VPN coupling 150
between the fourth node 120' and the first node 130 in

the first add | domain 104. Th d 1
ol Bifht S00 i 23 JaBang (0 RE YTk Seedaie THBd Oy HGR o
coﬂéésg &{cfeﬂpd‘%b '@Cﬁ? ﬁfe?et?ét éﬁg&%g & pRRet BRERAR Sk wis e BRI node 140 by

oclated iI'n Irs ode 130 with a first upstream
sendify and trexefvanpepatBdts wAttt iredsle shalaldegavitie tHirdorode A40.flher t h

B T S L AR B e
an)yl{g%?‘caﬁeiﬁc Hh80n el Gt 3PodSPackbiFos@Rding VRAMhE f8oid dRltesBiaf @omain 102

to the second node 120. Message 160 is an address
withslsd thivdende 149 io theefinstoaddrepsing domais $6d) Nelorimope 1167is fgther coupled

00 0738 PCT111520051028481 used taq inf th
by SRR SR RE mER9 6 24 Eachd age s Bt gt QA e (RHAL, and by
link M PloBbL@RnbdiciZed ie? a8t AAIRHA Ab@URHAB. WNe hbat ab@8ssing domain
been assi gned sai d el egat ed address. Nbssgge 162 is an

10Gdith #5B rowdia egimriudes nodeol ifat 1 bA2Q perblinks fé 8 sld§e Thaseand gnd fourth

S tg.updat et e . WM Inf '
nodf3 300 RH RS LB RO 187 1 R el e By R By v
cowgﬂingshESQCdnﬂSHSOH@éipacli@@ly. BheViEBIS 20Ep1ih0 950,51 Sapravidessissical (e.g.
del egation state_synchroni zati on nessage and i s used 60
mirigaHy a ligkhandrrgutsd s@nacetivifin(e Berqutipg Nt beipen fhe i 130 and the
e o . . C .
TR0 R a0 1h8knd B G550 Ao RRLE IR i Rbon O Keing
dofint102 cavvereealval fadre theessid gddressirpOioamin 1B2anciatelivered)opeo the first

the nmessage 161 so that a pool of de|egated addresse
adqressipgidepaimicld. and cap e gﬁwg%do Wda%{lrféﬁdfq%@gg g@@a%@i @aghforwarded
. . | ] . ’
R AR R Y R R e
second dbmainiadditsseamf rottives entnmypirgm steefiret domaihmutieg extdenassiated
i S ks e o R i s orme

firde REHrERI@ TohiARE 104Y. THR furlUsIde By is oW tiicededbd dddddRghg domain
operates the second addressi ng domain 102. Wen the

102 hiitrcdn hotheany4iomagsthatssan §uppars aadlY eenpliag $5Q) rheiwraen thegigugh node
SRRk PR T e D R A R e
addres3ey toftheefirsilddie 900 Ukiag tHegtef darsdin addiess U8R gativaanstayedsl, and are
associated in the first node 130 with a first upstream VPN interface 131. Addresses delegated
from the fourth node 120’ are instead associated with a second upstream VPN interface 133 in
the first node 130. Additional messages 160,162 and 169 are sent from the first node 130 to the

second node 120. Message 160 is an address assignment information update message which is
7
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that the third node 140 requires an address fromthe
second addressi ng donmain 102. The first node 130 coul d
assign an address either from del egated addresses

r j fron1the second node 120 in addres
“g??ﬁhgﬁgon nmessage 161, such as a first addrggqugpﬂmnmm

ave bee ated. .. .
o AR TS Bl AR AR i
abuttigt Mottlet b8 Beenassipigrdsaidhiglebhte s hdREWI ME&agO1 6216 ah Bidreks

and returns the assigned address fothe third

de]ﬁ%%lé’n IgEmatpnupdats s REe Wél@éﬂ%;lhﬁﬁéﬁﬁ und@se;;sbme@omﬁbmg@o with
1nf@1§14at1\5h abéih @heaa%glgﬁﬁer{tgféhﬁ gh%%eleg!ﬁ%i g&ﬁ@s{s]gs at i %Ibra nodgagﬁ).[

in addition bee aSS|gne to a eren
Masbage 169 isemeiddess Wﬂ&d}n &85 saichronby@tidn medsagoded id 38d to carry
| ncI s.the f q%cigre S as a_source address whe
¢ stdbe frEnediiloh o e éeCQ’Bd o, 12813 Uk ececamdapde 120 can

che%ﬁ@o ée@‘if #E8%o B&fcs 919@ ??},ﬁhﬁ)gq? er en d@l gxpc%fgtfég su?%ﬁarglfs?a}e Messages

when ori gi nat ed
16Ghadiel 62360 mggeuﬂhesneasage 161 scathat mmbmttﬁedhgm&afaﬂ@aﬁbé RGh&mbined at

terf whi ch ket fl 165 d 166
ety e F i 85wt 100cPealta od nbhe Rtosts Bipetign (ram g econd node
120etee fﬂsﬂﬁf&lctlgog@) dheGahy ?}qlcﬁ%ﬁfzaﬁ(;heoffﬂ’lé s?ﬁnrgﬁwgt% ¢ P second node

i nterface 132 because it” includes infor

12Qwsly diestatany thenfirstmdedd0.addr ess used by the packet
sender as having been del egated by the second node
120. Meanwhil e, packet flow 166 is determ ned to be

r eCEheviiid QY& 140NRcludR aRRthatONE L 8 Wt d@Ces 34 it 1%  customer

because it does not contain information assoclating
of theyiptailsr thatiepesates the eagod/addressipa dbmtin 4 62 W herathe aixd nftgie 140 issues

o 3550 US98 R bR PR Rl oy s o o

then thie oltinddiddar 40 $e0 e the g mathe dSBIE £ &1 1AGIhA S5 HSLEhdeY 3b 'ilﬁderstands
thmﬁnget sender as having been del egated by the fourt

girgygde 14Qpnvigesdateddmssfeam thesedond stdressingstoomin 102. The first
arriving .pac
o0 L A ARG b Het AR Ra B g second noce
1206n addres‘scoieleght&)nantslsa/gerl@ 1 paclk & a BRERTEE, oh BlonPRcdi b addresses that
H@f\ce |gtont|f| er or directly fromthe 5 infornation
haVFH egaled Bom the fousthaigds 20 suchipar spero@tdusst hefirsheode 130
assiEiethS AP Q@dr@sfs td lért it H&%%& 2% retu:l’%s th% %%Egltng%aﬁ?c#e%gg the third node

entry selects e rece
140fio theard dress assxgmmeks 1edpensemmgd 16048 tﬂe?&cyss 00EIN 230WRd §cB8hd
t he fgurth node 120" via VPN coupling

ﬂddT%%haS mrﬁ‘%‘g l%liﬁse{l ALPEARE F32 dibfereAtrdarderuchohat mcw«rdmcb«tt 165 at
the HREnSIRURO EncASRE ﬁ}%?ﬂrst%ﬁgreléﬁﬁ alsbist a {l}ﬂgs@ whadl ongﬁ‘lated at the third node

t heref ore capabl e of supporting nmultiple
140f anhpaeleit figweb incdsles thachcoad addrestaed svirthadiirds wihich bep@akd by

ess domai n such as the second addressing
tmsggﬂﬁﬂ@g%%5X%mAth each such domain re-using the sane

(or nore generally overlapping) public or private

addr ess space. kh{gﬁgre 1 shows one exanpl e of such
i nflF HY Pede 130dncluds edirsitand sezopddtvenstpinn fogica bvafite dB2, 134

over OMIER Q% 5 g (E; & o ? S
i dent C?er (“IJS fé Q?%%aﬁme 5 %8&% CeCh iy g@ggg ggwllés 18
determlded 11)20@ regumedwiveicthe fisst dovehstided intafQed 32 vanake Parkilks

% ur ther g ncl udes a data packet with a
mforma 1on assomatlng he source address used by the packet sender as having been delegated
by the second node 120. Meanwhile, packet flow 166 is determined to be received over the
second downstream interface 134 because it does not contain information associating the source

address used by the packet sender as having been delegated by the second node 120, but for
8
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source or destination address that is |ocated at the
third node 140. Each of the second and fourth nodes
120, 120' and sinmlar nodes in other hone domai ns such

thlg 02econd domai n 102, can be assigned a differe
PROPBA0&3E, ng identifier such as nultiplexing FEfo%W%"‘SI

Cxa%T{H’&ﬁOit F ¥ OEqu}?gljél Ok nrg ?Sggﬁlﬁgtﬁléeg§eo?1§f%tag\arg§%ge%st n%%gke? hder as
ha J‘Belaﬁﬁelg%t%dalgj el thth'n%@@ii(f | BvigPddmhitkdieRe FiRE or second

awnstre kets between the first node 130 and the
dovastess imatkee 122, 134 fmnqumevlyg p@éﬁt h@ﬁylﬁ;ﬁh@letfﬁf;tm@dﬁ d¥rcangdentify a

f.rom ot her nodes at
rouliRE AT o 0TSt el R o B e R Lot iSRS Rom ene
mf&ﬁ%mﬁ thé:ff)eQ:‘kEtQhﬁ a‘s%cﬁte@ FiRivhAtdtetho@0eittek thetse@inidd@ fourth node 120,
exenpl ary forwarding for an exenplary data 25 packet

1201 GEhlsmutmg 1oy sele@tsmiwélead@rr@@sve(i pagket will berfiorwardestie wadyythe
E ékéﬂ Vlfd\?lgﬁ Icﬂl?pﬁhhg g é@ % Eoev\?au %tﬁf foi:hlﬁ Iggg ag@; R/‘?N?N coupling

IS(f 01‘M@fo%1ﬂ@entm§ iRIep@ent J1@teya(BNY (Hedbuics addid@saml the first node 130
Forei gn Agent” (FA); the first node 130 includes the

is thegefate dap ofmglemmng maltinte vk foryaulineminescsagh agsogiated with a

oGRS e B B b o R ind R B 0tEte ot
dohAfl &-dsidy @B darhé for @@ berldaMy o@@&fpfpm@@ us3ie onpiiedte hédressegace.
to redirect the data packet 165 to the LHA 130, and a

novel | P VPN tunnel 168 i s shown between the Local

usre? 4%?1% ﬁﬁ?‘%%er ér%ﬂ%pr ec?ﬁ (g[ﬁ&?o&m %@%k EOC%%% a}/i%‘lc% v&h?hasecond

or fbalh nddeel 20p1I0" ghis @i (a, hil)ipldxifg l’dasufaer (EMalr26 dhdE oy lenogm at the access
d{%g(e;nt Care of Address that
no

é, apglavhighyis inphgded juie l@é@nneg@gk ¢ at at : El%? @ p@ﬁket with a
R A S R LR A o
nOdbfs 720,t1B@’, diad aréapiacﬂrc&les {b6Bhdr homa damsmls atcsdhsithe Steh@df@mmt 102, can
v LS BE  BE SE0 o SEE D M e
mu%@%&%ﬂ%@%@éﬂyéd"ht §Rrirsf rR)rdQEin 1‘él§nt§3i @HEQB?{EM r6@n? cRagkekame or

Fi gure 15) ure | lustrates
Slnﬁlﬂemplt@i@(mgaﬂ@tlrﬁlankaatbeltsﬁt)for wwemyva@@tSsheﬁwearth%ﬁrSt prale 130

w5 5o B Bl DA R PGl g o

nodl:%@ﬂ thdPBhwe Jeak KQlgndd e sBias a@dreRbuCRoBUd@ER homeRBfains.
1 that i ncl udes the MN HoA, a destination address

| n par t 1362 that includes the CN address, other packet

header fi .eI S

STl A0 B BRI B 9 By o
padiesSIH3@ent k0 thethoair agdeslHRAY op alQK,’eﬁodE: (MIN)AAO tdﬁhé dbslmlatrléh address

130, that shows the encapsul ation of the d 159
of e Goraondent Noge (P NI iber of Menielt T loewBadier Basaaceess

ARGRIM A | Y SRk iy i H

oA 34 RSOELEDSR A 1! DY . 454788 400 o
Agdtflle sdobhidnodedi inclndbs 246bote Meswabgenp@HA) thaBLts KEMWVPN Server.
A novel MobileIP tunnel 167 is shown between the access node 124 and the Local Home Agent
130 which is used to redirect the data packet 165 to the LHA 130, and a novel IP VPN tunnel
168 is shown between the Local Home Agent 130 and the Remote Home Agent 120 which is
used to further redirect the data packet 165 to the RHA 120. The mobile node (MN) 140 has a
shared Foreign Agent Care of Address that is located at the access node 124. The data packet

165 may have the format of exemplary data packet 1300 (See Figure 13). While in novel MIP
9
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15 1463 and 1464 are the contents of the nessage parts
1361, 1362, 1363 and 1364 received by the FA 124 in
the data packet 165 (1300), but with possible prior art

ons associated with security and Tl
Vﬁ@%@é@éﬁ%%rt 1363. Message part 1451 is the gggﬁgg&bb8M$

B0 B P AOREL A0 B 0 il oo

(S &Q:S%drél a4). WhiRdfl hewes$ DVPNhenteb 88, eetdath phaka 1ps ieatapsbliatt in the
is Tocated at the LHA 130. In sone 20 enbodi nents, a
format efixemplaryidaia parket IoR0 486w Bgyredah be enpl oyed by the
access node 124 for each RHA 120, as the infornation
in the redirected packet used to identify the RHA 120,
an dFighfeer3ailostitds@xeiplasy dacrpaakadil B, athidhireay bésithAa: orlthe same as a
Figure 14, the information used tQ associ ate

e
pripiat Gakepashetp dealapackpiipeseags | RNNglges messpaonagy IQ@O\MG% 4363, and
I t
1afRERARCRA Thod i ol Sl R0 B TIol R Yo 2
dedmﬁntmnaedldreesm part 1368 srageicRifeqpthe CN1digfess fottteh paditst HedGer fields in part
I\/Essa e part 1455 i ncl Léggs ot her outer header fields
13@%@6% ket psyloae immpary dependent on the ot her
nmessage parts fron1F|gure 14 according to prior art
encapsulation processing. Finally, nessage part 1455
i ncFigdeesl4l ik nklrdvaygof ancesamplaremessage 100 ofian expenplary @a¢h¢t from FA

LA i Ryt S AR BB RTEA BB v o

16130he RlceRldoBE 124, iiy fdc¥rdandt Wigh e aflehon. MbsSRE 8460 includes message
specific routing entry in the 30 RHA 120 out of a

payty 1454] 1459, DES4s A3, 4L 1463, BHBs 146, andatd5ar dassago pruis M1, 1402,

B N e LN AT

FAl 12akn hiRYRfa pacBa 65 (13903 bad withRisSbleafdRk 5t midifiddfibns associated with
circuit identifiers, franme source and destinati on

secyttir g speving KOMUSRZENDE; 1560 Messemepariddob 5 theswece addregspfehe MIP

an .ex r
oD SRR S R PRAE I PRSI0 MSLIREBRI TR g
dedtip i adliﬁﬁs aft tht rlikae@batiipaoketAgedet is180tedian tied A da@de some
with the anention.,Nbssa e 1500 includes nessag
em;b%ltr@nti%qmqqes@% desgination aidlsess qanebe empgyed byé%%acca%%dmde 124 for

350 R E RS 3RSy ool 485 g e
theteford 16 guide ﬁc&d/ardﬁng hrehelddAr8etle Fighad M, ladkftrmid@Oused tdisBociate
tunnel 167, b Mﬁth ssible ior art nndlfgf tignﬁ .
thegedpeiedpagkonrith aeRHA 12 l%lﬁateai@emgn s s38a Bty L apich contains
the]rﬁlﬁ%%lem ?&eﬁgﬁepﬁfﬂstq}% thSadcb8 nd @ Lo HBRR La@ﬁreﬁﬂﬁ message

nnel 168 which is an address of the
palfs/é%s]acgehephﬁ\t 1406 BRssage phre 146SsineIndesiother avtdr ksderdieldswehich may
red cted ata packet which i | ocat ed t th .
polp§iihiER dERsndipRR B Bt paty P ERATE 48 hecorpe T4 baior ar
enéia%namtprwéssl& T SHessaR par 185Pnedack Ik-Tabe laérlﬁﬁéﬁ&vmch can

to identify a specific routing entry at th
be mgaA in additiern to; praingiaadofpbemessageanrts A adddat ier identify @hq IRgfing table

entgyﬂt i EﬁAt l@% C%D%QVJI? éan%gﬂﬁ&?toﬁﬁ&&ﬁ% a Sfeﬂéﬁrmuﬁ@/ é?ﬁl%‘?n the

rectiron int resses.
RERODZObUT®NR §1urﬁ1t§3 Dﬁmcﬁ rautiny ehtripd éaxi arg assbdetad mitherspecific routing

ent&)ﬂ%lst}t?q ?]{3;() téqi ?squ?@%%} ‘%V{;lg%lda a packet %‘g IEfxlar%{)le ? sucﬁ ?ink -layer

identifiers are MPLS labels, virtual circuit identifiers, frame source and destination addresses.




10

15

20

30

be used for this purpose. Message part 1553 finally
i ncl udes ot her outer header fields which may 15
potentially be dependent on the other nEssage parts

ORGP “Eh2 it P ' s SETRAI A
beeE &%F fé%éh%wg I %}rcerrll Fl)ari/ L{xgegpa%le 1%?1?%%5&2{% ltlf% C%[SH%’EIOH of the data

pac I'n ITESS&

pa¢}@c k6t infbthe (MVPNaEHRY E68LA QKL Ldzal HOMPNOEMFIBGJ 1n3a6(80rdarice with the
wll be clear to those skilled in the art that

IR Mesyaze.| UL T on e et RS b8P WEN Y, S5 Pt 1861, d62, 1564, and
153 SFOBEINE Yo @ANEsOY 1 U BRI AEnAR L i BBl o€ 1461,

l462mh et kid4 Irﬂ:en&d@@ﬂﬁaﬂﬁl@cmﬂ tifta phkepraddefMIiPnverl i 67) but with
that perforng _the nethads_ of the g,r esent invention. The
pogsitle Py setamadifications argediatad With seevp Lﬁnﬁweﬁuﬁs £ ggsagept 1463.

Mé§§a%g gﬁrg flgt?f;ﬁlt}?e §otﬂ?ce.aﬂﬁl%gs d?%e[P% t&?ﬂe : whlaffs"éfﬁraﬁdress of the

node e communi catl ons system nput
LHAnBﬂ Meseag? (pirt I1S5Z s tipd dedtitiation a@bessod dfessdlrecﬁﬂﬁlamrpﬁclmt which is

a comTun cations bus . Menor 5 .
loané |ah%\%§<%f% Jﬁf(? A%éom@% B NI GNF $qUETE ozé?ﬁgﬁﬁ%manon
addER<qs 5O Em?ﬁge% g glf,i CRUREE B0 8 GerkifRa Eﬁé@fﬂc%&u?gg&uy at the

and uses ormati on 291 stored 1 n
RHA IZLpﬁ!Jr ﬁteeiat%nmok@t 166, anddepdcifi¢Aronmpgnty30 thea[rfﬂA |16r© If(Hmshta packct

th t. t 30 R
NEETY TR Rk I —
ideNE8&in YD pAR UsHLordR fink-MELUAERIfRr VA3 Gh %B&tlonallfy or alternatwely

synchroni zatl on signaling fnodul e 241, a nobil
be agpdrior thistpumedel Meage, pagt lﬁﬁwlmhag@n@totfm buteplieader f2@1®s which may

d . ,
pofi i e e Re-SEy b, e TREYHE rBife rom Per§iPUSR0 accordipiia prr
endﬁgﬁﬂl&t ?&essilﬁlg IelIsea® abaeSToSNRERE ha i1 BedndebiriRd for IP
forwardi ng nodul e 249. 11 2006/ 020738

tunpelENCATEDIE BPTDINg APacke o1 lnéanSFagPldﬂQO md,\éﬂi tugud 1fh @ud @ packet 165 in
messsa%éJ ?ﬁg) ihp R RPN QhATRR! {lyb crl)eeaﬁ ﬁ{ t'h dlféﬁllfﬂ EHe%QL that other packet

y signaling an |rect|on

redsrg@ordnd @fvitthed YIPIWN Itsdhﬁtﬂd@esldhﬁ ,altﬂpitiv@l}&idd&orIaﬂdltlonally be used.
conbi nation with the access node 124. The VPN
rmnagemsnt sub- nodul e 243 manages the 5 VPN couplings

150 f -
secgﬁé é&%&%ﬁ% Igmgwfh1§%F?Eﬂﬁodegf%ggg0¢ﬁhﬁgg ?gg%m
acadﬁiaeqawnh) therppebahtein Pehdion ﬁlaupeeﬁbrﬂno th&mnmlgﬁis afl dregsssest inhation. The
d I ted f t.h de 1 f
i e, FIOBBIe8 20 PR G AR B S PR 1P Tege 130 other

netS/OR! G t‘h@ SodAhR&Pord %%s%&ﬁ‘t'lrl@ nnlﬁngﬁt?hﬂ 1ﬂ€é1fa9é"i() ne c&fp’i"ed to a
to send and receive nove signal's the second node

proms@on W3repd vestman d0d b}Z)OICOmthlC§UHIB bys UF2. Yeinegn e includes routines

29(?l 1élgdr{rxﬁgoré%&]] gﬂﬁéf?{ssgsg% g‘g% éﬁgﬁogyegﬁtgsz ﬁag diglgtin%g 590 and
useS e taBSintdiatibh 291 16€€ inldhe memoly ©WpBitte! the fieke he@ATLIHMIn&fe) 130

sai d addresses fromthe second node 120. The address
anchigyileypans miethedsl of Be prsentipiepé®s a constrai nt check
routi ne 248 used to ensure that

Routines 290 includes a mobility Agent/VPN Module 204. The mobility Agent / VPN
module 204 includes a VPN state synchronization signaling module 241, a mobile IP home
agent sub-module 242, a VPN Management sub-module 243, an address delegation module 244,

an address delegation signaling routine 245, an address assignment module 246, an address

assignment signaling routine 247, and a forwarding module 249.
11




a constraint associated wth a del egated address from
the second node 120, is net by a property of the third
node 140 before said del egated address can be assi gnhed

ghird node 140. This 15 constraint r j
V@g%@?@hd%||y supports aut hentication of authg§®@ggpvégﬂn
paraneters that are received fromthe third node 140
as a property. The address assignnment nodul e 246
enpieyite IH@omo ayeht sablaiods® 243 5 adrenierfoimg madbility opautiéméncluding
247 to report assignnment events to the second no

mobikizyt signading 8abditaprcdeh i aFCHom b sypaert e&thé&af%oqerlé& Qnﬁlémgly In
corﬁlﬁﬁ H)q wqg1dt§ 3ass n-[)la lﬁ‘gdfrh@% A3% gﬁ&?‘rﬁlb Sig 24@%ana§es the
rou pti ona i'ncl udes S|gna ing to receive
5 VPN&!@U@I‘&Igs 160, laddbcﬁs'sen&ﬂe fiss hglenid0f ankirboth théeecohd nddenifdeand the
140 and to _assign the address t%ht hat third n

e 140
foupth adabd0) vEieaddeppdeiepah e moads Pihitartd ©ireags ?fgifW?Sﬁhat may be
t t
del%%ger(]i équnE] glei g%%gélége 120 ﬁaﬁ{dtﬁﬁ&]g fé)lgthl f¥Re lf’@l_bbfrrlgé E%der%ss management
inchidés emysloyiag 2v2ddrekeddapatiar dgmding mudoe Mi@genmwltea&a%novel
packet forwardi et ween th VPN cou n 150, '
siggtm ik e EEmL @0l !L&btﬁéﬁ‘@’lwra@ repaR R %‘grf%}ﬁg%d aax??f? 5 The
10 adcfr&@ afsl %ﬂemp&ggulé 3% 1sfu‘§Ed B nflalnra%é theads cBloRRAAFR&S t&0d nodes
a second del egat ed address 8. These vari ous
such au thenhasd nwttadléi[)e@llo‘amg tisudelagation efsaidpddrssss rﬁu@nsﬁnat%@cond node 120.
ornatlon 206 dat a/.i nf

o ST AR 208, 5% 01 L1 B SHIRL 00 22 L v

a cd)rﬁfrﬁﬁ%tsécﬁ’ﬂed Wih aQRlebateehRBAL BdmaHsER68d ncdeal2e, is met by a property
i nformation 206 includes first del egated state

of uhnﬂmudmdc b#0 bgare s300 dolegaindl adilstse gan eakssigatdbiothat shirhnqdgrd40. This

R L

recivéd Boithdthfroubdd1ang aﬁﬁ?’ ertyOTie efd@fesﬁﬁ@@ﬁﬁheﬂdﬂdicﬂﬁéﬂ% employs the
222, nunber of unassi del egat ed addresses from

nowé@dﬂms BesERIERY SigRAliRE é@ut@fz 2%%@%%@@@@@%@5@%@ the second node

12(?%10 a%re 3%801£te€ Wlltfn% 1Ire£eg§£ ?gggfge%qi%ﬁ %@éc&ﬁ}g?{ggg%’%)s THE dddress

assfpamehiS2005ADRR48d 24 Fhptivhalticinclgadsathnalittly ©saceteat nequest for address
information 293 includes a first address 207,

20 assggmerisfEorn hedhisd y0@11910| aRd feaspign e aﬁ‘éliﬁS%%é% third W@étlﬁ@r
I
AR BB BN Gl AL B LBt
mobilityt $ignaliin g tdchdies “athh’ﬂﬂsle Mubile fRIHngre érpentysub-2detiulenthi2c The fogwarding

t he VPN 2 3 towards the s nd node ,ha .
mopile 240 WRAeHAGRY FREIch FTH e Jehagen it £ Sougiper 570,150 124 the mbil
IP éaﬁk&@%ﬂf&)@go ERRRRH @z?thﬁl thefrl fodef130ve: slale 9615%2@&1 &fdress 207 and
at first address 207 fromthe second node . An
25  asadod ésdsgassisidgrene?8. const rai nt 213 nay be associ at ed
with the first address 207 to indicate a requirenment
for a property of the third node 140 that should be

sat Tigdsé eaiduRkodtihes, mddukk, b ditesdReyofetaiden aakiighedation 206
that third node 140. The first del egated address state

storeﬁﬂrbﬁﬁ@(mf@rﬁnazlgs 2P L merpory 20 uiais Infeanajionep indludes Stz?snfomatlon
for\%g%.cc{%h %ﬁ‘& sss §ﬁte 19190%56 t%)@ \f&lﬁieg’%lrstt aeé cfzég%tg‘i)rgﬁlglagon 293,

een assi gne t ad
30 secbmi:@d:la:gated&ﬂa’t’e oifortdation 29, sulmmenyestatZDMNPEGouplimg gxtampthesecond and

peer ngde for ?usg eé)cggsasl %913 C\%LN lcglfp tnlo gtgtel v&rlllql f%f;htﬂ(le gncp geegngc?eafor second address

222, number of unassigned delegated addresses from second node 221, number of unassigned

delegated addresses from fourth node 296, local time 219, and local time of last reset 220.

12




10

15

20

25

30

Posi tioning System or other map coordi nates, but
preferably is the address of the access node 124 to
which the third node 140 is connected, said address,

f |l e, being a Mobile IP Foreign Agent Care
Agépgxgq& Assignnent state 215 al so includes ch“@@PWﬁﬁnn

218_which 15, i ndi
e L B e R T o Pt TR ! s
cat@%gry%ﬁmwé%ﬁfg R§ cshipledwishdr fifs hddids af a Asic gRm IPaner [Pv6

time of assignnment cessation, such that the
addrensrirst delegatedvaskdrpss sinteinfernatios t2931 badenvolugesa YBN fewrprdipg entry

o SRR Lyl 26 VAT LD I 5 B v e

firsk Bddishs RO €orifeheHrdihy % E‘@rp&k@ as @fé@u’ll@éf thé Belagaiog DAEAL fipesddos 207
has expired, then first address nm in some

fIO@rfb@SﬁCmm@e 188. 20 addyess jasregranpnt epnpgain §§p@h@cpssoc1ated with the
flrs't F“ifg ﬁgbb chgt&%,é' I f Ieﬁxggtdfgr % gl%B%Jtey SRt ﬁm%l%'%dé Y&& h?ttssh%uld be

used 1 nclude d

satishél foattRt K6 hdIRe N7 & e ddsignetihe tist aiird niodé o40mathe c§1n]st21616gated
also includes simlar state, second del e?at ed address

addsesasiats infosmatien 2 Rober sacdisieh AREAMAR i 2 T2 whishdndicates an identity
1 RS 560 R Rk b Sy 17 v

thiddiode deswhichl fooexmpkg niydea g2@gapisicd h]cath@dm\zhchtlad b é}lobal
second node 120, and with the redirecti chani sm f or

PoyieniAg § e et b gnaRr OB BARSC PHLPHECTEPIY 43 1PE AUESS A Gheahgess node
124§ ﬁ)lrl?rg& g%gdﬁ)}}de R861 d?)ﬂg ted%&ghdfg%y fgﬁeﬁﬁﬂ[ﬂe 'befn@% Mobile IP

t hat een assigned the first
Fomgﬂrmgmt Qaxé of rArddmsseﬁAeslginhg/nttstae 26 abssnaladte alZetime?2 1hwiibh

inciBlep AN W USSR Y BEGROROAS OPoT Y O B Peleg40 butcan
alt&ga?twbl}odelégﬁ@d %Qhé Bﬁqefof h¥lenhRr@Ind GRRAE bER fhﬁ%ﬂrcfeét@ﬁon such that

the first I ocal upstrean1|nterface 13
thercufrbmtpinm(vah@ at ittebefirst roide A 300 Heruged tofdeteaninehe el &r uaaSSIgmng the

tif th d
firg g Al g Lk S g 38 249 8PPt gt A a0 e 210
and/&ttﬁé Esiﬂg%nﬂef-ﬁzpén%d HaE é)fr@d‘l tﬁé?lrtﬂé At adess R Ein\sbAE embodiments, be
packets Wwth the thir node 140; the first |oca

consjslstaddahe iinassighedc & ltvmRtively, specaficaddipnplstatg 3eisuch as a flag may, in

sorﬁ%?rgﬁ%ﬁn?rﬁg l{e/%(éfed 1&]16? Pas kcgéw%ﬁxg}%g C?péjstgt%%%ogrgzgmn 206

alsEfabde? GRNAOARE, &éconﬂﬁﬁleg&i@@ hddRexk thteﬂﬂfbklﬁhﬁonf 19gmstdeeated with a
third node 140 can include a nulti E‘%}IGXI ng | dent ifier

secpnd delegatqdraditeeat 20% which isiislogaiad frarytarfoyah Aogati®t is
associated with the second node 120 and shoul d be
forwarded using the first |ocal upstreaminterface 131.
Al t Bihakte wefbimatida2a6 paticeinslufiesoVPN beupling sthte 2R3desdabdided with the

are redirected at the access de 124 d it i )
cecRu B DRI R ROTERRS PRI £6 g Bh e R Prigeen the firs
noc?ezl%Otalﬂéta tﬁtﬁ]epéﬁgoﬁuﬁ)&§ ﬁ@d‘é' #hRh kDS veRahdakd ﬁﬁd‘iﬁ@ﬁ@lm that has been

packet coupling state 223 and | ocal
asstgmscﬂ thedirst\ViRBeb 20, broprefetadly the ageessnodp 1 P4 tormhlgle 6:?9@\ thisdarpde 140 is

e JIENAQURRE BT P Sthd e O BE 08 e

theVArbtNodal @oWitNe s UREHRG 1320he fifdt I8l ﬂbﬂaﬁﬂhn@ﬁ@e 120Q'a nantplexing
associ ated redirection state for acket s

idepiifigr7da fiomethe aeqsponadel ?e@akt@}fxwad@eé@@e Jrom (5116f4ﬂc—f:&éil Befte, and
forWﬂdﬁﬂgoéh@?ﬂ{ ﬂggs 228. The first local downstream interface 132 is used for sending and

receiving packets with the third node 140; the first local upstream interface VPN interface 131 is

used for sending and receiving packets with the second node 120 through the VPN coupling
13
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10 identifier than that included in state entries 225,
227 shoul d be included within VPN coupling state 222
so that nultiplexing identifiers associate a redirected

th either the VPN coupling 150 or 0" via
"‘p‘gﬁ‘% Wéﬂ state 222 or 223, respectively. Al t@%ﬁ/gts?‘{?é(f)%?m

the role of th identifier
150, Hetspingnossgro el e 08 5ef GElcs « Fiifedg ipepulion e
indithes %a@t%@%r&%ﬁiaia clep D RSocikRY witlCRB séddfd 86dk 129 and should be
perfornmed by an address at the first node 130 that is
for\&:ﬁdemmﬂmgjtéd first lal Eireaar tn@quapaa;&]etAlt[emtlvcﬂg, @Fﬁg@pk@t@ frpgy the third

fi.c VPN I b I
nodg 30 Sspareiin fBreentodedea A asdle Q¥ Snoat FPT Lt hER3
muljagpm NaddbifieASs @MMs 6RAR ARbIIAB tﬁéfredlfdcféﬁ'dhﬁ)tﬁtket with thc VPN
di récted packet addresses and nu | exi ng

couplbieg sfafe 223sandithenipenl pp@xea@éflﬂﬂu@qﬁa@@ﬂ%ﬂomﬂsm@y@@ second node 120.

th u och a r
e S T S 58 RASRA PP AR R AR SHRleb oe
assb QAR tHh R IS @KuﬂlingQSO 23 Shebintiin e 20581 d9yocidoel redirection state
forwardi ng nodul e 20 249 to undertake additi onal

for dutalpyaliets thit mqiu@iertb@ssqcem dqm@t@étadcﬂ}éﬁow& A SHifgapinpgtiplexing
h t
e LRSS BP0 3R R95eoupin

state 49y &S thadhulipRxthatidenpifiels@bsotiaem adireeted pacice whthadthershe VPN
| ocated within the redirected gacket and . t hat
cougtbing { Hber 1567 vuawéu@@@éw ?r?éwé 23 5aeSPEFEELY; fliprafiydiaheple of the

mufff fiip Cf:}(?nrsg%fi%rn ler e gén? ?% *7nt5 g%oa%%r}gdlréeﬁ,y Sadide? with 3 VPN

&S |nc ress I'S current assi gned
coudling SO &1 56t ca@dﬁtewﬂe pefrﬂjrm%byemamnﬂr@s tithe fiest nbde BOrtbaies

e R e L SO SRR B
1de§kﬁfg§s QCALLOR (Jg 1 fediR@id Ph&@@ét Q¥ BEIJag 1801eRtd fabeshyR¥mbination of

sour ce address o e redirected packet received
linlelay¢heedirestsd pavhetead@@Bses byd mumplemn;ghmmgrs withimreidfreesed packets.

225, 227 th di ted |
e ot WSS AR PO Bl b S o
cow‘ﬁgggf‘tﬁm inBudel forSlafify cHRERR 5@@29 R heRGar @h&@ bly "t‘l‘i‘é foeR&din3@nodule

time 229 at the first node 130 t s used for
24 forapdértee dddifionad asal ysicofiihl redirehs paokad lmfcvrg f@ﬂv}f@rch@w diygugh the

dct%%g%%lnﬁ]ggo{}élﬁ 138 d]&@ %«dcrgg(éﬁs § yha u%f: ?@@%‘}8}1 B'x%gthe source

addf&g %{f the AR padiet EdmPAnSRAd nH&EMat i 16ehiell &irin A€ addirkéts® paret, and that
| ast programrestart 220 at the first node 130 and

is dasmcé fortthe sotomDraie06) 0hT1E8CIPET Ausddesy thatdudegagngrfzam i second

f. the curyr r m eralon e
noc%gl@b nﬁ? F‘}PEF‘PS&“ g%{fgacg ur{eﬁﬁy% %Ecg?t d& %sﬁ gs 130 (gn
ex%l@@&h@dm@dﬂaswgssmfdm Rak ht% rédifzoted pﬁtﬂ(@ﬁWﬂle@chﬁd?ﬂﬂom armode that
further broken down into the nunber of unas enq]:flmgbythe

haswdscpaé@g that matehes ke drekrode Jcatesr 41 Tabrd Bcatioprbegngd
sou%?ena%lhfegé dthg?e%llrgctpdj %éﬁe%%&%} e ?ﬁlﬁgb&ei% Bga multlplexmg

rmne ana I'ng t egat ed addr éss
1denui1tﬁ@ REAt 231N the rsdlmetcedmacea radd/st Iy firde- lasmthemtnﬁatscassomated with the
correspondji ng, to ot her del egated addresses from the
recEl¥eHIs rﬁﬁﬁ@ﬁ%ﬁ The nunber of assigned addresses can
t hen be analyzed | ocal ly or

The state information 206 also includes the local time 229 at the first node 130 that is
used for time based options including determining the address assignment time and the address

unassignment time associated with a specific assignment lifetime 218. Local time 229 is also

used to store a local time of the last program restart 220 at the first node 130, and hence the
14
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communi cated to the second node 120 in a novel nessage
so that additional address del egations can be
performed. Simlarly, information 296 includes the

unassi gned del egated addresses fr e
ourﬁkﬂﬁ%he 120 whi ch can be further broken%gk&E”WRpﬁmm

duEaéP% 8}3?{;% n%x}t g%ggf%ﬂ%ﬁesr:% q%%h@? :ﬁrs%s eI fsgé)leg @mﬁ%meﬁ includes the

nugtbtesabisidkd dblegaet Rldrsse trobythe sabyhow 10evide] egak e@hther
address information in state 294 and simlar such

brejendewn ésp thedpiarhgr ﬁ@lf{aéﬁlmeﬁ addrers|ie gach addigsrigatageBsandfas fer each
co{l:%lﬁmtt QU rrﬂ)%geﬁaijr %m?t f;lqe%{dl;?ﬁ{:ng%%ﬁﬁg@ﬁ‘%%%@{égﬁéﬁoﬁms

hen ana
infoandtion imede 293 216)& sitdilaBsueh vtate, miﬁesptgﬂugao Tohﬁt delelghitéd aaldpdsses from
address del egati ons can be perforned. e VPN state

thessprendriode 21394 Y MBEi aﬁ?ggwéé@qifésszﬂqanah%bq %nakyee%e@ly or

coﬁﬁrﬁlﬂﬁgfeﬁ% 8 cg)[ﬂa Yb& Ié@ﬂh a P@el fn{eﬁscag E& ﬁl%t et cf?l'afj cfdﬁgs delegations
gecond hode 12 aware o FReF S Status %

cat barpatfurmad. S@mlaﬁ@, 1|nﬂﬁmhndri 296 infludel hermsiter bf %@slcrmi delegated
duration since the |ast restart, to _enable the second

adseses from thotouah et 1 which pin e rberdppenie vadR s dheR aper of
unbs@%ﬁa@ﬁdcﬁés@iﬁeacﬁ‘ld sycat%g&lyecmé’glgfog Qach%oHstffne Qig nymbers can

rrze state nee s’to be synchronized wt
altsmamrwy bm@&eerﬁrm&ddjych/n@hyzmg thetdelegatod ed &' mfoﬂftnats)nsm sta@r2p4 and

.i.nformation can then be co at e
sirgfe Sl HasE COREPPABHEE A EEAr ] rtsosdr i M doue R 120" The
nu}n‘B&adf oS PIR MBS Barftherd REanBEQIEcAIRAS c@%@nun?c‘ﬂtedtt@ﬂfe fourth node
ferences can be detected and subsequent|
12@'I1n ainoreet] ebssage sorthat/additfonrlresitiieonded€pati ogsadn be performed.
synchroni zation may include the information that is
used to control the VPN coupling 150, 25 and the

addirgs ¥ patedt 86 8frcBidnizafish difRliag Hogsls 245 sh@MARE novalNienaling to
packet forwarding state associated wth that VPN

enm@m thg figs ®0dq:13@bﬁﬂé g ssprndgiodn | Aasmpivareyof sectonibern sidias by
cor%z%x Cf%té r“ftgF r'l?@gca BF t‘tﬂﬁ taﬁ?@t%QHec&rXﬁ nhsmce ;fiellag gﬁé enable

| nven

theg@yorall rivde ﬂ@@foﬁt&%&t a tiRrt20e Ghid Mﬁ'amtlafddﬂ@islo@ @t‘éteOSurhﬁh@ry state 209
fourth node 120'. The second node 120 i ncl udes an

is saeh i SUURAsFE stafarthatieadsdo Bp Yynghremized welb ths wcetknage dapand/or fourth

w8 R A DT BEIRES H085% B R SOMLPEALPIR o e

seqon® aedesIP0 vikde it @argbe coanIﬁFéJd to fueal sannEAIP Etite aBHe sbyond node 120, so
conmuni cati ons bus 302 over which the varlous el enent s

th%ﬁ&ffeFeﬁlF%sr‘@Hé’ﬁ geteelad anchsi@searsityehinased- SNBmSEY insgrgation 209 used

r v/
o o S TETois B B80S et B 5B g S Bovting 150,
ang the faddnoss delhagample rad thoaddreds asdignmany, emtl Ipacrkeuﬂjrwgrding state associated
: lintor 371 stored in the nenory 205, under
“”@ﬁ@ﬁﬁﬁﬂ§?ﬂ£$ ga% routi nes 370, e.g., program nodul es,
stored in nenory 305. Routines 370 include a VPN

nodul e 304 and an interior gateway routing protocol
modbigere ghows arieeemnplaeseend gade x B@timpdenpanindde e¢cordance with

theqH\qelilnhgn ﬁljappérﬁorh!é ‘telge rﬁ&h&[s%??n 1Bven88'r¥.l ﬁgure 3 may also represent the

equivalent functions of the fourth node 120°. The second node 120 includes an input/output

interface 301 used to couple the second node 120 to other network nodes of the communications
system. The input/output interface 301 is coupled to a processor 303, e.g., a CPU, and a memory

305 by a communications bus 302 over which the various elements may interchange data and

information. Memory 305 includes routines 370 and data/information 371. The processor 303
15
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adverti senents for the addresses that are | ocated at
the second node 120 froma routing perspective, said
addresses then being available for delegation to the
first node 130. Specifically, a routing entry 307
VX FOPR073 a4 first del egated address 312 so p%g/lusgp‘g@/gz&m
ackets with a destination ddr ess that .incl udes the
perfins fhe fPRg GG (BEIHESSN 308 G BEIET P L BEFIy eremory 205,
uncfepgﬁz'irﬁ S EFPlithed 870,08 $R6LNE ndAERs, b&Red ihhgenYd?H 305. Routines
nodul e 304 1 ncludes a VPN state synchroni zation
370singindd a NN modild 30430, anantefRi gaemay evnsing psaibcotpwdils 3343,
an address del egati on nodul e 344, an address
del egation signaling routine 345, an address assi gnnent
MO BnRfiBr oW AABLEESproRES I SMRIBI0S¢ @eald fenshtioties
347, and a %orvvar di ng nodul e 349. The VPN nmanagenent
advstivemeroslfor ehe3uidrassas dlpe sretlpratedrithe seqenil ngde 1H0rera puREmS

t he second, pode 120, and t fiLrst, node 1 30. s
per e St Bee) O otk ol < SHsBRi 4 el ol T20. Spectcal,
a rGWEHE BRBET07A s 1ORY fiag dé’l@%&@é}ﬁidﬁféss § 12000 thirelagqroldds Wikl e destination

120"to the first node 130. This includes enploying the
addacsd thes mchidesetha firss delegateshaddrasg) 3 Fowill bﬁ:edeszweggy Hergutggsystem o

receive, noyel. si | S, W A fi.r O
theepaR e TGRS VERGh Sl 1 b fuds vt R B dehlorifhcion signaling
mo8t8BYE a0 PI§ ﬁfaha%ﬁ@ﬂe@gﬁibﬁﬁocﬂﬁ&3@§ sieaddrékb delagilioassodule 344, an

del egati on nodul e 344 further includes a constraint

adde¢se drlegasionisignalinpgrondreP4Soarcafidipspassigament mEdWe s apdress
assaci at ed W t I r d )

R e R T

mob@t a1®rRaigds del e tarbliagdr Wesieen tirescassi mpded2® end thafirst node

third node 140 at the first node 130. This const%aiqt

130; fibe Reldagssidslogatinn oyl s picg e Ppnagg 3eiepsss that may be delegated
! | ) 0OF o del -

et
sigrliclp @a8ine 88 S gsene and reoelud ov8iEgiads wisle thetfostmode k3Q toelelegate

assi gnnent of addresses to end nodes, such.as,the )
adQEHTSRNA RIECEND NI PFAIGHOR 8’1%3{?@“5&2 |s%c§£efe§ﬁtegp§%rg§sas.2[%e address
del@%%f? fogile24 gltﬁﬁwfr idcRide PSR sthadRt: chitleroBGsH BBSused to ensure that a

assi gnment nodul e 346 enpl oys the novel address
comssintasseEidttedswighaldelegatedaddiase framhe sscomshunde 128,58 igh e aproperty of

e o bPSSE OIS AR I BT Al 1 e
first REEIEI Tigls ERAHhSt é‘iﬂ:@kikiﬁ dRfihaBeSsppacikaly fuppovey diegtiédion of

packets associated with the VPN couplings 150, for _a
authéntis aticepaergactiersl thatlalie aensived fromabe tird sede 4G Hasprppaity Abeaddress

nodul es ng. sub- npdul| Qper at e R
ass*gqplgpm?gl@%gﬁfglé us rr{DtB:fl@gf}hﬁ Bﬁ“ﬁk}eﬁ@f@%&@%&ﬁéﬁg réodes such as the
thitdHoRE 180, iFSbwaRS tHelleustam o skl addiesés By BS8HRlel160. The address
del egation 311 which includes a block of addresse

assignaentinedile346/amplar By a0 e adiess assEanenbH NS é‘b‘HW@§§%£" report

f ' | {5 :
ARl LSkl Fatuctonsi ok g es sialn rom
secﬁﬁﬂ'ﬂd&ZQOBT 268484rdinig mfcalnleed?D onddrakesqiabieat faidrdiss tos padkats
, b d ted. FLrst del t ed t at
oo 15 i F o S R 1) oo

312 and associated state 373. This

These various routines, modules, and sub-modules operate on VPN state information 306
stored in memory 305. VPN state information 306 includes a block of addresses for delegation
311 which includes a block of addresses that are not yet delegated 316. The block of addresses

311 further includes first delegated address state information 372 and additional state
16
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associ ated state 373 includes a VPN forwarding entry
314 indicating the VPN coupling 317 towards the first
node 130 that is associated with the first address 312

V%$&p%§%»${ding purposes 5 as a resylt of thefgglgggékgﬂgl

rst address 312 to the first node

eGSR Husth b e oo IR R 196 B g
infevekehkies 37 Bihelutis thé Fiekt aate%n@ ddafbi 3 Ermidiasfooiatedl stOPEY. Mitis
of the third node 140 that shoul d_be satisfied for that
asspeipted statgPdp drsdudey 2 VEY feewardisiggaisy 3tbindicating the VEMherygling 317
14 ,
o R B i bR Rl P00 Q00R: TR npd R d300RL ket gurvoses

as éM‘Hsmﬁlhoﬂ the B€18EutidN b Biat Difst Addeess 1[)2 @skd s 1§ﬂaAsSSC1atteatstate 373
215 at the first node 130, which indicates for ex
may ko inpidleicn pdéress aseienment censame 3 hisseanied Wik thsefant hkeSs 312 t0

B30 RSB PR r10S OREc o

addmkds 312 beebe dskighdd toakke tiliRDnoddhé0 MPile dostpl evgnd hadeel 281 730.

i ncludes a | ocal VPN downstreaminterf a e 3][% at é&s
Asgqgintesietashal derer Bendas sl SuRat ﬁ@t%ﬁateﬁé Sfhishyig Sprag kedse of the

r .

ssofsrfent tips e 2 SR BR np X BRINLR IR FRR sl dhoRentity of the
thitdnfode flé& thasliaa tbeerBBtigoed thh éirst hddress 3ddde 130, a restart

time 320 and a sunmary state 319 of the first node 130

that have been communicated to the second node 120 by

the fté Gk ﬂf@ﬁ%ﬁ%ﬁ@% H}ﬁteﬂn@hﬁes' VH10 CB®1in@ Rta&0Pl 7als§iated with the

i nc udes at the second node 120 that is
firsinedt ¥30r The %thaepidlgcstﬂeér A mdBdasmdbcmﬂ VIR govrdtream iriterfage 318 at

the ddresspgele tion, tine. Lo

g PGS R Sor R ) Tep e Bt FAf pif, BiRrough e VEN

colpiff @56, VBN cBhiplidatResondsdiasedes 2A0/PRDpsthRemG ftetfie state 331 on the
uration of the current program o erat| ons at the

firg edeniBOnohetattadne 320Nnd pstmmanf Gaindt ofthgfiest apdeol30 that have been

32 [ t al
R P T i B e 1
inchides Realitind 112 o3 @eqBEbnaa@ee LANhahatsedSorsBObasad egeriidnd including

and/ or dependent on the first node 130. 25 The VPN
detgmminiag é@ﬁﬂﬂﬁf%ﬁd@%&'ﬂéh tigieghedal tige Adbisiatsozaad torrse theleaal time of

thefigts Lo ?Ang nog;g tiaggle%%ﬂﬁﬁo&ehﬁb 1128 hw% d0Rd8, &@éﬂee@ge

con are awar e of eac ers status
prdgﬁmmbllﬁﬁrﬁtﬁins aght kezohdaede 120 POF stithnforastian B0@ 2190 anihdthlecal
summary state 209 at the first node 130 to the, se

d
SUTRERY Y34 eI BB A TR R I50RSPY 1 1 PBRPTRFT jythe state
stoFE%Qn tk8eoid roH@ P Cidts §§8at@& Wﬁjlﬁtaﬁé%fa&*ep%ﬂ&nt on the flI‘St node 130.

resynchroni zation procedures initiated by
management sub-nodul e 343 using the VPN state

syn ation signalin dul e I the ..

F PR BB RS S g e

en&ye t‘hﬁ‘tethé/f’f\ét fodt 1@0%& qtérs@wna%a@mmara Rahrk 8 c AR hthels H4tds by
to the first node 130, for conparison with previousl

y
commynigeting theriocyl tsne@fethemtart229 wol the eenERYyAtEe 209 at the first node 130
PCT/ US%OO ]%% 481 (ii o
to tge 8?'?8[1 Podse E% % E&mp%%t% tﬁ'p#ré\ﬁgtrl]st %&eﬁg’g@co nc1:9e SO cl}aﬂoes can
be detected and resynchronization procedures initiated by the VPN management sub-module
343 using the VPN state synchronization signaling module 341. Similarly, the summary state
323 at the second node 120 can be sent by the VPN state synchronization signaling module 341

to the first node 130, for comparison with previously stored summary state 230.
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the present invention and using nethods of the present
i nvention. Exenplary third node 140 is an end node,
e.g., a MWN. Exenplary third node 140 may be coupled to

\§£§w§ﬁ§¢§Iary access node 124, and may be used in

comuni cat i ons systen1100 of F.gurSCYUS¥Wa@%”&
t hi

ode, 140 i cludes an | i nterface
uselied L et i perpadins 4 Rapdeln iiytate vio
thelgbsentlih PerltiBh @hd 8GR AEBodPf thdsrkitdindentoh © ERSMplary third node 140 is
comuni cations 1/ O interface 430 and a network "1/ 0

an iend ecrd‘ea@s 43EN. Emreﬂﬂelyémcd)mﬁqdﬂ@ ata{ydm §0qy1@i foriheegxeapdary access

nodifp et R 14 8 B SRR iR b (BB Pighte. e e

nodid 4 1f1@1§&s‘h§ Inpu¥outpseidteyeu2ohged ﬂo'&'@upl& thee ﬂ/ﬂbtrrﬁ)de l14® ko the access
W rel ess communi cation input/output interface 430

nofqE4ul@dntedfage 420draniaeludma wiplassaopmeupifgtiens {(Q ingerface 430 and 2

nefh glb*/ é dnte{r}:gc%gi?:sr ﬁ%}lﬁ ? { gﬁ&éggﬁ?@%ﬁfaﬁiﬁg ?jr?gg o e?H?’when the link

beﬂwfé&ﬁﬂlfealﬁﬁd Aole 146 af@thl /20 120isa WiFdRE HEI0 Wi detveory I/O mterface 435is
CPU, a nenory 410, and a user input/output interface

use4l4\®hent§9e Linlgig griiFiddi Wikslesueorapglieaion mmuo{%tauttm@rface 430 includes
I hi
a rec%{ﬂg? #ﬂ-gtu %a%?g 1? &E'Fta & erQé %‘P 91%8191? ﬁg%‘taﬁd a@‘{ag%ﬁ?t%f %{S?%nrny%rgé coupled

to ii &Mhntﬂ@\tmﬂﬁlém Te @put/dutpe dathce m&fsmpllqﬂétﬁto zqaﬁeafsml 404,e.g.,a
sed to receive 15 inputted |nfornat|on from

CP&JS é,megqggyﬁg(é ap?ﬁ@gprg@g{/ogtﬁat/lgwféq;dﬁ 40, By &epmmunications E)us 406 over
f I r S
whgd?l utgé {r@%ﬂ&? g}S{nggﬁ m%/ 1&2%25%% dfat.'%{‘\iﬁfoﬂ‘ﬂﬁ é’l“ U%%r?%u%iﬂl@h@ﬂte‘iﬁce 440 is
theapeaied to BeCinputuseide 442) ecgelall&epadg micma)pmne @ame, eicy8gd to receive
_such as text to screen Vi s or
inpgF LiaoraREPR FomaheieT fishas 9@&%’1 1 55 Y .lavaﬁ%matm User IO
inte Rk Y96 S a"lﬁ%hﬂl%é t&é&se?ﬁ&gﬁ%@fcé AR LR Rdeolshlay Bealer, etc., used
processor 404 “executes the routinés 411 and uUsés$ the
to ddiver informatiet foansddsdch as terirtorpcréd( visoalguiormaiontthe screen and/or
%_eratlo of the third node 140 and i npl enent net hods
13 H¥Bt%sent invention. Routines 411 includes a
signaling, control and data nodule 412 that is used to

manage the nobility of the third node 140, including
mai Mearané K intlutitserontentis Bt endrtataétmationd i Thiprocesser 404

130...25 2 ad al I anl udes,.feat ur
o PRGS U TaMIE R e e CBRBHOuRRRpata i PSR IR 0N e
opdaedeRifihe tMidubee mnunmbléﬂeﬁt 1BEthSdr @fSpréses iRHRbh. Routines 411
routine 413 used to request address assignnents from

inciugles # pigralingoenatroband dsia medwdertiZabal i wad tmwnmélpﬁ mobility of the

thlﬁ%e40%9 ‘rﬂt(? qnglﬁcﬁq%}ngﬁt %%gg%‘? t}{éqgc%fec&gr? ght Ilgﬁl i tthet first I?I.Oj,je 130.

es signall

Moﬂumblaﬂ@ﬁxcﬂﬂlyf iB¢luddsdéurdslthat dnable u@emn@mrsﬁlbg endfeception of data
formation includi ng. node properties 415 and operation

PaqlﬁFoMﬁﬁkﬂP Gh2 ingbuges %@déféﬁﬁﬁs‘gﬂmnﬁflﬁ rgptinertrle st odpduggisaddress
assﬁgﬁ%\ls&i&?&n@fh@@ﬁ&ﬁb@é 18 o E%??cfdtfﬁsg that %i%ng&lé\:/g??eq ftén %' Is8&nd node

ress assi gnnment at I rst node en said
12(@roperties are |ncluded in address assignnent signals.
The node properties included in configuration info 415

are : a dommin 18 WD 2006/ 020738 PCT/ US2005/ 028481

Data/ Information 413 includes signaling/control state 414. Signaling/control state 414
includes configuration information including node properties 415 and operation information
420. The configuration information 415 includes properties of the third node 140 used to guide
address assignment at the first node 130, when said properties are included in address

assignment signals. The node properties included in configuration info 415 are : a domain
18
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identifier 141 that indicates that the third node 140
is associated with the second address domain 102 and
hence may be assi gned an address that was del egated by

Vw%{(’ﬁ@f@&d or fourth nodes 120, 120" that ar%EJfU%%@éﬁ%m

econd domain 102; a service class 417

1deggh?rgls4§ (%h nldicgéeﬁ é]&q%ftﬁe%%&%é&% 19,6t %Focgzttec{) %416 S€ gdress domain

102131% hdané"ﬂ‘ﬂa? b¥histhedin AdEse Hft W@Qdé)@gaﬁﬂﬁiygﬁ@é&o@or fourth nodes
dress category 418 which indicates for exanp

120\41@9 hidat artalqgaﬂgd m:the prcovddemain pO% aservigedasad bt @fs@e third node 140

ent i on st
e SehInfiERs o ORGP HEY o B sl gt b MBS Bodeytpo fom
whichin a8dfess & b%hﬁﬁgﬂeheanf ideifehs m@@rﬂm wlhldleﬂlﬁidages ¢arexb@ple whether
verified before an address is assigned to the third

a phblife PEixge, [Pt @pl@wéadcbﬁssnmeamrmit awwmﬂ?%l@n@%’sméhat may be
S B M A

idengdeai 40 vtﬁflddhﬁfdieeﬂi adifress |it€as§1gﬁai to ml&d‘ﬁlrdﬁﬂde ﬁkﬁ)r t he
redirection mechani sm (such as an 1P in IP Mbile IP
tunnel for a Colocated Care of Address); an

aut p@@r{a.{i&? Srnihdcn YA Zﬁ%édd?o%ﬁ LY 8R4 LAGBSDE which is the first delegated

aut héntication state rinclusion as a property
addressammattipledisy idesifgnaEhthai eadiizd mmdel 140 isoltepdenctithe first node 130

424 of the thjrd d 140,_15
fordfhq IeiecHOnaRENTR (esh & BH P AR 8’%@%& Uyl for %ﬁolﬂ%ﬂﬁ‘gﬂge of
AddfesHDEh Qﬁl‘@lgéat?mew}ﬁaﬁstdgnwa' Eﬂgeau{h@ht'f(ﬁu&?%te]ﬁ@ fbSinclusion

coupl ed ocation 424 can be reported to the first
as nprbpert B &mdﬂfwi assigementrsggnah outba AGE lc@non A&hofr thdihixslatode 140,

whi Céfeftj%‘é}}’ ?{m Co r 2@‘&%&%@:@? ngﬁ,g&g%s(g of %glgrerq,fdbgcfdéess O the access

nogjé {4486 WHicH B ﬁﬁx‘d%d@ & is %Q&ﬂléh Nohe [Rhn 22348 b &PBrted to the first
generated by anot her node that is undertaking an attack

nodml Atve (120 theoinsiumide 480 omsthgysdemt pHikgts rtceélesorrvmd@huon and so that

th nb f
thegBTToge 330 FatuEm AT oY Rieeret e fionte & sl ry e fdhue
the@cffoxtehﬁvé BeaEh@ked BRrEnARS n6QNMABGE 8ldMkihhan aRxRImRI R Y
first (LHA),” second (RHA), and third ( nodes,

Co@amgwﬂxnwimﬁﬁm-respectlvely The 25 nethod starts at
step 501 and progresses to step 502 where the network
nodes in the first 104 and second 102 addressing

donBigiges 3l &hichicbingfiics etk cobidkiation of Bigeres SA45B, 3G aMPBD, is a
coupli ng 150 between the first and second nodes 130,

flowpleart 2001 1Hpst1aging exemplasy apstinda of the inygeison thet ase gndgeiedpy the

f
exér@ﬁary\fﬁgt (E%gr y)r{gg pr béeng c}ﬁu?fﬁﬁ? ﬁ‘(%de?' (gg(flb(?ﬂg)g?rg ﬁ%bﬁvely' The
metHda s&ii’ltd a5£18p 50310an|drpr@res|9?s'316 Step 502 me(e;nlmjnelm@dk nbaés iq RkdAirst 104
is operate t r S s.fro
andhis4ONE K GRS Soie P FUEAGR b4 HEP SUL BB B 150
betee IR T8stlNE s&R5Ad Aedds W80, 1130 Gihitiali RECSKE @01@&&@9@&6 SM@ of the

a message Is received, the method noves to step 5
vammE NePN flentifivss used@t clﬁleopre}dtthmcwph@(@pmm@pmcms@@nn@jep 504 to
ﬁﬁ? an ghe recei ved nessage. If the RHA 120 has 19
steps and 503.

In step 506, the second node 120 (RHA) is operated to monitor for messages from the
first node 130 (LHA), and the method moves to step 510 (node A) where the RHA 120 waits for
received messages. When a message is received, the method moves to step 512 where the RHA

120 is operated to determine processing based on the received message. If the RHA 120 has
19
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del egati on request nessage (event 513), then the nethod
noves to step 514 where the RHA 120 is operated to

wﬁ’('fﬁo%n/gzo%he or nore addresses correspondi ng dZ’FiBJg%"é’go%sésl

seco addr essi ng domai n 102, that may

recpié(aqj&%cﬁ%@gQEIEggt{otarr«?qﬁn%@Q}l@t&%%gk)evemgﬂg %?eﬁl tgdel ﬁ%%%r'lo%{é%%) step 514
whg'évﬁhell@ﬁA PEOQE’ 6ﬁéﬁt€8’ td Rleet dridlok ke dridsER ch@sp%ﬁJllﬁg t®@e second

address(es) t froma category of addresses
adctrssmgdatmm Wﬁ; Hlaamapb@@%a?ﬁdd@ therd TEh 420 daktranspetiagdde address

ook SR 0 e REPRLIE 3T W e

furﬁb@f—‘feﬁh@ thelselebted @§dfb§s(e@ﬂ@ﬂ3@$ﬁmd@b@@@iy onadidfes &k redociatedivath a
the LHA 130 i ncl udi n% as | east one sel ected address for

prapeity gfaan and, node geceived Treas e fiest rode, 136 e g a pugestnassgefaigd with MN

553 BRAR, R A B 0 B o

thel LTPLQ 1@ tricRitingdds 1tRBse seREe@adlres SorakiigaiumgBlg., mﬁﬁtsfag& T00. Step
that is associated with said del egated address (e

518§ atudefedubriéen Y20 Te aubetierr 20 the A 44} s@neratedde apfé@saily include in
Salggggsgaéhé) 81 ohaﬁon Hg 13 a%n a?le%ét%g g&tﬁcsts gS Jntf: étrgl%{ that is

e“t ur ni ng cel ve

assBEIaRAYEthi siidadeltehed aﬁc&dsséidgr tﬁ&ﬁeflﬁsohmegom ofttlatielegatésl address).
nessa (event 521, . ssage 1100) then, in step
ThszlzthogﬁléenFEPWn!FZG sieB 56%%%3@&‘1@%?@%36%3 i nf or mati on
about the status at the LHA 130 of the addresses that
have been del egated fromthe RHA 120 to the LHA 130,
i ncRumi'rrrigg eutdp 312f lthmb«':amdaﬁqssa‘ge is deegated, adtitess mforiyetion update

una ned del e ddr.esses_ | h t.egory.
memge @@ﬂ&& t hiEnDREHES 1?05 Bt 52852 Ui 1A 1200t Rarag o store
infBRSRBH §Bout 4% é%ﬁhé%t%é‘&lk%@ LEMe Addesstd thhivE BES dé%‘rated from the

nessage 1s an address assignnment information update
Rie $2hgahd EHANt30528ludmgguch infsmalgen 5000 pxani@e, thmaumbﬁtr 96 d

wh t te .
g e SleORE e o gt e Tel e TegifRfs iskBiotp o awai
ddBSSAgRsaBd Which is associated with the assignnment at

the LHA 130 of a previously del egated address fromthe
25 RHA 120. The nethod then rmves to step 510 to await

the_rece rt her ssa Ay

1o Rl Tt R AL b Al hathEmarin

Sdt@hBssa S REHIGNB ZAk. | 18Fks IR SID hérﬁMEﬁietkﬁ)ainoxes ste 524 where the
upmsssa egéllg tf]ezén in step %%6 the RHA 120 is d

R}b"pé?(bts @@eltat?dé@ eloEe asyiarenens M TpERAton gt itrecei wdR yad mepsage and which
is %sgocgate%@ﬁﬁ %g{%ﬁ%ﬁg‘ﬁ}%&oﬁq g#&%%ngfsc{e}'evﬁ@d ahdlkays from the

ari ng version ate at

R}LZHI\Z(J, J0e Mtlﬁjﬁl&uérﬁmbhﬁyo gee S 10co mpait ith recephlex bf fuir lﬂ’leﬂheqsages
528 the LHA 130 is operated to transnit back to the LHA
130 the |atest version of the | ocal synchronization

oL SNEUHILEIITL 0, |t SN Mol o e
synvbuomization steegagd kBentd2avwag. t méssageHE00), thes @i stepl S2fe sheald 4. 120 is
operated to store synchronization state received in said message from the LHA 130 and to verify
it by comparing to the RHA 120 version of the state at the LHA 130 to ensure they are
compatible. Next, in step 528 the LHA 130 is operated to transmit back to the LHA 130 the
latest version of the local synchronization state information that is stored at the RHA 120, that

was requested in the received message. The method then moves to step 510 to await further

received messages.
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20 WO 2006/ 020738 PCT/ US2005/ 028481 Returning to step
504, the nethod al so noves to step 508 where the LHA
130 is operated to nonitor for received nessages and

d then noves to step 550 (node B) t | t
“éggﬁ/ l;gs%sages. 5 From step 550 (node B), thgcﬁ@$hgﬁmm”n
noves to step 652 when a nessage is received by the
LHA 130. In step 652, the first node (LHA) 130 is

opeRgfufifing @ sEpt DUNThe enctiiR AOGERSS totep JRSErOMe LA 130 is operated
originator of the received nessage. If the originator

to masitartier reest ddnessesss amdthe pREARY theavegies §5H5P 3 o4, @) to await such
meg&%&;od noves to step 654 where the LHA 130 is operated

8510 det er ni ne processi ng based on the type of flee

recei ved nessage fromthe RHA 120. If the nessage is

an address _del egati on nessage (event 655, e

T00FomnesD 570 @oapBye: FHECT Diyes1a0p 6 L pbrht Beswas Srertied by
SR 7 R B OO0 2R3 PGB ES el il e processing

baged dn eseSoriimit@ i eiet recpvesitmabage, If Nexdiriginator stae thetb8ondt rioee 120
LHA 130 s operated to store a_forwardin ent6y for %

(REA) (yantdd 3 hihan hednethodyBOoVRs &SR0 Vise thﬁ:ﬁ%tlé jspperated to
b ot i by c

e B L e R Rk P RO 12 e

meif@e istahatdesuddl@atidhmedshife (8t 655, ehpe me@sagedONpidien k2Pep 656 the

Lot T4 st ot ke audna fiman intyaGn Wil Sappa noce 120

if | hdd | pharagt NeR, ARtdp38! thy LHA 130
(RIRY, IS RAS B acoo AR darf pssifnflnt BRI NOM, ARtepa) b

is ahovatsittp et & frirerfdageentfy forredeldaated 3ddress to be asoddd djyeas patkets

. is.then associated. wth the VPN 20 coupl.ing 150 t.0

inc s G RRREoT St g Pkl o S SaE Klengr aRimg He g ) 120,

thrb?hoarVPNi 180, thitSolgles @t LIH2AS30 oM LEortidiode RAT KEHA @Y fofwvarding
address, the nultiplexing identifier, and the

entdpopionalépimeludimgerfiraicto vinglesa infesfiece iplentifier Andaneppsesam Vibhkinterface

. LHA 130, i operated tp undertake i nt. .. of . .

iR AR b B JOASr SRR AR TRk aseipsganin

dowedarestinteHade dTaise WEAN 3064 eicviedd pacaphit hen abdobiattdrnatethe VPN
140, and that matches the category and the constraints

cogpfling A 80 iethe sreoad nededREEY). 1 2fekia the sprgdfopwardigg eptrp sormation, using
At HA 13 i . AESS:
o 0P Py B ARG A 2 Ul G IRRERER peconmryrom

int&facadibnaficr. Nektdgateh 667 shal. HA 1SY icdpecnddztatuindertaire assigenent of a
(event 6592, e.g., messa&rg 169, received fromthe RHA
delegated adqeass forany QUESHNGEIE address aspenment requeyt dhah hagbees reseiypd from the
. [ LAt
ifgRcl SEF B AE S HIEREORERL LAR ShR B Rfg0®s Vet
in th86tewy 6@ (mode Bf), the EHRHB0LAits funihbr messzgesi on state to
ensure they are equivalent. Next, the nethod noves to
step 550 (node B) to await further nessages. 21

Returning to step 654, if the message is alternatively an address delegation state
synchronization message (event 659), e.g., message 169, received from the RHA 120, then in
step 660 the LHA 130 is operated to store the received RHA 120 synchronization state from the
RHA 120, and to verify it by comparing it to the LHA 130 version of the RHA 120
synchronization state to ensure they are equivalent. Next, the method moves to step 550 (node

B) to await further messages.
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WD 2006/ 020738 PCT/ US2005/ 028481 Returning to step
652, if the received nessage is alternatively received
fromthe third node 140 (MN) (event 669), then

v@ggﬁg@%Q& proceeds via connecting node C 560P§£@§%ﬁgﬂgﬂﬂ

n~"step 670 the LHA 130 is operated to

progcessi ng bas ap. the type of the received . -

P r oRERAtER SR SRdb e A PR Fefregt B E o A orEE e thenind
nodi€l48 r(m\r)ezé*vehps@z, Beh GbeHiRS %r&e@ﬁ&ﬁd}d@ﬂﬁé&inﬁ QEEESI560 to step 670. In

nmessage (event 671, e.g., nessage 800), then at step

ste@ ) the REIA KO i3 8perated togaterainecpreessdeg kased pe ety Qffile received

i ident Lf a1 Preluding y .

megpe oyt gefb bt Hih AGaP T 2an e R SaCRRARGS e gn pldres

assEhRhRhi Rt HONIRId e Rnt BNE e%o RRdsEhgh @60, ihikh er stéei2, ey A @30 is
e

assigned to said third node 140. Next, at step 673, the
opdriied xBegminekzon Heglomainidentifien]4lsinclyding inspid pgesage a category of

unassi.gned addre [ ai 0y r f. .
ool RSO AL D e P B D BE B el gonines
ma{l8t eéstin@th Lt BEanYde t41eNeparsahicon, the DEREIR) dhecistitepee if there is

74. In step 674 an assignment constraint that is ,
at lgast oies] uneesigner wAdress in seid delerRipekcatespey dF (heres geleast Apgagssigned
d.the ' 6 ' t '
00! o SR BB RSBy U U

ass?ﬁlﬁieﬂmﬂfaintrtﬁﬂlﬂﬁ&%odﬁﬁ&sagﬁ sai @ deeroongiraesgotyois bermined, and then,
eterm ned assi gnnent constraints.

. I t 677, .. .
in sg,@a@&g the propgrtise ggg@ tlg;g.ls%qgle éﬂomqt}fgp ggt?onﬁ.ﬁ.y ngg.ldga &t e @ssignment
re ﬁ%sfr‘j %Qﬁg@ & Al Blthe Btetfined Bés%meh@ﬁnstréiflts .aRtsgeé 667; operation

ressdssi gnment constraint i1s Satisfied in ste 7
procéezin baged oatwhethepoooe ol sddress atsegnEnBconkmaintsis egisiz® Nexhéf an
LHA 130 is operated to_assign det ermi ned previ,ous
addipss SET.EHRRt NSRS sasfiRdin 60 614, emeperation Iroceaty t@r*h%r?é 8. In

fy i ' FASViddR8y drhikdishea@daress to
sich §75. W EHAARURCHJ R LR e! Al BIRATASIEAG drblbfighelatthess to he

thirlaside 140 tadeterasise thadirst dewhocamiinarfafe toweds thertbirdioetls 1#4end then

to %@w%?ﬁﬁ?ﬁfﬁ%ﬁ@%ma SO%ifi%‘tée%&‘fg a?%ﬁfﬁ?@ee@é%oﬁvg% Elgeert\g/g%ode 140 in
the:chﬁﬁ n8@q6 ﬁ&teﬁaﬂe Wit VRN \Gi@LRE VPR (bR HRYRAES bétheeid ddidfnined

rom whi c e now assigned address was del egat ed.
doWhitsaiPNefarewar diengPX nowpling 4 59 eevardscbs RHRekROffsym which the now

for i ng of C S W a_source address. t ' o
o SRS S BREK S e 5 REBCE AR s o
padRWRs ERMtdentaiciaag is Ne¥diated With HRIRISAA20 thet dudil didfle i s
operated to transmt an address assignment response

dowesiragdntedags. Nexteisiapeds00be LHAMEI0ds opdsetcq i) trapsmide agdigss

indi cating said 25 _assi i: I, L .
B oA s B 2P A8 caing i
assighell Welreg, daitbaddiddb edsipabientteigoate rassapeifaties opaoiadiysncluding the
~including the source address of the thi r(lgjmro e 148 |t h
infprreatiomiat 4s0ciatehpacketa NSHIGHRS BHSQUES 2Jdress Ohiie ﬁ’pﬂdés? %EAO with the

| ] id 0¥ d AYRIFePanli Mf%Slayedor IP add
L
at thel @A fuck s tha firstrdowabtreainriotgiface idenifiief, iaemrtual cir¢iat identifiepat the

conbi nation of simlar such identifiers. The h

Ll—]taﬁh%rna ¢Ompqipation of sigyl sué:géde(lﬁlgfa‘é. em%la)dftgerb{%qr{ls {Eﬁs&etpﬁ'bgp (node B)
to APSBRGRS mésdgesNi ng to step 673, if there is not at

| east one unassi gned address in said determ ned

category, then operation proceeds to step 675.

Ret ﬁ%&'mqgg {ooste%tc%, 1? {ere fsfno{ Q?ea@td&l% %ﬁzf‘ss%ﬂécjl SAHYER in said determined

category, then operation proceeds to step 675. Returning to step 677, if the address assignment

constraint is not satisfied, then processing again moves to step 675. In either case, step 675
22
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constraint is not satisfied, then processing again
noves to step 675. In either case, step 675 22 WO
2006/ 020738 PCT/ 11 S2005/ 028481 determ nes whet her the

RHA supports address del egation triggered by _an
Wa%%”“@?‘ﬁ%g’ﬁ failure. If the RHA 120 does supBST’FSZOO‘/OZS‘*Sl

t th t
et e s AHPDES P JE B AP R ett S S Ay enment
failhf2. ke RHA 132%Qioeé ﬁfﬂ;g&@tﬂgggreh RElePAH 18n0fn stdg D3, the LHA 130 is

assignment failure So that one or nore appropriate
opeamictt BssEd arrmidretse ddleg@@atrmest Hmamge to the REBA { M inRlipeting the nature of

does not por eIe n then
theig o Rb R D30 8 BpaPBr paeC ueRshur ot RASHY Hoverer i
the'?&ﬂ@l%eé"h&@uﬁibrﬂ% bAENBNEgali6h thedlin s@PE79,hBe LHA 188Qs biserated to
opt i onal oper ate “to send an address del egatl on

responidde ﬁatthmd]nazq@dldﬂewm@agenm@t sefusahpad figd-HA 080 is aptimppdly

The 120 an Ihe Qse ate
opcieH oo B LT SR RoP oI HLOR ol e R 1 5 MR, o Reta
120. 9y Rﬁ@dlﬂﬁéaﬁgl@énkhéﬂﬂ toatlebitHdithal Aidiegds@bsome future time to the
constraints. The method then 10 returns to step 550

LHANGfeofB)e taquinedéatcgory aifanatphing dig dulicarask apnsiraigs + Shemathod then

t ely determned to be a
leu}ne%lOSee@tstég%dmr{f}%&%%g\g%g{ur{hmeﬁl‘%g%xtunnel ed packet from
the access node 124 to the LHA 130, e.g., rressage 1400)

including a data packet fromthe third node 140 g ,
wi t Retirning e stepAdBrib s massage isvdlengbiely Aeemging o) er?era irected data

pac%dtgf %? é \}15\“1[% egg%?cegfljﬁg%ﬁl% ?&esfss tnggé g%ﬂ Fiﬂs{}fﬁﬁ%o gl Hl%ss'a!?!éAMOO)

incRidBizat &ch paokeldiod thenigrd tule UPG (o g%amth/?hbmm gidfae Ehat hnatudes the
Is associated w.th the VPN coupling

assignedadeess grt Wae Aelarated from His Ribe 7V Efhe igl{f*r LD dieana). then
stelg g%if e L%R Iq%? 53 Gt 18 YefeARind ﬂ'feah &?&K?VPW ihRrihdanRiassociated

sal tlon opt 1 onal Including a
withithet VPN esupiggi ld@frorh irformafios mahslbd gathre Y4ebl vedieadirefte@ dath packet

thagégéfgét%tga' i DR iR REEb 1Ak Thiotm EfomyeRand By ipgloqine
muﬂté)@c?% ffi%} etugstgc%ﬁleVPN RgendfieiQENMiALANY t§TOPK fbﬂv@&nv entry

ald received data packet from stored
that mfasnomated@nth tthbIA 820z tew, trrstepHEB4dibe &HA h@bllsvaated to detenmne a

f orwar f
forp b etk torRaR AR e e AL R i o
ass@ﬁﬁt@@ﬁvﬂh%é‘ QAR AN ftﬁ@l&rdﬁﬂ'g%try SN&ASS a Bdrwdrdfeeteck is to be
that the source address of the data packet has a source

perfmiheéghen inatepkds, the LEgatds operitedin neHons edemrding eheck that is one

h h d '
of %&I&'{% éf}%g}}f t?gfafte atd%r%%s (ffﬁlie[ (?a?zh}gacgétgé gc%%%%e %ggeﬁ?ﬁﬁhglgse&ielegatcd
froRaROsdcBEEhORAR A MY NBat¢odt k&G Ee 4ddE3¢ h@beb®aBignsd b tiRLHA 130,

one of the corréct FA CoA or MN CCoA in the redirected
andythatche reéemt@cbpa&&@irh@g Beengpeeived fom he gp1arch acaljon (egapyfh as one of the

cor 58 (O JFURACOR 0L ks BSR4 PO corinac

said mcstﬁcﬁlpbeﬁ&&,omett if 8 m:wdhes tineﬂm:anﬁbﬂaé fortthmaa‘sxgnv@ﬁdﬂrﬂg in the LHA
h f f th j

13(g ﬁgék 1r? geé éé%&?}%f%ug%g‘??%%?% eFfP %a g c]:,xei%g §t{3% %gégguwessful

If tﬂ@fo?&/ﬁﬁm@%@eclm ShRedshE, oﬂeﬁlﬁoﬁﬁ&céaﬁs ORRT ﬁélﬁ@BStt@ sfe@%%fﬂhele the

he data packet, e.g., nessage 1300, that was incl uded
LHAnl&Oheoperated to forward the data packet, e.g., message 1300, that was included in the

received redirected data packet, e.g., message 1400, and recovered, for example, by a tunnel
decapsulation process, to the determined upstream VPN interface of the VPN coupling 150

towards the RHA 120 that delegated the source address of the data packet to the LHA 130, e.g.,
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received redirected data packet, e.g., nmessage 1400,
and recovered, for exanple, by a tunnel decapsul ation
process, to the determ ned upstream VPN i nterface of

[ 150 d he RHA 120 th
V@Zﬁ@égﬁggpgﬁelggurce aggrg;sso¥ She dat a p;cségﬂﬁgmﬁﬂQMSI
. LEA 1 . 6/020738 PCELLU /
in rmésgasggégoq gggle f? (ﬁigg glgr \(Ngrasd?% SuCCﬁS%}— 1, %Qg%n%%&%gcﬂs ﬂ-cﬂn step 688

to s&gc@ﬁs $f stbp 690 SHeAdat-OihcRdt %Ccﬁﬁd&ieﬁ I'ove méteed 88 movves Borepither step
In ste 692 the data packet is discarded. The

69mmsmc69eh@ﬂem6§xé@oﬂ¢ Bhivbere H@rLI% 430 agots fyrtharasssass t o
step 550 (node B) where the LHA 130 awaits further
nmessages. 5 Figure 7 illustrates an exenpl ary address

del Egadki7aNudRgs ag exdfiflardyadaessatetbgaten mesrsmgetm in pea@sdante with the
i nvention. Message 700 may be an exenp

preseapinagitnaliesiqgd0thmnay bgyel %@pwy mpwmatlop of messAge 4| of Figure

1. @%%p?a;% i&%ﬁ%sg%@fe%zg% nJR85R990d glglgdg&gﬁgggﬁgeéﬁé 9BOCIRRTd and 764

Mek¥dée EﬁEMII 1fr1bladessth@RHA81démﬂ1es ouch ae theRoadel [Eéa;cklrcsfs ofmssxag@at the
at t

| st messa)gaS ﬁﬁrt 764 inclu A ¢
RHEAqwhitst meéﬁagga@h%f’smﬁlﬁé%d binddensiticentigh as edlﬁstmtlon ress 0
S SREE RAfdhr Z?t% { @%le'ﬁ @eledited to th
paCR%gr esazd%[ﬁwﬁig\sl\%el r%%%&%glt ed to thee AR an gmgggeeo °
LHpamt mesSage phit G6Rbptioniathg inalhdss arassigsmen nmmm amm agmlaﬁed thth the
associated with the . del egated addr.es such as the
delegatrideaddress s WS yNAddpsS GAIGRODEOTA SFE4Ce HiS§ur e 8
illustrates an exenpl ary address assi gnnent request
message 800 in accordance 15 with the present
i nvBigtied@nlludvzis ag ex@oplanymyldiges @ﬂg@)&@rmd:cmsgt message 800 in accordance

t at 1
ity e SR Meo v R s Sy Faciea TRy disiges 163 of
Flgﬁx%flt $x88plarBRiliress 88AnnBRGeqB8ineBid BB bnclidRs aRER @gmts 865, 861,

865 Includes an identifier for the third node 140 such
86?a§63,t8|6é M%édwa@dgw 865 @d@ﬁ@t@ idendifiet foe thetthirdnordsdldO such as
sa . i
ne 01 Wb e BSOS 35 Pk L WP Ao O B8 o1

idehdifer sMISHABEIRBAItI0BGAdEE Jf pedetaswadSIOREIA. IMéﬁ’shga‘paﬁrS(ﬁl
141 of the third node 140 that is used to associ ate

inchudps aideraaie identiierqiddl (f thedhiskrasisd 48 dif BIsehlg MeAihthe @bzrd node 140
even d
i USG5 By B PRI AORFUL OOy o
103 Meestdpe et 862 enchdiBs dmhapttionsl puseety bdthg vhictenodaddo eles is used to guide
assi gnnent, and whi ch for_ exanple cquld be an add

addsess agpesnynest, and sihighrfaiexampleicoald bejag sddresgraieggy %a‘*ﬂﬁa@sﬁsmwe
claésnﬁeyﬁgé 88’9?@@9&1‘38 Ian 20% ét%l %fo?%enoldﬁ fcﬁgﬂl&f‘ww@lﬁ £ e&&’xﬁgle could be the

exanp e CCoA or even ohe or
FArGo/g tKeRSCoAor evenaine sr msedGPDcdardioemusee matmackaﬂoxtehmnt of the third

MR AT T XL e -
the EIfy 3w Wioh %blﬁ(!f‘@éjinglu@@d inedikeRd dbtd phE&ts'BGhR ThJBHA can associate

packets so that the LHA can aSSOCIate packets

packets cantaining thhassigned arfvecss with theesRHAithé delegated-fhat avigress to the LHA.
del egated that address to the LHA. 30 Figure 9 shows an
exenpl ary address assi gnnment response nessage 900 in

ac CRigaRMCHowiah BxdntiBarp hedGedttasdifiadit rdponsbarsage 990M aweyrdance
be an exenplary representation of nmessage 164

of
with the present invention. Message 900 may be an exemplary r presentatlon of message 164 of
Figure 1. Exemplary address assignment response message 900 includes message parts 963, 965,

961, and 962. Message part 963 includes an LHA identifier such as the source address of

packets from the LHA, whilst message part 965 includes a third node identifier such as the
24
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Figure 1. Exenplary address assignnment response nessage
900 i ncl udes nessage parts 963, 965, 961, and 962.
Message part 963 includes an LHA identifier such as the
ogrgg@address of packets fromthe LHA, whil st nessgge
V%ﬁ(P/ 5% ncludes a third node identifier suffTAS240p{g78481

desHpPRAATER YRR <V BURPRUTT S B FHe o Ciledssgr

assipA¢d ad@fels WAt PR 962 mcludssigsptidnadaliesisxing ideatifigrardm BBLHA that
I'ncludes an optional nultiplexing identifier fromthe

shonldAe tirpededdmendiracterbpackets iRveadsi the EEA sodbatdle isdiegessdspacket can be

t owar d h sq._1 hat ' .
s BT R B IR B B 0 R s
in pRAG1 hadhe deie gathe dhiliieassidenittr a6tiisebsend then thaLHA%Gdntifier in
tothe LHA, If the multiplexing identifier 962 is
parte¥3anusedigidentifyshe MRNifaevarding ety 4§ theddlf. 963 is used to
identify the VPN forwarding entry at the LHA. Figure 10
illustrates an exenpl ary address assignnment information
updagere 10 $ihageted A eniplara addesd astgnmdnt mfodneatipn epdatd message 1000

i nvention. Message 1000 nmay be an_ exenpl ary L
in aeeqsdanse Hithithopregsht inyentipas %agiééo%maggﬁﬁn greplary representation of
. o . R :
eGSR 001 B B SOERC RER y dai gasags oo
incll@&dmesaayd phet6 306 IVRE6R §863)a066, 106 andbdaddMEssuge paut 1064 includes an

Lyt et A B30t O 1608

' it s LARPIA {iLls {30y AE5h bSO packets toward
e T R0 (et St 0 g v
the RFTA. Message pagt| 1066 afcludbea detegfibedelegithdeddresd with whichtihe

. .the 15 ipformati qn updat ssage i S oci.ated,. an

IS R N S e e T

del A8 greSLRGOEY MRS & 106 ihcld@R4 thik€ hatagerifehinachas been
node i1 dentifier that has been assigned the del egated

assigdell the Selapattdbaddmss shiys npressage pad S0@pentionally pciuges tg@lbﬁatlon of the
.the . lpcation of the third node 140. 20 Figure 11

m“pppﬁ%?ﬁhtes an exenpl ary address del egation information
updat e nessage 1100 in accordance with the present

i nvention. Message 1100 nag be an exenplary,
r eprigee il alusgntep fn expmpley addres deleg#tjogupiormatiquapslaiganessage 1100

o S T R i g e AP o

meds@ge BRATIHgir€ ANMessagh €1000u¢laées nadshge partof 160atlet $163; 0164, and
the LHA, and nessage part 1162 includes a RHA

1165¢ dfaspage partd e hinghideselHA idendifienwhich forsuappls sagpe the source

8 i . lh
AR IR 00 5RO BPCIAS 00 Bk o e
destiegidagddredbstpagetsawhrdl fieRHAdVIesbgsparthid 68 wptierallgfincludes a
unal | ocat ed addressg%tat the LHA that a

' h
categRpefardgrestes BpEe DOy Bin FOWRT VITERRE PAE et 3@?%%5%@&%% of
una'ri]lgﬁt)%dréyge% SPGR 1RBL thalb™h AL EAE % bV §drd/1163%in8 Hftch HaR€ been

11
er of allocated addresses at the LHA that are in
del¢gatedbattegBHN. desprage parl 168 atarhatikily indivates theemmbge pbakocatgd

o AR e SRS P Pl SRSy e

RHA. If message part 1163 is not included, then the address delegation information update

message 1100 is associated with each of the addresses that have been delegated from the RHA to

the LHA.
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nmessage 1100 is associated with each of the addresses
t hat have been delegated fromthe RHA to the LHA 25
WO 2006/ 020738 PCT/ US200S/ 028481 Figure 12 illustrates

ary address del egation state synchronization
‘ﬂ@é@éggp§%oo in accordance with the present FhRVEREI0Y8481

Mess. 200 b | :
rosaage Lottty br S BHER e AR PRE R BB pesee
1200V 18 € oS MBI WRR tEArER Rt inPRESAMes2R0 200 elay de on eREBH S

parts 1261, 1262, 1263, 1264, 1265, 1266, 1267, and o
replea@Bation alwessage 1pApt Figes . iExemplaasaddrassielegpiinn safeeynchronization

mth or ,exanpl e ca h o} e d S C

ol P R G R BADD AP RS A RSP, PRt o

Mek@@abart | 891 ia¢ladesas HA ededgSér wiath fonexagjde emsbeatie pacdeetdgress of
towards the RHA. Message part 1263 indjicates a restﬁré L

packptrogt the h&LA, and mapsapa parh 02 inchsles 3 fdiA i@ﬁ%ﬁwu@r as the destination

|t 6Fnat | SR oL .

o PHSBE PR g S8 80190 g Mkt e Lia

whil&ert 61126LEj h&litRirAlY ﬁr ﬁl&heitiném éndidates helutdtan lhmse $e last restart at the
restarted since the |ast state synch | zat i )

LHge Slsagres pas | 2036800n iresu st AF LA Rrsrarmineoh e d-Hpe nes

. : {

P L SR R R0 s sy

infomfacionat beased for stae syachpamieadionh besyeac Hedul & and the RiAtier the state at

the RHA iated with the LHA to id i fy
heiid i GRS AT £8D° SO VDML LA L BraA
assgagtgﬁ) gv)}tfl?lﬁéilﬁﬁ% idRg nRefd 8 nd 28Rer shABomAe, 38 Bt &féheous

use e LHA to request 15 equival ent infornmation
LHA oare tirebeRiepaifedr Mebsagdpiatsr1@ss,d267 mdi68racsssgd by therldiln dmrequest

co oS Mo R P B W ] e T Lo ana oz
sych%gfzﬁﬁ‘&ﬂ Qhte $eNhPRHUSRAe %&;ﬁé&ﬁbcﬁy.gwaeﬁ R&lrdd toee LHA, REHA

“and to determ ne when the LHA and RHA have different
infermatihn oami beatsed to dettert & restart of e REUA agd i detesprinehulpen the LHA and

rroneous state can be ' .

roff BRSPS s e FECBE0R050 g con e
repafié@r mMation that pertains to nultiple del egated

addresses, multiple address categories, nultiple

aﬁsigned addresses, nultiple end nodes such as the

t hi . ' i . . . ST _

o 105 P25 T b BB P8R B fromaon
per€AESth fnﬂjlﬁ@}ﬁ deleghital adddstds pheltiplenddreandargbriesn msittgll eas@igned

entries. This aggregation of inforpation may . he useful .
addresspspEudteple el Ragensuch Abthethighnade éégag%léuﬁs él%%@ﬁxmwemlfm’
1 30 g ] Lo, P s
entties Qhiskggdreigatidneofimfonfation diayeetusefnl tofreducel dtedotpbaka@mt of messages

usi n tunnel sul at i b ither the MN,1
el e Dbt SRS S T IR AL b5 Rl
will be clear to those skilled in the art that packet

redirection can be acconplished by using
Whilst the invention has been described in terms of redirection of a data packet using a

tunnel encapsulation between either the MN 140 or the access node 124 and the first node 130, it
will be clear to those skilled in the art that packet redirection can be accomplished by using
additional headers such as destination and routing headers in IPv6 (Internet Protocol version 6)
and by using link-layer identifiers such as in MPLS (MultiProtocol Label Switching) or ATM

(Asynchronous Transfer Mode). In addition, the invention has been described in terms of

multiple new messages although the features of those messages can be provided by extensions to
26
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addi ti onal headers such as destination and routing
headers in IPv6 (I nternet Protocol version 6) and by
using link-layer identifiers such as in MPLS

| tocol Label Switching) or ATM (Asy u
v‘%(?/gdr(l)é/iﬁ)g’?%l\/bde). I'n addition, the invention hg?ﬂ@ggﬁa/ﬁ’zmm

d ibed int f j
exigig orssees en b onhses Rl SR R ERPARO B e s
trafBe& Erg%i‘);?éeﬁﬂ§ meSsads, WM Q1002 NMBbi RAP/mMEBANY MO2348 1
i

exi ng nessages such as extensions to RSVP (Resource
Reservation Protocol) and MPLS traffic engineering

messages, and_extensi ons . ' hard disk
o oBgaEs e dthel Reahiat € Pl FabdTRRbi dhch ao g hord sk

mef834RRIRr KBHigt M Gach Apllactidanebit Bkatedasrmumtriy said nichiae readable
st 0rage devi Ce as a collection of bjts |ocated

as._a
medinint Figldsswiitlin seid messagescaaabs %Ol‘e@réﬁjardlﬁ?ffmﬁe@loégltwnt the pforage

aid ssages . adj . i k Brored
I’l’letif:‘lHIél. %\?%Fayéggenﬁ@g%/du%% cﬁ/é‘ngrgug%ggﬁ érggdé:?lgt%g% @%&e?ﬁve%&?m Rrored,
e.g.S RPIRCA T Buffdls ariarodenarmuy hngflémeritedvasrt physicalmeachine readable
stored, e.g., tenporarily, in buffer nd/ or .otEerh cal
megipmoised forire Hernesaagss STty Ry SRadales ey RISAOC SR the Physica

2di u store the nessage. Software nodul es may
ma@ﬁ%eole%%%t%g?%%yi n the physical 10 nmachi ne readabl e

menory. | n various enbodi nents nodes descri bed herein

o o 00 1AL, oS 3,10, AR Do

moHﬁlgsSt%SJterfbHH Balstpg co1fré%g?n BRhE or SbANA s EfeSre@nt invention, for
nmessage g or

eneration an ransm ssion steps. Thus, in
ex B sighalquinesting niessaga gerewsion ead/or tanswission stops.e S in some

emlia%r%gfgg ?g}fﬂ%ré Ee@hang%g A qp %g@gﬂvgﬁpgoagqﬁlg}%m% e%gursin;org&du?e%. Such
mofABDHRAbE RpIOheROd bR Sr9Ae, hitak et 8 cokbimyiar oftdoftware and

ove descri bed nmet hods or nethod steps can be ,
harilwpleeMiny efthe sbovg desraibbd methesteeruneindsigps sar be implggented using

such as saoftware, included.in a. ' e
e S3u G R o E T PR TR
as § Re@BRL de9ce 2e. TARAMIFlopBy Bisk, e@e RedoAtrolhpetee, 2Q., gompaitparpose

with or without additional hardware, to inpl .erren% al |
corpputgrovith emithoit additicigblesdwarade fpplerenadlRs gartiogs gt the pppve

ong or e_nodes. i pgl ' :
cesgiie Rofsng Bt Qi FERGF Poltp oo acRELUELARES; Ut PRsen
inveRsinudiraed diangaciBehtaable xediinahk dingshachokieaesitableginstructions

causi ng a machine, e.g., processor _dand associ at ed fth
forlsawsings machies, p&r PERCTORRARAsSFHc N3FdWaRe 10 BEIEQE e oF fpre of the

..abagve- 1l ). 25 Nunerous additional
bteesa?itgﬁg%ﬁg dggr%%?ﬁ‘gﬁ%r@tg%gs and apparatus of the present
i nvention described above will be apparent to those

skilled jn the arf .in view of tge a{%o e descrijptien_ of

The | nvollbpeRs SiPpLYTaEPThRS i Bern i BRGP S PL AR ffsent
invehdi M &s&ﬁiﬁd?ﬁ&%ewiﬂfbetabﬁaredt'iW@lBEd_ Rilled Th@eRt iR otk @be above

apparatus of the present invention may be, and in
deseapii@ud the invention. Such variations are to be considered within the scope of the
invention. The methods and apparatus of the present invention may be, and in various
embodiments are, used with CDMA, orthogonal frequency division multiplexing (OFDM), or
various other types of communications techniques which may be used to provide wireless

communications links between access nodes and mobile nodes. In some embodiments the

access nodes are implemented as base stations which establish communications links with

mobile nodes using OFDM and/or CDMA. In various embodiments the mobile nodes are
27




30 enbodi nents are, used with CDVA, orthogona
frequency division nmultiplexing (OFDM, or various
ot her types of comunications techni ques which may be

vH§ﬁgw&ﬁ:&rOV|de W rel ess comruni cations Iin ﬁ%ﬁ%@ygﬁ@“"

access nodes and nDblle nodes. |In sone enbodi

ccess, node | enent e s base.s

R BrOC DR T SrER P KB AT By 10 ok Bl dovices

in Wr&:@Weﬁfra&%r chiBui¥ednkd QdtSc SHRQQbIERE Jot 1h@1ménulng the methods
nodés are 27 WO 2006/ 020738 PCT/ US2005/ 028481

of therplesambintventics not ebook conputers, personal data
assi stants (PDAs), or other portable devices including
receiver/transmtter circuits and | ogic and/or
routines, for inplenmenting the nethods of the present
invention. 28 What is clainmed is: 1. A communi cations
nmet hod for use in a systemincluding a first and a
second node and a third node, said first and second
nodes being located in a first addressing domai n and
being directly coupled by an access link, said first
node enpl oying a first home address that includes an
address prefix corresponding to an addressi ng donai n
of the third node, said prefix being included in a
routing advertisenent that is transmtted by the third
node, said routing advertisenent being associated with
a routing systemof said addressing donain of the third
node, said second node storing within a routing table
a first set of stored information that associates a
first link-layer identifier and a second |ink-Iayer
identifier with a third node identifier, said first
link ayer identifier wuniquely identifying the first
node anongst all other nodes directly coupled to the
second node, the nethod conprising: operating the
second node to receive a link-layer frame fromthe
first node, said |link-layer frame including a first
packet portion and said first and said second
link-1ayer identifiers; operating said second node to
use said first and second |ink-layer identifiers
included in said received |link-layer frame, to
identify fromsaid first set of stored information,
forwarding information for a received packet that
i ncl udes said received first packet portion, said
forwarding information including at |east said third
node identifier and an upstream node address; operating
the second node to generate a first redirecting packet
i ncl udi ng header information obtained fromthe
recei ved packet portion and said identified third node
identifier; and operating the second node to transmt
said first redirecting packet towards an upstream node
identified by said upstream node address. 2. The nethod
of claiml wherein the first node is a nobile node, the
second node is a MP




Foreign Agent, the third node is a MP Honme Agent, the
addressing donmain of the third node is included in the
first addressing donain, the third node identifier

i ncl udes the address of the third node, and the first
r. rectin acket is transmtted towards the third
‘ggﬁ é? 7ﬂgpnethod of claiml wherein the third node
identifier includes information that is included in

ne of the first a cond |ink-1 ent i
The ot frptisicbtin PR B s b Fhes PSRy & Ehitpode anda
|tih1fdiktohe’;1gzﬁd ﬁﬂs%ﬂ&dcﬁﬁcﬁfoﬂTs&Eﬁg locaidd ih ayist adgigd;dfg@Sﬁaﬁ aidibetrly directly
are as one o t ast ce address, ..
GaGustTen s ot g P moBE BTG Gt s ot s addrss
| P8R Icorkds iBing B an ki@ esiBE BahiOHf 16 thitdRode, Wheprefinbeiganddtied @ a
node |dent|f|er incl udes |nfohqftion hat %gentifie

PP RB SSRGS el RETBed en h R9, GL OURg ogVerggent being

nBdobiRed Rith £1o8HinP skstenbiBhi@laddréskigg ddniasi of R GErd &, SaiGREMAG0de
hone address that includes an. address Egefi
SHFPR YR A raygng ablan it Afisierrd infopatiwdiyt ifiFst fipk-layer

S@hnffidr Bhd £heBRd Bnk-2drGeRifRk vith P&iirddodelideatifibel Q6ld Fifst Bnk layer 1dent1ﬁer
routi ng advertisenment that is transnitted b%esaid thir

regeely s_litiﬁymg)tiiﬁ firspnodeigaenest el AFnodes direrdy exe iOéPeetﬁC%idflﬁde the
GndiRukh stem of said additional addressing domai n

of the t node, said first set of
i nf or naa@ram theysgeong godedeisesiveiadiak-tyerdiamg frpinﬁ%etﬁr%madeseedo'mi layer

| et 1r{cﬁM§1§ alff ?@B&cké‘t Ip6tiSn arldR&l AEt g sAd Skahahigk ta@érﬁ&nﬂﬁ’&iﬁ
identifier; sald first set of stored infornmatijon

i ncl ud]pﬁrgtll‘géplé secardypde toaxaqﬁa@ggst éxppose%fi IIIH%IPYF@ 1dﬁ§tg’§rst16cluded in said

redreifi@d ﬂtmgﬁzk fhrite, kd B fRiSh R (st S8 CPAGte AiHRFRSIS, fdtwarll
met hod of claim | wherein the first node has a secon

Hefrenagiepitons eoeivedipackeldbad HElUARSITRY reaRtRddes Packed poripR sgid Egwarding

aRoRBEELHSuRREL 1045GRE HE RORAiAS e BndiAlRpAdshh RSB lallGess;
domain of the third node, said prefix being i ncl ude

in a rqggpthggheaqgg@d ppc@é@@eﬁgraq_e @ &ifst {egqucp%i;he{ p@adiﬁg,heg%ﬁr gpformation

tdatalndd RO e r&RivEH patioyd E)drﬂgt A6 VA bbrtiasehkd IKB% {¥@ntifier; and
associated wth a routing system of said dreSS|n

domai rPperRtingrae sepng aoderi@tﬂesmg BATE TPAECtigg pacht @R upstream node
,a&gﬁ&ﬁggggutﬁ@&nh@ﬁ@@ﬁag|fied by said first and second
l'ink-1ayer i1dentifiers including first and second

forwarding information entries, the first forwarding

inf or Nk inRiho8 BE diMmi 1RHerEH tﬂ@ﬁr@t%ms 8l inB8l1einBdOtheBdcbiMotiOf a MIP
said first home address, said second forwardin

i Boreimrfegentothe Bird modei e Mifikiere Agspinde aiciﬁ?jswﬁoaiawatf%&rih"fddiode is

SAdded RGN EHsthQiBssAg 6 RS theBhirdHage FBHiRGAnDIdesth@bdiveés of the third
wherein the third node identifier that is included in

triede, pndthe ﬁrstre«ilwatirtgipﬁ@(eemrwmiﬁgd ererdethe Rird pedsm a third
node identifier that is incIuded in the second

formarding net hod of ¢ (é erej
step oF edﬁé\"éf)f qi?gméaifareglé%thwd tﬂs‘aéiett@eueg] &l ri"Ptiogtthat £

3RGude$ BCRE BF thé 1k dnd¥R6nd 18R Mybf ii@kiSers.ncl uded i n said
received link-layer frame, to identify fromsaid first

set of stored information includes: selecting the

f4 rst fiRmwaod baiinf WRdBA the Arseahld lsdcoddIRIR IdyBiEidénBifi@rk ¥ tink layer

first packet portion
addresses which are used as one of at least a source address, destination address or connection

address in a link layer frame.

5. The method of claim 1 wherein the third node identifier includes information that identifies

an addressing domain of the third node.
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includes the first honme address; and selecting the
second forwarding information entry when the received
first packet portion includes the second horme address.
10. The nmethod of claim7, wherein said first

forwardi ng i nformation entry further includes a first
thi r d The ARthpdgietaim dererein e firstigdesias ysesand dnme Ak epmihefiineides an

aaér@sr Ngﬁhk BdtreSidhdidg foRR h&&teoaal@dcﬁ%%@s%ntam Jfehid thir@Kode B¥RIprefix being
erein said received link [ ayer frane further

urpf@tdedj@@ repting edverigenentihat i apgkttadRy eaid thirdjagtlej pidaputing pyertisement

W@ﬁé sbLididaGvidlG Btk S}@Qﬁrﬁgdlﬁﬂldﬁlaﬁa@ 2 RIRSORhoRRRASf e tth’rﬁ %ode said
sald first and second |ink-layer identifiers included

ifimst sed pbistoredcinforreation thatds idanpidied by Sawle’lrst ansl seepad Hpk-layer idgpfifiers

%I?CI]LQI r{g %le%ﬁxtd fngﬁe 1§Jn?ﬁ§dsald Jﬂ!t O mdrmnfoﬂﬁtﬂg &t mcludmg sald second
selecting'the first forwarding information entry

taidress encbnol baingt uséd-td farivarid packisteincludingsaidispdont adgegsc hes t h e

first third link layer identifier; and 30 selecting the
second forwarding information entry when the received

t7hi r d The miethod efycéaim il cbereinftiieefirst mededihessseedné heracasidusy, #idrsgoond home

V\ﬂ SS lth%y(ﬁglu{ifg (aa’xp%fd €SS réﬁxJCérrenggh%mgF tpﬁée%id{%%ﬁm%gﬁtﬁlgfgéf t|h§ third node,

daifl taefue be¢ing indnded ¢ saa rdutfnlg rdtertachtmebaiistensuitted by.said Zhird Thé, said
ro tmg gc{v%ftlsé:m % tiehng gmmi?c% \gllg‘{] %&%ﬁ%%ls 'tnecgprsr%% %Jdgeg{m%&ﬁtallﬁ%?ﬂle third
tnh@ﬁt, sk firstretof btetedgdormativa tise & ddeatifred the sahiirsttané secoridrligk- layer
u

oGt R o L P DR AP AC AT ES
tnleerrrfatJm ¢nkry inclndieg farading tnfrodatfon farlhad ﬁtst)‘mptelagcilrrﬁg - said second

s
(}Qr ax%ETé onlth?on et%ﬁg‘}gluag? ?or\tvz?dﬂsf Bfo?mzftl{ag ?otr Qat?%?&ngﬁlgfg% fcRivess.
that is associated with the first and second |ink-I|ayer
|dent| 1o &1 [ t
: n ol u d[fes Lc?gllbcri1 w']czaérg a/r\]l\%h {A‘?ﬁealh%;ﬂ%dé @lan(élﬁgrqmt Esﬁg‘?‘%g mgﬁectjﬁﬁ
demerdagentay id érfterema’rqrromthadi olvde sdentifer thatas idclndediir the telcqmg forwarding
packet and operating the second node to transmt the

Pr%t redirecting packet to said fourth node. 13. The
nethod of claim 12 mhereln the addressing donain of the

ourt nod £
ot nod s BphreelS Rl Y oF SRR SRR ndthro [P frstand
fseaond lnnmlayj:e idetiftetsenchaed ms&d rngelvadcblni&iamercﬁfamtene idenfify &rom said first set
t.hod of claim 12 wherein the third node
(%gﬂ?dgggpmxgnédﬁg to a fourth node address. 16. The
met hodeledting kmifint i@wartieg miamative cithi wttin m@d@eiivcmiirstipﬁcike'rpoﬂion
1m§&k§£dhmﬁt a?@ﬁqp?re55|ng domai n of the third
s P ad 0 a source and destination

add r e$sle¢tingtheacoencafosmdimg:ihfgpdmﬂiom entry when the received first packet portion

includes the second home address.

10. The method of claim 7, wherein said first forwarding information entry further includes a
first third link layer identifier and said second forwarding information entry includes a second third
link layer; and wherein said received link layer frame further includes a received third link layer
identifier; and
wherein the step of operating said second node to use said first and second link-layer

identifiers included in said received link-layer frame, to identify from said first set of stored
information includes:

selecting the first forwarding information entry when the received third link layer

identifier matches the first third link layer identifier; and
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said redirecting packet. 17. The nethod of claim 16
wherein said third node identifier is not an address

and is one of. an |P Security Paraneter |ndex (|PSEC
SPlI), a Layer Two Tunneling Protocol (L2TP) channe
identifier, and a Generic Router Encapsul ati on (GRE)

key. 18. THeleqvag teeecerd fervarding iEommationsanty whenghe eerved Hiisd dink
'dentHJEﬁﬁmﬁﬁmﬂﬁ%méﬂmﬁgQﬁ§§ﬁd%HQN$§uQﬁﬁmPf a
NU|tI-¥rOtOCO| Label Switching ( | abel , a TCP port
and a UDP port. 19. The nmethod of cla|n116 mherein said
hhird "Iﬂ@ﬁi)@thbdjﬁ'ua'infl | %he}eﬁl s %dcf?éssmé‘ﬁbnlaf’vo@ t}ﬁ)fﬁll%%&lé)l@ dlfferent from
header and an | ow I dentifler. 20. The net hod
@mdﬁmaMdmsa@Wn@me4n said first set of |nfornat|on

further includes a second node identifier, the nethod

further conprising: operating said second node to
n&cei Ube mehetdivthim ebivhescin fhagysisadkidter indaded 2 b naile that is located on
P SRR poRABKBherk DA DY s ABldhoRERARR 1S he furt o
ﬂuam@ anguserfagé ldsmtrﬁeebly 4 fofithy mpd¢ adolresfonaarf addressing ldormm af the fourth
ﬁﬂs%eggg hg@&Qrgggond node identifier; operating
e’ second no o erm ne forwarding information
f r om tbeatingelretsedonéubde torserire Hetth nadf adsiresy iefdrmatipbo mrthe firetrset of stored
I t q yding the
FipAS B BB PIEHE b R iR WAEHE, 70, L0C e
secon dvhnmmegenanatgg seid adxecmgp:addcemcludeausmgrswﬁ tgthgiode address

mr}o {Ta n to generaie anaegi{nﬁtlon aggrgss \(f:f)r gald %gfe%p % epaag{ r?aC ti ng

I | n k Ioat;ramgftlleamﬁmd haie ta trantrmdms fuat pdirettingpacket ts saldnlfourth node.
gener ated packet and the determined first and second
link-1ayer identifiers; and operating the second node

t1d f oMhvamethbdel cipimé? whercin the addrdssiygedonfamanfrthe faurth Inedefis the first

n The nethod of claim 20, wherein said step of
3%%?%?%%@“?%e second node to identify the first set of
stored information is also a function of the source

es}g Id(rjeifgla ! ctélgg 0 Eaé gzﬁ g@eﬁ%r? %%]dd esgled(ﬁotrrﬁ‘r: dﬂﬁ%g% is the addressing
doidaisof tbuthir nevisd e address 22. The nethod of cIa|n120
wherein the first set of stored information includes
multiple forwarding entries, the nethod further

denpr iTae mgthodpfetait il hghdréie ths eird moderidabefidr ds edert] &r anforrgh node address.
forwarding information fromthe nmultiple forwarding
entries using additional information included in the

necei ael msthodoftlaine d2 wkmd:ih thg third okt identiSeaxithdt iadidatesi tioaaairessing
Idﬁrgugxq gﬁh gnrfi goedeer Jin H? 1 to atsglu“la‘ceéigﬁ §e%ﬂ%¥?1dﬁlg% tl?a? §re%ﬂ9 m@luded in
zﬂdmﬂemmngp£M@ step of generatlng the link |ayer frane
includes: including a third link-layer identifier in

said generated frame, said third link layer identifier

17. The method of claim 16 wherein said third node identifier is not an address and is one of: an

IP Security Parameter Index (IPSEC SPI), a Layer Two Tunneling Protocol (L2TP) channel
identifier, and a Generic Router Encapsulation (GRE) key.

18. The method of claim 16 wherein said third node identifier is not an address and is one of: a

Multi-Protocol Label Switching (MPLS) label, a TCP port and a UDP port.

19. The method of claim 16 wherein said third node identifier is one of: an IPv6 extension

header and an IPv6 Flow Identifier.




bei ng obtai ned fromone of i) the determ ned forwarding
information; and 1ii) said received second redirecting
packet. 24. A second node for use in a system i ncl udi ng
a first node, the second node and a third node, said

first and hei ng. | ocat.e

it o< s e S T K B E! PP oAieR st {etudgsa second node
aaﬁﬂﬁ@-mém&hmﬁammHémmﬁﬁonde enpl oyi ng a flrst home

address that includes an address prefix rre

to an R&ainssaid o £ 19 THEIVE ﬁ%ﬁ:c?r}qlr?d ecﬁlaa gac %gﬁﬁ@gpréc#regrectmg
Qﬁtmgmtmhgtgaﬂdedond Rode Qidﬁtlﬂag advertisenent that is

transmtted t sai d_rou

chvor (PSIAAYS ST GORSS BTN BTSN 10T S Ui 2y Baionof
ans&aémcla&drs&;s&mea@mw of the third node, sal d

second node storing wth routing.table_a

of st dPeginethoerRae Do 9 %etrmﬁs %%%r%ﬁ’%’sfo&mﬁiofl éer e G st et
| drdsrel @ MmatiREAld delehindiTorwaArdHR Gibkehatidnl ifdfudi)&Y first and second link-
identifier with a third node identifier, said first
Ilﬂﬁkmﬂﬁﬁﬁﬁ’ldentlfler uni quel y |dent|fy|ng the first

node Wth@éekon@hmﬁo é@ﬁgﬁﬁ aQhdk&etat MclGddd Eﬂf&ﬁ‘naﬁdﬂ flohsaid received
second node, the second node further conprising: 32

rieennd redispctingsRagkeli ng a | i nk- | ayer frame fromthe first

node, §@iafh thé"slécdnayl@cfe th ééﬂ%te I M- 14 Hr R thaf ihdl&les PRFtRf said
portion and said first d said second_|ink-layer

i gBeted paghesand iegiermipgd f}rﬂéwt sesapi Hej-leyes ideatifiers: #idr st set

of st o§edidg theeFNH nOdR to foRhM@IhE bddGraled fid 1R rRe fo@e fRst node.
recelved packet that includes said received first
packet portion, said identifying being based on said

fiirst ppcheaRe @f‘éjauln'm Kvﬂe%xd'sféﬁ Bt dpbrlafiipShd da€dnl ﬂ&ﬁ td fentify the first
rame, said forwardin

said received |ink
i 5§F S piesd irdermatiny| 1§Jﬁ§qﬁﬁgmnorp ef ke sovéraq agdressiof the ﬁqgaléed second redirecting

| et isid Sdurcd Q&hr@@béﬁ%n@ B thi e RAREOME a R NSdefaldress.
generating a first redirecting packet including header

i nformati on obtained from the received packet portion

appd safyd nied@Rbf f4iR0 thElerEﬁ;i tHRAHE sdt deRrddl ihBFmatigN B c10R8 BSitiple
for transmtting said first redirecting packet towards

alerwapkirereatiss. sdeetiod SHhprcoBariHgR: sai d upstream node

addr e Sc?peraggg thel 26ond GERNE IR Be Rrwirhiak fﬁ‘f@ﬁ‘latxd‘n@rromuﬁeemlhlﬂple
said system wherein the first node is a nobile node,

tHhevasdingsnirieniesng aditiopahipformaipringlHded e recqitd sgond igdifsang packet,

' sﬁldeMuﬁxamﬂﬁnaﬁgﬁﬂﬁ 3B 6f: A Gir L fomenddresd QRPA Mir@finkt IRRr 1dent1ﬁer
hird node is included in the first addressi ng doma

tiﬁe t hThednethod ef ¢laimF2 wherein thestep ghgeacrating dhe digk }aésrérafslﬁ "FHQGS

third HAe8ng AR ﬁﬂ}Qa)fel' {asitifiea kdiegehérfed Pafd i thid link layer identifier
transn1ttedgtomar ds the third node. 26. The second

rksig obpingd P EAL for use in said system wherein the

third pofeqdidgmtd foh@hiding Rfokkdes ahaf or mation that is
included in one of the tirst and second |ink-Iayer

i dent i i %ﬁsecegﬁseﬁp@é@ﬁﬁﬁlnﬁ%éﬂf or use in a system

including a first node, the second node and a :
e, A St G Y WA P SEEDRIAOREL™ %ﬁéhﬂ g e it ahid node,

f dafdSrst asile @n8 hotds bdated itch ﬂi}ﬁlaﬂl@esdihg @(ﬁlﬁdnyarﬁ(bhiﬁé giebcthycoupled by

an access link, said first_node e n

RO SR £ ABIoME & GBEG St il et oces ar sdarst e
corresponding to an addressing domain of the third node, said prefix being included in a routing
advertisement that is transmitted by the third node, said routing advertisement being associated with
a routing system of said addressing domain of the third node, said second node storing within a
routing table a first set of stored information that associates a first link-layer identifier and a second
link-layer identifier with a third node identifier, said first link layer identifier uniquely identifying
the first node amongst all other nodes directly coupled to the second node, the second node further

comprising:
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corresponding to an addressing domain of the third

node, said prefix being included in a routing

advertisenent that is transnitted by the third node,

said routing advertisenent being associated with a

routi ng system of said addreSS|ng domain of the third

node, msaRsdorgersting ahektygigp fgmictfist Rodg, saiddigkHaxey fragglinluding a
@rst pdcRdt p&ibn A s BfLHd Isané @emmh@ﬁyérh&hnms oci ates a

first link-layer identifier and a second |ink-Ilayer

i dent ineprsrionddantifying famyseid festiwet plgtorrdiinfprantions & warding formation for a

lrécakedl an&t th!itqlx%mdlasf slcu@ rrecls'i%(ﬂ*rfﬁlpyckletqﬁﬂﬁ)h fxih Qﬂntxf%ﬁ?beflﬁ%biged on said
node annn%st al her nodes directly cou

SistyHdeden bm<@ﬁ%u%@é@wdwhﬁvbnﬁﬁéwﬁ@wdh@@hwxﬁ@mhgmdénwwdmg
Eﬁ&ﬁhﬁ{&rlndml a?legs%al(p[f?i?rf r%tdé ngntﬁ' l@?ﬂ’r]ﬁ gﬁﬂﬂgeaﬂl%ge ﬁo(aress
receive a link-layer frame fromt first node, sai
l'i nk- myrérforfge@nmmg mﬁtSqu'thter_ Pﬁ¢k|e%sltlchp1@ngmdeb0f0rm%lnn gbteined from
fithelolbd BbicRhicthdsSAE0RHed hiadiBXElinel denti flers: a
forwarding i hformation i ent| I catl on nddul e to use
sai d friepnstiordransnydispsai ﬁrstmwrmyepackfn trevatdss i epstseamoidel dendified by
[ link-l1ayer frame, to identify from
éﬁ?ﬁﬂkgwgﬁﬁgéﬁﬁ% stored information, forwarding
information for a received packet that i ncl udes said
cei . Ol . .
?ﬁ for \’fn‘gg?eg%r{dﬁlh%e{)&gl%% 24 ?)9 Fsté: érg{gldssgél’%édlqt hlgrrFx neo dgeIQOde is a mobile node,
thdeerond nagde lsatri\dIPénrelgpéftgpreahq thimdutee adMI@SHme 3@ ert, thagidessing
?mﬂ %theotﬂxrmd%lg Imqncflu%g ﬁ]bﬁe fﬁﬁ%?&%s@%&j(ﬁllahothg B é‘éeqde%tlﬁer includes
irst redirecting Inc eatler I nformat
thotaddrese df the third t1¢rb anéd@ |f vseadmurh@taclwtnﬁ traromittaed thvaals the thlrd node.
identified third node identifier; and a transmtter
nodule to transmt said first redirecting packet
£owar dbe spondmederdf alainmidfor usedresatd sfita wWhyremalieghicoside samifier
ﬂlgﬂges%gg{nﬁﬁg‘n thg&s chlﬂx%d ﬁleo(ﬁg ijtlbpﬁrgtean&) a&!déhlnmaga’ %efnﬁﬁerys €
I'n sai wher 61 rst node is a no
node, the second node is a MP Foreign Agent, the
ird
? Arkgﬁ(x%d h§ eqo MlseP g E?%Egeﬁ&gﬁng a fpﬁ @zg;jt?lg ?e%é)rgig\é)gegagﬂglﬂprd node,
damchfémstrapd sdgend ﬂmd«rsdaelng) teatédde atirsf dddressingaibmaiagnd teing daedly _ewled by
[ agke
Qlt ac‘é&?ln{il{] gar ﬁr@t\%ggedes nﬁ/mtggqirgt (\}&f?et aéiﬁl%g tliag &%ﬁﬁﬁ@ afl ff n%prlef%(
Manoodmgtoam rid&Bsing domaingd thethislaiode, sajdprefin being énchided in lagouting
%Jr}lflgrlrtlge at 1sdt§aq£rh itéaerﬁ/ ethe:ctﬁ&d llrbqg %’ah FBEJ@%Q r@s@xﬁxgxp %Emé sociated with
R chating Sfystem sf samddrﬁsswe domain efgbiethirdrode said pagorl r@y@tt@mg within a
D00 Sl oS R el gt B RABAP A e nd a socond
fink-lgyer adutifees witig thitd nede deatifébr.beil figt liikrleet 1Id§nt16emplqedy iglpntifying
30 JRERER Fnt et LAl SRR AT RbRNhoRe WS RE e
tanpaisingddr essi ng domai n of the thlrd node, said prefix
bei ng
trans?n*%a§“%“%9“‘b e P 1R g RN §rRETPH I ORE e o the firs
aate.cpidiligltryent ab@urwgld@gs@csﬁ packad powierhand saig fyr@t 3nd gaid segendfink-layer
REntgRisd addressing domain of the third node, said

second’ node storing within a ' _
a forwarding information identification module to use said first and second link-layer

identifiers included in said received link-layer frame, to identify from said first set of stored
information, forwarding information for a received packet that includes said received first packet
portion, said forwarding information including at least said third node identifier and an upstream

node address;
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routing table a first set of stored information that
associates a first link-layer identifier and a second
link-1ayer identifier with a third node identifier,
said first link |ayer identifier uni quel y identifying

the first node anongst_all ot nodes dire

ot he ke GRITHBNBOHer Se gt THGRESTRE B (et RS
R QGRS BQHer GBI G8H Behirle® frbf e @ERINE Fack¥epdMsh and héd ideitiNalthird
conprising: operating the second node to receive a
nedsldeptéfiesrand r ame from the first node, said |ink-1ayer
frame, ik Rehidl Addde birhshiRA ket re@iRtdiig@ackanewsrad ah upstfesh node
and said second |ink-layer identifiers; operating said
ilspiified b esisupsiecatigedsadlegss i r st and second | i nk- | ayer
identifiers included in said received |ink- Iayer

frame, to identify fromsaid first set of store

RHf or he seormd npdsrakialet Hgfor pssfinsaifestsiem “iheriemaherféatéiPiﬁéaa mobile node,
%%&%Rd ﬁcjagis aé@l?’lliﬂg?g% Agg@ﬁtdthé BE&hie & aMNIPHonk ﬁt the addressmg

portion, orwarding information inclu
Homest o ird hide & ingoiied Indlsrfirst AT B EPTD ﬁlﬁ&lr@@aiﬁ lﬁf@a%ef includes
%5(%5’5% of tﬂpﬁl[rélht d3%nl Iﬁ{% & ARG iROR ket B RN kSvafs kilefiSitd node.
redirecting pac I ncl udi ng header information
obtai ned fromthe received packet portion and said
heentinfl ?egoridh) oidbf QBQI’?Z’) dente dIl kRl syst€h dvHRRET (A thiMnddB Rientifier
secon transmt said first redirecting packet
fircivdesdsformmatiopthetrisiaphided deone ofibnfiisfang secpid lipkilayeigatifeam
node address. 31. The second node of claim 30, for use
in said system wherein the first node is a nobi
rode, A iebrmdste@cfntdlsnmdlesyst%n clvire FHyptadm hageeard noeiﬁend a third node,
£984 BGng FHREBIcBupled b
S?d?ﬁtagégmgfmﬁ |nc?@%gg£f$§¥ﬁ%ﬂ??%st addﬁ%ssgﬁglme d
clo Ak Jlink, haid fifst que nnmieyimg;ieﬁwtihpme pddresgthajdrsiides  @ddiers PEE%
corresgc%dt ?Itd(’ja%tag(\ﬁ/\%/gsr%ﬁé ﬂ&ﬂaiﬁ btﬁhg tgllicﬁr‘g)aige edli {)l%ﬁ)t be,nx%1 {g@igdégton arSuting
nddetisafient thai imr@Gmitedby te thiril podserad r@l}lﬁ% ei‘(?mwwrﬁéieﬁlgiaﬁ@mated with
tal% tigl g)gg% of ga?&&ddgelss?{g do} g‘ﬁ'oi"fﬂ@ﬁ‘urh Hgﬁrﬂﬁtsh&ﬂd Ed?iatstohl% within a
net ug I'n one o Fi'r'st and second [ 1 nk-1ayer
lrdemg table @fisst seB 8f stotecCinfopuation thatessgeibfFsea fif@diﬂl&iﬂ)/éfﬁ#@&@?fﬁ@d a second
qanﬁ tﬂal){ 1de%§§e(fwlt%l?iltiﬁrdl 138 kb ORR tfrﬁ'iml@ﬁf@r 'idahtliﬁepgmé\iely identifying
use a systemto | ement a od
Slaﬂ fdstslydn aprongshall otbkir mgdea difgctsgouplediie thetspp@nd Q@édhﬂsef’%‘ﬂ éode including
a es being
ooy PR Rl Ay RORRRTORRINALCE
dl r ectdpyratmgupfl sechbnb podgrio @g@@g@mﬁlqykr fraggifigmfthe first ngegy gaid link-layer
qn'ﬁl ciurdgi q Tf i Ea?éi(et 0i6n Q'gqﬁlgﬁﬁt @t se'c&fal AR ES edfentifiers;
ress I'x"corresponding to an addressing domai n_ of
the t h]perdtmgcsahg secord whdp toaks¢ saiddust p,gj se¢qng Jigglayer jidentifiers mciuded in said
Ol DRAL eﬁsxl[ié RO A s Prrdisa ragmrtea SfbriRMioh ¥6rvlahinfed
ode, " Sai d rou erti sement el ng associ ated w th
anﬁommatlom@r 8 ;ﬁstleqthpmkefsthat ehchidesrsaig Sﬁcﬁbeddﬁﬁﬁ?%etwﬂpﬁéa‘ﬁ Ifi‘iri”%f ding
gnan?rﬂnglu(ﬁog fEAN né%st@@ig ﬁnrd%E&riBe'ﬁgﬁéNaﬁﬂnnipﬁreﬁrﬁ lrlt)derhgdx%@b l e

set stored Information that associ ates
first dpemios theysspondingidsrte Benetete adied rediresiipgpiakef inledingyafer information

o%?d&xte{i Frb&lne't n/e el 58’11151’9?91@ sdlcfjﬁEHn'ﬁf:d @lrd n&ﬁhdiantfiﬁdi Shd

ayer iden ier uni q g dentify %%the first d
node anmrng@theieponémh@rto ﬁemeg s ﬁei:ftscilsﬁcte’@imi HOWdStaﬁ‘é‘PS”Cam node

S&548 lﬁggﬁu?&ilaﬁn ndRLAGEsconpri sing operating the
ode

secon o receive a link-layer frame fromthe
first node, said |ink-Iayer

31. The second node of claim 30, for use in said system, wherein the first node is a mobile node,

the second node is 2 MIP Foreign Agent, the third node is a MIP Home Agent, the addressing
domain of the third node is included in the first addressing domain, the third node identifier includes

the address of the third node, and the first redirecting packet is transmitted towards the third node.
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frame including a first packet portion and said first
and said second |ink-layer identifiers; operating said
second node to use said first and second |ink-1ayer
identifiers included in said received |ink-I|ayer
frame, to identify fromsaid first set of stored
infornation formarding information for a received

C K eg'Ht heca:lcgnd ol%dl%m fﬂa%o(rj usreelr? s%%dng%qent thgrte1n giﬁ?at nod% identifier

rt| orma rding I'nc
hrebnsés 1m°anndmbmtihatds indatied lmban o the fixst aadsbcand 1mp®wcre®mlﬁﬂm e
address; operating the second node to generate a first
redirecting packet including header information
obt ai nedmbuteneddalle medierh Vrﬁhbdpiag kaeihirmakdchtahﬂe aptchcgas dor controlling a

dentified third tif
SEEBH Bt PRSP RRa g el T P R e
s@wad dde @id aulisd Hoeq Baidi fdieand lsddamtrioﬂdseein@kbcz&ﬁll inla ﬂpsddd&&smg domain
St e G REe Envgltton g £ Qe ST HAAE Py TES oy i ol Bt

SRH&h addies Qxleﬂx tdaesgdohdifd to @dﬂrdsﬁng&ioﬂiﬁlb iof e thixd @pdet da@l prefix being
secaond node I1's. a MP Forei

ign A rd, node,is.
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operating the second node to receive a link-layer frame rom the first node, said link-layer
frame including a first packet portion and said first and said second link-layer identifiers;

operating said second node to use said first and second link-layer identifiers included in said
received link-layer frame, to identify from said first set of stored information, forwarding
information for a received packet that includes said received first packet portion, said forwarding
information including at least said third node identifier and an upstream node address;

operating the second node to generate a first redirecting packet including header information
obtained from the received packet portion and said identified third node identifier; and

operating the second node to transmit said first redirecting packet towards an upstream node

identified by said upstream node address.

34. The computer readable medium of claim 33, for controlling the second node for use in said
system, wherein the first node is a mobile node, the second node is a MIP Foreign Agent, the third |
node is a MIP Home Agent, the addressing domain of the third node is included in the first
addressing domain, the third node identifier includes the address of the third node, and the first

redirecting packet is transmitted towards the third node.
35. The computer readable medium of claim 33, for controlling the second node for use in said

system, wherein the third node identifier includes information that is included in one of the first and

second link-layer identifiers.
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