-1- A Non-Vol atile Menory Device Capable of Initiating Transactions
Background [0001] This relates generally to non-volatile nenories. [0002] A
non-vol atile nenory is a mcroelectronic nmenory that stores data even when
power is renoved. Exanples of non-volatile nmenories include static random
access nenories, flash nenories, and phase change nenories, to nention a few
exanpl es. [0003] Generally, a non-volat%le menory is coupled to a nenory
controller which basically controls all "operations of the non-volatile
menory. The non-volatile mnenory then is basically a reservoir of data which
I s accessed by the nmenory controller. Transactions between the nenory
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controller. Brié SCrrption o aw ng schemati c
depiction of one enbodi ment of the present |nvent|on [0005] Figure 2 is a
system dﬁﬁmegﬂ_of one enbodi nent of the present invention; and [0006]
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[0003] Generally, a non-volatile memory is coupled to a memory controller which
basically controls all operations of the non-volatile memory. The non-volatile
memory then is basically a reservoir of data which is accessed by the memory
controller. Transactions between the memory controller and the non-volatile memory
are initiated by the memory controller.

Brief Description of the Drawings

[0004] Figure 1 is a schematic depiction of one embodiment of the present invention;

[0005] Figure 2 is a system depiction of one embodiment of the present invention;

and

[0006] Figure 3 is a system depiction of one embodiment of the present invention.

Detailed Description

[0007] In accordance with some embodiments of the present invention, instead of
using the conventional master/slave relationship between the memory controller and
the non-volatile memory, a peer-to-peer relationship may be utilized. In the peer-to-

peer relationship, the non-volatile memory may initiate transactions.

[0008] As used herein, a "transaction" is any activity, involving something more than
the provision of data or information, outside of the non-volatile memory or any

request to an entity outside the non-volatile memory. As used herein, the term



the provision of data or information, outside of the non-volatile nenory or
any request to an entity outside the non-volatile nmenory. As used herein,
the term-2- "initiate" nmeans to begin a transaction w thout input from any
ot her external device. As used herein, a non-volatile nenory is a

m croel ectronic storage device that retains information when power is off
and that includes an array of rows and-2elums of addressable nenory cells.
[0009] Referring to Figure 1, a non-volatile nmenmory 22 may be a single
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devi ce, bbadmessametm@nex)amlses [0010] The control is coupled to an
external bus 24 when the nenory 22 is in use by an interface 26, in one
enbodi nent. _The control 28 nmay have a storage 30 which is separate fromthe
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[0010] The control is coupled to an external bus 24 when the memory 22 is in use by
an interface 26, in one embodiment. The control 28 may have a storage 30 which is
separate from the array 32 in some embodiments. For example, the storage may be
a code storage that may be implemented by static random access memory.
However, in other embodiments, the control 28 may use memory cells in the array
32. Thus, in some embodiments, the interface, the control, the storage, and the

array are all integrated in the same integrated circuit substrate.

[0011] The memory 22 may be provided in one singie package and, in some
embodiments, may be completely compatible with sockets or receivers traditionally
used for mounting packaged non-volatile memory integrated circuits. The size of the
packaged integrated circuit memory 22 and its pin configuration may be completely
compatible with existing sockets and other devices that receive such devices. In
some embodiments, the memory 22 may be used in place of conventional non-
volatile memories in the same positions and locations and in the same way they are

conventionally used, except that the memory 22 can initiate transactions.

[0012] The memory 22 may initiate transactions under control of the control 28 in one
embodiment. The control 28 may issue requests or other transactions, including
communications, through an interface 26 with a bus 24. In some embodiments,
outgoing communications may be implemented through a separate pin connection

on the external package. In other embodiments, a pin used for other purposes may



conpatible wth existing sockets and ot her devices that receive such
devices. In sone enbodi nents, the nenory 22 may be used in place of
conventional non- volatile nenories in the sane positions and | ocations and
in the sane way they are conventionally used, except that the nmenory 22 can
initiate transactions. [0012] The nenory 22 may initiate transactions under
control of the control 28 in one enboddrent. The control 28 may issue
requests or other transactions, including comunications, through an
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22, in some embodiments, may also provide information to or through the memory

controller upon its own initiative, without waiting for polling or other outside stimulus.

[0015] As an example, when the memory controller 20 accesses the memory 22 over
a bus 24, the memory 22 on its own may ask for security information, such as a
password or authentication. It may receive the password or authentication back from
the memory controller, may compare the password or authentication data to
information stored on the memory 22, for example, in the storage 30, and may
decide whether or not to allow access to the memory. Thus, such a memory may
have patrticular applications in secure information storage, including the storage of
highly confidential data and in the storage of code and other information that hackers

would like to compromise.

[0016] Similarly, the memory 22 can request the status information from the memory
controller. For example, if the memory 22 knows that the memory controller is
powered down, or that the memory controller has information that it will not use for a
period of time, this information can be used by the memory 22 to decide to perform
internal background or maintenance activities, such as wear leveling. In addition, the
memory 22 may obtain information about the memory controller status in order to set

the power consumption state of the memory 22.



password or authentication. It may receive the password or authentication
back from the nmenory controller, may conpare the password or authentication
data to information stored on the nenory 22, for exanple, in the storage
30, and may decide whether or not to allow access to the nenory. Thus, such
a nenory may have particular applications in secure information storage,

i ncl uding the storage of highly confidéntial data and in the storage of
code and other information that hackers would |ike to conprom se. [0016]
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It may also obtain preference information from the system in order to configure the

memory 22. The memory 22 may configure itself by setting partition sizes, ignoring

requests to certain addresses, operating at different speeds or in different read

modes, such as burst, page mode, or other modes, offer alternatives, or ask for

synchronous speed information so that the memory either speeds up or slows down

to either operate more quickly or to save power when operating speed is less

important.

[0019] Thus, referring to Figure 2, a processor-based system 10, such as a mobile
device, may include the non-volatile memory 14 which is made up of the packaged,
single integrated circuit 22. The system 10 may be any mobile device or a non-
mobile device. One application for the non-volatile memory device 14 may be in
connection with cellular telephones. The non-volatile memory device 14 may
interact with a system controller 12. The system controller may be a memory
controller, in some embodiments, or may be a controller at any level in a system
architecture from a central processing unit down to the memory controller. The
system may include other devices 18 and 16 as depicted.

[0020] In some embodiments, the memory device 14 may receive inputs, as
indicated by the arrow directed toward the non-volatile memory device 14, as is
conventional in slave-type non-volatile memory devices. However, the non-volatile

memory device 14 may also initiate transactions, as indicated by the outgoing arrow.



the systemto provide information to the nenory 22 to facilitate such
configuration. It may also obtain preference information fromthe systemin
order to configure the nenory 22. The nmenory 22 nmay configure itself by
setting partition sizes, ignoring requests to certain addresses, operating
at different speeds or in different read nodes, such as burst, page node,
or other nodes, offer alternatives, or-&sk for synchronous speed
informati on so that the nenory either speeds up or slows down to either
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transactions in some circumstances.

[0022] References throughout this specification to “one embodiment” or “an
embodiment” mean that a particular feature, structure, or characteristic described in
connection with the embodiment is included in at least one implementation
encompassed within the present invention. Thus, appearances of the phrase “one
embodiment” or “in an embodiment” are not necessarily referring to the same
embodiment. Furthermore, the particular features, structures, or characteristics may
be instituted in other suitable forms other than the particular embodiment illustrated

and all such forms may be encompassed within the claims of the present application.

[0023] While the present invention has been described with respect to a limited
number of embodiments, those skilled in the art will appreciate numerous
modifications and variations therefrom. It is intended that the appended claims cover
all such modifications and variations as fall within the true spirit and scope of this

present invention.



include alerts, as indicated in Figure 2, to indicate non-volatile nenory

i ssues, including nenory defects, nenory capacity, nenory speed, security
concerns, power consunption state, and wear |leveling, to nention a few
exanples. [0021] In addition to having a direct access to the system
controller 12, as indicated by Figure 2, the non-volatile nenory device 14
may have a shared connection to the sy6t-emcontroller 12, as indicated in
Figure 3. In this enbodinent, the conmunications may include outgoing
request s\Whistns tlzémeans:vol atil e nenory device 14 and responses, indicated by
the term"allow, " as well as bidirectional data. Thus, the system 20 may
allow the non-volatile nenory device to directly initiate transactions in
some gircunst gnces, 0 Re hout this specification to "one
errbodfrrent " 03' " anA rio%ggélllaﬂ@nrﬁﬁﬁf%gﬁﬁﬁpg{s%ﬁpar“ cular feature, structure,
or characteristic danemobgdrray; as®nnection with the enmbodi ment is included
in at_least one inplenmentation enconpassed wi thin the present invention.
Thus,3 appear ances 8fcantie! pawpled to said aap s@idreantrolde inifiatesm trapsactionenith are
not ngce k r rdd nbodi nent. Furthernore, the
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other suitable forns other than the particular enbodinent illustrated and
all such fornms may_be enconpassed within the clains of the present
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respegt L mied.. [ e iments, those skilled in the art wll
apprgi aﬁ'ﬁegrualrtr%%hga sg@%ﬂpﬁ% ﬁfegnﬁgﬁggﬁd variations therefrom It is intended
that the appended clainms cover all such nodifications and variations as

fall wthin the true spirit and scope of this present invention. -6-
1 3 The memory of claim 2 including a storage to store instructions for

2 execution by said control.

4, The memory of claim 1 wherein said control to initiate a transaction

2 without first receiving an outside stimulus related to said transaction.

1 5. The memory of claim 1 including a control to seek security

2  authorization from a device attempting to access said memory.

6. The memory of claim 1, said control to initiate a transaction including a

2  request for bus access by said memory.

1 7. The memory of claim 1, said control to initiate a transaction including a

2 request for information from said memory controller.

1 8. The memory of claim 1, said control to request information to enable

2 said memory to configure itself.

9. The memory of claim 1, said memory adapted to be received in a

2 conventional non-volatile memory mounting arrangement.



What is claimed is: 1 1. A non-volatile nenory conprising: 2 a nenory
array; and 3 a control coupled to said array, said control to initiate a
transaction with 4 a device outside said non-volatile nmenory. 1 2. The
menory of claiml1l wherein said control and nenory array are 2 integrated on
a single integrated circuit. 1 3. The nenory of claim2 including a storage
to store instructions for 2 execution-By said control. 1 4. The nenory of
claiml wherein said control to initiate a transaction 2 wthout first

receiving an o0t si Whe shemahusf ¢lgingt eghdreirsgdid cohtobRCihitiate atransadiieh tRAOr Yy
of claim1 including a control to seek security 2 authorization froma

devi ce afaigsts infpriatigedears asdeviceeHiside saidgontyialilefBemosy. claim 1, said
control to initiate a transaction including a 2 request for bus access by
said nenory. 1 7. The nenory of claiml1, said control to initiate a
transhaction i m¢] udAngethodZcommgrisiag: for information fromsaid nenory
controller. 1 8. The nmenory of claim1, said control to request information
to erfable 2 said ABAPING @ Hopovatiememeselorinitipteya tramsagtiomwithsf devieg m 1,
sai d : t r ived in a 2 conventional non-volatile nenory
rmuntﬁggg?ér'ﬁg%%g)tnf&q@@efﬁ%&oyﬁhe menory of claim21 wherein said control
to initiate a transaction that 2 requests information from a devi ce outside
said non-volatile nenory. ) ]

1 12.  The méthod of claim 11 including integrating a control and a memory

2 array for said memory on a single integrated circuit.

1 13.  The method of claim 12 including integrating a storage to store

2 instructions for execution by said control on said integrated circuit.

1 14.  The method of claim 11 including initiating a transaction that involves a
2 request for information from a device outside said non-volatile memory.

1 15.  The method of claim 11 including enabling the memory to seek security

2 authorization from a device attempting to access said memory.

16.  The method of claim 11 including enabling the memory to initiate a
2 transaction including a request for bus access.

1 17.  The method of claim 11 including enabling the memory to initiate a

2 transaction including a request for information from a memory controller.

1 18. The method of claim 11 including enabling the memory to request

2 information to enable the memory to configure itself.

19.  The method of claim 11 including enabling the memory to fit within a

2 conventional, non-volatile memory socket.



1 11. A method conprising: 2 enabling a non-volatile nmenory to initiate a
transaction with a device 3 outside said non-volatile nmenory. 1 12. The

nmet hod of claim 11l including integrating a control and a nenory 2 array for
said nmenory on a single integrated circuit. 1 13. The nethod of claim 12
including integrating a storage to store 2 instructions for execution by
said control on said integrated circuit:8% 14. The nethod of claim 11
including initiating a transaction that involves a 2 request for

informati on fram a Tesineethodtos ickmshindiudimg endbling themasnrory td inittate Bhe net hod

of clajm 11 inc)Juding ,enabling the nemgry to, seek security 2 authorization
from 2 delffeeAaen itgge@%VIag@egtgnglgggr%gﬁypﬁe gaiggmemosy relatishiiostaid ai m 11
i ncl udj ngygpafltigRng the nmenory to initiate a 2 transaction including a
request for bus access. 1 17. The nmethod of claim 11 including enabling the
menory to initiate a 2 transaction including a request for information from
a nenory controller. 1 18. The nethod of claim 11 including enabling the
menory to request 2 infornmation to enable the nenory to configure itself. 1
19. The method of claim 11 including enabling the menory to fit within a 2
conventional, non-volatile nmenory socket. -8- 1 20. The nethod of claim1l

i ncluding enabling the nenory to initiate a 2 transaction prior to
receiving a stimulus fromoutside said nenory related to said 3
transacti on.





