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BACKGROUND

1. Field
10 The present application relates to the field of directory services. More
particularly, the present application relates to the application of electronic
directory services, e.g., X.500 or LDAP, in relational databases, to ’table
structures in database arrangements used for searching, and to methods for

searching databases.

15 2. Description of the Related Art

A Relational Database Management System (RDBMS) provides facilities
for applications to store and manipulate data. Amongst the many features that an
RBDMS offers are data integrity, consistency, concurrency, indexing
mechanisms, query optimisation, recovery, roll-back, security. RBDMS also

20 provide many tools for performance tuning, import/export, backup, auditing and
application development.

RDBMS are the preferred choice of most large scale managers of data.
RDBMS are readily available and known to be reliable and contain many useful

management tools. There is a large base of RDBMS installations and therefore a



RDBMS are readily avail able and known to be reliable and contain many
useful managenent tools. There is a | arge base of RDBMS installations and
t her ef or &v@0IND902/ 77902 PCT/ US01/ 11587 2 | arge anount of PERUSO/NE7
expertise and investnment in people and ppocedures to run these systens,
and so data nmanagers are |ooking to use this when acqui ring new systens.
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governnental departnents have a | ar nunber of dat abase appl i cations,

whi ch are R8Y $¥fRMsonMest efational £ b@ifep@dl@t%suw e fiadusdey staneiagd
whi ch enable themto integrate their data, and to sinplify 10 the
managenment SOI (JiatctuatizQuéilydanomaige).di rect ori es provi de data nanagers with
a tool to achieve these objectives. Sone electronic directories are

standargi zed. Xh8RDhas &lBe thedreranaidventlwartiandbjedt fMierfib@Cdystéthg, which
Directories [CCITT89 or I1TU93]. These standards define the services,

protocol s Bﬂﬂnd@ﬁﬁfd@it’e leﬂ@?%hd%e Ylﬁ Yo hbh8ig Qﬂb‘ﬂré’rﬂﬁg@ é)f’"da% %ata -

directory. X. 500 1s ap |ca etoin t|on systens ere t
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Ful es: on 1 HUMDgE0koHRAsGr AR CaUeEY VB EEH 1ot EtERONGAciSdd; PEtR BRNEES S uch
as X. 500 and its associated standards, provide a framework and a degree of
f unct i onal &teylopkimg fopgokiiabs ev@ldaeaalnlarthgmb intpgaalel tbek datei andty simplifes.
10 the management of that data. Electronic directories provide data managers with
a tool to achieve these objectives. Some electronic directories are standardized.
X.500 is the International Standard for Electronic Directories [CCITT89 or ITU93].
These standards define the services, protocols and information model of a very
flexible and general purpose directory. X.500 is applicable to information systems
15 where the data is fairly static (e.g. telephone directory) but may need to be
distributed (e.g. across organisations or countries), extensible (e.g. store names,
addresses, job titles, devices etc.), object oriented (i.e. to enforce rules on the
data) and/or accessed remotely. Electronic directories, such as X.500 and its
associated standards, provide a framework and a degree of functionality that
20 enables data managers to achieve their objectives.
Typically, data managers prefer to implement an electronic directory, e.g.,

an X.500 directory, with all the flexibility of object-oriented systems, but using an

SQL product so that the system can achieve the scalability and performance



Typi cal ly, data managers prefer to inplenent an electronic directory, e.g.,
an X. 500 directory, with all the flexibility of object-oriented systens,
but usi ngv@n/78QL product so that the system can achi eve paBRUSEIZI1887 | ity
and performance WO 01/ 77902 PCT/ US01/ 11587 3 inherent in relational
systens coupled with the stability, robustness, portability and
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i ncor por at dﬁ8§€$ﬁacﬁwepﬁg§ Pfﬁlr’trtr?'? éEW‘)&‘é‘%ﬁT ence. In the search
strategies for this inplenentation, at a conceptual |eve|l, hierarchy
tables, e.g., Qﬁzﬁ@xaﬁnme&t@m@mmp@lr@g@wtraplﬁ»memtatlcm IsedleaarioagHn b4 S.
bet ween objects in a hierarchy. These hierarchy tables are arranged
accor di ng Beriainblor O®/42f,20bjarnct its dOjespondiagl Asstraliag. PagPARCI2451d bENTRY,
manage val ues within an object. 10 These object tables are arranged

accordi g whichnare dncpporataturerdiy @nythel eatirethasy defeesrices Poinditig derch N
the hierarchy tables and every attribute value has a corresponding row in

the obj ectstrét%gré% fdrntnidhirip |leFmJ, aét' rbont:?%u%i)n&% ﬁ@%&h%éﬁ% sf ¥ ld o
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attribute [ val ues i one en% , and Norm contai ns the syntax nor rral i zed
Vel ue - A ETHERE (e liegargy talies AR PEANGRY PRECTOHIGINRRS SAWAIRSAbIect
attribute typ The attribute table used contains rows of the form (AlD,
SYX, DESC, &mabla)s 8.0.,haEAbKEN and JOVERYd mAvage ialvreveititis am object.
el ectronic directory

10 These object tables are arranged according to one row per value. Every object

has a corresponding row in the hierarchy tables and every attribute value has a

corresponding row in the object tables. In this implementation, the object table

used for searching objects contains rows of the form (EID, AID, VID, Norm),

where EID identifies the object to which the value belongs, AID identifies the

15 attribute type of the value, VID identifies one of a possible number of attribute

values in the one entry, and Norm contains the syntax normalized value.

Attribute tablés, e.g., attribute, define information about attribute types. The
attribute table used contains rows of the form (AID, SYX,DESC, OBJECT ID).

It has been discovered that improvements to electronic directory

20 implementations may be achieved for arranging and searching databases for

complex data types.



20 inplenentati ons may be achieved for arrangi ng and searchi ng dat abases
for conplex data types. WO 01/ 77902 PCT/US01/ 11587 4 SUMVARY The present
appl i cat ivol0r/gl9er es to the storing and/or searching for dBCEHUSOyQSSE usi ng
sonme formof indicia, such as one of theqgconponents contained in stored
data, an identifier of stored data and / or a nmanipul ati on of stored data.
5 This irrpggmnwpﬁ]' on facilitates the searching of conplex data types by
addi ng new search and/or attribute tables that store information relating

to data entries predet erm ned. i nf ormati op copsi dered, t o be aof si stance
or useful in segpgh‘?rﬁaenfgppg%agﬁnc[ﬁ?%ﬁese t{}]eeg 1192 P&bsféé?h'%gﬁré%‘&aby
not limted to including_conponent, identifier c{fq D) information )

r epr esent i WCAHSINRiSPNHR AP Siiodieia: SHAR/AS ong of dhe sivsmronats contringed fim er
information (CVID) representing a nulti-valued conponent or conponents
used for selgredhidatn, améddentiiew af ivred date ard érareal manipilatien rof soadodatar ch
tabl es and/or subattribute tables which serve to store conponents of

val ues, 5antihisaiphpletraintatidre faiiitaidsi the séarchitigvoflsemptanpate tyses BpHdiling
mul ti-val ued conponents. However, such tables can be referenced with 15

any nane. hé\N%r&m@'degéﬁribdt@ﬁa&é@%ﬁéﬁst_él@&)fﬂf@ﬁﬁét% RISNG €S datdBhiHd, of

arrangi ng data in a database. The nethod includes creating a first table
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row for each 2% SAPONSRL 91, {0584 Edn 92" By WUPRiEH b Aty chlatan? 'S
identifier (CID) information representing an individual component and/or
10 component value identifier information (CVID) representing a multi-valued
component or components used for searching. These new tables are referred to
herein as subsearch tables and/or subattribute tables which serve to store
components of values, and facilitate the searching of individual components
and/or multi-valued components. However, such tables can be referenced with
15 any name.
[n one embodiment, the present application provides a method of
arranging data in a database. The method includes creating a first table adapted
for storing the data and having one row for each data entry, and creating a
second table adapted for storing data components and having one row for each
20 component of the stored data type. Preferably, the data is a structured data type
or a string data.
The present application also provides a database and / or directory having

a data storage arrangement. Throughout the remainder of the specification,

reference is made to a database, however this equally applies to a directory



or a string data. The present application also provides a database and / or
directory having a data storage arrangenent. Throughout the remai nder of
t he speciwdoHt90n, reference is made to a dat abase, howeR€T/UBHI/ES8Iqual |y
applies to a directory WD 01/ 77902 PCT/ U$01/ 11587 5 services system The
data storage arrangenment includes a first table directed to a hierarchy
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data entry. In this enbodi nent, the database has a first table adapted for

st or i ng5datablanittebid togopaermutd ssleeeahcalapendantts ror, representsthenef tdlbes
adapted for storing data conponents or representations and havi ng one row
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determ ning a conponent or representation of a given data entry, exegutl ng
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The present application also provides a method of searching a database

10 for a given data entry. In this embodiment, the database has a first table adapted

for storing data and having one row for each data entry, and a second table

adapted for storing data components or representations and having one row for

each component of the stored data. The searching method includes determining

a component or representation of a given data entry, executing one of an exact or

15 initial matching on the second table in order to locate the component or

representation, and returning the given data entry matching the component or
representation located.

Throughout the specification, reference to ‘component’ may instead or in
addition include ‘representations’ of values, e.g. reverse indexing or pointers or
20 fingerprints or checksum, or some suitable smaller representation of relatively

large data.

BRIEF DESCRIPTION OF THE DRAWINGS
Preferred embodiments of the present application will now be described

25 with reference to the accompanying drawings, in which



addition include “representations' of values, e.g. reverse indexing or
pointers or 20 fingerprints or checksum or sone suitable smaller
representve@pon’ef rel atively |arge data. BRI EF DESCRI PTI BNI/OS0ITHEB7DRAW NGS
Preferred enbodi nents of the present appgication will now be described 25
with reference to the acconpanying draw ngs, in which WO 01/ 77902
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of an exenpl ary se according to the present appli | On;

illustrate |.ogi cal and si cal design.of an exenplary database

accordi ng a%t%tbﬁggﬁpggr 9 chﬁ?/el F&@P?%aﬁﬂ%@?ﬂ%f?'ng a subsearch table and a 5
subattribute table; Figure 2 is a schenmatic representation _of a high order
search nethod &E&6edil Bgliustrates prtagical apg Pbysicalndepiogucé an j exemplary
schematic representati on of a sub-order search nethod according to the
present ap@étabase @cconbingitgdine preddnt epplicatien molusiegrpl subgerdoabbeandfa cat e
and correspondi ng exanple of search and subsearch tables; and Figure 5

i | 1 ustr gt esulextatmit@tablsear ch and subsearch tables related to a tel ephone
nunber data conponent. 15 DETAILED DESCRI PTION Figure la illustrates an

SATELELY, bTELSTRRHELE 20 coRRENpRRRIR ot ol BB RRIR
according to the present application;
Figure 3 is a schematic representation of a sub-order search method
according to the present application;
10 Figure 4 illustrates an exemplary X.509 certificate and corresponding
example of search and subsearch tables; and

Figure 5 illustrates exemplary search and subsearch tables related to a

telephone number data component.

15 DETAILED DESCRIPTION
Figure 1a illustrates an exemplary implementation of a database design
and is only one type of database to which the methods and arrangements of the
present application can be applied. A more detailed description of this database
design can be found in U.S. Serial No. 09/427,267 which is incorporated herein in
20 its entirety by reference. Figure 1b illustrates a more detailed implementation of
the database design of Figure 1a. Generally, when searching a directory having
a database, a search argument defines where to start the search (base object),
the scope of the search (subset), the conditions to apply to the search (filter) and

what information should be returned from the search (selection). The filter is a



present application can be applied. A nore detail ed description of this

dat abase design can be found in U S. Serial No. 09/427,267 which is

i ncor por avedu/®ein in 20 its entirety by reference. Fi guP€T/UBo/11587st r at es
a nore detailed inplementation of the database design of Figure la.
General ly, when searching a directory having a database, a search argunent
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(subset), the conditions to apply earc fllte

informatio fromthe search (sel ectlon) The filter is a
WO 01/7790%“%@%?@%79%“ conbi nati on of one or nore filter itens (or
condi ti ons) con ected by operators ener al
search services PT G?Q?éfée@r%tbﬁﬁ"éqfsttﬂge%félelf@sa%'§%t‘f$ﬂ%§ @gdla{ttrltﬂﬁ@s &bj ect
table, e.g., the search table. An exanple of a general filter is "NORM 5

LI KE " 9RI Cherprigetytable, ear, tharseneah table e Ancexanaphe efes genetd filtbets INORM e

detail below) a clause may be added the SQ. statenment that includes a
conponefit Lkt %RIEK I—WR‘tIEY%(d’drerﬁqﬁarﬁcudar tseardhasendrgso (Badcribéd aindalode t ype
and an exact or initial (or "begins with") filter is applied to conponents

n a subsegseh hbRREe 4 RRARInRYy ke HERHCNd AR0E- seR¥AMThS: Mcsded & _

clause is "AND CID=n' 10 and an exarrple of an exact filter is "

"Rl CK HARV
design 1 aﬁngﬁggﬁiﬁ%’hhg&y gn@ggﬁ%ﬁéﬁga earc Qf’lzgm?toéﬂﬁé%%g%ach%a 'ﬁée 4,
ttribute tabl tb T h tahle 3 and
Sttri but e pasrecton ey G MRotis ithE MEEL aRpieoaPReRS iaR SL¥REE | pe
in US. Serial No. 09/427,267 and will not 15 be described in nore detail
here. The b ingtead phlieeseprehialle. Asnexajuplefizich a clause is “AND CID =1,

10 and an example of an exact filter is “NORM = ‘RICK HARVEY".

Referring to Figure 1b, the table structure of logical design 1 and physical
design 2 include search table 3, subsearch table 4, attribute table 5, and
subattribute table 6. The search table 3 and attribute table 5 are similar to the
search and attribute tables described in U.S. Serial No. 09/427,267 and will not

15 be described in more detail here. The subsearch table 4 can be configured to
include one or more components used to improve the speed and reliability of the
search. For example, the subsearch table 4 can include a CID field 7 and a CVID
field 8. The CID field 4 serves as a tool (or index) for searching components of
data types, and the CVID field 8 serves as a tool (or index) for multi-valued

20 component searching. Although the method according to the present application
can be used with one or more of the above-identified tables, preferably, each
table is provided so that there is a choice for particular search queries.

The attribute table 5 describes or references information in search table 3,

and the subattribute table 6 describes or references information in subsearch



i ncl ude one or nore conponents used to inprove the speed and reliability of
the search. For exanple, the subsearch table 4 can include a CID field 7
and a Cvm of/iwbrd 8. The CID field 4 serves as a tool (orPCHaex)y1158yr
searchi ng conponents of data types, andgthe CVID field 8 serves as a tool
(or index) for multi-valued 20 conponent searching. Although the nethod
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5 2o hol by RRrapHLAo RSN tng T flbrd RUUd OB SSE 2o

descri bes or references |jn orrrgti on i n subsearch WO 01/ 77902 PCT/ US01/ 11587
8 tabl e 4. MPhe copmanenispintbersubsgawhiablestnilar fields as the attribute

table 5, but substitutes CIDfield 9,for AID field 10. The CID field 9 is
used to identifyhensubseanghbr éaklengoriwatesably stares ubdemnation dbhe inproues
subsearch table 4 preferably stores information that inproves 5 searching

per f or mancgearchingnpenfieniancef orasompenerdavficonpisx d4thhpgses: oBtmreninsporssms ed
in the subsearch table can be those that inprove the nanageability of the

dat abase. Lipr&d fethe'Bibisearth thiflet@h Fe HRA thatRAbrdvBahe SHERXGENIMG IFfihé
data entry 1is included in the subsearch table. Referring to Figures 2 and

, . rcl ring o
ear ches | SeERasoAa e Bof RISRA, ey Emetd e g Y B ofiy, ..

12 and subt r.eeI %e%r.cﬂ}ﬁl& Mor e gait#ail descriptions of these searches can
be found il§ I0C'80eQdR ing SWpseaeh B 067. Searches that have a scope of base

obj ect or whole tree 11 use the search table 3. Searches that have
Referring to Figures 2 and 3, methods for searching a database will be

10 described. Examples of searches include base object and whole tree searches
11, one level search 12 and subtree search 13. More detail descriptions of these
searches can be found in U.S. Serial No. 09/427,267. Searches that have a
scope of base object or whole tree 11 use the search table 3. Searches that have
a scope of base object or whole tree 11 and can make use of a stored component

15 use the subsearch table 4. Searches that have a scope of one level 12 use a join
between the DIT table 14 and search table 3. Searches that have a scope of one
level 12 and can make use of a stored component use a join between the DIT
table 14 and subsearch table 4. Searches that have a scope of subtree 13 use a
join between the tree table 15 and search table 3. Searches that have a scope of

20 subtree 13 and make use of a stored component use a join between the tree
table 15 and subsearch table 4.

To illustrate, if a desired search argument is structured with a general filter,
the base object and whole tree searches 11 would use the search table 3, the

one level search 12 would use DIT table 14 and search table 3, and the subtree



a scope of base object or whole tree 11 and can nmake use of a stored
conponent 15 use the subsearch table 4. Searches that have a scope of one
| evel 12weeva9pnin between the DIT table 14 and search pebUsoBL15Sear ches
t hat have a scope of one level 12 and can nake use of a stored conponent
use a join between the DIT table 14 and subsearch table 4. Searches that

have a scoeaith RYNIJLRP L3 HSPtdble 118 g SLARTIAIE 2L TRR Habhsie 1t Angcgear o

table 3. Searches that have a scope o 3 an use o

stored co ne n.the tree table 15 and subsearch table
4. To iIIEEE%F%'ﬁénPE%)?SQCh ‘P%rc?ﬁ"‘v"ﬁé}/@ﬁ’ ar gunent is structured with a general
filter, the ba C whol e tr u search
table 3, the %EL%Zc‘vﬁ é@a&@a TS o ROB) PEAREH! Ao Tafbiega KRS o
3, and the subt {0 01/ 77902 PCT/ US01/11587 9 search 13 woul d use tree
table 15 and search table 3. An exanple of an SQL statenent for such a
search may be: SELECT ElI D{ ot her col ums} FROM SEARCH {ot her tabl es} WHERE

{filter} SHoommesrin suctsachearchgdfr the, fiidr aplidd Wees, fppdapableete.a highly
exanple, to a highly repetitive data string, a portion of a data string or

a conponenfgfititife YdtaEtiiEda fddfich bﬂéedatfah@tnﬁgﬂfrcél cORpIPRNE 0P W §ﬂgctured
i nefficient because the atabase may have to scan through a | arge nunb

of val ues. é@bgggf rééﬁgwﬁ]%;}’ el Ql%mFBRHCIhSFPﬁEPén‘bee%HEE'e 3hs HiGhate ar{@é

utilize a search one or nen S asSsocl

with the spored scan through a large number of values.

10 One way to improve the efficiency of such a search is to utilize a
subsearch table and search one or more components associated with the stored
data. In such instances the database may be able to use an index to the
component in the string or structure thus avoiding a scan of a large number of
values. An example of an SQL statement for such a search would be:

15 SELECT EID {other columns} FROM SUBSEARCH {other tables} WHERE

{fitter} AND CID=x
In this implementation, the base object and whole tree searches 11 would use the
subsearch table 4, the one level search 12 would use DIT table 14 and subsearch

20 table 4, and the subtree search 13 would use tree table 15 and subsearch table
43. In this example, the filter used would reference a component of the data
stored, which permits the use of an index and results in faster more efficient

searches. The index used in this example includes CID=x.

25



data. In such instances the database nmay be able to use an index to the
conponent in the string or structure thus avoiding a scan of a |arge nunber
of val uaw0 orm9exanpl e of an SQL statenment for such a seapPChUsmdis87be: 15
SELECT EI D {ot her colums} FROM SUBSEAR@H {ot her tables} WHERE {filter}
AND CID=x In this inplenmentation, the base object and whole tree searches
11 woul d use th&ruét@ﬁé@?\&ﬁbute@' e 4, the one level search 12 would use DI'T
tabl e 14 and subsearch able 4, and the subtree search 13 woul d use

tree table 15 apdy %&5586&6 ntéftlﬁttﬁedpé i;ér'i‘c aﬁﬂhﬁa@dﬁ‘?%ﬁ%\e G il VdritfusUSHar
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Attributes, Methods according to the present application can be used in
various ot REFeasigly i &inorisedoty a@@ﬂﬁfléﬁ’fﬂ%nAingf'H@S st ustors sleadaized
directories are increasingly being used by Certification Authorities to
st or e sbandeitificated. SAr exaimple af egch Arcestifingie és e X6609 certifisate.f Ceatificatss an
X.509 certificate. Certificates such as the X 509 can be referred to as
“conpl ex'  alich bbtheX 30 ams betrbRyrabidt & Tompil atifibuRR¥usEaney ebntdime
present application should not be [imted to only these types of

certificatggny 'éoﬁﬁ’?bherﬁ@ UF‘I@W&?/%POG'\et B@seﬁh% ?ﬁ@agc%rr‘nt sR&RbI rﬁ‘(ﬁv&@ﬂlmﬁ&f‘ t&e

utilized wth an orm of I nforndtion havi ng" conponents. en storing

such certi I)hl?/%@e M SEEAHORS NI BF LBLYRI AP R th'Yrtdht application

can be utilized with any form of information having components.

10 When storing such certificates consideration should be given as to how the
certificate is stored so that retrieval of a certificate is quick and reliable (i.e., the
desired certificate is actually retrieved). The methods and database
arrangements of the present application achieve this by finding and managing
one or more of the components of the data in the certificate, e.g., serial number,

15 expiration date and issuer.

Figure 4 illustrates the application of the present application to X.509
certificates. For the purposes of clarity only a small part of each table is
illustrated. The certificate 20 is illustrated schematically, and for the purposes of
illustration only shows information, such as the issuer at field 21, validity

20 information at field 22, serial number at field 23, version number at field 24, and
subject information (e.g., rick harvey) at field 25. For this example, the search
table 3 is arranged in one row with spaces (preferably two) separating the
normalized value of each component or field of the certificate 20. The search

table also includes a normalized value representing the entire certificate. The



certificate is stored so that retrieval of a certificate is quick and
reliable (i.e., the desired certificate is actually retrieved). The
nmet hods av@odavebase arrangenents of the present appli cap€DuS@chsgve this
by finding and managi ng one or nore of tthe conponents of the data in the
certificate, e.g., serial nunber, 15 expiration date and issuer. Figure 4

i 11 ustrat esubfsaraRithbrak i@%@énéé’tﬁmﬁtﬁeér‘i‘é‘brﬁrﬁmé FRbs C(?6,t 97X20809g 5

certificates. For the purposes of clarity only a snmal'l part of eacrﬂdt3a | e
is illust £ | S hemat i cally,, and for
t he pur pos@%ggonlgpﬁﬂégé@%%do%ﬁtp% s%gﬂiqb#ﬁérﬁ%feﬁ%iﬁ Cgﬁﬁﬁa%s%'hét ?a]%%tﬂgr at
field 21, quié‘%/1 20 in{orr{ﬁti OB at }]i e;Pd ‘ﬁé seri gl nunmber at field 23,
versi on nuRBdIPCANONCYEHIAY Ihg slPsearshdable +AgesRet BaVe &0 dnclude srenslieldy)
at field 25, For this exanple, the search table 3 is arranged in one row
with spaceliensfied & aprtificelgosl.separating the normalized val ue of each
conponent or field of the certificate 20. The search table also includes a

nor mal i 2ed val uéoritysteateran implementationrfer ths teinibatitnent, HesuM@ it &7 Sidable
PCT/ USO01/ 11587 11 subsearch table 4 is arranged with one or nore rows (26,

27, 28, 29carific3@) condists &f dMermatos einiiksNe Visat D crRad @eqammte.gf, as&idl in
certificate 20. It should be noted however that the subsearch table 4 does

not have tauidhekUgg Yioh! #ltd, ahﬂﬁﬁéic%{go 1H8rsCRAMG! | ?ﬂfste'ﬁiﬁ?pl%‘r’cse}ﬁn%ﬁaete

illustrate an inplenentation for this e I ment, assune
certificat .S Lafornation simlar at . a gredpt, ,card hqgl.ds,
e.g., a seﬁ?%?%ﬁu e%”%’ﬂse%%@%iWﬂ%t%?”ﬁ&%‘ﬁ@&ﬁaﬁ‘of@ér%ﬂ Qn%.”ng“hi s
sinmple certificate has three conponents or, fields, nanely a nunber field,
a date fi ef'ﬁldanla tElss§|mgll|éed example, the normalized value of certificate 20 that would
10 be stored in the search table 3 (of the form in Figure 1b) is as follows:
(xx, yy, zz, “123456 20000806123000 RICK HARVEYY)”
and the subsearch table 4 may store, for example, three rows - one for each
component of the certificate. Each row of the subsearch table would be in the

form of Figure 1b:

15 (xx, vy, zz, 0, 0, “123456")
(xx, vy, zz, 1, 0, “20000806123000")
(xx, yy, zz, 2, 0, “RICK HARVEY")

where xx, yy and zz are integers corresponding to fields in the particular table
20 design, such as EID, AID and VID.
A search for a cettificate that was issued to “RICK HARVEY” that utilized
the search table 3 may use the following SQL statement:
SELECT ... FROM ... SEARCH ... WHERE AID = 27 and NORM LIKE

“%RICK HARVEY %’
25



field. In this sinplified exanple, the normalized value of certificate 20
that would 10 be stored in the search table 3 (of the formin Figure 1 b)
is as folWows7790xx, yy, zz, "123456 20000806123000 RI CK HAERW/EY¥(1/11887d t he
subsearch table 4 may store, for exanplg2 three rows - one for each
conponent of the certificate. Each row of the subsearch table would be in

the form ghed 1k (X 2z Do 1%%&) Yoy, BXX itg O
200008061 33550° I x%ralﬁfe(r)z%, N?R%,L'*ﬁglo GRIGKIABRYEY X PQQ?%WE;%S&&%Z
are intege rr ' o fields in,the particular table 20 design,
Slch as B ieRGPERESIPLIeh & s diigny e SoB bpedtie b Shlweresth e
"RICK HARVEY" that utilized the search table 3 may use the foll owi ng SQL
st at enent : S@REERreach W??ldq%'«’@l—b? exaypeeEang the degremal sestainty &@t
%8RI CK HARVEY% 25 WO 01/77902 PCT/US01/11587 12 where the general filter
i s "NORM Lihesstriog) bgingHarerrat andHesteeerd isutbierdpsiredaerdry.t dbisds because diod a
search may be sl ow because each conponent of the string for each entry
woul d haveflatteriesl encpneserdatiord hie nlegbeeddrieserdsaiintiy thatunstrbetuséd i text
bei ng searched and retrieved is the desired entry. This is because the 5

flattened fgpessantienl on has no boundaries as it is an unstructured text
representation.

A search for a ’certificate that was issued to “RICK HARVEY” would be
more efficient if subsearch table 4 were utilized when applying an exact or initial
filter and a component identifier were added to the search argument. In this

10 instance, the following SQL statement may be used:

SELECT ... FROM ... SUBSEARCH ... WHERE ....AID =27 AND CID = 4

AND NORM = 'RICK HARVEY’

Where “NORM = ‘RICK HARVEY" is the filter, AID = 27 is the attribute identifier
15 for a certificate and CID = 4 is the component identifier for the subject.

In the above example, a search with the component identifier (or index)
CID=4 is used because it is known from the design of subsearch table 4 or from
subattribute table 6, that index CID=4 is a string representing cardholders name.
A query where the index CID is set to 4, and the filter is “NORM = ‘RICK

20 HARVEY’ should return Rick Harvey’s certificate. This query is considered to be
better because it can make use of an appropriate index making the search faster
and increasing the degree of certainty that the search will find the correct
certificate or certificates. It should be noted that the actual designation of
characters/letter or numerals in the subsearch table design is arbitrary, and may

25 Dbe designed in whatever manner to suit the particular application.



A search for a certificate that was issued to "R CK HARVEY" would be nore
efficient if subsearch table 4 were utilized when applying an exact or
initial Wobt/gwoand a conponent identifier were added to PEBRUSEZANSSY
argunent. In this 10 instance, the fol l&v ng SQ. statenent may be used:

SELECT . FROM ... SUBSEARCH ... WHERE ....AID = 27 AND CID = 4 AND NORM
= ' Rl CK HARVEY' R‘é‘(*\@rrrlﬁg ARM 6 F@UQ( W@femdtﬁ/et ih@pléiﬂehﬁition%pa—n?&hbé the
attribute |dent|f|er 15 for a certificate and CID = he conponent

identifier af:c%rd 'ﬁ?é ﬁﬁése t%ﬁdﬁ%?@‘(/\ﬁll @éaggé@bé?j S?ﬁrtﬁllg N’ﬁpf(@mten tion

conponent |dent| S us ecause it nown tromthe

desi gn of e 4 or m subattri but , that. index ClD=4
is astri ngéj$®§§8§% %Rﬁ%a SEALHY aé) grrﬁgggd to&%‘d@? %?)?&ké%@r%'ﬁ%&%% i's
set to 4, gndthefllter 20 HARVEY"' should return Rick
Harvey's ¢ PF?W%Q%%SG@W&E\B[%NO% §seéﬁ%w geaddnatshing opsome atidasy¥pes can
make use of an appropriate index nmaking the search faster and increasing

t he degbPeeed birgryathe yaluadn thensearehtablevinay biei mfingérpriobor ebeckstin valuiecat e
or certificates. It should be noted that the actual designation of

char act er sThist mekesrthewiemagksini thet dearshilfsidarmbrd efficerdess dineriesisaebs tdaad v,
and may 25 be designed in whatever nmanner to suit the particular

appl i cat i oppqui¥edld/ e’ §fedCT/ US01/ 11587 13 Referring again to Figure 4, an
alternative |rrpl enentation of a nmethod according to the present

application wlk; ﬂ@lﬂﬁgggf Red. In this inplementation, search table 3Ais

a search table i nclude a check sumor finger print. Because

. ?’thprlegths ggplflc%cuoﬁxc%%t als ot lgg u’uﬁzeoﬁ1 fOSI’OI[ITgn %E)Fnrpllebxu%gtat ¥)Ppes

1 O such as string data types. Examples of string data types include multi-word
sentences, multi-line paragraphs of text, and a multi-line postal addresses. In this
case, an attribute value that is a simple sentence may be stored in a single row in
the search table as:

(1122, 33, 0, “MANY WORD SENTENCE")

15 where columns (or fields) are defined as (EID, AID, VID, NORM). A query
searching the string data type for ‘WORD’ would involve looking at the rows for
the part-word “%WORD%, which is considered a relatively slow search. To
improve searching of such data the string is stored as components in the
subsearch table 4 so that the string “MANY WORD SENTENCE” would be stored

20 in three rows as follows:

(xx, yy, zz, 0, 0, “MANY”)
(xx, yy, zz, 0, 1, “WORD?”)
(xx, yy, 2z, 0, 2, “SENTENCE”)



5 e.g. binary, the value in the search table nmay be a fingerprint or
checksum val ue. This nmakes the storage in the search table nore efficient,
as therew@ol/g®we2 data required to be stored. String AttrPODUSE/TIR present
application can also be utilized for norf4conpl ex data types, 10 such as
string data types. Exanples of string data types include multi-word

sent ences, wihekd i thel @lurAR@gaRPfefidedt ext (EAMd AADMWV/ID - IGIDe @UsD alNORM),
addresses. In this case, an attribute value that is a sinple sentence nmay

be stored j &gl e [ : : , Ociih WORD
SEI\ITENCE")k{Légé bt %S&E g?‘ﬁ? ie dgs%é}a%g%@f ?ﬁﬁ'ﬁi ahsléii é’lsé?bh& f)‘,’b%%,gh
NORM . A 4 ' t r for ‘ﬁa?[)' ul d. i nvol ve

| ooki ng a’? féﬁhée{ 4r @%{;é’ ag};?ﬁg}%gg%%btt? @%rg%m"oﬁﬁﬂ% %S%@FHEFgﬁ%abe
relatively sl search. | | qprove searching of such data the string is
stored asy%‘?\‘%%%ﬁ‘@ﬁ?ﬂr mgd@ﬁbsearch table 4 so that the string "MANY
WORD SENTENCE" woul d be stored 20 in three rows as foll ows: éxx, y, 2Z,

0, 0, "FANY") BRLEGY ... FROW SUBSEAREH).. (WHERE Alp,= 38 AND CEERTERDD ) WO
01/ 77902 PCT/ USDIORNISB AVORDWher e the col unms are defined as (EID, AlID,

VID, D CVID, NORM, respectively. In this exanple, the filter applied
woul d then use the subsearch table 4 instead of the search table 3 and the

fol I owi ng PR res@t eBRRE b6 @Uhdc® easter search as we are looking for an exact match of
‘WORD” rather than, as above, looking for a part word “%WORD%".

10 Alternative Index

The present application also has general applicability to the problem of
being able to add one or more indices to a given attribute for the purpose of
increasing performance for certain types of queries. Adding indices provides a
different path in order to find an attribute, such as for example, reverse indexing.

15 In this case, there may only be one component in the subsearch table. The
component in effect represents an alternate form of that attribute value.

In particular, the subsearch table can cope with the problem of "ends in"
searches or searching for values where an initial portion of data stored is
relatively highly repetitive (such as distinguished names, MAC addresses,

20 telephone numbers, full qualified file names, etc ) by storing a reversed form of
the value and thereby giving effect to having a reversed index on the attribute.
For example, referring to Figure 5, a telephone number 31 is entered into a
search table 32, and the telephone number is also entered into a subsearch table
33 in a reverse form. Of course this aspect of application is not limited to the

25 reverse form, it may be any other suitable form of data entry suitable for a given



used to search for "WORD': 5 SELECT ... FROM SUBSEARCH ... WHERE AID = 33

AND CID = 0 AND NORM = "WORD' The result would be a nuch faster search as
we are | oo@ong9dbor an exact match of "WORD' rather than, PaBUSNIOMSES7 | ooki ng
for a part word "9NORDY% . 10 Alternativeld ndex The present application also
has general applicability to the problemof being able to add one or nore

i ndi ces t ospyMoeBr %béféh‘?‘ék@gfé%ftré \PWP e fhde IS g{@@ﬁ%eoﬁawe%ﬁs for

certain types of queries. Adding Indices provides a erent path

order to fj [ , such as for exanple, reverse indexing. 15 In
this case, B?ﬁaerfage?rgiﬂpgﬁ}ébﬁbe one conponent in the subsearch table. The

conponent in effect represents an alternate formof that attribute val ue.
In particular, S FEEEHHEH fz’étﬂ ée'l@BEOE%p%XtﬁW'H”t H‘éh"gF db| ¥Ric y"‘Bﬁd@“ﬁjn"
searches or searching for values where an initial portion of data stored is
rel ati vel yPartigh of & &glephens BuMbgE A seathspy dei etsassathes a iy sedrakstoss,
20 tel ephone nunbers, full qualified file nanmes, etc) by storing a reversed
form of 5 t Ifd 234l (heastdr beimgebywilgi eandy &f delytsenechhtabia§2aveevaesekdhendhs on
the attribute. For exanple, referring to Figure 5, a tel ephone nunber 31

i s enteredperbanance et stalhewddld EadIohBetRIRPMIBRE WO NI BoddiBR for
entered into a subsearch table 33 in a reverse form O course this aspect

o B! L T Lol S St PRSI, ST Bt AT
ﬁﬁn;'(; u:tsi gﬂbgéarcs:ﬁatra%t]é 3%anh rg\%rts{a,e %Ine' ns%btsggrc FEbis Oc%%l& fbea utsgld et%h%?)ean
equivalent search, e.g. "4321*" which is considered to be very fast.
10 More particularly, the search table 32 might store a telephone number for a
given pérson as.
(1122, 44, 0, “98791234")
and in the subsearch table 33 would be stored:
(1122, 44, 0,0, 0, “43219789")
15 and an SQL statement to find a telephone number that ends in “1234” could be of
the form:
SELECT ... FROM SUBSEARCH ... WHERE AID = 44 and CID=0 and
NORM LIKE ‘4321%’
20 Searching the subsearch table 33 should retrieve the desired record faster than
searching the search table 32 because the search is for an initial match (i.e.,
begins with) for “4321”, which is a faster search.

Another example of an alternative index is the storing of a checksum of a

binary value, e.g., photograph or audio.



separate conponent. Wen searching for a tel ephone extension, which is
typically the end portion of a tel ephone nunber, a search nay be expressed
as a striwgoseanrzh for 5 "*1234" (the star being a wild earapo1/11687onl y
search table 32 were used, then the perf1@ mance of the search woul d be sl ow
because i ndexes are only possible for "begins with" or "exact" searches.

However, wth t @ﬁ‘l %tnb%(%?ué%nﬁﬁl%rﬁda éﬁm%tlvéqm@)?‘f e %hﬁg:iﬁ 4 ’ﬂngéﬁﬁ?irng S

the subsearch table cou be use o an eqU|va ent sea

which is ¢ ider r tlc ar c abl e
32 mghi <0ang 4 FEIEPre iRl Yrape Jall el n S Foplr 8y RARH S
98791234 é and i the subsearch table 33 would be stored: (1122, 44, 0,

" 432 @9@9‘% '5 and an SQL statement to find a tel ephone nunber that
ends in "1234" could be of the form SELECT ... FROM SUBSEARCH ... WHERE
Al D = 44 and Cl Bitopagh thegresentiapplicatian 96 disrlasest withnigfersece i sampch0@ abl e
33 should retrieve the desired record faster than searching the search
t abl e 33 bdrecisey sbwicesaysitemsthieoapm@ication tshalldnmedtdie jmited to tHeegystemnandh)
for "4321 ", which is a faster search. Another exanple of an alternative

index is thRied® idIgcleted BBRSKSUMSIWl bBI DAAMrsYdHErore- 8- rediM9d O apd or
audi 0. WO 01/ 77902 PCT/ US01/ 11587 16

specification as a whole, the present application may be applied or implemented

in a number of different directory services systems or use a variety of methods.



Still another exanple of an alternative index is the storing of a
fingerprint being a smaller representation of the data, such as a snaller
representva®@puon’9ef a phot ograph. Although the present appPCTEBIIGNSETS
disclosed with reference to an X.500 54¢irectory services system the
application should not be limted to the systemand nethods discl osed

t herein. AWHSH'IS@_N[E&DSIE?OC] froma reading of the specification as a
whol e, the present application may be applied or inplenmented in a nunber
of different digfgectopy I\ or. U vari . of methods. WO
01/ 77902 PCT/ USE)”_L/ 11 zﬁg &e\ﬁ%ﬁ@@e@ﬁl 'N/@@%gsaisc %‘FW& of arranging
data in a database_ conprising: creati a first table adapted for storing
the data and ha@ieRgng flr%vsagk%ad%fgeﬂr}gaﬁ@r'@ﬁttﬁﬂﬁ AAPNG BaYINAPRE s_WJRE
tabl e adapted for storing data conponents and having one row for each
conponent ©#ch datedentsy; and The nethod as clained in claimi1, wherein the
data is a structured data type. 3. The nethod as clainmed in claiml1,

wher ei n the dat erdasing sstsecogd tetila adapbed fot. stdhing retd edngmnentd bad Havind ai m
1, wherein the data is or represents a X 509 certificate. 5. The nethod as

clai med i nogd abWids e¥bILESMPohESt SfAAR@RENt of the data is a checksum or
fingerprint.

2. The method as claimed in claim 1, wherein the data is a structured
data type.

3. The method as claimed in claim 1, wherein the data is a string data
type.

4. The method as claimed in claim 1, wherein the data is or represents

a X.509 certificate.

5. The method as claimed in claim 1, wherein the component of the

data is a checksum or fingerprint.

6. The method as claimed in claim 1, where the database is a part of

an electronic directory services system.

7. The method as claimed in claim 6, where the electronic directory

services system comprises an X.500 and LDAP services system.

o



6. The nmethod as clainmed in claim1l, where the database is a part of an

el ectronic directory services system 7. The nethod as clained in claim®,
wher e t havebetwdoni c directory services system conpri sesPa@nux0130887and LDAP
services system WO 01/77902 PCT/USO01/ 13887 18 8. A database having a data
storage arrangenent conprising: a search table containing at |east one row
having a plurality of colums; and a subsearch table containing at |east
one row having a plurality of columms including a conmponent identifier

colum. 9. The dat abgas i i |_al , rein.t glumms of the
search table aréei' in 'tahqgat%?ﬁ% r’i‘@ﬂﬁ& aACF%,g s@}rgbg%%%e% rcgﬁ?ﬂcrﬁ"?%enti fies an
object to which a vagl bel ongs, AID identifies an attribute type of the
Val ue. and VI D AiSRaKeR 518 ADINCablses! BNe TRHBANNGIa BIUTA RLCQHMASS | n
the one entry. 10. The database as clained in claim8, wherein the colums
of the sedt&h table are in the form"EID, AID, VID, CID, Nornf, where EID
identifies an object to which a value belongs, AIDidentifies an attribute
type of the val asubséarchitdblat cdritaimingnat le&sttoresiy bheinguarpkirality citcoturbog e
values in the one entry, and CID identifies the conmponent identifier. 11.

The dat abagg| it b &osbridht deditifeBeollifin. her conprising a subattribute
tabl e containing at | east one row having a plurality of colums in which a

description or reference to the subsearch table is provided. 12. The
dat abase as clainmed in claim 11, wherein the colums of the

9. The database as claimed in claim 8, wherein the columns of the
search table are in the form “EID, AID, VID, Norm”, where EID identifies an object
to which a value belongs, AID identifies an attribute type of the value, and VID

identifies one of a possible number of attribute values in the one entry.

10. The database as claimed in claim 8, wherein the columns of the
search table are in the form “EID, AID, VID, CID, Norm”, where EID identifies an
object to which a value belongs, AID identifies an attribute type of the value, VID
identifies one of a possible number of attribute values in the one entry, and CID

identifies the component identifier.

11. The database as claimed in claim 8, further comprising a
subattribute table containing at least one row having a plurality of columns in

which a description or reference to the subsearch table is provided.

12.  The database as claimed in claim 11, wherein the columns of the

subattribute table are in the form “CID, SYN, DESC,OBJECT ID, FLAGS".



subattribute table are in the form"C D, SYN, DESC OBJECT ID, FLAGS'. WO
01/ 77902 PCT/USO01/ 11587 19 13. A database having a data storage
arrangenmsyo ovompr i sing: a first table directed to a hierarPchysewiissy defi nes
a relationship between objects and confiiggured to have one row per object,
a second table directed to objects which define one or nore values within

each object andsgonfij Lhi.rd table
directed to one1§6'r nlé(r}degtgg?éeéc){%\zﬁ&%o%gr%ﬁggearré\@eﬁ%m?%%@ﬁ@'gured to
have one row for ea onponent . of , .each val ue. 14. A director ervi ces
System for per { BritEnipHs rBeeHry (0a yeRgenY Silidy cefiond £ HFGeRbln BeWes
conprising: a first table arranged for storing data, the first table having
one row f opPiegtscAnd foATigHIed, {0 RYE P FOMPar iectady aper fahle diwdery t@at a
conponents, the second table having one row for each conponent of the
data. 15. @bjeécisewhinty dstineiaiesosysarenvalges lvdthikdach ebjetiand, cadliguesd to he

data is a structured data type. 16. A directory services system as clai ned

in clai mlhavevigreerowt her dalu@, drel a Hind tibldalieectetbeo dnb of otk rsetdctey
services systemof claim 14, being an X 500 or LDAP directory services

system WQ.GhhERENE HICTAMER Lnkl e8rfigud8d to have one row for each component of

each value.

14. A directory services system for performing directory service
requests on a database, comprising:

a first table arranged for storing data, the first table having one row for
each data entry; and

a second table arranged for storing data components, the second table

having one row for each component of the data.

15. A directory services system as claimed in claim 14, wherein the data

is a structured data type.

16. A directory services system as claimed in claim 14, wherein the data

is a string data type.

17.  The directory services system of claim 14, being an X.500 or LDAP

directory services system.



18. A directory services system having a data storage arrangenent
conprising: a first table directed to a hierarchy which defines a

rel ati ondwo pr/wozveen objects and configured to have one POWURew1164y ect, a
second table directed to objects which2gefine one or nore values within
each object and configured to have one row per value, and a third table

directed to oneqgr M QirSEloRP Rt B vkl VRIdAES ABfAECBIrLALEREN O

have one row for eac onponent o 19. A di ory Sservices
system as 8(%%&)%% in claim18, wherein the data is a structured data type.
20. A direcCtory seérvices systemas clained in claim18, wherein the data

is a string data t .21, The directory services_systemof claim 18, being
an X.500 or LDAP fl%rfaéﬂ?cﬁ"&‘?c tdﬁ@éyegaré@wh%deﬂn%%ﬁﬁdafeﬁn%ﬂo@%@ﬂa
dat abase for given data entries, the database having a first table adapted
for storingbierts aadcanigured i fayaoneovew der ehiett, ensegondatable direstattita abl e
adapted for storing data conponents and having one row for each conponent
of the dat abjectsewmidthddficergpre si mgorededieesriwithig emchooipeai ahd afordiggrectio dat a
entry; executing one of an exact or initial matching on the second table in

order to hagatlchd hewCpaPoare! ;ardnd fidutdbid Witdeedity Shed ¥ anBre Iegidié@ hi ng
t he conponent |ocated. WD 01/ 77902 PCT/US01/ 11587 21
components of values and configured to have one row for each component of

each value.

19. A directory services system as claimed in claim 18, wherein the data

is a structured data type.

20.  Adirectory services system as claimed in claim 18, wherein the data

is a string data type.

21.  The directory services system of claim 18, being an X.500 or LDAP

directory services system.

22. A method of searching a database for given data entries, the
database having a first table adapted for storing the data and having one row for
each entry, and a second table adapted for storing data components and having
one row for each component of the data, the method comprising:

determining a component of a given data entry;

executing one of an exact or initial matching on the second table in order
to locate the component; and

returning the given data entry matching the component located.



23. The nethod as clainmed in claim22, where the database is a part of an
el ectronic directory services system 24. The nethod as clained in claim
22, wheravohe7®bectronic directory services system conprPerESarm1387500 and
LDAP services system 25. The nmethod asogl aimed in claim22, wherein the
data is or represents a X 509 certificate, and / or a check sum of the

data and / or aosfi ngﬁé%gmbdﬁ{s é@ﬁ?{?&ﬁgg@Qﬂ%e&?tﬂé’ga%a@E% %frﬂaeljtggt a

claim 23, wherein the conmpone um or ngerprint o

27. The net ho@ﬂe as clgj matd in claim 2{3, wherein the search is conducted
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24.  The method as claimed in claim 22, where the electronic directory

services system comprises an X.500 and LDAP services system.

25. The method as claimed in claim 22, wherein the data is or
represents a X.509 certificate, and / or a check sum of the data and / or a

fingerprint of the data.

26. The method as claimed in claim 23, wherein the component is a

checksum or fingerprint of the data.

27. The method as claimed in claim 26, wherein the search is

conducted using a search table to locate the fingerprint or checksum.

28. A method as claimed in claim 27, further wherein components of the

checksum or fingerprint are searched.



