DI G TAL SI GNATURES Field of the Disclosure The present disclosure relate

gener al | ywignfls@hgal signatures, and in particular, to a rEh l,gmosyst
for obtaining digital signatures. Description of the Rel ated Art Encryption

is one of the no I i hod f securing the contents of
data. Encrypti onﬁé*ﬁﬁﬁ%lﬁ%gyﬁﬁﬁgg@ﬁ@ﬁéﬁ&ﬁQlﬁéﬁéb%ﬁ@%ﬁ%%rage. I'n
its basic form encryption typically 111v0l1\'eS the use of algorithins for
t r ansf or rield of theei Idiselosurdat a i nto an unintelligible form referred to as
ci phertext. The algorithnms used in encrypti onld?:an be defined by the 4
aranmeters us {0r6defi MisKBAME rddtedEeiSrally WP didh] QR ods

-gre symetri cqqngtﬂr?lodes uél ng oFlI yeprl vaatse[ el;é’? Sl%ﬁ‘ asy%ﬁll clne?rhod{] Whl ch
use ubI| te tr| C private key encryption,

sendgr en ?tr;/l%c? a}'t%m for%%guﬁ?fh\gg?]e;{wresl'he recei ver- they decrypts the

“data usi ng the sane private key. One deficiency of symetric private key
encryption is that both the sender and receiver must know the sane private
key Thus, exchanging the key between sender and receiver can result in
securi ty DésastionneflthelReltddhartri sk of conpromise or forgery of the private
key. Public hey encryption is an asymetrical encryption method involving

t he use of ke i

cey. The.hol AP PR aR AL R donliy o2 rﬁ&?“suoﬁ%%@ﬁzhe Rl défée
Only holders of the public k corres onding to the private_key can decrypt
t heydat a 94 r'Fgle}fPé’OBu%?%t@‘ %SS§¥° zfeﬁurted],a mﬁ@P%’r‘%"“@fﬂth&ﬂ p‘ﬂb‘lsl gsig&msan

encrypt data VO 02/ 059728 PCT/ USO 1/ 48290 usi ng the public key. _The

encr ypt e¢netapaorcypidalis nmpdvesdiiceisg of elgeasthime fdrarankforiimggdainekt ddneinpy avat e
key, since only the holder of the private key can decrypt the data.

Typi cal | YinireaR SibUSRIm SefRHRY 't@asi‘(,@M1eh§xtpqtﬂe'a$<nﬁﬁlhrh§‘u&d9Hkadr(}ptk%%ycaﬁ'b'e%eﬂﬁed

enbedded in a certificate. The user's private k

; €3ePP\ V46] Tc WO 02/ 059728 PCT/ USCL/ - 48290 METHOD AND SYSTEM FOR OBTAI NI NG /

by the parameters used therein known as keys. Two well known encryption methods are
symmetric methods using only private keys, and asymmetric methods which use public and
private keys.

Using symimetric private key encryption, a sender encrypts data using a private key. The
receiver then decryvpts the data using the same private key. One deficiency of symmetric private
key encryption is that both the sender and receiver must know the same private key. Thus,
exchanging the key between sender and receiver can result in security risks including the risk of
compromise or forgery of the private key.

Public key encryption is an asymmetrical encryption method involving the use of key
pairs. Each key pair includes a public key and a private key. The holder of the private key can

, encrypt data using the privaté key. Only holders of the public key corresponding to the private

key can decrypt the data using the public key. In turn, holders of the public key can encrypt data
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can thus be kept secret. Public key encryption provides increased security
over private key encryption, since a holder's private key need not be

reveal ed {p @Bp¥eng. Public key encryption also allows a reehii®ise) data
to prove the origin of the data. For exanple, the sender encrypts the data

using thejr own secret pgivate key. To validate the data, the recipient
decrypts FH% @%tpggﬁcs F?‘?g pfl eené:@'r%%cil daga ﬁ%ﬁ?‘bbe}@&ly ?0'?‘145583\@9; él?fé?é’ l&’é of the
successfully decrypted using the sender's public key, the nessage nust have
ori gi nat ePFiYatdkei Biace emlydhe heldercaf thapyvaihkeyseandeeryhiatbe detee Sypicelly teach user’s
private key. In addition, digital signatures cats provide a further |evel
of pr ot ecpibdic. kepisgdichediarn publligKey fieorthaibaddd iARGMFIdatty THe udsi H8rivdiekéy
own private key. The sender can then package the signed data by further
encrypting, i j recipient's public key. At the receiving end, the
recipientaﬁgé¥§%%gﬁﬁﬁgﬁﬁackage using their own private key and then

*val i dates the sender's signature by further decryption using the sender's
publ i ¢ key. Di QrigkeyicgHyPliPRBIOHAFS MCETRSerhSCEHRHAYCLRT YA KONEICTIPEORGHRCE For
exanpl e, data can be digested (hashed) into a single block using a one-way
hash funchalder’s pxiharekavaieeth asthbd iemedledio dngenea Rublip &ey yndriystioni disa dlows a
conputationally infeasible to construct any data that hashes to that val ue

or to fingchhadnRoPddtd &f&%vdhﬁtor% Bf the dhiae F%ﬁéﬁ%rr?ﬁ&?ﬁé sena_&ecng}ry%?ssthe 9?9 ukfagn

be encrypted with the sender's private key The resulting encrypted di ges

can then be._appended to.the cr or, unencrypt dat a ncrypted using
reci pi ent "€" 8%’1 S’le%]%g%])‘/ at%geya ?6%13{353383 dﬁﬁ’gﬁe Feéﬁﬁ?’gg?cwfé the Béﬁ% 28
PCT/ USOL/ ~18290 reci pi ent decrypts the digest using the sender's public
key. The feag¢rpi rubiciksolfdhgmsssnge I*ﬁa%ﬁ@@;fuﬂhée@mtad whing thevsgndersaaiblie dey, the
unencrypted. If the data was received encrypted, it is first decrypted

usi ng t hemesaigpmenthase pripvated fiory tiRenddaincdionBsthe der(deabiodresd $b N@irtpiRvatame
one-way hash function used by the sender. By checking the decrypted digest
agai nst tﬂ%'recipient generated digest, the senders's signature can be
verified. This type of digital signature provides verification of the
integrity of the data. .That .is, any nodification of the data being sent
will result i nfg‘a“dgl“rof‘e?‘é”ﬁ’c‘ YHEEES Gan RrRwds %?‘frmeélﬁ"e%o JHErESHRD- 1 geidgr can
conparison with the sender generated digest will provide ail indicator that
the data T Beednte brpnérypicng iThbing thadeovof privats kel Biegradarcen ties pagtaguitites
authentication of the origin of the data. For exanple, only the hol der of
the privadigndéaiatLlow fuespOaRryiginkar Gshe: e RddigiettQpubEE def. OAY Bleiré@iang By, thgest

coul d have signed the data.
recipient decrvpts the package using their own private key and then validates the sender’s
signature by further decryption using the sender’s public key.

Digital signatures may also be formed using other methods. For example, data can be
digested (hashed) into a single block using a one-way hash function. A one-way hash function
has a property that it is computationally infeasible to construct any data that hashes to that value
or to find data patterns that hash to the same dige;t. The digest can than be encrypted with the

sender’s private key. The resulting encrypted digest can then be appended to the encrypted or

unencrypted data (encrypted using recipient’s public key) as a signature. Upon receipt, the
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To all ow one user to identify another user for transm ssion of data in a
manner that ensures the user's possession of a private key, the first user
nmust be aWloiegeePt ai n the other user's public key from a dopisdgdsspur ce. A
Certification Authority (CA) provides such a trusted source. A CA |Issues
public key certificates. Each certificate typically contains the user's
name and BHIsH deaypts thedigess ypingghasenderrapublic é%eﬁm@cm&sodms@ (hashesdi t y
period. The framework for public key certificates is defined in CCTT,
"X.509: Tiie data whichmws redeivee nhemaypted) Flesdidwks fecdiped encriyBes iis Yirst deerypled
which is herein incorporated by reference. In effect, the public key
certifica o i Q: L : i p r [afal
R A o R e e R S e i

aut hority,.of .the ior todistributjon. Recjpients.of data fromthe user
can 't r ust FPREY Ers v be ot e Bl b BecriBird PRt opaitt fi pepigng generated
cauthorities public key enabling verification of the CA authority's

si gnat ur edigasl. thg seivdsrsexsigpaturetean be vepfietht This ype of diggalGigngure preide/ve88zadn
PCT/ US01/.t18290 One difficulty with the CA franework is that the

certificabPmedmefidl opliRaEe B id, By ARHIRAHEGT ofthe IS8 BERG seht willysdulGh ot he
| evel of responsibility with which the sender of the nessage shoul d be

given. Th i onl.y. Lfi the.idengified truste thori.ty
Com s ecoiebd oldis LeRbichEt bid b8 boifishf Sl b Sl EisPle kO Wi
Attribute certificates provide a further degree of protection. Attribute
certifi caP®yidegntipgigalgr t@a&gﬁh? gptadiag hegn gosmrisedy Ty tXnsiof Higitad sispaters alsee
authority that has been granted to the party being certified. The attribute
certifi capevidenaltheigicaiion athiie brigin efathe déter Rat dxampie] entlyithy holdert dfehppiivdtekéyey
and the nane of the party being certified, an authority level which is

bei ng gr apdedpanting {othe BhbIANGyARED R £RYRNAS A0k Chudhey LELAG horaged. This
information may indicate issués of concern to-the certificate. For exanple,
the informatio include a nmppetary limt for the certif.ee and/ or the
level of trust IPRVEN o6 U560 MeTTY Liber Spel b GAnsmission od A3t M AETBRCB U noss
envi ronment, each enployee is assigned their own digital certificate. Each
enpl oyee ergyrasshe wiges possassioreoficeyrivaie keyg thedingt usermusgve ableetp obtatethe Piter

recei ver of the signed docunent is then required to verify that the
signer's aeftiphbiakey fiaa anaistddesnrdee pudetitiestion Atiority (CA)ipe@lifias such a trusted
acconpl i shed by the recipient checking a certificate revocation

source. A CA issues public key certificates. Each certificate typically contains the user’s name

and public key. the issuing CA’s name, a serial number and a validity period. The framework for
public key certificates is defined in CCITT, “X.509: The Directory: Authentication Framework,”
April, 1993 (“X.509"), which is herein incorporated by reference. In effect, the public key
certificates bind a user’s name to the public key and are signed by a trusted issuer (e.g., the CA).
Typically the certificate is signed by an authority of the CA prior to distribution. Recipients of
data from the user can trust the signature, provided that the recipient recognizes the authorities

. public key enabling verification of the CA authority’s signature and to the extent the recipient

trusts the CA.



list in the sender the conpany's directory. The recipient can also verify
that the enpl oyee was authorized to sign the docunent by retrieving the

enpl oyee' woahiosehsit e certificates fromthe conpany' s di regicarysorigpogver
these traditional methods do have drawbacks. For exanple, the recipient

whom of t en wor | £.f 8r . 1 t he.signer has the burden of
checki ng the adaﬁ%g]?ﬁ%gp%@ ﬁ‘g@% ﬁ%&%@ﬁ@é’ ér‘rﬁﬁ%g&‘fe‘?ﬁ’%&é Qi‘ﬁgg@é’ “%cﬁ“é{nti ally
sensitive internal corporate information to anyone the organization sends a
si gned ddedisaten ofthe desramef wust obthgdeysd pf sesppnsibiliy eathosigzie herendapsOitie-8290
verify the senders authority, the recipient requires access to potentially
sensi ti vanenagosinubl badioenellaos, HRISA Shlycerities i trUbaaIfiddristed Ruthokide(CA)
'conpany to sign what. Another limtation is that as enpl oyees | eave a
conpany, Jf kA | - tificate may be revoked
by pl aci nljg [ mzc??l]qgé %@P?ﬁﬁ@é@g@ g%/’g%lg@/x gg?qjtlhgﬁ)e?%). The recipient of a -
‘docunent rmnust heH al so .check t]| até,[he sd'[egner' s certificate has, not been
revoked, addi ngtHRMESEFTIFYRERTOBYE ddhthe defree PEpToficAR s AHTbPESeRisalss S6atidY g
the recipient wth-additional potentially sensitive internal corporate

i nf or mat i gital SiguaRying dirygivhieh isdigatet the euthpstyethatdaspednsgrantad ttathalpase being
hol di ng access control rules that identify docunents authorized users are

al | oved teerifpsce Eeasiriboficeaificttes LBNAR, AMHdRIoN 18 MiBn3%a i &RPARE BleSmMic key
receiving signature requests froma pf urality of authorized useéers, each

par scs t BCane s b s Wi e SRR Yo ohher e MU AN G b B PR e ¢ hor ey

to the access, control rules stored in the database to determ ne whether the
aut hor | zdEniRiansi2ad safegirdsTdych arebging impesefo clineinforgiatior mayiindigate jssues of
determ ned that the authorized user is authorized to have the document

si gned, tcoecshgnilrgesyfahemFst grsnplbahe aformestion wsyrifciadd Hgphétast i for the
i nformation unique to the signing system The access control rules nmay

I dentify cfifb@a%do0Ne 18k & thiPSvant AtlEkipit € of docunents each user is
aut hori zed to have signed and The signing system may parse the document to

be signed to determ ne at | east one of a type and attribute of the docunent
and conpare th Pd%ﬁ?é’r}%fé’&l"’cr &! gHﬂ“%FPY’B‘ﬁE‘@“&FW’h@“@BX%ﬁfs’ié‘lf%tth%‘r Q¥8ess

control rules stored in the database to .
digital certificate. Each employee can use their public key to sign any document they like. The

receiver of the signed document is then required to verify that the signer’s certificate has not
been repudiated. This is typically accomplished by the recipient checking a certificate revocation
list in the sender the company’s directory. The recipient can also verify that the employee was
authorized to sign the document by retrieving the employee’s attribute certificates from the
company’s directory.

However. these traditional methods do have drawbacks. For example, the recipient
whom often works for a different company than the signer, has the burden of checking the
authorization level of the employee. This exposes potentially sensitive internal corporate
information to anyone the organization sends a signed document. For example, to properly
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determ ne whether the user is authorized to have the docunent signed. 5
WO 02/ 059728 PCT/ US111/ 48290 The request may further include user

aut hent i cwlol @seMg or mat i on uni que to the requesting user, peai®idslohe
signing system authenticates the user via the user authentication
information_and does not parse the docunment unless the user authenticates.
The user V&Ulﬁhg‘rﬁsre’é‘geﬁ HHDGTHY SheERCIINENL Fegites Asnesste pateatigliyt sensitize cofporae e,

wi th corresponding public and private keys. The digital certificate may
conpr i se inforita8@9regerding wiahas. autHoeitys withentheeympatytibeign@@impr i se an emi |
interface, wherein the signature request is in the formof an email from
the user addr egsdferlifitdien ¥ G REnHISHRIANa E&ﬁpél‘l?[e{heﬁ%tenﬁﬂﬁfegﬂﬂs%e
‘informati on may conprises a user's enmil address. The signing system nmay
aut henticate ..the usger by c aring the user's ennil address to enai

addr essed! e‘écff(g ld'eg ?eﬁ“ﬁ??ée %‘53{ g‘g%é’ 8f.<ed,%\byn’£&f‘ﬂ88 It ao‘?e&i‘ficéfq rvesagan Mgt Gddundies
‘using a signing systemis also disclosed and conprises storing access
control MedRiEnt ofzt dacgeent myst deenuadsornheckathahtheisigner’ sisartifcate basaldt bemdrevokdiave
el ectronically signed, receiving a signature request fromat |east one

user, thadsingnataddieionhguedh tb Bl reepietits duti@@&i&’ﬁﬁmid&% tﬁ@re%ip@aﬁ%mcﬁtiqnfal o
! e

determ ni ng whether the user is authorized to have docunents signed.

user is i . igned is parsed. Information
obt ai ned%gg/eggﬁie&g%’rsgf\'ggm?@gco a?%gmiagn%%‘stor ed access control rules to
determ ne whether the authorized user is authorized to have the attached
docunent signed and i f it is determned that the authorized user is
aut hori zed to have the attached docunent signed, the docunent is signed
usi ng authBMMARYi on i nformation unique to the signing system BRI EF
DESCRI PTI ON OF THE DRAW NGS A nore conpl ete appreciation of the present
systens and ne{ hpgs) AnchiiraByst i@t b iher R
X ChiirRBYstéHh codmipristsaanddnde lﬂﬂidﬁﬁ?ta&ggsgcyotngef ﬁ@% t}%tI 15e5v Byo

readi | y obtained as the sane becones better understoo

C

PCT/ UsO /db&ﬁggrgs authorized users are allowed to have electronically signed and a signing system
capable of receiving signature requests from a plurality of authorized users, each signature
request including a document to be signed. The signing system parses the document to be signed
and compares information obtained thereby to the access contro! rules stored in the‘database to
determine whether the authorized user is authorized to have the document signed. 1f it is
determined that the authorized user is authorized to have the document signed, the si gning
system signs the document using authentication information unique to the signing system.

The access control rules may identify at least one of a type and attribute of documents
each user is authorized to have signed and the signing system may parse the document to be
signed to determinc at least one of a type and attribute of the document and compare the
determined type and attribute of the document to the access control rules stored in the database to
determine whether the user is authorized to have the document signed.
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reference to the follow ng detail ed description when considered in
connection with the acconpanyi ng drawi ngs, wherein: Fig. 1 is a block

di agr am ofyoa2pkeMs Ng system according to an enbodi nent; Figgr & sded b OCk
diagramand Fig. 2B is a functional diagramof a signing system accordi ng
to anot her enb | ow chart for, describin thod o
provi di ng di gi fléﬁ ‘%P@%&ﬁﬁ&'@h%’&%‘fd&%g ‘P@"eé‘ﬁ‘c%t?‘ﬂﬁ’dﬂ QF@Ation Wﬁ?lgue t@rTFgreggestmg
functional diagramof a digital signature system according to another

enbodi mentser, Frhgreid thessihingusysteam suthenticdies thei usenga theauseeditioshtiodtiqoriofarntiatign
digital signatures according to the enbodi ment shown in Fig. 4, Fig. Gis a
tabl e foraderes hbi fosd fe dbotpgst eﬁlessﬁﬁ@ﬁseabumemﬁia&rseq‘he BseR afipEARASE

vaccording to an enbodinent: Fig. 7 is a table for describing the types of

ol ook di renGy eSaMAbh § G GREREN, M Brbh R ERRE R e Bty et o

-an enbodi nment; |ng t9 is a chart shovm ng an audit |og according to an
1t

enbodi nerﬁ1$lt%{r'?6” e My FNRIiSs 2B AP eerbficat® emai | used according to an
enbodi nent. DETAI LED DESCRI PTION I n describing preferred enbodi ments

il lustrated i nThdwystthawiapsjhes paaprisecantearail inttfacy; whereln the\MRrARrORYESS is in
PCT/ USOL/ : 18290 enpl oyed for sake of clarity. However, the present systens

and net hogs faheo Rt erhdll BBRGHe hifr I&’&iéleésﬁ% %oeth Ts%nﬁ%%gﬁ?ﬁ%ﬁ e heef ﬂtﬂ&}t&%%oﬁ 0

selected and it is to be understoo eac I c elenent al |

Si ghi ng. dBEOMEHDR A ZSPHF RGBT 8 ORo L M SR AR o egtcatqfge use

systemincludes a signing system 100 for el ectronically signing docunents
using a cereonpacardhonsepsicvat @ddess tarsmpilaiddreases storet isdheviatabasé.gni ng syst em
100, and a signing policy database 100a which stores information indicating
the types and Atfigthdbedigiefllykogimeddchnrashisaigt I agiine systsels dis disclosed and
comprises storing access control rules that identify documents authorized users are allowed to
have electronically signed, receiving a signature request from at least one user, the signature
request including a document to be signed and determining whether the user is authorized to
have documents signed. If the user is authorized, the document to be signed is parsed.
Information obtained by the parsing is compared to the stored access control rules to determine
whether the authorized user is authorized to have the attached document signed and if it is

determined that the authorized user is authorized to have the attached document signed, the

document is signed using authentication information unique to the signing system.

BRIEF DESCRIPTION OF THE DRAWINGS
A more complete appreciation of the present systems and methods and many of the
attendant advantages thereof will be readily obtained as the same becomes better understood by
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al l owed to have signed At |east one signature requester 102a-102n is

aut hori zed by signing system 100 to have specific docunents signed by

si gni ng syef@fsd@®. Each requester 102a-102n may submit a Jqup@shslop have
al71' docunent they |ike signed. However, signing system|00 w ?I only sign
t hose docunents that the re ue,stg{ is authorized to_ have sighed, For

exanpl e, rﬁferr‘éftfﬁé%ff@rfowmngﬁ&éﬁkﬁd CSCTIRtiQN ddhen considered in gorngaan Wih #ifed and
forward the request along with the docunent, to signing system| 00. Signing
syst em 10@ceompdnypey drewings, dhereirent to determine its type and attri butes.
Docunent hal -si n~= i ~l vol ~~es breaking a docunment into tokens or words,
using | exi cal Iag.aﬂ %S oA Wb SandedigdifE fRIcAHE ordiY to Rimaftd then

i
‘recogni zi ng patterns of the tokens or words. For exanple, an XM. document

may be broken do i nt tart tags,..e ta co nts, elenents. etc. An
X o ce. g6 B el Rk EiE o b Dao B Soedin S VERIEN t and
‘end tags the attributes associated wth the tags and constraints on the

el ement s aseerdiigrie angihegmbadi@eatocunent . When parsing a document, the
signing systemw ||l determne if a docunent is << valid XM. docunent, for
exanple. |If a Raliid Dw eieatifee describingy thethbdefNprdeideigdigRralisigrnaturéssacordaig 1d
XM invoice. The systemidentifies the attributes of the docunent (e.g., 8
WO 02/ 05 : Ol/ . 48290 Total Amount = S 1,000). The system nmay then
conpare %@@%ﬁ’ati on with defined docunent types. For exanple, in this
case, the invai.ce, m ght be classifiged. as . an "lInvoice Under $2,500". O
course, ot her Oﬂd%c‘h‘ﬁé‘ﬂt““ftﬂf’b‘égd‘ﬁﬁ’i?mo‘g%tfg%‘&al ST YSyt %‘?r‘FPT{rb% HERMEDNpar es
the docunent's type and attributes to the information stored inits

dat abase eb@®dimentdet ermine if the requestor is authorized to have the
docunent signed. If the requestor is authorized to have the docunent
signed, signi rgesystRm JQP: B 882ribhe 2RGHSEM prowidHg dikSal Q¥R atifdsGYEording to
signature certificate. The si gned docunent is then forwarded to the

i nt ended 1. R 0, Ci.pi:ents 103a-103n. The recipient(s) of the signed
docunent t[’%%h%ﬁﬁ%”%%\?gﬁt'l&%%?i’fy that the signing system s signature
certificate has not been revoked. Utilizing signing system1 (IU, the onus
of checki ng t HaggusRdrbls der descntunethedypes o€ Miiamption stospd inadatahaspegoptdinggd
wi thin the business or organi zation where it belongs. This | essens the
~~or k of antembodongitent of the signed docunent. |In addition, internal
corporate information is not needlessly

Fig. 7 is a table for describing the types of information stored in a database according to
an embodiment:

Fig. 8 15 a block diagram for describing a digital certification authority according to an
embodiment;

Fig. 9 is a chart showing an audit log according to an embodiment; and

Fig. 10 is an example of an email used according to an embodiment.

DETAILED DESCRIPTION
In describing preferred embodiments illustrated in the drawings, specific terminology is
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exposed to outsiders and as enpl oyees | eave the organi zation, there is no
visible effect seen outside the conpany. A nore detailed explanation of a
si gni ng syet@mseegording to an enbodi ment, will now be deggs @.@ﬁ'ﬂtmo
reference to Figs. 2A and 2B. Fig. ?A shows t he systemin bl di agram
formand Fib. 2B shows the systemin functional form The signin system
accor di ngPRoY fé’réﬂlﬁo@éﬂ@ﬁy Hﬂ\‘fF‘L?&ie%leﬂrQﬁ%Lﬁa‘éﬁﬁmS@ngrwcﬁlgodé@rs/@@t%p@g@;dtp
secure audit server (SAS) 4 and docunent validation server (DVS) G DSS 2,
SAS 4 andbeBited tr the rspéaific extntinologyl doeselecied|and ieisad be anders®od figa %y@tmmcand
each is provided on a network 9, as shown in Fig. ~A As shown in Fig. ?B,
DSS ?. S t I | ogram

I nterfac'gé}?r,rélde?’rl1 ?ﬂgmﬁ%hﬁa&ﬁﬂ%f ﬁﬁé%ﬁﬁr@‘%ﬁ%ﬁf%g? |sonﬂs)§rbxg{img{en t he servers
and the reques Qrs C;a o WO 02/ 0597 adm ni rat ors ]h

PCT/ USOL/ - 482 T'RAGGHS W@P\ﬂBF‘I‘énﬁ’t? §°°8 tPB‘éan H“‘F%é%ﬁ oA Fitelnokhe
“(LAN) in this enbodinent, it will be appreciated that network 9 may instead
be a wi desysteBuinplefowos Kg omam)'st@m 1§0Her elegosicolly sighingrdocsments asing heertificetervet |,
for exanple. To provide a further degree of security, servers 2-6 may be

provi ded mrivage leynai@iety se6¢iard Wil si\@hﬁé'lsysﬁelrﬁmm@ﬁ@ 8 @ighthgQiticP ardPdse 1b6$\ls or
the Internet via secure routers, for exanple Al so connected to network 9,

are one ogLR ga;a@mo%%mﬁ@icamg ﬁx%ttgﬁésgﬂ% ik &d &F %Em?nt‘é‘@ggﬁut z}@%ﬁeﬁ yeer is

adm ni strat ors access to o e servers

shown, 5{1 E r, }Fga i,ncl ude .a nodem or other type of conmunication
syst em f o ORCLIMNG jig éd‘telﬁiség’ée %%“aé‘if’? WF?%I%r%ﬁnéwthqrh@d RS SIEHiNG 9
may al so have user workstations or termnals 7 connected thereto which

al | ow enpiystgae)0de hot harecHist dnsninzet sigaed by sighing sesierat00r Faclamgessortl®2a-102n
signing system1 to request docunents to be signed and/or to allow signed

docunment smiPsudenivaldgdadies hbye zﬁ*l\%cﬂg erft e me]sl gifeC @{0%513 E@Hn@r@%%mtl%@iﬂal

5, 7 may consi st of a persona computer (PC), Tor exanp e own in

or aphi tal Cean iop LB RaEh 8 B EETb Sanlad® G28 PEr G riTEFr e

bet ween one or nore requestors 8a-8n and signed system 1. In addition,
ot her appETteAtor 3! prepase misanest snhavg aidoremens sizoed ad firwardsthy requpst ulagtwich
secure APlIs to have documet signed to validate signed docunents and to

track thehhidstunrent, 0 sizhiizesystem 100. Signing system 100 will parse the document to determine
its type and attributes.

Document parsing involves breaking a document into tokens or words, using lexical
analysis and/or other techniques. for example, and then recognizing patterns of the tokens or
words. For example. an XML document may be broken down into start tags, end tags,
comments, elements. etc. An XML invoice, for example, may be characterized by a set of valid
start and end tags, the attributes associated with the tags and constraints on the elements
contained within the document. When parsing a document, the signing system will determine if
a document is a valid XML document, for example. If a valid XML document, it will then
determine if it is a valid XML invoice. The system identifies the attributes of the document (e.g.,

8



docunents. Each adm ni strator workstation or termnal 5 may include one or
nore GUl's 26 providing a user ffriendly interface between one or nore

adm ni st rgb@besobz@- 12n and signing system 1. A nethod andpgysiseikd.06
obt ai ni ng si gnatures accordrng to this enbodrnent nay be |nplenented in an

or gani zat hat., .al | cu ts |r|n ta 1
00 05! oosban Al baRTaRe S?%ﬁ%tnﬁa i o 2 38?% ‘G didcimep
exanpl e, a conmpany can inplenment a policy so that the signing system1

si gns al Ityaﬁcd%éﬁt%“ﬁléqt}r this gaseaHiednvaieq Bightbesclagifiadras, anr‘%n\tomesUr@dm&aﬁ
each requestor 8a-8n represents an enployee of conpany X. O course,

r equest or Of camseabther dotninedetypenmapbeysss aut hori zed by conpany X to have
‘corporate docunments signed. Slgllling S1'Stelll 1 includes a signing policy

dat abase 14 wh:ef,defdi8s ob @?errtébgﬂ)a?ég%é)rﬂocﬁﬁtteﬁt' ?%@ﬁnﬁfmﬁﬁdt& HGH TR Q}@tﬁ)ﬂat

each authorized pefson Is allowe have si gned requestar

’ t that d t t hi
Gyt om 1 et ol Gotgheg O elisieah Fas RGO (I Fa 4t b e SORST S0

to have signed. For csarnhlc, a requestor 8a can prepare a request for a
document signede I8ihg n@mx)estgsrsmgtmngmhtqmee thediocwrsentGigned, signing syseammil D@bigis thEhe
request, including the docunent to be signed, can then be packa~l ed usihg

t he requegdcOmest @MY i fihigad 6igdlarcaRifanr! The sih& doMinfert &L M Ad8F ko
2a. DSS 2 ~ill parse the docunent to determine its type and attributes and

o5 2 w11 Fup REATEYRE T S AGRAE Oy O, RS AR RSN EH TRE (oE™

request or |s al | one ve sjgned. DSS 2 then corrpares t he docunent's

t ~~he and®™Y P#Yegae é‘éf‘tlgatt‘ %S‘éétnéﬁé{%‘émr YR FEtlicasBapniibesn wipkedsfHizing
docunent if the enplo~~oe is authorized to have docunents of that type and
havi ng t hmgenasistanb Ut shesorgsed chédkingthe esthaizaBan leveboft daoh sizeet dan tharbe t he

docunent signed, DSS 2 will sign the docunent using a single conpahv w Ue

certificahgintinddiighn tlehisiMess &4 PRIBL whe 12Pe1Sh R0 I HrElebdchi H@tv?ork DPthe?

will then return the officially signed document to requester . Request or

Fur  hor GREPISG] NTE e et SRl Bbc iAoy g rshitoaron S et 1 o

requestor’'s own certrfrcate (e.g., X-509 certificate 10a). In the
al t er nat | $%0ssddaQuisidsts B AnsEIP I PieapERY e preenizaliens shere isaie Yisiblepdfsct seen
reci pients enmail address, for 11

outside the company.

A more detailed explanation of a signing system according to an embodiment, will now
be described by reference to Figs. 2A and 2B. Fig. 2A shows the system in block diagram form
and Fig. 2B shows the system in functional form. The signing systemn, according to this
embodiment, includes a document signing server (DSS) 2, secure audit server (SAS) 4 and
document validation server (DVS) 6. DSS 2, SAS 4 and DVS 6 are referred to collectively
herein as signing system | and each is provided on a network 9, as shown in Fig. 2A. As shown
in Fig. 2B, DSS 2. SAS 4 and DVS 6 each include a secure application program interface (API)
which allows for secure communications between the servers and the requestors 8 and

9



WO 02/ 059728 PCTI US01/-1t8290 exanple, and request that the signed docunent
be delivered directly to the end recipient by DSS 2, after DSS 2 si~t~s the
docunent .wB92087¢8n then forward the signed docunent diregldudhPsd96
recipient electronically via email, for exanple. The recipient whomis.
typical | Yy nlaygstrgl%s p,ecessari |y, an outsider to Conmpany X, then only has to
verify thzﬁ Ze S1gning conpany's signature certificate 27 has not been
revoked. This can be done, for exanple. via a certificate authority (CA).
Typically, t heABh‘@Iﬁhmthkﬁéﬁrﬁgscﬁb;q) £¥ 3 logeleared netwark| (. ADD in Shis kmboditvent, ithe
private key has been conprom sed. The recipient of the signed docunment then
| ; no~~~s wilbite dppecctenedyihaarictworkl9 b itbesad e atwidesref HER@Tk CHANNorGER &L of S
‘signing policies to have the docunent signed, othenvise signing system1

woul d not,dag¥& kg Q@fﬁletm@mgﬂ%’rr@\'ahp#é)tﬁ% ﬁl‘é%{ﬂd’éi; %rﬁgeirg%%rgeéﬁf se%}ﬂﬁh?g%rgll%rétzt@

onus of checking the authorization [eve eac 'S mal

A~ 1t the busjness or organization ere it belongs. This |essens the
work of B PERRETEAET rsebtiele SPaT EANB Blfah oo s asmore Rl the
corporate information is not needl essly exposed to outsiders and as

enpl oyeedniesR) &ia ypeuigrodeNsz@r examplehehleo cenngeted tosidbverked, fasconessmemoreut si de
the coll ~h~i n~~. As n~ention~d above, the systenis signing policies are

stored i radsiigRiradr potistyiofabreasiaalks whish allee adBRidtARRE adRes To%neloPthore of
policies define, for exanple, whomis allowed to have particul ar types

ol -cl ocu Sk gned ; . e hCi Limt,the ecific.type
of docuneqﬁgge?(\:%ht" ?gc?l.t#@lrcﬂgiég%b)‘ﬁ]d ,e L%Ensteg%hg% x@%’r ‘E@GQF 3%%%%%%%@?6@%? 3f t hat
each requestor .can have si gr]ed., The policies may al so define_docunent
attri but SOTTBYNERHORSY TGN AT $I0VIRE FSMYE ReresTRY dRTHER Persarnah 1B nDetyodk O may
all o~ed to stave signed. For exanple, the policies may set quote price
linmts oraldcshavehasrespkstaterisiontaminals hiconretted tecatorehicht dilatv ¢rhglovegwesting i s
al l owed to have 12 WO 021 059728 PCT/ USQOL/ - 48290 si gned. 51A11115 Policy
Qi 11 a'duﬂi’@ﬁiz@d‘ﬁel%mﬁp(r@c}@%mral:@&ﬁtoaéi'éﬂpi)f?ﬁ $istedt PEPrelada ﬁg&rﬁ&ﬁ§§>soe;§?gr§ehe

[

£k
systemto define and nodify the signing icies which are store

i gni |4 4. Fi G ' . I f th . f
nf or mat PR K PFRESERE dityp e B T FREP SN N B T, Bhck WP HiGRoF e

each enpl oyee has an authorization limt and a purchase type limt
speci f yi IfPmuUngl jyiZggayaspnsigeolz parsanat eompittert(RE ). docaxanmis Angtowreiglag 2B edch
all oned to have signed. Each requester is also limted to the type of

docunent uskeyoksatiah bowedinhd? hay éndid@R of endre grapRidhnast intdifded @UIR) 25
etc.). Although Fig. 6 only depicts one departnent of Conpany X, database

i-illgnmay STRE G aindlANRALIAM i fler EACKLLS BT Q&L nfre PJ&Ges@&gﬁg—% a@la%hs%x{ gzsglgtehlol.
In addition, other applications 19 running on workstation or terminals 7 may use the secure APls
to have documents signed. to validate signed documents and to track the history of signed
documents. Each administrator workstation or terminal 5 may include one or more GUIs 26
providing a uscr friendly interface between one or more administrators 12a-12n and signing
system 1.
A method and system for obtaining signatures according to this embodiment may be

implemented in an organization wide environment so that all documents requiring a digital

10



docunents, inclicntin~~ the types and attri butes of the docunents they may
have signed. In this exanple, each enployee will only be allowed to have
docunent swei g@fessh2gvhi ch have total purchase anounts | ess t hgfi/iddgigr90

aut hori zation limts and onIy for the particular types of itens for which
they arc g‘ﬂ vcn authorjty gurchase Each ?rrpl oyee will ~also only be

al | ovned t ISPV #e 85&?%1‘%%‘%%‘}1 Fraiem 1 fof example coppany) fan fgplefisnt f Pelaisoar e
aut horized. O course, the signing policy database may |11 CIIICIC

111101" | | that he Fignirdesdyiteht iy figgs at Gecundmtsusgnting ypelsctaomc sighatiteut Bsthis
Returllin~~ to Fig. ?B, docunment validation GJ 23 may be used by a

request er e@Bhd ARl UEH reqlcdfdlr Ba-s9) S8 fents dnen¥sbjedak €oxﬂF§ﬂ)QJ@e@)f%ﬁfé9Pr@&uesz?@t
‘is, if arequester 8 receives a sighed docunent, equester can

for v~ ~ard t msnt have |

be § (= S BHEE R PSR ale %Hé%ﬂ&??ﬂ#em PSR
‘request. DVS Gwill h~lrse t| docunent, detern~ine the type and attributes
of the documenBignisiemneinghidenerigaing p@b@m@ahasmh%wmcérgéﬁngm@d typrecknidfors o,
whet her the signature is valid. DVS 6 will construct a |list of the

at t ri but esttritndest dfehs dovaligas thaach anthérded gecominilloaad td have sigiedr Madli i on can
13 WO 021 059728 then be retul-lied to the requestor. PCT/US01/48290 As

will be d ' _¢ o cT=18 Of

transacti %ﬁgégrt @fq’%e@?%‘ E@egﬁhg{eérl?lg?‘?re%tebéfggé g? Idgé tl%29](:/1}l§2(eqtﬁieds%\t’éor s 8 may
request information abg hed dgcurrents }? SAS 4 usi ngl; docH E

hi story CHEUSESYRP lok ]rﬂ'ﬂ]%s‘ 4 thasg deimntsic g)éfdé%l{esi%és thgrized d¢ haye
signature request placed earlier, in order to deternmine if arid when the

si gned dogignehtForgsagpehata tequesher faesei prepate. a 180Sstfor 8 doapadritdo bé sigeed, exingg
and searching its logs in response to an authorized request and providing

an appropglFﬁét@nen@@Q@n@glumﬁmn{mﬁwsmé reqié, inéle@Ag SRCAVCLInENt R ¢ déhlea &Gl |
be digitall'y. signed and tanper-proof so that unaut hori zed partl es not

have acce I%H%QEFS\I‘IQEd 19/ f%l ! ecﬂ%?to?% o%'?lt I‘tlf% te%%gﬁé s gl}];'i) V\#? pegsgs\?(rsﬁt 1

wi |l now be ex nceto
enpl oyee ér uestor) wt h| n an organi zatl on for exanple ; ~| veI t a
2|

di ~~i t al BP 2i WAt RarsrrhedPGua g bioedestradne it tipe adatEbHies abqi g!awtlﬂswy they

infrastnlcture ( PICI ) system For purposes of this enbodi nent, each

enpl oyee dscupreayadteciing tolpreddfinkd bO@parer ddcufestaype. DS efil ﬁﬁ'ﬁ.d:veah&f Byeeaidor

8a, for exanple, prepares a request to DSS 2 using
attributes of documents that the requestor is allowed to have signed. DSS 2 then compares the
document’s type and attributes to the database information. DSS 2 will only sign the document
if the employee is authorized to have documents of that type and having those attributes signed.
If requestor 8a is authorized to have the document signed, DSS 2 will sigh the document using a
single company wide certificate 27 which, in this embodiment, is an X-509 certificate. DSS 2
will then return the officially signed document to requester 8a. Requestor 8a can then forward
the signed document to the recipient as is, or by further enclosing the signed document in an
electronic envelope using the requestor’s own certificate (e.g., X-509 certificate 10a), In the

alternative, requestor 8a when preparing the request, can include the recipients email address, for
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signature reduest GU 17. For exanple, signature reduest GUJ 17 may pronpt
the requestor for specific input necessary to prepare the request. The

request nan 0208972 xanpl e) be a request that a purchase or gger/ddi/4ghoo
particular itemat a particular cost be signed by DSS 2. The request wll

include a col ~ of the dOfZU nt. ét{{}gq purchase order) to be signed. The

r equest or SXATRJE-AnGAedycsd Iﬁ“g@’uﬁé ed gqeyment beelivergg direstly; tpitheend resipignt 5p DSS
and forwards the signed request to DSS 2 (Step S24) via secure APl Za. Upon
recei pt, BSStep DSSt? sigvethe tbaumennuBbSS ¢an therbforwark ehe digmsa dbatimbasdiretdly a61the
aut henticates the request (Step S2G). If the request does not authenticate
(No, St epre3gfdnt enRirbfitARVi®Bmhd, RF BYiiiad to the requestor that their
‘request did not authenti'cate (Step S3 and the 14 WD 02/0S9728

PCT/ USU1/ ~8290.-pr ocess ends. . SAS also be notified at rhis ti t hat
the request i BTGC TN RAREH s Sndeelb Bt Reeefgopn ehBidelia CampaiRetres amy
'be maintajned. If the request successfully authenticates (Yes, Step S28),
DSS ? par BasdovRENUSRURR FENING cppaRy) A signetyresttifioaterdy lias sot Yesa ranekedt Thisnanes
(Step S32). DSS 2 then conpares the docunent's type and attributes to the

aut hor i zabé damel faricksmple. tiba ceridicestavthorian (GAR rBSidally Aht AR shéehS eRtiS330 .
to determ ne whether the requestor is authorized to have the requested

docunent i bel-bv D8 Wi [ t ' - T cument
i gned (N PRE b P §E wERMR A Sy I niloRiRed CrREEIRIIF o R
S32) and the procedure ends, If. the requestor is authorized (Yes, Step
S34), DS %“E{%Bh iep Eé"‘d%%‘ﬂh@ﬁf’“agﬁa% 85’ mERtWasgtheriged hy.company-Xs7
(Step S3~). The signed docunment is then returned to the requestor or

f or war dedsigiingepligics v lune thealocwinenitsi gretd egth@adye signieggyistegn dwotihbnotéguesigned
SAS 4 may al so be notified that the docunment was successfully signed. if

t he requegkdocugguest ed that the signed docunent be t-~tut-ned to the
requestor) instead of directly to the end recipient, the signed docunent is
retut7~ed to t e 3 r tor, can then .send..t he dpocunent. to .t he
end reci pi ent Qgh%lggggﬂ‘%ﬁ%&g Elr’pﬁeg#ﬁ%ggﬁ Yol nﬁgtﬂ}‘]e( AYorizapign E‘Weg? eetf‘FEB‘lgPEr 18
envel ope) using their private key and then foj-~~~~ ird the packaged
document Tanfayeedaiidhindlg Misuigss ongsernizasiosivere it belengs hivlehysine the wprkred thehe
pacl : ~t~~c t~sin;~~ the sender's public key and authenticates the docunent
wi th the eSBiedt plithkisankeyocuagnt:i Inl additiom, interhdlebrpdese fb@chtidali Owot feadieigy
other hand, if the signed docunent was sent directly fromthe si~~ning
system 1 éx@obdio o eshdr-E4Hd, tGRY | DSS
> bl ¢ e . os Egﬁ’é%%???%‘é‘g% Yeaifzai AL LR Gl i ea

aut henti c | her..ways besides by use of certificates. For exanple,
Fig. 4 de(glltm?g%{hgrggbwgr“‘enbodi ment in which each enpl oyee 30a-30n is

identified and, aut henticated by their e-mail address (32a-32n). An enpl oyee
15 - As mentioned above, the' system’s signing policies are stored in signing policy database

14. As also mentioned above, the policies define, for example, whom is allowed to have
particular types of documents signed. For example, the policies may limit the specific type of
document (contract. quote. bid, internal corporate document, etc.) that each requestor can have
signed. The policics may also define document attributes for identifying the attributes of
documents each requestor is allowed to have signed. For example, the policies may set quote
price limits or purchase price limits within the document that the requestor is allowed to have
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WO 02/ 059728 PCT/ USOL/ ~t 8290 prepares an enlail request such as that in
Fig. 10. The email request includes a "DATE" field indicating the date that
t he emai | weaRseng by t he errpl oyee. The emmil| request al sq)dmoy,g@goa

" MESSACE- | D" f| el d whi ch provides information for identifying the email.
The "FROM. fi ress uni quely associated with the enpl oyee
sendi ng t " 15“’?’”% L’k(ﬁ ﬂﬂwﬁén‘ﬁlg’éﬂo’fe&“ﬁmﬁ‘? awlni%toéﬁ'bl%%féacwwo
"TO' field is the email address of- the DSS 42. The "SUB JECT" field is

t ypi cal | ythesgstemdo debneg atel raodjfli thk signéry pdlicieatwhich avé stored in ghynant potiel/ tdatabage
the email. According to this enbodi nent, -the "SUBJECT" field of the enuil
may inclugdge a predefined phrase such as "SI GNATURE REQUEST", for exanple,
-identifyins: this email as a signature request .4 message field "MESSAGE"

can be a message fo V|din dditional i.nfor mat

el uding. T or bk bidt of et G B B Raa  gtos ¢o
‘the recipient after siv~ning and providing the recipient's email address.

In the al terAashae) nthis exyEssA@Eh employse dapamguthasizaden limitand minardiagntpe
docunent be returned to the enpl oyee requestor. The docunent to he si;ned

i s att achigdittspedifigngehmits omsheattiblies af tiealog@ntnts Addhaequesoid alI@f«veﬁh@hWBii I,
DSS 4? parses the "SUBJECT" field of the email, recognizes it as a

Si gnat ur eg 20U t DSS
LR Ssé’?lgégs%%h] U stgrdIEE sb#fn‘ﬁfeg tB?-ncr ﬁgé‘gﬁl n}r%ét l?}%ege a?%!ri }é"ﬁ%rsees?%gfl

t he signed docunent is gy be for ded.dire to the recipient, and
stores th&&ONPRYnguce-dichiefe- )adst)J ghfdg 6 3é‘|ieﬂ“§¥ ehedrpartmerioi{ompay X,
downl oads and horses the attached docunent. Usi ng the signing policies

st ored i ndatzhaah &4 0143 FlorOsSatide faraacn employet bithe nprhparyemtheizaditdsdgn zed t o
have the requested docunent signed. |If the enployee is authorized, the DSS

42 sins tdrugRaBricalss (g tyie abY aitShiltes &r thy é&&m?én&rthé}gmlé?}‘:aée?sm%s fnishen

prepares an etnail, attaching the si gned docunent and f orwards tThe signed
docunent Cl il dre cour s i f

t he requeés?‘t(am eee o cr'g‘%lﬁ'?ér? \%] On% g@?‘%&@?i’g TD%IC/”% /SRS éé’ﬁ“‘f(gn] | |"§1‘aF ed
docunent to the enp ee requestor, the signed docunent can be email ed back

to the erliehpse a%wéWﬁ ss Jia theisauiborizetpe Bt and onlydor thrpmrticalap e of iteras for
request. The enpl oyee may
which they are given authority to purchase. Each employee will also only be allowed to have a

document signed. it it is of the type for which they are authorized. Of course, the signing policy
database may include information identifying other document types and attributes.

Returning to Fig. 2B, document validation GUI 23 may be used by a requestor 8 to
request signing system | to validate a signed document. That is, if a requestor 8 receives a
signed document. the requestor can forward the signed document to signing system 1 to have it
validated. DVS ¢ is responsible for validating signed documents in response to the request.
DVS 6 will parsc the document. determine the type and attributes of the document, determine
whether the document has been signed and if so, whether the signature is valid. DVS 6 will
construct a list of the attributes and their values found in the document and this information can
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al so use e-rnai 1 to retrieve inforniation about signed documents from SAS
44 and to validate signed docunents ~~ia D~~S 46. Fig. ~ is a flowchart

descri bi ngoQsREsbs operation of the system shown in Fig. 4cthixopi®he S60, an
enpl oyee prepares an email requesting DSS 42 to sign a docunent. The emai

may inclu hnent... the docunment to be signed. The email is

f or war ded Q%EE%H%%%}R&%ESE ug'stﬁés 42, by directin~~ it to a unique enail
address associated with DSS 42 (Step SG). Upon receipt, DSS .~'' coipares
the request or' AsayHibe dgeriibed i meregigiainbalow: HaS 4 mmaintping legsdfefl tiahsactinms | t o
its database of stored enmmil addresses (Step S64) as stored in database ~

1. An exarhestaf tottiegpetfppred bf DEARGMADVE 6. Regti@tors 8 nitairafaseinkhmiabiofilagy i n
‘Fig. 7. The database includes the names and correshondi ~I ; ~ enai| addresses

of each £ 0o A ) j ~
docunent gy%,ggg hd%%ﬁegfy@e&?{ §g§34tsﬁ\c‘)}% (jzoé: gﬁlteghﬁgvépg}g gg'd %'} %’Jaﬁ ﬁt(laee’r%é q ueeé{z’g e
“emai ! address gan not h~ .mat ched toﬂgn grrgrld.oyee i(g thq%database (No, Step
S66), not CARTAHIEGHITHE O BT ENATUE Ay CHRAceE SpRiiCE 1R PTAET o dRisrmingdd prd when the
indicating, for exanple, that they are not authorized to use the system (
Step SG8 §igngARCchmenayamienbiohe reotpienti 84 Sthiatcapablhafireviawingrandasardieing éd logs
|l ogging the tinme of tile ruquost, the nessage-id of the email request, the

emai | addinessponte fohd ABREE Rlquesthiid profRIiRE 8¢ BFopiANre8MHRe oltht réd@stor. For
enpl oyee's enmai 1 address is stored In the database, the enployee is

32 down! onge? 942 5% 10 A LA Bl i AR e T o T B s &5°

S70). DSS 4% t hen parses the docunent to determine its type and attributes
(Step S72)°t "BERAAISTHHSH: es t he docunent type and attributes to the

aut hori zed docunent type and attributes for the enployee (Step S74) as 17
WO 02/ 059728 POT¢ralB0pLratigi2 60arr ehiiddevient df siymitadysieasEwdlndw beetghintaeyi f t he
enpl oyee is authorized to have the docunent signed. If the enpl oyee Is not

t hori RE SEgned -
ot i 11 ed (o e aray TR R LA e Db I (YR STUREH, eiizaton
, .. DSS 42

process t en,e@s.. |f the.enpl oyee is authorized (Yes, Ste 76@
signs t hef%%j% UM’ §5i°HE qugﬁ 8@%?‘?%? &V&fcgl if gpRepatedpying Eﬁéa‘ﬁ*;aéﬁtp bligkey
prepare an_ e-mail to the enpl oyee or the recipient (Step S82) and e-nui
the si gnedffaststuni PibRcksien. Faepunpies péthinembodiment eashempl¢y@eappis8itled with
dependi ng on the request nade. | f returned to the enpl oyee, the enpl oyee
i's responsi X589fcertiffearcwdn diep §20.erequestor 8a, for example, prepares a request to DSS 2 using
signature request GUI 17. For example, signature request GUI 17 may prompt the requestor for
specific input necessary to prepare the request. The request may, for example, be a request that a
purchase order for a particular item at a particular cost be signed by DSS 2. The request will
include a copy of the document (the purchase order) to be signed. The requestor then signs the
request using their own certificate (Step $22) and forwards the signed request to DSS 2 (Step
S24) via secure API 2a. Upon receipt, DSS 2 retrieves the requestor’s public key from database
14 and authenticates the request (Step S26). If the request does not authenticate (No, Step S28),

notification is provided to the requestor that their request did not authenticate (Step S30) and the
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officially si~~n~~1 docunent to the recipient. A thou~~h shown above in
separate enbodi nents, certificate authentication of the requestor as

descri bedwomiokdy2g espect to Figs. 2A and 2B and enmi | aut heRjvgeglsgen of the
requestor as described ~~-ith respect to Fig. 4 may be inplenented in one

certit catgtr S vA AT QlEREE G4, BT Bl eSS bp: Syt 1o

for~~trd the request. For exanple, if an enployee is away fromthe office
and does hat2 lpg\f the tailed regyed carcbainaiataingsk | 1 therrgquasesuagrss oy muthent@ates, (Yebe

enpl oyee may still have access to the systemby email. Fig. 8 depicts a
syst em f o3tepB08), dDRE 2diagiet ale doeuherdtite B signédtodegaidAls (PPSanCAMBAUs]SteBt C.
‘for use by their ~li~ :itttl si~_ning systens. Digital certification
authorityg$8 aris) grnd Fek £l i i Fac ''s. X500 .
certifi cat%ﬁ( 80, 83, 1182@?5*21%6;@%%“?1# ﬂ??éeé%{do?liln i Sggﬁgiaagﬁoglzg%ogﬁtl‘mtf 85@3
“aut| ~orit~~ 86. A certificate r cation list QU is also provided at

i gi tal CERYFRITCE EOiH O Rrge bE ISR SH e b ey e WhetBerdhetcaester 16 anberizad or
agreenent with digital certificate authority 8G ol ~li~~ating the conpany to

honor t hephawg tietragyagtedidgneiet signadnifshe tefueshe Bowt adbérized tabneahedocument
expires. or if the conpany's key has been conprom sed, the conpany's

certifi calignddgNbBStep\WR4921 0B dRBrRETOLERY/ 4 A%%@Qoﬁfi%)(:s%‘éﬁ S 2 APHR BroQdl

certificate revocation list 90. A new certificate would then need to be

i ssued ta, t;he U r i acdiankal signed docunent, the
reci pi ententtc:lgnyggggeaqg#é?'t lgﬁﬂglgﬁgeﬁf(?’%%?%e%ﬁfﬁop :;‘Ssj %%’?S tﬂ_%gchn}eﬂbu%x& {5 PVBat e
revocation list 90 is checked to_determ ne whether the sendi ng conpany's
certifi caBAaUSHBEKCY eV bKERS3I) Thesigned dratment ficthewrstysneshto theregnesioriad
with the conpany's public |:ey, thus enabling the received docunent to be

opened byfotwededdirgitenb thd feciphat (Soaquia)) idepasiisedt the eedubg. SAS Phapkissarl ed
usi ng the sending enpl oyee's own certificate al so, the recipient obt~~ins

the sendifgrRaPLYIREI uRlRl Wes éfl@é/esgﬁlﬁg‘s%{f&!eff tﬁé’xtegf?ésitér%‘?c@:gftg& tl{f’aggwrsé%wd.

appropriate authority that issued the e oyee's certl I 'pi ent

then unseal s the signed docunent usin he..empl oyee' s public key and then
cont acts %81’181“31%‘&3“ B%irtf’itg‘? E?&’t‘@taéﬂ‘ﬁ%?é ?&h nHV 6X§W§Eﬁr?%erftet@6é‘§f‘%n i st
to detennine if the conpany's DSS certificate 27 has been revoked and to
obt ai n t HeCEBAWHAYEIEMEURY 1he TR@\stof hBher requgstaaran Higy seikthe dpamdrine iegndd
docunent. Referring again to Fig. ?B, admnistrators 12 may each be

provi ded rWipiertt &lit. o0 foelidr iphdkagd # (. FAGTarPEl B tFInSd drAERbe) KiduN BB private key

aut henti cated using their X509 certificate ~~~hen perform ng nai nt enance on

the systegy tMQ,%r\Pﬁf ftgé Picrl"\gugirho%qgﬁt 8 fthet é\% \AE%IIE%SPU ec}ncréce'?‘pt?ﬁltgae? \%egcliéiggtt

shown) can be provide n stgning system ndi cat' es

access each aﬁlm' nilgt rat or lhas éo, arug?s of the system For exanple, an

adni ni st rPREBY MR HEC JFPEAISREEET S RUSNE ey aut yithentigaies ths dpcuragnt with the IS he
deni ed access to DVS 8 and DSS 2, while another adm nistrator is ~~i ~~en

access t dubhekentas mnall dpdurelmar dessribettibelpwn Qroth lothes hawd, ifghgoghadydoCuinedt wag
QUIs for use by the adm nistrators may include a docunent type GUJ 15. GUL

15 di spl ayst direcilgtront URIsRéald He@miOOUAR RicifibASHE Fobilndht maly 8% huthETMate dMin
CSV, etc.), each class having a nunber of Fglefi ned attri i)ua?es.uﬁzn At g

adm ni st r, ycreate a docunent type by selecting a docunent 19 WO
02/ 05972&%%?@6@:}%%&90 cl ass and specifying the nane of the docunent
type. The attrjbutes associated with the docunent class can be displayed,

al | owi ng the a%wlﬁl'%qsrfa%claPst?@) wpwelse Pe peptified pyl autheatiored wruiharwayatgsidesly
val ues for particular attributes. The adm nistrator may al so specify

_whet her pae of cartificatet. t FarlentiepleaFig. 4tiépivw dnothecgmboeitmen ipwalthRiatieempyee
docunents of the docunent type. After all information has

30a-30n is identified and authenticated by their e-mail address (32a-32n). An employee
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been specified for the docunent type, the adm nistrator can instruct
signing system1l to create the docunent type. The adm nistrators may al so
use a secWpAsshs GJ 13 which provides the adm nistrat opgTRAGYIHIGCCESS
to SAS 4. As described abo~~e, all requests and results can be | ogged by
SAS 4. The stored qus may contain. for exanple. the nane of the party
accessi ngPTEPRCSYEBAY reauest syeieasdhat s Figo a0+ d e emald gequesidngledes ot Daf Th hield
request, the reason for denial of a request and the date of the request.
SAS 4 mayindicstiongiie miate thatahe emeihivaesent batle abouoyeentThe shmpiiecqueyt dldeinsydeem
Fig. 9 shows an exanple of a portion of an audit |og sheet which can be
retri evedMEQOASAS " hvidahi ﬂgést iﬂlﬁérﬂ{atibﬁ‘férrlgerﬁirfﬁﬁgEl;/@é&'%%il’é@ﬂl)et“FROﬁh?ield

raudit |l og sheet can be conpiled by the adm ni strator y requester

name) h~~_docunent, .l D or. by docunment . e, for exanple and retrieved. The
transact 1BAT FOAL gares; Ttjaiely EGHERE I EE ermplived SihitheTpn BN R vBr S canBf
‘requesting an action, the action requested. the result, indicating

~~I het herusehio Wegiishe gaployeni Bie ‘10 ahgld is/be email@ddesssefithe BSS#2ddhieal and
the date of the activity, far exanple. .OF course, various other types of

117f O nl 2SUBJEJT 1d12'is @bRallPesed 0§ gReideRnqui el Rigtli Bcatibh 0 f HRQUEEE G hatter in the
departnent, the authorization anount/type reduested, the enmail request

Message-Iéauaiﬁt&ccov@m@@m'ié;ggﬁ%ggﬂﬁttﬁgmg OiJEC"I@‘He he gﬂ%& haPWReRES. 1t

wi || he appreciated that ve enbodi nen ave” been descri bed

S gned byPrEEAR PGSB0.0h SooKaN 0 S0 KGR ERHEGOLIor A6S0ble ddPH b e s ATR et

types and attributes to those of the docunent to be signed, variations are
possi bl e.sighgturexampbie. A messagy fibld “VERS SABER2 carobar massgee fdrpreyding midicondlat
enpl oyees are authorized t0 S1~~I7 any type of docunents having any

att ri but gsfor@4s&Pio 089S u_r.rpmﬁxdhuavfonexmplé,rberehmeuﬁnﬁxe*&ﬂfaniva*fmt\ﬁ?de?ﬂt&iffchyttﬁS
listed in the database in the document signing sen~er. In other words, the

o) owed (5 e e ARRAERL Ind BEVHOR AEFHIRRNS ATRERAA. BRG0Pt ™

i npl emrent ed _using.one or nore conventional ~~eneral purpose digital

conput er s MR AHEs dicld iaaygeaussaiehe signest dnoygenbbe reiirneiohaeyaplerea iequestor.
present specification. Appropriate software coding can readily be prepared
by The document to be signed is attached to the email as a file attachment.

After receipt of the email. DSS 42 parses the “SUBJECT™ field of the email, recognizes it
as a signature request, and identifies the requestor by their email address. DSS 42 also parses the
“MESSAGE" ficld of the email request. determines that the signed document is to be forwarded
directly to the recipient, and stores the recipient’s email address for later reference. DSS 42 then
downloads and parses the attached document. Using the signing policies stored in database 31,
DSS 42 determincs if the employee is authorized to have the requested document signed. If the
employee is authorized, the DSS 42 signs the document using the system’s private signing key
47. DSS 42 then prepares an email, attaching the signed document and forwards the signed
document to the recipient at the recipient’s email address. Of course, if the request was to return
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skilled progranmers based on the teachings of the present specification.
The described systens may al so he i npl enented by the preparation of

applicatiwgospsehdi c integrated circuits or by interconnegligofison
appropriate network of conventional conponent circuits. Nuner~w nciditional

nodi fi cat,j variations o he described systens are possibl.e in view
of 't he' i Rishlo GO BByt el SR BeFBRaD i e e o
scope of the appended clainms, the present systens may be practiced other
than as SPEEYCEEAMYy! afisisess ap wdicated an the “FROM\GebbofoboragesCTiUsSMlons2ey
What is Clainmed is: 1. Aili~~ital signature system conprising: a database
hol di ng aisoess eamil foaletrievk @foinaion iab@ntsigngd docwnand oW A® L4 ZRbousgasear €
-al lowed to ha~~e electronically signed; and a signi n~~ system capabl e of

recei vi ng;SLgagtH&E L edupsé sgfroma plurality of authorized users. each
si 4~natur e request |ncll udi ng a docunent to be signed, wherein said signing

'syst em par ses the docunent to be. signed and co res informatign obtained
thereby to thgtl%{(?cléé‘ﬁ%‘éfrln‘f"?éif:scl“ﬁ}“@sog’g?groé’ﬂmitlﬁnrér’gf Ysterragwn iy ige f e rlpiSier
whet her the authorized user is authorized to have the docunent si~~ned, and
~~~her ei $60f an employerepreparenatendibteqedsing MISSo4A westgnusdocuirena Ulleaniaetlay o
have the docunent signed, the signing systemsigns the docunent using

aut hent i Grilid¥asiaRfQbeMheRNthe @beimknt @ Be sigdedNITHE eB4liE MrwirdedbPkne érﬂ;ﬁlb ee to
si ~~nature systemas recited 111 clahn 17 wherein the access tontro ?Iu es

identify t..one of a type ari. tribute o 0 ts, e user is
aut hori zﬁ St %fﬁg\;‘g%@i”bﬁgﬁ d g?{lq}&e gf@f?fd&?ﬁs a§§°§fﬁ¥tc{1‘fy§h g’%ﬁ‘@r@%%@&i 'ig’dmi n
claim?, wherein the signin4 system parses the docunent to he sib=ned to
det enni néeEtPt B33 - spwnates therpiesiand caet! pidigseasshownen dec RN " Sald fdhpar es
the cl~tcrmnec9 t~~pe and attri bute of the docunent to the access control
rul es st emad to its thiebaatdbasel dnaicdddtessesi(BepWoa) hestorel én datatase $1.anhhamprd

to have the docunent sighed. 4. A ~ii~.:itc~l signature systemas recited
in clai Mok meWpsdsQJrin bRRad GONGRE iff $hIASS 31 ﬁ%&lUﬂﬁ% F%efﬁ. ﬂhﬁ%@ﬁdsg?ﬁcﬁ@d}st e
i nformation unique to the requesting user, an erein the signing system

aut henti cat.es ~~i ~t e, user lét(ﬂ{anti cat%ﬂon i.nformati on and doe

not par sém?’ﬁsea%jlo%og?s?g‘l%?n%’m eégéip?%esﬁ%s ARIhPTReE aployee as well as the type an

attributes of the documents each employee is authorized to have signed. If the requestor’s email
address can not be matched to an employee in the database (No, Step S66), notification is
returned to the requestor’s e-mail address indicating, for example, that they are not authorized to
use the system (Step S68). SAS 44 may also be notified that authorization was denied, logging
the time of the request. the message-id of the email request, the email address of the requestor,
etc. The process then ends. If the empioyee’s email address is stored in the database, the
employee is authorized to use the system to have documents signed (Yes, Step S66). DSS 42
downloads the document to be signed from the email attachment (Step S70). DSS 42 then parses
the document to determine its type and attributes (Step S72). DSS 42 compares the document
type and attributes to the authorized document type and attributes for the employee (Step S74) as
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22 WO 02/ 0S9728 PCT/ USOL/ 48290 5. A digital signature systemas recited
in claim4, wherein said user authentication information conprises a

digital ogiptdfoseage, with corresponding public and privat ede@ydi/aéze0 A
digital signature systemas recited in claim5, wherein the digital

e rect ¢ SHTERCLRaT e Rt ok b s fuatheteetsd b odererent ne

si~~t-~atttre re%uest isin the formof an email fromthe user addressed to
the si gnisigedy diibpremploype iinotpythprizgdtohave the dogyrens sisaed (NeittedST76), theai m 7,
wherein said user authentication infonnation conprises a user's eni l

addr ess. efnpldyeelis notified{SlepS7§haNotifcio inei¥ asd Yegrblided t'SAE AU MTBe pdtessthén
‘the signing system authenticates the user by conparing the user's ernail

address t i j t el [ B I e 9
o et o R A PESE BB R ST, PRSI sidP Vbl |
‘val i dation_ser~~er ah of, receivin g docunent validation requests from
a user ré&qU écﬁfer{gteﬁ%ggbn}ggs&aéﬁw Rrepafrean-e-gyall de theenyay escir dheweaipirgt (Step
whet her the signed docunment is valid in response to the request. 1 1. A
cli ~~i t <3823 prhamailehssign@hdasmesthbackdo the epipioyee lor therecipient ¢Stée884)kiepending
docunent validation ser~~cr 51'11S ||| C docunent, the signed docunent is

el ect r oniggaht yeqhest wakdert rt@mdaao lﬂﬁ@ém}ﬁ@yéepﬁﬂé ehﬁ?(?}lé%_“i‘sf re§ShsttIONA S walng the

si gned docunent to the recipient. 12." A ~li~rital” signature system as

recited i ol [ei fter.the docunent is signed, the signed
docunent O?fg&é%g}’%ﬁl %S?ﬁgﬂag%? Tec?éfn%'A cli~~it~il signature system as

recited in claim1, wherein after the document is signed, 23 WD 02/059728
PCT/ USO1/ : 48299though shown above in separate embodiments, certificate authentication of the

requestor as described with respect to Figs. 2A and 2B and email authentication of the requestor
as described with respect to Fig. 4 may be implemented in one system. In this way. the system
can authenticate requestors via their certificate or their email address, depending on the tybe of
system used to forward the request. For example, if an employee is away from the office and
does not have access to a terminal including the appropriate GUISs, the employee may still have
access to the system by email.

Fig. § depicts a system for providing digital certificates to organizations, companies etc.
for use by their digital signing systems. Digital certification authority 86 acts as a certificate
authority. Each company’s X509 certificate (80, 82, 84) is stored in directory 88 of digital
certificate authority 86. A certificate revocation list 90 is also provided at digital certificate
authority 86. Each company X. Y and Z has a contract or agreement with digital certificate
authority 86 obligating the company to honor their digitally signed documents. If the contract or
agreement expires. or if the company’s key has been compromised, the company’s certificate is
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t he signed docunent is automatically electronically forwarded to a
recipient. 14. A di~~ital signature systemas recited in claim 13, wherein

the signewodoessresnt is emailed to the recipient. 15 A netphqdsaifbgi tally
si gni ng docunents using a signing system conprising: storing access control

rules th I ' 4 Il . rs are al.Lowed t ave

electro n?eéfg‘\%ﬁ{sdl gdﬁgg ?chrﬁg? glltt 1?}3%? Eé}%ca&%dl&i éﬁ u ?enei'“éﬁ"?fté‘fatff }NB}’H%&FCI} resdito BRe
user, the signature request including a docunent to he si~~ned; determi n
i n~< ~hEHEothecQmRAYi s aut hori zed to have documents signed; if the user
is authorized, parsing the docunent to be signed; conparin~~ information
obt ai ned by t bpopagcsipngf 4 digitalky Qgﬂé@dbcaﬁﬁﬁﬁﬁlei?r@é‘iﬁfeﬂt cdhtdc®SdibRal @efBicalene
-~~~het| ~er the authorized user is authorized to have the attached docunent
si gned; b gt wiher T3] ' ' thorized to
et her o e PAORR ol 100 R ES Lertihhe e lgh ' sLARRe
rauthentication,informtion unique the signing system 1 G A nethod as
recited FHRA srﬁei%,l%(ﬁsg%eﬁn fachlgk%{j[cgéggt réﬁ?ﬁeaoqhgfiﬂ%@milﬁ@fﬂviqe? with theast one
of a type and attribute of docunents each user is authorized to have

si gned. tompany’s prbiaddy dbuy eeblingithe measived ot @menttie be bpenet &y plae 1wt ipienst Bphe
parses the docunent to be signed to demrmimat |east one of a type and

at t ri but ocamehheasat ik réohslert @Qalé@ﬂﬁ?‘%iﬂ%gseﬁ&iﬁé’ eﬁngﬂ%’é’ §wtrlQ@nﬁf:5f%rJl@éf?%

type and attribute of the docunent to e access confrol rules store

t he dat ; 1L.Ne: th t he, user us authorized have the .
documen'?]tg glﬁgeﬁégbﬂﬁﬁ%%eﬁg{l% lpzlicgef escﬂupﬁﬁ F%H(?'Inal rl%{th%%%gio ﬁ’tekf'@p?"é’(ﬁ’ﬁ?st
further includes user authentication information unique to the requesting
user, an‘i}‘rt]]\’/%'lé}’ i 155Hed! Wie GRIPIY e v sericole. Thpysaipipmsbarpgispady thgsaned g@pogment
aut henticates the user via the user authentication infonnation and does not
par se t hesingnbaepmioyenlsgeiblit kéyeandshen eonttdventhie didimbcerfificatPauteb Mo $6as cheski thed
in claim 18, wherein said user authentication information conprises a

di gi tal @esdatibh 018 @ deVdriniheGPHe 8RB B DHIBURI i ffea }Wsibgﬁ £ vBENSand48 obfin

method as recited in claim19, wherein the digital certificate conprises an

X-509 the company s public key. The recipient may then open the signed document.

Referring again to Fig. 2B, administrators 12 may each be provided with an X509
certificate. Each administrator is then authenticated using their X509 certificate when
performing maintenance on the system, when performing an audit of the system, etc. A database
(not shown) can be provided in signing system 1 which indicates the level of access each
administrator has to areas of the system. For example, an administrator may be given access to
the secure audit server 18, and be denied access to DVS 8 and DSS 2, while another
administrator is given access to the entire system. In addition to the signing policy GUI 11,
GUIs for use by the administrators may include a document type GUI 15. GUI 15 displays a list
of predefined document classes (e.g., text, HTML, XML, CSV, etc.), each class having a number
of defined attributes. An administrator 12 may create a document type by selecting a document
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certificate. 21. A nethod as recited in claim15, further conprising an
emai |l interface, wherein the signature reddest 15 |11 thr formof an enail

fromthe wopapnedds essed to the Slglllllg system ?2. . A mpichadopssbeci t ed
in claim 21, wherein it |s determ ned whether the user is an authorized

ser, b~~ conparin address a.list of stored enail
addr essefaEHN eSQB‘B%d'i‘” the's: nap&e ﬁ%‘%ﬂ‘w?&f tME% e a}glbute/& apRpciatisidvitis thedocpmmgnt;
claim15, further corrprl sing el ectronically f onvar di ng the signed docunont
t the dselsseunbratispivedualiowing thefadmiristcatorfo spéayfyeptruitsibiteveiues @nd/oeranges of
recipient. 24. A method as recited in claim15, further conprising enailing

the si gnegluetofor pRMitulPattiieuets €The administatdBrhhy £IS6 spR sy MfetHe® PartiPulfl #irBule:
-further conprising eI ectronl cal | y forwardi ng the si ghed docunr ht to an end

cocurent teetBngh BRbie 0 AR bl 8% ougtetiiel 445 ol oPRRpuon nas

‘digitally signin docunents conprising:, stoi-ih~~ nme~Ins for storing access
g % g g nmp

control PeAnsPedifiad fardamdequneab binaehe Adminiwalor sainsgueisigning SFEBWel ¢reatha~~e
ei ectrohically signed; 25 WO 02/ 059728 PCT/ USO 1/ 8290 recei ~~i n~ neans

for recetheidoguraesti tgpeat Tireeadnaigisestors maymlsd udeeasécusnuditsGU) 13 iichipgovdties the
request incl> 1dit~~ a docunent to be signed; detes-m nin4; neans for

determ nh&lﬁm‘lﬂ&%d’x‘?ﬁec&%d&é@to'S?\satut horized to ha~~e documents signed;
parsi ng neans for parsing the docunent to be S|gned if the user is

par oi ng. means AL DeT DL 7By gtk iered® TRTEIR chi Lot BESANA| nebeh Est ne

aut hori zed user is authorized to have t he att ached docunent si~~ncd: and
si gni n~~mag aarfaig forgkgnp g thelanged dreenarty séesgina thensysteing gtei type ofrictomat i on
unique to the signinj systemif it is determned that the authorized user
I s aut hordquedted, thhawet e adduaehe reason for denial of a request and the date of the request.
SAS 4 may also maintain an archive of all documents signed by the system. Fig. 9 shows an
example of a portion of an audit log sheet which can be retrieved from SAS 4 by an administrator
having proper authority. The audit log sheet can be compiled by the administratof by date, by
requestor name. by document ID or by document type, for example, and retrieved. The
transaction log as shown in Fig. 9, may include the name of the party requesting an action, the
action requested. the result. indicating whether the request was denied or approved, the reason
for a denial and the date of the activity, for example. Of course, various other types o.f
information may also be logged. For example, the requestor’s department, the authorization
amount/type requested, the email request Message-1d. etc. may be logged for periodic review or
audit purposes.
It will be appreciated that although the above embodiments have been described as

determining whether a requestor is authorized to have a document signed by comparing
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docunent si~~necl. 28. A systemas recited in claim?27, wherein the access
control rules identify at |east one of a type and <<ttrit~utc of docunents

each userwipaséhri zed to have signed. 29. .a systemas rP‘%‘ii/[LS%ij/4ézbb
Clallll 2~, wherein the parsing neans parses the docunent to be signed to

determn | ne, Qf t -and attribute of the docunent and. the
conpar i ngauﬂrr%)g% gcgéé:c ‘f“rﬁgtr t&é) e?%dyag&bgpeﬁit% Q]c?s? %ﬁge gﬂ%"%ﬁ 19 Busiensss vaTtions &g ent
to the access control rules stored in the database to determ ne whether the
user us RAEHDBIei Fayeranphavemaybe desitahisrie agngedhe syseEm o that-employers areeci ted i n
claim?7, wherein the request further includes user authentication

i nf ol - ~n-authosizedini sigicaryay phief degnratsihaging a8y atuides\Badept dodubRn&iAMNBD S the

-system aut henti cates the User via the user authentication infornmation and

d g s ] > 1. . ME.s I’%"li 'Ao er
oes not {HA &R ik gﬁ’zfﬁ Fithe ‘Jlfége@ﬁﬁ Vt\}?]egcg‘aéﬁbtﬁes;Itgé’{ljés}gﬂegﬁ%&% 3 gr. Jpoth

s~~st~li~"as recité& alm In entica

‘information, k2 02/ 059728 PCT/ USQL/ - 48290 conprises a digita
£ B dpieeg e

I
certificafyd PG SO ATRAREE DRI NF R dreupients attactk by sequestorsare peftadiewsd
recited in claim31l, wherein the digital certificate conprises an X-509
certificdebaveadgned4 systemas recited in claim27, further conprising an
emai | interface neans, wherein the signature request is in the formof an

emai | from t hernes@hvaddeas&es) stetnst rhgx/e Bé %ﬂv@ﬂieﬁ&sﬁtﬁ%ﬂeﬂnenéé -using_oﬁé! ¥t alr@s

recited in claim33, wherein’it is term ned by e detel -1hining neans

wth a1 FORveFE P AP 6 BBy AR PeBritibha e Sl aEie. °°°

3~. Asvstcmas recited in claim?27, further conprising forwardi ng neans
for el ect$3SRINEAPT (reinggseny $pegifigation. nApRiogFalg saBwareesadingocaniieadilydre preparpdiby
the user can for,vard the signed docunent to the rccihient. 36. A s~~stcm
~l s reci skdleil pragranme&hasédion bier teachiggsi of ithegpresemt kperifasiof O Thededcribeg t he
si gned docunent to the user. 37. A SVSII:IIl as recited in claim?27,

further gogwms fladQisFBRNMplGherfdsy HRHréRAkdnbn of application specific integrated circuits
or by interconnecting an appropriate network of conventional component circuits.
Numerous additional modifications and variations of the described systems are possible
in view of the above-teachings. It is therefore to be understood that within the scope of the
appended claims. the present systems may be practiced other than as specifically described

herein.

21



fol -vvardi hg the si~~ned docunent to an end recipient. 38. A S\'"Stl;IIl as

recited 117 Callll 37, wherein the sighed docunent is emailed to the rnd
rcci hirntywodQusedeg! i ~~it~I1 si~~-nclture system conprisi ngpcqdalsapasg, N~cans
for hol ding access control rules that identify docunments authorized users
are allowed to Il ~I~"c electronically signed; and sigltih~~ neans capabl e

of receivihg signature requests froma plurality of authorized 27 WO

02/ 059728 PCT/ USOL/ 48290 users, each signature request including a docunent
to be si ghbais (rdmed i sai d si gning means parses the docunent to be signed
and conpares information obtained thereby to the access control rules

stored in said. daua@;&ﬂelcm@fkssyg@nﬂ@h@rm,{be whet her the authorized user is
.authorized to | ave the document si ghed, and wherein if it is deterni ned

that the aut h%rda%ﬁqseqﬁo% d%ﬁcc%yst {b%wo%ﬁﬂes o ha&glf% H?cugrge%lys @@;%geggg&ﬁ ate que o

si gning means signs t usi ng aut hen A LSRR

t he signi ans. Z8 .A3. A A u .A .ANs. A . A

s. AN . A §H%&’ IOAN‘e/ﬁLeCtWIG%UYA% mAséﬂdAsaL A ul. AC Aa .Aa> .AQh"-;

M PTWaq/ o ' .

| wgl gb] X] ca] calscaiicad\can] cppoiRaf cavaljgagicaire adquests pned plataiay objiehdiatcal ¢

aJ calcalca]calca]ca]calcalcalcalca! ZzZ{9

users. each signature request including a document to be signed, wherein said signing system
parses the document to be signed and compares information obtained thereby to the access
control rules stored in said database to determine whether the authorized user is authorized to
have the document signed, and wherein if it is determined that the authorized user is authorized
to have the document signed, the signing system signs the document using authentication
information unique to the signing system.

2. A digital signature system as recited in claim 1, wherein the access control rules
identify at least one of a type and attribute of documents each user is authorized to have si gnea.

3. A digntal signature system as recited in claim 2, wherein the signing system parses the
document to be signed to determine at least one of a type and attribute of the document and
compares the determined type and attribute of the document to the access control rules stored in
the database to determine whether the user is authorized to have the document signed.

4. A digital signature system as recited in claim 1, wherein the request further includes
user authentication information unique to the requesting user, and wherein the signing system
authenticates the user via the user authentication information and does not parse the document

unless the user authenticates.
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determining whether the user is authorized to have documents signed;

if the user is authorized, parsing the document to be signed,;

comparing information obtained by the parsing to the stored access control rules to
determine whether the authorized user is authorized to have the attached document signed; and

if it is determined that the authorized user is authorized to have the attached document
signed, signing the document using authentication information unique to the signing system.

16. A method as recited in claim 15, wherein the access control rules identify at least one
of a type and attribute of documents each user is authorized to have signed.

17. A method as recited in claim 16, wherein the parsing step parses the document to be
signed to determine at least one of a type and attribute of the document and the comparing step
compares the determined type and attribute of the document to the access control rules stored in
the database to determine whether the user us authorized to have the document signed.

18. A method as recited in claim 15, wherein the request further includes

user authentication information unique to the requesting user, and wherein the signing system
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signed document to the user so that the user can forward the signed document to the recipient.
24. A method as recited in claim 15, further comprising emailing the signed document to
the user.
25. A method as recited in claim 15, further comprising electronically forwarding the
signed document to an end recipient.
26. A mcthod as recited in claim 25, wherein the signed document is
emailed to the end recipient.
27. A signing system for digitally signing documents comprising:
storing means for storing access control rules that identify documents authorized users are

allowed to have electronically signed;
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- 27 10%& () - _810A/%§Lstc(1?1 as zec}te n clalm 27, wherein the access control rules identify at least one

of a type and attribute of documents each user is authorized to have signed.

29. A system as recited in claim 28, wherein the parsing means parses the document to
be signed to determine at least one of a type and attribute of the document and the comparing
meansp compares the determined type and attribute of the document to the access control rules
stored in the dutabase to determine whether the user us authorized to have the document signed.

30. A system as recited in claim 27, wherein the request further includes
user authentication information unique to the requesting user, and wherein the signing system
authenticates the user via the user authentication information and does not parse the document
unless the user authenticates.

31. A system as recited in claim 30, wherein said user authentication information
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document to the recipient.

36. A system as recited in claim 27, further comprising email means for emailing the
signed document to the user.

37. A system as recited in claim 27, further comprising means for electronically
forwarding the signed document to an end recipient.

38. A system as recited in claim 37, wherein the signed document is
emailed to the end recipient.

39. A digital signature system comprising:

databasc means for holding access control rules that identify documents authorized users
are allowed to have electronically signed; and

signing means capable of receiving signature requests from a plurality of authorized
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