AN RFID TAG The present invention relates to an RFID tag and in particular a more secure RFID tag
which is not readable from a distance before activation. In general, an RFID tag operates by receiving
an interrogating electromagnetic 5field from a reader and output a signal, such as by loading the field,
based on identity data stored in a chip of the tag. Tags of this type are used widely, and it is
contemplated that tags may be used in even clothing, gtoceries as well as medication and large value
bank notes. A problem arises, as such tags may be sensed and identified not only by authorized
readers but also by others. Thus, as 10a person would not want others to know the size of her dress or
shoes, and"gs%{:b%/rjs_éﬁwould not want others to, from a distance, determine the amount of cash in
his/her wallet, it is desired that the operation of the RFID tags may be controlled in order to maintain
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secure RFID tags are seen in e.g. a Peratech product r%tp:/}?/\mw.pera_tech.com/securlty.php) in which
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communicate. In a first aspect, the invention relates to an RFID tag comprising: a coil, 20-an RFID chip
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is contemplated that tags may be used in even clothing, groceries as well as
medication and large value bank notes. A problem arises, as such tags may be
sensed and identified not only by authorized readers but also by others. Thus, as
10 a person would not want others to know the size of her dress or shoes, and as a
person would not want others to, from a distance, determine the amount of cash
in his/her wallet, it is desired that the operation of the RFID tags may be
controlled in order to maintain the desirable effect when desired and otherwise
prevent the response of the tags.

15 One type of such secure RFID tags are seen in e.g. a Peratech product
(http://www.peratech.com/security.php) in which the antenna of the tag is left
open and may be closed by finger pressure in order for the tag to communicate.

In a first aspect, the invention relates to an RFID tag comprising:
- a coil,

20 - an RFID chip having two inputs/outputs, each input/output being
connected to the coil,

the tag further comprising an electrical circuit connected to the inputs/outputs,
the circuit being adapted to operate in one of two modes, a first mode being a
mode wherein substantially no signal is output to the input/outputs and a second

25 mode being a mode wherein a signal is output to the inputs/outputs and



means for controlling in which of the first and second mode the electrical circuit operates in. In the
present context, an RFID tag may be any type of portable element adapted to perform wireless
communication, preferably short range wireless 5communication, with one or more entities. A more
generic term is Near Field Communication, NFC, which may be used in cellphones or the like,
whereas a widely used protocol is that of RFID, which rday be used in groceries, clothes, credit cards,
access control elements (key hangers or the like), passports or the like. Depending on the size, price
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type of antenna or transponder may be used. Presently, for the 15 RFID protocol, a coil is preferred,
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inputs/outputs from which the_chip receives a signal and/or power and to which a signal to be output

are transferPEAMHUGRARAW ﬁfbﬁ%@&fri‘f&}%ﬁlﬁ”&ﬁlﬁé-r%&@‘lfﬁ;ﬂﬁ{é%réct&ﬁf WHdétE'/%%‘fdﬂ?é?and it is
desired to Qeonithe @i tegiver, ICEQTity idchatiagted todddsity pelHdinks griphAsikgl| e ereatianed below,

RFID chips havi ignal inputs/ inputs f ly. Isa b di
2510 the pICEHL HSEUB H T HOAnEL, koA S CLRY RS MR Mo ey e ol signal
inputs/outmesd dnciod $he pmese rdoputsl. &lsoatiptshkayphtogpute ate edikegctipastptrescor tbach

input/ OUtp‘ﬁk'c-? %8@5@% Lﬁ‘t"oﬂ;@ugfstf%% t‘ﬁPiEé’%‘%‘éCE%rcﬁ?ﬂi gvxgeﬁi%%'éﬁc%ds“ﬁﬁ%%’é'-smath‘grprese”t

context, an electr € anything from one or
10 or larger and secured more or less against theft, loss or the like.

A presently preferred embodiment is the use of the RFID protocol in credit card-
type elements for identifying a user or bank account to e.g. an ATM or at a Point
Of Sale.

Naturally, any type of antenna or transponder may be used. Presently, for the
15 RFID protocol, a coil is preferred, but also other types of antennas may be used

for other wavelengths or ranges. Presently, a coil may be any type of coil, such

as a helical coil, normally provided as a flat coil more or less provided in one and

the same plane.

Preferably, an RFID chip is a standard RFID chip having only the same two

20 inputs/outputs from which the chip receives a signal and/or power and to which
a signal to be output are transferred. The present, high security RFID chips have
only these two inputs/outputs, and it is desired to provide a higher security tag
adapted to this type of RFID chip. As will be mentioned below, RFID chips having
signal inputs/outputs but also inputs for power only may also be used according

25 to the present invention. In this manner, actually, the output of the circuit may
be fed to the signal inputs/outputs and/or the power inputs.

Usually, the input/outputs are connected to the coil, each input/output is
connected to one of the two conductor ends of a single-conductor coil.



electronic components, such as flip flops, transistors, diodes or the like, to ASICs, processors, signal
processors, hard wired logics, FPGAs or the like. Naturally, the two modes are desired, but even a flip
flop may operate in two 5modes and may act to prevent or allow power or signals from passing there
through. In this context, a signal may be a specific signal which is generated and output from the
circuit, but a signal may also be output simply by loading any power supply from the inputs/outputs,
especially in the below situation where power is 10received from the coil. A means for controlling in

which of the first and second mode the electrical circuit operates in may be any type of cantroller, such
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the circuit, controlling means and/or chip. However, it Is preferred that the electrical circuit is adapted
to receive BYREBfrom the coil and to operate, preferably in the second mode, on the basis of received
power. The same normally is the situation for the RFID chip. This power may be stored as in standard
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circuit operates in may be any type of controller, such as an element adapted to

output a signal to which the circuit responds. This response may be a shift from

one of the modes to the other or the definition of a mode to shift to, if the circuit

15 is not already in that mode. This controlling means may be a simple switch or
the like adapted to send a signal — or no signal — to the circuit. Alternatively, the
means may generate and transmit a more complex signal to the circuit, which

will then be able to determine, from the signal, whether to change mode or not.

Naturally, a power source, such as a battery or other voltage supply, may be

20 provided for powering the circuit, controlling means and/or chip. However, it is
preferred that the electrical circuit is adapted to receive power from the coil and
to operate, preferably in the second mode, on the basis of received power. The
same normally is the situation for the RFID chip. This power may be stored as in
standard RFID chips. Alternatively, batteries or other means may be provided.

25 In that or another preferred embodiment, the controlling means is a
mechanically operable element adapted to, when operated, output a signal, the
circuit being adapted to enter the first mode when receiving the signal. Thus,
the controlling means may, as mentioned above, be a simple switch. However,

preferably the controlling means is a piezo element adapted to output a voltage



respect, stochastic or random signals may be generated in a plurality of manners, and even
semi-random/stochastic signals (such as repeatable) signals may be used if a not too high security is
desired. Alternatively, the circuit is adapted to, when operating in the second mode, 10output a signal
altering one or more bits in a signal output by the chip. In this manner, the combined signal will be
similar to that output by the chip, but one or more bits will be altered, which, preferably, makes a CRC
or other error indicating bit, erroneous. A second aspect of the invention relates to a method of

operating the RF|D_.tag 15according to the first aspect, the method comprising the s of:
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may be used if a not too high security is desired.

Alternatively, the circuit is adapted to, when operating in the second mode,

10  output a signal altering one or more bits in a signal output by the chip. In this
manner, the combined signal will be similar to that output by the chip, but one
or more bits will be altered, which, preferably, makes a CRC or other error

indicating bit, erroneous.

A second aspect of the invention relates to a method of operating the RFID tag
15 according to the first aspect, the method comprising the steps of:

- receiving/sensing an electromagnetic field by the coil and forwarding
a signal and/or power to the chip,

- the circuit operating in its second mode and outputting a signal to
the inputs/outputs of the chip,

20 - the controlling means transmitting a signal to the circuit, making the

circuit enter its first mode,
- the chip operating to output predetermined information to the coil.

In the present context, an electromagnetic field will introduce a voltage/current
in the coil, which may be forwarded to and stored in or used in the chip.



10 As mentioned above, the signal transmitted by the controlling means may be anything from a single
voltage/current or the absence thereof to more complicated, such a multiple bits or even encrypted,
signals. In a preferred embodiment, the step of the circuit operating in its second mode comprises
the step of the electrical circuit receiving power from the coil. In this 15manner, no internal or other
power source is required. In that or another preferred embodiment, the step of the controlling means
transmitting the signal comprises operating a mechanically operable element which then outputs the
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chouit out T o AP on PSR B ML CTUSTD SR R (S AFREEhEch iy operate
to alter onéay widrstbits autpaytsedavirgnal sigtpait thytthieechiyc untoodéep s thesigorabineztdegniad to differ
from that outpu h in..This may require_the circuit to know the signal. ut f the chip, or the
circuit ma;P cr)%)Ypélﬁyeﬁ?cf?eg@ﬁéﬁerfrrrﬂﬂﬁeg @éﬂ% il'the Elégsrfgﬁlé)lro% E)au%#ldpr?t%e Y:?%'g %ﬁe%%@?ﬁ that bit, so
that the comdinedusghiby, Hae thamtyio king ede oy d o pectdaedstel the biep ubereogietattioperating in

the sagond moge &‘EIE‘IPrQ%eaéP&er%“acBmmé/ﬁf)tﬁ’ﬁ?ﬂM?ﬂﬂé E’i’%‘?ggﬁ&feﬂ‘i’&‘@(tsTf'?Etvarying

amount of power consumption will alSo output a signal, and as mentioned above, it may be preferred
that this sighedleapadihietabpellawtrhsbmphithtosceRerata feiakaaaeda Thie aBpERY BN the invention

relates tto(ﬁf@, ,lﬁllfé@yt% FPRBESBdtBUtEih Pt dftdPrR R N AVIB BHANE dRPSHiSr ERFR tRRUEHBINER
connecte moostesituations, the operation of the chip comprises outputting the information

as a response to receipt of correct or expected information.

10 As mentioned above, the signal transmitted by the controlling means may be
anything from a single voltage/current or the absence thereof to more

complicated, such a multiple bits or even encrypted, signals.

In a preferred embodiment, the step of the circuit operating in its second mode
comprises the step of the electrical circuit receiving power from the coil. In this

15 manner, no internal or other power source is required.

In that or another preferred embodiment, the step of the controlling means
transmitting the signal comprises operating a mechanically operable element

which then outputs the signal.

Also, it is preferred that the step of the circuit operating in the second mode

20 comprises the circuit outputting a stochastic/random signal to the
inputs/outputs. Alternatively, the circuit may operate to alter one or more bits or
parts of a signal output by the chip in order for the combined signal to differ
from that output by the chip. This may require the circuit to know the signal
output from the chip, or the circuit may output a predetermined bit until the

25 signal output from the chip differs from that bit, so that the combined signal has
that bit altered.

It may be preferred that the step of the circuit operating in the second mode
comprises the circuit consuming over time a varying amount of power. This

varying amount of power consumption will also output a signal, and as



coil, the chip having a first, lowest operating voltage, the tag further comprising an electrical circuit
connected to the inputs, the circuit, the circuit being adapted to operate at a second, lowest operating
voltage being lower than the first lowest operating voltage, and 10means for controlling the operation
of the electrical circuit. As mentioned above, the present RFID tag and chip may be adapted to
perform any type of wireless, preferably short range, cofnmunication, including but not limited to the
RFID protocol. Therefore, any type of antenna or transceiver may be used, even though a coil is

15preferred, h lical coil preferabl ided ingl ductor. T t RFID chi
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one type ofdrBIDrgitiimmonky stozlastis/ eaegwavided and are used for both receiving power from the
coil as to transmitting a signal to the coil and potentially also for receiving a signal from 20 the coil.
Other types of RFID chips have the above power receiving inputs as well as signal outputs for
providing £digitgl & Reetcefl BiRiipyesttiRMy aidberete9th BLEIgRA BUMPIAEIRGI.  Also in this aspect,
the electrical circuit may be everything from a very simple circuit, such as a voltage regulator, to
complicated circuits suchcgﬁ processors or 25the like performing much more complicated functions. In
the present context, a Rwest operating voltage is a lowest voltage at which the chip or circuit is
operable. Normally, this voltage is defined by e.g. a technology used for generating a chip or ASIC or
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chips, a 5lowest operating voltage normally is specified. In this situation, a lower voltage need only be
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operating voltage of the circuit is 90% or less, such as 80% or less, preferably 75% or less, such as
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the first asgigeuit, the circuit being adapted to operate at a second, lowest operating

voltage being lower than the first lowest operating voltage, and
10 means for controlling the operation of the electrical circuit.

As mentioned above, the present RFID tag and chip may be adapted to perform
any type of wireless, preferably short range, communication, including but not
limited to the RFID protocol.

Therefore, any type of antenna or transceiver may be used, even though a coil is
15 preferred, such as a helical coil preferably provided of a single conductor.

The present RFID chip has two inputs connected to the coil. Preferably, these
inputs are for receiving power from the coil. In one type of RFID chip, only two
inputs are provided and are used for both receiving power from the coil as to
transmitting a signal to the coil and potentially also for receiving a signal from

20 the coil. Other types of RFID chips have the above power receiving inputs as well
as signal outputs for providing a signal to the coil and potentially also receiving a
signal from the coil.

Also in this aspect, the electrical circuit may be everything from a very simple
circuit, such as a voltage regulator, to complicated circuits such as processors or

25 the like performing much more complicated functions.



In one embodiment, the electrical circuit is adapted to receive power from the coil and to operate on
the basis of received power. In this manner, no internal power source is required. The circuit may have
means for storing receive power 15at least for a limited period of time, such as a battery or a capacitor.
In that or another embodiment, the circuit is adapted to operate when power or a signal is received
from the coil. Thus, receipt of power/signal from the coilwill start or operate the circuit, which may
remain operable until no signal/power is received or until controlled to do so by the controlling means.

20In general, again, the means for controlling is a mechanjcally operatable element adapted to
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electromagnetic field will génerate a voltage/current in the coil, which in the present aspect is
forwarded to the chip and circuit. The circuit is operable to reduce the voltage available to the chip to a
voltage 10levedighatutitofirsh lowestwapeigtinteeadtagh: boisirgatiotionvef voliage oralesiromykee
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10 Again, means for controlling the operation of the electrical circuit are provided.

These means may be as those described in relation to the first aspect.

In one embodiment, the electrical circuit is adapted to receive power from the
coil and to operate on the basis of received power. In this manner, no internal
power source is required. The circuit may have means for storing receive power

15 at least for a limited period of time, such as a battery or a capacitor.

In that or another embodiment, the circuit is adapted to operate when power or
a signal is received from the coil. Thus, receipt of power/signal from the coil will
start or operate the circuit, which may remain operable until no signal/power is
received or until controlled to do so by the controlling means.

20 In general, again, the means for controlling is a mechanically operatable
element adapted to forward, when operated, a signal to the circuit, the circuit
being adapted to stop operation when receiving the signal.

A fourth aspect of the invention relates to a method of operating an RFID tag
according to the third aspect, the method comprising the steps of:

25 - receiving/sensing an electromagnetic field by the coil and forwarding

power to the chip and circuit,



In the present context, the circuit, receiving the signal, is rendered inoperative, which means that the
circuit no longer reduces the voltage received. Preferably, 20the circuit when rendered inoperative
consumes at least substantially no power at all, in order to allow the chip to receive as much of the
available power as possible when allowed to operate. As is also mentioned above, the normal
operation of the chip is that of outputting predetermineddinformation to the coil. In addition, the chip
may 25receive information from the coil, analyze the signal and only output the information if the

received information is satisfactory. In gne embodiment, the step, of the circuit operating comprises
the eloctical crout ecHviRY BB AT HPRSl H EAf Bl 19€ FASUAR PG TORaP i
that or anathes|tsngkeddwaEnthtire tdtefiodtthis viestioppesaing wobagdses the Scircuit operating when
power or a signal is received from the coil. Thus, no type of initiating instruction is required. Also, as is

mentioned further above, the step of the controlling means transmitting the signal preferably comprises
operating & mechanicallyofRibiabieeEe@ne WReATHEH D valgRahECiGBAIrCO AN ESHE of the

invention relates-t@i@nRbHpPdageomprising: a coll,
5 - the chip operating to output predetermined information to the coil.

As mentioned above, positioning a coil in an electromagnetic field will generate a
voltage/current in the coil, which in the present aspect is forwarded to the chip

and circuit.

The circuit is operable to reduce the voltage available to the chip to a voltage

10 lower than the first, lowest operating voltage. This reduction of voltage may
simply be obtained by consuming sufficient of the power supplied by the coil to
reduce the voltage across the coil. This reduction may be performed in a
multitude of manners, such as operating a processor and/or a memory or simply
providing the power through a power consuming element such as a resistor in

15 order to waste or remove the power.

As is also mentioned above, the controlling means may provide a simple or a

complex signal to the circuit in order to affect the circuit.

In the present context, the circuit, receiving the signal, is rendered inoperative,
which means that the circuit no longer reduces the voltage received. Preferably,

20 the circuit when rendered inoperative consumes at least substantially no power
at all, in order to allow the chip to receive as much of the available power as
possible when allowed to operate.

As is also mentioned above, the normal operation of the chip is that of
outputting predetermined information to the coil. In addition, the chip may
25 receive information from the coil, analyze the signal and only output the

information if the received information is satisfactory.



an RFID chip having two inputs/outputs, each input/output being connected to the coil, and being
adapted to operate in one of two modes, a second mode being a mode wherein substantially no signal
is output to the 15input/outputs and a first mode being a mode wherein a signal is output to the
inputs/outputs, the chip further comprising one or more signal inputs adapted to receive a signal
making the chip transition from the first to the second nfdde or vice versa, means for providing a signal
to the one or more signal inputs, 20wherein: the providing means are adapted to perform a biometric
measurerglent and id?&%m aefgr %n og theP sis of th biomeEric measuremergt anic&;tput the signal if
the perso %SGt Lo equ‘ 9Pd|?19 esiSd eogc%ﬁ HbgtSOJHfbrd?‘?ﬁe l%?gﬁ i 5%1?1' encrypted
signal, theaihipibeaw adagtpdwe d&termihe, dahatic: epergtitegl sigtlaé bdwthef tedmwsdion to the first
mode. As ronvggponed above, the present terms "RFID tag", "coil" and "RFID chip" 5should be given a
broad mea%lng iIncorporating also other types of communication and antennas. The present RFID chip
now additionally has an input for a signal instructing the chip to change mode or enter a predetermined

mode. Addifjanaltys thin staealdenid eneemtechsighapwhighd srbaly zst bt ihg ebippaRdathede
chan%e only 100ccurs, if the encrypted signal is acceptable. )
circuit operating when” power or a signal Is received from the coil. Thus, no type

of initiating instruction is required.

Also, as is mentioned further above, the step of the controlling means
transmitting the signal preferably comprises operating a mechanically operatable
element which then forwards the signal.

10 A fifth aspect of the invention relates to an RFID tag comprising:
- a coil,

- an RFID chip having two inputs/outputs, each input/output being
connected to the coil, and being adapted to operate in one of two modes, a
second mode being a mode wherein substantially no signal is output to the

15 input/outputs and a first mode being a mode wherein a signal is output to the
inputs/outputs, the chip further comprising one or more signal inputs adapted to
receive a signal making the chip transition from the first to the second mode or

vice versa,
- means for providing a signal to the one or more signal inputs,
20 wherein:

the providing means are adapted to perform a biometric measurement and
identify a person on the basis of the biometric measurement and output the
signal if the person is identified and



In the present context, a biometric measurement may be any type of biometric measurement, such as
the obtaining of a fingerprint of a person, an iris scan, an image, a 3D image of the persons face, or
even genetic analysis. This measurement is used for identifying a person or user, and the result of
the 15measurement is used for instructing the chip to enter a particular mode or a mode change.
However, in order to ensure that the communication chifhnel, which may be serial or parallel or may
comprise any number of conductors, is encrypted. Thus, the providing means are adapted to encrypt

instructjon for the chi d 20f d thi ted instruction. Naturally, th instructi
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receiving/sensing an electromagnetic field by the coil and forwarding power to the tag and circuit, the
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relating to a 5person and outputting an encrypted signal, .
should be given a broad meaning incorporating also other types of

communication and antennas.

The present RFID chip now additionally has an input for a signal instructing the
chip to change mode or enter a predetermined mode. Additionally, this signal is
an encrypted signal which is analyzed by the chip, and a mode change only

10  occurs, if the encrypted signal is acceptable.

In the present context, a biometric measurement may be any type of biometric
measurement, such as the obtaining of a fingerprint of a person, an iris scan, an

image, a 3D image of the persons face, or even genetic analysis.

This measurement is used for identifying a person or user, and the result of the
15 measurement is used for instructing the chip to enter a particular mode or a
mode change.

However, in order to ensure that the communication channel, which may be
serial or parallel or may comprise any number of conductors, is encrypted. Thus,
the providing means are adapted to encrypt an instruction for the chip and

20 forward this encrypted instruction.

Naturally, the same instruction may be encrypted to many different shapes or
the instruction may be added extraneous information (padded) before
encryption in order to ensure that the same instruction does not always look the

same on the communication channel.

25 A sixth and final aspect of the invention relates to a method of operating the
RFID tag according to the fifth aspect, the method comprising the steps of:



the chip receiving the encrypted signal and transitioning to the first mode, if the encrypted signal
relates to an identified person. In the following, preferred embodiments of the invention will be
described with reference to the drawing, wherein: 10figure 1 illustrates an overall set-up figures 2-5
illustrate different embodiments acting to generate a signal or power variation for affecting the
operation of the RFID chip, figures 6-7 illustrate different embodiments acting to reduce the
15voltage available to a level where the RFID chip cannot operate, and figure 8 illustrates an

alternative embodiment. Figure 1 illustrates an overall set-up of a number of djffer embodiments. In
e Set the REID B G SR B ARl S e e A e R Sl G foRR s
connectedpoveer RE D edthd aridveindbiapgh the present drawings are described in relation to an RFID

chip using a coil as an antenna or sensor, any type of near field communication, normally called NFC,
may be used using any type of communication protocol and any type of antenna or transponder. 12
As will be described fuFtHe EBRRPaFREIBSeiatishSCRIREAIChip may be affected at some points in
time, but in the unaffected mode, the operation of the RFID chip and coil may be the standard

operation in which a signal IS sea]sed r@/ the coaill 1lo4r’n'?%dba Sr%%:arl and power, is ttra}gﬁ itte(g to

inputs/outputs 12' and Eelf'r%Y't 'g%hlpefﬂ,s Sich StofeS the pO\}\Fe?qéan %rnemg as|sf—jrtﬁl'wréﬁgeoon,a outputs,

via thé inppesfeanpans] IR 1gmdtd2g, ansepmalyipéel gighelcoil 14, which signal comprises data stored on
the chip 12 and which may be sensed by a remote antenna/terminal. The data stored in the chip 12

and being embedded in the output signal usually relates to an identit¥ of the tag 10 and may relate to a
- the chip receiving the encrypted signal and transitioning to the first

mode, if the encrypted signal relates to an identified person.

In the following, preferred embodiments of the invention will be described with

reference to the drawing, wherein:
10 - figure 1 illustrates an overall set-up

- figures 2-5 illustrate different embodiments acting to generate a
signal or power variation for affecting the operation of the RFID
chip,

- figures 6-7 illustrate different embodiments acting to reduce the
15 voltage available to a level where the RFID chip cannot operate,

and
- figure 8 illustrates an alternative embodiment.

Figure 1 illustrates an overall set-up of a number of different embodiments. In
this set-up, the RFID tag 10 comprises an RFID chip 12, which may be a
20 standard RFID chip, connected to an RFID coil 14.

Even though the present drawings are described in relation to an RFID chip
using a coil as an antenna or sensor, any type of near field communication,
normally called NFC, may be used using any type of communication protocol and
any type of antenna or transponder.



10 product to which the tag 10 is or is intended to be attached. A tag may also relate to a person or a
bank account, so that the tag is used for identifying a person or a bank account to e.g. an ATM. The
tag 10 further comprises a controller or circuit 16, which is also connected, via input/outputs 16716" to
the coil 14 and the inputs/outputs 12712". This 15circuit 16 is operable to affect the operation of the
chip 12 when desired. This effect may be obtained in aldumber of manners. In order for a user to
determine when this effect is desired or not desired, a switch 18 is provided for the user to operate.

When this switch 18 is operated, the operation gf the controller or circuit 16 may be altered from an
operation a‘ff&éﬁgiﬁ%cgg?&%dt%&%?fhgeei%% %qoogﬁr 'é’f&t?cﬁ%%ﬁi ogg?ﬁd'p%r fce versa.
Naturally, Hféeshattatl Bomay i ratisyi ty tienef, dperablkehewitaffddtedxaottypehef gratehids vfilkdepend

on the act ape and requirements of the tag 10 lly, the tag is,to be small and cheap, such as
in the sha|c;lk(;fJ }Jﬁ]ac @'r%?ﬁ{‘ ga%rg ILE)r ym%%ﬁ%semsgﬁ]eﬁra rqc{h(?ﬁ é%%%én'Pa\’\g}dﬁgb?esé%%ﬁfsrnsfyn g(aiﬁg)%e form
of a piezo diensenit shiandnvheigdefoanddy oWiEouip dransoitdted Whichh piayassdetistd Ananstnsed by

the cagiroley16; FUSRforIRI N NS LYEIPBIENTING oF BB I hedaada e uich 18

Naturally, also other types of more standard switches may be used, as may wireless communication to
other eleméat§heUBIR Bts48 YRRUES rhihaaod reAde?, i ¢leaireackitp the coil 14, which signal

comprises data stored on the chip 12 and which may be sensed by a remote
antenna/terminal. The data stored in the chip 12 and being embedded in the
output signal usually relates to an identity of the tag 10 and may relate to a
10 product to which the tag 10 is or is intended to be attached. A tag may also
relate to a person or a bank account, so that the tag is used for identifying a

person or a bank account to e.g. an ATM.

The tag 10 further comprises a controller or circuit 16, which is also connected,
via input/outputs 16’/16" to the coil 14 and the inputs/outputs 12°/12". This
15 circuit 16 is operable to affect the operation of the chip 12 when desired. This

effect may be obtained in a number of manners.

In order for a user to determine when this effect is desired or not desired, a

switch 18 is provided for the user to operate. When this switch 18 is operated,

the operation of the controller or circuit 16 may be altered from an operation
20 affecting the operation of the chip 12 to an operation which does not - or vice

Versa.

Naturally, the switch 18 may be any type of operable switch. The exact type of
switch 18 will depend on the actual shape and requirements of the tag 10.
Usually, the tag is to be small and cheap, such as in the shape of a credit card or
25 much smaller. In this situation, a suitable switch may be in the form of a piezo
element which, when deformed, will output a voltage, which may be fed to and
sensed by the controller 16. This deformation may be due to a bending or a
tapping on the tag 10 or switch 18. Naturally, also other types of more standard
switches may be used, as may wireless communication to other elements, such

30 as the terminal or reader, if desired.



In one group of preferred embodiments, the operation of the controller 16 is to output a signal to the
inputs/outputs 16716" which adds to any signal output from the chip 12 and thereby makes the overall
signal output by the coil 14 useless. 5In addition, this signal may scramble also any signal sensed by
the coil 14 and forwarded to the chip 12, so that the chip 12 will not be able to discern the information
therein and provide a sensible result on the input/outputd 12712".  Actually, this scrambling may be
obtained by a varying power consumption of the controller 16, when powered by the coil via the

inputs/outputs 16716", as 10this will equally disturb the operation of the chip 12. If a battery or other
power soulII0 AR APHLRIEEC A R RSRay R BRLEY A s S G PPl QShimdRr 1676
adapted tog@p it reosigal R B lohipep LiRs festive p o e/ét 60 tineh cad ddtew lzery segeaigoanput
clecomageSHi B Lip b sliuainnolly ARSI OVRRY PERSTRRIRIR Bk e signal when
receiving 15power (and thereby being able t0 operafe) and untrf receiving a signarl from the switch 18.
In generallisefe8sbe desired that the present output signal of the chip 12 is as scrambled and

indiscernible as possible. Thus, it may be desired that the output of the controller 16 is stochastic or
random. A multitude of manners of obtaining 20this is available to the skilled person, depending on the

amount of]tfbﬁﬂﬂJﬁWé‘ p%ﬁé&(@éﬁ“ﬁnﬁ%@ﬂ@lﬁpﬁlﬁ&taweslﬂi?ﬁ}o‘?ﬁ?sféj 2Bk £9%thérARetors.
General efgpodirdentsetRisgrouRmsy treasers thfiguzsimotherebiefigutiseetietbentroller 16

has a power_supply. 20 receivin wer from the coil 14, a processor 22 ered e pawer supply
20, conne e B RIS BATEHEIR R PRy R B e SR niG DERLS iR ide  2brmroliabic
by the processor 22 and which outputs a signal on the connections 16716" to the coil 14. The power

supply 20 acts g theriof . RicR] RN BRISHRYIFREENING DAWSR T YBRe eol hdmdaenapling the
processor 22 to operate. When power is o )
the controller 16, when powered by the coil via the inputs/outputs 16°/16", as

10 this will equally disturb the operation of the chip 12.

If a battery or other power source/storage is not desired, which is normally the
case, it is desired that the controller 16 is adapted to, as is normal RFID chips
12, receive power from the coil 14 when sensing an electromagnetic field. In this
situation, the controller 16 may be operable to output the signal when receiving

15 power (and thereby being able to operate) and until receiving a signal from the
switch 18.

In general, it may be desired that the present output signal of the chip 12 is as

scrambled and indiscernible as possible. Thus, it may be desired that the output

of the controller 16 is stochastic or random. A multitude of manners of obtaining
20 this is available to the skilled person, depending on the amount of computing

power and any analogue inputs to the controller 16 as well as other factors.

General embodiments of this group may be seen in figures 2-5, where, in figure
2, the controller 16 has a power supply 20 receiving power from the coil 14, a
processor 22 powered by the power supply 20, connected to the switch 18, and

25 aninternal current consuming process 24 which is controllable by the processor
22 and which outputs a signal on the connections 16°/16" to the coil 14.

The power supply 20 acts as that of e.g. typical RFID tags by receiving power
from the coil 14 and enabling the processor 22 to operate. When power is



14 available, the processor 22 will act on impulses from the switch 18, and the process 24, also
receiving power from the coil 14, will start operating as described below. The processor 22 is able to
determine an activation of the switch 18 and to 5terminate operation of the process 24 in order for the
chip 12 to be able to determine any information present in the signal from the coil 14 and to output the
desired response. The process 24 may be any type dfrocess generating a sufficiently disturbing
output signal or power consumption, as this process is powered directly by the 10inputs/outputs
16716". Suitable processes are nearly infinite in number, but reading to/from emaory, such as an
EEPROM BF BIAGE R MR OR LAt L Aahiy PR SbG ThaTE A cAAGE Between
different clpokcies| B2 catsoofex piviogspow €nfesucth prooi ssdmeyl lost dine epatatiliggad a controllable
voltage Iim&téasr. ﬁl@éﬁr%@f a 15 voltage limiter may be provided in a number of manners, one being a
simple Zener diode usec?as' a shunt regulator. Also controllable shunt regulators are known and useful
in the present context. Alternatively, the process 24 may act to output information on the inputs/outputs

16716" in grienie sk Mheiopgyatien flidethp 37 angvamAthfarenatiorrutgulfaefgby. Such

information may be determined as a function of the information to be qutput of the chip 12, but which is
altered in PPBYAEPOREPHRAMCELS BIQ G RARAIBCEARS By Bt PHBLEL PMaY Fecrambled or
stochastic detlerfigivike Sha vty siatilan $eespns isetevgighainfhoenprneassii2i iamosdionagut

the desired response.

The process 24 may be any type of process generating a sufficiently disturbing
output signal or power consumption, as this process is powered directly by the
10 inputs/outputs 16/16".

Suitable processes are nearly infinite in number, but reading to/from a memory,
such as an EEPROM or Flash memory will generate a varying power consumption
as will a change between different clock frequencies of a processor. One such
process may be the controlling of a controllable voltage limiter. Naturally, a

15 voltage limiter may be provided in a number of manners, one being a simple
Zener diode used as a shunt regulator. Also controllable shunt regulators are

known and useful in the present context.

Alternatively, the process 24 may act to output information on the
inputs/outputs 16’/16"” in order to disturb the operation of the chip 12 and any
20 information output thereby. Such information may be determined as a function
of the information to be output of the chip 12, but which is altered in a
predetermined manner, or the information output by the process 24 may be

scrambled or stochastic.

In figure 3, a very similar set-up is seen wherein the process 24’ is positioned
25 externally to the actual controller 16. The process 24’ of figure 3 may operation

in the same manners as the process 24 of figure 2.

In figure 4, the external load 24" affects the inputs/outputs 16’/16" via its

power consumption drawn from the power supply 20. Again, the process 24",



25externally to the actual controller 16. The process 24' of figure 3 may operation in the same
manners as the process 24 of figure 2. In figure 4, the external load 24" affects the inputs/outputs
16716" via its power consumption drawn from the power supply 20. Again, the process 24", 15 which
is external but may as well be internal to the actual controller 16, is controlled by the processor 22, and
is now powered by the power supply 20. Thus, the powler consumption of the process 24" will affect
the power supply 20, which in turn will draw varying amounts of power from the coil 14 and thereby

5disturb any signals between the chip 12 ang the coil 14. In fijgure 5, a very simple solution, similar to
that of g bR MR oS, 18 LOEAEN S RhiEh e SSE) SOIBS Abwkte  fip flop
22' havingdbetooitgdt fryih the rewdshol e raretischimn hEpores et dnpyttHop@v o sutE ypa@er supply 20
is fed to the input of the flip flop 22" as.well the iInput, 100f the flip flop. 22" and to_an internal
voltage I 4T HoN LR BB B o sE 4 S e e h S 8
consume poiwen firoitu thevpdvaesa supgply vig Bradlip o p 220 vdrick easéh areoflip #@mnad Xheitepsevent

powesflovfean-i1sROUERSHPRbLAAAR e kpiin 34514 WhereRy (e chip 12 will be allowed to act

normally. 15 An alternatiVe to the above embodiments is one wherein a general scrambling of the
signal on the inputs/outputs 12712" is not performed but a much more subtle altering of the information

is performed.fiig-énfyranatien pirayikeddnytiba, chiimild; tattivatiyfisigusigEgl sompeisingbdegRC, which
will be erronequs, if one or more. of the bitg of the original signal is/are altered at the fime aof 20
ransmissiOT FRIET B (3 Satei 166y B L BAR o BOSHE S e BRIEDIE Y e signa
output of thieechigtpatdudny thgesatitch [t & curteddtet toethrooessoina)tviddhempats/abgputs

1211271614607 Sl it SERR G DAPRIRA S RURY 15, 22, 1S Batet Ao

eavesdropping entit receive a clearly | data p utw e able to determine which
25bit(8) haefiihecive dlopliieandtierapyitierinddyotingeiimégesst’”. Thus, before reset of

the flip flop 22’, the voltage limiter 24" will act to limit or consume power from
the power supply via the flip flop 22’. Once reset, the flip flop 22" will prevent
power flow from the power supply 20 to the limiter 24", whereby the chip 12

will be allowed to act normally.

15 An alternative to the above embodiments is one wherein a general scrambling of
the signal on the inputs/outputs 12’/12" is not performed but a much more
subtle altering of the information is performed. The information provided by the
chip 12, naturally, is a signal comprising a CRC, which will be erroneous, if one
or more of the bits of the original signal is/are altered at the time of

20 transmission. Thus, the processor 16 may simply act to overwrite one or more of
the bits of the signal output of the chip 12 during operation. It is noted that the
processor 16, via the inputs/outputs 12/12”/16/16" is able to receive the
information output by the chip 12. In this manner, an eavesdropping entity will
receive a clearly invalid data packet but will not be able to determine which

25 Dbit(s) has/have been altered, whereby the information is useless.

In another group of preferred embodiments, the operation of the controller 16 is
to render the chip 12 inoperable when desired. A very simple manner of
obtaining this is to have the processor 16 operate to draw so much power from
the coil 14 and thereby the inputs/outputs 12'/12"” that the chip 12 is not

30 operable.



In another group of preferred embodiments, the operation of the controller 16 is to render the chip 12
inoperable when desired. A very simple manner of obtaining this is to have the processor 16 operate
to draw so much power from the coil 14 and thereby the inputs/outputs 12712" that the chip 12 is not
30operable. 16 The chip 12 has a well-known lowest operating voltage, and in these embodiments,
the controller 16 is chosen to have a lower, lowest opeldting voltage, so that the controller 16, when
operating, draws the voltage received from the coil 14 so low, that it falls below the lowest operating

voltage of the 5chi .. Then, the chip 12 will ngt operate while the contrpller 16 operates. Naturally,
e voltaga Hiag WA bE B AN SRR A8 S AP el BSFods of e, but
preferably evoitfod iloreges fHae aonedeterm & ésl greysmh dbtinz @/hictbvweay lbevdsteypenatdrig relation to -
or simply limited by - t moeunt of time reguired by the chip 12 to output the jnformation desired.
10Then, thveolgt?)aﬁtgbl%)rg mtaRygs{SB t(gg]eﬁragtlng V\Of?]eenxréggi(/%%}gheég?g%%% r%rh’%l?g(i%v%:%ei\é?%sringing
the voltagénavetihedded i 4reodoiwl 4atioild ahe elest dpetawastopagetufgheotiaigel of wireereby the

chip 12 wil qgefale pkhPSHOTER i 150Suageake wARTRBISIRIMIOYSS Ibipepiarred that the

operation the switch 18 renders the 15chip 12 operable. One embodiment of this type may be seen in
figure 6, wherein the controller 16 has a power supply 20 as that mentioned above, and a processor

25 controllnble kyl ihetbwilaitageAisey @yoiagetioitar @ ispuaatned witishevdien®parpting, will draw
a sufficient amount of power from the power supply, 20 to render the 20power avajlable to the chip 12
o0 low for B IR M T PR e GRS b N ONES TESH thereby
the processerig8 ahdithe lvhitdr 26 ysHevaeténaniriedt iof thathp iR -Rretéraply, liraitedllipya- gap of at
least 100/ t rating v: g t LH is al 0. it | S t the
voltage o (o ST R aD RN 1l SUR P HRBHA SRS L
10 Then, the controller 16 may stop operating when receiving the signal from the

switch 18, bringing the voltage received from the coil 14 above the lowest

operating voltage of the chip 12, whereby the chip 12 will operate and perform

its intended function.

As mentioned above, it is preferred that the operation the switch 18 renders the
15 chip 12 operable.

One embodiment of this type may be seen in figure 6, wherein the controller 16
has a power supply 20 as that mentioned above, and a processor 25 controllable
by the switch 18. Also, a voltage limiter 26 is provided which, when operating,
will draw a sufficient amount of power from the power supply 20 to render the

20 power available to the chip 12 too low for the chip 12 to function. Thus, the
lowest operating voltage of the controller 16, and thereby the processor 25 and
the limiter 26, is lower than that of the chip 12. Preferably, naturally, a gap of at
least 10% of the lowest operating voltage of the chip 12 is allowed, so that it is
ensured that the voltage on the inputs/outputs 12°/12" does not exceed the

25 minimum operating voltage of the chip 12 to a degree where the chip 12 is
allowed to operate and respond to any signal present on the inputs/outputs
127/12".

As mentioned above, the operation of the limiter 26 may be any type of power

consuming operation, such as the simple use of a resistor converting power into



25 minimum operating voltage of the chip 12 to a degree where the chip 12 is allowed to operate and
respond to any signal present on the inputs/outputs 12712". 17 heat. Also, the simple operation of a
controller/processor/ASIC/memory will consume power, such as the constant adding or multiplying of
numbers, writing/reading to/from memories, the shifting of clock frequency and the like. Another
embodiment is seen in figure 7, wherein the processor 5 controls a Slimiter 26' (external or internal to
the actual controller 16) which now is powered directly from the inputs/outputs 16716". Again, the

operation of the limiter 26' may be any power consuming operation, and thi eration may be
torminated 6t BRSSP BB B BN RG B SMER I R RaRCr P AT B ative is seen
in the /situlaimrs' uﬂmered&lweehchismdﬁ laa&hmlJltCﬁnl‘;tgm ﬂad\ivrgiinpmtﬂdtnwbﬂ),u' 't&é;l@f? mi(aj'h:hﬂral,so one r(1)r mr?re
power/voltage .inpyts, In this situation e ve imen e or affecting the chip
o via ts R D PR RS e SR RRR BRI NEIRIE provice =
signal/disturbance to act on the inputs/outputs 12712". A yet further alternative is seen in figure 8,

wherein thgthiRek2ehaso Ndatinnskels Meibrds/owpeie e prytdiryr 256 fepaepigeal instructing

the chip 12 to operate or not. In order to render this chip 12 operable only by the intended person, a
biometric JERLRG HfetfRtes83s PrévrgRal FcH s AriHehRNe! IRfehat ' PER P WdFPRR B¢ Ris/her
fingerprint dixeicalyy fooem eftiiCi nprRASYGInEp 0tethed) mety, e 20U @ (Vi astiretion theitienieso@@tion, or

he like). Naturally, the chip 12 I as the el 28 may b d by the cail as in the ab
embodimeS) o BILERI A P DT P LS SRy ing MEAE B A QU IR B st fo

the elemeiy281drpoodes so mzkevinepossigieithe agignse hevatingebiéatoirBnunication link 29

Another alternative is seen in the situation where the chip 12 has not only the
10 two inputs/outputs 12/12” but also one or more power/voltage inputs. In this
situation, all the above embodiments may be used for affecting the chip 12 via
its power inputs, and those of figures 2-5 may be used for additionally or
alternatively provide a signal/disturbance to act on the inputs/outputs 12°/12".

A yet further alternative is seen in figure 8, wherein the chip 12 has, in addition
15 to the inputs/outputs 12/12”, an input 27 for a signal instructing the chip 12 to
operate or not.

In order to render this chip 12 operable only by the intended person, a biometric
sensing element 28 is provided which may identify the intended person,
normally by his/her fingerprint, but any biometric measuring method may be

20 used (iris detection, voice recognition, or the like).

Naturally, the chip 12 as well as the element 28 may be powered by the coil as
in the above embodiments, or a battery 30 or other power supplying means may

be provided if desired at least for the element 28.

In order to make impossible the mere separating of the communication link 29
25 Dbetween the biometric element 28 and the chip 12, this communication link 29 is
encrypted. Thus, the biometric element 28 forwards information relating to a

sensed person to the chip 12 on an encrypted form, so that breaking of the



25between the biometric element 28 and the chip 12, this communication link 29 is encrypted. Thus,
the biometric element 28 forwards information relating to a sensed person to the chip 12 on an
encrypted form, so that breaking of the 18 communication link 29 and replacing this by an open or a
shorted circuit will not render the chip 12 operable. Thus, instead of a simple switch, a biometrically
operable operating means may be used. 5Naturally, arhBtype of encryption may be used, and any
number of conductors may be provided in the link 29, depending on the level of security desired. It is

clear from the above, that tl]"l?&)gﬁration of he_emgé)di{gents of g[aures 1-7 %Ee qQre og Ie%F similar, in
that a vary?r?gm{‘llfé'lce RS %g/ bRt B‘%@i '3 Ygﬁﬁl WS fn?)lﬂ%? ROt 197 9V 44t reduce
the power srailab khéodhip i bipetaliea degree, where the chip 12 is not operable. Also, the same

types of processes may be used for providing a varying or a constant power consumption, an nothing
in the foregoing is intended as a limitation to only one of these functionalities or operations. A
combinatigrﬂ‘H%y Meterd®f & FHAP'S Srisihaldt UTefe erlyoRINAEHR| 8cReIEH S FRRRIBh TRfigure 8
with any opg9teege described in relation to the remaining drawings. Naturally, the present tag may be
used in a number of different situations, such as in clothes, groceries, bank notes, and a particularly
interesting use is in creditcard type elements in which the RFID or other short range wireless
commiunichidnnal lys exhfo tygenofyémg tiptice noa YHeeacsednandnapgr nampgean2CoATMtors

may be provided in the link 29, depending on the level of security desired.

It is clear from the above, that the operation of the embodiments of figures 1-7
are more or less similar, in that a varying power consumption may both provide
a signal on the inputs/outputs 12'/12” and reduce the power available to the

10 chip 12 to a degree, where the chip 12 is not operable. Also, the same types of
processes may be used for providing a varying or a constant power
consumption, an nothing in the foregoing is intended as a limitation to only one
of these functionalities or operations. A combination may be used, as may a
combination of the embodiment described in relation to figure 8 with any of

15 those described in relation to the remaining drawings.

Naturally, the present tag may be used in a number of different situations, such

as in clothes, groceries, bank notes, and a particularly interesting use is in

creditcard type elements in which the RFID or other short range wireless

communication is used for identifying the user or the account number to e.g. an
20 ATM.



19 Claims 1. An RFID tag (10) comprising: a coil (14), an RFID chip (12) having two
inputs/outputs (12', 12"), each input/output being cggnected to the coil, and an electrical circuit (16)
being adapted to operate in one of two modes: a first mode being a mode wherein substantially no
signal is output to the input/outputs and a second mode being a mode wherein a
stochastic/random signal is output to the inputs/outputs, and means (18) for controlling in which of
the first ar'dl8888nd mode the electrical circuit operates in, the tag being characterized in that the
electrical circuit (16) is connected to the inputs/outputs. 2. A tag according to claim 1, wherein the
electrical circuit is adapted to receive power from the coil and to operate on the basis of received

power. 3. A tag %pggﬁﬁga@@@%%%gndyherein the RFID chip has no more than the two
inputs/outputs. 4. A tag according to any of the preceding claims, wherein the controlling means is an

element adapted ga@utpay, a signal to which the circuit is adapted to respond. 20

an RFID chip (12) having two inputs/outputs (12', 12"), each input/output being
connected to the coil, and

an electrical circuit (16) being adapted to operate in one of two modes:

a first mode being a mode wherein substantially no signal is output to the
input/outputs and

a second mode being a mode wherein a stochastic/random signal is output to the
inputs/outputs, and

means (18) for controlling in which of the first and second mode the electrical
circuit operates in,

the tag being characterized in that the electrical circuit (16) is connected to the

inputs/outputs.

2. Atag according to claim 1, wherein the electrical circuit is adapted to receive power

from the coil and to operate on the basis of received power.

3. Atag according to claim 1 or 2, wherein the RFID chip has no more than the two

inputs/outputs.

4.  Atag according to any of the preceding claims, wherein the controlling means is an

element adapted to output a signal to which the circuit is adapted to respond.



5. A tag according to any of the preceding claims, wherein the controlling means is a mechanically
operable element adapted to, when operated, outpyt a signal, the circuit being adapted to enter the
first mode when receiving the signal. 6. A tag according to any of the preceding claims, wherein the
RFID chip is adapted to receive power from the coil and operate on the basis of the received power.

7. A tag according to any of the preceding claims, wherein the electrical circuit is adapted to operate in

its secondodé\EAAGHE SR Ol R F SRR Pl ARy I HRN SLRFRP NG REBITIRE. 8. A tag
according {0, apy.of Hie procsdina.claims herain the.REIR.<hip isadapted foregelve asignal sensed
by the caill, angw Srinthe electrical Circute 18 agap edntopoperaq'e NS Second’ mode when the a

signal is S%@ﬁ‘r’gdalaléﬁ%%ibm%r ﬁ]gﬁgg%%%g@qggemﬁﬁﬁ@i%@ccording to claim 1, the method

comprising the step of: 1) receiving/sensing an electromagnetic field by the coil and forwarding a
signal and/or power to the chip, the method being characterized in that it further comprises the steps
of: 2) the circuit operating in its second mode and outputting a stochastic/random signal to the
inputs/outputs oAtlag ebording t@pttyeot trenulticedme alsniangmitingne si§H2actoptireaciaptéy making the
circuit enter its first mode, and 4) the chip operating to output predetermined information to the
coil. 21 1(BCRIYBRANArAEUBHR§Ab XNLiRPEaitheidlie Rap 9 dbmiRteiethroweh of the electrical circuit
receiving power from the coil. 11. A method according to claim 9 or 10, wherein step 2) comprises the
circuit consuming over time a varying amount of power. 12. A method according to any of claims 9-11,

herein step 3) i - call i controlling. - d ding t
ny of ciitis & R R B S AR e R
operating gpdhRPasisHefdReracal¥eshBMEe to add the stochastic/random signal to any signal

output by the RFID chip.

8.  Atag according to any of the preceding claims, wherein the RFID chip is adapted to
receive a signal sensed by the coil, and wherein the electrical circuit is adapted to operate

in its second mode when the a signal is sensed by the coil.

9. A method of operating the RFID tag according to claim 1, the method comprising
the step of:

1) receiving/sensing an electromagnetic field by the coil and forwarding a signal
and/or power to the chip,

the method being characterized in that it further comprises the steps of:

2) the circuit operating in its second mode and outputting a stochastic/random
signal to the inputs/outputs of the chip,

3) the controlling means transmitting a signal to the circuit, making the circuit enter
its first mode, and

4) the chip operating to output predetermined information to the coil.



14. A method according to any of the claims 9-13, wherein step 2) comprises the RFID chip outputting
a signal which is added to the stochastic/random sjgnal. 15. A method according to any of claims
9-14, wherein steps 1) and 2) are performed simultaneous so that the circuit outputs the
stochastic/random signal which is added to the forwarded signal which is received by the RFID chip.

10. A method according to claim 9, wherein step 2) comprises the step of the

electrical circuit receiving power from the coil.

11. A method according to claim 9 or 10, wherein step 2) comprises the

circuit consuming over time a varying amount of power.

12. A method according to any of claims 9-11, wherein step 3) comprises

mechanically operating the controlling means.

13. A method according to any of claims 9-12, wherein step 1) comprises the
RFID chip receiving power from the coil and operating on the basis of the

received power.

14. A method according to any of the claims 9-13, wherein step 2) comprises

the RFID chip outputting a signal which is added to the stochastic/random signal.

15. A method according to any of claims 9-14, wherein steps 1) and 2) are
performed simultaneous so that the circuit outputs the stochastic/random signal

which is added to the forwarded signal which is received by the RFID chip.



