HIGH-RISK PROCUREMENT ANALYTICS AND SCORING SYSTEM PRIORITY [0001]This patent
application claims priority to U.S. provisional patent application serial number 61/494,839, filed on
June 8, 2011, which is incorporated by reference in its entirety. BACKGROUND [0002]Historically, an
area of great concern to government and industry has been the identification of high-risk
procurements. An example of a high-risk procurement may be paying an exuberant amount of money
per item, such as $150.00 per screwdriver, when these items may be purchased off-the-shelf for a
fraction of the cost. [0003]H|gh rlsk procurements have a hlgh probablllty of outside scrutiny, and
potentially represkihf=driskISr PG isid BN AR : CIPEINGtSYEheMast have
resulted in negative publicity and |nvest|gat|ons that consume conS|derabIe leadership time and
taxpayer dollars. [0004]Procurements may be monitored based on the dollar value of each
procureBAORIs'type of monitoring has made sense in a procurement environment where thousands
of procurements pass through the procurement process to award eac Oédb% However, when

considerifgPhst procUidimBatethaPRACRIR GlaldshREHENS IO b e R ﬂﬁ&‘?ﬁha%ﬁédﬁ{éée”al
considenaieengd ersbipggveriefadresadsemo not aHiohdaeserafes Wi reasieneBanstavRifétihe high
dollar value model. For example, post-procurement accountability auditing may uncover a $20
procurement for an ice cube tray. Because the $20 value is not a high dollar amount, it may not be
flagged by the typical monitoring process when the procurement occurred. In an environment where
there ar@8thousarRdsUN procurements, these type of high-risk procurements may be vast and result in a
significant amount of unnecessary expenditures.

[0002] Historically, an area of great concern to govemnirend industry has been the

identification of high-risk procurements. An exdmpf a high-risk procurement may be paying
an exuberant amount of money per item, such as.@Q5&r screwdriver, when these items may

be purchased off-the-shelf for a fraction of thetco

[0003] High-risk procurements have a high probabilityoatside scrutiny, and potentially
represent a risk for fraud, waste and abuse. Hgkhprocurements in the past have resulted in
negative publicity and investigations that consucoasiderable leadership time and taxpayer

dollars.

[0004] Procurements may be monitored based on the dalae of each procurement.

This type of monitoring has made sense in a procené environment where thousands of
procurements pass through the procurement proaessward each day. However, when
considering past procurements that have resulteexiansive outside scrutiny and consumed
considerable leadership time to address them,lhot these procurement actions have fit the high
dollar value model. For example, post-procurenaatpuntability auditing may uncover a $20
procurement for an ice cube tray. Because thev@R@® is not a high dollar amount, it may not be
flagged by the typical monitoring process when pinecurement occurred. In an environment
where there are thousands of procurements, thpseofyhigh-risk procurements may be vast and

result in a significant amount of unnecessary egjiares.



network interface to interface with one or more data sources over a network to receive procurement
data. The system may include a data storage device to store model building data sets determined from
the procurement data, and a model generator module, which may be executed by a processor, to
determine procurement scoring models from the model building data sets and to store the
procurement scoring models in the data storage. The procurement scoring models may include a price
risk scoring model, a supplier risk scoring model and an item risk scoring model, and the procurement
risk analysis module may determine a scoring scale of scores associated with each procurement
scoring di¥EViaRid tetermine a threshold for each scale identifying a high-risk procurement. The
scoring scale and the threshold may be the same for each of the scoring models. [0006]The system

may alsdQR@Rlide a prévia@isiag: frkaih AFHOHDENte, VNI HIB) BBt ABIRERE tHeayrdpeksls, &
determingafoRN alHRNIEE2RAGIYIRIEY IGWHIRIGHET G IR SRR S&ValUARMR )Y theeive

procurement based on the procurement scoring models and the evaluation capacity to identify

high-riskPpPSEREIRBREAR sdEIStEYSIRMR thavdaludted SMacH Kie\UrertrSIRE s & Wldushdp@gets
comprisgid@hmigeaphisal theepioteirasr e daayided|ssiialienget PreeuliskwaitiPhesyipk arediesd sk
for the bids based on the evaluation of the bids. [0007]In another embo imenﬂ, a procurement analysis

system Ad) WERRRY A ALV ARHE RROFHIER IS HErAadel Bylitvee dold SSRasido
receive groa b @nd clatenattatasinppondenice thesuraged ol inifdong datre setsdeitey mioselSrarythe

e S o o A LR e S B S B s
procureraedtthelpanmjysisenbds_lleanamesisrmb@@m&ald%msapdo@ystmle‘dé&cbids t{gsaciated with
the evale oL o T A e B e Ly B LefEaen
yet anotee@eioehenh eseeingdsofieanchyiitythighhadisr dee gamenterraagh it Brerigimy ogth.

one or more data sources over a network to receive procurement data; creating a data structure in a
data storage device to store at least some of the procurement 2 data; storing model building data sets

in the da@P8Rlucture inTtHe L BITRRYeaRYIE] Wit Pe T PSETRTHEE! HishyRitpBaeL R tyvhiehdedyiited
from the recueaMAntialRod BLRGRINE B REPRIFRTAPNE RSRIBAD ABRHSH E0BWh& dB g eLRHiN L HadA,

sets; determining an evaluation Ca%ity to review bids for a procurement; and evaluating bids for the

procurerfBAt 92548 BAlh iR aF et RIOCH I RO RASGHIPIREQGYARTARBh SpyRéy T fisenRpd the
high-riskeptQgHfRMeRiSRRFOIAGshinHIdR Sl yrted it 40908Keae witmeie el theastepsiakiherhe

method may be performed b rocessor. The
system r%aycl)nrauge gafshboaré)comprised of a maplser interface to provide illustrations of

price risk, supplier risk and item risk for the idased on the evaluation of the bids.

[0007] In another embodiment, a procurement analysisesyshay include a network
interface to interface with one or more data saumeer a network to receive procurement data, a
data storage device to store model building dawdetermined from the procurement data, and a
model generator module to determine procuremerirggconodels from the model building data
sets and store the models in the data storage. sfidgtem may also include a procurement risk
analysis module to determine an evaluation capdaoityeview bids for a procurement, and to
evaluate bids for the procurement based on theupgotent scoring models and the evaluation

capacity to identify high-risk procurements asstatlavith the evaluated bids.

[0008] In yet another embodiment, a method of identifyingh-risk procurements may
include interfacing with one or more data sourcesr @ network to receive procurement

data; creating a data structure in a data storagee to store at least some of the procurement
2



steps may be embodied as machine readable instructions stored on a computer readable medium and
executable by a processor to perform the steps. BRIEF DESCRIPTION OF DRAWINGS
[0010]Embodiments are described in detail in the following description with reference to the following
figures. The embodiments are illustrated by examples shown in the accompanying figures in which like
reference numerals indicate similar elements. [0011]Figure 1 illustrates a system, according to an
embodiment; [0012]Figure 2 illustrates a system architecture of a high-risk procurement analytics and
scoring system; [0013]Figure 3 shows a computer system that may be a platform for the high-risk
procurerflatd; At saaesevilihigsdetenscloon 4|Eigingsture inusieatattosiachgasleriexthndaimthe

may be RestMEdih§80Rets are determined from treeyrement data: determining procurement
scoring models from the model building data se&temnining an evaluation capacity to review
bids for a procurement; and evaluating bids for girecurement based on the procurement
scoring models and the evaluation capacity to iflehigh-risk procurements associated with the
evaluated bids.

[0009] One or more of the steps of the method may beopedd by a processor. The
steps may be embodied as machine readable instiaciiored on a computer readable medium

and executable by a processor to perform the steps.



risk procurement analytics and scoring system or other systems; and [0015]Figures 8A-C show
examples of price risk scores, supplier risk scores and item risk scores on a scoring scale; and
[0016]Figures 9-13 show examples of screenshots that may be generated by the high-risk
procurement analytics and scoring system or other systems. DETAILED DESCRIPTION OF
EMBODIMENTS [0017]For simplicity and illustrative purposes, the principles of the embodiments are
described by referring mainly to examples thereof. In the following description, numerous specific
details are set forth in order to provide a thorough understanding of the embodiments. It will be
apparenBRbwleldrStRIRE EPNrihdMRMIINGETe art, that the embodiments may be practiced without
limitation to these specific details. In some instances, well known methods and structures have not
been described in detail so as not to unnecessarily obscure the embodiments. [0018]According to an
embodin@0kdvancdanapRime e @iy desciiRaddmgetathi iR ipkrytieseranie)) USSeres feldtify
Charac"ﬁ'ﬂ%“ﬁﬂl%mgmgﬁhﬁfowmﬁﬂbﬁﬁﬂgrﬁ@é@@mﬁﬁ&! g Begskidbaleamurete detaBaising

related to characteristics of high-risk procurements. The characteristics and their relationships are
quantificfO R REPACRESRIGTRISASR THAY AR NELABIRS &IRERFEEE: A high-risk procurement is a

procurement having characteristics that meet certain criteria. The criteria may be related to identifying
fraud, atgiﬁj or general errors, A procurement is the acquisition of items, which may include one or
more go Qr servic ggﬂfﬁ/ﬁiﬂgﬁsgﬁ%tgararﬁ%ﬁ?moegggf B%%Q%@b‘?mg bids to supply items from
suppliers and selecting one or more bids for the procurement of the items. The procurement process
may incljglg gosting ayreqies; for bids.or proposals gt pravides g descriplion of 6 llems being,
procured andany constraints on the procurement. According to an embaddiment, a systenrevaluates
bids acceedimgteystenmtg models to determine if they are high-risk prior to being accepted.

[0013] Figure 3 shows a computer system that may be topta for the high-risk

procurement analytics and scoring system;

[0014] Figures 4-7 illustrate flow charts of methods thety be performed by the high-

risk procurement analytics and scoring system loerogystems; and

[0015] Figures 8A-C show examples of price risk scoreppser risk scores and item risk

scores on a scoring scale; and

[0016] Figures 9-13 show examples of screenshots thatmaenerated by the high-risk

procurement analytics and scoring system or otystesis.



[0019]The scoring models can be incorporated into (or used with) a procurement system and
ultimately into a workflow for procurement specialists and leadership. As a result, entities acquiring
goods or services through a procurement process can have visibility into high-risk procurements early
in the procurement process while there is still time to proactively react. This reduces procurement
request risk exposure. Also, procurement request risk may be tracked as a metric. Other metrics may
also be captured for each procurement. [0020]For entities reviewing a procurement process, the risk
reduction efforts of the embodiments described herein become a visible step taken to reduce risk, and
the availebilit o EREESEIBHAE 1O N o EVBIOD i IRih&gement to address pockets of risk where they
are occurring (e.g. by supply chain). Also, by tracking metrics on high-risk procurements, trends can
be tracked over time and evaluated to determine whether or not, policy, system or personnel efforts to

reduce Higfisk procuremamelisiey casskiflly shadirsy Rﬂﬁ%m@e[ iglilee pdesieentsyatém
100, accggdiie a0y RROHTERiaFHe S SiEaSRINAILASSAREOTIBMAG DEPISH aiiRas

sources 104 that provide data to a high-risk procurement analytics and scoring Séstem 102. The data

sources S0FHe el e SHISIORMHRLOWRI R SIRYEHIRE e iHRRRISBAG AR dBS fibAdiTSTR It
system 1410, wcéppéﬂémrnﬂiwewwﬁée@molmabmﬁm asRifltthEcRAS ItPaL m@nmmlim@ﬁwllﬁd@y bee
procuri om ernment that stores nt act|V|t over time. system

evelop DB LR TP - aRor R e GB e AB S TEEE M GHOMGR BFae

from "livetrdetareEheafeedodheete ndakptecline ohemil amtmajmmtm'adg/tbbsmgjme mwmmm the
system 102 for scoring and to identify high-risk procurements. The system 102 may interface with the

data sources 104 over a network, which may include the Internet to receive procurement data.
Procu rerﬁﬂéﬁﬁbata inclAdersrdimjg datarﬂwnm&ywummmmatm@mwmdmmdmmminmpids

for the procyire béo(%;é]an ”[%Sﬁjé J:‘Py%{?&iﬁéﬁ%ﬁﬁ rh@QdB &o t%ﬂ&%f%@%@& Egcfﬁgg

developing scoring or scoring procurements. The out e system 1 inclu

scoring Megels, ﬁlmgpaﬂww@@erﬁiﬁymg lﬁﬁ@hfﬁ@tqﬂdém&ﬁéﬁwsa%rbtﬂh‘élﬁérﬁf@@ur@fﬂ@wenﬂﬂyﬁ\g
scores o BFQEtdRENES S naH SSHEERidAShi DR PAOBuRRIi 1Y YeHERRN R i “@d’é\é%iﬁ%}d@(@éﬁch

sent to the procurement system 101 may continue to be evaluated in a workflow used b
procureRE}SGEERT- 171 IHEfoFSRRFYERTRPREIR BroceSERINbRYEY. @&raﬁmﬁ'@spﬁ&iumﬁbﬁgtam

flagged aitaiah-riskenaydrR GENHEHERERN pYisisHRIRIMN RSB S em@épen&@ agCaRIBdreMent

denied. The metrics 103 m%/ be displayed via a das board or prOV|d to the procurement éstem

101 for flftHE ARIHISHRAT FB0BRTATsIVRIY R B NPRBIN ScBROffe MhaySHificde gbodBichks

as well gsrdagtement process includes accepting bids tolguigms from suppliers and selecting one or
more bids for the procurement of the items. Thecprement process may include posting a
request for bids or proposals that provides a dasmm of the items being procured and any
constraints on the procurement. According to abadiment, a system evaluates bids according

to scoring models to determine if they are highk-pggor to being accepted.

[0019] The scoring models can be incorporated into (edusith) a procurement system
and ultimately into a workflow for procurement spadists and leadership. As a result, entities
acquiring goods or services through a procuremeotgss can have visibility into high-risk
procurements early in the procurement process whéee is still time to proactively react. This
reduces procurement request risk exposure. Alsmupement request risk may be tracked as a

metric. Other metrics may also be captured fohgaocurement.



scores. These scores may eventually be used to create or update scoring models or used for
additional analytics. The scores may be comprised of multiple elements related to the procurement.
Metrics may indicate where and what items are high-risk. This may include drill downs by item/product
line, drill downs by contracting officers, drill downs by contractors, etc. The metrics may be included in
daily or periodic reporting of the scores to the user. The metrics may be used to identify trends that
warrant further analysis, such as whether a particular geographic region or procurement officer is
associated with an unusually high number of high-risk procurements. [0024]Figure 2 illustrates a
system a8k cture 260 0EME B HeNERHIRGeardIfaa amenticy eerbs bl gesisetan 16formheobyibeem

102 may R BARGREN RS AR MEHG S INESHIR 2 TR AISHPTY FORREIGS K ARPIRMEAIMBIRYFor

executed by one or more processors. The architecture 200 may represent a software architecture.

[0025] THBEAFSsite SR 2ODRAENRIES S P B P RAARIN S HRETREGHRIS 10 BRBKWRATRIHIEXN RS 189409, a

core 207 agd slaky E%HP(%HQW)?%%,CWW&:Q@@ B RS HYK O DEDF RSB A P PNG QT ABRER
storage devices. The application service integration and communication layer 201 su%ports data

collectioRFREHMG AR 19 6'BHeAHEE WRRIER MRAlHicY G LRI RE AL RHRES FALS AN Rl

systemshidR-rRypeschashidrikestaier saigand 0dsifegdmeer 201 may also provide secured access
with user/customer portals 111 and external systems 112, which may also be part of the data sources

104. The layer 201 may utilize a full featured web services library to support the user/customer portals
111 and [egmﬂnql thirdFrigm}e molitmistmndssass@/meralﬁ)@mmﬁmgheﬂmmmkmrowmesgﬂmhmﬂsm
for interfacinawith the different svstems and wep ngrlaces, [AGRGIThe Jayer 2OLproyides data. ey
collection from enterprise resourceés and other sources in the intérna sg}s em 210. The layer may
include ayptivetioeniragedyii¢atarfdce (B sy stecorh®2u richaesaitttdselifte aial SysvemasldOiskis data

| . i ) oo _
e e e B B O, ST R Lt
include faPRIEEHGNSCELRIifRi 20 PROGEENTIRIAtaEIRSMEEYTING thE dr Q0TRSO MRArBC BB EVEAReN

schemag o ARSI ALY BlrrifiableRdiiia GR IR RAGSEINOR HBRE d AtiMEmodels

determined types and fields. Then, the data may be stored in the tables in the data repository 203. The

data rep88Rorye® e SFHEIdddgk d9akste idin d tae-tisBrr emenE duk “di'f/ﬁ"iediﬁﬁ%rmﬂﬁi%ﬁéqgr@& in

the data seROFIEIYréOH EMYINE B PG @BRIMe the taea that is sent to the system 102 for scoring
and to identify high-risk procurements. The systi2 may interface with the data sources 104
over a network, which may include the Internetdoeive procurement data. Procurement data
includes any data that may be used for generatwegniodels and evaluating bids for the

procurement.

[0022] Business rules, logistic regression and scoriitgrax may be used for developing
scoring models and/or scoring procurements. Thpubwf the system 102 may include scoring
models, a high-risk file identifying high-risk pnaements, a procurement score file identifying
scores for procurements, and metrics 103. The-téhprocurements identified in the high-risk
file sent to the procurement system 101 may coatioube evaluated in a workflow used by the
procurement system 101 before the procurement ggoseclosed. For example, procurements
flagged as high-risk may be given further analysisietermine whether they can be accepted or
denied. The metrics 103 may be displayed via hluzesd or provided to the procurement system

101 for further evaluation.



data, which may gathered from the data sources 104, which may be internal or external. The stored
information may include model building data sets and validation data sets, which may be determined
from the procurement data or other data received at the system 102. Other stored information may
include models generated by the system 102, business rules for the models and bid evaluation,
evaluation capacities, information describing procurements (e.g., items being procured and constraints
for bids), and information from received bids. [0028]The core 202 performs the functions of the system
102. The core 202 may perform the methods described in detail below, including processes for model
building E¥¢@3id evaluatikn. JO02S] ThEheapeozoremant scigefiteomalioie goss sderefiesmeduds 2ad, a

model gepgrator Qe elge2 HQY%@Q?\%‘&ITF%@%@%BB&J'@p%%%eagéjoﬁr‘?@%ﬂ%@@ 6r-tisEBor

characteristics identifier module 211 identifies Characteristics of high-risk procurements. Machine

learning 28Gd#PA3! nanAly Hetwork§emssoresuseadtonBe AEFPRABRINBVERI  tIesnaHe cietpiRderiRtiéRemay
include yHakiemENtIanNRIAEaGIRE MEdats NABINShYARRRIES JRlatRshipQestTAEATEY include drill

industry-specific characteristics, etc. [0030]The characteristics may include "should cost" data tables

that incl KRR HEBHRIRFHSN G cIHlh SRMNSHIL RPEHEYIRFgesBI FE HoYURReN S THEAGHYS. etc.
informatipeaietii 0w ApUsd isiEnide diamiensta (P arotligarBRSIT ohe '$0vre93b tHeedéan. Casie anetribigh
cost"). This in ormati%{n maP/ be gleaned from the data s?ur{aes 04, which may i ce%de other
procurerﬁ?ﬁi atesidhs %‘?W %?8 RiZRn YA o' C'Souttfily &2r ng|6b8?‘FFﬁH£aé
costs mayebgreginie delg enspepiticlye ngrapbifidecatiassgdicoigniaimngribhsyalbstigranuvasedbhigHiesk you
are buyinr% c§orré1ethrilc[1gq. Costs may vary by industry or other categories. Comparisons that match the
nomenclatire of the data from a procurement action with nomenclature from a should cost table may
be considered candidate for high-risk. [0031]Another characteristic for comparison may be company

locat uction ) ) _ S _ |
whereby 2 Dnted S B B ) g W L S
"Buy AmRIMEESHHNY dusitiohsldor ehmpistemniiZompanheaiesiiet A% pritnaie prtsdadtion Rdigies
in the U-§an%]€‘d?%iﬁ§:%ﬁf?mﬁ"})ééﬁﬁ%*ﬂfé IseliAvEe SKECRRIFMRGLPHIRS BrBEE LG Y TP IIRRRYRire

work the production into their facilities inside the United StateS. Other procurement rules may be
identifiec? &9 e FRRTESPRE M EPBWRIR BRIV Bave the characteristics to meet the criteria specified
in the rules.

[0025] The architecture 200 includes an application servimtegration and
communication layer 201, a core 202 and data repgs203 including data structures storing
procurement data on one or more storage deviceBe application service integration and
communication layer 201 supports data collectiomfinternal systems 110 of a user, which may
include enterprise applications. The internal eayst 110 may be part of the data sources 104.
The layer 201 may also provide secured access wg#r/customer portals 111 and external
systems 112, which may also be part of the datacesul04. The layer 201 may utilize a full
featured web services library to support the usst@mmer portals 111 and external third party
portals and systems 212. Generally, the layerf20¢ides a mechanism for interfacing with the

different systems and web interfaces.

[0026] The layer 201 provides data collection from eniegresources and other sources
in the internal system 210. The layer 201 mayudelapplication program interfaces (APIs) to
communicate with the internal systems 110. Fomgple, the layer 201 receives data from the

enterprise applications, for example, through Adtisther interfaces and may normalize the data
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[0032]Network analysis could be used to identify companies that have "close associations" with
companies that either have unscrupulous partner companies or represent potential conflicts of interest
or other violations. For example, network analysis may be used to identify companies that have
violated the Foreign Corrupt Practices Act (bribery or corruption), or companies that have been
accused of providing counterfeit goods. Network analysis may be performed by external providers or
internal systems. [0033]Former bids and bid rules can also be incorporated as a component. For
example, rules can be built into the system 102 that indicate that for buys of $20,000 or more, if 2 or
more bidefarstexsg@ciivethtacreipaséntified@he proureatiainog@atiigieridkrmadinge aecnrtdingrdquires

manual tevigd i sRmeqaRAIAS! i the Rdiiuaubaasdasaite! Buyem FoRPeRpIds AR,

used to indicate another range of plausible dollar values for a procurement. [0034]A review of
previousY iGENETR MGy HE i SREIBFo BUIBMEINS TRINFHES Yo PABRGERI dhpsieieiRlinge Baesd ad deles
that can PearliliRediagmrHas B srifyinehbigibidsk PERS RIS, HbINashinalaaeypsiich Juabase

mining activities, these are normally applied in a decision tree based approach. These rules are
developdFBifthe dRtaRRee 18RS Mg RPnodule 211, for example, using one or more of the

charactt_aristics described above. The rules may be developed on a model building da_ta set, which may
scoring NHBE| may begER B iF B OIS L T R SELTERR e R RO
uses thedstaringictodehio gatbrea guioicone e ot & e otifitdgin risk p o luneenealtor @03&Tdie mbdel
generatosrt(r)rrlg lilIl] 02rr1nza 5 %%E/elsntc Sdsec%g]c?emuq%]ﬁfgsgggggawg (\jlghsdation data sets, which may be
determined from the procurement data or other dateived at the system 102. Other stored
information may include models generated by theesysl02, business rules for the models and
bid evaluation, evaluation capacities, informatidescribing procurements (e.g., items being

procured and constraints for bids), and informatrom received bids.

[0028] The core 202 performs the functions of the systééh IThe core 202 may perform

the methods described in detail below, includinocpsses for model building and bid evaluation.

[0029] The core 202 may include a characteristics identimodule 211, a model

generator module 212, a procurement risk analysisiube 213 and a dashboard 214. The
characteristics identifier module 211 identifiesuacteristics of high-risk procurements. Machine
learning, such as neural networks, may be usedetatify the characteristics. The characteristics
may include variables for generating the modelduthiog variables related to cost, quantity,

industry-specific characteristics, etc.

[0030] The characteristics may include “should cost” datades that include information
on how much an item should cost. A “should cosafilé may include information about how
much similar item costs (e.g., in ranges from “lowst”, median cost, and “high cost”). This
information may be gleaned from the data sourcels tich may include other procurement
organizations or from organizations that do stiatsgurcing across the globe. These costs may

be related to a specific geographic location, racogg that costs vary based on where you are
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may be generated for different risk areas. The models may be generated using logistic regression,
business rules or other model building techniques based on variables. Information for the variables
may be received from the data sources 104. In one example of using logistic regression is performed
by a processor to build a multivariate model. For example, predictive variables, i.e., covariates, are
selected and a model is generated using the variables. A variable is removed and the model is refitted
to determine if the new model is different by than the old model. If so, the variable is considered
important and is kept. This process is repeated until the variables are determined for the model.
Exampldauyintisoneldis areGaatsemay serityday iartvsl ) OBBITAte dakeboramparisaspieaienmatch the
informatin tefated f theid avaluatinn, HRsEramels: Sgd orrRmant ek ysih gRe Ws- bl
evaluates the received bids for a procurement based on the scoring models. Evaluation results and
identificaTiaM BE iwigmsiis eidepRitigale [rekishwiskia the dashboard 214. The dashboard 214 may
comprise a graphical user interface presented on a computer screen. The computer screen may be a
display provided as an input/output device in the computer system 300 described below. The

dashbod®P3ls may pfRRHREE MR SIGTISEE {865 BRSSO M RAY BB RTTHRR CARP ReAT i RIS HRYD

based orhtbmwaiuabewﬁmﬁ@%h&d%@e Hbl@diﬁgfﬁ?ﬂafﬁré’ﬂrféﬂf afh @ﬁ@k&bﬁ%ﬁé&ﬁk@@tﬁﬁtf@ thetbids
and presents |nfor tion for each bid that is selectable for d I dow maﬁgﬁ ‘;t‘é additiona| information
r @'%

describi aéerf’s&% I89YPEURRid Wﬁ&u?&@?ﬂ&&% 468 m300 4t RRIFAR
used to inpledeeididhe.systeexdidpk iwam@ecsﬂmdmvaﬂMdepfpmemmput&mw&em 36}9 is

a gener d illustration and that th mpuyter system 300 may, |nclud I com onents anc
that sorrelgzg‘ tﬁlhe co{r@poner%n escr%dé(?( m Lh \éer)émoq}ég ortrr]ﬁ)o c? %?le sy &N %&’
be |mplemepteduntwdmmutmircmmmgr@éeemhmsmbﬂ &awoud)ﬁmmnmymem rﬁmsexmryplm

the compyIRFRYReE" J’é}%r‘?ﬂﬁﬁ Ip‘f/ﬂﬁ(ggfﬁt & ¥Mpa g}?ﬁ'ﬁé'%}slﬁ%sgﬁ& QPR AN %%H&‘?”ﬁﬁé 1%@5”&

300 may comprise one 0 uted serv rms unctlons of the system

[0038] THpeeifigsLiteitlky$téas.300 includes processor(s) 301, such as a central processing unit, ASIC or
other type of processing circuit; input/output devices 302, such as a display, mouse keyboard, etc.; a
network interface 303, such as one or more interfaces for connecting to a Local Area Network (LAN) a

wireless[8632] 1x L ANNStark: 20ahsisilcopuly BEa VRdataneny BhotRempaeitheheRaYR; S
CompUte&§§@Q§%§“%H{n&Qﬂp§pﬂ§B Qhﬁieéﬁmwstﬁaﬂ%atw&lwm&e@ﬁoré&%&%

The computer readable medium 304 may be any suitable medium which participates in providing

instructiBiaBAe priLeiSB (L6 L6 %%Dﬁa%a%@{a%ﬁ@p!ﬁe REANBTNRNESHTRMN OG HRCsOP
may be wnmgr&tﬂnaﬁre@qnatmw@ vieealied shelFarcagmapnetiectisisosadlisiidérieon@arvoide), or

|atil h as RAM. Th t t tored on the t dbl di
300 e MRSl E FLACAERE (ASHURRa S BN PR BRStsed A5t 6 BURGr el oo
methodspanidfivectionexiktnalqystedelOadr internal systems

[0033] Former bids and bid rules can also be incorporated component. For example,
rules can be built into the system 102 that indichat for buys of $20,000 or more, if 2 or more
bids are not received then it identifies the preowent as a “high-risk” procurement that requires
manual review by someone other than the individda was the initial buyer. Former bids can

be used to indicate another range of plausiblead@lllues for a procurement.

[0034] A review of previously identified “high-risk” pracements produces a “domain”
of potential rule based structures that can beizetll as rules for identifying high-risk
procurements. In “machine learning” or databaseimgi activities, these are normally applied in

a decision tree based approach. These rules aetoged by the characteristics identifier module
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[0039]The computer readable medium 304 may store an operating system 305, such as MAC OS, MS
WINDOWS, UNIX, or LINUX, and one or more applications, which include the modules for the system
102, such as shown in core 202. The operating system 305 may be multi-user, multiprocessing,
multitasking, multithreading, real-time, etc. [0040]The computer system 300 may include a data
storage 307, which may include non- volatile data storage. The data storage 307 stores any data used
by the system 102. The data storage 307 may be used for the data repository 203 shown in figure 2 or
the computer system 300 may be connected to a database server (not shown) hosting the data
repositod12030[HEIR nsindRriaterfacers0y toamhasaties cdesglibadspbeyr. 3000 thiesnteayabe

systems Jel 0 {36 8XGTR I oiR B bfidin A HSSEIRNIRES AR, Bt LR MBS LAY SIS/ SPOIRIE By

connect to the computer system 300 via the network interface 303. Also, the nétwork interface 303
may contiet $RErESrApdiEiesyReiAt00 dovaisiatien ataEe skane gieLBinp R Bspsiaied Hasrgyon
connect {QeCyglesneanerials bldcansheariernak Sypiariisl hoddidh e aiaEK KUBHRGEnOFANE tBBore

Internet. [0042]Figure 4 illustrates a method 400 according to an embodiment for identifying
procurerAERYTBIAERIR FREIARSBY Righ-Fisk PrACUHSERESSEincludes incorporating historical information

gained from previous high-risk procurements and converts this information into scoring models that
o e o e e e e
the systenay B2 sjpowratadifurdifférantrikyamsay.oTfexaispdaybe geeitiedsdinaynoe qsstin megtassidiner
systems, [0t 108 IR REPTRES HIANHISH BEREHIEIRIYSAR 'YenihRd TRASRRtlSRURY the
variables may be received from the data sources Ibéne example of using logistic regression
is performed by a processor to build a multivariatedel. For example, predictive variables, i.e.,
covariates, are selected and a model is generated the variables. A variable is removed and
the model is refitted to determine if the new modedlifferent by than the old model. If so, the
variable is considered important and is kept. Tgnscess is repeated until the variables are
determined for the model. Examples of the modeddwather described below.
[0036] The dashboard 214 may present information reltdethe bid evaluation. For
example, the procurement risk analysis module 2hBuiates the received bids for a procurement
based on the scoring models. Evaluation resultk identification of high-risk bids may be
presented via the dashboard 214. The dashboardn2¥4comprise a graphical user interface
presented on a computer screen. The computernseres be a display provided as an
input/output device in the computer system 300 rilesd below. The dashboard 214 may provide
graphical illustrations of price risk, supplierkiand item risk for bids based on the evaluation of
the bids. Also, the dashboard 214 graphicallysitates scores for the bids and presents
information for each bid that is selectable forllddowns to display additional information

describing a risk profile for each bid.

[0037] Figure 3 illustrates a computer system 300 that l@yused to implement the
system 102. It is understood that the illustratddrthe computer system 300 is a generalized
illustration and that the computer system 300 majude additional components and that some of

the components described may be removed and/orfiethdi Also, the system 102 may be
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of these procurements may be done through audits performed through a computer system and/or
using expert analysis. The specific characteristics of those procurements are stored in a database
along with the timeframe of the procurement action. These characteristics may be the variables used
in the scoring models to determine if a bid is high-risk. The variables may be related to the price of
procuring items, the supplier of the items, the items, etc. [0044]At 402, model-building data sets and a
validation data sets are determined from historic procurement data including the identified high-risk
procurements. A significant proportion of the procurement data may be in both types of data sets to

allow foriclesmapnirchimaddesrititiesddicaroptiv gnadeMDaRE mndhing teempidigs sSistereality eresideing
model My 3 9&@@&%&&&%%%%?%&%&%‘%%%%& shbaipngyith ﬂh‘&%%ﬁhﬁﬁﬁé/ﬁé%i@h

Gathering the data for the data sets occurs during this step. [0045]At 403, the scoring models are
created #8fHRY #RIDBIBAIRNAGH A RIS diBMEsHSEREN e HRE rﬁérﬁ'diﬂﬁ%’d‘%@é@?féﬁé@%ﬁbj&%nng
models. For example, logistic regression, neural networks, decision trees, "Data Mining" regression,
gradient boosting, bootstrapplng and ensemble (a method that combines the predictions from the

|nd|V|due{p9?§Jjels) are t@%tﬁﬂ&%%%f@%ﬁ@d%@lﬂﬂﬁ@ RigaepSPHEREMIRS RisREHAIhRrocessing
Charactanmumm@tchamélne;@r@@mtd@&bwe.manmﬂpoe@ma@asabegwntcaﬁr@@@mymﬂda&

that cre ro ablllty that a given procurement would be high-risk. [0046]For example, one facto
that migHERIEERs Sl BB AT DA e 240 ARG BRI PR T oiObEOH LA ABERS o
procuremesd pmta/ommmuaturwn@m@momm_mwmm bobitts W/H\comwmtﬂliywmabte
prlce/nom[%ncltaltéjre rfel '?h’vé’ n‘léhésggrcﬁolrjtrgra?/ bg %lf”tmgcﬁgmb'gmcqwd féé’é"%“*;ﬁ% Lﬁa}ﬁ%%r}}
procuremen s M Wi FPBRImReEr el sourcing prlcmg/nomenca uretable a
below illopeaatseipvetbplddtdormpbe EOdpalidd: Thmpatedgle@newiom 304 may be any swtable
medium which participates in providing instructiciesthe processor(s) 301 for execution. For
example, the computer readable medium 304 may béraository or non-volatile media, such as
a magnetic disk or solid-state non-volatiie memoryvolatile media such as RAM. The
instructions stored on the computer readable med80# may include machine readable
instructions executed by the processor(s) 301 tioge the methods and functions of the system

102.

[0039] The computer readable medium 304 may store an topgrsystem 305, such as
MAC OS, MS WINDOWS, UNIX, or LINUX, and one or moggplications, which include the
modules for the system 102, such as shown in d@2e Zhe operating system 305 may be multi-

user, multiprocessing, multitasking, multithreadirgnl-time, etc.

[0040] The computer system 300 may include a data st@@gewhich may include non-
volatile data storage. The data storage 307 stmgsdata used by the system 102. The data
storage 307 may be used for the data repositorysBO®&n in figure 2 or the computer system 300

may be connected to a database server (not shastihy the data repository 203.

[0041] The network interface 303 connects the computetesys300 to the internal
systems 110, for example, via a LAN. End usera=/B810 and other computer systems/servers

may connect to the computer system 300 via the or&twnterface 303. Also, the network

11



this comparison could create an index value (e.g. Bid/Should Cost High Value) that is a factor to be
considered in the high-risk identification process. TABLE 1; Using Outside Data to Compare for Price
Reasonableness [0048]The factor data is used in the advanced analytic process to build the scoring
model used to identify the high-risk procurement. When that is complete, the model or models chosen
can then be adjusted based on how sensitive the prediction of a high-risk procurement is selected to
be. A more sensitive model may highlight more procurements as high-risk, including those that might
not represent ones that are truly high-risk (false positives). A less sensitive model will have less
procureriigé@itateaBareiusnhdfatest thghcaskwiat R)stemr8aRe hrisabllityFeraesamplehigherzmputer

procurenseabWoRbH & IdGNEIRARS ?HC&JBﬁéPfBHﬁ‘a%tOPﬁ adrihie dyResimodalbylldan o iteRity

how sensitive the model'will be. [0049]Multiple scoring models may be generated at 403 to
accommibéRH@CRRQ3 st 828 RISt For example, a price risk scoring model, a supplier risk scoring
model and an item risk scoring model may be generated from a price risk data set a supplier risk data
set, and an item risk data set res‘[sllﬁ;:tlvely Each data set contains information relevant to its particular

risk aredOPAd data m&yIHEude IMRSFAIEER B idPNitecarsinte LRMBREIM dPEd8BYIBSch
model W\@b&@ré}ﬂ@ﬁt@teﬁaﬂsm dikerenb medelighilkirg taMm@sanmW@yah@ﬁpbrmwlmn@e a

dosoribad GRS HHL FREL CEAD 4 LPIS By BEES ATt FOEN ) o et A HEAS e e
or bids tlsaban@ Smmfeitarrtiﬁwndarﬂmme;éd&grmmumeum@ paaeddadsimayeheiindivative phtdreial
supplier usmg counter cr)gSUr? d thus nﬁégig@%’dﬁﬁd&mh@% E§fagdc%§gtll<o%%oare1gcmb%§

may be 8ompr|se§ o%hls%nc price Sa‘f’é"‘?’or months and béyond for goods or Servicing being
procuredeTain risRyiue plenfiaryreld doiy thed eysdeiablé: telajimintes écandrﬁlbmmtlohexﬁmp@(ambde

the varlaﬁg%ﬁga%usty%%ep% ﬁﬁg%qﬂg%%? é&g%Pl) a producer price index (PPI) for commodities

andaP es an les that may account for inflation or other economic
conditions. The price risk scoring model identifies the "should cost" amount for items being procured.

[0051]Cepiga factors mayde Ysed I‘(S’r%ﬁl@\%ﬂ!@ﬁ@ﬁ%QE%FBELR@&@&B&@%%%%””ﬁHquéhth_f%tuon

example, commodity inflation factor data sources may be evaluated to select the inflation variable that

is most r@?éb&ﬁ?tBrﬂRéJF@H?B@ﬁﬁ%’ré&Fl&ﬂ‘eT%QHHBt@#ﬁ&@%‘MWQHQWaé}QfBQHEQ{oﬁ?rXQtQWtﬁ@%’ﬁe
of item bgifghrsgseredrrsan inflatigneie BaxhaaaifsiRssh i ipeAARYIGHAEBIRR oF it axbeinge

procured. Geographic location, and shipping costs are examples of other variables that may be used
to adjustaﬂ)‘?l?:%é"’ﬂpégﬁé'meframe of the procurement actidrhese characteristics may be the“variables
used in the scoring models to determine if a bidigh-risk. The variables may be related to the

price of procuring items, the supplier of the itethe items, etc.

[0044] At 402, model-building data sets and a validatilata sets are determined from
historic procurement data including the identifiéigh-risk procurements. A significant
proportion of the procurement data may be in bygples of data sets to allow for development and
confirmation of the models. Data mining technigtascreating the scoring model may use both
procurements that were problematic (high-risk),nglovith those that were not. Gathering the

data for the data sets occurs during this step.

[0045] At 403, the scoring models are created from thedehdouilding data sets.
Advanced analytics are performed to generate tlweirgr models. For example, logistic
regression, neural networks, decision trees, “Diliming” regression, gradient boosting,

bootstrapping, and ensemble (a method that comhineegredictions from the individual models)
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[0052]The supplier risk model includes variables that are used to identify high-risk suppliers of items
being procured. The variables may vary depending on the type of item being procured and the
variables may include geographic location, out-of-business indicators, legal status (e.g., corporation,
partnership, sole proprietor, etc.), year started, number of employees, past procurement history with
regard to supplying of items, etc. In one example, cluster analyses is performed to determine the
association of each variable against the supplier being evaluated as well as a level of multicollinearity

amongst the variables. Through a number of model iterations, a set of variables are selected which not
only mingtezeghniatieslliseskitg, iildapesaRiingbleadehcatimysns diiginidfvishenatiarastgijsiias that have
high-risky® \opisliedePrRaAIaN BRSSO IIRLARYER HERARARI hkeiag
high-risk based on the supplier risk model. [0053]The item risk model includes variables that are used
to identifyrARFRN B thahss Iampagaseesnppliv@ Wy SebiB¥er for a procurement. The item risk scoring
model may be used to identify bids that are high-risk based on the items being supplied by the supplier
for the procurement. For example, a bid may be considered high-risk if the items being supplied by a

b
supplier B¥ektimated ) BXAERIRigH BrosHitRAb IS dnclitiit Arfaesshriqbaiidb 3 RiblisKihat
”}aﬁ be m&%@m@rﬁelmgi%emh dabﬁ]}memhmi@d@@_mpmd&mbawnm?mlm@répe@iagiagsnhig itﬁﬁlunt
of the item to be supplied, the type of item (e g., microprocessors may be considered_higher risk than a
tastoner PGEEE R R CISAaD AR R AN AT RRCIG B FRAGHE ARy, AR5 GErsgy
civilian), pasbsitpierduistbiyingthdegapécinto previsliganiestis s Bahdiat d@ktethe withringtanotiets
may be \(/:%Irirqr%tgrd .g}/seovalcuatin 'Ehne r%ir%atril%?a atatgl }eusing the models to confirm accuracy.
Validatioh may 550 prg{e(':'?gag?e{lr'ls mode Ovel%ﬁ, {WRAIEh is a condition where the model places more
emphasis on a variable than might be found in the larger population of procurements in which the

model W@é}?ﬁe un. %%!Iésggi‘ogégg)r!}g &fﬂ#‘sﬁé‘?é’s HL R 8%%58%%‘;%9 fﬁé‘%eﬁ{%r%égﬁet&uﬁom

effectiveness of the mo igh-risk procurements 0 e mod nvironment.

This steiis SOMEAME NG GrRAtR acnesingbie igEIRPLNeE OFI0EAV AR tHiat (D Argeitddels
are incow@ﬁgd@@&hﬁ i?fé’%ﬁ[ﬁ%ti@éﬁﬁﬁéét@ﬂ%?ﬁ@’ high-risk procurements. The scoring models

for example may be incorporated into an automated daily review of procurements. For example, the
scoring rhOBbl ardaEEt s SigUARIaSPrRPaFe FigicRBEREEASERes alerts of the high-risk bid to

the indiviidual using the procurement System. This review may be used to administer|higher level
oversight and revieRd@ From EBS «—> External Data

Bid Received Should Cost
PR Price Low Median High
|Ice Cube Tray $20.00 $0.50 $1.25 $2.00 Ice Cube Trayl
[0048] The factor data is used in the advanced analyticgss to build the scoring model

used to identify the high-risk procurement. Whbattis complete, the model or models chosen
can then be adjusted based on how sensitive tlicpom of a high-risk procurement is selected
to be. A more sensitive model may highlight momrecprements as high-risk, including those that
might not represent ones that are truly high-rfaks¢ positives). A less sensitive model will have
less procurements that are identified as high-bsk,run a greater probability that a true higlk-ris
procurement won't be identified as such. The safénvtools allow the user/model builder to

identify how sensitive the model will be.
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high-risk procurements, and tracking the number/dollar value of those procurements from a metric
perspective. [0056]Bids may be evaluated using the price risk scoring model, the supplier risk scoring
model and the item risk scoring model to identify high-risk procurements. Also, evaluation capacity
may be considered when evaluating bids using the models. The evaluation capacity is a number of
bids that can be reviewed within a predetermined time period. The evaluation capacity may be based
on the workload of an individual responsible for selecting one or more bids for procuring one or more
items, which may include goods or services. The evaluation capacity may be entered by a user or
otherwisE#brmined MUhépiss seetiing TRcettyNanpddasethtod sl HBim Rl duietifeatbidy eade

reviewedsFps expmnls . sibsetpiRids i dRtR miDadRRRE AR b QYRlatisnGaRas b gkt less

than the total number of bids received. [0057]Thé evaluation of bids may include determining a price

risk scor@C I8GPREeHBICY R OBRArar sk Rierd s ¥lch BitPBERIEUSEITIER RESIRIS ANdi@Ha risk

eVa'Uati%Faaﬁéf?i‘é’s@@@tﬂ?@Wf@%tieﬁté%ﬁ%miﬁéﬂﬁﬁﬁhrgigvgﬁﬁé@ﬂ@%%ﬁfﬂﬂ& SN (80- 'The
0-1000) may be used far each type of score. Also, the same threshold in the scoring scale may identify

a bid as SAHGMASIN et RicrmMatieRRsEResHRIIYE BYaeg o QARRBKISKAES NISPH&ATEKReER: B or
an item wlgf@%?mqigrn@h@wgﬂqu@@gwam@ ltéﬂ:_tﬁﬁ@( ipdaRiR: th%_m:} iﬁwl?l'tmr'rﬁds/ lﬁéh%ﬁ@ﬂﬂ@e
SCOring scale anda scorin resnold are used for eacn ris rea, It Is easier for the user to .qujc

| HeSHom, (R eg e

identify WHRINBidS e Allh-Ask2Bfy a0aiMdAES RIBFHESHEG T B

discusseatkbetibpad[0OYFigure 5 illustrates a method 500 for evaluating bids according to a price risk
scoring model. The price risk scoring model identifies bids that are high-risk based on price. A
high-risk price may represent overpayment for a good or service if accepted. Also, a significantly
under-pri68aobid may bbecpnsileigd sughngskidam! exaynipée Ladsi dahidyaiitiscth dd sy ¢chaveapaeetage

mocel IS A AT P SR Sl aep e B ey o B e
represerftdRitiestifag oo oniesieimgredshand BypaitiowEsdesad taipiy lcufée haisedrisk IHeesing
price daiadgefha V%%c{ﬁiﬂ%%ge@%@migtﬁﬁfzéﬁﬁ}ﬂglﬁ ROEPH BRGNP ISe J B IBIYRS IO B r

"should cost" price for an item, an average item _ _ _ _
servicing being procured. The risk model may aftsdude variables to adjust for economic

conditions. For example, the variables may incladeonsumer price index (CPI), a producer
price index (PPI) for commodities and a PPI forusigies and other variables that may account
for inflation or other economic conditions. Thacprrisk scoring model identifies the “should

cost” amount for items being procured.

[0051] Certain factors may be used to select the vasdblethe price risk scoring model.
For example, commodity inflation factor data sosreceay be evaluated to select the inflation
variable that is most relevant to the item beingcpred. The inflation rate may vary widely
depending on the type of item being procured anch#iation rate may be selected that is for a
particular type of item being procured. Geograpbaation, and shipping costs are examples of

other variables that may be used to adjust pricessts.

[0052] The supplier risk model includes variables that ased to identify high-risk
suppliers of items being procured. The variabley wary depending on the type of item being
procured and the variables may include geograptgation, out-of-business indicators, legal

status (e.g., corporation, partnership, sole pebprj etc.), year started, number of employees, pas
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price is determined from historic price data for the item and may be adjusted for inflation or other
economic conditions using an index (e.g., CPI, PPI for commodities and/or industries) or other
variables in the price risk scoring model. [0061]At 502, the evaluation capacity is determined. The
evaluation capacity may be entered by a user and stored in the data storage 210 shown in figure 2.
The evaluation capacity may be retrieved from the data storage 210. [0062]At 503, a cost savings is
determined for each bid. The cost savings may be based on the difference between the "should cost"
determined at 501 and the price specified in the bid to procure an item. If the price is per item and
multiple RegALraraemsinig iomycuitY regerdtiie aiffsrying: ohage samunisiel erhelausibeieofinatysaseing

procureq, dQGAAKY ROAIBARICES ME SOUGIARE BT SAURGRIYS1BMALE éﬁ%Bl@BB%ﬁ’i%%’%}a?@é(ﬂQSSa@

least cost savings. At 505, a subset of the bids having the highest cost savings are selected. The

number WEHias i ienebahsuHeallipeasikaimanast emeen CAFu FovaRerplanadakitealienson
capacitydssg@QthanAROsbide Wikl temaskROSbERVIRORIRER SAIRGERMIHBRRAIAL 08 Seerable to

equivalent to the scoring threshold in the scoring scale is assigned to the bid in the subset with the

lowest c8SEYRIFYTIEHIRUSMPRICH BYPRIGHFY SnairEIR [QEBIE IREFFERIONMANINE URSSEANHRNIY
lowest ceghpAriRaRAS ReoaetHh pesralsifst bEIRG RIS i P tRaNRipPisdrisicaledksated. For

example, the score weighting is
[0053] The item risk model includes variables that ardu® identify high-risk items that
may be supplied by a supplier for a procuremenite ifem risk scoring model may be used to
identify bids that are high-risk based on the itebeng supplied by the supplier for the
procurement. For example, a bid may be consideigltrisk if the items being supplied by a
supplier are estimated to have a high probabilityesng counterfeit. Some examples of variables
that may be used in the item risk model may inclad@monality of a unit in the bid specifying
the amount of the item to be supplied, the typéeawh (e.g., microprocessors may be considered
higher risk than a fastener), geographic locatibmanufacturing of the item, the use of the item

(e.g., military versus civilian), past suppliertbiy with respect to providing items, etc.

[0054] At 404, the scoring models may be validated byluatang the validation data set
using the models to confirm accuracy. Validatioaynalso protect against model over-fit, which
is a condition where the model places more emplasia variable than might be found in the
larger population of procurements in which the medauld be run. By engaging in this step, an
entity can gain confidence concerning the truectitffeness of the models to identify high-risk
procurements outside of the modeling environmenhis step is sometimes referred to as the
testing or validation step.

[0055] At 405, the scoring models are incorporated irite procurement process to
identify high-risk procurements. The scoring medigr example may be incorporated into an
automated daily review of procurements. For examiile scoring models are used to evaluate
bids that are high-risk and generates alerts of High-risk bid to the individual using the

procurement system. This review may be used tarast@r higher level oversight and review of
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calculated by taking the natural log of the cost savings for the lowest cost savings bid and then dividing
it by the threshold, e.g., 800. [0066]At 508, the natural log of the cost savings for each bid in the
subset is determined. At 509, the weighting is applied to each natural log to determine the bid's score.
For example, the natural log is multiplied by the calculated score weighting determined at 507.
[0067]At 510, any score over an upper limit of the scoring scale (e.g., 1000 on a scoring scale of
0-1000) is assigned to the upper limit, and any score below the lower limit (e.g., 0) is assigned the
lower limit for the score. [0068]At 511, the score for each bid is compared the scoring threshold to
determirfighthskopdsuiginaidk, Fod éseakipiethtthempiidolo et dreRetheotssheidtiiomarkeeiriss
high-ris 3 QRMification may be generated for example via the dashboard 214 or message may be
sent to a bid evaluator. [0069]Figure 6 illustrates a method 600 for evaluating bids according to a
supplier risk scoring model. The supplier risk scoring model may be used to identify bids that are

high-riskihgsiid on thegsupphey BEIBOJIGRSPEEIIINC IR ok SKamMYe!, SRS RIS sy

considered "bad actors" based on previous procurement actions. For example, the supplier may have

previousT) I ARG o IEFBVIHRK ceRfTtBHFR R I ol AUIB IRl POCHETIRD For AR EURIHIHAN
these typepadisupiietse ook igcconsidrie@ualaticl MR fdbcse JuRPECAIISKSEUHPROTeldSs
determined. For example, the supplier risk model may be stored.in the data storage 210 and may.be
A e S T e R e R e e e
being protayeisk Basedaonptaethedupatieoirisk maied ety dsfitiléon gelegtanhioneaatiorond thiestpplier
s & Vag e T SR P B S AR e TR e PSSR SR RS, SRS R BE s
be entered by a user or otherwise determined. eVhkiation capacity may be used to reduce the
total number of bids to be reviewed. For examplsubset of bids are determined based on the

evaluation capacity that are less than the totaiber of bids received.

[0057] The evaluation of bids may include determiningriaegorisk score, a supplier risk
score and an item risk score for each bid baseti@models and the evaluation capacity and the
information associated with each bid. The samersgscale (e.g., 0-1000) may be used for each
type of score. Also, the same threshold in theisgascale may identify a bid as a high-risk. For
example, if the threshold is 800, a price risk scar supplier risk score and/or an item risk score
greater than or equal to 800 for a bid may indi¢h&ebid is high-risk. If the same scoring scale
and scoring threshold are used for each risk #resagasier for the user to quickly identify which
bids are high-risk. Bid evaluations are furthesat#ed with respect to the methods discussed

below.

[0058] Figure 5 illustrates a method 500 for evaluatindsbaccording to a price risk
scoring model. The price risk scoring model idesgi bids that are high-risk based on price. A
high-risk price may represent overpayment for adgooservice if accepted. Also, a significantly
under-priced bid may be considered high-risk. é&@mple, a bid three times less than an average

price may be indicative that the supplier is usingnterfeit goods.
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[0071]At 602, the evaluation capacity is determined. The evaluation capacity may be entered by a user
and stored in the data storage 210 shown in figure 2. The evaluation capacity may be retrieved from
the data storage 210. [0072]At 603, a subset of bids are identified based on the evaluation capacity.
For example, the subset may be determined based on cost savings and the evaluation capacity as
described in the method 400. [0073]At 604, a supplier score is determined based on the supplier risk
model for each bid. For example, logistic regression is applied to compare the variables in the supplier
risk model to the characteristics of the supplier for each bid to determine the supplier risk score in the
scoring $6889] In one &tabhdletsupiics:sisklcsariag ieoded istoShstctpiiven éheusiiruldgtostopsicCBor

exampleyf H}ﬁ@m@@%& OSE%W@HJG*FHQ 260N & Qesreghilp AR BoedrpmaeRh BiSBIY 1R EiMahiify

maximum score of 1000. [0074]At 605, the supplier risk score for each bid is compared to the scoring
threshol@2oPgidnine ifarelsing Pigeurrl hasee emiprimiog daia o5 Upp e Bcordalatack Hemfeand

thresholgtés Mgiksdas high-risk and a notification may be generated for example via the dashboard
204 or message may be sent to a bid evaluator. [0075]Figure 7 illustrates a method 700 for evaluating
bids according to an item risk scoring model. The item risk scoring model may be used to identify bids

that are [pgbefisk basad endhexiaipr beingesempRitiedthy tiRcIeRRRdfBicaprReHieaIeakdragex@mple,
B e O % 10 B R e B L R S MAIRASR P i

economic conditions using an index (e.g., CPI, fPlcommodities and/or industries) or other

variables in the price risk scoring model.

[0061] At 502, the evaluation capacity is determined. e Hvaluation capacity may be
entered by a user and stored in the data stora@estiwn in figure 2. The evaluation capacity

may be retrieved from the data storage 210.

[0062] At 503, a cost savings is determined for each Hibde cost savings may be based
on the difference between the “should cost” deteeatiat 501 and the price specified in the bid to
procure an item. If the price is per item and iplétitems are being procured, then the difference

may be multiplied by the number of items being pred.

[0063] At 504, the bids are sorted by cost savings, famgle from highest cost savings
to least cost savings. At 505, a subset of the haling the highest cost savings are selected.
The number of bids in the subset may be based e®vhluation capacity. For example, if the

evaluation capacity is 200, then 200 bids withrtiest cost savings are selected.
[0064] At 506, a score equivalent to the scoring thresholthe scoring scale is assigned

to the bid in the subset with the lowest cost sgaiinFor example, if the scoring threshold is 800,

then the bid in the subset with the lowest cosingmvis assigned a score of 800.
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[0076]At 701, the item risk scoring model is determined. For example, the item risk model may be
stored in the data storage 210 and may be retrieved to evaluate bids. The item risk model may be
adjusted depending on the type of items being procured. [0077]At 702, the evaluation capacity is
determined. The evaluation capacity may be entered by a user and stored in the data storage 210
shown in figure 2. The evaluation capacity may be retrieved from the data storage 210. [0078]At 703, a
subset of bids are identified based on the evaluation capacity. For example, the subset may be
determined based on cost savings and the evaluation capacity as described in the method 400.
[0079]AL00ZR]a numbét diQrearisk@endidgising distaratthtadadr ehoh BB diesaaislcvomidibessn the

item risk Iedeh Bk FSRIGSS The HaraRA RS SHETLASINGS VIR HHRCIQIFLCPUIGS ANYCBII AR Hikh

whether the bid is for supplying a microprocessor, whether manufacturing is performed overseas, etc.
Exampled\odlinssighyrigertiuesdititdiohs 16iBese variable may include, if the unit in the bid is
uncommon it is assigned a "1" (i.e., a true risk condition), otherwise it is assigned a "0". If the item is a
microprocessor, the bid is assigned a "1". If the item is manufactured overseas, the bid is assigned a

"1*. The ER8Phumber 6f 08 {88 H&tiabIog Slethr £oRinaY 195 dRRRI DR HARSAISS PRIGIRMRY: of
true risk &pBOHIaRE iRaTyHtRGEE AyFicuedeiatminadngridelatniRTane Biaespoisk serpredimipR, the

S S Pl MR T LSS RS MRy s, e on he scorig scale

[0067] At 510, any score over an upper limit of the stgrscale (e.g., 1000 on a scoring
scale of 0-1000) is assigned to the upper limit any score below the lower limit (e.g., 0) is

assigned the lower limit for the score.

[0068] At 511, the score for each bid is compared thesgahreshold to determine if the
bid is high-risk. For example, if the bid’s sc@meceeds the threshold it is marked as high-risk and
a notification may be generated for example viadashboard 214 or message may be sent to a

bid evaluator.

[0069] Figure 6 illustrates a method 600 for evaluatands according to a supplier risk

scoring model. The supplier risk scoring model rbayused to identify bids that are high-risk
based on the supplier of the items being procurdébr example, some suppliers may be
considered “bad actors” based on previous procunemetions. For example, the supplier may
have previously been found to provide counterfeibds or was accused or indicted for fraud.

Bids from these types of suppliers may be consalbigh-risk.

[0070] At 601, the supplier risk scoring model is detered. For example, the supplier
risk model may be stored in the data storage 2XDraay be retrieved to evaluate bids. The
supplier risk model may be adjusted depending erytpe of items being procured. For example,
the supplier risk model may include a geographtation of the supplier as a variable. The

variable may be weighted differently dependingluatype of item being procured.
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[0081]At 706, the item risk score for each bid is compared to the scoring threshold to determine if the
bid is high-risk. For example, if the bid's supplier score exceeds the threshold it is marked as high-risk
and a notification may be generated for example via the dashboard 204 or message may be sent to a
bid evaluator. [0082]Figures 8A-C show examples of price risk scores, supplier risk scores and item
risk scores on the scoring scale from 0-1000. Figure 8A shows the frequency of the price risk scores
for bids for a procurement. Figure 8A also shows a curve representing the cumulative frequency. In
this example the threshold is 700, and only a small percentage of the total bids in this example are
consideré®Hiph-risk. Piaf27 Bhshevauniéofecaranily 9t tletenpiiied tskvoasiofocanadiysmayting
procurerggpddf) BYSLagrhiRaSbrIg rPAgses disagistio et shew e e a R Gldheem
risk scores for the bids for the procurement. 6% are greater than 500 and an even smaller percentage
are greafeayHretieVed 8 mHE/8akmstaHRae 25Rown in figure 2 may generate screenshots of the
scores determined by the system 102. Examples of the screenshots are described with respect to
figures 9-13. Also, scores may be selected to provide drill downs to display additional information

related tPHelscores. PigbRBo 3ribsein AxBict 18761 KerHieAsRaeRM Frh kg Lbr8s $BPRREY pré&Ated

by the fietiigHpleohpasigsdamey Bothefcranmitl ek d BHosysrRONeSHiRg aVelf&bSIesang as
Service. The scores are 967, 810 and 930. In this example, only the highest score is shown but
multiple 88?5'9?‘96{9 ed@ﬁm r each bid, such as a price risk score, a supplier risk score and an
item risk score. As shown, 967 and 930 are price risk scores and 180 is a supplier risk score. Also, the

e o S P S A B S AT ot ko
bid. For example, logistic regression is appliedampare the variables in the supplier risk model
to the characteristics of the supplier for eachtbidetermine the supplier risk score in the s@prin
scale. In one example, business rules may be tase@termine the supplier risk score. For
example, if the supplier is determined to be oraadd list for the procurement, the bid is given

the maximum score of 1000.

[0074] At 605, the supplier risk score for each bid ismpared to the scoring threshold to
determine if the bid is high-risk. For exampleth& bid’s supplier score exceeds the threshold it
is marked as high-risk and a notification may beegated for example via the dashboard 204 or
message may be sent to a bid evaluator.

[0075] Figure 7 illustrates a method 700 for evaluatimgs according to an item risk
scoring model. The item risk scoring model mayubed to identify bids that are high-risk based
on the items being supplied by the supplier for phecurement. For example, a bid may be
considered high-risk if the items being supplied dysupplier are estimated to have a high
probability of being counterfeit.

[0076] At 701, the item risk scoring model is determineBor example, the item risk

model may be stored in the data storage 210 andomagtrieved to evaluate bids. The item risk

model may be adjusted depending on the type ofsitesing procured.
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price risk score, a supplier risk score and an item risk score are shown for each company, along with
the maximum score. If 800 is the threshold, the bids for all these companies may be considered
high-risk because the maximum scores exceed the threshold. A graphic representation of the
maximum scores may also be provided as shown. Figure 10 also shows a graphic representation of
the score overview for the three bids based on item and price score. The graphic representation of the
score overview allows a user to quickly identify which is the best bid in terms of the item and price
scores in this example. For example, James Brothers is shown as having the best scores in terms of
item and @Pic8. [0085]Rigifes 1N ayalhetioancerasihld DidgtetreiorcheByalypine ekkadity doayn be

Figures LLAB $ROvLt1ecaMNa SEErER UG &S s gaman ﬁW‘f@F&%.toﬁ@Eﬂl’&ISa{ﬁéﬁ%ﬁﬁé@ﬂ& are

not viewable in figure 11A. A similar format is used for figures 12A-B. As shown in figure 11A, scores
are proviBay RS eiieveshiieaniher dase GterRIendle the threshold, it may be color coded red or another
alert may be generated to indicate it is high-risk. Figure 11A shows information related to historical
price data for the item being procured, such as a time-phased history, a frequency of historical prices

and a prif&8k buy hidtbr{¥r theWesRt MbIEsL BreaidsriissRass ]ﬁﬁ'r%\fﬁ‘{utﬁt% [RPast%id pive,

which is gramgrd ByelameeBratiebe ersbiualivy tatisvagnmesd arthendd sratintien. fageteyl Hs
shows examples of notes and suggested actions. The system 102 shown in figure 1 may determine
the sugg% ?é%%?&?gh FELE 89 scores. [0086]Figures 12A-12B show an example of a screenshot
for a supplier risk drill down. Historical information for variables used in the supplier risk model are

shown. ﬁgib gyalues f‘}{tt%zi’aé'%ﬁ'r% Lory %@he%?srié%%“ i%ﬁené".ss%% OW“-chroéaic Th !e'ﬁQF?‘&%#?@|'§S
are financial stress, slow payments, out of business, employe€ count, and subject 1o litigation. Scores
may be valialwedén ivedther gkenudarbrkigepagdre csiditiors| auch wsewtethdckheibehtbntaivestizer a
score or [j e prob| i 0 I d agli I .
00871 e e o et A e

are shovperipfiedapregaesein: vexaplplemahasson rERMMAHoNT ey Kegshayarigklp Heaydis edeled to
represenhwhiefiogh 1RIN@!ves AE6rRBh REGLISEXISe & Y (BXABPIR: HEY E8RdiNBhIS BRfsrmned te be

a true risk condition is shown as red and a key flag that is determined not to be a tiue risk condition is
shown a8§'8BAd s exafipled deAbtiss arBisiRRiestsdR tiAs arasHenrd @odsjwhildendem is
embodimesraiaaua &e N Eleaakbeseia iefarigre® &> amerieglthosfer of true risk conditions are

determined for each bid.

[0080] At 705, the number of true risk conditions is nplied by a predetermined value
to determine an item risk score in the scoringestal each bid in the subset. The predetermined

value may be based on the scoring scale used.

[0081] At 706, the item risk score for each bid is comepato the scoring threshold to
determine if the bid is high-risk. For exampleth& bid’s supplier score exceeds the threshold it
is marked as high-risk and a notification may beegated for example via the dashboard 204 or

message may be sent to a bid evaluator.

[0082] Figures 8A-C show examples of price risk scoreppser risk scores and item risk
scores on the scoring scale from 0-1000. Figuresidws the frequency of the price risk scores
for bids for a procurement. Figure 8A also shovesiave representing the cumulative frequency.

In this example the threshold is 700, and only alspercentage of the total bids in this example
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skilled in the art will be able to make various modifications to the described embodiments without
departing from the scope of the claimed embodiments. What is claimed is: 1. A procurement analysis

system comprising: a network interface to interface with one or more data sources over a network
to receive procurement data; a data storage device to store model building data sets determined
from the procurement data, a model generator module, executed by a processor, to determine

procurement scoring models from the model building data sets and to store the procurement scoring

models in the data storage, wherein the procurement scoring models comprise a price risk scoring
model, aasemsisidrieddudhgiskodEiguie dB israwssithailadgy wbds anpnier pigicseanasntaiskenmidigsis
module gEIeHRINGS Q,RENARY SCISRESERMERASSAIRISFWHRNEREMBIRRYIE MR HEPHd BhRRel and
determines a threshold for each scale |dent|fy|n%_a high-risk procurement, wherein the scoring scale
and the frRERBRYiSftHediantrisk saeretOsERiRIpHERErocUreSRic RNt HISR A ANA] & an

execute@ntimANRFPRIeENAGE IRe-88T aYALAdigN capacity to review bids for a procurement, and
to evaluate bids for the procurement based on the procurement scoring models and the evaluation

capacity to identify high-risk procurements associated with the evaluated bids; and a dashboard
compris¢gdogBp graphigakusesiiedirre 1a pspuide iifusisations elaficRnskaeupshiersiiok ans eonadsk
for the bids based on the evaluation of the bids. 2. The system of claim 1, wherein the dashbgard
oraphicaio FITRH S L LR R e s EXRERISN Bl MBI PER e CHE i fr SeGt ol Rhdgon
for each $itithanis setactayenfary dod devetetd thsplayidddiiinas indodisptin additivbixigiafoiskaiodile
for eamr%'l%ted to the scores. Figure 9 shows an exampke streenshot illustrating scores for bids
provided by the fictitious companies James Brotbenstruction, Quincy Engineering and F&T
Sales and Service. The scores are 967, 810 and I193this example, only the highest score is
shown but multiple scores may be generated for bakisuch as a price risk score, a supplier risk
score and an item risk score. As shown, 967 ada®8 price risk scores and 180 is a supplier
risk score. Also, the company, the score or tek factor may be selected by a user for drill

downs to get additional

[0084] Figure 10 illustrates an example of a screenshotvig a bid risk profile. The
price risk score, a supplier risk score and an itesk score are shown for each company, along
with the maximum score. If 800 is the thresholik bids for all these companies may be
considered high-risk because the maximum scoreseeixthe threshold. A graphic representation
of the maximum scores may also be provided as showigure 10 also shows a graphic
representation of the score overview for the thids based on item and price score. The graphic
representation of the score overview allows a tsequickly identify which is the best bid in
terms of the item and price scores in this examgdfer example, James Brothers is shown as

having the best scores in terms of item and price.

[0085] Figures 11A-B show an example of a screenshotafqrice risk drill down.
Figures 11A-B show the same screen but it is stallown in figure 11B to show the features
that are not viewable in figure 11A. A similar et is used for figures 12A-B. As shown in

figure 11A, scores are provided for each compalfiya score is above the threshold, it may be
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3. The system of claim 1, wherein the procurement risk analysis module is to evaluate the bids by
determining, for each bid, a price risk score, a supplier risk score, and an item risk score based on the
price risk scoring model, the supplier risk scoring model and the item risk scoring model, respectively,
wherein each score is on the scoring scale; and comparing each score to the threshold to determine if
each bid is associated with a high-risk procurement. 4. The system of claim 3, wherein the
procurement risk analysis module is to determine the price score for each bid by determining a cost
savings for each bid; sorting the bids based on the cost savings; selecting a subset of the bids less
than a totalaiurnded dbthebiitheseal erh thaysbetingresateddicpte ihésdushsaskngEigHtebbbbdsbawse

evaluationGRRAGHY: RFHERIRITRHSHSSORTiEI WAL tllA ‘B'éﬁﬁllﬂ‘ﬂﬂaﬁ?fr@ob dijerhgssHaRRRVARA R

lowest cost savings; calculating a score weighting for each bid in the subset by determining a natural

log of thBigBYY sAVIFRSE RIIGh & bistaTiralvarRs B tharrsshold Nigter & initegnn & fshie dddrélrn
each rer@ﬁﬁ?ﬁlﬁab&ﬂﬁdgﬁs%%béﬁi@%%Bhﬁﬁﬂ@tﬂhﬁﬁ&br@vﬁd@(ﬂwrﬁﬁ% BRAYSISCRMERton, to

comprising. a network interface to interface with one or more data sources over a network tO

receive Pi6cEirERRSIEd QA Should gass Bilsegd VR 4 1BGQBRAMBIRT BhINAIRS ARd surogsterarkens.

from thereyamaniclasaown iR igaeeh gpagrates masitrRedtacibl HHosE SPhéosdetesnine
procurement scoring models from the model building data sets and store the models in the data

storage; and a procurement risk analysis module, executed by the processor, to determine an
evaluaticpnompacity toFR)ieys iRls-frR B shioou e 66 @ \sutssashics Sophiiepriskudeineoirased
on the procuement Rearing mpdels angdbe SYa'ialiop SERaFLY 1oddendh HRBiEk RISSUIMES For
associated with thé evalaared

the variables for each company are also shown. ekample, the variables are financial stress,
slow payments, out of business, employee count] sabject to litigation. Scores may be color
coded or other type of markings may be used tavadlaser to quickly identify whether a score or

risk may be problematic. Also, examples of notas$ suggested actions are also shown.

[0087] Figure 13 shows an example of a screenshot fateamrisk drill down. Examples

of key flags are shown, which may represent vaemlo the item risk model. The key flags may
be color coded to represent whether their valuesokror problematic. For example, a key flag
that is determined to be a true risk conditionhieven as red and a key flag that is determined not
to be a true risk condition is shown as green.oAéxamples of notes and suggested actions are

shown.
[0088] While the embodiments have been described withreete to examples, those

skilled in the art will be able to make various rifizdtions to the described embodiments without

departing from the scope of the claimed embodiments
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6. The system of claim 5, wherein the procurement scoring models comprise a price risk scoring
model, a supplier risk scoring model and an item risk scoring model and the procurement risk analysis
module determines a scoring scale of scores associated with each procurement scoring model and
determines a threshold for each scale identifying a high-risk procurement, wherein the scoring scale
and the threshold is the same for each the scoring model. 7. The system of claim 6, wherein the
procurement risk analysis module determines, for each bid, a price risk score, a supplier risk score,
and an item risk score based on the price risk scoring model, the supplier risk scoring model and the
item risk\Wbatirgyaovel] ispectively, wherein each score is on the scoring scale, and the procurement
risk analysis module compares each score to the threshold to determine if each bid is associated with
a high-risk procurement. 8. The system of claim 7, wherein procurement risk analysis module
determinks a AoRIASAVRIHSHOABALISIBIBY HEHE GRBIBIENSAsed on the cost savings, selects a subset of
the bids less than a total number of the bids based on the sorting according to the cost savings and
based on the evaluation capacity, assigns a price score equivalent to the threshold for a bid in the
subset having a lowest VO MR fRER i tB e Has W 1GRHAG THERAFPHIESH MEEGHEsMYK
determining aregéifeldascofdhfrerpahgavings for the bid and dividing by the threshold, and determines
the price score for each remaining bid in the subset based on the weighting. 9. The system of claim 8,
wherein the procurement risk analysis module applies logistic regression to the supplier risk data set to
determine the suppliearigktacetertmyecalgvioi o theoseibseidel Gbulldingy steis afettaimiaviieneinthe
procurement ri%I)(Cané‘al[h\{ginst rcriw[dule applies business rules to each bid in the subset to determine if a risk
condition is trl& Gr fa S€, and determines a number of true risk conditions and multiplies by a
predetermined value to determine the item risk score for each bid in the subset.

a model generator module, executed by a processaletermine procurement
scoring models from the model building data setd #mn store the procurement scoring
models in the data storage, wherein the procures@ing models comprise a price risk
scoring model, a supplier risk scoring model anditeam risk scoring model and the
procurement risk analysis module determines asg@tale of scores associated with each
procurement scoring model and determines a thrddhokach scale identifying a high-risk
procurement, wherein the scoring scale and thesliotd is the same for each the scoring

model;

a procurement risk analysis module, executedheyprrocessor, to determine an
evaluation capacity to review bids for a procuretheand to evaluate bids for the
procurement based on the procurement scoring maedsthe evaluation capacity to

identify high-risk procurements associated withekaluated bids; and

a dashboard comprised of a graphical user irtera provide illustrations of price

risk, supplier risk and item risk for the bids béiem the evaluation of the bids.

2. The system of claim 1, wherein the dashboarghgcally illustrates scores for the bids
based on the evaluation of the bids and presefasmation for each bid that is selectable for drill

downs to display additional information describangsk profile for each bid.
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11. The system of claim 8, comprising a dashboard to present a highest score as a level of risk for
each bid, wherein if the highest score exceeds the threshold, the bid is identified as a high-risk bid.

12. A method of identifying high-risk procurements comprising: interfacing with one or more data
sources over a network to receive procurement data; creating a data structure in a data storage
device to store at least some of the procurement data; storing model building data sets in the data
structure in the data storage device, wherein the model building data sets are determined from the

procurement data; determining procurement scoring models from the model building data sets;
determirdng aih e ahrisonafapaititl tovesiely tiepfocdrproshianadysisam@dule itgembidateythe bids

processey, Qi fohd ,W&CH!&%W%‘EH,bé‘ﬁﬁ@&ﬂé!@%cﬂf%?ﬁ@?%ﬁ%mg,VHHEIE‘A% ABhinscYaNa R ed

capacity to identify high-risk procurements associated with the evaluated bids. 13. The method of
claim 12083hASFRYTISK SHRIBATTNNEa BEoRRBPICA BRR 81D reedRlsihibd AR EikhSpRIEGERaE,
scoring gl iy, wheRIFIRURING IRV Qi e ERNBRIRG BAVeNsEsicREPHY Aesiold

wherein the scoring scale and the threshold is the same for each procurement scoring model.
to determine if each bid is associated with a ligh-procurement.

4. The system of claim 3, wherein the procuremeshkt analysis module is to determine the
price score for each bid by determining a costregasfor each bid; sorting the bids based on the
cost savings; selecting a subset of the bids kess & total number of the bids based on the sorting
according to the cost savings and based on theai@h capacity; assigning a price score
equivalent to the threshold for a bid in the sulbsetng a lowest cost savings; calculating a score
weighting for each bid in the subset by determirangatural log of the cost savings for the bid
and dividing by the threshold; and determiningphiee score for each remaining bid in the subset

based on the weighting.
5. A procurement analysis system comprising:

a network interface to interface with one or mdet¢a sources over a network to

receive procurement data;

a data storage device to store model building dats determined from the

procurement data;

a model generator module, executed by a processaletermine procurement
scoring models from the model building data set$ store the models in the data storage;

and

a procurement risk analysis module, executedhleyprocessor, to determine an
evaluation capacity to review bids for a procuretheand to evaluate bids for the
procurement based on the procurement scoring mauedsthe evaluation capacity to

identify high-risk procurements associated withekaluated bids.
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14. The method of claim 13, wherein determining the threshold comprises determining the threshold

based on the evaluation capacity. 15. The system of claim 14, wherein evaluating the bids comprises:
determining, for each bid, a price risk score, a supplier risk score, and an item risk score based on the
price risk scoring model, the supplier risk scoring model and the item risk scoring model, respectively,
wherein each score is on the scoring scale; and comparing each score to the threshold to determine if
each bid is associated with a high-risk procurement. 16. The method of claim 15, wherein determining
the price score for each bid comprises: determining a cost savings for each bid; sorting the bids based
on the cost savings; selecting a subset of the bids less than a total number of the bids based on

the sortigg aC%WQiggﬁ%m%Fﬁéﬁvﬁ‘%r?é}Qihaﬁed YO R RYA AP RIS RO mpriS HIPHR AiRKice

score equivalent to the threshold for a bid in the subset having a lowest cost savin calculating a

S;
score weiEPHing fPdalch BKPRIBTdiskissarng d@@@k@hﬁm@w&&b@m&gmmﬁa@mimmwm%

and divigisg B}ﬁéﬁ%i@rﬁﬁ&% %I'é‘t’ermin%t%”ﬁﬁﬂﬂﬁ h&ﬁl@&fégrﬁggbéafghr@mﬂi@a&pﬁﬁrgbmérﬁéﬁﬁet
based on the weighting. 17. The method of claim 15, wherein determining the supplier risk score for
each bidSEBHﬁQiéBgfje and determines a threshold for eaale sdentifying”a high-risk procurement,

wherein the scoring scale and the threshold is&nee for each the scoring model.

7.  The system of claim 6, wherein the procuremisht analysis module determines, for each
bid, a price risk score, a supplier risk score, andtem risk score based on the price risk scoring
model, the supplier risk scoring model and the itesk scoring model, respectively, wherein each
score is on the scoring scale, and the procurensnanalysis module compares each score to the

threshold to determine if each bid is associated wihigh-risk procurement.

8.  The system of claim 7, wherein procurement aisélysis module determines a cost savings
for each bid, sorts the bids based on the coshgsyselects a subset of the bids less than a total
number of the bids based on the sorting accordirthe cost savings and based on the evaluation
capacity, assigns a price score equivalent tolireshold for a bid in the subset having a lowest
cost savings, calculates a score weighting for &atim the subset by determining a natural log of
the cost savings for the bid and dividing by theeshold, and determines the price score for each

remaining bid in the subset based on the weighting.

9. The system of claim 8, wherein the procuremésk analysis module applies logistic
regression to the supplier risk data set to detezntihe supplier risk score for each bid in the

subset.

10. The system of claim 8, wherein procurement ais&lysis module applies business rules to
each bid in the subset to determine if a risk domwliis true or false, and determines a number of
true risk conditions and multiplies by a predeteredi value to determine the item risk score for

each bid in the subset.
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applying logistic regression to the supplier risk data set to determine the supplier risk score for each
bid in the subset. 18. The method of claim 15, wherein determining the item risk score for each bid
comprises: applying business rules to each bid in the subset to determine if a risk condition is true
or false; and determining a number of true risk conditions and multiplying by a predetermined
value to determine the item risk score for each bid in the subset. 19. The method of claim 15,
comprising: determining a highest score of the scores for each bid; presenting the highest score as a
level of risk for the bid via a user interface, wherein if the highest score exceeds the threshold,
identifyifgLtheThig aysiemigbfrisiiimid, 2o mpiésingtacthshiot@mréscnteheigbesipitsirgyas a Ipued@nthink

the SCOrgs, igh Y6 WREFARGH WRHRIRRAR SPER Rsg R NG (O AW R R 1A RIgREHIOR

for each score.
bid.

12. A method of identifying high-risk procurementsmprising:

interfacing with one or more data sources oveetvork to receive procurement

data;

creating a data structure in a data storage €éetacstore at least some of the

procurement data;

storing model building data sets in the datacttme in the data storage device,

wherein the model building data sets are determiireed the procurement data;
determining procurement scoring models fromnttoelel building data sets;
determining an evaluation capacity to reviewstiml a procurement; and
evaluating, by a processor, bids for the procernbased on the procurement
scoring models and the evaluation capacity to itlehigh-risk procurements associated
with the evaluated bids.

13. The method of claim 12, comprising:

determining a scoring scale of scores associaitd each procurement scoring

model; and

determining a threshold for each scale ident@yanhigh-risk procurement, wherein

the scoring scale and the threshold is the samegidn procurement scoring model.
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14.

The method of claim 13, wherein determining theeshold comprises determining the

threshold based on the evaluation capacity.

15.

16.

17.

The system of claim 14, wherein evaluatingtils comprises:
determining, for each bid, a price risk scorsupplier risk score, and an item risk
score based on the price risk scoring model, tpelgr risk scoring model and the item risk
scoring model, respectively, wherein each scomithe scoring scale; and comparing each
score to the threshold to determine if each bak®ociated with a high-risk procurement.
The method of claim 15, wherein determiningghee score for each bid comprises:
determining a cost savings for each bid;

sorting the bids based on the cost savings;

selecting a subset of the bids less than a tatalber of the bids based on the

sorting according to the cost savings and basdtenvaluation capacity;

assigning a price score equivalent to the thidstow a bid in the subset having a

lowest cost savings;

calculating a score weighting for each bid inshbset by determining a natural log

of the cost savings for the bid and dividing by thkeshold; and

determining the price score for each remaining ibi the subset based on the

weighting.

The method of claim 15, wherein determininggtpplier risk score for each bid comprises:
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18.

19.

20.

applying logistic regression to the supplier résda set to determine the supplier

risk score for each bid in the subset.

The method of claim 15, wherein determiningitem risk score for each bid comprises:

applying business rules to each bid in the sulosdetermine if a risk condition is

true or false; and

determining a number of true risk conditions amaltiplying by a predetermined

value to determine the item risk score for eachiithe subset.

The method of claim 15, comprising:

determining a highest score of the scores foh ded,;

presenting the highest score as a level of rigktlie bid via a user interface,

wherein if the highest score exceeds the thresiu@afifying the bid as a high-risk bid.

The method of claim 15, further comprising:

presenting the scores via a user interface, wheah score is selectable for drill

down to identify information for each score.
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