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DESCRIPTION

TITLE OF INVENTION:
INFORMATION PROCESSING SYSTEM, INFORMATION PROCESSING METHOD,

AND PROGRAM

TECHNICAL FIELD
[0001]
This disclosure relates to an information processing system, an information

processing method, and a program.

BACKGROUND ART

[0002]

In recent years, authentication technologies have been used in various places.
When an authentication target is authenticated, an authentication device outputs
information such as a result of the authentication of the authentication target to a display
device or the like. As one example, in Patent Document 1, a technology for an
authentication device performing authentication based on an iris to display an avatar
image different from a face of a person who is an authentication target is disclosed. In
addition, as a related technology, in Patent Document 2, a technology for displaying an
avatar in accordance with login of a user is disclosed.
[Prior Art Documents]
[Patent Document]
[0003]

[Patent Document 1]
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Published Japanese Translation No. 2008-537824 of the PCT International

Publication
[Patent Document 2]

Japanese Unexamined Patent Application, First Publication No. 2017-208638

SUMMARY

Technical Problem
[0004]

An object of this disclosure is to enhance the technologies disclosed in Patent
Documents 1 and 2.
[0004a]

In an aspect, the present disclosure refers to an information processing system
comprising:

an acquisition means configured to acquire biological information of a target;

a generation means configured to generate output information indicating a

combination of a plurality of pieces of determined information, representing shapes or
colors, determined in accordance with a plurality of characters included in a character
string and positions of the plurality of characters in the character string, using
identification information, including the character string, associated with the biological
information; and

an output means configured to output the output information,

wherein the generation means identifies, for each of the positions of the plurality

of characters in the character string, a piece of determined information associated with a
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character range in which a character at a position is included, among a plurality of
character ranges each including a plurality of different characters, to generate the output
information.
[0004b]

In an aspect, the present disclosure refers to an information processing method
comprising:

acquiring biological information of a target;

generating output information indicating a combination of a plurality of pieces
of determined information, representing shapes or colors, determined in accordance with
a plurality of characters included in a character string and positions of the plurality of
characters in the character string, using identification information, including the character
string, associated with the biological information; and

outputting the output information,

wherein the generating includes identifying, for each of the positions of the
plurality of characters in the character string, a piece of determined information
associated with a character range in which a character at a position is included, among a
plurality of character ranges each including a plurality of different characters, to generate
the output information.
[0004c¢]

In an aspect, the present disclosure refers to a program causing a computer of an
information processing system to function as:

an acquisition means configured to acquire biological information of a target;

a generation means configured to generate output information indicating a
combination of a plurality of pieces of determined information, representing shapes or

colors, determined in accordance with a plurality of characters included in a character
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string and positions of the plurality of characters in the character string, using
identification information, including the character string, associated with the biological
information; and

an output means configured to output the output information,

wherein the generation means identifies, for each of the positions of the plurality
of characters in the character string, a piece of determined information associated with a
character range in which a character at a position is included, among a plurality of
character ranges each including a plurality of different characters, to generate the output
information.

[0005]

In order to solve the problem described above, in an example, an information
processing system including: an acquisition means configured to acquire biological
information of a target; a generation means configured to generate output information
determined in correspondence with identification information using identification
information associated with the biological information; and an output means configured
to output the output information is provided.

[0006]

In addition, in an example, an information processing method including:
acquiring biological information of a target; generating output information determined in
correspondence with identification information using the identification information
associated with the biological information; and outputting the output information is
provided.

[0007]
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Furthermore, a program causing a computer of an information processing
system to function as: an acquisition means configured to acquire biological information
of a target; a generation means configured to generate output information determined in
correspondence with identification information using the identification information
associated with the biological information; and an output means configured to output the

output information is provided.

BRIEF DESCRIPTION OF DRAWINGS

[0008]

Fig. 1 is a first diagram illustrating an overview of an information processing
system according to this disclosure.

Fig. 2 is a second diagram illustrating an overview of the information processing
system according to this disclosure.

Fig. 3 is a diagram illustrating a hardware configuration of a gate control device
according to this disclosure.

Fig. 4 is a diagram illustrating a hardware configuration of an information
processing device according to this disclosure.

Fig. 5 is a diagram illustrating a functional configuration of the gate control
device according to this disclosure.

Fig. 6 is a diagram illustrating a functional configuration of the information
processing device according to this disclosure.

Fig. 7 is a first diagram illustrating a processing flow of a gate device according
to a first example embodiment of this disclosure.

Fig. 8 is a first diagram illustrating a processing flow of an information

processing device according to the first example embodiment of this disclosure.
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Fig. 9 is a diagram illustrating an example of generation of output information
according to this disclosure.

Fig. 10 is a diagram illustrating an example of shapes represented by output
information according to this disclosure.

Fig. 11 is a diagram illustrating an example of display of a gate device according
to this disclosure.

Fig. 12 is a diagram illustrating a processing flow of a gate device according to a
second example embodiment of this disclosure.

Fig. 13 is a diagram illustrating a processing flow of a gate device according to a
third example embodiment of this disclosure.

Fig. 14 is a diagram illustrating a processing flow of a gate device according to a
fourth example embodiment of this disclosure.

Fig. 15 is a diagram illustrating a processing flow of a gate device according to a
fifth example embodiment of this disclosure.

Fig. 16 is a diagram illustrating a processing flow of a gate device according to a
sixth example embodiment of this disclosure.

Fig. 17 is a diagram illustrating a processing flow of a gate device according to a
seventh example embodiment of this disclosure.

Fig. 18 is a diagram illustrating a processing flow of a management mobile
terminal according to an eighth example embodiment of this disclosure.

Fig. 19 is a diagram illustrating a processing flow of an information processing
device according to the eighth example embodiment of this disclosure.

Fig. 20 is a diagram illustrating a processing flow of a gate device according to
the eighth example embodiment of this disclosure.

Fig. 21 is a diagram illustrating an overview of an information processing
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system according to an eleventh example embodiment.

Fig. 22 is a diagram illustrating a processing flow of a management mobile
terminal according to the eleventh example embodiment.

Fig. 23 is a diagram illustrating a processing flow of the information processing
device according to the eleventh example embodiment.

Fig. 24 is a diagram illustrating a minimal configuration of an information
processing system according to this disclosure.

Fig. 25 is a diagram illustrating a processing flow of an information processing

system representing a minimal configuration of this disclosure.

EXAMPLE EMBODIMENTS

[0009]

An object of this disclosure is to enhance a technology disclosed in Patent
Document 1.

In addition, when information about an authenticated target is displayed together
with a result of authentication of the target authenticated by an authentication device, a
technology of outputting information causing it to be more difficult to identify the
authenticated target is desirable.
[0010]

Fig. 1 is a first diagram illustrating an overview of an information processing
system according to a present example embodiment.

As illustrated in Fig. 1, the information processing system 100 is configured to
include at least a gate device 10 and an information processing device 20. The gate
device 10 and the information processing device 20 are connected via a communication

network.
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The gate device 10 is composed of one pair of gate main bodies 1A and 1B.
The gate main bodies will be collectively referred to as a gate main body 1. Each gate
main body 1 out of one pair of gate main bodies 1A and 1B is installed parallel with a
gap of a width W of a passage area, through which authentication targets such as a person
and the like that are mobile bodies passes, left empty. A person and the like that are
authentication targets can pass through the passage area. The mobile bodies may be
animals other than persons.

[0012]

For example, the gate device 10 may be installed at a ticket barrier of a railway,
a boarding gate of an airport, an entry/exit port of a company, and the like. In the
present example embodiment, the gate device 10 includes at least a camera 11 (a
biological information reading device), a code reader 12, and a display 13. The gate
device 10 may include flappers 14 that block passage of a person or the like who is an
authentication target through the gate device 10 in a case in which a result of
authentication of the person or the like that is an authentication target is an authentication
failure. Hereinafter, a case in which a target passing through the gate device 10 is a
person will be described.

[0013]

The camera 11 of the gate device 10 captures an image of a person passing
through the gate device 10. The camera 11 transmits a captured image to the
information processing device 20. The information processing device 20 performs
authentication using feature information of a face of a person shown in the captured
image. By using identification information of a person acquired based on the feature

information, the information processing device 20 generates output information including
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information for determining the person in correspondence with the identification
information and an authentication result.
[0014]

The feature information is not limited to a face and may be an iris, a fingerprint,
veins, a voice, an ear acoustic, an employee ID card, a mobile terminal of a user, a
password, or the like. The gate device 10 may have a function for reading each modal
such as an iris camera used for reading an iris, a fingerprint sensor used for reading a
fingerprint, a microphone used for reading vocal sound, or the like. In other words, the
gate device 10 may have a specification of multiple modals (a face + an iris and the like)
having an interface form (multi-modals) reading a plurality of different pieces of
biological information. In ear acoustic, there is a technology for transmitting a test
sound in the direction of an ear hole (an external auditory meatus) of a person using an
authentication device of an earphone type and measuring individuality from a reflected
sound based on the individuality of a space structure of a head part including the ear hole
(the external auditory meatus). The gate device 10 may have an ear acoustic
authentication function for performing authentication based on the ear acoustic.

[0015]

The information processing device 20 may generate output information
including at least information for determining a person in correspondence with
identification information of a target person. The information processing device 20
transmits the output information to the gate device 10. The gate device 10 displays the
output information on the display 13.

[0016]
In other words, the information processing device 20 includes an acquisition

means that acquires biological information of a target. In addition, the information
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processing device 20 includes a generation means that generates output information
determined in correspondence with identification information using the identification
information associated with the biological information acquired by the acquisition means.
In other words, the generation means generates output information that is uniquely
determined in correspondence with identification information using the identification
information associated with the biological information acquired by the acquisition means.
The information processing device 20 includes an output means that outputs the output
information.

[0017]

In the present example embodiment, the output information representing
information for determining a person is shape information for determining a person.
Alternatively, in the present example embodiment, the output information representing
information for determining a person may be color information for determining a person.
In addition, in the present example embodiment, the output information representing
information for determining a person may be a combination of shape information and
color information for determining a person. Alternatively, in the present example
embodiment, the output information representing information for determining a person
may be a combination of a plurality of pieces of shape information, color information
and information relating to the person for determining the person. For example, the
information relating to a person may be a birthday, a part of an employee code, a mark of
a birthplace, or the like. In addition, the information relating to a person may be
information relating to a name of a target such as an initial of a name (for example, in a
case in which the name is Nichiden Taro, it may be denoted as NT).

[0018]

In the output information acquired by the gate device 10 from the information
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processing device 20, information for determining a person (shape information, color
information, related information not directly representing a person, or a combination of a
plurality of pieces of such information) is included. Thus, when the output information
is displayed on the display 13, a person passing through the gate device 10 can notice
that the output information is an output of information about him or her based on the
output information. Further, an authentication result may be included in the output
information, and thus a person passing through the gate device 10 can be made aware
that the authentication result is an authentication result for him or her. On the other
hand, it is difficult for another person other than a person passing through the gate device
10 to directly associate the displayed output information with the person passing through
the gate device 10 even if the another person sees the output information displayed on the
display 13. Thus, when output information including an authentication result and the
like of a person passing through the gate device 10 is displayed on a display attracting
attention, it is difficult to associate the output information with a person who is an
authentication target, and thus the privacy of the person who is the authentication target
can be protected.
[0019]

Fig. 2 is a second diagram illustrating an overview of the information processing
system according to the present example embodiment.

An output destination of the output information described above may be a
mobile terminal 4 carried by a person M passing through the gate device 10. In such a
case, the gate device 10 transmits the output information to the mobile terminal 4 carried
by the person M. Alternatively, the information processing device 20 may be
configured to directly transmit the output information to the mobile terminal 4 carried by

the person M. By directly transmitting the output information from the information
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processing device 20 to the mobile terminal 4 carried by the person M, higher secrecy
can be secured than that of an aspect in which output information is output to the display
13 of the gate device 10.

[0020]

Fig. 3 is a diagram illustrating a hardware configuration of a gate control device
included in the gate device according to the present example embodiment.

As illustrated in Fig. 3, a gate control device 15 is a computer having hardware
components such as a processor 51 (a central processing unit (CPU), a graphics
processing unit (GPU), a field programmable gate array (FPGA), a digital signal
processor (DSP), an application specific integrated circuit (ASIC), or the like), a read
only memory (ROM) 52, a random access memory (RAM) 53, a solid state drive (SSD)
54, a communication module 55, and the like.

[0021]

Fig. 4 is a diagram illustrating a hardware configuration of an information
processing device according to the present example embodiment.

As illustrated in Fig. 4, an information processing device 20 is a computer
having hardware components such as a processor 201 (a central processing unit (CPU), a
graphics processing unit (GPU), a field programmable gate array (FPGA), a digital signal
processor (DSP), an application specific integrated circuit (ASIC), or the like), a read
only memory (ROM) 202, a random access memory (RAM) 203, a database 204, a
communication module 205, and the like.

[0022]

Fig. 5 is a diagram illustrating a functional configuration of the gate control

device.

By causing a gate control program to be executed by the CPU 51, the gate
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control device 15 exhibits functions of a gate control unit 151, an output information
control unit 152, and a communication control unit 153.
[0023]

The gate control unit 151 controls the gate device 10. The output information
control unit 152 controls output of information acquired from the information processing
device 20 to an output device such as a display 13 and a mobile terminal 4. The
communication control unit 153 controls communication with other devices.

[0024]

Fig. 6 is a diagram illustrating a functional configuration of the information
processing device.

By causing the CPU 21 to execute an information processing program, the
information processing device 20 exhibits functions of an acquisition unit 21, an
authentication unit 22, a generation unit 23, and an output unit 24.

[0025]

The acquisition unit 21 acquires biological information of persons and the like
that are targets.

The authentication unit 22 performs authentication using biological information
of persons and the like that are targets.

The generation unit 23 generates output information determined in
correspondence with identification information using the identification information
associated with biological information of a person or the like that is a target.

The output unit 24 outputs the output information.

[0026]
In addition, the generation unit 23 generates output information determined in

correspondence with identification information using the identification information of a
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person or the like that is a target and an output information generation algorithm.
[0027]

It is assumed that identification information of a person or the like that is a target
represents a plurality of character rows, and the output information generation algorithm
is an algorithm of generating output information by shapes determined in accordance
with characters and positions of the characters in a row or by combining the shapes with
colors. In this case, the generation unit 23 generates output information by shapes
determined in accordance with characters and positions of the characters in a row or by
combining the shapes with colors. This process may be one aspect of process of the
generation unit 23.

[0028]

The generation unit 23 may acquire related information relating to a target
associated with identification information of a person or the like that is a target and
generate output information further including the related information.

[0029]

In recent years, use of security gates using face authentication has increased.
As a method for notifying a person to pass through the gate device 10 of a success of
identity authentication through the display 13 installed in the gate device 10, there is a
method of displaying only notification details indicating a success of authentication or a
failure of authentication, a method of notifying identity authentication in more
understandable manner by displaying a live view together with display of notification
details indicating a success of authentication or a failure of authentication in combination
with a face image of the person, or the like.

[0030]

In the case of the method of displaying only notification details indicating a
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success of authentication or a failure of authentication, information that can be used for
checking the identity is not displayed, and thus even in a case in which a person is
erroneously recognized as another person, there is no means for the person to be made
aware of this fact.

[0031]

In the case of the method of displaying a live view together with display of
notification details indicating a success of authentication or a failure of authentication in
combination with a face image of the person, the face image is displayed, and thus the
identity can be checked, and a user has a physiological burden such as shame in
accordance with display of his or her face being displayed on the screen in a public space
in which other persons are present in the vicinity.

[0032]

In consideration of such a problem, it also becomes an issue how a physiological
burden of a user can be reduced while realizing the function of being able to confirm
authentication of the user in development of a security gate and the like in biometric
authentication such as face authentication.

[0033]
(First Example Embodiment)

Fig. 7 is a first diagram illustrating a processing flow of a gate device according
to a first example embodiment.

Fig. 8 is a first diagram illustrating a processing flow of an information
processing device according to the first example embodiment.

Hereinafter, a process according to an example embodiment will be described in
accordance with a sequence.

A user approaches the gate main body 1. The gate control unit 151 of the gate
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control device 15 sequentially acquires image data including images captured by the
camera 11 of the gate main body 1 (Step S101). When the image data is acquired, the
gate control unit 151 starts to extract feature of a face shown in the images represented
by the image data. In the acquired image data, an identifier of the gate main body 1
including the camera 11 that has transmitted the image data is assumed to be stored.
[0034]

The gate control unit 151 determines whether feature information of a face of a
person was able to be extracted from the images included in the image data (Step S102).
In a case in which feature information of a face was able to be extracted, the gate control
unit 151 transmits an authentication request including the feature information to the
information processing device 20 (Step S103). In the authentication request, an
identifier representing the gate main body 1, a network address of the gate control device
15, and the like may be included in addition to the feature information of a face of a user.
[0035]

The information processing device 20 stores feature information of a face,
passage permission information, and the like registered in advance by a user of the gate
device 10 in the database 204 or the like in association with each other. The passage
permission information may be an information group and the like of identification
information of the gate device 10 through which a user can pass.

[0036]

The acquisition unit 21 of the information processing device 20 acquires an
authentication request (Step S201). The authentication unit 22 calculates the degree of
similarity between the feature information of a face included in the authentication request
and feature information of each of a plurality of faces recorded in the database 104 and

determines whether feature information of which the degree of similarity is equal to or
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larger than a predetermined threshold is recorded in the database 104 (Step S202).
[0037]

In a case in which feature information of a face of which the degree of similarity
with the feature information included in the authentication request is equal to or larger
than a predetermined threshold is registered in the database 204, the authentication unit
22 determines feature information having the highest degree of similarity as feature
information of the same person as the user represented by the feature information
included in the authentication request (Step S203).

[0038]

The authentication unit 22 acquires passage permission information recorded in
the database 104 in association with feature information of the same person as the user.
The authentication unit 22 determines whether the passage permission information
indicates passable (Step S204). As an example, the authentication unit 22 determines
whether information of an identifier of the gate device 10 included in the authentication
request is registered in the database 204 in association with the passage permission
information associated with the feature information of the same person as the user. Ina
case in which information of an identifier of the gate device 10 included in the
authentication request is registered in the database 204 in association with the passage
permission information associated with the feature information of the same person as the
user, the authentication unit 22 determines that the user is passable (Step S205).

[0039]

On the other hand, in a case in which feature information of which degree of
similarity is equal to or larger than a predetermined threshold is not recorded in the
database 204 or a case in which passage permission information associated with the

feature information of the same person as the user and the information of the identifier of
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the gate device 10 included in the authentication request are not registered in the database
204 in association with each other, the authentication unit 22 determines that the user is
not passable (Step S206). The authentication unit 22 generates authentication result
information indicating passable or not passable (Step S207).

[0040]

In addition, the authentication unit 22 acquires an ID of the user registered in the
database 204 in association with the feature information of the same person as the user.
When authentication result information is generated, the authentication unit 22 outputs a
process start instruction including the ID of the user to the generation unit 23. The user
ID may be an employee number, a student ID number, a room number of an apartment,
or the like.

[0041]

The generation unit 23 acquires an ID of a user based on the process start
instruction. It is assumed that the ID of the user is represented in a number string of 10
digits. The generation unit 23 acquires a number string of the last four digits of the
10-digit number string based on the ID of the user. The generation unit 23 generates
output information determined in correspondence with the ID of the user using the
four-digit number string and an output information generation algorithm (Step S208). It
is assumed that the output information is information that represents a shape.

[0042]

The output unit 24 acquires the authentication result information generated by
the authentication unit 22 and the output information generated by the generation unit 23.
The output unit 24 generates a gate control instruction including the authentication result
information and the output information (Step S209). The output unit 24 acquires a

network address of the gate device 10 that is included in the authentication request. The
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output unit 24 transmits the gate control instruction addressed to the acquired network
address (Step S210).
[0043]

The gate control device 15 of the gate device 10 receives the gate control
instruction (Step S104). The gate control unit 151 of the gate control device 15 acquires
the authentication result information included in the gate control instruction. The
output information control unit 152 of the gate control device 15 acquires the output
information included in the gate control instruction. The gate control unit 151
determines whether information included in the authentication result information
indicates passable or not passable (Step S105). In a case in which the information
indicating passible is included in the authentication result information, the gate control
unit 151 performs control of passage permission (Step S106). In a case in which the
information indicating non-passible is included in the authentication result information,
the gate control unit 151 performs control of passage inhibition (Step S107).

[0044]

When the control of passage permission is determined to be performed, the gate
control unit 151 outputs information indicating passage permission to the output
information control unit 152. In addition, the gate control unit 151 performs control
such that the flappers 14 of the gate device 10 are opened (Step S108). In accordance
with this, a passage area of the gate device 10 is opened. In addition, when information
indicating passage permission is acquired, the output information control unit 152
outputs the output information and a mark indicating passage permission to the display
13 (Step S109). In accordance with this, the output information determined in
correspondence with an ID of a user passing through the gate device 10 and the mark

indicating passage permission are displayed on the display 13. A user recognizes that
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passage is permitted based on the mark indicating passage permission and recognizes that
the passage permission is for him or her by recognizing that the passage permission is
output information determined in accordance with an ID of the user by visually
recognizing the output information. Then, the user passes through the gate device 10.
[0045]

When the control of passage inhibition is determined to be performed, the gate
control unit 151 outputs information indicating passage inhibition to the output
information control unit 152. In addition, the gate control unit 151 performs control of
the flappers 14 of the gate device 10 such that they are closed (Step S110). In
accordance with this, the passage area of the gate device 10 is closed. In addition, when
information indicating passage inhibition is acquired, the output information control unit
152 outputs the output information and a mark indicating passage inhibition to the
display 13 (Step S111). In accordance with this, the output information determined in
accordance with an ID of a user passing through the gate device 10 and the mark
indicating passage inhibition are displayed on the display 13. A user recognizes that
passage is inhibited based on the mark indicating passage inhibition and recognizes that
the passage inhibition is for him or her by recognizing that the passage inhibition is
output information determined in accordance with an ID of the user by visually
recognizing the output information. Then, the user does not pass through the gate
device 10 and performs an inquiry or the like with a nearest manager. In addition,
information indicating a reason for determination of inhibition (a blurred face, a too
distant face, or the like) identified by the authentication unit 22 may be included in the
authentication result information, and the output information control unit 152 may output
this information. In a case in which a reason for determination of inhibition is output to

a display of the gate device 10, the output information control unit 152 may output
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personal information, a face image of the user, and the like with being hidden. On the
other hand, in a case in which a reason for determination of inhibition is output to the
mobile terminal 4, the securement of confidentiality is high, and thus the output
information control unit 152 may perform control such that output is performed with
personal information, a face image of the user, and the like included.

[0046]

Fig. 9 is a diagram illustrating an example of generation of output information.

Next, a first specific example of a process of generating output information
determined in correspondence with an ID of a user who is an authentication target using
the generation unit 23 of the information processing device 20 will be described.

The generation unit 23 acquires an ID of a user based on a process start
instruction.  As described above, as an example, the ID of the user is represented as a
number string of 10 digits, and the generation unit 23 acquires a number string (S1) of
the last four digits of the corresponding 10-digit number based on the ID of the user.
[0047]

The generation unit 23 identifies, for example, a relation (S2) of left/right
display positions of two shapes based on a fourth-digit number in the number string (S1).
[0048]

Specifically, in the process of identifying the relation (S2) of the left/right
display positions of two shapes based on a fourth-digit number, the generation unit 23
identifies one of a first display position pattern P1 and a second display position pattern
P2. In a case in which the fourth-digit number represents 0 to 4, the generation unit 23
identifies a relation (S2) of the left/right display positions of two shapes represented by
the first display position pattern P1. In a case in which the fourth-digit number

represents 5 to 9, the generation unit 23 identifies a relation (S2) of the left/right display
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positions of two shapes represented by the second display position pattern P2.  This
process is one aspect of process of identifying the position of a shape represented by the
output information using the generation unit 23 in accordance with a character and the
position of the character in a character string based on the character string represented by
an ID of the user.

[0049]

Next, the generation unit 23 identifies a shape (S3) displayed on a position on
the left side in the relation of the left/right display positions of two shapes that is
identified in (S2) based on a third-digit number in the number string (S1).

[0050]

Specifically, in the process of identifying a shape (S3) displayed at the position
of the left side based on the third-digit number, the generation unit 23 identifies one of a
left first shape L1, a left second shape L2, a left third shape L3, a left fourth shape L4,
and a left fifth shape L5. In a case in which the third-digit number is 0 or 1, the
generation unit 23 identifies the left first shape L1. In a case in which the third-digit
number is 2 or 3, the generation unit 23 identifies the left second shape L2. In a case in
which the third-digit number is 4 or 5, the generation unit 23 identifies the left third
shape L3. In a case in which the third-digit number is 6 or 7, the generation unit 23
identifies the left fourth shape L4. 1In a case in which the third-digit number is 8 or 9,
the generation unit 23 identifies the left fifth shape L5.

[0051]

The generation unit 23 identifies a shape (S4) displayed at a position of the right
side in the relation of left/right display positions of two shapes identified in (S2) based on
a second-digit number in the number string (S1).

[0052]
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Specifically, in the process of identifying a shape (S4) displayed at the position

of the right side based on the second-digit number, the generation unit 23 identifies one
of a right first shape R1, a right second shape R2, a right third shape R3, and a right
fourth shape R4. In a case in which the second-digit number is 0 or 1, the generation
unit 23 identifies the right first shape R1. In a case in which the second-digit number is
2 or 3, the generation unit 23 identifies the right second shape R2. In a case in which
the second-digit number is one of 4 to 6, the generation unit 23 identifies the right fourth
shape R4. In a case in which the second-digit number is one of 7 to 9, the generation
unit 23 identifies the right fourth shape R4.

[0053]

The generation unit 23 identifies a color (S5) in which a shape identified in (S3)
is colored based on the first-digit number in the number string (S1).
[0054]

Specifically, the generation unit 23 identifies one of first color information CI,
second color information C2, third color information C3, and fourth color information C4
in the process of identifying a color (S5) in which the shape identified in (S3) is colored
based on the first-digit number. The generation unit 23 identifies the first color
information C1 in a case in which the first-digit number is 0 or 1. The generation unit
23 identifies the second color information C2 in a case in which the first-digit number is
2 or 3. The generation unit 23 identifies the third color information C3 in a case in
which the first-digit number is one of 4 to 6. The generation unit 23 identifies the
fourth color information C4 in a case in which the first-digit number is one of 7 to 9.
[0055]

Then, the generation unit 23 generates shape information E1, in which a shape

(S3) displayed at the position of the left side and a shape (S4) displayed at the position of



10

15

20

25

22

the right side are disposed based on the relation (S2) of left/right display positions of two
shapes, colored in a color (S5) in which the shape of the left side identified in (S3) is
colored as output information.

[0056]

In the technique for generating the shape information described above, there are
two types to be identified as relations (S2) of left/right display positions of two shapes.
In the relation of left/right display positions of two shapes, there are five types of
identifying shapes (S3), which are displayed at the position of the left side. In the
relation of left/right display positions of two shapes, there are four types of identifying
shapes (S4), which are displayed at the position of the right side. There are four types
of identifying colors (S5), in which the shape identified in (S3) is colored. Thus, in the
technique for generating the shape information described above, the information
processing device 20 can generate shape information of 160 types as output information.
[0057]

The process of sequentially identifying the information represented in S1, S2, S3,
S4, and S5 described above is a process that is performed by the generation unit 23 of the
information processing device 20 using the output information generation algorithm.
[0058]

The generation unit 23 may identify shape information as output information
using another output information generation algorithm. For example, the output
information generation algorithm may be an algorithm identifying the first four digits
rather than the last four digits at the time of identifying a number string from the ID
described above, and the generation unit 23 may identify a number string based on this
algorithm.

[0059]
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In addition, in a case in which a character strings of alphabet, hiragana, katakana,
Chinese characters, and the like are included in an ID of a user of the gate device 10, the
output information generation algorithm may be an algorithm identifying the character
string including the alphabet, hiragana, katakana, Chinese characters, and the like instead
of a number string, and the generation unit 23 may identify a character string of mixed
characters of numbers, alphabet, hiragana, katakana, Chinese characters, and the like
instead of a number string based on this algorithm.

[0060]

In addition, the output information generation algorithm may be an algorithm
identifying a number string or a character string of five digits or more based on an ID of
a user of the gate device 10, and the generation unit 23 may identify a character string or
a number string based on this algorithm.

[0061]

Furthermore, the output information generation algorithm may be an algorithm
identifying a display position of one shape or a relation of display positions of some of
three or more shapes instead of identifying the relation (S2) of left/right display positions
of two shapes.

In addition, the output information generation algorithm may be an algorithm
identifying shapes to be displayed at specific positions in a relation of display positions
of some of shapes from among shapes of which the number is other than 5 instead of
identifying the shape (S3) displayed at the position of the left side.

Furthermore, the output information generation algorithm may be an algorithm
identifying shapes to be displayed at remaining display positions in a relation of display
positions of some of shapes from among shapes of which the number is other than 4

instead of identifying the shape (S4) displayed at the position of the right side.
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In addition, the output information generation algorithm may be an algorithm
identifying one of colors of which the number is other than 4 for at least one shape that
has been identified.

[0062]

Fig. 10 is a diagram illustrating an example of shapes represented by output
information.

By identifying the shapes of S2 to S4 as illustrated in Fig. 9, 40 types of shapes
as illustrated in Fig. 10 can be generated. In addition, as illustrated in S4, by identifying
one of a plurality of colors for such a shape, display information according to
combinations of more shapes and colors can be generated.

[0063]

Fig. 11 is a diagram illustrating an example of display of the gate device.

The gate device 10 displays a mark m indicating passage permission and output
information E representing a shape determined in accordance with an ID of a user of the
gate device 10 that is an authentication target to be aligned as illustrated in Fig. 11 on the
display 13. As illustrated in Fig. 10, the gate device 10 may add additional information
A and output the additional information A together with the output information E.

[0064]

For example, a sensor detecting a surface temperature of a face of a user may be
included in the gate device 10, and the gate control unit 151 of the gate control device 15
may add the surface temperature of the face of the user acquired from the sensor to the
additional information A as a body temperature of the user and output the additional
information. In accordance with this, the user can perceive his or her body temperature
at the time of passing through the gate device 10. In a case in which an area that a user

enters at the time of passing through the gate device 10 is regulated to prohibit entrance
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in the case of a predetermined body temperature, by checking the additional information
A displayed on the display 13 by the gate device 10, the user can determine whether he or
she is allowed to enter the area.

[0065]

In addition, in a case in which the body temperature of a user is equal to or
higher than a predetermined temperature, the gate control unit 151 may perform control
of passage inhibition. In other words, the gate control unit 151 checks whether the body
temperature of a user is equal to or higher than a predetermined temperature. In a case
in which the body temperature of the user is equal to or higher than the predetermined
temperature, the gate control unit 151 performs control of passage inhibition regardless
of a result of determination representing whether the authentication result information
indicates passable or not passable based on the authentication result information included
in the gate control instruction. The control of passage inhibition may be similar to the
process described above. The gate control unit 151 may determine whether or not a
user is wearing a mask based on a captured image and, in a case in which the user is not
wearing a mask, may output information for urging wearing of a mask or perform control
of passage inhibition.

[0066]

In addition, it is assumed that the gate control unit 151 acquires information to
be displayed as additional information A from the information processing device 20 in
advance and temporarily stores the information. In this case, the output information
control unit 152 displays the information that is temporarily stored with the additional
information A. For example, the additional information A may be any information such
as a current situation of an area for which entrance is classified by the gate device 10,

precaution for the area, countermeasure information. For example, in a case in which
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“an infection control measure is being performed” in the area, the output information
control unit 152 may display characters or sentences indicating that.

[0067]

(Second Example Embodiment)

Fig. 12 is a diagram illustrating a processing flow of a gate device according to a
second example embodiment.

Similar to the first example embodiment, when a gate passage instruction is
received from an information processing device 20, the gate device 10 may perform the
following process instead of the process described in the first example embodiment.
Specifically, a gate control unit 151 of the gate device 10 receives a gate control
instruction (Step S301). The gate control unit 151 of the gate control device 15 acquires
authentication result information included in the gate control instruction. An output
information control unit 152 of the gate control device 15 acquires output information
included in the gate control instruction. The gate control unit 151 determines whether
information included in the authentication result information indicates passable or not
passable (Step S302). In a case in which information indicating passable is included in
the authentication result information, the gate control unit 151 performs control of
passage permission (Step S303). In a case in which information indicating not passable
is included in the authentication result information, the gate control unit 151 performs
control of passage inhibition (Step S304).

[0068]

When the control of passage permission is determined to be performed, the gate
control unit 151 outputs information indicating passage permission to the output
information control unit 152. In addition, the gate control unit 151 performs control of

flappers 14 of the gate device 10 such that they are opened (Step S305). In accordance
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with this, a passage area of the gate device 10 is opened. In addition, when information
indicating passage permission is acquired, the output information control unit 152
acquires an identification ID (output destination information) of a dedicated application
recorded in a mobile terminal 4 of a user that is a transmission destination of an output
request including output information and a mark indicating passage permission (Step
S3006).

[0069]

For example, the identification ID of the dedicated application recorded in the
mobile terminal 4 of the user may be included in a gate control instruction received from
the information processing device 20. The information processing device 20 may read
an identification ID of the dedicated application recorded in the mobile terminal 4 of the
user, which is recorded in a database 204 in association with an ID of a user to pass
through the gate device 10, store the identification ID of the dedicated application in the
gate control instruction, and transmit the gate control instruction to the gate device 10.
In accordance with this, the output information control unit 152 can acquire the
identification ID of the dedicated application recorded in the mobile terminal 4 of the
user from the gate control instruction.

[0070]

When the control of passage inhibition is determined to be performed, the gate
control unit 151 outputs information indicating passage inhibition to the output
information control unit 152. In addition, the gate control unit 151 performs control of
the flappers 14 of the gate device 10 such that they are closed (Step S307). In
accordance with this, the passage area of the gate device 10 becomes closed. In
addition, when information indicating passage inhibition is acquired, the output

information control unit 152 acquires an identification ID of a dedicated application
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recorded in the mobile terminal 4 of the user, which is a transmission destination of an
output request including output information and a mark indicating passage inhibition
(Step S306).

[0071]

The output information control unit 152 transmits an output request including
the identification ID of the dedicated application of the mobile terminal 4 of the user, the
output information, and the mark indicating passage permission or passage inhibition
(Step S308).

[0072]

A user, for example, is assumed to activate a dedicated application for passing
through the gate device 10 that is recorded in the mobile terminal 4 at the time of passing
through the gate device 10 in advance before passing through the gate device 10. In
accordance with this, the mobile terminal 4 waits for reception of an output request
received by the dedicated application. When approaching the gate device 10, the
mobile terminal 4 is connected to the gate device 10 to be able to communicate therewith.
The mobile terminal 4 receives an output request from the gate device 10.

[0073]

When an output request is received from the gate device, the mobile terminal 4
acquires output information and a mark indicating passage permission included in the
output request. The mobile terminal 4 displays output information determined in
correspondence with the ID of the user passing through the gate device 10 and a mark
indicating passage permission on the display of the mobile terminal.

[0074]
In accordance with this, a user to pass through the gate device 10 can recognize

that passage is permitted based on the mark indicating passage permission using his or
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her mobile terminal 4. In addition, a user visually recognizes output information and
checks that the passage permission is for the user by recognizing that the passage
permission is the output information determined in accordance with his or her own ID.
[0075]

A user passes through the gate device 10. The user may cause a code reader 12
to read settlement code information displayed on a dedicated application screen activated
by the mobile terminal 4 at the time of passing through the gate device 10 and perform
settlement at the time of passing through the gate device 10. The gate control unit 151
of the gate control device 15 acquires the settlement code information from the code
reader 12. The gate control unit 151 may perform a settlement process for passage
using a known technology using information for settlement, which is included in the
settlement code information, of a user to pass through the gate device 10.

[0076]

When an output request is received from the gate device, the mobile terminal 4
is assumed to acquire output information and a mark indicating passage inhibition
included in the output request instead of acquiring output information and a mark
indicating passage permission included in the output request. In this case, the mobile
terminal 4 displays output information determined in accordance with an ID of a user
passing through the gate device 10 and the mark indicating passage inhibition on the
display of the mobile terminal.

[0077]

In accordance with this, the output information determined in accordance with
the ID of the user passing through the gate device 10 and the mark indicating passage
inhibition are displayed on a display 13. A user to pass through the gate device 10 can

recognize that passage has been permitted based on the mark indicating passage
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inhibition using his or her mobile terminal 4. In addition, the user recognizes that the
passage inhibition is output information determined in accordance with his or her ID by
visually recognizing the output information and checks that the passage inhibition is for
the user. Then, the user does not pass through the gate device 10 and performs an
inquiry or the like with a nearest manager. By directly transmitting output information
to the mobile terminal 4, higher confidentiality can be secured than in an aspect in which
output information is output to the display 13 of the gate device 10. In addition, the
gate device 10 may additionally perform a process of outputting output information to
the display 13 of the gate device 10, which is similar to the first example embodiment,
together with outputting the output information to the mobile terminal 4.

[0078]

(Third Example Embodiment)

Fig. 13 is a diagram illustrating a processing flow of a gate device according to a
third example embodiment.

The gate device 10 may generate output information as below.

An acquisition unit 21 of an information processing device 20 acquires an
authentication request (Step S401). The authentication unit 22 calculates a degree of
similarity between the feature information of a face included in the authentication request
and feature information of each of a plurality of faces recorded in a database 104 and
determines whether feature information of which the degree of similarity is equal to or
larger than a predetermined threshold is recorded in the database 104 (Step S402).

[0079]

In a case in which feature information of a face of which the degree of similarity

with the feature information included in the authentication request is equal to or larger

than a predetermined threshold is registered in the database 204, the authentication unit
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22 determines feature information having the highest degree of similarity as feature
information of the same person as the user represented by the feature information
included in the authentication request (Step S403).

[0080]

The authentication unit 22 determines whether passage permission information
associated with feature information of the same person as the user indicates passable
(Step S404). For example, the authentication unit 22 determines whether information of
an identifier of the gate device 10 included in the authentication request is associated
with passage permission information associated with feature information of the same
person as the user and is registered in the database 204. In a case in which the passage
permission information associated with the feature information of the same person as the
user and the information of the identifier of the gate device 10 included in the
authentication request are registered in the database 204 in association with each other,
the authentication unit 22 determines that the user is passable (Step S405).

[0081]

On the other hand, in a case in which feature information of which the degree of
similarity is equal to or higher than a predetermined threshold is not recorded in the
database 204 or in a case in which the passage permission information associated with
the feature information of the same person as the user and the information of the
identifier of the gate device 10 included in the authentication request are not registered in
the database 204 in association with each other, the authentication unit 22 determines that
the user is not passable (Step S406). The authentication unit 22 generates
authentication result information indicating passible or not passable (Step S407).

[0082]

In addition, the authentication unit 22 acquires an ID of a user registered in the
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database 204 in association with the feature information of the same person as the user.
When the authentication result information is generated, the authentication unit 22
outputs a process start instruction including the ID of the user to the generation unit 23.
[0083]

The generation unit 23 acquires an ID of a user based on the process start
instruction. It is assumed that the ID of the user is represented in a number string of 10
digits. The generation unit 23 acquires a number string of the last four digits of the
10-digit number string based on the ID of the user. The generation unit 23 generates
shape information determined in correspondence with the ID of the user using the
four-digit number string and an output information generation algorithm (Step S408).
The generation of the shape information is similar to the process according to the first
example embodiment described with reference to Fig. 9.

[0084]

In addition, the generation unit 23 acquires a birthday of the user that is recorded
in the database 204 in association with the ID of the user (Step S409). The generation
unit 23 generates related information representing a four-digit number of month and date
of the birthday (Step S410). The generation unit 23 generates output information
including the shape information and the related information (Step S411).

[0085]

The process of this generation unit 23 is one aspect of process of acquiring
related information relating to a target associated with the identification information of
the user who is a target and generating output information further including the related
information.

[0086]

The output unit 24 acquires the authentication result information generated by
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the authentication unit 22 and the shape information generated by the generation unit 23.
The output unit 24 generates a gate control instruction that includes the authentication
result information and the output information (Step S412). The output unit 24 acquires
a network address of the gate device 10 that is included in the authentication request.
The output unit 24 transmits the gate control instruction addressed to the acquired
network address (Step S413).

[0087]

Thereafter, in the gate devices 10, similar to the first example embodiment and
the second example embodiment, a process of controlling the gate device 10 based on the
authentication result information and outputting the output information is performed. In
accordance with this, a user of the gate device 10 can check information that uniquely
identifies the user based on the shape information and the information of the birthday
together with an authentication result. Thus, the user can check that the authentication
result is for the user, and other persons cannot immediately identify a relation between
the output information and the user even when visually recognizing the output
information.

[0088]
(Fourth Example Embodiment)

Fig. 14 is a diagram illustrating a processing flow of a gate device according to a
fourth example embodiment.

The gate device 10 may generate output information as below.

An acquisition unit 21 of an information processing device 20 acquires an
authentication request (Step S501). The authentication unit 22 calculates a degree of
similarity between the feature information of a face included in the authentication request

and feature information of each of a plurality of faces recorded in a database 104 and
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determines whether feature information of which the degree of similarity is equal to or
larger than a predetermined threshold is recorded in the database 104 (Step S502).
[0089]

In a case in which feature information of a face of which the degree of similarity
with the feature information included in the authentication request is equal to or larger
than a predetermined threshold is registered in the database 204, the authentication unit
22 determines feature information having the highest degree of similarity as feature
information of the same person as the user represented by the feature information
included in the authentication request (Step S503).

[0090]

The authentication unit 22 determines whether passage permission information
associated with feature information of the same person as the user indicates passable
(Step S504). For example, the authentication unit 22 determines whether information of
an identifier of the gate device 10 included in the authentication request is associated
with passage permission information associated with feature information of the same
person as the user and is registered in the database 204. In a case in which the passage
permission information associated with the feature information of the same person as the
user and the information of the identifier of the gate device 10 included in the
authentication request are registered in the database 204 in association with each other,
the authentication unit 22 determines that the user is passable (Step S505).

[0091]

On the other hand, in a case in which feature information of which the degree of
similarity is equal to or higher than a predetermined threshold is not recorded in the
database 204 or in a case in which the passage permission information associated with

the feature information of the same person as the user and the information of the
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identifier of the gate device 10 included in the authentication request are not registered in
the database 204 in association with each other, the authentication unit 22 determines that
the user is not passable (Step S506). The authentication unit 22 generates
authentication result information indicating passible or not passable (Step S507).

[0092]

In addition, the authentication unit 22 acquires an ID of a user registered in the
database 204 in association with the feature information of the same person as the user.
When the authentication result information is generated, the authentication unit 22
outputs a process start instruction including the ID of the user to the generation unit 23.
[0093]

The generation unit 23 acquires an ID of a user based on the process start
instruction. It is assumed that the ID of the user is represented in a number string of 10
digits. The generation unit 23 acquires a number string of the last four digits of the
10-digit number string based on the ID of the user. The generation unit 23 generates
shape information determined in correspondence with the ID of the user using the
four-digit number string and an output information generation algorithm (Step S508).
The generation of the shape information is similar to the process according to the first
example embodiment described with reference to Fig. 9.

[0094]

In addition, the generation unit 23 acquires a birthday of the user that is recorded
in the database 204 in association with the ID of the user (Step S509). Furthermore, the
generation unit 23 acquires initials of the name of a user, which is written in English,
recorded in the database 204 in association with an ID of the user (Step S510). The
generation unit 23 generates related information including a four-digit number of month

and date of the birthday and the initials (Step S511). The generation unit 23 generates
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output information including the shape information and the related information (Step
S512).
[0095]

The process of this generation unit 23 is one aspect of process of acquiring
related information relating to a target associated with the identification information of
the user who is a target and generating output information further including the related
information.

[0096]

The output unit 24 acquires the authentication result information generated by
the authentication unit 22 and the output information generated by the generation unit 23.
The output unit 24 generates a gate control instruction that includes the authentication
result information and the output information (Step S513). The output unit 24 acquires
a network address of the gate device 10 that is included in the authentication request.

The output unit 24 transmits the gate control instruction addressed to the acquired
network address (Step S514).
[0097]

Thereafter, in the gate devices 10, similar to the first example embodiment and
the second example embodiment, a process of controlling the gate device 10 based on the
authentication result information and outputting the output information is performed. In
accordance with this, a user of the gate device 10 can check information that uniquely
identifies the user based on the shape information, the information of the birthday, and
the initials together with an authentication result. Thus, the user can check that the
authentication result is for the user, and other persons cannot immediately identify a
relation between the output information and the user even when visually recognizing the

output information.
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[0098]

(Fifth Example Embodiment)

Fig. 15 is a diagram illustrating a processing flow of a gate device according to a
fifth example embodiment.

The gate device 10 may generate output information as below.

An acquisition unit 21 of an information processing device 20 acquires an
authentication request (Step S601). The authentication unit 22 calculates a degree of
similarity between the feature information of a face included in the authentication request
and feature information of each of a plurality of faces recorded in a database 104 and
determines whether feature information of which the degree of similarity is equal to or
larger than a predetermined threshold is recorded in the database 104 (Step S602).

[0099]

In a case in which feature information of a face of which the degree of similarity
with the feature information included in the authentication request is equal to or larger
than a predetermined threshold is registered in the database 204, the authentication unit
22 determines feature information having the highest degree of similarity as feature
information of the same person as the user represented by the feature information
included in the authentication request (Step S603).

[0100]

The authentication unit 22 determines whether passage permission information
associated with feature information of the same person as the user indicates passable
(Step S604). For example, the authentication unit 22 determines whether information of
an identifier of the gate device 10 included in the authentication request is associated
with passage permission information associated with feature information of the same

person as the user and is registered in the database 204. In a case in which the passage
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permission information associated with the feature information of the same person as the
user and the information of the identifier of the gate device 10 included in the
authentication request are registered in the database 204 in association with each other,
the authentication unit 22 determines that the user is passable (Step S605).

[0101]

On the other hand, in a case in which feature information of which the degree of
similarity is equal to or higher than a predetermined threshold is not recorded in the
database 204 or in a case in which the passage permission information associated with
the feature information of the same person as the user and the information of the
identifier of the gate device 10 included in the authentication request are not registered in
the database 204 in association with each other, the authentication unit 22 determines that
the user is not passable (Step S606). The authentication unit 22 generates
authentication result information indicating passible or not passable (Step S607).

[0102]

In addition, the authentication unit 22 acquires an ID of a user registered in the
database 204 in association with the feature information of the same person as the user.
When the authentication result information is generated, the authentication unit 22
outputs a process start instruction including the ID of the user to the generation unit 23.
[0103]

The generation unit 23 acquires an ID of a user based on the process start
instruction. It is assumed that the ID of the user is represented in a number string of 10
digits. The generation unit 23 acquires a number string of the last four digits of the
10-digit number string based on the ID of the user. The generation unit 23 generates
shape information determined in correspondence with the ID of the user using the

four-digit number string and an output information generation algorithm (Step S608).
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The generation of the shape information is similar to the process according to the first
example embodiment described with reference to Fig. 9.
[0104]

In addition, the generation unit 23 acquires an avatar image of the user that is
recorded in the database 204 in association with the ID of the user (Step S609). The
avatar image is a character image of the user, and the avatar image may be an image of
an animal or may be an image imitating a person. The avatar image is one aspect of
related information relating to a target associated with identification information of a user
who is a target. The generation unit 23 generates output information including the
shape information and the avatar image (related information) (Step S610).

[0105]

The output unit 24 acquires the authentication result information generated by
the authentication unit 22 and the output information generated by the generation unit 23.
The output unit 24 generates a gate control instruction that includes the authentication
result information and the output information (Step S611). The output unit 24 acquires
a network address of the gate device 10 that is included in the authentication request.

The output unit 24 transmits the gate control instruction addressed to the acquired
network address (Step S612).
[0106]

Thereafter, in the gate devices 10, similar to the first example embodiment and
the second example embodiment, a process of controlling the gate device 10 based on the
authentication result information and outputting the output information is performed. In
accordance with this, a user of the gate device 10 can check information that uniquely
identifies the user based on the shape information and information of the avatar image

together with an authentication result. Thus, the user can check that the authentication
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result is for the user, and other persons cannot immediately identify a relation between
the output information and the user even when visually recognizing the output
information.

[0107]

(Sixth Example Embodiment)

Fig. 16 is a diagram illustrating a processing flow of a gate device according to a
sixth example embodiment.

The gate device 10 may generate output information as below.

An acquisition unit 21 of an information processing device 20 acquires an
authentication request (Step S701). The authentication unit 22 calculates the degree of
similarity between the feature information of a face included in the authentication request
and feature information of each of a plurality of faces recorded in a database 104 and
determines whether feature information of which the degree of similarity is equal to or
larger than a predetermined threshold is recorded in the database 104 (Step S702).

[0108]

In a case in which feature information of a face of which the degree of similarity
with the feature information included in the authentication request is equal to or larger
than a predetermined threshold is registered in the database 204, the authentication unit
22 determines feature information having the highest degree of similarity as feature
information of the same person as the user represented by the feature information
included in the authentication request (Step S703).

[0109]

The authentication unit 22 determines whether passage permission information

associated with feature information of the same person as the user indicates passable

(Step S704). For example, the authentication unit 22 determines whether information of
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an identifier of the gate device 10 included in the authentication request is associated
with passage permission information associated with feature information of the same
person as the user and is registered in the database 204. In a case in which the passage
permission information associated with the feature information of the same person as the
user and the information of the identifier of the gate device 10 included in the
authentication request are registered in the database 204 in association with each other,
the authentication unit 22 determines that the user is passable (Step S705).

[0110]

On the other hand, in a case in which feature information of which the degree of
similarity is equal to or higher than a predetermined threshold is not recorded in the
database 204 or in a case in which the passage permission information associated with
the feature information of the same person as the user and the information of the
identifier of the gate device 10 included in the authentication request are not registered in
the database 204 in association with each other, the authentication unit 22 determines that
the user is not passable (Step S706). The authentication unit 22 generates
authentication result information indicating passible or not passable (Step S707).

[0111]

In addition, the authentication unit 22 acquires an ID of a user registered in the
database 204 in association with the feature information of the same person as the user.
When the authentication result information is generated, the authentication unit 22
outputs a process start instruction including the ID of the user to the generation unit 23.
[0112]

The generation unit 23 acquires an ID of a user based on the process start
instruction. The ID of the user is represented in a number string of 10 digits. The

generation unit 23 acquires a number string of the last four digits of the 10-digit number
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string based on the ID of the user. The generation unit 23 generates shape information
determined in correspondence with the ID of the user using the four-digit number string
and an output information generation algorithm (Step S708). The generation of the
shape information is similar to the process according to the first example embodiment
described with reference to Fig. 9.

[0113]

In addition, the generation unit 23 acquires an image representing a birthplace of
the user that is recorded in the database 204 in association with the ID of the user (Step
S709). The image representing a birthplace is one aspect of related information relating
to a target associated with identification information of a user who is a target. The
generation unit 23 generates output information including the shape information and the
image representing a birthplace (related information) (Step S710).

[0114]

The output unit 24 acquires the authentication result information generated by
the authentication unit 22 and the output information generated by the generation unit 23.
The output unit 24 generates a gate control instruction that includes the authentication
result information and the output information (Step S711). The output unit 24 acquires
a network address of the gate device 10 that is included in the authentication request.

The output unit 24 transmits the gate control instruction addressed to the acquired
network address (Step S712).
[0115]

Thereafter, in the gate devices 10, similar to the first example embodiment and
the second example embodiment, a process of controlling the gate device 10 based on the
authentication result information and outputting the output information is performed. In

accordance with this, a user of the gate device 10 can check information that uniquely
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identifies the user based on the shape information and information of the image
representing his or her birthplace together with an authentication result. Thus, the user
can check that the authentication result is for the user, and other persons cannot
immediately identify a relation between the output information and the user even when
visually recognizing the output information.

[0116]

(Seventh Example Embodiment)

Fig. 17 is a diagram illustrating a processing flow of a gate device according to a
seventh example embodiment.

The gate device 10 may generate output information as below.

An acquisition unit 21 of an information processing device 20 acquires an
authentication request (Step S801). The authentication unit 22 calculates the degree of
similarity between the feature information of a face included in the authentication request
and feature information of each of a plurality of faces recorded in a database 104 and
determines whether feature information of which the degree of similarity is equal to or
larger than a predetermined threshold is recorded in the database 104 (Step S802).

[0117]

In a case in which feature information of a face of which the degree of similarity
with the feature information included in the authentication request is equal to or larger
than a predetermined threshold is registered in the database 204, the authentication unit
22 determines feature information having the highest degree of similarity as feature
information of the same person as the user represented by the feature information
included in the authentication request (Step S803).

[0118]

The authentication unit 22 determines whether passage permission information
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associated with feature information of the same person as the user indicates passable
(Step S804). For example, the authentication unit 22 determines whether information of
an identifier of the gate device 10 included in the authentication request is associated
with passage permission information associated with feature information of the same
person as the user and is registered in the database 204. In a case in which the passage
permission information associated with the feature information of the same person as the
user and the information of the identifier of the gate device 10 included in the
authentication request are registered in the database 204 in association with each other,
the authentication unit 22 determines that the user is passable (Step S805).

[0119]

On the other hand, in a case in which feature information of which the degree of
similarity is equal to or higher than a predetermined threshold is not recorded in the
database 204 or in a case in which the passage permission information associated with
the feature information of the same person as the user and the information of the
identifier of the gate device 10 included in the authentication request are not registered in
the database 204 in association with each other, the authentication unit 22 determines that
the user is not passable (Step S806). The authentication unit 22 generates
authentication result information indicating passible or not passable (Step S807).

[0120]

In addition, the authentication unit 22 acquires an ID of a user registered in the
database 204 in association with the feature information of the same person as the user.
When the authentication result information is generated, the authentication unit 22
outputs a process start instruction including the ID of the user to the generation unit 23.
[0121]

The generation unit 23 acquires an ID of a user based on the process start
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instruction. It is assumed that the ID of the user is represented in a number string of 10
digits. The generation unit 23 acquires a number string of the last four digits of the
10-digit number string based on the ID of the user. The generation unit 23 generates
shape information determined in correspondence with the ID of the user using the
four-digit number string and an output information generation algorithm (Step S808).
The generation of the shape information is similar to the process according to the first
example embodiment described with reference to Fig. 9.

[0122]

In addition, the generation unit 23 acquires feature information of the user from
the authentication unit 22. The generation unit 23 acquires security management
information and guest management information of the user from the database 204 based
on the feature information (Step S809). The security management information may be a
degree of security of the user represented by feature information of the face or the like.
For example, this degree of security may be information that is determined in accordance
with a past crime history or the like. In addition, the guest management information
may be information that represents whether or not a user is a guest. The generation unit
23 generates output information including shape information and an icon image
corresponding to the security management information and the guest management
information (related information) (Step S810). For example, when the security
management information is information representing degrees of security in two levels of
safety and danger, the icon image corresponding to the security management information
is an icon image representing safety or danger. In addition, the icon image
corresponding to the guest management information may be an icon image representing
whether the corresponding person is a guest or not.

[0123]
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The output unit 24 acquires the authentication result information generated by
the authentication unit 22 and the output information generated by the generation unit 23.
The output unit 24 generates a gate control instruction that includes the authentication
result information and the output information (Step S811). The output unit 24 acquires
a network address of the gate device 10 that is included in the authentication request.

The output unit 24 transmits the gate control instruction addressed to the acquired
network address (Step S812).
[0124]

Thereafter, in the gate devices 10, similar to the first example embodiment and
the second example embodiment, a process of controlling the gate device 10 based on the
authentication result information and outputting the output information is performed.
At this time, the gate device 10 may display output information including authentication
result information and icon images corresponding to the security management
information and the guest management information on a nearby monitor or the like that is
communicatively connected. In accordance with this, a guard or the like who has
checked the monitor can determine whether a user is a guest or a person having a crime
history. In a case in which it is detected that a target having a past crime history has
been found based on the security management information, the gate device 10 may not
only output it to the monitor but also generate alarm information for a guard and output
the alarm information to a predetermined output destination and may perform the process
of closing flappers 14.
[0125]
(Eighth Example Embodiment)

Fig. 18 is a diagram illustrating a processing flow of a management mobile

terminal according to an eighth example embodiment.
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Fig. 19 is a diagram illustrating a processing flow of an information processing
device according to the eighth example embodiment.

Fig. 20 is a diagram illustrating a processing flow of a gate device according to
the eighth example embodiment.

In the first to seventh example embodiments described above, an example in
which the gate device 10 acquires a face image of a user has been described. However,
a device other than the gate device 10 may acquire an image of a face of a user to pass
through the gate device 10. For example, a management mobile terminal 44 carried by
a guard present near the gate device may capture an image of a face of a user using a
camera included in the terminal. Hereinafter, an example of such a case will be
described. The management mobile terminal 44 is connected to the information
processing device 20 to be able to communicate with each other.

[0126]

A user approaches the gate main body 1. A guard is assumed to activate a
dedicated application recorded in the management mobile terminal 44 near the gate
device 10. In accordance with this, the management mobile terminal 44 may be
connected to the gate device 10 to be able to communicate with each other. This
communicative connection may have an aspect in which the management mobile
terminal 44 and the gate device 10 are constantly connected while the dedicated
application is activating in the management mobile terminal 44. When being
communicatively connected to the gate device 10, the management mobile terminal 44
acquires identification information of the gate device 10. In addition, the management
mobile terminal 44 is assumed to be also communicatively connected to the information
processing device 20 via a communication network.

[0127]
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A guard captures an image of a face of a user approaching the gate device 10 to
pass through the gate device 10 using the management mobile terminal 44 carried by the
guard. The management mobile terminal 44 sequentially acquires image data including
images captured by a camera included in the management mobile terminal (Step S901).
When the image data is acquired, the management mobile terminal 44 starts to extract
feature of a face shown in an image represented by the image data.

[0128]

The management mobile terminal 44 determines whether feature information of
a face of a person was able to be extracted from an image included in the image data
(Step S902). In a case in which the feature information of the face was able to be
extracted, the management mobile terminal 44 transmits an authentication request
including the feature information, the network address of the management mobile
terminal, and the identification information of the gate device 10 to the information
processing device 20 (Step S903).

[0129]

The information processing device 20 stores feature information of a face,
passage permission information, and the like registered in advance by a user of the gate
device 10 in the database 204 or the like in association with each other. The passage
permission information may be an information group or the like of identification
information of the gate device 10 through which a user can pass.

[0130]

The acquisition unit 21 of the information processing device 20 acquires an
authentication request (Step S1001). The authentication unit 22 calculates a degree of
similarity between the feature information of a face included in the authentication request

and feature information of each of a plurality of faces recorded in the database 104 and
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determines whether feature information of which the degree of similarity is equal to or
larger than a predetermined threshold is recorded in the database 104 (Step S1002).
[0131]

In a case in which feature information of a face of which the degree of similarity
with the feature information included in the authentication request is equal to or larger
than a predetermined threshold is registered in the database 204, the authentication unit
22 determines feature information having the highest degree of similarity as feature
information of the same person as the user represented by the feature information
included in the authentication request (Step S1003).

[0132]

The authentication unit 22 determines whether passage permission information
associated with feature information of the same person as the user indicates passable
(Step S1004). For example, the authentication unit 22 determines whether information
of an identifier of the gate device 10 included in the authentication request is associated
with passage permission information associated with feature information of the same
person as the user and is registered in the database 204. In a case in which the passage
permission information associated with the feature information of the same person as the
user and the information of the identifier of the gate device 10 included in the
authentication request are registered in the database 204 in association with each other,
the authentication unit 22 determines that the user is passable (Step S1005).

[0133]

On the other hand, in a case in which feature information of which the degree of
similarity is equal to or higher than a predetermined threshold is not recorded in the
database 204 or in a case in which the passage permission information associated with

the feature information of the same person as the user and the information of the
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identifier of the gate device 10 included in the authentication request are not registered in
the database 204 in association with each other, the authentication unit 22 determines that
the user is not passable (Step S1006). The authentication unit 22 generates
authentication result information indicating passible or not passable (Step S1007).

[0134]

In addition, the authentication unit 22 acquires an ID of a user registered in the
database 204 in association with the feature information of the same person as the user.
When the authentication result information is generated, the authentication unit 22
outputs a process start instruction including the ID of the user to the generation unit 23.
[0135]

The generation unit 23 acquires an ID of a user based on the process start
instruction. It is assumed that the ID of the user is represented in a number string of 10
digits. The generation unit 23 acquires a number string of the last four digits of the
10-digit number string based on the ID of the user. The generation unit 23 generates
output information determined in correspondence with the ID of the user using the
four-digit number string and an output information generation algorithm (Step S1008).
The output information is information that represents a shape.

[0136]

The output unit 24 acquires the authentication result information generated by
the authentication unit 22 and the output information generated by the generation unit 23.
The output unit 24 generates a control instruction that includes the authentication result
information and the output information (Step S1009). The output unit 24 acquires a
network address of the management mobile terminal 44 that is included in the
authentication request (Step S1010). The output unit 24 acquires identification

information of the gate device 10 that is included in the authentication request. The
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output unit 24 acquires a network address of the gate device 10 that is recorded in the
database 204 in association with the identification information of the gate device 10 (Step
S1011). The output unit 24 transmits a control instruction addressed to the acquired
network address of the management mobile terminal 44 (Step S1012).  Furthermore, the
output unit 24 transmits a control instruction addressed to the acquired network address
of the gate device 10 (Step S1013).

[0137]

The management mobile terminal 44 carried by the guard receives the control
instruction (Step S904). The management mobile terminal 44 acquires an
authentication result from the control instruction. The management mobile terminal 44
determines whether information included in the authentication result information
indicates passable or not passable (Step S905). In a case in which information
indicating passible is included in the authentication result information, the management
mobile terminal 44 outputs the output information and a mark indicating passage
permission to the display 13 (Step S906).

[0138]

In accordance with this, the guard can recognize that the authentication result of
the user to pass through the gate device 10 is passage permission. In addition, the guard
causes information displayed on the display 13 to be visually recognized by the user. In
accordance with this, the user recognizes that passage is permitted based on the mark
indicating passage permission and recognizes that the passage permission is for him or
her by recognizing that the passage permission is output information determined in
accordance with an ID of the user by visually recognizing the output information. Then,
the user passes through the gate device 10.

[0139]
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On the other hand, in a case in which information indicating passage inhibition
is included in the authentication result information, the management mobile terminal 44
outputs the output information and the mark indicating passage inhibition to the display
13 (Step S907). In accordance with this, the guard can recognize that the authentication
result of the user to pass through the gate device 10 is passage inhibition. In addition,
the guard causes the information displayed on the display 13 to be visually recognized by
the user. In accordance with this, the user recognizes that passage is inhibited based on
the mark indicating passage inhibition and recognizes that the passage inhibition is for
him or her by recognizing that the passage inhibition is output information determined in
accordance with an ID of the user by visually recognizing the output information. The
user may talk with the guard for passing through the gate device 10 or the like without
passing through the gate device 10.
[0140]

A gate control device 15 of the gate device 10 receives a gate control instruction
(Step S1101). The gate control unit 151 of the gate control device 15 acquires
authentication result information included in the gate control instruction. An output
information control unit 152 of the gate control device 15 acquires output information
included in the gate control instruction. The gate control unit 151 determines whether
information included in the authentication result information indicates passable or not
passable (Step S1102). In a case in which information indicating passable is included in
the authentication result information, the gate control unit 151 performs control of
passage permission (Step S1103). In a case in which information indicating not
passable is included in the authentication result information, the gate control unit 151
performs control of passage inhibition (Step S1104).

[0141]
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When the control of passage permission is determined to be performed, the gate
control unit 151 outputs information indicating passage permission to the output
information control unit 152. In addition, the gate control unit 151 performs control of
flappers 14 of the gate device 10 such that they are opened (Step S1105). In accordance
with this, a passage area of the gate device 10 is opened.

[0142]

When the control of passage inhibition is determined to be performed, the gate
control unit 151 outputs information indicating passage inhibition to the output
information control unit 152. In addition, the gate control unit 151 performs control of
the flappers 14 of the gate device 10 such that they are closed (Step S1106). In
accordance with this, the passage area of the gate device 10 is closed.

[0143]

According to the process of the eighth example embodiment described above, a
person managing the gate device 10 such as a guard captures an image of a user to pass
through the gate device 10 using the management mobile terminal 44 and, as a result, can
display the authentication result of the user and the shape information determined in
accordance with the identification information of the user on the management mobile
terminal 44.

[0144]

In the eighth example embodiment described above, the information processing
device 20 separately transmits a control instruction to the management mobile terminal
44 and the gate device 10. However, the information processing device 20 may transmit
a control instruction to one of the management mobile terminal 44 and the gate device 10,
and the management mobile terminal 44 or the gate device 10 that has received the

control instruction may transmit the control instruction to the other thereof.
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[0145]

(Ninth Example Embodiment)

In the processes of the first example embodiment to the eighth example
embodiment described above, both the shape information determined in correspondence
with the identification information of the user who is an authentication target included in
the output information and the information representing an authentication result have
been described to be displayed. However, a captured image of the user who is an
authentication target may be further displayed, and the shape information and the
authentication result may be displayed in the captured image. A case in which the
corresponding process is performed by the gate device 10 will be described.

[0146]

When output information and an authentication result (a mark indicating passage
permission or passage inhibition) are displayed on the display 13, the gate device 10
sequentially acquires captured images acquired from the camera 11. By sequentially
displaying the captured images that have been acquired, the gate device 10 can output the
captured images as a moving image. It is assumed that a user is shown in the captured
image. The gate device 10 displays the output information and the authentication result
on the captured image in a superimposing manner. In accordance with this, a user can
simultaneously check his or her face image, the output information, and the
authentication result.

[0147]

In addition, it is assumed that a user and a plurality of persons other than the
user are shown in a captured image captured by the camera 11 of the gate device 10. In
this case, the gate device 10 may identify a face that has generated feature information of

the face as a user of the gate device among a plurality of persons shown in the captured
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image and display only a face image thereof. In accordance with this, even in a case in
which a plurality of persons are shown in a captured image, the output information and
the authentication result can be displayed in the display 13 with being superimposed on
the face image of the user that has been authenticated.

[0148]

In each of the example embodiments described above, although the output
information, the authentication result, and the captured image are displayed on the
display 13 included in the gate device 10, the gate device 10 may display such
information on a monitor that is communicatively connected to a gate device 10 and is
provided near the gate device 10.

[0149]
(Tenth Example Embodiment)

In a case in which a plurality of persons are shown in a captured image that is
captured by the camera 11 included in the gate device 10, the gate device 10 and the
information processing device 20 may perform similar processes for the plurality of
persons.

[0150]

In such a case, the gate control unit 151 of the gate device 10 generates feature
information for each person shown in the captured image and generates each piece of
authentication information including each piece of feature information similar to each of
the example embodiments described above. The gate control unit 151 transmits the
plurality of pieces of authentication information that have been generated to the
information processing device 20. Then, the information processing device 20 performs
a process similar to each of the example embodiments described above based on each

piece of authentication information, generates a gate control instruction, and transmits
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the gate control instruction to the gate device 10.
[0151]

The gate device 10 sequentially receives gate control instructions corresponding
to respective authentication requests. The gate control unit 151 identifies a
correspondence relation between a gate control instruction and feature information of
each face in the captured image. For example, a process ID is included in an
authentication request, and the information processing device 20 stores the same process
ID in gate control instructions corresponding to the authentication request. By
temporarily storing the feature information and the process ID in association with each
other, the gate control unit 151 can identify feature information stored in association with
a process ID using the process ID included in the gate control instruction information.
[0152]

When the gate control unit 151 identifies a correspondence relation between a
process ID corresponding to feature information of a face shown in a captured image and
a gate control instruction, the output information control unit 152 displays output
information included in the gate control instruction and a mark indicated by the
authentication result with being superimposed on a face in the captured image captured
by the camera 11 in the monitor or the like. For example, in a case in which the process
according to the present example embodiment is applied to the seventh example
embodiment described above, the gate device 10 can output the output information of a
person who is a target having a crime history in association with a face image of the
person who is the target. In addition, the gate control unit 151 may perform a process of
recording the output information of a person having a crime history and feature
information of a face of the person who is a target in the information processing device

20 in association with each other.
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[0153]

In accordance with the process described above, in a case in which a capture
image in which a plurality of persons are shown is displayed in a monitor, output
information and a mark indicating an authentication result can be displayed for each of
the plurality of persons. In accordance with this, a manager or the like can manage a
user to pass through the gate device 10 while checking the monitor.

[0154]
(Eleventh Example Embodiment)

Fig. 21 is a diagram illustrating an overview of an information processing
system according to an eleventh example embodiment.

Fig. 22 is a diagram illustrating a processing flow of a management mobile
terminal according to the eleventh example embodiment.

Fig. 23 is a diagram illustrating a processing flow of the information processing
device according to the eleventh example embodiment.

In the eighth example embodiment described above, a gate control instruction
may be configured to be output to the management mobile terminal 44 that is managed
by a guard or the like. Hereinafter, an example of such a case will be described.
[0155]

The guard is assumed to activate a dedicated application recorded in the
management mobile terminal 44 near the gate device 10. The management mobile
terminal 44 is assumed to be communicatively connected to the information processing
device 20 via a communication network.

[0156]
A guard captures an image of a face of a user approaching the gate device 10 to

pass through the gate device 10 using the management mobile terminal 44 carried by the
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guard. The management mobile terminal 44 sequentially acquires image data including
images captured by a camera included in the management mobile terminal (Step S1201).
When the image data is acquired, the management mobile terminal 44 starts to extract
feature of a face shown in an image represented by the image data.

[0157]

The management mobile terminal 44 determines whether feature information of
a face of a person was able to be extracted from an image included in the image data
(Step S1202). In a case in which the feature information of the face was able to be
extracted, the management mobile terminal 44 transmits an authentication request
including the feature information and the network address of the management mobile
terminal to the information processing device 20 (Step S1203).

[0158]

The acquisition unit 21 of the information processing device 20 acquires an
authentication request (Step S1301). The authentication unit 22 calculates the degree of
similarity between the feature information of a face included in the authentication request
and feature information of each of a plurality of faces recorded in the database 104 and
determines whether feature information of which the degree of similarity is equal to or
larger than a predetermined threshold is recorded in the database 104 (Step S1302).
[0159]

In a case in which feature information of a face of which the degree of similarity
with the feature information included in the authentication request is equal to or larger
than the predetermined threshold is registered in the database 204, the authentication unit
22 determines feature information having the highest degree of similarity as feature
information of the same person as the user represented by the feature information

included in the authentication request (Step S1303).
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[0160]

The authentication unit 22 determines whether passage permission information
associated with feature information of the same person as the user indicates passable
(Step S1304). For example, the authentication unit 22 determines whether passage
permission information associated with the feature information of the same person as the
user indicates passage permission. In a case in which the passage permission
information associated with the feature information of the same person as the user
indicates passage permission, the authentication unit 22 determines that the user is
passable (Step S1305).

[0161]

On the other hand, in a case in which feature information of which the degree of
similarity is equal to or higher than a predetermined threshold is not recorded in the
database 204 or in a case in which the passage permission information associated with
the feature information of the same person as the user indicates passage inhibition, the
authentication unit 22 determines that the user is not passable (Step S1306). The
authentication unit 22 generates authentication result information indicating passible or
not passable (Step S1307).

[0162]

In addition, the authentication unit 22 acquires an ID of a user registered in the
database 204 in association with the feature information of the same person as the user.
When the authentication result information is generated, the authentication unit 22
outputs a process start instruction including the ID of the user to the generation unit 23.
[0163]

The generation unit 23 acquires an ID of a user based on the process start

instruction. It is assumed that the ID of the user is represented in a number string of 10
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digits. The generation unit 23 acquires a number string of the last four digits of the
10-digit number string based on the ID of the user. The generation unit 23 generates
output information determined in correspondence with the ID of the user using the
four-digit number string and an output information generation algorithm (Step S1308).
It is assumed that the output information is information that represents a shape.

[0164]

The output unit 24 acquires the authentication result information generated by
the authentication unit 22 and the output information generated by the generation unit 23.
The output unit 24 generates a control instruction that includes the authentication result
information and the output information (Step S1309). The output unit 24 acquires a
network address of the management mobile terminal 44 included in the authentication
request (Step S1310). The output unit 24 transmits a control instruction addressed to
the acquired network address of the management mobile terminal 44 (Step S1311).
[0165]

The management mobile terminal 44 carried by the guard receives the control
instruction (Step S1204). The management mobile terminal 44 acquires an
authentication result from the control instruction. The management mobile terminal 44
determines whether information included in the authentication result information
indicates passable or not passable (Step S1205). In a case in which information
indicating passible is included in the authentication result information, the management
mobile terminal 44 outputs the output information and a mark indicating passage
permission to the display 13 (Step S1206).

[0166]
In accordance with this, the guard can recognize that the authentication result of

the user to pass through the gate device 10 is passage permission using the management
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mobile terminal 44. In addition, the guard causes information displayed on the display
13 to be visually recognized by the user. In accordance with this, the user recognizes
that passage is permitted based on the mark indicating passage permission and recognizes
that the passage permission is for him or her by recognizing that the passage permission
is output information determined in accordance with an ID of the user by visually
recognizing the output information. Then, the user passes through the gate device 10.
Alternatively, a guard can determine passible/not passible using the management mobile
terminal 44 and thus, even at a place at which the gate device 10 cannot be introduced,
can perform entrance management of users using the management mobile terminal 44.
[0167]

On the other hand, in a case in which information indicating passage inhibition
is included in the authentication result information, the management mobile terminal 44
outputs the output information and the mark indicating passage inhibition to the display
13 (Step S1207). In accordance with this, the guard can recognize that the
authentication result of the user to pass through the gate device 10 is passage inhibition
using the management mobile terminal 44. In addition, the guard causes the
information displayed on the display 13 to be visually recognized by the user. In
accordance with this, the user recognizes that passage is inhibited based on the mark
indicating passage inhibition and recognizes that the passage inhibition is for him or her
by recognizing that the passage inhibition is output information determined in
accordance with an ID of the user by visually recognizing the output information. The
user may talk with the guard for passing through the gate device 10 or the like without
passing through the gate device 10.
[0168]

According to the process of the eleventh example embodiment described above,
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a person managing the gate device 10 of a guard and the like captures an image of a user
to pass through the gate device 10 using the management mobile terminal 44 and, as a
result, can display the authentication result of the user and the shape information
determined in accordance with the identification information of the user on the
management mobile terminal 44.

[0169]

(Other Example Embodiment)

In each of the example embodiments described above, the information
processing system 100 in which the gate device 10 and the information processing device
20 are connected via a communication network has been described. However, the
information processing system 100 may be a computer system in which a device other
than the gate device 10 and the information processing device 20 are connected via a
communication network.

[0170]

For example, the information processing system 100 may be a guiding device, a
ticketing machine, an automatic vending machine, or any other device instead of the gate
device 10. Such devices will be referred to as display devices. In such a device, at
least a device acquiring biometric information such as a camera (a camera, a fingerprint
scanner, a vein scanner, or the like) and a display may be provided. The information
processing device 20 may be configured not to perform the authentication process. In
such a case, the display device transmits a process request including feature information
of a face of a user to the information processing device 20. The information processing
device 20 similarly generates shape information based on feature information of the face.
The information processing device 20 transmits shape information to the display device.

The display device receives the shape information and displays the shape information on
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the display. In accordance with this, a user can check shape information determined in
accordance with identification information of the user.
[0171]

In each of the example embodiments described above, although the process is
performed using the feature information of a face, other biometric information such as
iris information may be used instead of the feature information of a face. In other
words, the gate control unit 151 acquires iris information of the eye of a user from a
captured image. The information processing device performs a similar process using
the iris information instead of the feature information of a face in each of the example
embodiments described above. The biological information may be any other
information such as fingerprint information, vein information of a palm, or the like.
[0172]

(Minimal configuration)

Fig. 24 is a diagram illustrating a minimal configuration of an information
processing system.

Fig. 25 is a diagram illustrating a processing flow of the information processing
system representing the minimal configuration.

The information processing system 100 at least includes an acquisition means
241, a generation means 242, and an output means 243.

The acquisition means 241 acquires biological information of a target (Step
S2101).

The generation means 242 generates output information determined in
correspondence with identification information using the identification information
associated with the biological information (Step S2102).

The output means 243 outputs the output information (Step S2103).
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[0173]

As above, although each example embodiment of this disclosure has been
described with reference to the drawings, a specific configuration is not limited to such
an example embodiment, and a design change, and the like in a range not departing from

the concept of this disclosure are included therein.

Reference Signs List
[0174]
1 Gate main body
4 Mobile terminal
10 Gate device
11 Camera
13 Display
15 Gate control device
151 Gate control unit
152 Output information control unit
153 Communication control unit
20 Information processing device
21 Acquisition unit (acquisition means)
22 Authentication unit
23 Generation unit (generation means)
24 Output unit (output means)

100 Information processing system
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CLAIMS

1. An information processing system comprising:
an acquisition means configured to acquire biological information of a target;

a generation means configured to generate output information indicating a
combination of a plurality of pieces of determined information, representing shapes or
colors, determined in accordance with a plurality of characters included in a character
string and positions of the plurality of characters in the character string, using
identification information, including the character string, associated with the biological
information; and

an output means configured to output the output information,

wherein the generation means identifies, for each of the positions of the plurality
of characters in the character string, a piece of determined information associated with a
character range in which a character at a position is included, among a plurality of
character ranges each including a plurality of different characters, to generate the output

information.

2. The information processing system according to claim 1, wherein the generation
means generates the output information determined in correspondence with the
identification information using the identification information and an output information

generation algorithm.

3. The information processing system according to claim 2,
wherein the output information generation algorithm is an algorithm generating

the output information by combining the plurality of pieces of determined information
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determined in accordance with characters included in the character string and positions of

the plurality of characters in the character string.

4. The information processing system according to claim 3, wherein the generation
means identifies positions of the shapes represented by the output information in
accordance with the plurality of characters and the positions of the plurality of characters

in the character string.

5. The information processing system according to any one of claims 1 to 4,
wherein the generation means acquires related information relating to the target
associated with the identification information and generates the output information

further including the related information.

6. The information processing system according to any one of claims 1 to 5, further
comprising a gate device including an output device that is an output destination of the
output information,

wherein the acquisition means acquires the biological information acquired by a
biological information reading device included in the gate device, and

wherein the output means outputs the output information to the output device.

7. The information processing system according to any one of claims 1 to 6,
wherein the output means acquires output destination information representing a terminal
carried by the target associated with the biological information and outputs the output
information to the terminal carried by the target based on the output destination

information.
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8. An information processing method comprising:

acquiring biological information of a target;

generating output information indicating a combination of a plurality of pieces
of determined information, representing shapes or colors, determined in accordance with
a plurality of characters included in a character string and positions of the plurality of
characters in the character string, using identification information, including the character
string, associated with the biological information; and

outputting the output information,

wherein the generating includes identifying, for each of the positions of the
plurality of characters in the character string, a piece of determined information
associated with a character range in which a character at a position is included, among a
plurality of character ranges each including a plurality of different characters, to generate

the output information.

9. A program causing a computer of an information processing system to function
as:

an acquisition means configured to acquire biological information of a target;

a generation means configured to generate output information indicating a
combination of a plurality of pieces of determined information, representing shapes or
colors, determined in accordance with a plurality of characters included in a character
string and positions of the plurality of characters in the character string, using
identification information, including the character string, associated with the biological
information; and

an output means configured to output the output information,



68

wherein the generation means identifies, for each of the positions of the plurality
of characters in the character string, a piece of determined information associated with a
character range in which a character at a position is included, among a plurality of
character ranges each including a plurality of different characters, to generate the output

information.





