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SYSTEM AND METHOD UTILIZING BIOMETRIC IDENTIFICATION FOR CONTROLLING ACCESS TO EVENTS AND
TRANSPORTATION SYSTEMS

Field of the Invention

The present invention relates generally to a financial transaction system and method
5 for providing debit or credit/charge functions and enabling ingress/egress to balls, stadiums,
public mass transit networks, and the like dsing biomewric. identification procedures.

Back nd of the Inventio;

Public transit systems have Jong accepted cash or metal tokens, sometimes received
by unattended mechanical turnstiles, to control entry into the system. Increasingly, such
10  transit systems are using machine-readable tickets or "farecards” encoded with a fare
balance, ‘which is debited by the appropriate fare as the user enters and/or exits the transit
system.
The farecards have several advantages over metal tokens. They are lighter in
weight, difficult to forge, can be used by the traveler for a large number of trips without
15  replenishment, and make it possible to increase revenue and fairly allocate costs by
- dynamically varying the charge for a trip, based on distance traveled, peak/off peak travel
times, etc. However, farecards are still "tokens” in the sense that they are a physical
artifact that must be carried by the transit user to access the system. Further, these tickets
typically wear out rapidly and it is a challenge to provide these tickets in a form that is
20 durable enough to withstand normal use, yet not prohibitively expensive. Thus, for several
reasons it would be desirable if artifacts such as farecards and tokens could be substantially
eliminated from the process of controlling access to the transit system.
Airlines similarly depend on tickets to determine who will be allowed to board an
aircraft. Unauthorized resale of tickets and security concerns about allowing unidentified
25  persons on board an aircraft has recently led the Federal Aviation Administration, and
airlines, to require that passengers show identification when checking in, in addition to a
ticket.
Access to sporting and cultural events held in stadiums, concert halis, and the like
is normally obtained by purchasing a ticket which is then shown to obtain admission.
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Reliance on a ticket "artifact” as the sole arbiter of admission leads to an aftermarket for
tickets, which may pass through many hands before they reach a person who actually
wishes to attend the event. Although ticket "scalping” is illegal in many jurisdictions,
popular events often sell out quickly. Scalpers create an artificial scarcity by purchasing
all the available tickets with the intent of reselling them. Thus, persons with an actual
interest in attending an event may have no alternative to purchasing tickets from a reseller
of unknown reputation, and at an inflated price.

To the extent the ticket resellers create an artificial scarcity of tickets by hoarding
ticket inventory, it would be desirable to pmvenf this practice. To the extent that ticket
resellers provide a useful economic service by ensuring that tickets are allocated to their
highest valuing user, it would be desirable to provide event.organizers with a mechanism
to recoup a fair share of the additional value attaching to the tickets after they leave the box
office, since it is the demaﬁd for the performance that generates this excess value, and not
necessarily the ticket resellers

With widespread availability of high quality color copiers, another ticket-related
problem is introduced. There is a great danger that a ticket bought from a party other than
the official box office or authorized ticketing agency will be a forgery. Recently, in
professional football stadiums, persons arriving for a game have discovered that numerous
other people have tickets for the same seats, due to sales of multiple ticket copies by
forgers. _
- Previous efforts to develop effective systems for controlling access to transportation
and financial accounts have not provided a solution for these problems. U.S. Patent
5,485,520 to Chaum et al. shows a system that collects highway tolls from moving vehicles
without requiring them to stop. This is accomplished, however, by using an in-vehicle
transmitting unit (an artifact) to identify the vehicle, then billing the user’s credit card or
other account for tolis incurred.

Other prior systems use biometrics to provide identification for secured access to
areas and financial transactions. For example, U.S. Patents 5,615,277 and 5,613,012 to
Hoffman et al. control access to computer systems and financial accounts using biometric-
identification procedures. U.S. Patents 5,572,596 to Wildes et al., 5,280,527 to Guliman
etal., 5,177,342 to Adams, 5,336,870 to Hughes, 5,471,203 to Sasaki, and 4,210,899 to

Swonger et al. similarly show systems using biometrics for identification purposes.

————

Sheet Has Been Replaced

T




10

15

25

» = e

=
¥

WO 99/06928 . PCT/US98/07625

-3-

However, none of these prior systems provide an access co"mrol and billing system that is
particularly adapted to operate in a transit and event environment.

The transit access and ticketing issues noted above have traditionally been viewed
as separate problems. There has been no effective system in either reaim which would
allow a person to register at the time of a ticket or fare purchase, and then obtain later
delivery of the purchased service (e.g. access to a transit system or entry to an event)
without carrying an artifact. Thus, the inventor believes there is a need for an improved
system and method for registration and delivery of these transportation and event access

services.

Summary of the Invention

Therefore, it is a general object of the present invention to provide an improved
biometric access control and user billing system for events, tourist attractions, and transit
systems.

Another object of the invention is to provide an improved access control and user
billing mechanism which uses biometric identification techniques to eliminate the need to
carry artifacts or remember identifying numbers.

Amnpther important object of the invention is to provide an improved biometric
ticketless identification system which facilitates making airline reservations, checking in,
and boarding of aircraft and provides enhanced verification and enhanced security features.

A further object of the invention is to provide a system and method for controlling
ingress to fee-for-access areas by charging the accounts of registered users based on a
tokenless biometric identification at an entry point to the area.

Another object of the invention is to provide an improved system and method for
expediting fare collection in a mass transit system using coordinated biometric identification
of preregistered users at both ingress and egress points to determine variable fares to be
charged to user accounts.

A further object of the invention is to provide improved systems and methods for*

acquiring an iris image in a high volume turnstile-type application with minimal effort by

users to position their eyes for scanning.
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Another object of the invention is to provide a system and method for biometrically
associating reservations or tickets with a party, and transferring the reservations or tickets
to another party, whilé collecting a transfer fee for this service.

An additional object of the invention is to provide a system and method for charging
access or user fees baséd on biometric identification of an anonymous user holding a deposit
account.

Another object of the invention is to provide an improved biometric identification
system suitable for high volume, general public use which selectively uses an electronic
camera array to acquire an image of an iris or other identifying feature.

It is also an object of the invention to provide a system and method for providing
a network of biometric identification and billing systems to facilitate intermodal access by
registered users to geographically diverse transportation systems, arenas, etc.

Another object of the invention is to provide a biometric identification and billing
system to collect usage or access fees from users which storeé account codes for users, the
presence or absence of specific codes causing special operations of the system different
from other operations.

Yet another object of the invention is to provide a system for charging user accounts
for access to areas or systems, based 6n biometric identification of the user. ,

A further object of the invention is to provide a system for charging user accounts
for access to areas or systems, based on biometric identification of the user, which also
provides point-of-purchase scanners within the defined area or system, for charging goods
or services to the user account.

A more specific object of the invention is to provide an improved system and
method for expediting fare collection in a mass transit system using biometric identification
of preregistered users with automated account charging.

Another object of the invention is to provide a biometric access control and
accounting system which is electronically connected to a financial network to facilitate
charging users for ingress and/or egress to areas or systeﬁns.

Additional objects of the invention will be apparent to those skilled in the art uport
examination of the specification, including the drawings and claims.

These objects and others are achieved by providing an integrated access control and
accounting systern which identifies registered users by scanning a stable biometric
characteristic as the user passes through a checkpoint. An account associated with the user

I
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js then debited by 2 ticket charge, usage fee, fare, or othe charge appropriate to the site
or conveyance accessed through the system. In various preferred embodiments, the system
is connected to a financial network for processing of charges, and point of purchase stations
are provided within the controlled area so that registered users may charge goods and
services to their accounts without carrying cash or other artifacts.

Brief Description of the Drawings

Figure 1a is a block schematic diagram showing an access control and accounting
system according to the present invention;

Figure 1b is a front view of a turnstile apparatus of Figure 1, showing one
embodimetit of entry signals and height detectors according to the invention;

Figure 2 is a flow chart showing an access purchase and biometric registration
process of the present invention;

Figure 3 is a flow chart showing operation of a biometric access verification and
accounting ‘process used with the apparatus of Figure 1,

Pigure 4 is a block schematic diagram of an intermodal computer network
embodiment of the invention;

Pigure 5 shows a process for providing visual and/or audio indications to a user, to
indicate when identity has been validated and entry is possible, and for adjusting system
operation based on stored user profile codes;

Figure 6 is a flow chart of a preferred process according to the present invention for
an air travel application;

Figure 7 is a block schematic diagram of an embodiment particularly adapted for
use in a sporting arena environment; and

Figures 8a and 8b are a side sectional view and front view, respectively, of the
operating equipment of another embodiment of a high throughput biometric turnstile
according to the present invention;

Figure 8c is a front view of a person to be scanned, showing the positioning of £
lamp to create desired illuminating effects;

Figures 9a and 9b are flow tharts showing entry and exit processing in a system that
varies charges depending on the point of entry or exit;
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Figure 9c is a block schematic diagrani of a system including biometric turnstiles
at both entry and exit points.

Detailed Description of the Preferred Embodiments

The present invention relates generally to a integrated financial transaction system
and method for providing debit or credit/charge functions and enabling ingress/egress to
halls, stadiums, public mass transit networks, and the like using biometric identification
procedures. The systems and methods of the invention will be described in terms of
operation in exemplary applications, such as mass transit and sporting event arena access.
However, it should be recognized that the systems and methods disclosed may be applied
with minor modifications to a variety of locations where it is advantageous to provide an
ingress/egress control system closely coupled with an accounting function, including movie
theaters, theme or amusement parks, concert halls, museums, etc.

. These applications fall into several categories: (1) applications where a generally
unlimited number of admissions to the same area are possible(e.g. theme parks, museums,
and mass transit systems); (2) applications where a limited number of admissions are
possible and those admitted have an assigned seat, so that the system of the present
invention must incorporate an operationally coupled prior reservation, registration, and
seating assignment system (e.g. airlines, stadiums, concert ‘halls); and (3) hybrid
applications where the number of admissions must be controlled within a defined limit, but
reservations and seat assignments are not required (e.g. movie theaters). Examples of
implementations of the invention in each of these categories will be described below. Those
skilled in the art will appreciate that the examples given can be readily adapted, in each
case, to venues having similar operational characteristics.

The invention will be described initially with reference first to Figure 1a. As shown
in Figure 1a, system 100 includes one or more turnstiles 102, operably connected to scan
control and accounting computer 104, which is connected to database 106, one or more
registration stations 108, and optionally to financial network 110.

Registration station 108 includes a biometric sensor 112 which captures real time
data corresponding to a stable physical characteristic of a person such as a fingerprint, palm
print, full facial image, features of the iris of the eye, eye retinal pattern, body thermal
image, or DNA pattern. In a preferred embodiment, biometric sensor 112 scans the iris
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of the eye and records its features for recall and cox‘ﬁpaiﬁson. Biometric sensor 112,
registration ‘station 108, and scan control and accounting computer 104 are preferably
constructed to incorporate a System 2100 host processor/central enroltment unit sold by
IriScan, Inc. of Mt. Laurel, New Jersey, as well as associated software for searching the
database and matching iris images, also available from IriScan, Inc. Operational principles
for iris recognition software are disclosed in U.S. Patent 5,291,560 to Dr. John Daugman
and other issued and pending patents assigned to IriScan, Inc.

Financial network 110 provides a data link to a financial institution and/or credit
transaction processing center to permit the scan control and accounting computer 104 to
process credit transactions, verify creditworthiness, and transmit requests to debit accounts
at the financial institution. The data link may be used to process payments for each
purchase nsing system 100, or to create a credit balance with the system 100, recorded in
scan control and accounting computer 104, which can be drawn against by a user having
an account containing the credit balance.

Datdbase 106 stores the biometric data collected by biometric sensor 112 at
registration station 108 for each user, in conjunction with information about the services
purchased by that user. For example, in a typical mass transit access control system
according to the invention, each rider would have identifying biometric information stored
in database 106, along with an account balance equivalent to a farecard balance. Typically
this account balance would be established by debiting the user’s bank account or credit card
by a predetermined amount, such as $30, using the connection to financial network 110.
In a typical arena or hall ticketing system according to the invention, each patron, or a
single representative of each patron group who purchased the tickets, would bave
identifying biometric information collected and stored. The patron’s record would also
identify the event or events for which tickets were purchased, and particular assigned
seating for the event(s).

In each of these two examiples, when the user or patron wishes to attend the event
or use the transit system or the like, the user or patron wilt enter one of the turnstiles 102
and submit to a biometric scan. The biometric scanners in turnstiles 102 will capture a real
time stable physical characteristic image (such as an iris pattern) directly from a person;
encode the image; and compare the encoded image to stored physical characteristic data in
database 106. If the captured image is not recognized as corresponding to any of the stored
data access is denied and the user or patron is directed to seek assistance from onsite
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personnel, or through an intercom or video conference system. Although the system is
described herein in terms of the iris scanning embodiment, the biometric sensors used may
rely on any stable physical characteristic or on a combination of such characteristics for
identification purposes. What is important is that the characteristic or characteristics chosen
be capable of nniquely identifying an individual as the authorized individual who purchased
the seats or transit access, within an acceptable margin of érror.

One or more point of purchase scanning computérs 111, with associated biometric
scanners 112, may be connected to scan control and accounting computer 104 so that users
within the transit system, hall, arena, etc. may obtain goods and services by submitting to
a further biometric scan at the point of purchase. Such points of purchase may include
newsstands, concessions, retail stores, and various services provided within the fee-for-
access area accessed through turnstiles 102. Goods and services purchased in this manner
result in debits to user accounts which are accomplished according to any of the methods
described herein. Point of purchase scanning computer 111 may optionally be provided
with a copy of database 106 and with software for real-time matching of a biometric scan
from scanner 112 with a corresponding user record from database 106. This software may
be identical to that provided.in scén control and accounting computer 104. In this
embodiment, point of purchase scan computer 111 performé user identification
independently of the operation of scan control and accounting computer 104, and when
identification is compiete, may either directly initiate a charge to one of user’s financial
accounts using financial network 110 (to which point of purchase scanning computer 110
is connected), or may pass one or more information packets to scan control and accounting
computer 104 specifying the user account, purchase amount, and information about the-
purchase, so that scan control and accounting computer 110 may debit the user account or
accounts in a predetermined manner as will be described in more detail below.

If point of purchase scanning computer 111 is pmvided with a standalone copy of
database 106 .containing user account and biometric data, this database copy may be
continually updated in real time, or may be updated periodically (e.g. once a day during
the early morning hours) from the master registration database associated with scan contrdl
and accounting computer 104. For simplicity, only one turnstile installation and point of
purchase system are shown in Figure 1a, but it should be understood that one such scan
control and accounting system 104 may be designated to control 2 master database which
is updated from many registration stations throughout the associated transit systems and/or

e
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event locations. These updates may be continuous or may be petformed at intervals, either
using a communications network or through personnel visiting the site and manually loading
an updated copy of the database from electronic media. Transmitting this information
electronically through a secure communications network is preferred in most cases, but a
manual loading process may be appropriate in installations where communications
infrastructures are limited or where the system to be loaded is located in a remote area.
This database may serve, and/or may be replicated at, a plurality of scan control systems
which coritrol the operation of turnstiles af a plurality of locations. The accounting and
financial network interface functions of computei' 104 may be centralized at a single scan
control and accounting computer 104 or may be distributed through a plurality of such
systems, and these options are avéilable independently of whether the database is centralized
or replicated at multiple locations.

In 2 preferred embodiment, turnstiles 102 are arranged withi a dogleg shape having
a first passage portion 114 at an angle of 30 degrees, 45 degrees, or between 30 and 45
degrees 10°a second passage portion 116. First passage portion 114 has an entrance 118 at
which heiéht scanner 120 is located. A biometric sensor 112 is located in each turnstile
near the junction of first passage portion 114 and second passage portion 116, so that a user
approaching biometric sensor 112 through passage portion 114 can present his iris for

‘scanning by turning his head slightly toward biometric sensor 112. Biometric sensors 112

located in turnstiles 102 are connected to height sensors 120 of each turnstile respectively,
and are provided with an antomatic aiming adjustment for the image gathering mechanism
in biometric sensor 112. The aiming adjustment responds to the output of the height sensor
to adjust the vertical aim of the image gathering mechanism, so that it adapts to users of
various heights and captures the image of the iris of users regardless of their height.
Turnstiles 102 may also be arranged in other manners, for example, in a straight
(non-dog-leg) orientation, depending on the space available on site. However, the dogleg
orientation is preferable when the biometric sensor 112 is an iris scanner, because this
configuration positions the user’s eye more naturally with respect to biometric sensor 112
as the user passes through the turnstile. ¢
Biometric sensor 112 is separated from height sensor 120 by the length of first
passage portion 114 to allow time for the automatic aiming adjustment to operate as the
user walks from height sensor 120 to biometric sensor 112. Depending on the speed of the
aiming adjustment response, the fength of first passage portion 114 may be very short, or
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may be'5 feet to 6 feet in length or more, if several seconds time is needed after the point
of height detection to achieve the desired aiming adjustment.

Each turnstile 102 may further include a turnstile barrier mechanism 122 at the exit
point of turnstile 102. The preferred embodiment for mass transit and stadium applications
would include such a barrier mechanism 122 to enhance crowd control and minimize
requirements for monitoring and security personnel. However, for airplane loading and
other applications where an attendant will be present at the entry point, the barrier
mechanism may be omitted. In fact, in such applications where space is at a premium and
other security measures are already in place, the walls defining first passage portion 114
and second passage portion 116 may be omitted so that turnstile 102 is an identification

.station effectively consisting only of biometric sensors 112 and associated indicating,

signaling, computer, and communications components. In this embodiment, the system is
located at a threshold, or point of entry or exit, but provides only an indicational barrier
and not a physical one. Thus, the form of the means selected for providing a turnstile
function may encompass a broad range of degrees of physical barrier provided, and may

-in some embodiments provide only an access permission indicator without any form of

physical access prevention. _ _

Turnstile barrier mechanism 122 is connected to scan control and accounting
computer 104, for example, by a serial digital data connection through a standardized serial
port on computer 104, and associated interface on barrier mechanism 122. Turnstile barrier
mechanism 122 can be selectively actuated by scan control and accounting computer 104
after valid identification of the user and validation of the user account, to permit the user
to enter the controlled area. Turnstile barrier mechanism 122 can be a mechanical turnstile
that selectively physiéally opens or unlocks to permit entry, or may be an optical turnstile
which sounds an alarm if an infrared beam crossing second passage portion 116 is broken
without the user first being authorized through the identification scan of biometric sensor
112. One example of an optical turnstile is the Model HP100 system manufactured by
Omega Optical Turnstiles of Walout Creck, California. This turnstile is designed to
provide access in response to presentation of an access card. The operational control of thé
turnstile may be modified (according to the present invention) by removing the card
scanning and authorization system, and connecting the turnstile sensing and alarm system
to instead provide access in response to an “open” command signal from scan control and
accounting computer 104. If the user crosses the infrared beam of the optical turnstile
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without first obtainin’é H\ithorization through the scan of Ei';):iietric sensor 112, an alarm will
sound. Crossing of the beam by the user resets the turnstile 102 to permit the next user to
enter at entrance 118 and undergo the authorization process.

In prior art applications where iris scanning is used to control access to secured
areas, the iris scanner is typically activated by a "start" button on biometric sensor 112
which is pressed by the user. In the present invention, however, it is most preferred to
operate sensor 112 without a start button, in a free run mode wherein sensor 112 is
continually attempting to acquire an iris image and automatically resets and retries
recognition after any unsuccessful attempt at recognition, without the user taking any action.

In the case of multiple ticket purchases (e.g. if the user has purchased four seats for
an opera), the validation of that user’s identity will sequentially actuate barrier mechanism
122 to allow all of the assembled members of the user’s party to enter. For example, if
four tickets were purchased by a person, four persons would be allowed to proceed through
barrier mechanism 122 without sounding an alarm, upon validation of the purchaser’s
identity at biometric sensor 112,

The operation of the system is controlled by scan control and accounting computer
104, which is operably comnected to both monitor and control all of the biometric sensors
112, height sensors 120, and barrier mechanisms 122 in the manner described herein.

The identification certainty level of the biometric comparison performed by scan
control and accounting computer 104 can be adjusted appropriately depending on the
circumstances and the nature of the access provided. For example, the harm associated
with allowing a person to ride a transit system without an appropriate charge to his account
may in some cases, particularly at peak load times, be considered more acceptable than
passenger inconvenience associated with a backup at the turnstile due to an identification
failure. It may be desirable to reduce the confidence level required for a match at such
times, yet user accounts should be protected against accidental charges incurred by another
person. Thus, in some instances a user may be allowed to enter without a charge to any
account if the system identifies a probable but not definite match, if the identification is at
a confidence level that is sufficient to make it worthwhile not to inconvenience that ridet
and those behind him, but not sufficient fo justify a definitive charge to his account.

In one embodiment appropriate for transit systems, turnstiles 102 may be provided
both at the user’s entry point and at an exit point, similar to the placement of conventional
farecard readers in the Washington D.C. Metrorail transit system, so that scan control and
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accounting computer 104 can record the entry point in database 106 and then later learn the
exit point, to calculate the correct fare to be deducted from the user’s account based on
distance traveled. Flowcharts of the entry and exit processmg required for such a system
are shown in Fxgures 9a and 9b, respectively, while a- block schematic diagram of the
system with both entry: and exit turnstiles is shown in Flgure 9c.

As shown in Flgure 9a, begummg with Block 902 upon a user presenting himself
at a turnstile, the user 1s 1dent1fied biometrically in the manner described above. Next, in
Block 904, the entry pomt ‘(station identification) i is recorded in database 106 of scan control
and accounting compurer 104 (both shown in Flgure 9c)_._ ‘The entry point information is
stored in correlation-'ir_it_lr the user’s identification, and may thus be stored either in
conjunction with the us_er record in database 106, or ina separate database along with some
form of user identifier' In Block 906, the user record is -'ﬂ'agged as being "in system" to
facilitate accounting and egress identification. This ﬂaggmg operation may be performed
by setting a flag in the user accounting record in database 106, or a separate list of users
who are "in system" may be maintained and referenced to a_chlevc similar operating results.

Referring now to Figure 9b, the images collected by the biometric scanners located
at the exit point can be-appropriately- cornpared with a sﬁbset of the overall database of
stored images, representing persons who have entered 3-th'e.' transit system but have not
exited, as shown in Blo_e_k 908. Thls operation is facﬂitéfed by the previous storage of
information indicating. iﬁrho is in the system, as described above Making the comparison

_ to this subset of i 1mages, whlle excluding other stored user 1mages, increases system search

and response speed. The confidence level required for a match at the exit point may be
downgraded, as compared to the confidence level required to determine entry, since it is
assumed that a match at the exit point should definitely be found with a person “in the
system” at that time. Of oourse, if no match is found to a user of record in the system,
control passes to Block 910 for error processing. In Block 910, the search may be
expanded in a second phase to encompass all available image records, the user may be
directed to see an atnendant for assistance, an indicator may b__e provided, and other desired
error processing and s_iérialling may occur.

Figure 1b shows entrance 118 to turnstile 102 which is provided with a height sensor
120. As shown in Figure 1b, height sensor 120 may be a series of closely spaced light
beam transceiver units 128 paired with associated reflectors 130. Four such pairs are

shown as an example, but 8, 12, or more pairs may be provided to obtain a desired
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increment of height detection to properly align the image scanning camera of biometric
sensor 112 with the} {fié of the person entering the ti¥fbile, In operation, the system
determines the height of the user by identifying which light beams are interrupted as the
person passes through entrance 118. The height of the individual can be estimated as less

5 than the lowest beam which is not interrupted, and greater than or equal to the height of
the highest beam which is interrupted. In particularly preferred embodiments, the height
sensor 120 may use a tracking infrared or laser mechanism to intelligently measure the
height of the customer. :

Figure 1b further shows indicators 124 and 126 which may be colored green and

10  yellow and visually indicate “GO” and “WAIT,” respectively, under control of scan control
and accounting computer 104. The WAIT light 126 will be illuminated while a person is
being scanned to obtain access, to indicate to subsequent persons that they should wait
before passing through height detector 120. When a user has been authorized and the
barrier mechanism 122 has been released to allow that person to continue through the

15  turnstile, WAIT iight 126 is extinguished and GO light 124 is ifluminated to indicate that
the next person in line may proceed.

Figure 2 is a flowchart showing a record creation sequence according to the present
invention, which may be implemented using the equipment shown in Figures 12 and 1b, and
in particular, the registration station 108. Registration station 108 is preferably an

20 automated ticketing station, but may also be attended by an operator. Referring now to
Figure 2, in the first step (block 202), registration station 108 receives information from
the user or from an attendant about the type of purchase desired by the user (for example,
a certain number of a selected class of tickets to a particular event, or a predetermined
credit toward transit fares to be incurred). Payment and/or payment information is

25 obtained, as by the swipe of a credit or debit card, insertion of cash, or provision of bank
account information for debiting purposes. The sale of the ticket(s), transit fare credit, or
the like is then recorded in database 106 (shown in Figure 1a).

A PIN number or other similar security code selected by the user is preferably
recorded at the time of purchase. This code may subsequently be used by the user as &

30 form of identification in case of difficulty with the biometric identification system. The
PIN or security code may also be used by the purchaser if he wishes to authorize another
person to use the tickets without his presence, i.e. if the tickets are a gift. In this case, the
original purchaser will give the PIN number to the intended user, and such intended user
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will be permitted to re-register the tickets on the assumption that any person possessing the
security code or PIN number chosen at the time of purchase is authorized to perform such
re-registry. '_ ' | _

In the next step, shown in block 204, the user’s biometric information is obtained.
As noted above, any kﬂan desired biometric quantity may be used for identification, but
in the preferred embodlment an iris pattern is obtained: through biometric sensor 112
attached to reglstratlon station 108.

Finally, in blo_c;k 206, the biometric scan information is stored in database 106 in
association with the récor_d of the user showing the services or access purchased by that
user. In this manner,-:.the biometric information is available to identify the user at a future
date when the user wxshes to use the tickets or fares purchased in this manner.

Preferably, thé purchaser’s biometric data is also stored with information identifying
that person, so that subsequent purchases can be made withbut the physical presence of the
purchaser. Once his biori;etric information is on file, a user may subsequently telephone
a box office and order_!;ic_k;ts, to be picked up based on the user’s biometric data associated
with the pre-existing account. Other purchases, such as concessions, gift shop, news stand,
and other purchases within the transit system, stadium, or hall, may also be charged to the
user’s account based on a biometric scan at a stétion provided for this purpose.

In the case of transxt usage, it may be particularly da_irable-for the rider to arrange
for automatic charges to his credit card or bank account whenever his balance drops below
a defined threshold. For-.example, an initial account balance of $30 may be established,
and usage fees, fares,' ticket fees, concession charges, ctc. may be applied against this
balance. Then, when the balance drops to zero or some predetermined minimum threshold
such as $5, another $30 charge may be applied to the user’s credit card or bank account,
to again provide a ready balance against which the user can charge purchases, fares, etc.
Database 106 will stojféﬁ i_nformation identifying the account as one which authorizes such
automatic charges, and scan control and accounting computer-104 will process the charges
through financial network 110 as appropriate.

Payment for the goods and services which may be obtained on the user’s account
may be made through any desired mechanism, although electronic transactions are preferred
in view of the volume ;df transactions experienced in the typical application of the invention.
The method or methods of payment to be used for a particular account are indicated by a
code and requisite data (e.g. -account numbers) stored in the database at the time of

—_—— 3
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registration. Different payment methods may be used for different types or dollar values
of purchases, if desfed For example, debits to an intdrili deposit account may be used
for transit fare purchases, while other types of purchases are processed as direct credit card
transactions. Alternatively, amounts under a limit such as $5 are charged to a deposit
account, while larger amounts are charged to the user’s credit card. User and/or system
preferences for payment mechanisms are recorded in the databaSe. User preferences are
accepted by the system based on a predetermined rule set. User preferences are also
limited, where applicable, by the creditworthiness of the user or the willingness of the
operating entity to extend credit to the user. |

There are several payment mechanisms that are particularly preferred in the context
of this invention. Al of these methods involve creating a debit to an account held by the
user. This debit may be either to an internal or external account with respect to the system.
Also, the account may be a credit account or a deposit-type account with a positive balance
against which charges are deducted. One particularly preferred method is the deposit
account mechanism described above, where an initial account balance is established, with
automatically triggered replenishment of the balance as it becomes depleted. This method
is particularly useful in transit applications where the user may incur regular small charges
in daily commuting. Another possible mechanism is an immediate debit to one of the user’s
accounts for each charge made using the system. Because of transaction processing costs,
this mechanism may be less desirably applied to frequent, small charges, but may be highly
desirable for larger charges such as air fares or the purchase of team logo items in a
stadium.

The account debited in this mammer might be a credit card account or a financial
institution account belonging to the user. However, a credit account internal fo the system
might also be established, with billing to the user monthly or at another convenient interval.
A hybrid of these two methods may also be provided. In the hybrid approach, a credit-type
account is created intermal to the system and various charges are accumulated for a
predetermined period, such as one day, one week or one month. The total charges during
that interval are then transmitted in a single transaction to the user’s credit card account of
paid in an electronic funds tramsfer from the user’s financial institution account. In this
case, if the total charges to a user’s internal charge accom;t exceed a predetermined dollar
value, or established credit limit, the charges may be paid off by charging a credit card or
bank account even if the predetermined period has not yet elapsed.
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Sensitivity to privacy concerns is important in implementing the present invention.
The level of detail pgovided in billing statements or confirmation statements should be
carefully selected to érovide information sufficient to satlsfy the user that charges made
were legitimate, wiﬂléut transmitting information that might be sensitive. For example, it
may be desirable to indicate on a statement the number of tfénsit trips made in a week or
month and the total fare, \jyhile omitting information such as the date, entry and exit station,
and exact times of entry and exit for each trip. Detailed information identifying each
transaction, and a transéc':tion identificationt number or code assigned at the time of the
transaction, is preferapiy: recorded in the billing. computer system in case of a customer
inquiry about the accuracy of the bill. The user’s account record may have each relevant
transaction identiﬁcaﬁ,dn ﬁumher or code entered therein so that detailed information can
be obtained in case of :a_n inquiry or challenge. However, .dgt_ailéd transaction information
is preferably not released to anyone except the particular user in response to a specific
request. |

Another partlcularly important method of payment is the anonymous account. Some
individuals may, becaunse of privacy concerns, prefer not to identify themselves by
providing name, address, etc. to the system. Of course, if the system is to transfer funds
from a user account a:t::a financial institution, or make credit card charges, an appropriate
authorization is required and such authorization inherently requires personal identification.
Thus, an alternative payment mechanism is needed for the anon}?mous account. In a
preferred embodiment, anonymous accounts are provided as cash deposit accounts. Thus,
if a person wants to access a transit system using the biométric identification system of the
present invention, but ;does not want to be directly personally identified to that system, the
person may register for an account anonymously, and make a cash deposit against fares or
other goods and services to be charged against the account.. The user’s biometric data (such

as an iris scan) will be recorded, but the account will be identified only with an anonymous

account identifier or number rather than with the person’s name and financial account
information. To continue use of the account, the user will be required to make additional
cash deposits to mainfain a positive balance at all times, since the system will have né
identifying information with which to institute collections efforts if the user owes money.
To facilitate operation of anonymous accounts without seﬁice interruptions, the system may
have a “low balance” indicator which is activated as the user passes through a turnstile or
makes a purchase if the remaining account balance falls below a predetermined threshold,
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such as $10. This mdlcator will remind the user to agaln visit the registration station,
where the user will i‘dentlfy his or her account (by a@%‘iﬁn identifier, or preferably by
biometric scan of the user) and provide an additional cash deposit. If the system is one in
which charges vary depending on the entry and exit points, and the balance falls below
another predetermined amount (e.g. the mihimum fare currently in effect or an arbitrary
minimum such as $5) admission may be denied until the balance is increased, to prevent
the user from becoming stuck in the system without the resources to pay the charge due
upon exiting. ?

The user may register a single account which is then usable at multiple Iocations,
such as a plurality of different transit networks and companies, multiple stadiums, arenas,
and event halls, and other locations. In this embodiment, an intermodal transportation
payment and identification scheme is provided, whereby a user can readily fly, ride mass
transit, take trains, busses, ferries, taxis, etc. in a variety of cities and even nations, without
the need to carry money or identification. Turnstiles and associated scanners may be

‘provided at the entry and/or exit and/or payment points as appropriate, for each transit

system, concession stand, or store in the system. Figure 4 shows an intermodal computer
network 400 for implementing this embodiment of the invention. Central accounting
computer 402 is connected to financial network 110 and master database 106. Arena 404,
Retail store 406, rapid transit system 408, airline 410, railroad 412, ferry 414, and other
desired point of entry or point of purchase systems are connected to central accounting
computer 402, These individual systems incorporate biometric scanning, matching, and
access confrol systems as shown in Figure 1a. Preferably, the individual systems also

‘incorporate registration stations and regularly updated copies of master database 106 to

facilitate local user identification and access or purchasing control. The individual systems
preferably transmit accounting information defining user transactions to central accounting
computer 402, which processes the transactions in the manner described above with
reference to scan control and accounting computer 104 (shown in Figure 1a).

As shown, in intermodal type applications, a central computer database and billing
systern may be provided to maintain user information and process charges in a unifornf
manner across the 'sevcral systems or installations. Alternatively, separate user databases
and billing systems may be maintained by the various systems if desired. The separate
databases may be updated either through a regular program of information exchange, or
upon first use of a new system by a traveler or event attendee. The first time the user is
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a customer of a system other than his or her “home” system, the user may be required to
undergo at least an abbreviated registration process in which the previously recorded
biometric data and associated account data are transferred from the home system. This may
be done automatically ﬂﬁ'ough a program of concentric ezﬁpansion of search scope to
neighboring or interconné@:_ting systerhs. if the user is not re;cognized in the local system
database. The regisuaﬁén process on first use of a new system may also be performed by
obtaining identifying infoij_nation from the user and requesting the specific record from the
home system. [ ' o

The registration station may be in a fixed location or may be mobile. It may also
be provided as a standalone station which is selectively connected to a network to upload
new registration inforﬂxation or may be networked full time. To the extent account
balances are mamtamed m the system, such account balances are preferably maintained
uniformly by all stations m the system and updated consistently and in real time to avoid
errors. The online opc,_l__'atmg system for allowing access preferably operates as a real time
network of multiple transaction stations, with a central database for maintaining account
information and balances. New account registrations may be added to the online system
in real time or in a periodic batch (for example, m the early morning hours while a transit
system or stadium is not operating). _

In the case of access to a bus or other type of transportation that is not accessed
through a station providing controlled entry and/or exit points, a standalone identification
system is provided and a wireless packet radio system or other appropriate wireless
communications system can be used to process transactions. Alternatively, the bus may
have account balance information for registered riders loaded in the morning, and may
permit use of the bus by any rider having access to credit or having at least a predetermined
deposit balance such as $5, it being relatively unlikely that a single rider would incur more
than $5 in bus fares w1th1n a transit system in a single shift.

Preferably the computers making up the system are networked, either in a private
network or using publi¢ networks such as the Internet. Ideally sufficient commmunications
bandwidth. is made available to support fast comparisons between biometric data from 2
person seeking access,_"lanc_l the records in the database, so that the comparisons may be
performed by a centrally located computer which also maintains account balances.
However, in another, hybrid embodiment, the account balances are maintained in a central
computer, but the biométric data in the account records is replicated in 2 computer at each

-
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turnstile site, so that comparison and matching can be performed locally, avoiding the need
to transmit data files'Sf Giometric scans over a network it #al time operation. The various
onsite biometric comparison databases may be updated during periods when the system is
not operating or has low load, such as early morning hours. In this hybrid approach, the
computer associated with the turnstile matches the user’s scanned data with a record.
Information identifying that record and the amount to be debited is then transmitted to the
central computer. Typically, this information might be contained in a single packet in
Internet Protocol (IP) form or in another network packet form. Thus, the communications
bandwidth requirement of this hybrid approach is much lower than the bandwidth required
to complete biometric identification over a network. The hybrid matching and accounting
system as described herein may be implemented with any of the hardware embodiments
shown in the drawings, including the arrangement of Figure la and the arrangement of
Figure 4.

Each user account can be selectively coded for any of the available payment
mechanisms, based on user preference and creditworthiness. Additional user information
and special purpose codes may also be stored in the database in association with the user
account record established according to this process.

One type of special purpose code that may be stored, if desired, is a special access
authorization code for use if a state of emergency is declared. This code can be used to
restrict access to the controlled areas to patticular persons or classifications of persons in
case of a local or national emergency, and/or for verification and determination of travel
priorities during time of war or other emergency.

Another type of special purpose code that may be stored is a code indicating a
discount level or an additional level of service to be applied to certain purchases of
transportation, goods, and/or services. For example, a discount may be automatically
provided based on membership in an organization, such as the American Association of
Retired Persons or the American Automobile Association. Additional service may be
provided if the user is a member of some preferred customer group such as an airline
frequent traveler program. As an example, upgraded accommodations, a free drink, etc:
may be automatically provided where available, based on coding of the user in the system
as a member of any such exclusive customer group.

The user may be designated by yet another type of special purpose code for receipt
of frequent traveler or frequent user promotional points. An account balance for such
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. promotional points is maintained within scan control and accounting computer 104 or in a

central computer connected to scan éontrol and accounting computer 104. Mileage rewards
and other program ixlc;ehtives can then be earned by the user based on fares, events, and
purchases made using the system and/or like systems assodatgd with the system. A single
incentive program may be administered centrally for an inienpodal group of transportation
companies, event sponsoi's-, and/or other merchants associated With the system, or incentives
may be provided by indiyidual systems, event sponsors, br ﬁxerchants based on purchase
of their good and servi_'c_;'e_:s'through the biometric identification system.

A code may also be stored to authorize the dispensation of cash to the user, upon
request, while passing ﬂ;fough the turnstile, and to indicate an amount of cash to be
dispensed. For example, a user may wish to have the option to press a button during the
identification process ‘_'_a_r.nd, following verification of ideﬁtity, receive a $20 bill from a
dispenser in the turnstile. Another user may not wish to .have a cash issue option.

The process of Flgure 2 can also be executed in a maJi_ner which facilitates transfer
of previously purchased tickets to another person. To facilitate this transfer, the purchaser
may accompany the pei‘son receiving the tickets and be identified by biometric sensor 112,
or else may provide the purchaser with a security code or PIN number (recorded at the time
of original purchase), anowledge of which will permit that person to make use of the
tickets. The system préferably charges an additional fee for the use of tickets by other than
the original . putchasé:r._.- ~ Scan control and - accounting cbmputer 104 is preferably
programmed to establiéh a monetary charge for this transfer service, to request bank
account, debit, or charge card information from the transferee, and to charge the transferor
and/or transferee (using j'previously stored information from the transferee) for the ticket re-
registration service, using financial network 110 to process the charges. Financial network
110 may also be used_ to-provide interchange between currencies so that purchases can be
made in a variety of currencies, particularly in the case of international air travel.

Figure 3is a ﬂpw chart showing the entry (or exit) authorization process according
to the present invenﬁon using . the novél turnstiles 102 shown in Figures la and 1b.
Beginning in block 302, “GO” signal 124 is activated to allow the next user to enter thé
turnstile. In block 304, the user’s height is detected using height sensor 120. In block 306,
the aim of biometric sensor 112 is adjusted according to ‘the measured beight of the
individual entering the turnstile, so that sensor 112 is at least roughly adjusted to the height

- of the individual (if necessary, fine adjustment of camera aim may be controlled by image
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analysis and a feedback controller in biometric sensor 112). Also, in some cases the height
may be measured maéctii'ately by height sensor 120 (e.g: xffhe user is carrying a tall object
or wearing a top hat). If the image sensor of biometric sensor 112 is unabie to lock on to

“the image when adjusted to the detected height, it will enter an automatic scan mode and

attempt to acquire the user’s iris image at various other heights until successful or until a
predetermined time-out occurs.

In block 308, the biometric information is obtained by scanning the person in the
turnstile. Inblock 310, the obtained information is compared to data stored in database 106
to determine whether there is a match within a progrannned level of certainty. If not,
control passes to block 314 and access is rejected, and following a wait state in block 316
to allow the rejected user to leave the turnstile, the turnstile resets and is ready for the next
user as control passes to block 302,

If there is a match with the database, control passes to block 312 and the identified
user’s purchase record is retrieved. In the case of a fare or access balance which is to be
decremented, the record is adjusted appropriately. In the case of a ticket for an event, or
in the case of entry into a system where the charge is made upon exit, the system merely
records the entry of the identified person into the controlled area (indicating the use of the
ticket, or indicating the station where a transit user initiated his trip). In block 320, the
access control mechanism 122 is released to allow the defined number of persons to enter
the controlled area and an indicator is actuated so that the user knows he (and his party, if
applicable) may proceed through the turnstile. The modified record is then stored in block
322, with an indication of ticket use, entry, and/or entry location if appropriate, and with
a decremented account balance if appropriate. Control then returns to block 302 and the
turnstile is ready to identify and provide access to the pext user.

Figure 5 shows a process for providing visual and/or audio indications to a user, to
indicate when identity has been validated and entry is possible, and for adjusting system
operation based on user codes. Barrier mechanism 122 (shown in Figure 1a) preferably has
a visual indicator associated therewith for this purpose, such as a selectively illuminated
indicator. An audio signal may also be provided to indicate authorization and/or failure:
The audio signal may include a chime, voice recording, and/or digitally synthesized
personalized welcome message such as "Welcome, Mr. Smith." The visual signals, and/or
the andio signals, may be provided for each person using the turnstile. Alternatively, such
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signals may be selectively provided in a customized manner depending on who is using the
turnpstile.

More spec1fically, the operation of the turnstile system and associated indicators may
be varied for individual customers following identification, depending on codes stored in
the database record assoclated with that customer. The user is first biometrically identified
in the manner descnbed -previously, as provided in block 502 Next, the user’s record is
retrieved and in block 504, it is determined whether an audio indication should be provided,
and if so, what type of a;u@io indication. If an audio indicatibn is to be provided, control
passes to block 506 and the audio signal is provided. For éXMple, if the customer’s record
indicates that the persoﬁ has a vision impairment, an audio signal and greeting may be
selectively activated fdx that person, while such a signal is not activated for other persons
who were not coded td,_ receive that assistance.

Next, in block- 508, the system determines whetlzler_'_the user record is coded to
receive a visual indicatid_n_;)f approval, and if so, what spécific visual indication should be
provided. The desired visval indication is provided in block 510 and control then passes

. to block 512. Inblock 512, the system determines whether any special codes are associated
with the user account foﬁ varying operation of the turnstile or for providing other assistance
to handicapped persons. l'I__f 80, in block 514 the system opera_'tion is adjusted or assistance
is summoned to ac‘corﬁmb_date the user. | _

. In this manner, even the mechanical or electrically-actﬁated operation of the turnstile
may be varied based on the customer profile. If the customer’s record indicates that the
person has limited mobility or uses a wheelchair, the mrnstiiq may be actuated in a special
mode allowing additional time for passage. Also, in the case of wheelchair users, the size
of the turnstile opening may be automatically increased upon recognition, in response to a
database code. This may be accomplished by providing a turnstile with a mechanical
barrier having a maximum opening width sufficient to accommodate a wheelchair or other
equipment, which can be selectively controlled to open to two or more different widths.
The barrier is then acmate;d to open completely for persons who are coded as wheelchair
users, but to open only paiﬁaﬂy for other persons. Alternatively, the special coding may’
result in automated disphtt:h of special assistance such as coﬁ_rtesy transportation.

The system has particular applicability to air travel and may be provided with
customized features when used to control access to aircraft. In a typical aircraft reservation
and boarding process _performed according to the present invention, the user calls to make
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reservations or makes reservations using a computer. The computer may be a home
computer conmected o the Internet, at a kiosk conneci%&i-fb the system, a travel agency
computer, a computer operated by a telephone reservationist, or an enhanced automatic
teller machine.

A preferred process for implementing the system in an air travel application is
shown in Figure 6. To make a reservation, the user first identifies himself or herself as a
registered customer using an account mumber or other identifying information, such as name
and address, or preferably a biometric scan, as shown in Block 602. Next, the reservation
information is received (Block 604) and the reservation information is recorded in
conjunction with identification of the relevant user account (Block 606). Upon arrival at
the airport, the user will be scanned at a biometric scanning station (Block 608). In block
610, the identity of the passenger is matched to the user account under which the
reservations were made. If a match is found, execution continues at block 612 and the
passenger is “checked in,” i.e. the seat assignment is confirmed, luggage is tagged and
accepted, and if desired, a boarding pass is issued. If desired, of course, the system may
be used in a manner which substantially eliniinates the issuance of tickets and boarding
passes, based on scanning and verification of user identity at each stage of the luggage
check and retrieval, area access control, and boarding process, where a boarding pass is
traditionally used as identification.

If the user’s biometric does not match that of a reservation, a manual error handling
process is initiated as shown in Block 614. In this process, the user’s identity is verified
through additional forms of identification, and a decision is made whether to allow the
person to board the aircraft. If the person is permitted to board, he or she is first registered
in the system, and then checked in as described above. If the user is a first time user of
the system, or if additional people are traveling with the user or on the user’s account, their
biometric information is registered either at the time of making the reservation, or at a
station provided in the vicinity of the airport ticket counter.

For security purposes, the database may be internally scanned upon first access by
a new user, to identify duplicate records indicating that the user has traveled previously
under a different name, and such duplicates may be flagged for investigation prior to
allowing the person to board the aircraft. Persons using the system for the first time may
be required to show several forms of identification to ensure that false records are not

created. e —
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Preferably, in addition to scanning at the time of receiving a boarding pass, checking
luggage, or “checking in,” the user may be scanned again as shown in block 616, to verify
identity at the gate during the process of boarding the aircraft. In this manner, only persons
who have been positivq_ly identified and matched with a known user record which made the
reservation will be pet;hiﬁted to board the aircraft. Again, if the biometric of a person
attempting to board tljé_aircraft does not match that of a checked in passenger, control
passes to the error handling process in Block 614. .

As another feathre of the invention, 'shown in block 618, shortly before departure
of the aircraft, the system may automaticélly generate a list of passengers who checked
luggage but who did n(_)ft' hétually enter the aircraft, based on biometric scan records at the
gate. Any “unaccompanied luggage” may' then be removéd from the cargo hold as a
security measure. |

The system may also be provided with particular enhancements for use in a sports
arena or similar event-related application. A block schematic diagram of a system design
particularly useful in a sporting arena is shown in Figure 7. The hardware components of
Figure 7 differ from ihose shown in Figure 1a in two major regards. _

First, a portable point of purchase scanning computer 702 may be provided,
preferably in' a handheld - form, incorporating a biometric scanner with an associated
portable database for p;ittem matching. This handheld point of purchase scanning computer
702 may be used by concessionaires to record charges for concessions. The charge records
may be communicated td scan control and accounting computer 104 via a wireless data link
such as a packet radio 'tfaﬁsceiver 706, or may be held in memory and later uploaded to
scan control and acconntiﬂg computer 104 (also shown in Figure la). Point of purchase
units, either handheld or fiXed, will similarly be provided at souvenir stands, fixed location
concession stands, parking lot entry points and other places .where funds are collected or
access control is provided. For example, the identification system may be used in the
manner described previously to control access to.the stadium or hall, and a further
identification and access control function may be performed by a scanner located at the
entrance to a premium seating section, such as box seats or é club level.

Another feature particularly useful in event management where reserved seating is
provided is the addition of a printer 704 to each point of entry turnstile, which
automatically prints the user’s seat assignment (and optionally directions to the seat) for the

convenience of both the user and ushers, as the user enters the arena.
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As an additional feature, the system preferably provides specidl codes in the database
for recording that a ﬁSér has paid for access to a parﬁéiﬂﬁr event, such as a concert or
movie, or on a particular date, in the case of access to a theme park or other location where
a single daily fee is paid for the right to come and go at will during that period. In this
manner, the practice of hand stamping or re-examining tickets of those who have left the
area and wish to return can be eliminated. Reentry will be automatically provided to the
patron based on a record of previous payment during the defined time period for unlimited
access. ?

Special codes may also be provided for season ticket holders, e.g. those who have

purchased unlimited annual admission to a theme park or musenm so that access is

-permitted without further charge, upon identification of the user by the system.

It should be recognized that ticket purchases for events and associated seating
reservations may be made in advance by telephone or computer, in the mamner described
above and/or in the manner described above for airline reservations. Alternatively, the
system may be used to permit entry to museums, theme parks, etc. for which there is an
admission charge but for which no reservations or seating assignments are required.

Another preferred embodiment of a biometric scanning turnstile according to the

"jnvention is shown in Figures 82 and 8b. In this embodiment, referring first to Figure 8a,

the turnstile is provided with an array of electronic imaging cameras 801, each arranged

‘along a vertical line and separated by a uniform distance along the fine. An aiming lamp
802 has a polarizing lens that makes the lamp visible only along a narrow field of view

directly ahead of the lamp. The user will be instructed to position his or her right eye (or

Teft eye, depending on which eye is registered in the database) so that it is possible to see

lamp 802 at full brightness with that eye. This positioning orients the target eye directly
before the camera array. The camera array is then activated and an image of the iris from
one of the cameras in the array is selected for processing. The camera providing the best
image will vary depending on the height of the user and will typically be the camera closest
to the height of the target eye. The camera to be used may be selected by electronically
analyzing the image to determine whether there is an iris image present. Alternatively, theé
camera may be selected merely by attempting to pattern match with all of the available
cameras and ignoring those images which do not result in an iris recognition pattern match.
As another option, the camera at the right height may be selected using the height sensor
mechanisms and methods disclosed above with reference to Figure 1b.
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In another embodiment, instead of providing a camera array, aiming lamp 802 may
be polarized in both horizontal and vertical directions. In this embodiment, the user
positions the target eye so that he or she can see lamp 802 at full brightness, and this action
inberently positions the eye at a predetermined height and lateral position at which a single
camera 801 may be pomted to collect the needed iris 1mage

The camera(s) 801 may be provided with lenses havmg a high depth of field within
the range of likely dlstances from the camera to the target 1ns In this case, it may not be
necessary to provide the lens with a focusifig mechanism. This embodiment is preferred
since eliminating moving parts may increase reliability 'pf the turnstile equipment.
Alternatively, the camé'ras may be provided with an autofocus lens to provide a sharp image
of the target iris. | '

Cameras 801 are shown in Figures 8a and 8b in a vertlcally oriented array, but it
is also possible to provg_ie an array that extends both horxzqm_:_ally and vertically for ease of
capturing a desired iris?:i__mage without requiring the user to b_é in a precise lateral position.

The turnstile rﬁay_'also be provided with sensors to detect the presence of a user to
initiate the scanning pr'oc&ss For example, pressure sensor 804 or infrared motion detector

- 803 may be employed to detect the presence of a user. |

As shown in Figure 8b, indicator lamps 805 (go) 806 (wait) and 807 (low balance)
provide operating status indications to the user. Speaker 808 selectively provides audio
signals, feedback, and,::,i'nsuuctions. Special illuminating light or lights 809 may also be
provided at predetermined orientations to enhance imaging by cameras 801. Lights 809
may be oriented to prqduce shadows across particular facial features for image processing
purposes (feature recogh_ition) or may be provided for general illumination. Lights 809 may
be of a wavelength otherthan visible light, such as infrared, and the cameras selected may
be particularly responsive to the wavelength of lights 809.

The turnstile may also include a cash request button 812 and a cash dispenser 813.
If the user presses cash.: request button 812 during the identification process, if the user’s
account is coded appr@pﬁately, cash will be dispensed to the user. The amount of cash
dispensed will be debited against the user’s account in one of the manners described
previously, including for example by electronic access to an external financial network to
create a charge to a credit account or a deduction from a checking or other bank account.

A wide angle cainera 814 may also be provided to obtain a video frame of the user’s
face during each identification process. This video frame may be stored in a mass storage
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device, along with data associating the frame with the specific transaction, for security,
verification, and evifihite-of-authorization purposes in &4 a user wishes to challenge a
debit.

In one preferred embodiment, light 809 is oriented to illuminate the right eye socket
810 and to cast a sharp nasal shadow 811 across the left cheek of the user, as shown in
Figure 8c. The nasal shadow 811 can be Jocated by image processing to identify a dark
region in that part of the image, and the portion of the image to the left and slightly up
from the nasal shadow, corresponding to the expected position of the right iris at eye socket
810, is made the focus of the pattern matching processing.

In an embodiment of the turnstile system that is particularly adapted for movie
theater admissions or other applications without reserved seats, but for which admissions
must be limited, the identification station in the turnstile may be provided with a set of
buttons or a keypad, allowing the user to select which movié he or she wishes to attend (for
multi-screen cinemas). For example, buttons may be provided for "theater 1," “theater 2,"
“theater 3," etc. and the titles of the movies playing in those theaters may be provided on
cards next to the buttons. "Sold Out" indicators are preferably provided next to the
selection buttons for theaters having no ticket availability for the next show. Selectors may
also be provided for different show times, if desired. A set of numbered buttons or a
mumeric keypad may also be provided to select a number of people to be admitted. In this
manner, the user may obtain admission to a theater for himself and/or one or more guests
by submitting to biometric identification, selecting the theater, and selecting the number of
guests. The turnstile barrier will then be actuated to permit the selected number of people
to enter. The user’s account will be debited for the nmumber of tickets obtained in this
manner. The scan control and accounting computer 104 will keep a running record of the
number of tickets sold for each theater and will activate the "Sold Out" indicator if no seats
remain for a show.

Thus, systems and methods have been disclosed that provide substantial solutions
to the problems experienced in the prior art with ticketing, transit fare, and other access
control systems which rely on artifacts or which do not confirm identity between af
individual purchasing the service or access, and an individual later making use of the
service or access. The present invention provides fast and accurately controlled access to
a controlled area or event without requiring the customer to carry an artifact.
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The system according to the present invention enhances traffic flow, is more
convenient for the passenger or spectator, and lowers operating costs for the transportation
authority. In the case of air travel, in particular; the system enhances security by ensuring
that the person who pﬁighased the tickets, who is known and identified at that time, is the
same person boarding the alrcraft "

- The present invention also makes it possible to have a national or regional registry
permitting a registered user to make unlimited use of travel within that area, consistent with
that person’s creditwor;thinéss. The registeréd user, for ex_ami;le, can make use of seamless
intermodal travel invol_irix_lg different transportatioﬁ authoriﬁq#c_é such as getting on a bus one
block from home, gomg to the subway, taking the subway to a railroad station, taking an
intercity railway to anbfhe’r city, and flying home the same evening, all without showing
any tickets and withouftitaécing out a credit cafd,-checkbéok, etc. since payments may be
charged automatically to the registered user’s accounts. :

For sporting q&eﬂts, the present invention permits' a national registration system
which would allow enfolhnent or subscription to a league pass, permitting attending games
of any team in the league. ' '
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I claim:

1.  Anautbiftated biometric identification and biiling system for collecting usage

fees upon entry of a user into a fee-for-access area, comprising:

account record storage means for storing a plurality of user account records,
each record including at least (a) biometric data sufficient to identify the user and (b)
designation of a collection method to be used for collecting usage fees incurred by the user;

biometric identification means connected to $aid account record storage
means, for scanning at least one biometric feature of a person seeking entry to the access
controlled area to obtain biometric feature information, comparing said biometric feature
information to said user account records to match said person seeking entry to a user
account record, and generating a signal identifying the user account record;

account charging means connected to said biometric identification means and
said account record storage means, for receiving said signal identifying the user account
record, initiating a financial transaction debiting the identified user for the usage fee, and
generating an access permission signal indicating that the financial transaction has been
processed; and

. turnstile means connected to said account charging means for receiving said

access permission signal and, in response to said access permission signal, permitting the
user to pass through an entry point into the fee-for-access area.

2. The system of claim 1 further comprising indicating means connected to said
account charging means for receiving said access permission signal and providing an
indication to the user that access is approved.

3. The system of claim 2 wherein said indicating means further includes means
for receiving said signal identifying the user account record and providing an output
identifying the user account to which the usage fee has been debited.

4. The system of claim 1 wherein said account record storage means stores, for
each account, an iris pattern of the associated user and the biometric identification means
incorporates an iris scanner.

5. The system of claim 1 wherein for at least a plurality of said records, said
collection method includes storing an account balance for the user, and deducting usage fees
from said account balance as thiey are incurred.

6. The system of ¢laim 1 wherein said account charging means is connected to
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a financial data transmission network and selectively initiates an electronic financial
transaction using said network to obtain payment from the user.

7. The system of claim 6 wherein said electronic ﬁnanclal transaction is a credit
account charge. c _

5 8. The system ot‘ claim 6 wherein said electromc financxal transaction is a bank
account debit u'ansactmn '

9. "The system of claim 6 wherein said electronic ﬁnancnal transaction is for an
amount larger than the _.mcyrred usage fee and is selectwely m_mated only when the balance
on a previously co_llected account balance for the .user faﬂs below a predetermined limit.

10 10.  The system of claim 6 wherein said account charging means maintains a
record of charges mcurred for a predetermined period and initiates a single electronic
financial transaction to’ collect said charges incurred durmg said period after said period has
elapsed. 3

11. The system of claim 1 wherein said account charging means incorporates

15  means for mamtammg anonymous user account records, sa1d anonymous account records
containing no mformatmn personally identifying the user, and identifying the designated
collection method as a deblt against a cash balance paid in advance by the anonymous user.

12. The system of claim 1 further comprising:

cash request input means for receiving a cash dlspensatlon request from the

20  user; _
cash-reguest processing means connected to the cash request input means and
associated with the aocoﬁnt charging means, for receiving said cash dispensation request,
initiating a financial tignséction debiting the identified user fora requested amount of cash,

and generating a cash dispensing actuating signal; and |

25 cash dlspensmg means connected to the cash request processing means for
dispensing the requestsil amount of cash in request to said cash dispensing actuating signal.

13. The system- of claim 1 wherein said account record storage means includes
customized operatioﬁ sode storage means for storing at least one code specifying a
functional operaﬁon.'of the system that applies to the user associated with a record

30 containing said code, but not to all users, and further comprising customized operation
control means associated with at least one of said account charging means and said
biometric identiﬁcati_on means, for varying the operation of the system according to said

code stored in said code storage means.
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14.  The system of claim 13 further comprising:
cash x%ﬁhést input means for receiving a skt dispensation request from the
user;
cash request processing means connected to the cash request input means and
5 associated with the account charging means, for receiving said cash dispehsat'xon request,
initiating a financial transaction debiting the identified user for a requested amount of cash,
and generating a cash dispensing actuating signal; and
cash dispensing means connected to the cash request processing means for
dispensing the requested amount of cash in requesi to said cash dispensing actuating signal;
- 10 wherein said code storage means stores a code for permitting cash requests
and said cash dispensing means is operated only for accounts including said code for
permitting cash requests.
15. The system of claim 13 wherein said code indicates an operational
accommodation of the system for a disability.
15 16.  The system of claim 1 further comprising a registration station for creating
new user account records, said registration station including:
biometric scanning means for scanning at least one biometric feature of a
registrant to obtain biometric data sufficient to identify a user;
account record creation means connected to said biometric scanning means
20 for creating a user account record, each record including at least (a) biometric data
sufficient to identify the user and (b) designation of a collection method to be used for
collecting usage fees incurred by the user; and
data transfer means associated with said account record creation means, for
adding new user account records created by said account record creation means to said
25  account record storage means.
17.  The system of claim 16 wherein said registration station further comprises
means for modifying and updating existing user account records.
18.  The system of claim 16 wherein said registration station further comprises
code entry means for receiving customized operation codes specifying a functional operatiodt
30  of the system that applies to the user account record, but not to all users, and for storing
said code in said user account record.
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