BLOCKCHAIN DATA PROCESSING METHODS AND APPARATUSES BASED ON
CLOUD COMPUTING

TECHNICAL FIELD
[001] The present specification relates the field of blockchain technologies, and in

particular, to blockchain data processing methods and apparatuses based on cloud computing.

BACKGROUND

[002] Blockchain technology (also called distributed ledger technology) is a decentralized
distributed database technology having many characteristics such as decentralization,
openness, transparency, immutability and credibility and the like, and thus it is applicable to

many application scenarios with high needs for data reliability.

SUMMARY
[003] In view of this, one or more embodiments of the present specification provide
blockchain data processing methods and apparatuses based on cloud computing.
[004] To achieve the above-mentioned object, one or more embodiments of the present
specification provide the following technical solution.
[005] According to a first aspect of one or more embodiments of the present specification,
provided is a blockchain data processing method based on cloud computing, including:
[006] initiating, by a blockchain integrated station, a ciphertext request to a cloud server,
where a plaintext request is obtained by the cloud server decrypting the ciphertext request in a
maintained trusted execution environment, and the plaintext request includes relevant
information for to-be-processed data;
[007] obtaining, by the blockchain integrated station, an execution result returned by the
cloud server, wherein the execution result is obtained by the cloud server executing a relevant
operation on the to-be-processed data according to the relevant information.
[008] According to a second aspect of one or more embodiments of the present
specification, provided is a blockchain data processing method based on cloud computing,
including:
[009] receiving, by a cloud server, a ciphertext request initiated by a blockchain integrated
station, obtaining a plaintext request by decrypting the ciphertext request in a maintained
trusted execution environment to read relevant information for to-be-processed data included
in the plaintext request;

[010] executing, by the cloud server, a relevant operation on the to-be-processed data
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according to the relevant information, and returning an execution result corresponding to the
relevant operation to the blockchain integrated station.

[011] According to a third aspect of one or more embodiments of the present specification,
provided is a blockchain data processing apparatus based on cloud computing, including:
[012] a request initiating unit, configured to enable a blockchain integrated station to
initiate a ciphertext request to a cloud server, wherein a plaintext request is obtained by the
cloud server decrypting the ciphertext request in a maintained trusted execution environment,
and the plaintext request includes relevant information for to-be-processed data;

[013] a result obtaining unit, configured to enable the blockchain integrated station to
obtain an execution result returned by the cloud server, where the execution result is obtained
by the cloud server executing a relevant operation on the to-be-processed data according to
the relevant information.

[014] According to a fourth aspect of one or more embodiments of the present specification,
provided is a blockchain data processing apparatus based on cloud computing, including:
[015] a request obtaining unit, configured to enable a cloud server to receive a ciphertext
request initiated by a blockchain integrated station and obtain a plaintext request by
decrypting the ciphertext request in a maintained trusted execution environment, to read
relevant information for to-be-processed data included in the plaintext request;

[016] an executing unit, configured to enable the cloud server to execute a relevant
operation on the to-be-processed data according to the relevant information, and return an
execution result corresponding to the relevant operation to the blockchain integrated station.
[017] According to a fifth aspect of one or more embodiments of the present specification,
provided is an electronic device, including:

[018] aprocessor;

[019] amemory for storing processor executable instructions;

[020] wherein the processor implements the method according to the first aspect and the
second aspect by running the executable instructions.

[021] According to a sixth aspect of one or more embodiments of the present specification,
provided is a computer readable storage medium having computer instructions stored thereon,
wherein the instructions are executed by a processor to implement steps in the method

according to the first aspect or the second aspect.

BRIEF DESCRIPTION OF THE DRAWINGS

[022] FIG. 1 an architecture diagram of a blockchain data processing system based on
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cloud computing, according to example embodiments of the present specification.

[023] FIG. 2 is a flowchart of a blockchain data processing method based on cloud
computing at blockchain integrated station side, according to example embodiments of the
present specification.

[024] FIG. 3 is an interaction diagram of performing an off-chain computing task by
calling a cloud server, according to example embodiments of the present specification.

[025] FIG. 4 is an interaction diagram in which a pending blockchain integrated station
applies to join a target blockchain network, according to example embodiments of the present
specification.

[026] FIG. 5 is a flowchart of a blockchain data processing method based on cloud
computing at cloud server side, according to example embodiments of the present
specification.

[027] FIG. 6 is a structural schematic diagram of a device, according to example
embodiments of the present specification.

[028] FIG. 7 is a block diagram of a blockchain data processing apparatus based on cloud
computing, according to example embodiments of the present specification.

[029] FIG. 8 is a block diagram of another blockchain data processing apparatus based on

cloud computing, according to example embodiments of the present specification.

DESCRIPTION OF EMBODIMENTS

[030] Example embodiments are described in detail in the present specification with the
example embodiments thereof expressed in the drawings. When the following descriptions
involve the drawings, same numbers in different drawings represent same or similar elements
unless stated otherwise. The implementations described in the following example
embodiments do not represent all implementations consistent with one or more embodiments
of the present specification. On the contrary, they are merely embodiments of apparatuses and
methods consistent with some aspects of one or more embodiments of the present
specification described in detail in the appended claims.

[031] It should be noted that the steps of corresponding methods are not necessarily
performed according to the sequence shown in the present specification in other embodiments.
In some other embodiments, the steps included in the corresponding methods can be more or
less than described in the specification. Further, a single step described in the specification
may be divided into several steps for descriptions in other embodiments while several steps

described in the specification may be combined into a single step for descriptions in other
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embodiments.

[032] In the early stage of development of the blockchain technology, users mostly add
their own personal computer (PC) and laptop computer and the like into a blockchain network
to become a blockchain node in the blockchain network. At this time, the stage can be called
1.0 architecture era of blockchain network, in which the behaviors of users to join the
blockchain network are autonomous and the users also need to perform autonomous
maintenance, for example, perform maintenance and configuration and so on for their devices
(for example, PC) joining the blockchain network. Along with continuous development of the
blockchain technology, especially along with increasing needs of users for infrastructures
with high performance and high availability, the blockchain network develops into 2.0
architecture era based on cloud service. In the 2.0 architecture era, Blockchain-as-a-Service
(BaaS) provides fast and convenient solutions for fast blockchain deployment and technical
implementation and supports a large number of blockchain service projects. Generally, BaaS
is usually built on infrastructures such as public cloud or private cloud, which introduces
heavy dependence on infrastructure as well as providing strong deployment capability.
However, because blockchain is a typical distributed computing technology, not all nodes can
be migrated to clouds but privatization deployment is needed. The additional technical
migration and maintenance costs brought by the privatization deployment cause inconsistent
technical interfaces and high deployment and maintenance costs during an actual
implementation. Therefore, to satisfy the needs of users for privatization and security and the
like of the blockchain network, it is necessary to perform further architecture upgrade to the
blockchain network, thereby realizing 3.0 architecture era based on blockchain integrated
station .

[033] Software and hardware integration can be realized for the blockchain integrated
station. When providing a blockchain integrated station, a provider will not only provide
hardware devices of the blockchain integrated station to users but also provide software
configurations for realizing deep optimizations of the hardware devices integrated into the
blockchain integrated station, thereby realizing the software-hardware integration.

[034] Hardware optimization can be realized for the blockchain integrated station. For
example, a dedicated smart contract processing chip can be deployed on the blockchain
integrated station. For example, the smart contract processing chip can be Field
Programmable Gate Array (FPGA) chip, or another type of chip to increase the processing
efficiency for a smart contract. A hardware root-of-trust key can be deployed on the smart
contract processing chip, for example, the hardware root-of-trust key can be pre-programmed

by the provider into the smart contract processing chip and the provider can also know a
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public key corresponding to the hardware root-of-trust key (for example, the key is disclosed).
Therefore, the smart contract processing chip can send negotiation information to the provider
and sign the negotiation information by using the hardware root-of-trust key, so that the
provider can verify the signature based on the corresponding public key; and, after successful
signature verification, it is ensured that the smart contract processing chip and the provider
obtain the same key through negotiation based on the negotiation information. The negotiated
key can include an image deployment key, and thus the provider can encrypt and transmit a
binary disk image needed by the blockchain node to the smart contract processing chip based
on the image deployment key, and the smart contract processing chip can decrypt and deploy
the binary disk image based on the image deployment key. The negotiated key can include a
service secret deployment key, and thus the provider can encrypt and transmit a node private
key of the blockchain node, a service root key of the blockchain node, etc., to the smart
contract processing chip based on the service secret deployment key, and the smart contract
processing chip can obtain and deploy the node private key and the service root key and the
like based on the service secret deployment key, to satisfy the privacy transaction needs in a
blockchain scenario. For example, the node private key corresponds to a node public key, and
thus a client device can perform encryption and transmission for a blockchain transaction by
using the node public key, and the blockchain node can perform decryption by using the node
private key. The service root key is a symmetric key which can be used to perform encrypted
storage for service data such as contract codes and value of contract status and the like. The
service root key may not be directly used, and the smart contract processing chip can perform
encryption and decryption through a derivation key of the service root key to reduce the
security risk of the service root key. Through reliable management for the node private key
and the service root key (or its derivation key), data will be always in encrypted state unless
processed by the smart contract processing chip. Therefore, the smart contract processing chip
actually forms a TEE (Trusted Execution Environment) of hardware on the blockchain
integrated station, so as to ensure the data that needs privacy protection such as transactions,
contract codes, and contract statuses will not be leaked.

[035] For another example, an intelligent network card can be deployed on the blockchain
integrated station. In addition to realizing a traditional network card function, the intelligent
network card also can replace or assist a CPU of the blockchain integrated station to perform
partial functions so as to offload computation of the CPU. Especially, the operations with
intensive network I/O can be transferred from CPU to the intelligent network card to perform,
so that the CPU can process more computation-intensive operations, for example, transaction

processing, storage processing and the like. Compared with other components (for example,
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CPU) on the blockchain integrated station, the intelligent network card is closer to the
network regardless of physical level or logical level, so the intelligent network card can
always fetch data transmitted in the network preferentially. Therefore, with no storage access
or a small amount of storage access is involved, the intelligent network card can process these
data with a relatively higher processing efficiency and a relatively smaller delay, and a
relatively larger throughput, so as to achieve a higher performance benefit with a lower cost.
For example, in consensus algorithm, there is almost no need to access storage except in the
cases of change of network status, addition and deletion of node, change of consensus
configuration and the like. Therefore, the consensus operation can be completed by the
intelligent network card and only need to inform the CPU of a consensus result. Therefore,
the CPU is not needed to directly join the consensus process, thereby significantly improving
the consensus efficiency. Similarly, the same effect can be achieved in forwarding
transactions by the intelligent network card and achieving block synchronization by the
intelligent network card on a newly-added blockchain node and the like, and will not be
repeated in the present specification. Furthermore, after receiving transactions, the intelligent
network card can identify or filter out a replay transaction by comparing the received
transaction with historical transactions, for example, comparing data fields of sender
information of transaction, destination address, time stamp, and hash value and the like. The
intelligent network card can also perform content analysis for those received transactions, so
as to filter out illegal transactions or predefined undesired transactions and the like, as a
supplementation to layer-2 or layer-3 packet filtering implemented by a switch.

[036] For another example, a cryptographic acceleration card which is also called a
high-speed cryptographic card, can be deployed on the blockchain integrated station. The
cryptographic acceleration card can realize total encrypted memory, defend against
side-channel attacks by hardware reinforcement, and also realize physical protection against
approaches such as probe, laser and the like, having very high security. For example, the
cryptographic acceleration card used on the blockchain integrated station can have level-2
qualification from the State Cryptography Administration, level-3 qualification from the State
Cryptography Administration and the like. When the cryptographic acceleration card is
deployed, the hardware roof-of-trust key as described above can be maintained in the
cryptographic acceleration card, and the cryptographic acceleration card can perform
signature operation based on the hardware roof-of-trust key and replace or assist the smart
contract processing chip to complete the operations such as the key negotiation as described
above. Similarly, the cryptographic acceleration card can be used to maintain a public key so

that the cryptographic acceleration card can realize signature verification operation based on
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the maintained public key. In short, at least part of operations relating to key management,
encryption and decryption, and signature verification and the like on the blockchain integrated
station can be handed over to the cryptographic acceleration card, so that very high security
can be realized and task offloading can be realized for the CPU of the blockchain integrated
station or the smart contract processing chip, thereby improving the processing efficiency.
[037] Software optimization can be realized for the blockchain integrated station. For
example, a certificate authority service can be built in the blockchain integrated station to
realize automatic certificate issuing, node identity authentication, automatic blockchain
construction, and automatic adding of blockchain node, thereby realizing the plug and play of
the blockchain integrated station. In this case, a user can realize fast deployment of the
blockchain integrated station. For example, a private blockchain network can be quickly
established among a plurality of blockchain integrated stations to satisfy the needs of users for
privatization, security, privacy and the like. For another example, the blockchain integrated
station can integrate a standardized on-cloud service interface, to enable the blockchain
integrated station to automatically connect to on-cloud service, thereby realizing hybrid
deployment between the blockchain integrated station and a cloud-deployed cloud server, to
construct a hybrid blockchain network. The cloud server can serve as an off-chain node
relative to a blockchain network constructed by the blockchain integrated stations, or as a
cloud blockchain node to construct a blockchain network together with the blockchain
integrated stations. The blockchain integrated station can also integrate a standardized
cross-chain service interface, to enable the blockchain integrated station to realize cross-chain
services based on a standardized cross-chain protocol or standardized cross-chain service,
thereby greatly expanding the application scenarios of the blockchain integrated station, and
satisfying the cross-chain needs of users. For example, cross-chain data interaction between
different blockchain networks is achieved, and for another example, cross-chain data
interaction between the blockchain network and an off-chain computing node and the like is
achieved (for example, the off-chain computing node shares computation task for the
blockchain node and the like).

[038] In a scenario of hybrid deployment of a blockchain integrated station and a cloud
server, the present specification provides a blockchain data processing solution based on
cloud computing, which will be described below in combination with the accompanying
drawings.

[039] FIG. 1 is an architecture diagram of a blockchain data processing system based on
cloud computing according to example embodiments of the present specification. As shown

in FIG. 1, a blockchain network 10 can include a total of four blockchain integrated stations,
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which are a blockchain integrated station 11, a blockchain integrated station 12, a blockchain
integrated station 13, a blockchain integrated station 14 respectively. Of course, the number of
the blockchain integrated stations is not limited by the present specification. The blockchain
integrated stations 11-14 are all connected to a switch 15 so that the blockchain integrated
stations 11-14 are actually connected to a same local area network. In addition, the blockchain
integrated station 11 can also connect to an on-cloud service (for example, the BaaS service),
for example, to a cloud server 20. Of course, the blockchain integrated station 11 can also
connect to a plurality of cloud servers. The number of the cloud servers is not limited by the
present specification. By connecting the blockchain integrated station 10 to the on-cloud
service, the on-cloud service can provide high-performance and high-availability
infrastructures to the blockchain integrated station 10 through high-performance cloud servers
and cloud computing.

[040] FIG. 2 is a flowchart of a blockchain data processing method based on cloud
computing at blockchain integrated station side according to example embodiments of the
present specification. As shown in FIG. 2, the method can include the following steps.

[041] At step 202, a blockchain integrated station initiates a ciphertext request to a cloud
server, where a plaintext request is obtained by the cloud server decrypting the ciphertext
request in a maintained trusted execution environment, and the plaintext request includes
relevant information for to-be-processed data.

[042] In an embodiment, to ensure data security of the blockchain integrated station after
connecting to a cloud, a trusted execution environment (TEE) can be established on the cloud
server. The blockchain integrated station initiates a request to the cloud server in the form of
ciphertext, and the cloud server obtains the plaintext request by decrypting the ciphertext
request in the TEE maintained by itself, so as to obtain data included in the plaintext request.
[043] TEE is a security extension based on CPU hardware and is a trusted execution
environment completely isolated from outside. The concept of TEE was proposed by Global
Platform for the first time to realize secure isolation of resources on mobile devices and
provide, parallel to operating systems, secure and trusted execution environment for
application programs. At present, the industry pays much attention to the TEE solutions and
almost all main chip and software alliances have their own TEE solutions, such as software
Trusted Platform Module (TPM), hardware Intel Software Guard Extensions (SGX), ARM
Trustzone, and AMD Platform Security Processor (PSP). For example, TEE can be deployed
by Intel SGX (SGX for short below) or the previously described FPGA.

[044] Intel SGX technology (hereinafter called SGX) is taken as an example. Based on

SGX technology, the cloud server can create an enclave to be used as a TEE for responding to
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a request initiated by the blockchain integrated station. By using a newly-increased processor
instruction in a CPU, the cloud server can allocate a zone in a memory as Enclave Page Cache
(EPC) to allow the enclave to reside. The memory zone corresponding to the EPC is
encrypted by a memory encryption engine (MEE) inside the memory. The contents (codes
and data in the enclave) of the memory zone can be decrypted only in a CPU core, and a key
for encryption and decryption can be generated only when the EPC is started and stored in the
CPU. Thus, the security boundary of the enclave only includes itself and the CPU. The
enclave cannot be accessed by any software, privileged or non-privileged, even an operating
system administrator or a virtual machine monitor (VMM) (also referred to as hypervisor)
cannot affect the codes and data in the enclave, thus having extremely high security.
Furthermore, under the precondition of the security guarantee, the CPU can process requests
of plaintext in the enclave with an extremely high operation efficiency, thus ensuring both
data security and computing efficiency.

[045] At step 204, the blockchain integrated station obtains an execution result returned by
the cloud server, where the execution result is obtained by the cloud server executing a
relevant operation on the to-be-processed data according to the relevant information.

[046] With the blockchain integrated station as a blockchain node, the operation of
transferring data from on chain to off chain, or from off chain to on chain can be realized
through an oracle mechanism, where the oracle mechanism refers to a cooperation mechanism
between an oracle contract and an oracle server in the present specification. Specifically, the
blockchain integrated station can generate an event including a ciphertext request by calling
the oracle contract (for example, creating a transaction calling the oracle contract), and the
oracle server can monitor the event generated by the oracle contract. When the oracle server
monitors the event including the cipher test request, the oracle server reads the ciphertext
request from the event and sends the ciphertext request to the cloud server. Similarly, the
cloud server can send an execution result to the oracle server which returns the execution
result to the oracle contract, and thus the blockchain integrated station obtains the execution
result.

[047] In an embodiment, the blockchain integrated station can construct a blockchain
network and the cloud server serves as an off-chain node relative to the blockchain network.
Based on a decentralized architecture of the blockchain network, each blockchain transaction
on a blockchain needs to be executed on all blockchain nodes in the blockchain network, so
that blockchain ledger data maintained by all blockchain nodes are consistent. If a transaction
logic is simple, for example, taking bitcoin as example, the blockchain transaction is used

only to realize a transfer operation, excessive resource consumption will not be caused even if
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the blockchain transaction is to be executed on all blockchain nodes. But, if the blockchain
provides a smart contract function and the blockchain transaction calls the smart contract, it
will be quite different. The smart contract on the blockchain is a contract that can be triggered
and executed by a transaction on a blockchain system, and the smart contract can be defined
in the form of codes.

[048] Taking Ethereum as an example, users are supported to create and call some complex
logics in an Ethereum network, which is the largest challenge of the Ethereum different from
bitcoin blockchain technology. The core of the Ethereum as a programmable blockchain is
Ethereum virtual machine (EVM) which can be run by each Ethereum node. EVM is a Turing
complete EVM, which means various complex logics can be realized through the EVM. The
smart contracts provided and called by users in the Ethereum are all run on the EVM.
Actually, the EVM directly runs virtual machine codes (virtual machine bytecodes,
hereinafter called “bytecodes”). The smart contract includes two stages, i.e. deployment and
call.

[049] In the deployment stage, a user sends a transaction containing information for
creating a smart contract to the Ethereum network, where the data field of the transaction
includes codes of the smart contract (e.g. bytecode), and the to field of the transaction is null.
Each node in the Ethereum network executes the transaction through EVM respectively and
generates a corresponding contract instance. After an agreement is reached among nodes
through a consensus mechanism, the smart contract corresponding to the transaction is
successfully created. A contract account corresponding to the smart contract is present on the
blockchain and has a specific contract address, contract codes (i.e. codes of the smart contract)
or hash values of the contract codes are stored in the contract account, and the contract codes
are used to control corresponding behaviors of the smart contract.

[050] In the call stage, a user (same as or different from the user deploying the smart
contract) sends a transaction for calling a smart contract to the Ethereum network, where the
from field of the transaction is an address of an external account corresponding to the user,
and the to field of the transaction is an address of the smart contract to be called, and the data
field of the transaction includes method and parameter for calling the smart contract. After an
agreement is reached among nodes through the consensus mechanism, the smart contract
declared to be called by the transaction is independently executed by each node of the
Ethereum network in a specified manner and all execution records and data are stored on the
blockchain. After the transaction is completed, an immutable and permanent transaction
credential is stored on the blockchain.

[051] As described above, EVM is a Turing complete virtual machine. Similarly, other
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blockchains can also adopt another type of virtual machine, for example, WebAssembly
(WASM) virtual machine and the like. In one word, when a smart contract called by a
transaction is used to realize a relatively complex logic, the process in which a node executes
the codes of the smart contract through a virtual machine will consume more computing
resources. Furthermore, because all nodes in the blockchain network need to execute the
codes of the smart contract, the computing resource consumption will be multiplied along
with increase of nodes. Therefore, although the TEE technology can reduce resource
consumption of a single blockchain node and speed up transaction execution efficiency, an
extremely large amount of resource consumption and wastes will be caused in the entire
blockchain network.

[052] For the above-mentioned problem, a cloud server can be deployed on a cloud as an
off-chain node relative to a blockchain network, so that a computing operation that originally
needs to be executed on all blockchain nodes can be transferred to the off-chain node for
execution. In this case, the blockchain nodes only need to obtain a computation result from
the off-chain node and update blockchain ledger data based on the computation result. The
blockchain node can further prove the computation result is indeed executed as desired in the
TEE based on Verifiable Computation technology. When the cloud servers serve as off-chain
nodes, it is not required for all cloud servers to execute the same computation operation like
the blockchain nodes. In this way, on-chain resource consumption can be reduced while the
reliability is ensured. As mentioned above, the smart contract can be deployed on the
blockchain node so that the blockchain node can execute the codes of the smart contract to
realize corresponding computing requirements. Similarly, the codes for executing a
computation task can be deployed on an off-chain node, so that the off-chain node can
execute the codes to realize corresponding computing requirements. For convenience of
understanding, a contract deployed on a blockchain node is referred to as an on-chain contract,
and a contract deployed on an off-chain node is referred to as an off-chain contract. Of course,
in essence, each of the on-chain contract and the off-chain contract is a segment of codes
executable in a virtual machine.

[053] When a TEE is created on a cloud server, an off-chain contract can be pre-deployed
on the cloud server and a WASM virtual machine is deployed inside the TEE created by the
cloud server. In this case, a computation task based on WASM program is initiated to the
cloud server, the cloud server can read the off-chain contract into TEE and compile it into
WASM bytecodes such that the compiled WASM bytecodes are executed in the WASM
virtual machine with the WASM virtual machine as an execution engine. In this scenario, the

previously described ciphertext request (or the plaintext request) is a request calling the
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off-chain contract, the to-be-processed data is to-be-computed data, and the relevant
information includes the to-be-computed data and a contract address of the off-chain contract
for computing the to-be-computed data. Thus, the cloud server can determine the off-chain
contract deployed by itself based on the contract address, read the to-be-computed data and
the determined off-chain contract into TEE, and then compile the off-chain contract into
bytecodes, such that the bytecodes are executed by an execution engine deployed in the TEE
to compute the to-be-computed data.

[054] For convenience of understanding, the process of calling the cloud server to perform
an off-chain computation task will be detailed described in combination with specific
embodiments and FIG. 3.

[055] FIG. 3 is an interaction diagram of calling a cloud server to perform an off-chain
computation task according to example embodiments of the present specification. As shown
in FIG. 3, the interaction process can include the following steps.

[056] At step 302, a contract verification event is generated by a blockchain integrated
station.

[057] In this embodiment, before calling the off-chain cloud server to perform a
computation task, the blockchain integrated station as a blockchain node in a blockchain
network can firstly verify the off-chain contract deployed on the cloud server is trustworthy.
Data transfer can be realized between the blockchain node and the off-chain cloud server
through an oracle mechanism.

[058] At step 304, the contract verification event is monitored by an oracle server.

[059] At step 306, the oracle server sends challenge information to the cloud server.

[060] At step 308, the cloud server obtains contract information of the deployed off-chain
contract.

[061] At step 310, the cloud server returns a remote certificate report and to-be-verified
contract information to the oracle server.

[062] At step 312, the oracle server returns the remote certificate report and the
to-be-verified contract information to the blockchain integrated station.

[063] In this embodiment, the blockchain integrated station can call a pre-deployed oracle
contract which can generate the contract verification event containing the challenge
information, and the oracle server can obtain the challenge information by monitoring the
event generated by the oracle contract, and send the challenge information to the cloud server
through an off-chain channel. After receiving the challenge information, the cloud server can
obtain the remote certificate report for the TEE deployed by itself and the contract

information of the off-chain contract deployed by itself (as to-be-verified contract information)
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respectively.

[064] Taking Intel SGX technology as an example, the TEE creates an enclave for
realizing off-chain computation on the cloud server, and the remote certificate process also
involves another special enclave on the cloud server, i.e. quoting enclave (QE for short),
which is an architectural enclave provided and signed by Intel. The QE firstly needs to
generate a REPORT structure for local authentication, the QE verifies whether the enclave is
on the same platform as itself based on the REPORT structure, and then the QE encapsulates
the REPORT structure in a data structure QUOTE (i.e. self-recommendation information),
and signs it using an enhanced privacy identification (EPID) key. The EPID key represents
not only the cloud server but also credibility of underlying hardware of the cloud server, and
also can bind information such as version of processor firmware. Only QE can access the
EPID key so as to sign the data structure QUOTE. In the SGX technology, the authentication
server can be an Intel Attestation Service (IAS) server provided by Intel. The cloud server
sends the signed data structure QUOTE to the IAS server so that the IAS server can verify the
signature, and return a corresponding remote certificate report to the cloud server.

[065] After creating the TEE, the cloud server generates the self-recommendation
information for a remote certificate. The self-recommendation information can be used to
anchor and fix the information of the TEE, so that the remote certificate report containing the
self-recommendation information obtained finally can represent the state of the TEE and
verify whether the TEE is trustworthy. For example, the self-recommendation information
can contain a first to-be-checked hash value which is a hash value of predetermined
information in the TEE, for example, the predetermined information can include all codes
deployed in the TEE and a public key of developer of the TEE and the like. Taking Intel SGX
technology as example, the hash value generated corresponding to all codes deployed in the
TEE is MREnclave, and hash value generated corresponding to the public key of the
developer of the TEE is MRSigner, that is, the first to-be-checked hash value can include
MREnclave and MRSigner.

[066] Still taking Intel SGX technology as example. As described above, after the cloud
server sends the signed data structure QUOTE to the IAS server, the IAS server performs
signature verification according to a maintained public key set, and returns the remote
certificate report (i.e. AVR report) to the cloud server, where the remote certificate report
includes the data structure QUOTE and a signature verification result. Further, the 1AS server
can sign the remote certificate report using its own private key.

[067] Correspondingly, after obtaining the remote certificate report, the blockchain
integrated station can firstly perform signature verification for the remote certificate report

13



using a public key of the IAS server. If the verification is successful, it indicates that the
remote certificate report is indeed generated by the IAS server, and is not tampered or loses
data during data transmission process. The blockchain integrated station can obtain the public
key of the 1AS server through any approach. For example, when the remote certificate report
Is provided to the blockchain integrated station, a certificate chain of the IAS can also be
provided in associated manner, so that the blockchain integrated station can obtain the public
key of the IAS server from the certificate chain. Afterwards, the blockchain integrated station
can obtain the data structure QUOTE and the signature verification result from the remote
certificate report. The blockchain integrated station can firstly check the signature verification
result. If the signature verification result is successful verification, it indicates that the CPU of
the cloud server holds the private key provided by Intel. Thus, the TEE is created on a reliable
hardware platform and other verification operations can be continued. If the signature
verification result is unsuccessful verification, the blockchain integrated station determines
the cloud server is unreliable, and does not need to continue other verification operations.
Next, the blockchain integrated station can obtain the hash values MREnclave and MRSigner
from the data structure QUOTE, i.e. to-be-checked MREnclave and to-be-checked MRSigner.
At the same time, the blockchain integrated station pre-obtains the first standard hash value of
the predetermined information of the TEE, for example, trusted values of MREnclave and
MRSigner (hereinafter referred to as trusted MREnclave and trusted MRSigner), and then
compares the to-be-checked MREnNclave with the trusted MREnclave, and the to-be-checked
MRSigner with the trusted MRSigner. In this way, the blockchain integrated station can
determine “the to-be-checked MREnclave is consistent with the trusted MREnclave, and the
to-be-checked MRSigner is consistent with the trusted MRSigner” as a precondition for
determining the TEE is trustworthy. In other words, if the to-be-checked MREnclave is
inconsistent with the trusted MREnNclave, or the to-be-checked MRSigner is inconsistent with
the trusted MRSigner, the blockchain integrated station determines the TEE of the cloud
server is un-trustworthy. If all preconditions set by the blockchain integrated station are
satisfied, it is determined that the TEE of the cloud server is trustworthy. In addition, for the
blockchain integrated station, there is no necessary precedence between the verification
operation of the signature verification result and the verification operation of the
to-be-checked MREnNclave and the to-be-checked MRSigner and thus both operations can be
performed independently.

[068] At step 314, the blockchain integrated station performs signature verification and
contract information verification.

[069] In a case of determining the TEE of the cloud server is trustworthy according to the
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remote certificate report, the blockchain integrated station obtains to-be-verified contract
information of the off-chain contract deployed on the cloud server, where the to-be-verified
contract information is signed by the cloud server in the TEE using its own identity private
key, and the identity private key is generated and maintained by the cloud server in the TEE.
For example, the cloud server can read the deployed off-chain contract into the TEE and sign
it using its own identity private key.

[070] The blockchain integrated station performs signature verification for the
to-be-verified contract information using the identity public key of the cloud server, and
performs contract information verification for the to-be-verified contract information
according to the contract information of the off-chain contract, where the identity public key
is in a disclosed state, for example, the cloud server provides the identity public key to allow
the blockchain integrated station to obtain it. At the same time, the contract information of the
off-chain contract is also in a disclosed state, for example, a deployer of the off-chain contract
provides the contract information to allow the blockchain integrated station to obtain it, where
the contract information can include name, description, version number, bytecode hash value,
contract identity public key and the like of the off-chain contract, which is not limited by the
present specification.

[071] When both the signature verification and the contract information verification are
passed, the blockchain integrated station can determine that the off-chain contract is executed
by the cloud server in the TEE when the blockchain integrated station initiates call to the
off-chain contract through the oracle mechanism. The process of verifying the off-chain
contract is started by verifying the TEE of the cloud server is trustworthy in the present
specification. In a case of verifying the TEE of the cloud server is trustworthy, if it is known
by signature verification that the to-be-verified contract information provided by the cloud
server is indeed signed by the identity private key of the cloud server (maintained in the TEE),
it is determined that the off-chain contract challenged currently is an off-chain contract
running in the TEE of the cloud server. Next, in a case that the to-be-verified contract
information is further successfully verified, it indicates that the contract information of the
off-chain contract running in the TEE of the cloud server is correct, and thus it is finally
determined that the off-chain contract deployed on the cloud server is trustworthy and can
perform computation task as desired.

[072] Atstep 316, a client device submits a transaction to the blockchain integrated station.
[073] In one case, a transaction submitted by the client device directly includes an
encrypted call request, and therefore, the blockchain integrated station can obtain a ciphertext
request by decrypting the transaction in the TEE maintained by the blockchain integrated
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station, and then transmit the ciphertext request to the cloud server through the oracle
mechanism.

[074] In another case, a transaction submitted by the client device includes raw data (or
description information of the raw data, for example, the description information can be a
storage address), the blockchain integrated station can obtain corresponding input parameter
data (to-be-processed data) by processing the raw data through execution of an on-chain
contract. After the on-chain contract is executed, the contract address of the off-chain contract
and the input parameter data are packaged into a call request which is then encrypted.
Alternatively, the transaction generated by the client device can include description
information of the raw data. Because the client device does not directly add the input
parameter data into the transaction, and the process in which off-chain computation is
performed by calling the off-chain contract is transparent, the client device only needs to
obtain a computation result fed back without paying attention to that the called contract is on
or off chain.

[075] It should be noted that the encryption and transmission of the call request can be
implemented by symmetric encryption, asymmetric encryption or a combination thereof,
thereby ensuring content of the call request will not be leaked during transmission process.
Reference can be made to the applications of related technology, and thus redundant
descriptions will not be made in the present specification.

[076] At step 318, the blockchain integrated station generates a contract call event.

[077] Atstep 320, an oracle server monitors the contract call event.

[078] At step 322, the oracle server sends the call request to the cloud server.

[079] In this embodiment, after verifying the off-chain contract deployed on the cloud
server is trustworthy through the previously described steps, the blockchain integrated station
transfers computation task to the cloud server for execution. Specifically, the blockchain
integrated station initiates a call request to the cloud server through the oracle mechanism,
and the cloud server returns a computation result through the oracle mechanism. For example,
the blockchain integrated station generates the contract call event including a call request.
When monitoring the contract call event, the oracle server reads the call request included in
the contract call event, and sends it to the cloud server which decrypts the call request in the
maintained TEE so as to respond.

[080] At step 324, the cloud server executes computation task by calling the off-chain
contract.

[081] At step 326, the cloud server returns a computation result to the oracle server.

[082] At step 328, the oracle server returns the computation result to the blockchain
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integrated station.

[083] After obtaining the computation result, the blockchain integrated station (as a
blockchain node) can broadcast the computation result in a blockchain network, so that all
blockchain nodes obtain the computation result, and further update a blockchain ledger
according to the computation result.

[084] At step 330, the blockchain integrated station returns the computation result to the
client device.

[085] In the above-mentioned embodiment, the cloud server, as an off-chain node, executes
computation task in place of the blockchain node. In addition, the cloud server can also serve
as a cross-chain agency service node to connect with a plurality of different blockchain
networks, so as to realize cross-chain data access.

[086] In this scenario, the previously described ciphertext request (or plaintext request) is
a cross-chain data access request, the to-be-processed data is to-be-accessed data which is
stored in another blockchain network different from the blockchain network where the
blockchain integrated station is located, and the relevant information includes address
information of the to-be-processed data. In this case, in response to the cross-chain data
access request, the cloud server can serve as a cross-chain agency service node to perform
cross-chain access to the other blockchain network according to the address information, so as
to obtain the to-be-accessed data and return the to-be-accessed data to the blockchain
integrated station. The cloud server in the present specification can serve as a cross-chain
relay to perform cross-chain access to the data in the blockchain network according to
cross-chain technology of related technology (for example, side chain technology, notary
technology and the like which are not limited by the present specification), which will not be
repeated in the present specification.

[087] In the blockchain data processing solution based on cloud computing in the present
specification, in addition to serving as the off-chain node and the cross-chain agency service
node, the cloud server can also serve as a certificate authority (CA) authority node to issue a
digital certificate to a blockchain integrated station allowed to join the blockchain network. It
should be noted that the cloud server can have the functions of the off-chain node, cross-chain
agency service node and CA authority node at the same time, or the three different functions
can be realized by different cloud servers respectively. In other words, the cloud server can
serve as at least one of the off-chain node, cross-chain agency service node and CA authority
node.

[088] In a scenario where the could server serves as a CA authority node, the

to-be-processed data includes a second identity public key of the blockchain integrated station
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applying to join a blockchain network, and the previously described relevant information
includes second description information of the blockchain integrated station.

[089] A certificate authority service (CA service) can be built in the cloud server, which is
equivalent to configuring the cloud server as a CA authority center of the blockchain network,
to realize autonomous certificate issuing. After starting the CA service, the cloud server can
firstly generate a root certificate for itself based on the CA service, and broadcast the root
certificate in the blockchain network so that the blockchain nodes in the blockchain network
can obtain the root certificate.

[090] When issuing a certificate, the CA service needs to use an identity key of the cloud
server. It is assumed that the cloud server creates a first identity key including a first identity
private key and a corresponding first identity public key. Further, the cloud server provides
the first identity private key to the CA service, so that the CA service signs the first identity
public key and first description information of the cloud server by using the first identity
private key, to generate the root certificate. Because the cloud server generates the digital
certificate by signing its own public key using its own private key, the digital certificate
corresponding to the cloud server is the root certificate or called self-signed certificate.

[091] The cloud server needs to maintain the first identity private key properly but can
disclose the first identity public key at discretion. Of course, the first identity public key is
actually included in the root certificate. Therefore, after receiving the root certificate, the
blockchain node in the blockchain network can obtain the first identity public key from the
root certificate, and perform signature verification for the root certificate according to the first
identity public key. If the signature verification is successful, the blockchain node can
determine that the root certificate is valid. Similarly, the blockchain integrated station not
joining the blockchain network can obtain the root certificate of the cloud server (for example,
request the root certificate from the cloud server or obtain through the broadcast of the cloud
server), obtain the first identity public key from the root certificate, and perform signature
verification for the root certificate using the first identity public key. If the verification is
successful, the blockchain integrated station determines that the cloud server is the CA
authority node, and further applies to the cloud server to join the blockchain network and
obtains a corresponding digital certificate.

[092] Similar to the cloud server, the blockchain integrated station applying to join the
blockchain network (hereinafter referred to as a pending blockchain integrated station) also
creates its own identity key. It is assumed that the pending blockchain integrated station
creates a second identity key, and the second identity key specifically includes a second
identity private key and a second identity public key. An authentication application initiated
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by the pending blockchain integrated station can include the second identity public key (i.e.
the previously described to-be-processed data) and description information of the pending
blockchain integrated station (i.e. the previously described relevant information). The pending
blockchain integrated station needs to maintain the second identity private key properly.
Correspondingly, after the cloud server provides the received authentication application to the
CA service, the CA service can sign the second identity public key and the second description
information of the pending blockchain integrated station and the first description information
of the cloud server through the first identity private key, to generate a digital certificate
corresponding to the pending blockchain integrated station.

[093] Because the digital certificate corresponding to the cloud server is signed by its own
first identity private key, the first identity public key can be obtained directly from the digital
certificate to complete the signature verification. The digital certificate corresponding to the
blockchain integrated station is also signed by the first identity private key of the first
blockchain integrated station, but the public key included in the digital certificate is the
second identity public key corresponding to the blockchain integrated station. Thus, it is
needed to obtain the root certificate according to the first description information of the cloud
server included in the digital certificate, and verify the signature included in the digital
certificate corresponding to the blockchain integrated station according to the first identity
public key included in the root certificate. Therefore, a chain type relationship, i.e. a
certificate chain, is formed between the digital certificate corresponding to the cloud server
and the digital certificate corresponding to the blockchain integrated station. Because the
digital certificate corresponding to the cloud server is located at the position of the “root”, its
digital certificate can be referred to as a root certificate.

[094] Before generating the digital certificate of the pending blockchain integrated station,
the cloud server can verify the second description information of the pending blockchain
integrated station, so as to generate the digital certificate in a case of successful verification,
that is, whether the pending blockchain integrated station is allowed to join the blockchain
network is determined by verifying the second description information. In a case of
unsuccessful verification, it indicates that the pending blockchain integrated station is not
authenticated, thus the operation of generating the digital certificate of the pending blockchain
integrated station is not performed.

[095] In addition to this, the blockchain nodes in the current blockchain network can also
be allowed to join the process of determining whether to allow the pending pending
blockchain integrated station in the blockchain network. As an example embodiment, the

cloud server can send the second description information of the pending blockchain integrated
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station to a target blockchain network, so that the blockchain nodes in the target blockchain
network determine whether to allow the pending pending blockchain integrated station in the
target blockchain network according to the second description information. Therefore, in a
case of determining as allowed, the blockchain nodes in the blockchain network generate a
joining application confirmation message for the pending blockchain integrated station based
on the second description information and return the message to the cloud server. In a case of
obtaining the joining application confirmation message, the cloud server can generate a digital
certificate for the pending blockchain integrated station. At the same time, the blockchain
nodes in the target blockchain network can store the second description information of the
pending blockchain integrated station, so that the second description information can be used
to verify the digital certificate provided by the pending blockchain integrated station when the
blockchain integrated station joins the target blockchain network subsequently. For example,
the blockchain node can maintain a node information list to record the description information
of the blockchain integrated stations allowed to join the target blockchain network.
Alternatively, the cloud server can send the second description information of the pending
blockchain integrated station to the target blockchain network by submitting a transaction, so
that the second description information of the pending blockchain integrated station is
recorded in the blocks of the target blockchain network.

[096] As can be seen, a precondition under which the cloud server generates a digital
certificate for the pending blockchain integrated station can include the following: the cloud
server successfully verifies the second description information of the pending blockchain
integrated station, and/or, the target blockchain network generates a joining application
confirmation message for the pending blockchain integrated station based on the second
description information sent by the cloud server. Of course, the specific form of the
precondition can be flexibly selected according to actual situations, which is not limited by
the present specification.

[097] Based on the manner of generating the digital certificate, the digital certificate issued
by the CA service can be used to indicate that a device corresponding to the digital certificate
already passes identity authentication of the CA service. Thus, by verifying the digital
certificate of a blockchain integrated station, the blockchain integrated station can be
determined as a blockchain node in the blockchain network in a case of successful verification.
In other words, the digital certificate of any blockchain integrated station can be successfully
verified by any blockchain node in the target blockchain network using the root certificate,
and thus determined by the any blockchain node as a precondition for allowing the any

pending blockchain integrated station in the target blockchain network.
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[098] Specifically, the blockchain node in the blockchain network can receive a
to-be-verified digital certificate sent by a pending blockchain integrated station, and perform
signature verification for the to-be-verified digital certificate using the first identity public key
included in the root certificate, so as to determine the to-be-verified digital certificate is issued
by the CA service stated on the cloud server in a case of successful signature verification.
Furthermore, the to-be-verified digital certificate includes the second description information
of the pending blockchain integrated station, and the blockchain nodes in the blockchain
network store the description information of blockchain integrated stations already allowed to
join the blockchain network. In this case, it can be determined whether the second description
information included in the to-be-verified digital certificate belongs to the description
information of the blockchain integrated stations already allowed to join the blockchain
network. When it is determined that the second description information included in the
to-be-verified digital certificate belongs to the description information of the blockchain
integrated stations already allowed to join the blockchain network (at this time, verification
for the to-be-verified digital certificate is successful), the blockchain integrated station
corresponding to the to-be-verified digital certificate is determined as a blockchain node in the
blockchain network.

[099] For convenience of understanding, the process in which a pending blockchain
integrated station applies to join a target blockchain network will be described in detail below
in combination with the specific embodiments and FIG. 4.

[0100] FIG. 4 is an interaction diagram in which a pending blockchain integrated station
applies to join a target blockchain network according to example embodiments of the present
specification. As shown in FIG. 4, the interaction process can include the following steps.
[0101] Atstep 402, a cloud server 42 initiates a CA service.

[0102] At step 404, the cloud server 42 generates and broadcasts a root certificate.

[0103] The cloud server 42 can generate an identity key, for example, a first identity key.
The first identity key can include a first identity private key and a first identity public key.
Next, the cloud server 42 generates the root certificate based on the CA service. Specifically,
the CA service can generate a digital certificate corresponding to the cloud server 42, i.e. the
previously describe root certificate, by signing the first identity public key and description
information of the cloud server 42 using the first identity private key. After generating the
root certificate, the cloud server 42 can broadcast the root certificate to the target blockchain
network, so that each blockchain node in the target blockchain network stores the root
certificate. The description information of the cloud server 42 can include ID information,

product serial number, IP address, and MAC address and the like, which are not limited by
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the present specification.

[0104] The following descriptions are made with a blockchain node 43 and a blockchain
node 44 in the target blockchain network as an example.

[0105] At step 406A, the blockchain node 43 verifies and stores the root certificate.

[0106] At step 406B, the blockchain node 44 verifies and stores the root certificate.

[0107] The blockchain node 43 and the blockchain node 44 can perform signature
verification using the first identity public key included in the root certificate, and determine
the root certificate passes verification in a case of successful signature verification, thereby
storing the root certificate.

[0108] At step 408, the blockchain integrated station 41 generates and sends an
authentication application to the cloud server 42.

[0109] As a pending blockchain integrated station, the blockchain integrated station 41
requests the CA service on the cloud server 42 to issue a digital certificate for the blockchain
integrated station 41 by generating and sending the authentication application. Similar to the
cloud server 42, the blockchain integrated station 41 can generate an identity key, for example,
a second identity key, and the second identity key can include a second identity private key
and a second identity public key. The authentication application generated by the blockchain
integrated station 41 can include the second identity public key and description information of
the blockchain integrated station 41. The description information of blockchain integrated
station can include ID information, product serial number, IP address, MAC address and the
like, as long as such information can prove the identity of the blockchain integrated station.
The description information is not limited by the present specification.

[0110] At step 410, the cloud server 42 broadcasts the description information of the
blockchain integrated station 41.

[0111] At step 412A, the blockchain node 43 returns a joining application confirmation
message to the cloud server 42.

[0112] At step 412B, the blockchain node 44 returns a joining application confirmation
message to the cloud server 42.

[0113] The blockchain nodes in the current blockchain network can also be allowed to join
the process of determining whether to allow the pending blockchain integrated station in the
blockchain network. Therefore, the cloud server 42 can send the description information of
the blockchain integrated station 41 to the target blockchain network so that the blockchain
nodes in the target blockchain network determine whether to allow the blockchain integrated
station 41 to join the target blockchain network according to the description information. In a

case of determining as allowed, the blockchain nodes return corresponding joining application
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confirmation messages to the cloud server 42 to notify the cloud server 42 of the fact that the
target blockchain network agrees to allow the blockchain integrated station 41 to join. At the
same time, the blockchain nodes in the target blockchain network store the description
information of the blockchain integrated station 41 so that the description information is used
to verify the digital certificate provided by the blockchain integrated station 41 when the
blockchain integrated station 41 joins the target blockchain network subsequently. For
example, the blockchain node can maintain a node information list to record the description
information of the blockchain integrated stations allowed to join the target blockchain
network. For example, the node information list records IP addresses of blockchain integrated
stations allowed to join the target blockchain network, which is not limited by the present
specification.

[0114] In one case, the operation of determining whether to allow the blockchain integrated
station 41 to join the target blockchain network can be performed by a master node in the
target blockchain network. For example, the blockchain nodes in the target blockchain
network can determine one or more master nodes by election. The election rule adopted is not
limited by the present specification, for example, the first n blockchain nodes accessing the
network are determined as master nodes according to a network access sequence, for another
example, n blockchain nodes are selected as master nodes in a descending order or ascending
order according to the sizes of IP addresses, where n is a positive integer.

[0115] In another case, whether to allow the blockchain integrated station 41 to join the
target blockchain network can be determined by all nodes having accounting authority in the
target blockchain network. With a consortium blockchain as an example, whether to allow the
blockchain integrated station 41 to join the target blockchain network can be determined
jointly by all consortium members. For example, only when the consortium members
satisfying a predetermined ratio allow the blockchain integrated station 41 to join the target
blockchain network, can the cloud server determine that the target blockchain network allows
the blockchain integrated station 41 to join the target blockchain network. Of course, the
specific value of the predetermined ratio can be set according to actual situations, which will
not be limited by the present specification.

[0116] At step 414, the cloud server 42 verifies the description information and generates a
digital certificate.

[0117] Before the cloud server 42 generates the digital certificate of the blockchain
integrated station 41, the cloud server 42 can verify the description information of the
blockchain integrated station 41 through the CA service, so as to generate the digital
certificate in a case of successful verification. That is, whether to allow the blockchain
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integrated station 41 to join the blockchain network is determined by verifying the description
information of the blockchain integrated station 41. In a case of unsuccessful verification, it
indicates that the blockchain integrated station 41 failed to be authenticated and the operation
of generating the digital certificate for the blockchain integrated station 41 is not performed.
[0118] Specifically, the CA service can sign the second identity public key and the
description information of the blockchain integrated station 41 and the description
information of the cloud server 42 through the first identity private key to generate a digital
certificate corresponding to the blockchain integrated station 41. Herein, the description
information of the cloud server 42 adopted for signature can be inconsistent with the
description information of the blockchain integrated station 41, for example, different types of
description information can be included, which depends on a rule set by the CA service.
Likewise, the description information of the blockchain integrated station 41 included in the
authentication application can be inconsistent with the description information of the
blockchain integrated station 41 adopted for signature, for example, the description
information adopted for signature can be only part of the description information included in
the authentication application, and especially can exclude part of description information that
IS not suitable for disclosure (for example, information relating to privacy). For another
example, the description information adopted for signature can be a hash value of the
description information included in the authentication application. Thus, the digital certificate
can fully correspond to the description information included in the authentication application,
and be prevented from disclosing the description information unsuitable for disclosure.

[0119] It should be noted that the specific manner in which the target blockchain network
and the cloud server 42 determine whether to allow the blockchain integrated station 41 to
join the target blockchain network according to the description information can be flexibly
determined according to actual situations, and will not be limited by the present specification.
For example, whether to allow the blockchain integrated station 41 to join the target
blockchain network can be determined based on a blacklist which records description
information of blockchain integrated stations disallowed to join the target blockchain
network.

[0120] At step 416, the cloud server 42 returns the digital certificate to the blockchain
integrated station 41.

[0121] At step 418, the blockchain integrated station 41 broadcasts the digital certificate to
the target blockchain network.

[0122] At step 420A, the blockchain node 43 verifies the digital certificate and adds the

blockchain integrated station 41 as a blockchain node.
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[0123] At step 420B, the blockchain node 44 verifies the digital certificate and adds the
blockchain integrated station 41 as a blockchain node.

[0124] Descriptions will be made with the blockchain integrated station 43 as an example, to
which the blockchain integrated station 44 is similar. After receiving the digital certificate
broadcast by the blockchain integrated station 41, the blockchain node 43 takes the digital
certificate as a to-be-verified digital certificate, and performs signature verification for the
to-be-verified digital certificate according to the first identity public key included in the root
certificate of the cloud server 42, so as to determine the to-be-verified digital certificate is
issued by the CA service started on the cloud server in a case of successful signature
verification. Further, the to-be-verified digital certificate includes the description information
of the blockchain integrated station 41, and the node information list of the blockchain
integrated station 43 records the description information of blockchain integrated stations
already allowed to join the blockchain network. In this case, whether the description
information included in the to-be-verified digital certificate is recorded in the node
information list is determined by querying the node information list. When it is determined
that the description information included in the to-be-verified digital certificate is recorded in
the node information list (at this time, verification for the to-be-verified digital certificate is
successful), the blockchain integrated station (i.e. the blockchain integrated station 41)
corresponding to the to-be-verified digital certificate is determined as a blockchain node in the
blockchain network.

[0125] Corresponding to the embodiments of the blockchain integrated station side, the
present specification further provides an embodiment of cloud server side. The descriptions
involved in the embodiments of the blockchain integrated station side are also applicable to
the embodiments of cloud server side and thus will not be repeated in the present
specification.

[0126] Correspondingly, FIG. 5 is a flowchart of a blockchain data processing method based
on cloud computing at cloud server side according to example embodiments of the present
specification. As shown in FIG. 5, the method can include the following steps.

[0127] At step 502, a cloud server receives a ciphertext request initiated by a blockchain
integrated station, and obtains a plaintext request by decrypting the ciphertext request in a
maintained trusted execution environment to read relevant information for to-be-processed
data included in the plaintext request.

[0128] At step 504, the cloud server executes a relevant operation on the to-be-processed
data according to the relevant information, and returns an execution result corresponding to

the relevant operation to the blockchain integrated station.
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[0129] As mentioned above, an off-chain contract is pre-deployed on the cloud server, and
the relevant information includes the to-be-processed data and a contract address of the
off-chain contract for processing the to-be-processed data. In this case, the cloud server can
firstly determine the off-chain contract deployed on the cloud server according to the contract
address, and read the to-be-processed data and the off-chain contract into the trusted
execution environment, and then execute the off-chain contract through an execution engine
deployed in the trusted execution environment, so as to compute the to-be-processed data.
[0130] As mentioned above, the cloud server provides a remote certificate report for the
trusted execution environment to the blockchain integrated station, where the remote
certificate report is generated by an authentication server verifying self-recommendation
information generated by the cloud server for the trusted execution environment; the cloud
server provides to-be-verified contract information of the off-chain contract to the blockchain
integrated station, where the to-be-verified contract information is signed by the cloud server
using its own identity private key in the trusted execution environment, and the identity
private key is maintained by the cloud server in the trusted execution environment.

[0131] In a case of determining the trusted execution environment is trustworthy according
to the remote certificate report, the blockchain integrated station performs signature
verification for the to-be-verified contract information using an identity public key of the
cloud server, performs contract information verification for the to-be-verified contract
information according to contract information of the off-chain contract, and determines the
off-chain contract is trustworthy in a case that both the signature verification and the contract
information verification are passed.

[0132] As mentioned above, the to-be-processed data is stored in another blockchain
network different from a blockchain network where the blockchain integrated station is
located, and the relevant information includes address information of the to-be-processed data.
In this case, the cloud server performs cross-chain access to the to-be-processed data stored in
the other blockchain network according to the address information.

[0133] As mentioned above, the cloud server generates a root certificate by signing a first
identity public key and first description information of the cloud server using a first identity
private key of the cloud server.

[0134] The to-be-processed data includes a second identity public key of the blockchain
integrated station, and the relevant information includes second description information of the
blockchain integrated station. In this case, the cloud server generates a digital certificate
corresponding to the blockchain integrated station by signing the second identity public key,

the first description information and second description information of the blockchain
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integrated station using the first identity private key; wherein a digital certificate of any
blockchain integrated station is successfully verified by any blockchain node in a target
blockchain network using the root certificate, and determined by the any blockchain node as a
precondition for allowing the any pending blockchain integrated station in the target
blockchain network.

[0135] As mentioned above, the cloud server can verify the second description information
so as to generate the digital certificate in a case of successful verification.

[0136] As mentioned above, the cloud server can send the second description information of
the blockchain integrated station to the target blockchain network, so as to generate the digital
certificate in a case of obtaining a joining application confirmation message for the
blockchain integrated station generated by the target blockchain network based on the second
description information.

[0137] As mentioned above, the second description information is used to verify the digital
certificate of the blockchain integrated station.

[0138] As mentioned above, the cloud server can obtain a ciphertext request initiated by the
blockchain integrated station through an oracle mechanism. Specifically, the cloud server
receives the ciphertext request sent and obtained by an oracle server from an event monitored
from an oracle contract, and the event is generated by the blockchain integrated station calling
the oracle contract. Similarly, the cloud server returns the execution result to the oracle server
which transmits the execution result to the oracle contract.

[0139] FIG. 6 is a structural schematic diagram of a device according to example
embodiments of the present specification. As shown in FIG. 6, from the hardware level, the
device includes a processor 602, an internal bus 604, a network interface 606, a memory 608,
and a non-volatile memory 610. Of course, the device can further include hardware required
for other services. The processor 602 reads corresponding computer programs from the
non-volatile memory 610 to the memory 608 for running, so as to logically form a blockchain
data processing apparatus based on cloud computing. Of course, in addition to the software
implementation, one or more embodiments of the present specification do not exclude other
implementations, for example, logic device or a combination of software and hardware or the
like. That is, the executing subject of the following processing flow is not limited to each
logic unit and can also be hardware or logic device.

[0140] As shown in FIG. 7, in a software implementation, the blockchain data processing
apparatus based on cloud computing can include:

[0141] a request initiating unit 71, configured to enable a blockchain integrated station to

initiate a ciphertext request to a cloud server, where a plaintext request is obtained by the
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cloud server decrypting the ciphertext request in a maintained trusted execution environment,
and the plaintext request includes relevant information for to-be-processed data;

[0142] a result obtaining unit 72, configured to enable the blockchain integrated station to
obtain an execution result returned by the cloud server, where the execution result is obtained
by the cloud server executing a relevant operation on the to-be-processed data according to
the relevant information.

[0143] Optionally, an off-chain contract is pre-deployed on the cloud server, the relevant
information includes the to-be-processed data and a contract address of the off-chain contract
for processing the to-be-processed data; the execution result is obtained by the cloud server
executing the off-chain contract corresponding to the contract address through an execution
engine deployed in the trusted execution environment to compute the to-be-processed data.
[0144] Optionally, the apparatus further includes:

[0145] an information obtaining unit 73, configured to enable the blockchain integrated
station to obtain a remote certificate report for the trusted execution environment, where the
remote certificate report is generated by an authentication server verifying
self-recommendation information generated by the cloud server for the trusted execution
environment; and enable the blockchain integrated station to obtain to-be-verified contract
information of the off-chain contract, where the to-be-verified contract information is signed
by the cloud server using its own identity private key in the trusted execution environment,
and the identity private key is maintained by the cloud server in the trusted execution
environment;

[0146] a verifying unit 74, configured to enable the blockchain integrated station to, in a
case of determining the trusted execution environment is trustworthy according to the remote
certificate report, perform signature verification for the to-be-verified contract information
using an identity public key of the cloud server, perform contract information verification for
the to-be-verified contract information according to contract information of the off-chain
contract, and determine the off-chain contract is trustworthy in a case that both the signature
verification and the contract information verification are passed.

[0147] Optionally, the to-be-processed data is stored in another blockchain network different
from a blockchain network where the blockchain integrated station is located, the relevant
information includes address information of the to-be-processed data, and the to-be-processed
data is obtained by the cloud server performing cross-chain access to the other blockchain
network according to the address information.

[0148] Optionally, the to-be-processed data includes a second identity public key of the

blockchain integrated station, and the relevant information includes second description
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information of the blockchain integrated station; the apparatus further includes:

[0149] a certificate obtaining unit 75, configured to enable the blockchain integrated station
to obtain a digital certificate corresponding to the blockchain integrated station and obtained
by the cloud server signing the second identity public key, first description information of the
cloud server, and the second description by using a first identity private key of the cloud
server;

[0150] wherein a digital certificate of any blockchain integrated station is successfully
verified by any blockchain node in a target blockchain network using a root certificate, and
determined by the any blockchain node as a precondition for the any pending blockchain
integrated station in the target blockchain network; the root certificate is obtained by the cloud
server signing first identity public key of the cloud server and the first description information
of the cloud server using the first identity private key of the cloud server.

[0151] Optionally, a precondition for the cloud server to generate the digital certificate
includes successfully verifying the second description information by the cloud server.

[0152] Optionally, the precondition for the cloud server to generate the digital certificate
includes: generating a joining application confirmation message for the blockchain integrated
station generated by the target blockchain network based on the second description
information sent by the cloud server.

[0153] Optionally, the second description information is used to verify the digital certificate
of the blockchain integrated station.

[0154] Optionally, the request initiating unit 71 is specifically configured to enable the
blockchain integrated station to generate an event including the ciphertext request by calling
an oracle contract, where in a case that the event is monitored by an oracle server, the oracle
server obtains and sends the ciphertext request included in the event to the cloud server.
[0155] The result obtaining unit 72 is specifically configured to obtain an execution result
returned by the oracle server to the oracle contract, where the execution result is returned by
the cloud server to the oracle server.

[0156] As shown in FIG. 8, in another software implementation, the blockchain data
processing apparatus based on cloud computing can include:

[0157] a request obtaining unit 81, configured to enable a cloud server to receive a
ciphertext request initiated by a blockchain integrated station, and obtain a plaintext request
by decrypting the ciphertext request in a maintained trusted execution environment to read
relevant information for to-be-processed data included in the plaintext request;

[0158] an executing unit 82, configured to enable the cloud server to execute a relevant

operation on the to-be-processed data according to the relevant information, and return an
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execution result corresponding to the relevant operation to the blockchain integrated station.
[0159] Optionally, an off-chain contract is pre-deployed on the cloud server, the relevant
information includes the to-be-processed data and a contract address of the off-chain contract
for processing the to-be-processed data; the executing unit 82 is specifically configured to:
[0160] determine, by the cloud server, the off-chain contract deployed on the cloud server
according to the contract address, and read the to-be-processed data and the off-chain contract
into the trusted execution environment;

[0161] execute, by the cloud server, the off-chain contract through an execution engine
deployed in the trusted execution environment to compute the to-be-processed data.

[0162] Optionally, the apparatus further includes:

[0163] an information providing unit 83, configured to enable the cloud server to provide a
remote certificate report for the trusted execution environment to the blockchain integrated
station, where the remote certificate report is generated by an authentication server verifying
self-recommendation information generated by the cloud server for the trusted execution
environment; and enable the cloud server to provide to-be-verified contract information of the
off-chain contract to the blockchain integrated station, where the to-be-verified contract
information is signed by the cloud server using its own identity private key in the trusted
execution environment, and the identity private key is maintained by the cloud server in the
trusted execution environment;

[0164] wherein in a case of determining the trusted execution environment is trustworthy
according to the remote certificate report, the blockchain integrated station performs signature
verification for the to-be-verified contract information using an identity public key of the
cloud server, performs contract information verification for the to-be-verified contract
information according to contract information of the off-chain contract, and determines the
off-chain contract is trustworthy in a case that both the signature verification and the contract
information verification are passed.

[0165] Optionally, the to-be-processed data is stored in another blockchain network different
from a blockchain network where the blockchain integrated station is located, and the relevant
information includes address information of the to-be-processed data; the executing unit 82 is
specifically configured to:

[0166] perform, by the cloud server, cross-chain access to the to-be-processed data stored in
the other blockchain network according to the address information.

[0167] Optionally, the apparatus further includes a certificate issuing unit 84, configured to
enable the cloud server to generate a root certificate by signing a first identity public key and
first description information of the cloud server using a first identity private key of the cloud
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server;
[0168] wherein the to-be-processed data includes a second identity public key of the
blockchain integrated station, and the relevant information includes second description
information of the blockchain integrated station; the executing unit 82 is specifically
configured to enable the cloud server to generate a digital certificate corresponding to the
blockchain integrated station by signing the second identity public key, the first description
information and second description information of the blockchain integrated station using the
first identity private key; wherein a digital certificate of any blockchain integrated station is
successfully verified by any blockchain node in a target blockchain network using the root
certificate, and determined by the any blockchain node as a precondition for the any pending
blockchain integrated station in the target blockchain network.

[0169] Optionally, the apparatus further includes:

[0170] a verifying unit 85, configured to enable the cloud server to verify the second
description information, so as to generate the digital certificate in a case of successful
verification.

[0171] Optionally, the apparatus further includes:

[0172] a sending unit 86, configured to enable the cloud server to send the second
description information of the blockchain integrated station to the target blockchain network,
so as to generate the digital certificate in a case of obtaining a joining application
confirmation message for the blockchain integrated station generated by the target blockchain
network according to the second description information.

[0173] Optionally, the second description information is used to verify the digital certificate
of the blockchain integrated station.

[0174] Optionally, the request obtaining unit 81 is specifically configured to enable the
cloud server to receive a ciphertext request sent and obtained by an oracle server from an
event monitored from an oracle contract, and the event is generated by the blockchain
integrated station calling the oracle contract.

[0175] The executing unit 82 is specifically configured to enable the cloud server to return
an execution result to the oracle server, where the execution result is transmitted from the
oracle server to the oracle contract.

[0176] The systems, apparatuses, modules or units described in the embodiments can be
specifically implemented by a computer chip or an entity or can be implemented by a product
with a particular function. A typical implementing device can be a computer and the computer
can be specifically a personal computer, a laptop computer, a cellular phone, a camera phone,

a smart phone, a personal digital assistant, a media player, a navigation device, an email
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transceiver, a game console, a tablet computer, a wearable device, or a combination of any
several devices of the devices.

[0177] In a typical configuration, the computer can include one or more central processing
units (CPU), one or more input/output interfaces, one or more network interfaces, and one or
more memories.

[0178] The memory can include a non-permanent memory, a random access memory
(RAM), and/or a non-volatile memory and the like in a computer readable medium, for
example, read only memory (ROM), or flash RAM. The memory is one example of the
computer readable medium.

[0179] The computer readable medium includes permanent, non-permanent, portable and
non-portable media, which can realize information storage by any method or technology. The
information can be computer readable instructions, data structures, program modules and
other data. The examples of the computer storage medium include but not limited to: a phase
change random access memory (PRAM), a Static Random Access Memory (SRAM), a
Dynamic Random Access Memory (DRAM), and other types of RAMs, Read-Only Memory
(ROM), an Electrically-Erasable Programmable Read-Only Memory (EEPROM), a Flash
Memory, or other memory technology, CD-ROM, digital versatile disc (DVD) or other
optical storage, cassette type magnetic tape, magnetic disk storage, quantum memory, storage
medium based on graphene, or other magnetic storage device or other non-transmission
medium for storing information accessible by computing devices. According to the definition
of the specification, the computer readable medium does not include transitory computer
readable media, for example, modulated data signal and carriers.

[0180] It should be noted that the term “including”, “containing” or any variation thereof is
intended to encompass non-exclusive inclusion, so that a process, method, product, or device
including a series of elements includes not only those elements but also other elements not
listed explicitly or those elements inherent to such a process, method, product, or device.
Without more limitations, an element defined by the statement “including a...” shall not be
excluded to include additional same elements in a process, method, product, or device
including the elements.

[0181] The specific embodiments are described as above. Other embodiments can also be
obtained within the scope of the appended claims. In some cases, the actions or steps recorded
in the claims can be performed in a sequence different from the embodiments to achieve the
desired result. Further, the processes shown in drawings do not necessarily require a particular
sequence or a continuous sequence shown to achieve the desired result. In some embodiments,

multi-task processing and parallel processing are possible and can also be advantageous.
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[0182] The terms used in one or more embodiments of the present specification are for the
purpose of describing particular embodiments only, and are not intended to limit the one or
more embodiments of the present specification. Terms “a”, “the” and “said” used in their
singular forms in one or more embodiments of the present specification and the appended
claims are also intended to include plurality, unless clearly indicated otherwise in the context.
It should also be understood that the term “and/or” as used in the present specification refers
to and includes any and all possible combinations of one or more of the associated listed
items.

[0183] It is to be understood that, although the terms “first,” “second,” “third,” and the like
can be used in one or more embodiments of the present specification to describe various
information, such information should not be limited to these terms. These terms are only used
to distinguish one category of information from the other. For example, without departing
from the scope of one or more embodiments of the present specification, first information can
be referred as second information; and similarly, the second information can also be referred
as the first information. Depending on the context, the term “if” as used in the present
specification can be interpreted as “when” or “upon” or “in response to determining”.

[0184] The previously described is merely illustrative of preferred embodiments of one or
more embodiments of the present specification, but not intended to limit the present
specification, and any modifications, equivalent substitutions, adaptations thereof made
within the spirit and principles of the specification shall be encompassed in the scope of

protection of the present specification.
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CLAIMS
1. A blockchain data processing method based on cloud computing, comprising:

initiating, by a blockchain integrated station, a ciphertext request to a cloud server,
wherein a plaintext request is obtained by the cloud server decrypting the ciphertext request in
a maintained trusted execution environment, and the plaintext request comprises relevant

information for to-be-processed data;

obtaining, by the blockchain integrated station, an execution result returned by the cloud
server, wherein the execution result is obtained by the cloud server executing a relevant

operation on the to-be-processed data according to the relevant information.

2. The method according to claim 1, wherein an off-chain contract is pre-deployed on the
cloud server; the relevant information comprises the to-be-processed data and a contract
address of the off-chain contract for processing the to-be-processed data; the execution result
is obtained by the cloud server executing the off-chain contract corresponding to the contract
address through an execution engine deployed in the trusted execution environment to

compute the to-be-processed data.
3. The method according to claim 2, further comprising:

obtaining, by the blockchain integrated station, a remote certificate report for the trusted
execution environment, wherein the remote certificate report is generated by an authentication
server verifying self-recommendation information generated by the cloud server for the

trusted execution environment;

obtaining, by the blockchain integrated station, to-be-verified contract information of the
off-chain contract, wherein the to-be-verified contract information is signed by the cloud
server using its own identity private key in the trusted execution environment, and the identity

private key is maintained by the cloud server in the trusted execution environment;

in a case of determining the trusted execution environment is trustworthy according to the
remote certificate report, performing, by the blockchain integrated station, signature
verification for the to-be-verified contract information using an identity public key of the
cloud server, performing contract information verification for the to-be-verified contract
information according to contract information of the off-chain contract, and determining the
off-chain contract is trustworthy in a case that both the signature verification and the contract

information verification are passed.

4. The method according to claim 1, wherein the to-be-processed data is stored in another
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blockchain network different from a blockchain network where the blockchain integrated
station is located, the relevant information comprises address information of the
to-be-processed data, and the to-be-processed data is obtained by the cloud server performing

cross-chain access to the another blockchain network according to the address information.

5. The method according to claim 1, wherein the to-be-processed data comprises a second
identity public key of the blockchain integrated station, and the relevant information
comprises second description information of the blockchain integrated station; the method

further comprises:

obtaining, by the blockchain integrated station, a digital certificate corresponding to the
blockchain integrated station and obtained by the cloud server signing the second identity
public key, first description information of the cloud server and the second description

information using a first identity private key of the cloud server;

wherein a digital certificate of any blockchain integrated station is successfully verified
by any blockchain node in a target blockchain network using a root certificate and determined
by the any blockchain node as a precondition for the any pending blockchain integrated
station in the target blockchain network; the root certificate is obtained by the cloud server
signing a first identity public key of the cloud server and the first description information of
the cloud server using the first identity private key.

6. The method according to claim 5, wherein a precondition for the cloud server to generate
the digital certificate comprises: successfully verifying, by the cloud server, the second

description information.

7. The method according to claim 5, wherein a precondition for the cloud server to generate
the digital certificate comprises: generating, by the target blockchain network, a joining
application confirmation message for the blockchain integrated station based on the second

description information sent by the cloud server.

8. The method according to claim 7, wherein the second description information is used to
verify the digital certificate of the blockchain integrated station.

9. The method according to claim 1, wherein,

initiating, by the blockchain integrated station, the ciphertext request to the cloud server
comprises: generating, by the blockchain integrated station, an event comprising the
ciphertext request by calling an oracle contract, and in a case that the event is monitored by an
oracle server, obtaining and sending, by the oracle server, the ciphertext request comprised in

the event to the cloud server;
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obtaining, by the blockchain integrated station, the execution result returned by the cloud
server comprises: obtaining an execution result returned by the oracle server to the oracle

contract, wherein the execution result is returned by the cloud server to the oracle server.
10. A blockchain data processing method based on cloud computing, comprising:

receiving, by a cloud server, a ciphertext request initiated by a blockchain integrated
station, and obtaining a plaintext request by decrypting the ciphertext request in a maintained
trusted execution environment to read relevant information for to-be-processed data

comprised in the plaintext request;

executing, by the cloud server, a relevant operation on the to-be-processed data according
to the relevant information, and returning an execution result corresponding to the relevant

operation to the blockchain integrated station.

11. The method according to claim 10, wherein an off-chain contract is pre-deployed on the
cloud server; the relevant information comprises the to-be-processed data and a contract
address of the off-chain contract for processing the to-be-processed data; executing, by the
cloud server, the relevant operation on the to-be-processed data according to the relevant

information comprises:

determining, by the cloud server, the off-chain contract deployed on the cloud server
according to the contract address, and reading the to-be-processed data and the off-chain

contract into the trusted execution environment;

executing, by the cloud server, the off-chain contract through an execution engine

deployed in the trusted execution environment to compute the to-be-processed data.
12. The method according to claim 11, further comprising:

providing, by the cloud server, a remote certificate report for the trusted execution
environment to the blockchain integrated station, wherein the remote certificate report is
generated by an authentication server verifying self-recommendation information generated

by the cloud server for the trusted execution environment;

providing, by the cloud server, to-be-verified contract information of the off-chain
contract to the blockchain integrated station, wherein the to-be-verified contract information
is signed by the cloud server using its own identity private key in the trusted execution
environment, and the identity private key is maintained by the cloud server in the trusted

execution environment;
in a case of determining the trusted execution environment is trustworthy according to the
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remote certificate report, performing, by the blockchain integrated station, signature
verification for the to-be-verified contract information using an identity public key of the
cloud server, performing contract information verification for the to-be-verified contract
information according to contract information of the off-chain contract, and determining the
off-chain contract is trustworthy in a case that both the signature verification and the contract

information verification are passed.

13. The method according to claim 10, wherein the to-be-processed data is stored in another
blockchain network different from a blockchain network where the blockchain integrated
station is located, and the relevant information comprises address information of the
to-be-processed data; executing, by the cloud server, the relevant operation on the

to-be-processed data according to the relevant information comprises:

performing, by the cloud server, cross-chain access to the to-be-processed data stored in

the another blockchain network according to the address information.
14. The method according to claim 10, further comprising:

generating, by the cloud server, a root certificate by signing a first identity public key of
the cloud server and first description information of the cloud server using a first identity

private key of the cloud server,

wherein the to-be-processed data comprises a second identity public key of the
blockchain integrated station, and the relevant information comprises second description
information of the blockchain integrated station; executing, by the cloud server, the relevant
operation on the to-be-processed data according to the relevant information comprises:
generating, by the cloud server, a digital certificate corresponding to the blockchain integrated
station by signing the second identity public key, the first description information and the
second description information of the blockchain integrated station using the first identity
private key, wherein a digital certificate of any blockchain integrated station is successfully
verified by any blockchain node in a target blockchain network using the root certificate and
determined by the any blockchain node as a precondition for the any pending blockchain

integrated station in the target blockchain network.
15. The method according to claim 14, further comprising:

verifying, by the cloud server, the second description information so as to generate the

digital certificate in a case of successful verification.

16. The method according to claim 14, further comprising:
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sending, by the cloud server, the second description information of the blockchain
integrated station to the target blockchain network, so as to generate the digital certificate in a
case of obtaining a joining application confirmation message for the blockchain integrated
station generated by the target blockchain network based on the second description

information.

17. The method according to claim 16, wherein the second description information is used to

verify the digital certificate of the blockchain integrated station.
18. The method according to claim 10, wherein,

receiving, by the cloud server, the ciphertext request initiated by the blockchain
integrated station comprises: receiving, by the cloud server, the ciphertext request sent and
obtained by an oracle server from an event monitored from an oracle contract, wherein the

event is generated by the blockchain integrated station calling the oracle contract;

returning the execution result corresponding to the relevant operation to the blockchain
integrated station comprises: returning, by the cloud server, the execution result to the oracle

server, and transmitting, by the oracle server, the execution result to the oracle contract.
19. A blockchain data processing apparatus based on cloud computing, comprising:

a request initiating unit, configured to enable a blockchain integrated station to initiate a
ciphertext request to a cloud server, wherein a plaintext request is obtained by the cloud
server decrypting the ciphertext request in a maintained trusted execution environment, and

the plaintext request comprises relevant information for to-be-processed data;

a result obtaining unit, configured to enable the blockchain integrated station to obtain an
execution result returned by the cloud server, wherein the execution result is obtained by the
cloud server executing a relevant operation on the to-be-processed data according to the

relevant information.
20. A blockchain data processing apparatus based on cloud computing, comprising:

a request obtaining unit, configured to enable a cloud server to receive a ciphertext
request initiated by a blockchain integrated station and obtain a plaintext request by
decrypting the ciphertext request in a maintained trusted execution environment to read

relevant information for to-be-processed data comprised in the plaintext request;

an executing unit, configured to enable the cloud server to execute a relevant operation on
the to-be-processed data according to the relevant information, and return an execution result

corresponding to the relevant operation to the blockchain integrated station.
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21. An electronic device, comprising:
a processor;
a memory for storing processor executable instructions;

wherein the processor implements a method according to any of claims 1-18 by running

the executable instructions.

22. A computer readable storage medium having computer instructions stored thereon,
wherein the instructions are executed by a processor to implement steps in a method

according to any of claims 1-18.
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