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14 February 2007 METHOD FOR SHARI NG RI GHTS OBJECTS BETWEEN USERS [ 01] This
application clains priority of Korean Patent Application No. 10-2003-
0057901 filed on August 21, 2003 in the Korean Intellectual Property
Ofice, the disclosure of which is incorporated herein in its entirety by
reference. 5 BACKGROUND OF THE I NVENTION 1. Field of the Invention [02]
The present inven Jesgr gpart of a
rights object (R&ﬂ?gﬂgg@SHgmgﬁl ptl%ngggqﬂﬁ\é%E%Eg{jUﬁrgﬁ 10 [03]
Currently, wireless Internet and conmuni cation technol ogies are rapidly
advanci ng, h h i -
features ar ﬁivm 2@]gy%€gggiqrﬁ9%§g$f? y%f IBF %%a%mr%gn?n%ﬂgﬁggoﬁ%dﬁggﬁal
features ham?@@krﬁliedodmdmgustv\m h20a%biit ehelicores IielleotuedfrbpertyréHticgnthe
mel ody nobil e phone bei n re aced 6- cho d nel ody nobil e phones
and 32-chor @ Sﬂﬁ%’ﬁﬁﬂ’g’nﬁﬁl%mﬁﬂ’g’ﬂg li\%?lé‘“ig P@EE%‘WG NP1 es” phones
providing 64-chord ring tongxdRERNEED GleYERIPRGENA®E, demand is
i ncreasing for nobile phonetermnals wth a digital canmera. As these
handhel d or portbbF'EldmnTtlhthwilﬁom erm nal s have becone increasingly sought
after, ind ry |elds or_c S genga p n e nts
o servi ces! 23 LuRs St RTRORAR BUR SRl Ry sVl of okt £936
entert ai nergﬁe@tra{cj)%awrﬁrs phot 0S or pictures, 20 and noVi ng i mges such
as novies and sports, are rapidly growng. In t he past, content providing
services were us®aDes W@@C’@&e&é@tﬁ‘é Arowever, the trend is changi ng toward
Char 91 o { Ofoh NeeEnSE! ! Gttt itfing!dnt %Fﬁgﬁm@nwn%mz)gbs PEbl S Or
cont ent ders was ’ext e |n eir ability to prevent | egal copyi ng
of cont ent Sadxfahangﬂaﬁcbhanmlerdsor ifm*tetbﬂn seranh]s with enbaneedt mpltiovadibe festunerdare

di stributors evi sed ,se 25 nmechani reyent, on
t echnol ogy. “ﬁ%gwse%llﬁt%a’&eﬂg% Ot GUpRer Pf%ﬁﬂ"g aﬁrﬁ%ﬁﬂ%ﬁ% C%ﬁgzﬂﬂ\fgcg enes
that nmanagewiidmbhifxpiings. a eﬁ%}éﬁnhﬁﬂbioﬁe infel 8dyOMoBDe tph&r%]aré/\ﬁelhg réplece@RM

schene has enabl ed encr ted content to be freely distributed to wusers, it

prevents a wédi -elmrdf ¥ xoebild mgom%em@oﬁwh@rdbme&da Bubidn 2HoAg- t AdoRO
i d t d t t t
assocl ai)? : Oi;’%ﬁgl} H’ tlﬂ [‘f, M? {P}d JIPQ 63 P&’h(ﬁ;g'}of?és SRR %@?@é@é Ao,

users t en rien or famly y want to
share it w Hénatdéy elyeadingoRirn@obits phone terminals with a dlgltal camera. As these

handheld or portable multimedia terminals have become increasingly sought after,
industry fields or companies engaged in providing related contents or services, such as
ringing sound downloads, ring back tones, entertainers’ or characters’ photos or pictures,
20  and moving images such as movies and sports, are rapidly growing. In the past, content
providing services were usually free of charge. However, the trend is changing toward
charging for these services. At an early stage, a fundamental problem for content
providers was extending their ability to prevent illegal copying of contents offered to
users. To this end, the content providers and distributors have devised several
25  mechanisms based on piracy prevention technology. Today, introduction of digital rights
management (DRM) schemes that manage ROs flexibly and conveniently is growing.
[04] While the DRM scheme has enabled encrypted content to be freely distributed to
users, it prevents a recipient from executing the content before purchasing the RO
associated with it. The freedom in distribution of content enables the users to forward the
30 DRM content to friends or family who they want to share it with, thereby allowing for
proliferatioﬁ of high quality content, its distribution and advertising carried out by its
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proliferation of high quality content, its distribution and adverti sing
carried out by its 1 14 February 2007 wusers. In order to play the
encrypted content, the recipient needs to have an RO associated with the
content. In other words, the recipient is not allowed to execute the
content forwarded from another user w thout purchasing the RO [05] FIG 1

shows a conyent i onabrdef ¢ Sisy Ble @ﬁ@r%&@%h{%ﬂt,tﬂﬁg P HeBdY to RatdGh KO

first user 101 receives encrypted content provided Dy a content provider
130 for exessatind. withhitheeconteat. e frc pihot edrdso theeretipisab ihrotfallosiey to eaeme theed

and di stri but ed n ssociated with the content 4 needed to execute

t he sane coﬁ?rﬁﬁqt.fgW?éR%dtﬁ%nﬂ]?@FrWgﬁwltﬂiﬁfufcgl&ﬂggﬂ?%@Urchases) the RO from
a rights isEosqr FO0. 1 shoWisdontentidNEIGHbEest BEJiSLIBhERE the DI donat.s i ssuer 100
transmts the requested i&rch_ased) RO to the first user 101 who is_10 then

enti tled t o[®Wlecéhtlirst wer dohrespiv et et pravadnddy asiers I 4 AR Mmed
therein- | SfdoufE W the ERbyMEE borklhl daft bR LR tmthdd bddBstiBH-E M RO L e

result of executing t nd wa a e content w riend
who i s a seagpciatederithl 2, conteat id nextled se exechf®lthé camarcdstenth eWdanehe Girtt endr t 0

t he second er 102. The secaqn ser 102 needs RO to execute the
encr ypt ed Ciﬁlf WE%%B%F@’@&?S%E%@%O@ prights fsger ?@q}n qiider Té’e%‘&ﬁ‘ﬁe gléee?onﬁ*)‘é, 15
hol ding no B ﬁg‘iﬁ@gglf?ér q@o\ﬂahé}nftbﬁleqe@s&ﬁa,(pﬁﬁﬂas%} ROt&hE g tuSerl 193 Uglo K00

to transmt the RO for execution. The second user 102 can receive the
desi r ed1@ onthententiledstotexyeite thecohient andrengan mpltinvadieinf@ootion conttinedtiefaimm t he

first user . [08] ..Th onv L. onal S i, E . ot
all ow a ser me §18% ﬂleo rsgﬂsﬁzaglsr ?%ﬁ?éaq%%ﬁg‘@{ Q%ggn eagw@oreg@égt%ec@ ngfﬁ{%
content Wi t bara@@id@ants &€ thard deadBte8S®ith RifSen®@@he inbibhd dapd 0L Sthe Padt enér

Lai d- open Publication No. 2003-58657 has proposed a nmethod for sharing_a
license to WUQkfarwardsdhs wme qantent imde sesond 3s¢r KORaihe socomd aser KR negdy #uRAy:

1. Storing kdﬂé,gegg%tﬂé@ BudifpiBa CONEATecdit GPRSH tié? iRy l%éﬁ Ri1e ARl LdeF §0SLe

V-
i nformati on da S ach user or termn pon request for
t ransf et5 f r hoddang msROgaserciated eathi the camtertnoaqypits the righys issu@d 1601 ¢o yrposomig the

the.encr ypt B TRESFHEPROAF FERPBFRTAE TREsas Hrorrieadoaiht 4rges R M8t ne
encryption k&entliRodiflG 9% $RMMas fdm BRIfirvteistm1t he | ssued encryption key
fromthe assignor to an assignee; )
[08] The conventional DRM approach shown in FIG. 1 cannot allow a service user to
share a rights object needed to execute the content with another user. To address this
20  problem, Japanese Patent Laid-open Publication No. 2003-58657 has proposed a method
for sharing a license to use the content with another user that involves the following:
1. Storing information on a content license in a private area of license
information database for each user or terminal;
2. Upon request for transfer from an assignor, creating an encryption key,
25  encrypting information on a license to be transferred using the encryption key, moving
the encrypted information from private area to public area, and issuing the encryption key
to the assignor;
3: Delivering the issued encryption key from the assignor to an assignee;
4, Upon request of the assignee to transfer the license, authenticating the assignee

30 by checking whether he/she has the encryption key that has been issued to the assignor;

and
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4. Upon request of the assignee to transfer the |icense, authenticating the

assi gnee 30 by checki ng whet her he/ she has the encryption key that has
been issued to the assignor; and 2 14 February 2007 5. Upon this

aut henti cation, decrypting the information on the license to be transferred
with the encryption key and noving the decrypted information fromthe
public area to asprigl enid/dithchilaril® d83pEILhe [IHnalid & BROJ&MsERPIRACH
makes it possible for a user ho dalng a |license to execute 5 content to
transf er t htahsferesus withothanotchyption dety. arddhmwiviegr theodasyptedh enfoseatians freinl theed
to share the.license for the ol ed content with others. [10] . In the

convent i onaP HISAELOR PrREHGAES COHNEEAt 1icense is supposed to be

nmanaged by pyggontrRAbrdposd HfproRAdnakes 8 YREIbRS for ReyseARBdinandliédnSe t&icoRt | on
on the license resides only in the server. In other words, the server nust

be i nvol ¥edconienstiafrarsderitbe Hpgnse feanesher a5 dn adher wordsythenserrp plloweghigrshare
request for ,tr r - i he server pre-authenticates the
request. Th%elﬁgﬁg‘:’?{?@r@%ﬁ% @?e@%@'\ﬁﬁgéﬁgﬁg. for the content to the assignee,
the assignoll0jechi i&s calveripii) pappadaeh e howywdr) @ancdaegnt flicensd e sesposal tare
delivers the sane to the assignee. The assiﬁgﬁjee is th Tham hentj cated with
t he encrypt M3Ragedyby arcontsak PEVIdes and ohEaer off the; same, \Wé@ ¢ HEoEateR T Bisal

approach r equl fe%eics %%%J 1?3%% &7 AR ORRr whrdd He JFRASHRE b Mol RE 1h & e.
SUMVARY OF THE T NVENTI 11] The present 1nvention provides a nethod for

freely 10 anthe lidehsegaraoaiz s$eas.i Fyrthermorg hipsn ggjusst fof R@nsfenGeiettic tassignasc thee

i fi tent, b _[12 i Ng.t o ar f th t
oot on  PhERsre Rt SR Nkt mAE R R RO RS I ton O sPBRSC
associ at ed Wisidhe6,ané 8Rtanot AR cive! ROShREITRILE ShoREptiGRY ifften thelsbBRE Snd dddivest to

be transmtted to a second user within a limt of the _rig‘réts object held by
a first uséhe samedo theyrssignen| Ehe assimgedp thyn guthpyfipated; with e eperyplier kg®1f r om

ir sigien ! e Benpice;
he. second e gt £ is 118 kBASRPamehbo R ERRE alcolBaiB bR

ri ghts obj e€ir timbfeging thelliténsekey of the second user 25 before transnmission

of the rights object. Also, the fir and. se o‘. {\]s preferably transmt
information on the limts of #F 5o Reld by t hensel ves to the
rights [11] The present invention provides a method for freely transmitting and sharing a

rights object (RO), needed to execute specific content, between users.

[12] According to an aspect of the present invention, there is provided a method for
20  sharing rights objects associated with content, the method comprising creating a rights

object to be transmitted to a second user within a limit of the rights object held by a first

user, the rights object issued by a rights issuer or received from another user, and the first

user forwarding the created rights object to the second user. Preferably, the method

further comprises encrypting the rights object using a public key of the second user
25  before transmission of the rights object. Also, the first and second users preferably

transmit information on the limits of the rights objects held by themselves to the rights

issuer at every predetermined period.

[13] Backing up the RO for the user on a backup server not only ensures rapid

recovery in case of loss or failure of a portable terminal but also can reduce the
30  processing load of the terminal.

BRIEF DESCRIPTION OF THE DRAWINGS
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I ssuer at every predeterm ned period. [13] Backing up the RO for the user

on a backup server not only ensures rapid recovery in case of |oss or
failure of a portable term nal but also can reduce the 30 processing |oad
of the term nal. BRI EF DESCRI PTION OF THE DRAWNGS 3 14 February 2007
[ 14] The above and other features and advantages of the present invention

w |l becone r L b | t : '
LM:]E Fhe RV SRH otﬁ%eé #epatd M ivha SRl Fithe FHEETP hﬁ'reﬂmﬁ{@glljﬁeé’é%i}_fes

t hereof wit ference to attached drawrngs 1 n which: [15]
i | | ustr at esmare appaeent ibyrixkcrfhing esdetait exénsplaiybembodgments tlemeofi wittareférgneeato

rights 5 nage t formpt; [16] FIG 2 illustrates a process of
creating an ecﬁ?[@&?qﬂﬁﬁ%‘?”ﬁé H’Wf"gﬁts obj ect (RO needed to execute DRM
content accers]i ngI¢.01 AMsRHROH icEBntiBhal iphEceBy 5@BIibLivEBdt&t in aldldilal Figkis 3A
illustrates a docunent format of the shown in FIG 2; [18] FIG 3B

i || ust r a es manageeampPRYD foignatyr e of the RO shown in FIG 2; 10 [19] FIG 4A

i | lustrates-gdgocupent ,f. f C d, by A :
ot her user s,[HﬁZO I élﬁﬁgﬁﬁ%l gsljtr?%tsgsgfd%gag%gn%ﬁs9%@?&%{%?8?&% tgqi{é)a?t ed
by nodi fyi ngeddaé tRcctte DRV @itens 8¢cdrdih@ ] anFdnibodbmeéntlof slie mesat mvpitasgss of

creating, distributing, and managi ng an RO peeded 15 t xecut e DRM
content acctidi n§l¢-caHbsHaes & ApCHmeRE m@f"f‘ﬁ‘@%@?@ﬁ’tmﬁ:ﬁéeﬁiion; and [22]

FIG 6 i"umgt PEG 3pANIRGARR anocﬁﬁﬁﬁttéﬁﬁgtru?ée‘%atﬁé'RUé}B%iiH@I@f‘Z;RO needed to

execute DR ntent according to anot odi ment of the present

i nventi bh. [DETAI FED £k3GRIEES Ohcu@renT HEmad/ela BN ¢regtd by edasdifveg: theiRdiforent s
of the presepnt invention will now be described in detail 20 wth reference
to the accoﬁ@'ﬁ “fy drawings. [24] FIG 2 illustrates a process of creating

and di stri bptg|NgFEG r4RNhstrald esdur{eRQtruchfefethnt RO %i@ﬁdd.tlgr BRNFERNTHRRO for
according to an enbodi ment of the present invention. [25] Referring to

FIG 2, a f ptherusgser 201 possesses a rights object (RO issued by a rights
i ssuer. TherHO cyfd el A8l 4 pPyeelbt drbdifl, H56Hudld AHBREERENE N REHeSaddC

Play 15 to execute DRM content according to another embodiment of the present invention; and
[22] FIG. 6 illustrates a process of creating and distributing an RO needed to execute
DRM content according to another embodiment of the pre;s,ent invention.

DETAILED DESCRIPTION OF THE INVENTION
[23] Preferred embodiments of the present invention will now be described in detail
20 with reference to the accompaﬁying drawings.
[24] FIG. 2 illustrates a process of creating and distributing a rights object (RO)
needed to execute DRM content according to an embodiment of the present invention.
[25] Referring to FIG. 2, a first user 201 possesses a rights object (RO) issued by a
rights issuer. The RO currently held by the first user 201 represents rights to play
25  encrypted content for a predetermined number of times. A non-limiting example is
described whereby rights to play encrypted content up to 10 times may be granted. When
the first user 201 shares the RO containing the play rights with friends, i.c. second and
third users 202 and 203, the second and third users 202 and 203 are allowed to play the
encrypted content. That is, the first user 201 creates ROs that specifies rights to play 5
30 times and rights to play 3 times based on the RO defining the rights to play up to 10 times.
Thus, the first user 201 is allowed to play the content twice. The created ROs are
forwarded to the second and third users 202 and 203, respectively. In a preferred
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25 encrypted content for a predeterm ned nunber of tinmes. A non-limting

exanple is described whereby rights to play encrypted content up to 10
times may be granted. When the first user 201 shares the RO containing the
play rights with friends, "i.e. second and third users 202 and 203, the
second and third users 202 and 203 are allowed to play the encrypted

content. Th I S RSt . : : i £ rd to
o ay B 30t Fnkbdimehing ROR(roH¥iniad ine HES @5 pligts 1R a8@R0eL el cndiiphd

rights to phsiygppbliokd® of theascipiefitsysgconthend thisltusers02 204 203) aid foveatdedtopl ay

the content _.twi ce., The, create e forwarded.to the second and third
user o 202 afif 694 FOGHER BRI P07 a2 rsuPR PG SR RRSRGR) LsgRypied
enbodi nent , Rid¥eudRES tHefPIcBRL REYNIFSRAIrdinG Hhe eh@yRe@R s pletBEs andmduthbiRg are
encrypted wusing public keys of the recipients (second and third users 202

and 203)5 anthirdopswy dem veng ke ROsc ofrglaily thierROs gt electpmieally siged with a

respectivel i [ r e p : i hej.r et
keys. Form%%ﬁr%k%ﬂglfg%%f%%egd ﬁsﬁ%?\?)elﬁfé£ ﬁﬁakglﬂésﬁlto bﬂ@%ﬁagﬁ,‘;‘{aﬁﬁsr%ﬁ%@’t y
from using tdwepding, addrdzhiul abirynsniissorREBhagend@igaider oni cal |y signed with a

secret key of the sender (first _user 201) fqr_transmssio i C revents
forgery, taHer Onge thadhigdiisey 207 hap hicshisatsfind with: the @@ﬂtjiaﬁ{éf @Paa}él.g figg)

Once the thieﬁ‘% 8" coffit naﬁét{tﬁﬁerké%éé&éd_eéo iR £l uE& S 1S Wilifa RLAVIRD

the encrypte ontent usin RO recei ve romthe first user 201, the
third user 268tes bl ROempresending R@htefr plapwnicnbased gt hetRO peppsamtiog righése® on

the RO representi.ng rights to play tw nd. f.orwar ds ea RO.t,0 a
fourth user P%ﬁ.wuf‘%ém opyias btge %?%%4 ﬁﬁ?ﬁ%aﬂ Ifguﬁﬁﬁgdﬁglﬁdcg}hec (AR o e
transni ssi ogleclérfiballf o3 and chfigpfed ®sf trimdveidON is not linited to a play

count but rrB/ contain play duration. In this case, a new RO is created by
di vi di ng t hé&2HI ayha RQtn dhe pigsent deveation is nef laitedto guplayncouat beh®ey gentad as

being inclu ng’ ' e ' ' il skt ate a
docurent 1 0Pt R UEE B RKPRO el fivitg BPoBS Guifich Sl 842, &
3A, <ri ght spaggmilatinis constaieted ad beidg yvdhdedin ¥ite rbseapmeerdtiona contents obj ect
ID (cid) of the RO and a key value with which the content is.e t ed,
respecti vel &28]<pgﬂﬁ$s%‘i\éﬁggéd¥]flgquﬁ%a\fiﬁF‘i‘IBﬂg w%@giswgu@p?@be?@glﬁaww and
<nove> 20 t @@l AYRefePiYe toAfl:. BRY LRS- COMKRR kuid-eaReat dywalne> WRieh sPRify%
restricted by <constraint>  For eXanple, <constraint>"for permnission
<pl ay> may loententswhjest I {tidhebths RO, @enghakigx value with which the content is encrypted,
respectively. <permission> contains various permissions <play>, <copy>, and <move>
20 to play, copy, and move the content, respectively, each being restricted by <constraint>.
For example, <constraint> for permission <play> may be <count> that means the number
of times the content is played, <duration> that means the time during which the content is
played, and <datetime> that means a certain date or time after which permission <play>
expires. In FIG. 3A, <constraint> is the play count of 10.
25 [29] FIG. 3B shows an example of a document structure of the RO. Referring to FIG.
3B, the RO includes constraints, metadata, permissions, and a rights issuer’s signature.
The constraints contain ID of the RO and key value, the metadata contains information
on version and issuer of the RO. The permissions contain various permissions to play,
copy, and move the content, and the rights issuer’s signature indicates an entity that
30  issues the appropriate RO.
[30] FIGS. 4A and 4B illustrate document formats and structures of an RO created by

modifying the RO for other users. Referring first to FIG. 4B, user A holds an RO issued
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of times the content is played, <duration> that neans the tine during which
the content is played, and <datetine> that nmeans a certain date or tine
after which perm ssion <play> expires. In FIG 3A, <constraint>is the
play count of 10. 25 [29] FIG 3B shows an exanple of a docunent structure
of the RO Referring to FIG 313, the RO includes constraints, netadata,

perm ssi onsyy aRAparop 'gﬂatrf%hitsSﬁmf BaSd OAREHY RermisiHdBs A0S @i thé R WHid Brel D
of the RO and key val ue, the netadata contains information on version and
i ssuer of thghtRGo Flag ther aipseirints contentiivn twad ) olimep ethai wsst ohscreasesp rayRO

copy, and npve the content. apd the rights issuer's. si tureqd ndicates an
oYty hat Tergsenuradie Ristad P Rash bl mp BEHHE reuch AR IeF B TR RS R, O
docunent fogaddtiane kRO iddtabbp theigfOissi@attRdisby A dreded i RO tepesEnor
ot her users. Referring first to FIG 4B, user A holds an RO issued 5 14

Febr uar y5 208 righys tnplay AP disrgsas avell grmevement of thezghts toplay petiges i ¥deoiRs
defined in : | Ci . ri. gt § .t I tah r L t to
10 times, "t AN M @kEns thRR By b o, AR RRVLAIS J0RbER AR |
order to nowendnhission sdthetle Rghtsassuser Matadata dththe noalsfied ROnspacidies ihmb tHeoROhe

RO i ssued by the rights.issuer, the user A create n. repyesenting 5 the
i hts to playbeEs crAReios SNt s P FaREn DI (S (Y GBS 1t BOgSaPhS Fies
in order tope&PRIVEY, F]fb"sﬂ?})ﬁiefﬁs%ﬁ% Qs B appiophar bb?ﬁl'imﬁtodiﬁﬁic?&t %gbmquent

periodic data transmssion with the Tights issuer. Metadata o
nodi f i et ROthepselves bavetthade the emoRdications. Her thecatherthagd froetadate of the R{p greated

per m ssi ons .speci f hat .t he righ fo.play 5.ti.mes V. e aed..

" Lastly, theﬁﬁg@? u#s‘% a;?_legﬁeﬁgh%g%? g@rl?agtbgee%%?cﬁ}ﬁ?dﬁ;o?n |‘§S§ Eel’ %gg r}(rﬁggﬁ‘n?o

t hensel ves havaitdmdeightiao phgi S i@ad. | Dadly, Osighdteredt ftie afidicatethactaé R (hast he
RO created for the user B specifies that the RO has been recejved fromthe

user A, andbparerraied bnthe usernc dihe Rherepteg ersthe gsqsBhly forardedsto theaser 3 ang
signature I g, 6s & ch@ﬁ'vﬁﬁqrgcédsgﬁ%in{shﬁ}p 3 toh'? ?&%ﬂsﬁB&a&e@iﬁe@& fbBROIser A

The RO create or the user or wa e user B and content is
execut etlswi {3i]n FoBis4A dllvetmtds rjposmentaiorhite of @nRQ srcahe] e fusereld, amsholma RO,

R ERIGES AT T e TR e SR
contains a REWyRSEFRCEEImY noveine 3f fiRefhty/iolay™® igieeNisePA ’d figndtin@Ndri dtRerP! ay
5 tinmes, user A's signature, and other  information. The RO created for the
user B specirffprmatione ThedH? sreateddpmihemser Bspecifiesethe mghts to play 5 times, user A’s
signature and other information. .
20 [32] FIG. 5 illustrates a process of creating, distributing, and managing an RO needed
to execute content in a digital rights management (DRM) format according to another
embodiment of the present invention.
[33] A first user 501 holds an RO specifying rights to play the content up to 10 times.
The first user 501 creates two ROs representing rights to play 5 times and rights to play 3
25  times and transmits the same to second and third users 502 and 503, respectively. Asa
result, the remaining RO curfently held by the first user 501 contains rights to play the
content twice. When the third user 503 creates an RO representing rights to play once
and forwards the RO to a fourth user 504, the remaining RO held by the third user 503
contains rights to play the content twice. |
30 [34] However, the first or third users 501 and 503 may create an RO beyond the limit
of the rights to play defined in the RO held by themselves, or forward a legally created

RO to many users at a time i.c. by tampering with software with malicious intent. To
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signature and other information. 20 [32] FIG 5 illustrates a process of

creating, distributing, and managi ng an RO needed to execute content in a
digital rights nmanagenent (DRM fornmat according to another enbodi nent of
the present invention. [33] A first user 501 holds an RO specifying rights
to play the content up to 10 tinmes. The first user 501 creates two RGCs

representin ' : Y, ' ' A
transmts t Ereervélgt%é %lge%g&%noégg%%ﬂiaﬁ ib?ﬁﬂ%géeeggt@%%@g%&ggg tr aﬁsghsut[g%ﬂr?(?ee yFS As
a resul t, t msuerci®fiatireyyldR@nmeimtenils.y Fhebxinipletthe ufdrs stay fosvard Geicom RiOss

rights to play the .cont twice. Wien the third 503 . t
oo ceenti i thetibts iSgian S0 etalifine a REwIRO IS eraticd R ABedgemife g SreBA5 04,

the remaini @g.@eﬂ%&kwfﬁ{é@ng@s?_d user 503 contains rights to play the
content tw ce. 307[34] However,” the first or third users 501 and 503 may

create ah ROIeydvhenitheRO iviforwapdediafier plapig petiod of Hime, thefe maxibe a diserep&Oyhel d

by thensel ves, or forward | .l reated RO to,mA ser.s at tine
ot Moyt ampenteRt O ML G ing R0 B, SvaPiR ek Rl Reig S e, el b,
2007  prevedcchriénct | dfetal diserepafcyResclbgly réliteline dipefisd wilte whRidh MeSRODE;
transmtted to a rlrgthts | ssuer 500 at reqular tine intervals. For_exanple,

the users nEFnTBHGRA1Q thegightsolspuar00.  dhahis, s Jhe Peried dasreasgy @ Awfie ioad o
new RO is cr : . Ll ee. inter . or
FiTtoen daysetesoy 3 BhpBiROrb i-ARticist Wbl A pehif decrEEE KM BRI
t here ni§y bévad inkireases patpyssibilél o disctepandiésrdetreade. t he RO hel d by each user
and that he by_the rights issuer OQccurrence of thisg discrepancy Ls
losely rol Ha’ g ZreeRPlsoFRenmhie cHAHEpGATS » RV (o dderBienhe i gh s
i ssuer 500. yJhahn irinsn@6tHeBcRBlel R¥nicAESRSRBresd of Uabine ReQkce URGIRASRE)

but possibility of discrepancies increase. As the period decreases, the

traffic 10wherdtherapeemiadsconbant ipdeegiedi toi atherofseti weethpanithdbe e eespsiated] 36)
It is preferable to.encrypt the created RO using a public key of a
reci pi ent. E’z@ﬁﬁe(’%‘?lﬁcan transmt the encrypted content or an address or

Uni f or mi Res p311]c e FIOC@ilhfstratehRh )prose b Ecrelnenay dipiriddiie® ad RU necled oE at@dtet 0
ot her users together with the RO associated wth the content. d,15 [37] FIG
6 illustrat cppisaiassorgingto aapthepempefliaent ofi the presept Hyepidot e di ey 001

execute can store an RO issued by a rights issuer in a backup server 640 connected via a wireless

or wired network. As described above with references to FIGS. 2 and 5, the first user 601

can directly create the RO and forward the RO to second or third users 602 and 603.

20 However, in the illustrative embodiment, the backup server 640 creates ROs for

transmission to second and third users 602 and 603 in order to reduce an excessive

computational burden of electronic signature and encryption. That is, the backup server

640 creates the respective ROs for the second and third users 602 and 603 based on the

RO of the first user 601 stored thereon. The created ROs are subjected to electronic

25 signature and encryption. The backup server 640 receives a secret key of the first user

601 for electronic signature and public keys of the second and third users 602 and 603 for

encryption from the first through third users 601-603 and performs the clectronic
signature and encryption on each RO using these keys.

[38] Meanwhile, the first user 601 forwards an address or URL of the backup server

30 640 to the second and third users 602 and 603 so that the second and third users 602 and

603 can download the created RO from the backup server 640. Here, the first user 601

does not necessarily forward the address of the backup server 640 but may instead
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DRM content according to another enbodi nent of the present invention. A

first user 601 can store an RO issued by a rights issuer in a backup
server 640 connected via a wireless or wired network. As descri bed above
with references to FIGS. 2 and 5, the first user 601 can directly create
the RO and forward the RO to second or third users 602 and 603. 20 However,

inthe il I u i t t

{ranon ssi ok ReUUERONTAEMTRLond' 4R 1RE 4G 565 Wil 06 ol BRTRIH Bert 640
excessi ve amtrmehatanmathetmnﬂemtkmfseedrﬂcandmkﬂhtuﬁimﬁfmandeﬁOénnksmnﬁwlpt i on.
That i s, ack ser 640 create ere tive ROs for d
and tlhl rd u ? gg Sefvd Qéﬁuiﬂa‘éséﬁﬁ eﬁtog@yo$ Pﬁcﬁél“’g? fheireerivgd %@%ritagl?gd
thereon. Thaprh @g&ﬁfnﬁﬁk BleBus e&w&cwﬂhk@ﬂ% B&1 LaRIaD125TIRd GatWef 68N chay

encryption up server 640 receives a secret key of the first uSer
601 for %l ecteamrancROifignatfomrth aged 604 througlk thedagkupt $eaverddOnwithindbe hinttbfiaer s
602 and 603_f ncryption fromthe first through third users 601-603 and
per f or s thgcgf‘eé‘égybtﬁ%ﬁg signature and encryption on each RO using these

keys. [38] MgnwWhidaBwhiléesidderthe fistaise£6d1 hisudvias piay aixhadRitigfs fivm WRongf10t he
backup server = 30 640 to the second and third users 602 and 603 so that the

E ecEnd and tinies.dhe Sest ysg@P1 gurrentbobasdharigeiii play hencemicd eatmbtviceifiere
Phe afar oos s R useb BOP audilal bhaSid HREERRHE ciefiAS5 e wHESEARIcEh $adQUURY ¢

recei veld he wid@in fherbatig seeed6d0 aidrdak l:lrwﬁnstsmes 66D 2urzent] yGd&1sf the nightseo balykup

server 640 nd then trapsnf the same econd and,third users
2nd 603, T eBRIchaRgre. | Bat drieTeRdon b SPEH 4 ARTSaHYY HaEkBB T AP

directly useyliQsimehisy Gskr B0 3h tIRAGA KU Berl 6 PNRerl the gt Lﬁelcb@npa&@gs\é@ Eheb40
like the first user 601. The third user 603 nmay 5 create an for a

fourth userb&ﬂZuptSherQU@D mddhtmckméls@@pwwlﬁﬂ@plﬁl)tmuﬁtt he limt of an RO

held by its [,40 nce S
rights 8 ti B ¢ Wil s Sesed é“"ePﬁ‘g § lselshre 4Bl éﬁ?&"&rﬁ‘%‘%?‘ﬁas the
rights 19 plogér higees ﬁftﬁfn}’cﬁé Bhitg 0N TIRIRO4 Witheut s&fvees authlidichtigist user 601 again

has pl ayed the content, hts to play tw ce have been backed a 10 within
t he backup §#i veﬁuﬂh@m%“ert Breped UFYeln jpn garesgic vig¢fdhe pyrchgied RP peingiggnt s

o e T N S e
when t he fi hate mﬁﬁmeﬁﬂdapaci@e&s eatehan RO, the present invention can solve this problem
using the backup server.

20 [43] Although the present invention has been particularly shown and described with
reference to preferred embodiments thereof, it will be understood by those of ordinary
skill in the art that various changes in form and details may be made therein without
departing from the spirit and scope of the present invention as defined by the following
claims. Therefore, it is to be understood that the above described embodiments are for

25  purposes of illustration only and not to be construed as a limitation of the invention. The
scope of the invention is given by the appended claims, rather than the preceding

description, and all variations and equivalents which fall within the range of the claims

are intended to be embraced therein.
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backup server 640 and there is a discrepancy in the play count. [41

According to the present invention, users are allowed to share their RGs
with 15 other users within the limts of the RCs without server's

aut hentication. [42] Furthernore, the present invention ensures safe use of
t he purchased RO using a backup server for backup of the RO Wen a nenory
or processowgtlgclaﬂégllglal does not have sufficient capacity to create an
RO, the esent rnvention can solve this problem using the backup server.
20 [43] Although the present invention has been particularly shown and
described with ref er énmethod fprsdsheng s'ghtenbj@dﬁsmesw'mtadheirﬂegdmeﬂtiCumilprisin&
under st ood by those of ordinar k e art that var us C

formand details ré?“ﬁ@rﬂfﬁ %EE@? {tﬁ(ﬁ?t a“&‘é]btgﬁdtr}f’r‘?gsef’? Sleﬁé”nlﬁb‘%’fl and
scope of t h%réﬁfe‘asi‘?gﬁtts SBEN WRRinAS1SR RGN ot &8 hERI byoik st uSbr2 i wherein
Therefore, it 1s to be“understood that the above descri bed enbodi nents are
for 25 pﬁll’ p discesghas objedtietd ot thedirstnisyr iamssuerbby & cights issopsenraenivesisfrem another
limtation of the invention. The scope of the invention is given by the
appended cl 520 at her than the preceding description, and all variations
and equi val ent's %Bﬁﬁtﬁﬁkhamlmdgth@@ma@& \A%h@fobjéaﬁtocth@bélﬁnd%& intended to
be enbraced therein. 14 February 2007 is clained is: 1. A nethod

for sharing rights Obj ects associated with content, conprising: a first
user creating a i ght §hem®hqdmfcs:laamltrfmﬁlmmcomedsmgeacrymmea@@tednﬂh@r ein

st Cuser . chiaOURE PRl s U hoe st BRsbreimnmby ol A gt e O 11

i ssued by a rights issuer or received from anot her user, and the first
user trapsmtting. the Theeat@dd dfodiitn opif@€ier t@niptRirget@ntirstiasd sedond Thers

met hod of claiml, further conprising encrypting the created rights _object
using a publtiagsiinpinfemmation agaet ’i]]l§é1mlb?e?%%§ H”g%@WP%t% ity @EpasHyely hodhtcs
obj ect. i ther conprising the first and
second user?1 a&a%g%&e{}t%?%ggﬁdﬁﬁcc ﬂe&%n about the linits of the rights
objects they respectively hold to the rights issuer at a predeterm ned
period. 4. The met hod Ték @kthioth df, clhini t1hefurthexnpomptisiag edletionially aignyngs itlgni ng
t he

created rights object with a secret key of the first user before transmission of said rights

15 object.

5. The method of claim 4, further comprising encrypting the created rights

object using a public key of the second user before transmission of said rights object.

6. A method for sharing rights objects associated with content, comprising:
backing up a rights object held by a first user on a backup server coupled via a
20  wireless or wired network, the rights object issued by a rights issuer or received from :
another user; i
the first user accessing the backup server and creating a rights object for a second
user within a limit of the rights object stored on the backup server; and
forwarding an address of the backup server so that the second user can download

25  the rights object created within the backup server.

7. The method of claim 6, further comprising encrypting the created rights
object using a public key of the second user in the backup server before transmitting an

address of the backup server to the second user from the first user.
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created rights object wwth a secret key of the first user before

transm ssion of said rights 15 object. 5. The nethod of claim4, further
conprising encrypting the created rights object using a public key of the
second user before transm ssion of said rights object. 6. A nethod for
sharing rights objects associated with content, conprising: backing up a

ri ghts object hel,d by fi en..; a ver I

wireless or wire 'net&gfﬁb&ﬁﬁ%%gfgﬁﬁg6b§?@%¥%¥g§ﬁg%%bgﬁgm$€gﬂ%§%?g@ug%gbr
recei ved fr emnhsraiid@iforuteion abbet the Nishitustthe atphesshjags thvg tegedstipels dioketo and
creating a rights object for a second, user within a limt of the rights
obj ect st or &kf ehts isaiss gk orsdeteryiaed peiel- f or war di ng an address of the backup
server so that the second user can download 25 the rights object created
wi thin the backup ser : i . , - 1S
encrypting the c?éate§%%f&é?gghgbgg%?qgg?ﬁagg@%ﬂ% ?%éE%%mgénﬁﬁgggg@%ﬂg“hser
in the backygpeatdrrights bigéarett i agsen Keliofghafirst askarieadackupt deeved defoup tieeiser
to the second user fromthe first user. 9 14 Eebruary 2007 8. The met hod
of clai m 6, uettamapte Biegdisshef theBagkupservanie thessArd B¥éErs transmitting
information about the imts of the rights objects they respectively hold
to the rights isguer ! i : . im6
further conprisiﬁg'elg%%P%#ﬁ@gﬁﬁ%ﬁég%E@%ﬁgghgﬁﬂgngF%a?@aﬂg%gﬁ 3&%6#%%i W th
a secret keybfkt tidige 4 piitiiic key@f thdvedoringsketiPeibrr tdsmideionrof siil eightsrabiect tiser
transmts the address of the backup server to the second user. 10. The

net hod of clthg yecond ¥sgrt her conprising encrypting the created rights object
using a public key of the second user before transm ssion of said rights
object to the second user. 10 '

10



