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the Patent and Trademark Office patent file or records, but

otherwise reserves all copyright rights whatsoever.

TECHNICAL FIELD OF THE INVEﬁTION
10 This invention relates in general to containers which
can hold one or more items and, more. particularly, to a

method and 'apparatus for sealing and traéking such

" containers.

15 ~ BACKGROUND OF. THE INVENTION
_ One common use for containers is the shipment of goods
from location to another. One known type of container is
lknoWn as an intermodal container. .Géods afe packed into the
intermodal container, and a door of the container is closed
20 and latched. Then, the container is trénqurted to a
dest}nation by one or more vehicles, such as trucks, planes;
\ trains and/or ships. At the destination, the container door

is unlatched and opened, and the goods are removed.

The transportation industry has recognized that it is
25 important to provide security for goods which are in'such
containers. As one aspect of this, the containers need to
be tracked, in order to avoid the type of loss which results

when the container is stolen or inadvertently misrouted or



-. A MAY 2006 WD 03/042959 m splaced' during shipnent. In additiongtiay 2006
tracking containers, there is a need to prevent goods from being renoved
froma container while it is in transit to its- destination, even if the
container itself is not stolen, 5 msrouted or msplaced. For this

pur pose; there are _existing seal devices which are used to seal or |ock
the |atch né%ﬁnggﬂ%for the door of the container. ThECHHY*mon type of
seal device includes a disposable bolt and reusabl e housing. The bolt is
10 inserted through the | atching nechani smof the container, and the
reusabl e housing is' then pressed ontg an'end of the bolt, which causes
‘cooperating structure of the bolt and housing to conpletely prevent the end
of the bolt frombeing withdrawn in a direction opposite to its insertion
15 di rect i omisphacrdierdurdng enevieneht s seafn dedddéipronta CEREaARher, the

di sposabl e holt. st be Ryl Wist h andigd teo Cotd@ine Theaendreh thendol t which
remains in the housing can then be renoved from the housi n?‘é for exanple

by . conti nuigegored nbvemi & iRt AR SThsErtfon Wi tRct T o BRTIY *50 has

passed conphleiselyativnQugkehha thaiei rgnt Soedr dinbedds iaf rdti sstledemn t ype

often have a .unique serial nupgber on the reusable housing. However, a
misrouted. oxr mi e

thief" wth plroper' rraterl'séﬁlsa. can cut the bolt in order to gain access to
the container, afeF ddrist herpagse Berdederti THISHBBFtSTT Wt the i elisabl e

housi ng in qrdensi® ROBEA: SQaAl LR he 0Bt @ NRIchaSi fiE Ecrthens atdoal ofiunber on
the housing remains  the same, the seal device gives,the imnession that
ur .

there has B&EnCAR-ETHeri B “RRECTHOPatPT &ip&Fihg did” occur . Wi le
t hese types of dexpstabng tiedhni suies rbosatdeal hogpiaed 30 Theackdldty é®nt ai ners

have bee.LQ) gel@i%'é%ééé’ égfo%%t %hfe_orlat:pl?ir{g mechanism of the container,

and the reusable housing is then pressed onto an' end’ qf the
bolt, .which causes goopérat-ing structure of the bolt_ and
houéing to c'ompleteiy prevent the end of the bolt from being
withdrawn in a direction opposite to its insertion
15 direction. In order to remove this seal device from a
container, the disposable bolt mﬁst be cut withl a bol';
cutter. The end;_ of the bolt which remains in the hogsin_g
can then be removed from the .hou_sing, for example by
continuin:j té6 move it in the insertion direction until it
© 20 has passed completely through -the housing.

Seal devices of this known type' often have a unique
serial number on the reusable housing. However, a thief
with proper materials. can cut the bolt in order to gain
access to the containef, and can then use an ;'Ldentical bolt

25 with the reusable housing in oxder - to again seal the_
container. Since the serial number on the housing remains
‘the sé.me, the seal device gives the impression that thgre
has been no tampering, when in fact tampering did occur.
While these typsgs of existing teghniques for sealing and

30 trackirig containers have been generally adequate for thgir



-.8 MAY 2006 WD 03/042959 3 intended purposes, they have not been
satisfactory, in all respects. In this regard, tracking of conta|q1(MA§ A
inspection of existing seal devices typically involve a significant 5
degree of manual activity, which is relatively expensive. Further, for
reasons di scgéze/d above, even careful manual inspection maé not reveal the
fact that a 1"4#&%i ce has been renoved and repl acedPCT¥H&2R#t i onal Car go
Security Council has estimated that, as of 1998, the annual cargo 10 theft
inthe United States had reached' a level of approximately $10 billion per
year, which after adjustnment for inflationis still approximately 5 tines
hi gher than 20 to 25 years ago. And this estimate reflects only the val ue
of the | ost goods. Wen the cost of incident 15 investigations, :

i nsur ance- papeendek mnobosasUr enee hval metarkeenalssbistAcERTY NtH aé%ount t he
act ual annu%l ngﬁ ess inpact of cargo theft has been estimated to be $30
billion to.$60 1iaon per gear The Council noted that 85% of all

busi ness securitj? Big gesesdar bragkinpbaf e GORAIKESt RBF ¢ 1BFPI5LE  of .
products whidfe eititih@nsehl Hérre&aéercypltcans}reshvdmteedatIaagnm%mt theft is

per petr at ed nt er nal| 0SS notic L I | ver y, due
in part to t1E"Rat ﬁFe}{‘Sfm I?’?t"rrﬁg ranr}lsp:bsrta%ll%n }3‘{/ Ehﬂ Slgg

delivery, bam:lr!:ha:c,kl for t peaxRBst Wesewmd FFONE - WisEER Fh’éeﬁudss:“a@éehrred is

of ten di ffi GulsbecOfod MRS Hob! Cevaal GheVA%cR20QEa W0 036042860 BCRIVS02/ 23942

been removed and replaced.. The National Cargo _Securlty

Council has estimated that, as of 1998, the annual cargo

10 theft in the United States had reached' a level of

appfdximately $10 billion per year, which after adjustment

for inflation is still approxiﬁately 5 times higher than 20

to 25 years ago. And this estimate reflects only the value

of the 1lost goods. =~ When the cost of incident

15 investigations, insurance- paperwork and insurance claims are

also taken in;o account, the actual annual business impact

of cargo theft has been estimated to bg $30.billion to $6Q
billion per year. '

The Council noted that  85% of all business security

.20 losses are attributed to the theft or loss of products while

in transit. 'Mbreover, it ié estimated.that B0% of theft is

perpetrated internally. Many losses go unnoticed uqtil

final delivery, due in part to the nature of multi-modal

transportation. By the time of delivery, backtracking to

25 the exact point where the loss occurred is often difficult

or 1mp0351ble



4 SUMVARY OF THE | NVENTI ON From the foregoing, it may be appreci at edavhai0b
a need has arisen for a nethod and apparatus which facilitate better

seal ing and/or tracking techni ques. According to the 5 present invention,
a. ret hod and apparatus are provided to address this. need, and involve:
effecting a semisnipetoneen first and second :parts novabl emgbmbisve to each
other between first and second positions, including the provision. of
sealing structure cooperable with the first and second 10 parts in the
first position thereof in a manner. 'limting novenent of the parts away
fromthe first' position; sensing a.mafinetic flux characteristic which is a
function of the, sealing structure; and detecting.a change in the nmagnetic

flux char actgﬁﬁ@mcom}@h ieReant s a' disruption of the 15 sealing
structure. Specific expressions of .the invention.can Egbfmund Lh clains 1,

3, 4, 6, 8, 15, FEoUnthaETIRPEI EEC FRECRE PHEGRCHT STHEBRANTNES A better

undef st andi nga@fartlhenp:tcesenmettrmﬂeatxdcnppwé'tuéoerhlpbaﬁaczédt#tr%m t he detail ed

description whi.c \ td.ee Wi thenfaaeoaRanyi ng
drawi ngs; i nb?/\%ter} EQH%anE?%anEFE%O%%%m of an oaeg}i;gt us which 25

enbodi es § eaPEREStOLNYHE IpPest M tHAY AT SRR EORE" D BT &§r ammati c view
of a digital addde@sWBhid nelads sevanablwdi:f éefattingi &l skslobetwdesy mat i on "and

whi ch Trepresents _a,standar a&esdmt) Ll IEP&mt@oté@em‘cmled by

vari-ous' devi ces |nnflhe appagat us o E 1, FIGCURE 3.is a block diagram
of circui trybw“teﬁiﬂnfar%’isa'ﬂnd %%ﬁ“\ﬂh?‘éﬁﬁl@nﬁ' c’d??ﬁ&ﬁb’r‘ﬁ 5 PFRYIEIRRr at us of
FI GURE 1; 8t M%Xliﬁ@ﬁs%@c@i?af@%grﬁale with the first and second

10 parts in the first position thereof in a manngrflimiting'
movement of the parts away from the first position; senéing
~ a magnetic flux charécteriétic which is a function of the -’
sealing structuré; and detecting a change in the magnetic
flux characteristic which represénts a disruption of the .

15 . sealing structure.
Specific expressions of the invention can be found in claims 1, 3, 4, 6, 8,

15, 16 and 18.

20 BRIEF DESCRIPTION OF THE DRAWINGS
. A better understanding of the present invention will.be
realizea from the detailed description which follows, taken -
in conjunction.with the accompanying drawings, in which:
FIGURE. 1 is a .block  diagram "of an apparatus which
25 embodies features of the present lnventlon,

: FIGURE 2 is a diagrammatic view of a digital word which
has several differenﬁ_ fields of information 'and which
represents a standardized format for data transmitted by
various ‘devices in the éppafatué of FIGURE 1; _

FIGURE 3 is a block diagram of circuitry within a seél

ﬁag which is a component of the apbaratus of FIGURE 1;



PCT/ US02/ 23942 FIGURE 4 is a diagrammatic view of 'two digital wordsMAXNMEIEHh
each have several different fields of -information and which represent
standardi zed formats for data transmtted by the seal tag in the apparatus
of FIGURE 1, 5 FIGURE 5 is a diagrammtic perspective view of the seal tag
fromthe apparatus of FIGURE 1, and al so shows a lock which is used to
seal a cont afeP? e 1 ock and cont ai ner bei ng conpond&TESBRI%¥he appar at us
of. FIGURE 1; FIGURE 6 is a diagranmatic end view of the seal tag and 10

| ock of FIGURE 5, and al so shows in cross section two elenents that are
part of a |latching nmechani smon the agntainer; FIGURE 7 is a diagrammtic
expl oded .perspective view of an armwhich is part of the seal tag of
FIGURE 1; 15 FIGURE 8 is a circuit schematic showi ng a detect circuit
which is part ofEubeREi4cu£taydiigﬂdhaaSﬁﬁJvmaw;dﬁ'thIGhEEtéL.wdﬁﬂ%UREs 9

O oo GRloR BLOICIRLL SOG4, £8IRECLLVEMORLL AN, Ahad [T mar®

program execut e m crocon which I's part e seal tag of
FI GURE 1; andhi-'qulyREri%nts shanfiargi aedrefioreays diprofiaba nfyngnieed xder  t hat

can be used R %%ggckﬁ/lgntm tgg gp&@pggr@ﬁmgoi FIGURE 1. 25 DETAILED
DESCRI PTI O\I 8" THE | NVENTI ON F 1is a bl ock dlfte%ﬁg of an appar at us

10 whi ch Senbodi SCFRAIUASs 2 o‘fllat%ém‘ﬂ?telsceﬁﬁr?%?éﬁf’?oﬁ 5Rpditatus 10
i ncl udes a stgd posdm Ihe apse:edtursa@flmerma eademdldlsa 8lowor rlgicksyst em 14,

a wirel ess base S %}s'ean eglzm%rg&ﬁ%ﬁnepan@mae'ﬁ&n'ahdlzon@aﬁ%@t ai ner 18,
and a seal or JIock 19.
being components of the apparatus of FIGURE 1;

FIGURE 6 is a diagrammatic end view of the seal tag and

10 lock of FIGURE §,. and also shows in cross section two
~elements that are.- part of a latching mechanism on -the

: 'container; )
FIGURE 7 is a diagrammatic ‘exploded perspective vi'ew of
an arm which is part of .the seal tag of FIGURE 1;

15 FIGURE 8 is a circuit schematic showing a detect
circuit which is part of the circuitry in the seal tag of
FIGURE 1; . ' -

FIGURES 9 through 11 are 'each a flowchart showxng a

_ respective portion of a firmware program executed. by a

20 microcontroller which is part of the seal tag of FIGURE 1;-
and )

FIGURE 12 is a diagrammatic view of a miniature reader
that can be used in association with the apparatus of FIGURE
‘1.

25 _ - _

DETAILED DESéRIPTION OF THE INVENTION .
FIGURE 1 is a block diagram of an apparatus 10 which
embodies features of the present invention. The g.pp_aratus

10 includes a signpost 11, a seal tag 12, a reader 13, a

30 control system 14, .a wireless base station 16, a wireless

handheld unit 17, a container 18, and a seal or lock 19.



5 WO 03/042959 PCT/ US02/ 23942 The |ock 19 secures a latch provided on the
container 18, and the seal tag 12 cooperates with the lock 19 i i B MAY 200!
described in nore detail l|ater. The apparatus 10 will typically include
many signposts of the type shown at 11, many seal tags of the type shown
at 12, severakngﬂﬂgheld units of the type shown at 17, and several
readers of the “type shown at 13. However, for clarity FCRHUSRBER ning t he
present invention, FIGJRE 1 shows only one signpost 11," one seal tag 12,
one handheld unit 17, and 'one reader 13. 10 Focusing first on the signpost
11, the signpost 11 is s-a device of a type known in the art, and is
therefore described here only briefly, 'in order to faC|I|tate an

under standi ng of the present invention. The signpost 11 could be either
nmobi | e or st%ﬂd(ﬂqykyl9b@5chraalve1@Wbbdbn@ﬂﬂde@500ftﬁ?GbﬁE?%@ﬁes gBationarily

mount ed, for,gxampl g.on LaagpQ§tcoc%rerQ€é4 iAgn dhe SIENR9Stn 1d dAckudes. a
not-lllustrated m crocontroller. Persons skilled in the art ar fam i ar

with the facdeschaPed AicroeBntdebrier 1pETn i MEEgraPEIatYs r ¢hi ¢*Idhi ch
incl udes a niyiepl DEesscliuded mkfAds Mtppst@MSE Ythe OcyiROMhowantaai nilng a

conput er §rqg{an1ang sﬁat!c d@ a etéhown &7 ORI 0GR]S0Ly laandom

access menory '%%et i Crioprocéssor ‘can st ore g nam c dat a
during syst emigperat |tbﬂ tmh% sfiognpest 11:1 %ﬂdscﬁﬁi‘ﬂ?é:‘ﬁhdésa%ﬁrﬁopfl [thast r at ed

transmtter, .yl Gols goNEEOl | goldnert heom gra&cl%t rlal le&biaBiGig2%nwhi ch
transmts. a | ow frequency (LF slgnpost Si naI throu gh an internal

ant enna. Theprterséﬁ‘snf‘f‘feé’r“ﬁhh? FURRe! sPS08 YLlorgeerF‘elrgéngi tHe °&Fgnpost
signal .22 bsessftegtingoaapldnduesl nedul Tt.i @ndodne reederiler. signal, which

can have, a (1 qURRGYa ! B Pod? A0GS AonB0u @R, OKLLTL Slgo30 19251 @ 30 M.

~In the dISC|O _ ,
dev:.ce of a type known in the art, and is therefore

described here only briefly, in order to facilitate an

understanding of the present invention. The signpost 11

could be either mobile or stationary, but in the embodiment

15 of FIGURE 1 is stationarily mounted, for example on a post

or ceiling.- The sigﬁpost 11 includes a ﬁot-illustrated

microcontroller. Persons skilled in the art are familiar

. with the fact that a microcontroller is ‘.an iﬁtegrated

-circuit which includes a microp_roceésor, a read only memory

20 (ROM) containing a computer program and static data for' the
microprocessor, and a random éccess :memory (RAM) in which

the micropr'.ocessor can store dyné.r_nic data during system

operation. The signpost 11 also includes a not-illustrated

transmitter, which is controlled by the microcontroller, and'

25 which trar_xsmits._ a low frequency (LF) signpost signal 22

through an internal antenna. . _

The transmitter within' the signpost 11 generates the

" signpost signal 22 by effecting amplitude modulation of a

carrier signal, which can have a frequency within a range of

30 approximately 30 KHz to 30 MHz. In the disclosed

embodiment, - and with due regard to compliance with



enbodi ment, and with due regard to conpliance with - 8 MAY 2006_N§)M\,2m5
'03/ 042959 7 PCT/ US02/ 23942 governnental regulations of various countries
that relate to electromagnetic em ssions, the carrier frequency is

sel ected. to be 132 KHz,- but could alternatively be sone other frequency,
such as 13..56 MHz. 5 A further consideration in the selection of the.

i ndi cated fr¥83¥He%° range is that the signpost signal sPORUSKHEN exhi bit
near field characteristics. The localized nature of signals in this
frequency range helps to facilitate conpliance with governnental
regulations in the 10 specific context7of the present invention, and al so
hel ps mnim ze reception of these sighals by other tags which are in

t he. general vicinity of the signpost 11, but which are beyond an intended

transm ssi onydvargrertfalt RegRi@ipasStct vakgnad sodBtriAss khewnrdlptpersons
skilled in the ar

t. a 15 signal with near field_g terishiesedas a
rol | -of f whi% ﬁCtF%“‘ar%ﬁéhfye_ e T %&S ?6{1153 ?ﬁ‘gﬁﬂ{“ﬁg %ﬁ’s%loff?for a
si.gnal withd abefilgled &harabbericuids.altetonsiogdEnt?sy, seHe SFEPHost

signal s 22 igtentignally,havesasg elatively short transm ssi-on range, which
in the disclosed enbodinent is 20 adj ustable_and typicall yozixbogtefour to
twel ve fdet. DuePt of WEHRETT agtntigratR® siGnpbit ssleéﬁgl:’soréz Exhi BTt near

field charactibstdd strdduenty ansnges sisorthamd thec epoiiprstofsignels seynpost
signals 22 may,be -E%E@drxgr”9$%l8fc%agﬁgﬂﬁhkﬁic§90p|hﬂg betweead t wo
ant ennas, rather Than a radio Tréequency 25 coupling. As shown at 24 in
FI GURE 1, thetsirgnpeSt dibnrdscoul eehist o TERGSHt r SRSy stiEPT4 bY a
standard RS-232)5€dde! corplt 8hdeaCR:chAIdoReUgedthe irayeldwoas 24ni shan RS- 232,
10 specific context of the present invention, and also he;ps :
. minimize reception of these signals by other tags which are
in the_géﬁeral vicinity of the signpost 11, but which are
'beyond an intended transmission range of ‘the signpost.
signals 22. As . known by persons skilled in the art, a
15 signal with néar field characteristics has a roll-off which -
is roughly three times higher than the roll-off for a signgl_
with far fiéld characteristics. 'Consequently, the signpost
:signals 22 intentionally have ~ a relatively  short
transmission range, whiéh in the disclosed embodiment 1is
20 adjustable and typically about four to twelve feet. Due to
the fact that the signpost signals 22 exhibit near figld
characteristics, the transmission and reception of the
signpost signals 22 may be viewed as mofe of a magnetic
coupling between two antennas, rather than a radio frequency
25 coupling. '
As shéwn at 24 in FIGURE 1, the signpost 11 is couplgd
to the control system 14 by a étandard R5-232 serial
interface. Although the interface 24 is an RS-232
interface, it could alternatively be some other suitable
30 interface, such as an Ethernet interféce, an RS-485

. interface, or a wireless interface.



interface, it could alternatively be-some other suitable 30 int erfage“,MYsG@ﬁ
as an Ethernet interface, an RS-485 interface, or a wireless interface. WO
03/ 042959 8 Each signpost signal 22 transmitted by the signpost 11 '
i ncludes several different elenents of information, which will now be

di scussed in_association with FIGURE 2. Mre speC|f|caII FIGURE 2 is a
di agrammati c "ABE?Y a digital 5 word 31 having sever alPCHUBRBPENt fiel ds of
i nformation which are discussed below. The bits of the digital word 31 are
transmtted.in the signpost signal 22 by serially nodulating the bits of
the word 31 onto the 132- KHz carrier ysing anplitude nodulation, as
ment i oned above. The- bits of the 10 word 31 are transmtted serlally from
left toright in FIGJRE 2. The first field is a preanble 32, which is a
predefined patt&rnhodidypostt hagnani kb a:talrcamatd@vb}ce:hee@é@lmm fhe signal

to recogni Zelm%eéh%e%?ﬁpoﬁifﬁ%&%ﬁeeiémé}&@ WH NghrolRadfih,t QayRCHT ONi ze

itself to the signpost di scl osed embodi nent, the preanble
i s approxi mavelly newgpee dblsﬁgsseéiutmt RESSPERGIPAC WAERDBICHE it s MOAR vary in
dependence . gpdiltecsiBy aGiietkst 3 Css of dﬂ&@raaraatule_ulvaéwr e€ei vétginhilch is

expectedto be usedto receive the ost n ield 33 in
the word ®31%P% 3t E?‘é’rft‘r‘osgtevﬁﬁadle% fgxfﬁgécQ |§n fcl\']sg %I ]g%%me ?%rggqo ];krlent is a
12-bit int eg&re vdilsgessedabelgni. quahy bient ¢of i g tmlpaltwrtﬁ arl $irgnpost 11
which is @{Q{Emﬁuélﬂ 1tnh%hg\0£gn§>$st A§J.g'ﬁ%@t b9 saboyery tBeusatsingm 10 may

have a nunber o osts 11, he 'use of different 25 S|sgﬁlpost codes
33 by . di ffé}i‘eén?l"sﬁ g‘h%)oé’f‘% Y?rcbe?h pRER] h’éh%y%%mmflo Fr5T15guish¥si gnpost
signal s transfgititede byodiatish gnpostent iomed hoseet r amdai bited dfy tdeot her .

10 word 31 are transmitted serially,I from left to right ip
FIGURE 2. _

- The first field is a preamble 32, which is a predefin_ed
pattern of bits that will allow a device receiving the
signal. to recognize that the signpost signal is beginning,

15  and to syrnichronize itself to the signpost signal. In the
disclosed embodiment, the preamble is approximately eight
bits, but the specific number of bits can vary in dependence
on the characteristics of the particular receiver which is
expected to be used to receive the éignpost signal. '

.20 The next field 33 in the word 31 is a. signpost code,
which in the disclosed embodiment is a 12—bit_ integer value
that uniquely.identifies the particular signpost 11 which is
transmitting the word 31. As mentioned above, the systerﬁ 10
may have a number of signposts 11, and the use of different

25 signpost codes 33 by . different signposts 11 permits the
system to distinguish signpost signals transmitted by one

' si.gnpost: from those transmitted by another.

The next field in the word 31 of FIGURE 2 is a tag
command 36, which is a command to the seal tag 12 that can i

30 affect the operation of the seal tag 12. The tag command -
field 36 is a 2-bit field. The next two fields in the word



The next field in the word 31 of FIGURE 2 is a'tag comand 36, V\biscnlﬁ' %0%
command to the seal tag 12 that can - 30 affect the operation of the seal
tag 12. The tag command field 36 is a 2-bit field. The next two fields in
the word - 8 MAY 2006 WD 03/042959 9 31 are a control command 37 and ‘a
par anmeter 38 ich are related. In the disclosed enbodi nent, the control

oheh
command 37 PWMBit field, and the parameter 38 is AGUEBUHI®2field. The

control command 37 is simlar to the tag conmand 36, to 5 the extent that
they each instruct the tag 12 to do sonething. The difference is that the
control command 37 generally requi res-an acconpanyi ng paraneter 38, whereas
the tag command 36 does not use a paraneter. Further discussion of
commands is deferred until later, after the tag 12 has - 10 been expl ai ned
in nore detail .aden d kenBext ddrbkfld 0f7 thel worghrdhets a8, exheoisi awe fl ag 41,

which is.a 1-hit field. -In the disclo di t IS Lielgdiis al ways

a binary " 0"refq§%e?he- g%r%hef o(:{r]lr?ﬁ?é%elc{ o%%%f}?% 5{'%'@' Forlngsltyp%r S\?h‘ge‘% for the

purpose of f¥ciilsi eatitig £5e¥ut and Wwnparamitsct §8 Fomenekdndl éie14- it became

necessary afheSQBRefdil WoRmiddes7t @sMBdhifart B £ MRAY 6bmddia wer dex3l, the

flag 41 woul d be set toabinﬁ%}/ 1" in rgﬁhavingth ngwformat,
S

, each wo
so that @ déWice®¥ed¥i ving ¢ eghPosteEFYHal t7%2 @8ul tf dgfer M ne whet her
the word 31 seeehvey | nThdhalifZOrengnals hawstt hbeorpygirrd| doomamt Fhown at 31

in FIGURE 2,_Jqr . mat R i d 3L ca§ Ak error
control fi eIgcf%ffiﬂgi%%gl%%nﬁq%n?%a%@gﬁgfﬁgetﬂv\agéﬂe%%e\ég gvrvl _os(,eta 11 and ot her
devi ces are ‘©SsEATTHIT P SoRRINAPT t FHHSNPITFBHET - antHSiPRE BT VIRARY,

appli cati onsof QonkrBRAAPPAr @ifusrdd @fcifl GdREr 1 ifvee! t@e tag 12 has
10 been explained in more detail. :
In the next field of the word 31 is an extension f}ag
41, which is_a 1-bit field. In Ehe disclosed embodiment,
this field is always a binary "0" for the -word format 31 of
FIGURE 2. - It is provided for the purpose of facilitating
15 future compatibility. For example, if it became necessary
at some future time to modify the format of thelword 31, the
flag 41 would be set to a binary "1" in each word having the
new format, so that a device receiving. the signpost signal
22 could determiﬂe whether the word 31 received in that
20 signal has the original format'shéwn at 31 in FIGURE 2, or
_ the new format. | _

The next field in word 31 is an efror control field 42.

Since communications between the signpost 11 and other .
devices are essentially one-way transmissions, and since
25 many applications for the apparatus 10 of FIGURE 1 involve
environments that have relatively high noiséllevels, it is
importaﬁt for a receiving device to be able to evaluate
whether the word 31 received in a signpost signal 22 is
correct, or whether it has errors. Consequently, the error
30 contreol field 42 is included to provide a degree of forward

error correction (FEC).



environnments that have relatively high noise. l evels, it is inportant f
a receiving device to be able to evaluate whether the word 31 reckiMAdd &%
a signpost signal 22 is correct, or whether it has errors. Consequently,
the error 30 control field 42 iS'incIuded to provide a degree of forward
error -correction QFE C. - 8 MAY 2006 WD 03/042959 10 In the disclosed
embodi ment, YREVEPFdr control -field 2 i ncl udes_ei ght B&FPY%2B#2ts, but the
nunber of parity bits could be different if the total nunber of bits in
the word 31 is changed, or if a different one of several well-known 5
parities schenes is selected for use. In addi tion touse of the error
~control field 42, the overall |evel oﬁ reliability and accuracy could be
increased by causing the device which receives the signpost signal 22 to
save and COWpar erh Whe SUEEESRIAVembsAMSAL SHNSrobr acdiityen Siegdpest si gnal

22, in 10 order .to ver|f t hat the r nplet ent.i.cal The | ast
fieldin theL P31t Iﬁﬁéﬁ%tEEﬁ% ?’glg E3n”m$%|s°€| Tﬂgglgnafs to a
recei vi ng dewiudé bhatﬂlféfetrleansnf sieorrotpl . mymdieng of| hitheirerthedivaedat of

FIGURE 2, thg packgb,eod. o.f isel d 43:hasnei ght th§EGM}h§hwéqflkibknset to a
bi nary 110".7 15 As ment 1 oned above, the S|gnpost signal 22 is téglcally

transmi t tied RAFiEie%|SERpRs yl%éFéﬁc"e?‘i’\/lberHﬁﬁwt IPnadtiddPnt ' ShsBfe reliable
si gnal receﬂﬁhoarr&QOmtkechnmques n&mebevaﬂnplmyeﬂLkﬁ maptnmelthe si gha

to noise ratij SNR di.scl osed. enb E hi
anpl i t ude nﬁﬁl %f ga%ﬁ) E? féfreii%?(% rgggr IS e fec g-u5|n t he
wel | - known znegehvéguehof sampiqsmud?egghlfw Ke&pi ripVEASKY, qqfi‘PéF%ieFWPo i nprove

the SNR O hef.cbeehRl quessaiididnadl ber pagival YsiRipossesidmali aprovg the SNR,
such as frequency shift keyin
_ 10 order'to verify that they are completely identical.

The last field in the word 31 is a packet end field 43.
This field signals to a receiviﬁg device that a transmissien :
is . ending. In the embodiment of FIGGRE 2, the packet end .
field 43 has eight bits which are all set to a binary "0".

15 As mentioned above, the signppst signal 22 is typically .
- transmitted in a relatively noisy environment. In order to
ensure reliable signal reception, known techniques may be -
employed to improve the signal to_no’ise ratio (Sl\fR). In the

- disclosed embodiment of FIGURE 1, the amplitude modulation

20 of the 132 KHz carrier is effected using the well-known
technique of amplitude shift keying (ASK), in order to
improve the SNR. Other techniques could alternatively be
used to improve the SNR, such as frequency shift keying
.(FSK) or phase shift keying (PSK).

25 . ‘ As noted above, communications between the signpost 11
and the seal tag 12 are one-way communications involvihg. the
signpost signals 22. Wlth this in mind, it is desirable to
provide a degree of security that ensures the field tag 12
will react only to valid s:.gnpos_t signals 22, especially

30 with respect to the commands in fields 36-38. Therefore,

some or all of the fields 33, 36-38 and 41 can be subjected



. (FSK) or phase shift keying (PSK). 25 As noted above, communications

bet ween the signpost 11 and the seal tag 12 are one-way comuni cagi Qs 2006
i nvolving the signpost signhals 22. Wth this in mnd, it is desirable to
provi de a degree of security that ensures the field tag '12 w | react
only to valid si npost signals 22, especially 30 with respect to the
commands in f‘?’%?’g’é‘9§6-38. Therefore, some or all of teeTiuselas2 33, 36- 38
and 41 can be subjected - 8 . MAY 2006 WO 03/042959 11 to security
protection using well-know encryption techniques, or alternatively using.
wel | - known password .techniques. Turning to the seal tag 12, FIGURE 3 is a
bl ock diagram 5 of the circuitry 51 ot the seal tag 12. This circuitry
operates on power froma not-illustrated battery, which is provided wthin
the seal tagtd2. Fhmudiycuipratedlidicl udesy twaineggbwe amkeppaonb2 and 53,

a receive ci i 1. :a _control circyit 57 havin m crocontroller 58, a
transmit 10 %?%ﬁ %QEZ &t rRTSHT ) #énnﬁs%@, d’ﬁgl;qboé?lecpaﬁf’”}‘?ﬁ?it 64.

a transm
The detect citeekpiques.is al so shown di agrammatically in FI-GURE 1, using

broken lines. Therghifdlidd ¥noledad abYPE @hould ICYLt 2 UsRei B A6 exi sting
tags, except for the detect circuit 64, two signals CLK500HZ and DETECT
that. coupfe Phet8 GoFBECTE Pduicf &4t fhe AP crBcont™dFl ATSBLETMd certain ;

portions of bherdtiesmear goy€ontoal a- npEogramkrhosd t&h&tem)p_rmw rigl I er 58.
Later. al onglor reororArEs S8 el 558, tone TS iare iy ciie it E¥Bdont rol | er
58. First, 2b"hoWesive potehers ©F ek B3+ cai regebe whixshiibr 86knewn wil |
_nOW/be descr tdad-dir icekbyit 9y anRvexs ent mbdin AGi ekt 35€Sa@Bransmit
10 circuit 62, a transmit antenna 63, and a detect-circuit 64 .
The detect circuit 64 is also shown diagrammatically in
FIGURE 1, using broken lines. The circuitry 51 is a type of
circuit ‘used in’ pre;existing tags} except for the deteét
circuit 64, two signals CLKS00HZ and DETECT that couple the
15 detect - circuit 64 to the microcontroller 58, and -certain
portions of the firmware {control 1program) for the.
microcontroller 58. The circuitry within the detect circuit
64 will be described in detail later, along with related
portions of the firmware in the microcdntroller 58. First,
20 however, portions of the circuitry 51 which are known will
now be described briefly, to an extent which facilitates an
understanding of the present invention.
More specifically, the two receive antennas 52 and 53
- are oriented at a right angle to each other, in order to
25 facilitate better reception of signals such as the signpost
signals shown at 22_iﬁ FIGURE 1. The receive circuit 56
processes the signals from each of these antennas 52 and 53,
and then sums the éignals so that the stronger signal will
essentially dominate. lThe resulting signal is then passed

30 on to the microcontrollef 58 in the control circuit 57.



under st andi ng of the present invention. Mre specifically, the twg pgcegge
antennas 52 and 53 are oriented at a right angle to each other, in order
‘'to 25 facilitate better reception of signals such as the signpost signals
shown at 22 in FIGJURE 1. The receive circuit .56 processes the signals
from each of J e,sant ennas 52 and 53, and then suns the signals so that
the stronger "9 gfﬁﬁf will essentially dominate. The redGFY$%AE*€i gnal is
then passed 30 on to the mcrocontroller 58 in the control circuit 57. - 8
MAY 2006 WD 03/042959 12 The transmt circuit 62 is an ultra high
frequency (UHF) transmitter, which trgnsnmts through the transmt antenna
63, using a carrier signal having a frequency of 433.92 MHz. Using the
transmt circuit 62 and antenna 63, 5 the mcrocontroller 58 of the tag 12
can transmt beaCbe tsagmalts FlrcEt GERE.isl)an outlensd chsglsuE¥erq@snehie reader

13 and _the hapdhelddfitodd. TheaPeReotaidnalisolinangsgeigiahed by FSK

modul ation o ertaln eacon ormation. on to t 433.92 MHz _carri er
si gnal . The #1t€gBenéy  ofis¥33, QZCWP&leirs signatefaving hae f:ﬁesq(‘flea‘é?édognbodl ment
because it is3.avamhabl euélcefg tuset'téhﬁlltel:af&uhﬁ] ¥awiade actdren 6B, countries

under pr eval Ihl n C%\C/)grrgtrreﬂri]t% uI attlhon% regarding t&gg&ﬁ? ssi.qp, of
el ect romagne % % gnal's vvever °ot her fr guenci es . alternatively
be used, suctic®ebs M. (FIGEREr ahstd s@qveﬂeiSSlP%gf@ frdp rhedFedéonmsSi gnals 71

i s SUbSta”t'@de' %hah@AGR] Jd1@n 171 hatnd ofeddg §h?ﬁﬂ%3t715|ag@a§§n&%teand in the
di scl osed enbodi nent can be up to about 300 The beacg? hgnals 71
t

are transm ttedUsitgUua* R Mg RETRALINC R The "aPT AE ] °8| al oha
protocol, imnxrderMio ¢aduee sbgeslf.er ahee fragudietyweén4peeRomHg gaal s
transnit{§d &2@ dlffé% Iyisgfggéd'embcdiment because it 1s available for
' | use in a relatively wide number of countries under
prevailing governmental' regulatioﬂs Eegarding transmission
of electremagnetic signals. However, other freguencies
could. alternatively be used, such 915 MHz. The transmission
15 range for the beacon signals_71 is substantially longer than
that for the signpost signals 22, and in the discloseq
embodiment can be up to about 300 feet. The beaeon signals
71 are transmitted using a -technique knewn in the art as a
elotted aloha protocol in order to reduce interference
20 between beacon 51gnals transmitted by different tags.

In the disclosed embodiment, the beacon 1nf01matlon
tranemitted in the beacon signals 71 may take one of two
different forms, both of which are shown in FIGURE 4. More
specifically, if the seal tag 12 has received  a valid

25 signpost signal 22 through the antennas 52-53 and the
receive circuit 56, the beacon. information transmitted in
the beacon signal 71 will have the word format shown at 76
in FIGURE 4. In contrast, during periods of time when the
- seal tag 12 is not receiving signpost sigrals from other.'
30 devices, the beacon information transmitted in the signal 71

will have the word format Shown at 77 in FIGURE 4.



I n the-disclosed enbodi nent, the beacon information transnlttedmhqwﬁhgp
beacon signals 71 may take one of two different forns, both of %
shown in FIGURE 4. More specifically, if the seal tag 12 has received

val ird 25 signpost signal 22 through the antennas 52-53 and the receive
circuit 56, the beacon information transmtted in the beacon signal 71
will have t h¥ORFPE¥ or mat shown at 76 in FI GURE 4. |nPEBESRESE, during
periods of time when the seal tag 12 is not receiving signpost signals
fromother 30 devices, the beacon information transnmtted.in the signal 71
w Il have the word fornat shown at 77 LN FIGURE 4. - 8 MAY 2006 WO _

03/ 042959 13 Regardless of which mnré format .76 or 77 is currently being
used, the disclosed enbodinent will transmt the information. in the word
using Manc hesdgekd o ded whSih noddl adimeit at 237. 77Mbp$ur5emﬁermgidbernat 76

wi |l be dISCUS ed fir n mnth I
functionally c%r’rptér%eab lsc%osettﬁeg%r%la JS]% er‘iﬁgr?i % f’,}fﬂké{a RE 2) . In
t he di scl oseih EMbodPnénv51nmeMpn@E#ﬁhe 8@0Pés@sF§K29@dﬁié?6§bcﬁﬁds and

i ncl udes 20 gygl gsyavhi ch each include a 30 m crosecond Iogl c 10 hi gh and a
30 m crosecond Iol_(I:Jeh Iow fol |l owed @/ one ich | des a 42
[

m crosecond | ogi EhiFdafdr 546 # (fléﬁ%u?%eéji \émF 3xrtlsf| eld in
the word 76 wishaa fdrdunblEophatwiiics| ds 8unarkipohliys q@mewc'sté@ te kmlicate to a

receiving deyl eﬁﬁbl‘f’]@; £h of tihe Joma her r@&@,@al and 82,1 e 191 hGWRE 4 is the

f or mat used or t I nstant beacon si Thus, the field 82 |s al ways a
binary "1" iSTPREFHETFE, AiTd Ar§ambig v@a‘yslﬁtﬁl 995116“??1“\%?3 779 The next
field in thensugs @ol %yaléjs Rint ot aghchy pecfudel d 30 microsecond logic

10 high and a 30 microsecond logic low, followed by one cycle
| which includés a 42 microsecond logic high and a ‘54
microsecond logic low. - The next field in the word 76 is a
1-bit fprmat field 82,.which is provided.to indicate to a
receiving device which of the two formats 81 and 82 in
‘15 FIGURE 4 is the format used for the instant beacon signal.
Thus, the field 82 is always a binarxy "1" in word 76, and is.
always a binary "0" in word 77.
The next field in the word 76 is a 4-bit tag type field
83, which is a code that provides some information regarding
20 how the particular tag 12 is being used in the system. This
type fiéld in the seal tags 12 may indicate 'that the seal
tag 12 is being used to monitor the lock 19 on the contéiqer
18, whereas the tag type fields for other tags may have
different codes, for example indicating that +the tag is
25 being used with some form of mobile device or is
stationarily mounted on some fixed object. In the disclosed
embodiment, the tag type code 83 could also provide some
information about the container 18, such as its voiume or
its height. .
30 The next field in the word 76 is a 3-bit asset type
field 84. . The field 84 can identify mqre specifically the




83, which is a code that provides sone information regarding 20 ho hhg
particular tag 12 is being used in the system This type field in tﬁ% &% 4P06
tags 12 may indicate that the seal tag 12 is being used to nonitor the

' ock 19 on the container 18,. whereas the tag type fields for other tags
may have different codes, for exanpl e indicating that the tag is 25 being
used with soff@%B¥H of nobile device or is stationari PYUHBUHEd on some
fixed object. In the disclosed enbodinent, the tag type code 83 could al so
provi de some information about the container 18, such as its volune or

its height. . 30 The next field in theg,wrd 76 is a 3-bit asset type field
84. .The field 84 can identify nore specifically the WD 03/042959 14
particul ar type of device with which the tag 12 is. associated. Wile the
tag 12 i n t headisclasedyerbodf mertvics vwashocwaidd wheh saxonfai her 18,

other tag deyices which ar [a ;09 beacon.sighal ssw Il be
attached to & ot ate é@ g %ﬂev?%g]sfzt éﬂdt%[}h&%&ﬁereforg have dlsfferent

codes in thea#aqshdtﬁﬂ-Wlﬁhhe pextaifies| B8 i PHHRE tRF RSB CRE WiSBa@8R code 86.
In the di sc&&s@gl@m@?n FBRtLart Nicsichs @aghgic@ga;mahoue Mtiaehed uabquely

identifies the particular tag that rgnsmtting 1 the 7
ment i oned® alNEF tHBESpPhar RUSTE0 ﬁﬁ§ é@g t eﬁﬂ%ﬂ?rgﬁg éﬁﬁSng tags, and
t he use of acdliekf enente fhertar.code 86 for each tag pernits the systemto

di sti ngui sh beacp, SLIRAles 14 AL DY 008§ a%dJAMbBOSS L ransii L1 ed

by.another. 15 The next . e word is a seal status b|t 87, which
is a 1-bit fihe lisrarsphdreerdisephe &l eht &PatfEe@yr value which

uniquely identifies the particular tag that is transmitting
10 the word 76. As mentioned above, the apparatus 10 may have
a humber of -diﬁferenﬁ tags, and the use of a different
beacon code 86 for each tag pérmits the system to
distinguish beacon signals tranSmit;ed by one tag from those
transmitted by ancther. ]
15 The next field in the word 76 is a seal status bit 87,
which is a 1-bit field that indicates the current status of
-the lock 19 (FIGURE 1), in a manner described in more detall
‘later. The next field is a seal event code 88, whlch is a
4-bit field used in Association with monitoring of the lock
20 19, in a manner described in more detail later. |
- The next field in the word 76 is a signpost code 91..
- This is identically the signpost code extracted at 33 from
the signpost word 31 which was most recently received by the
seal tag 12. The next field in the word 76 is a last
25 command field 92, which is identically the ¢bde for the last
. command which was received in either of the fields 37 or 38
of the signpost word 31 received from the signpost having
. the signpost code which is present in the field 91.
The next field in the word 76 is an error control field
30 93, In the disclosed embodimént, this is a 16-bit £field

using a cyclic redundancy code (CRC) of a known type, which



the lock 19 (FIGURE 1), in a manner described in nore detail '| atBeMAY TH
next field is a seal event code 88, which is a 4-bit field used in
association with monitoring of the lock 20 19, in a manner described in
nore detail later. The next field in the word 76 is a signpost code 91.
This is iden%%calL%%the si gnpost code extracted at 33 from the signpost
word 31 whi chHOREE?Rdst recently received by the. seal PEEESUYP942The next
fieldin the word 76 is a last 25 command field 92, which is identically
the code for the last command which was received in either of the fields

37 or 38 of the'signpost word 31 recq?ved fromthe signpost having the

si gnpost code which.is present in the Tield 91. The next field in the word
76 is an error control fiel'd 30 93. In the di'scl osed enbodinent, this is a
16-bit fiel dustalgudacyd|ugingednadantyrmediken (TRG)ie0bsaskrsamn sype, which -
8 MAY 2006 04299 15 i I usi i.nformmati in fields
82-84, 86- WSS AR 92&%#556‘%350%#“%&332%’1 Bt elnb 509 42 1ag 12
“are essenti gtqey eGALLLIRALLE| gRrdlvey aighalle d dhecenrewlcopfedld £ighd| s
therefore provigediisidBat 3roepdeae Nkl aCQie@8e Swhil@sersdegnass Wil |

have a degree of capahility to detect and _correct. sone errors in a -
recei ved ﬁortg‘e?g. S’I%éa e8é¥biwe HeViFESc3h Cﬁpggl#h‘i:yr' éasge'he@éu?%%y and
reliability dorrececernd ngrrd donparengivedo woudcassi vEhbememivingnal s 71 in

order to verjdycthatag heyzaresidenticalectae, | agta fihdbn 19 the word
76'is a packet end field 94, which in the disclosed enbodinent 1s a logic

low of 36 mMTEEIELHFES FREPHECe VO efitF TPEF ¥° JoPdRai £43%6 St 3 alfecei ving

devi ce that dd@erf kel Geri%4 kRat hthegndrofiddieiverd Ahenwhieh figlauisient|y

being r Oce.lt\fleedWOrd 76 'is a packet end field 94, which in the disclosed
embodiment is a logic low of 36 microseconds. The pécket
end field %4 indicates to a receiving device that the field

94 is the end of the word 76 which is currently being

received. . ' '

15 Turning to the alternative .format 77 of the beacon
word, 't__he basic difference from the word 76 -is that the
fields 91 and 92 of the word 76 are omitted from the
word 77. = This is because the fields 91 and 92 contain
information extracted from the last received signpost word

20 3.1' In 'contrast, as mentioned above, the beacon wofd 77 1is
used in situations where the tﬁag 12 1is not currently
receiving any signpost signals, and thus has no current
information to put into the fields 921 and 92. Therefore,
the fields 91 and 92 are omitted in word format 77. _

25 _ In theory, it would be possible Eo- ﬁse the word format
76 even when the tag 12 is not currently 'receivinq
information from any signpost, and to simply put a "“dummy"
code such as all zeros into each of the fields 91 and 92.
However, 'goverﬁmental regulations regarding radio

30  transmissions -tenci to involvé a balancing between factors

such as the power 1level at which a beacon 'signal 71 is



15 Turning to the alternative format 77 of the beacon word, the hagijgy
difference fromthe word 76 is that the. fields 91 and 92 of the \/vordA7%m6
are omtted fromthe word 77. This is because the fields 91 and 92 contain
information extracted fromthe | ast received signpost word 20 31. In
contrast, aswgvi)g&igqped above, the beacon word 77 is wused in situations
where the tag #”not currently receiving any signp8STO¥¥gl s, and thus
has no current information to put into the fields 91 and 92. Therefore,
the fields 91 and 92 are omtted in word format 77. 25 In theory, it
woul d' be possible to use the word forpat 76 even when the tag 12 is not
currently 'receiving information fromany signpost, and to sinply put a
"dummy" code such as all zeros into each of the fields 91 and 92.
However, goueranaeitttald,r eguhati onse regeredival r atyed0 , swenesaAivsi ons tend
to invol ve L I+ be ct uch, as e fpwe el,at which a
beacon si gnzaaﬁlj&?ilqlf%lggg hé&%egg%%&mg%%/aé%w?g_18hgt_rng%sn‘%ﬁu§\é, ?%e time
i nterval betindermaiiopesxiorent t tans#its sheg¥s oS igRakon SYgN4Fed 788° and t he
-amount of  ifar BEtda@n 7pr @8Nk nt Nc Ak Peacanssi ghalnotByedtmiangeiidhe word
format- 77 when the f'igl dg 91 and ,92.are'£1o§c ne%d(aaglb the 5.duratjon of the
transni ssi oif 6RCt e BraéBR SFHNHISF1%T s r 68EcEG™"Whi ChEih turn Tacilitates
conpl i ance wietdhcegyovevni@nt ain r egudrat | tavsliThese arewiienot heridh f f er ences
bet ween thecé/g%gmgé}{tg@t redAa@0gnd he word format 76. First, the field 82 is
always a 10 binary "1" 1h word 76, and a bipnary 110" in gope word 77, as
di scussed above. TR&KEoAdE FtRe OLBRE VEEEESSEd PR He t&Fr 8772 £8ATDI fiel d 93
of word 77 im ealcthateddusbngtronky friglsds the field 82 is always a
10 binary "1" in word 76, and a binary "O0" in the word 77, as
discussed above. Second, the_ CRC wvalue used in the error
control field 93 of word 77 is calculated using only fields

82-84 and 86-88, because the fields 91 and 92 are not

present, and thus cannot be taken into account.

15 The rate at which the tag 12 transmits the beacon
signals 71 will  vary. under - different operational
circumstances. For example, when the tag 12 is receiving

signpost signals or is subject to some other stimulus to
“transmit, the tag 12 will transmit beacon signals 71 wore

20 frequently. In contrast, in  other operational -
circumstances, the.tag will transmit beacon signals 71 iess
freduently. In either case, ﬁhe exact time intervals
between successive transmissions of the beacon signals are
varied with degree 6f randomness, to decrease the likelihood

25 of recurring ‘'collisions" betwéeh ‘beacon signals - from
different tags. The variations in the rate and timing of
the transmission of beacon signals 71 by the tag 12 conform
to known technidues, and are therefore not described here in
further detail. '

30 Since the circuitry 51 includes all capability of’

certain pre-existing tags, the tag 12 has full capability of




82-84 and 86-88, because the fields 91 and 92 are not present, angd tmas 2006
cannot -be taken into account. 15 The rate at which the tag 12 transmts t he
beacon signals 71 will vary. under different operational circunstances.
For exanple, when the tag 12 is receiving signpost signals or is subject
to sone ot he(voq)g/bg}u( us to transmt, the tag 12 will transmt beacon

signal s 71 nore requently In contrast, in other oBEFEIRBHE
circunstances, the tag will transmt. beacon si gnals 71 less frequently. In
either case, the exact tine intervals between successive transm ssions of
t he beacon signals are varied with degree of randommess, to decrease the
i kel'ihood 25 of recurring "collisions" between beacon signals from
different tags. The variations in the rate and timng of the transm ssi on
of beacon ‘signeha7itine the Eagilizagentapairing fhowhet dekpmeftresSt and are
therefore nqlssdescrdugd erend Ncohtdit-Rer detai lsinc30 sHaACecyidae g rcuitry 51

i ncludes all ca abl lity of _certain pre-existing.ta g){ Ehehetrag 12 has full
capabi | ity SPPERBINKY 2806'W0 F5B4a2989 17 H%n ’3176 Facititate

tracking of deheimoverment of assets such as the container 18 -Si nce that

type of Capablliﬁéé,ﬁﬁg 'Jf'a‘EQO% kg g; dccla@_crfgﬁgrheﬁe o gdetail. 5

Referring again -t he reader a stationarily nounted
devi ce of - a stppeongridly meuirdnwdevics o€ aaEvpe d’ﬁ'ﬂ-clhs 1g hperofg cri bed

here only brigf! unaThe #iRadesrd 3a0680YES nkhe UhlEybeaﬁ;@nySI gnatkes 71
transmtted by the seal ta %1}2? and then forwar ds, t terabsc’am%ctgndvg};d (FI GURE
10 4) from e‘&éﬁe’feb%l‘\fe@&lﬁ% colt SFgnafaGh £o9tHE cont ol - Syst em

the seal tag 12, and then forwards t;he beacon word (FIGURE
10 4) from each received beacon signal on to the control system
14, through a network 101. In the disclosed embod;'.ment, the
netwérk 101 is a type of network referred té in the art as
an Ethernet network, but it could alternatively .be some
other form of network. ' .
15 'The wireless base station 16 is a device of a type

known' in the art, and is coupled to the control ‘system 14

through a network 106. In the disclosed embodiment, the
network 106. ‘is - an Ethernet network, but it could
é.lternatively be some other type of network. Further, it

- 20 " would alternatively be possible to use a single network to
implement both the network 101 and the network 106.

- The wireless handheld unit 17 inéludes a keypad 111

‘with a plurality of manually operable push buttons, and a

display 112 which is a liquid crystal disp_lay (LCD) . The

25 handheld unit 17 is portable, and operates on battery power.

The handheld unit _17 includes not-illustrated ci:;cuitry

containing a microcontroller. This circuitry can receive

the beacon signals 71 transmitted by the tag 12, use radio

_ frequency (RF) signals 116 for bi-directional communications

30 with the control system 14 through base station 16 and

network 106, and transmit low frequency signpost signals 118



14, through a network.101. In the disclosed enbodi nent, the netmnrghﬂglﬂb§
a type of network referred to in the art as an Ethernet net wor k, but

could alternatively be sonme other formof network. 15 The mnreless base
station 16 is a device of a type known in the art, and is coupled to the
control sys&gq&& through a network 106. In the disclosed enbodi nent, the
network 106. "I's ah Ethernet network, but it could alt&F F48R¥fy be some

ot her type of network. Further, it 20 would alternatively be possible to
use a single network to inplenent both the network 101 and the network
106.. The wirel ess handheld unit 17 inpgludes a keypad 111 wth a plurality
of manual |y operabl e push buttons, and a .display 112 which is a liquid
crystal display (LCD). The 25 handhel d unit 17 is portabl e, and.operates on
battery powswhichTheehaidhbid UQlth&7snmukwde§ﬂm@hlslwast@@ﬁedmthCU|try

contai ni ng acdﬂ'f@&ﬁ’ct%‘t{rﬁe' 'd%'i:d ?Qhﬁatc'sfhwht £Y SARUFEEGEI Vernel hge bgacCON
Si gnal s 71 transmtted th hlgl (?8’ use radio frequenc gﬁRF) ‘signals 116
i9

for bi-diredeohatd kt?éﬁnﬁh’rtcéﬂ HIR=ERS HbACFS| 9% Y4 -t hr ough
base statlon 16 anchingehyoria k66e dndilrenet skow fagequenElcUBEgRpPOSt

signals 118 MAY 2006 9 K i are s | ar he
S|gnpost%5|gnalsdiigramWf |8%§¥3§§n?§?n1 Fbm?hgganggg i£n ds%gm% i n FI GURE
2. The use cfhowghehshaipgheld winidh 17 widd Hoe sdrsesyded CPht?mree détai’l |ater.

Turni ng NOWdiBuRBI & fetaid; J5Patdit ise@ha t @Gl 2dr EhEURE; 512 Sadcs 18ck
di agrammatic perspecti-ve view of the tag 12, and also shows the |ock 19

which is us@d t6"Cellre FRRNTOM af TS ESCCEPBURES 621972 8i dgfFaffidti c end
vi ew of the isag @Ridndrkogdert 19, aalubcalisg wubasism @r ahs semwtaionrt wWo

el‘_emsnt S.L015]186.md In the _disclose.d embodiment, the container 18 is an
‘ . intermodal. container ofl a known type, which is relatively
large. A number of these containers may be lcaded onto a

ship or a plane, and are configured to stack neatly wit'h.
each other. The container 18 includes a housing with an -

15 opening providing access to an int:erior regien of the
. housing, and includes an access door which caift move between'
open and c’losed positions in which .access through the
opening is respectively permitted and obstructed.

The container includes a lat:ch mechaniem that can keep'

__20 the container door in its closed position, and this latch“
" mechanism includes the elements 151 and 152. In FIGURE 6,
the element 152 is provided on the housing. of the container-,

artd the element 151 is provided on the door of the
container. When the door is elosed, the elements 151 .and

25 152 are in the poeition shown in FIGURE 6. In order to open
the door, the element 151 must move relative to the element

152. The elements 151 and 152 have cylindrical openings 153

.and 154, which are coaxially aliéned with each other when

the container door is closed and the elements 151 and 152

30 are in the position shc;wn in FIGURE 6. The openings 153 and

154 are not aligned when the container door is open. The



152, which are part of a lLatching mechanismon the container 10 18._lgnykhe0i6
di scl osed enbodi nent, the container 18 is an internodal. container of a
known type, which is relatively large. A nunber of these containers nmay be
|l paded onto a ship or a plane, and are configured to stack neatly with
each other. The container 18 includes a housing with an 15 openi ng

provi di ng ac®@¥¥%an interior region of the housi ngPCHEW#ME| udes an
access door which can nove between open and cl osed positions in which
access through the opening is respectively permtted and obstructed. The
cont ai ner incltudes a | atch nechani smthat can keep 20 the container door
inits closed position, and this latch”™ mechani smincludes the el enents 151
and 152. In FIGURE 6, the elenent 152 is provided on the housing of the
contai ner, askigheael@nmest thsleiemeptoviziedndnishesicoor iof FIGYBE €ont ai ner .
When the door_is closed.. the el 1 . 152 are_] osition
shown in FI GREG"TH sraer °to g%%%tﬁtehg%ﬁg{yfl%?h%éél etrjr:gﬁ%é1l£5£1$nﬁst nove
relative to vimieglenéntonfiBpraThenselodnshe selsmensadliboanthvié2cyiFhdri cal

openi ngs 153, ald (ka4 rMahe i Bt EoaXbald oakbgpad vakt h each other when the
cont ai ner door is closed and the el enents 151 an 5%2 in the
1

posi tion Shown i APFI GORE &% AREopehi Iiys® 153Pand Véfgoﬁ'g{’c al fYned when
‘the -cont ai ne¢oh@ariaBlyopenailbinee8 ddY 006 MOW@3/ (42958 B@t.conttguration
i urar AL, AL ARG, | eSSt nenblange hons
‘and 152 wi t heylindehcarhesprasehts i et ian siargebeledtpati bPe. *B°The seal
or lock 19 igpged ¥pe. of THEeYbeEr WRAKCHE ithe sRARENGEahty meai Laddreecand wel |
known inlgheiggg'tgethousing 162, and structure within the housing 162_
lockingly grips the end of the shank 166 in a.nmnner that
prevents withdrawai of the shank from the -housing _162
without eithér destroying the houéing 162 or cutting 'the"
shank 166. The intént of tﬂe design is’ that, in order  to
] 15. 'open the lock 19, the shank 166 of the bolt mﬁst- be
physically'cut. The housing 162 may have not-illustrated
indicia provided thereon, in the form of a uniqgue ideﬁtifier
for each housing 162. Whe;e the housing 162 includes such
~indicia, the indicia can be recorded in order to help detect
20 and reduce tampering. _ |
As shown in FIGUREs 5 and 6, the seal tag 12 includes a
housing formed by two parts 201 and 202. In the disclosed
embodiment, the housing parts 201 and 202 are each made from
a very sturxdy plastic/ and are fixedly secured to each other
25 by ultrasonic welding. However[ they could alternatively be
made from éome other type of_material,_and could be_secufed
together in some other fashion. The housing defined by the
parts 201-202 contains a not-illustrated circuit board,
which carries essentially all of the circuitry shown at. 51
. 30 in FIGURE 3, except for two wire coils which are discussed

in more detail later. The tag 12 also includes an arm 211



includes a bolt 161 and a housing 162. The bolt 161 has a cylindrigcghy 2006
shank 166, with an enl arged head 167 at the upper end. The |ower end of the
shank 166 has been inserted 10 into the housing 162, and structure within
the housing 162 | ockingly grips the end of the shank 166 in a manner that
prevents “‘tuﬂﬂﬁ@%L-Of t he shank fromthe housihg 162 wthout either.
destroyi ng the §?ng 162 or cutting the shank 166. TUSHEEER of the
design is' that, in order, to 15 open the |lock 19, the shank 166 of the
bolt must be physically cut. The housing 162 may have not-illustrated

i ndicia provided thereon, in the fornEpf a unique identifier for each
housi ng 162. \Were the housing 162 inCludes such indicia, the indicia can
be recorded in order to help detect 20 and reduce tanpering. As shown in
FI GUREs 5 angibh"tHae. seal é&md) sRcirxlyudesharefiouvdkchin f awhrechdwgibgo parts

201 and 202., .04 h%gdiéi?el ogggts erpa?diaqﬁntzoglhe-aggu%ﬂghpalgrto%eggg and 202

are each na&gf%ron1 very Sturdy plastic, and are fixedly sécured to each
ot her 25 by aitwerrdlonithreedli ag. oPbviegerin theyheetty Rarér #4ti vERS be nade
from sone othehiiyPsiel Fatesimled bandnComld abe csecal eghs twdgehhes in sone
ot her fashion. The hqusi ng, defined by the arts 201-202 cqontains a
not - il 1 ust r A% EFF4i PO ,°F "ifc mfﬁ??iﬁ%“bé@éntiﬁ?fymhef 6F°t he
circuitry shawahatarnb?130is rapplrGkiRRate )y eRcappefi orartdubani re cwizksdwhi ch are

VY 2006 V0 D3 035858 56" by I et oho STt cetir el - anerored Bihin the
housi ng def3dlAedaty alhenphrarsn?ods dhdo2dp Al Wt ciapof et “Batwardl y
through an apepi 1¢h ieRcbh@s housi ng part 201, the opening being surrounded
by an aq%U|ar CO%%&%&EZ%Bigwg(alaEEammatic exploded perspective view éf*
| . the arm 211, showing additional details of the. arm. Ihe arm
211 includes two bent, plateliké parts 226 and 227.  In the
disclosed embodiment, the parts 226 and 227 are each made
from stainless steel, but they_could alternatively be made
15 from some other type of material, such as a robust plastic.
| The part'227 includes the leg 216 and the bight 218, and the
part 226 includes the remainder of the arm 211. The parts
226 and 227 are fixedly welded to each other at a right
anéle, at the intersection of the bight 218 and the leg 217.
20 The arm 217 of the part,226 has a cylindriéal hoié 231
which extends vertically. through it, and a cylindrical
counterbore 232 of larger diameter is provided in the ﬁpper
gide of the arm 217, coaxial with the hole 231. A similar
- hole 233 and counterbore 234 are provided in the leg 216 of
25 the part 227, in a manner so that they are coaxial with each_
other, and with the hole 231 and counterbore 232.
A recess 236 is machined in one'edge of the counterbore
234, and two similar recesses 237 and 238 are machined in
" the edge of counterbore 232 at circumferentially spaced

30 locations. As indicated diagrammatically by a broken line

241, a bore extends from the recess 236 through the arm 216,



5 an integral portion of the housing part 201. The outer end of thg 006

211 is approxi mately U shaped, and has two spaced |egs 216 and 217
‘coupled by a bight '218. The legs 216 and 217 have aligned openi ngs
through which the shank 166 of the bolt 161 extends. 10 FIGURE 7 is a

di agrammati c_expl oded perspective view of- the arm 211, show ng additi onal
details of tﬁgﬁgﬁﬁ$9The arm 211 includes two bent, pl &®lse9parts 226 and
227. In the disclosed enbodi nent, the parts 226 and 227 are each nade
fromstainless steel, but they could alternatively be nade 15 from sone

ot her type of material, such as a robgft plastic. The part 227 includes
the 1 ég 216 and' the bight 218, and thé" part. 226 i ncludes the remai nder of
the arm.211. The parts 226 and 227 are fixedly welded to each other at a
right angl eigat the kRbGensechioncof thderdieght 2218 anshintiherlyeg &47. 20 The

arm 217 of the.part 226 has a cylindcical hole 231 whigch exte vertically
through it, 1§‘§agagtecdyl fglna ria(r?rﬁ%tl%(%g}’\t érb(?r eb%fno?lﬁngr.g%{]z’dﬁangg%? i's
provi ded i n exttendppéromi tee ofeddse 23 ZhFougtvakiial PHWT h2ithethotes 231. A

simlar holg,233aNeeCenitfihos £ 234nary R0y dathd Aabherd egrrdd of 25 the .
part 227, in a manner so that they are coa&ialﬁg th e&&%- ot@gééeand W th
the hol e 223PYarftF1¢oiRd ePBbi%e D821 RAEEEs L2936 s IfdcHT8ESi - ohe edge of

t he count er pares 234 peandirvaotise _na'hlaaes r€ho@8 SIS ¥28URANU 238 are machi ned in
the edge of ‘couner hone,2e2al, ehiichal erentiahlys snaceds s ocatd ons. As
y by a broken 41,

i ndi cat ed di agrammati ca . Tine 1, a bore extends fromthe
recess 236 tiebbigh aded have 26 outsBleNAVawges WO ©3/i42089°9 T2 tgtght 218 and

arm217 to te'&%aie€§5§he23i7iam§i:@i“@ﬂ’|ﬁhe @Sunterbores 232 and 234, and

10 each have an.inside diameter which is approximately equal to
the diameter of the holes 231 and 233. In an axial
direction, the bobbins 246 and 247 have heights .which are
approximately equal to the depths-of the counterbores 232
and 234. The bobbin 246 is received in the counterbore 234,

15 and the bobbin 247 is received in the counterbore 232. The
bobbins 246 and 247 are each made from stainiess steel, and
are formed to have a press fit within the counterbores 233
and’ 234. The bobbins are secured withiﬁ the counterbores
233.ana.234 by a suitable known adhesive. The bobbins copld

20 alternétively be made ffom éome other material, 'such as a
robust plastic, and could be secured in place by some other
technique. - For example, if the arm and the bobbins were all
made of a plastic material, the bobbins could be seam welded
to the arm.

25. The bobbin 246 has a coil 251 of wire wrapped around
it, and the two end portions of this wire extend through the
bore 241 and. the bore 242 to the interior of the tag 12,
where they are coupled to the circuitry on the no;—
illustrated circuit board. Similarly, the bobbin 247 has a

30 coil 252 of wire, and the end portions of this wire extend

throdgh the bore 242 to interior of the tag 12, where they



indi cated diagranmmatically by a broken line 242, a bore extends fromthe
recess 238 through the part 226 to the |ower end of the part 226._ ghgybtii@s
241 and 242 are formed 5 by drilling holes in the parts 226 and 227 before
‘these parts are bent into the shapes shown in FIGURE 7. The arm 211 al so

i ncl udes two ﬁg bin& 246 and 247. The. bobbins each have an outside

di anet er whi ¢h 193 hproxi mately equal to the di anet er POFUPHE*Rount er bor es

232 and 234, and 10 each have an .inside diameter which is approximately
equal to the dianmeter of the holes 231 and 233. In an axial direction,
t he bobbins 246 and 247 have heights which are approximately equal to the
dept hs of the counterbores 232 and 234. The bobbin 246 is received in the
counterbore 23.4, 15 and the bobbin 247 is received in the counterbore
232. The bolriensogrbedarith 248 giecuideh emdehd mofr 51 igvresed sti@eritand “are

formed to hayg g pressuiii MithldbghheeLounterdher agc283snaand 188405 The
bobbi ns are secured wthi

wi thin the counterbores %33. a%%3234 g¥ a sgitable
known adhesith€. PPRE BEBbisESRYUI thoog9at £arhatt vERS BEPHEGe PP ofTSome ot her
materi al, -sueh asch thHODusk pbabd izs1 and edul ehde Secls ethd mhphace by sone
ot her technique, For anpl e, .i ' bohhi Il rmade
of a pIagtigq%af%rfaﬁ?fﬁﬁgﬁﬁgﬁgi%géggﬁ)énkgggﬁggﬁaéldggkﬂ%%M?ﬁgtgrnl.25 The
‘bobbi n 246 hmfesened | tRSIIGRES rie awcappeditarwiidd P9 t1ot4Ad thAE th’6 end
portions of djhihsnwd re1exhendsd jrovgd ifeen hesenldd and.eatheldzared242 to the
interior of the tag 12, where they are coupled to the .circuitry on the
not- illust ReC¥aSTi FPLB%é?B.agﬁﬁFFarly, t he bobbin 247 has a 30 coil 252

of wire, and theTiencqidet tonsmdf 26hisrewpret ext ehd detrasughredie Bére 242 to
interi OrlOOf ch@%u&ggi jgbox)éhqrne atsggé(iétignlva}.(tgopﬁsd@so‘?ll %8959 The
' detect circuit 64 is shown in detail in FIGURE 8,' which is a
" gcircuit scherr;a,tic. Although the bolt 16i is not part of the
detect circuit 64, it is shown in broken lines .in-EIGURE 8 -
-in-order't_o facilitate an understanding of the operation"of
15 the detect circuit 64. 'FIGURE 8 shows the'coils 251 and 252
encircling the shank of the bolt 161, at axially spaced.
locations. - The signal CLKSOOHZ is generated by the
microcontroller 58 (FIGURE 3) in the contr;ol circuit 57. In
the detect éircuit .64, this signal is coupled through a
20 resistor 301 to one end of the coil 251, the other end of
the coil 251 beiné coupled to ground. A capacitor 302 is
coupled between ground and the node between the resistor 301
and the coil 251. | | _ |
The coil 252 has one end coupled to a plus input of an
25 amplifier 311, and has its other end coupled to one é_nd 'of a
capacitor 306 and ocne end of a capacitor 307. The other end
of the capacitor 306 is coupled to the plus input of the
amp'lif-ier 311, and the other end of the .capacitor 307 1is
coupled.through a resistor 308 to the minus input of the
30" amplifier 311. A capacitor 312 is coupled between the

output and the minus input of the amplifier 311, and a



22 are coupled to the circuitry on the not-illustrated circuit beag qyay! 2006
w Il be recognized that the netal shank 166 of the bolt 161 extends ,
t hrough. each of the bobbins 246 and 247, such that the coils 251 and. 252
each circle the shank 5 16'6 at axially spaced | ocations thereal ong.
Further, withr B% yence to FIGUREs 6 and. 7, it will be noted that the

el ements 151 and 3 of -the latch mechani smare each | JCAEW %t ween t he
coils 251 and 252. The coils. 251 and 252 are part of the detect circuit 64
10 di scussed above in association with FIGUREs 1 and 3. The detect circuit
64 is shown in detail in FIGURE 8, whigh is a circuit schematic. Al though
the bolt 161 is not part of the detect. circuit 64, it is shown in broken
lines in -FIGURE 8. in-order to facilitate an understandi ng of the
operation of ragisthe del et wiupted tirsparsl GIRFighsHenscamreitel 332251 and 252

encircling the shank:ofr tHe RAhtrnd Glsidlo@xial biospacadaoacati-ons. The
signal CLK500HZ i s generat ed by the mcrocontroller 58 (FIGURE 3) in the

control circk?t P 1P% Héldetect circuit .64, this signal is coupled
t hrough a 20 regwstms:&@brémmenenumfarbheomjeld 2p1sertike bethweenend of the

coil 251 § gJ%ﬂ:Q %roﬁ‘ndc | L r%g@ S Fﬂh%ﬂ kgt ween
e no

gr ound and t bet wee esi stor 301 and the c0| 251. The coil
252 has one ePledup? edret elas pinpsiti ppheoprmRE £i25 Akpl3 ERe IERUSand has

its other enghfiguplrednt ameneriRdaef @u&larf@ﬁbtmn@% aﬂctoa@eraam of a:
capaci t or 307 The ot her__end of.the cggam tor 306 tgbed to the plus
input of the® SABTT¥CEr 321, 18, P HPRE o 'é‘?’eeéhdg’f)cfu“tdh S tBP507 i s

coupl ed t hr oumgputa afegihst opmBdttoe BRE. M Nus Puputt off ttﬂne 36plifipki fier 311.

A C?p?cl 1@;13}12 1|sscg%d8g7)g%§2 qnst{}gutogg PUle angothe Jui RYS. i Rput of the
anpliftier outﬁi@ of the comparator 321 serves as the DETECT output

from the ~detect circuit 64, which is . coupled to .the
mlcrocontroller 58 (FIGURE 3).
The input 51gnal CLKS500HZ for the detect circuit 64 is
15 generated by the microcontroller 58 as a bqrst of ten
'square—wave pulses at a frequency of 500 Hz with a 50% duty
cycle., The capacitor 302 ssrves as a form of low paés.
filter, which rounds the edges 6f the square wave so that
each:pulse of "the waveform applied to the coil 251 looks
20 somewhat like part of a sine curve, although not conforming
precisely to a sine curve. This pulse signal causes coil
251 to generate a varying magnetic field. If the metal bolt
161 is present, the magnetic field will act through the bolt
' to induce a signal in the coil 252. In the absence of the
25 bolt 161, the magnetic field generated by éoil 251 is not
strong enough to indﬁcé any significant signal in the coil
252. _ _
When the bolt 161 is presentf the flux of the varying
magnetic field induces a signal in the coil 252, which is
30 supplied through an AC coupling capaciﬁor 307 and a resistor

308 to the minus input of amplifier 311. The capacitor 306



23 PCT/ US02/ 23942 resistor 313 is coupled in parallel with the capgcuiyroos
312. The capacitor 312 and the resistor 313 provide feedback for the
anplifier 311. Two resistors 316 and 317 are coupled in series between 5 a
supply voltage and ground,. and the node between themis coupled to the
plus input.of, fhe agplifi er 311 and the ninus i nput of an anplifier 321
whi ch functions as.a comparator. A capacitor 322 is cBGEF¥¥&t ween ground
and the mnus input of the conparator 321. The output of the anplifier 10
311 is coupled to the-plus input of the conparator .321. The output of the
conparator 321 serves as the DETECT oyyput. fromthe detect circuit 64,
which is. coupled to the microcontroller 58 (FIGURE 3). The input signal
"CLK500HzZ for the.detect circuit 64 is 15 generated by the mcrocontroller
58 as a burstewfest @n a dgwar pasfaelper &gt arenpvereye ephofrSHGNFY Wi th a

50% duty cygl&e mecﬁamé\yclwrpl%ﬁtea ST ¥eStAS @of10r780f shew passr filter,
whi ch rounds the edges of the 'square wave so that each pul se of the

vvaveform appti®@lfo the coil 251 | ooks 20 sonewhat |ike part of a sine
curve, 'alt hOUghTH@tam;ﬂlﬁ.lﬁﬁ.Sf Mg ampl efieseltiiet Bignhadi detettade by Thhe pul se

si gnal causeg .Goi 552 ?a%lg ‘%%ri%gt g lggry‘{}\r;g hrog% eld. L% t he netal

bolt 161 s present) tirc fie the bo to
-induce a si g‘Ff-aTlPaFﬁt‘?fhe%bi | 2BBispars hélébs?é‘ﬁce”o"'f £ prem 25 pelitca3s1, the

magne}gi c fi Qiidng@f*er@ﬁﬁﬁm wlﬁ?ams&ilel fi R0 hlrg;g;rtlorag gﬂ@ug&nﬁa&altaducehan%/l' |
significant signal In the coi en the t 161 1s pres , the flux
of the varyl:hzg1 ﬁﬁgn%u%redeEFH“ﬁ“ﬁ uc%‘\élylta?gﬁ gnal Ji‘% tHEPRE °r25§9{ which is

30 supplied theretighe afund€ionsipdd ny Bapacitt chrdéhelandesertssi stwhiich308 to the

h'ﬂ nus. 'Uﬂ#t ﬁybd%gpé Lﬁeguégﬁk QH@% %agé%h£9£038§hse detected by the
coil 252 produces an ‘output pulse from the.ampllfler 311
which exceeds the voltage from the volﬁage divider 316-317.
This'then causes the comparator 321 to produce a pﬁlse at
its output when the threshold is. exceeded. The circuit is

15 configured so that the'cdmpafator 321 will be driven into
-saturation in respohse to a pulse at the output of  the
amplifier 311, thereby clipping the peaks of thg rounded_
'pulses ﬁroduced at.;he output of amplifier 311, so ﬁhat the

. DETECT signal will be approximately a square wave.

20 With reference to FIGURE 3, the manner in which the
microcontroller 58 -of thé controller 57 operates the_detect
circuit 64 will be discussed in more --detail Qith reference
to FIGﬁREs- 9-11, which -are each a flowchart showing a

- respective portion of a firmware program executed by the'

25 microcontroller 58. FIGURE 9 depicts an initialization

- routine, which 1is executed relatively infreqﬁently, for
example when a new battery is installed in the tag 12. The
tag 12  may then well operate for several' years without
executing the initialization routine again. Various
30 operations occur during the initialization rogtine of FIGURE

9, -but at some point in this routine, with reference to



- 8 MAY 2006 WD 03/042959 24 serves as a low pass filter that repgv&ﬁhgmg
hi gh frequency noise which my be picked up by the coil 252, such as -
signals. The anplifier 311 anplifies the signal detected by the 5 coil '
252, and supplies it to the plus input of the conparator 321. Resistors
316 and 317 form a. voltage divider, which nmaintains the mnus input of the
conparat or Y82¥043%%35 predeterni ned vol tage. The conparsrws232L therefore
frunctions as a formof threshold detector, which 10 produces an output when
a magnetic pul se detected by the coil 252 produces an output pul se from
the. anplifier 311 which exceeds the voltage fromthe voltage divider
316-317. -This then causes the conpanﬁ%w 321 to produce a pulse at its
out put when the threshold is. exceeded. The circuit is 15 configured so

th?t t he Cﬁ@?&c@ct Oﬁsﬁ,]?ltﬁ%]| |mil&’%olgc_5r%t}6:%ml%i;-tc$8 ;ﬁtitt[)iatlhlggsi _mhéesiaamse LO a f
pul se at the output.of .the amplifier , _thereby clipping t peaks. o
Phe rounded S TAHBeR: briiHFol: dEPRE BuCHEEL B L PT R PETrio Bhar ¢ he
DETECT si gnatleawiihpy beisapptoxe nateingra Sguar ghiaves 2 \Meth steftasence to
FIGURE 3, hs s, 141 YHLelal beeg TLCT BEOREIQUHEET) 58,01 cddie gty ol L er 57
.operates the detect C|rcu|t,g w |1 be discussed in nore detail wth
reference® tHlRAEBREs- 9-11, v.)hich are each a flowhart show ng a

respective porti gocode a1f i BRI €a PELOGE B8 exaeH! erk byxddeed5 by ahecontrol | er
58. FIGURE 9 depicts initial zat%ggmﬁroutlne 1S execut

el atively i'ﬁ’r?é’ﬁﬁﬁﬁqqafrpois Edhp &% a@‘zneﬁ?%%vtcegr'ya i §-FHRY Idl ed in
.the tag 12. Fimpalt afod examphy ¢terpivsheé ofmwase fignagevehaibn yadarg wi t hout

executing theyipidial iggabk@n I OULL NE1AGAIMRY, VAET QiSrocontroller S8

10 - inspects the tag commands 3§-37 (FIGURE 2) in the received

signpost signal 31, in. order to determine whether the

signpoest signal includes a particular typé of command, which

is a cohmand that tells the tag lz.ﬁo begih monitoring the

seal or 1ldéck 19 installed on the container 18. If the

15 signpost signal does not include this particular command,

then block 262 -is skipped. '

Otherwise, at block 362, the microcontroller 58 carries

out the command by clearing the seal status bit -which it

maintains -in its memory so Ehat the bit is a binary "0%. In

20 essence, the tag 12 is instructed to assume that the boit

161 is present and that the container is validly sealed or

locked. The tag validates this assumption in a subsequent

step, as diséussed later. 1In block 362, the microcontroller

also sets an internal variable OLDDRIFT to be zero.

25 Thereafter, the microcontroller' 58 determines a random

number using a Qell—known technique, and stores this random

number in its memory as the seal_evént code. This is the

same seal event code discussed above in association with the

field 88 (FIGURE 4) in the beacon signals 71. The seal

30 event code may be determined using a known technique which

produces a true random number, or alternatively bylusing a



30 operations occur during the initialization routine of FIGURE 9, bt MAX 2006
.some point in this routine, with reference to - 8 MAY 2006 WD 03/042959 25
bl ock 252, the mcrocontroller 58 initializes the seal status bit which it
mai ntains within its i nternal nenory, by clearing this bit to'a binary
"0". This isg\;(ﬂg/o ) status bit which is transmtted at 87 (FIGURE 4) in

t he beacon Sl g s 71. FIGURE 10 shows a routine whiFéWUPB2¥%Recut ed by
the microcontrbller 58 when the tag 12 receives a signpost signal, for
exanpl e one of the signpost signals shown at 22 or 118 in Fl GURE—l. At

bl ock 361, the microcontroller 58 10 jnspects the tag conmands 36-37
(FIGURE 2) in the received signpost signal 31, in. order-to determne

whet her the signpost signal includes a particular type of conmand, which

i s a conmandkbadat teehhsqichahtiay debduaebHegi psawdni tardomg nieer .sedheor | ock 19

| nstall ed onLbe contal Del. 18 Lbe, 15.59p0sLeoT.ongl . aos,nay, 1 nol ude

this particu conmand, % he 1s s I pped erw se, at block
362, the m cFoidnt Fast | dpcisglBarheisesPeeputtamered mrame byrclPeafdH§t he seal
status b|t Wat sduisksba TRt ains-in its nmenory so that the bit is a binary

"o". 0 essenc t he 2_1Ls ipstructed to hat _the bolt 161
|s presen and t%ﬁ?l?wgcé’ﬁgﬁﬁnéﬁgl s"Val T]cﬁrx?cgléaﬁogg %o@ﬁ gaomf‘he t ag
val i dat es t hpshes sprpgeseing nwial gubdeguentt mregp, tcasb€d| dessyidgd| arer. In

bl ock 362, _t e:JhCLREONtdRh! 6 ALSO SElSudlk LObel Nl otaklal) e GLDDRIFT o
be zero. 25 Thereafter, the m crocontrol determ nes a. random nunber

using a wel Id‘k?tomutfé%hm’c'fuereaﬁlﬂesst(?#@%kt tﬁséfraﬂla%’*fﬁ AtnbEFI99ETPt s nenory
as the seal  eyamieoMhs BB 6hd Hdaldén signal 71. These beacon 'signals

10 will, of coeurse, .conform to one.of the formats shown in

FIGURE 4, and will thus include at 87 and 88 the seal .status

.bit and | seal event code from - the memory of the
microcontroller 58. The routine of FIGURE 10 then ends.

FIGURE 11 is a flowchart showing .a routine which is

15 executed once per second by the microcontroller 58. Entry

to the routine of FIGURE 11 is effected in response to a

_ timer, either in the form of a hardware real time clock

(RTC) interrupt, a hardware timer maintained by the

firmware, or in the form of periodic software polling of a

20 timer to detect its expiration. At block 371, the

microcontroller 58 initiates a sequence which supplies a

burst of ten square-wave pulses to the CLKS00HZ line at a

frequency of S00 Hz with a 50% duty cycle. If the metal

bolt 161 is present, then as discussed above in association

25 in FIGURE 8, this will cause a corresponding burst of ten

pulses to be electromagnetically inducec_i in the coil'252,_

whieh in turn will cause a burst of ten pulses to be

supﬁlied_to the DETECT line running from the detect circuit

64 back to the microcontroller 58. on the other hand, if

30 the bolt 161 is not present, no significant signal will be



sane seal event code discussed above in association with the field BMAY 2008
(FIGURE 4) in the beacon signals 71. The seal 30 event code may be
determ ned using a known techni que which produces a true random nunber, or
alternatively by using a WD 03/042919 26 known techni que which produces a
pseudo-random nunber. The seal event code facilitates detection of a
situation i "YO"¥R he | ock 19 has been tanpered with, P¢HUSZHd3iner
di scussed later. 5 Follomnng bl ock 262, the m crocontrol | er 258 per f or s
ot her processi ng which does not need to be described in" detail here, such
as check for other types-of commands. ,Ln due course, it reaches bl ock 363,
where it triggers transm ssions of the beacon signal 71.. These
beacon-signals 10 will, of course, conformto one. of the.formats shown in
FI GURE 4., aidcwrénagnhtiscallyl udéucdd 8iA ahd 881t haSkeandstmat palsedhit and

, seal event epd rd crocontroller 58. The routine of
FIGURE 10 tﬁggqeﬁ%sQgéi%%Rg%ngﬂ%éﬁgE??gﬁgﬁert showi ng_a routine-which is 15
executed once peforaedndhy RusseMiTtCoMPFpIIer 587 BMTY 370 tHe routine
of FI QURE lhicsogddeot ar idh HEEDONISEthE DETCT IR fofi EHIEBI‘fJ.IrBttdSIiB formof a
hardware real' tinme clock RT%%dln errupt, .a hardq%re ;L mer _mai nt ai ned by
the firmwarde &% FUREST 8 °68i ¢ sof t\Wwar®e pol I'ing of a 20 timer to
detect its emphmat@cnﬁashnabﬂgcku®ﬂbrmphealwnﬂ@#o@ﬁﬁmpkﬁIhﬂcaBBeihﬁ%iates a
sequence Whichesuppl iR RUESt: Qfitheld skilalg1¥aYe1 PSS 2t ochdie’ CLKS00HZ
line at a frequency of 500 Hz with a 50% dut cle. If the netal Dbolt
161 is preséht, "REMFIETL ST PSHTGE F Hatasglbec‘%/atll or* DS iBHTRIBURE 8, this
will cause auearmespdmmeggliuwsf eheteualpufsésckolbe ehéckmmnaghetlcally

i nduced In t@%cgé)s to %ﬂock 376. In block 376, the microcontroller
sets the seal status bit to a binary "1", and triggers a
. beacon transmission. This will cause the transmission of

beacon signals 71 in which the ‘seal status bit 87 (FIGURE 4)
is a binary "1". Any device within the v101n1ty of the tag
15 12 whlch is receiving thése beacon signals 71 can detect the
fact that the seal status bit is a binary "l",-and'WLll thus
know that .the integrity of . the seal  or .lock has been
'compromised. For example, with reference to FIGURE 1, if -
the tag 12 is in the vicinity of the reader 13, the control
20 system 14 will receive prompt notice that the seal or lock
19 for the container 18 has been compromlsed From block
376, control proceeds to block 377, where the routine of
FIGURE 11 ends. | o
Referring again to block 372 in FIGURE 11, assume that
25 the wmicrocontroller receives the first of the ten pulses
| expected on the DETECT line. The microcontroller sets this
first pulse aside, and then proceeds to block 373. In block
373, for each of the next nine pulses received on_the DETECT
line, the microcontroller 58 determines the time interval
30 between the rising edge of each sueh pplee on the 1line

CLK500KZ, and the rising -edge of the corresponding pulse



which in turn will cause a burst of ten pulses to be supplied. to~t8hMAY 2006
DETECT line running fromthe detect circuit 64 back to the m.crocontroller
58. On the other hand, if 30 the bolt 161, is not present, no 'significant
signal wll be WO 03/042959 27 electromagnetically induced in the coi

252, and no R%l E& will be supplied to the DETECT line. Control then-
proceeds to BOZK™8%2. 1n block 372, the nicrocontrol PEFUS28ENi tors t he
DETECT line for the first of the . ten pul ses expected there. If no pul se
is received within a reasonable tinme interval, for-exanple because. the
bolt 161 is not present within the coiys 251 and 252, then the

m crocontrol l er 58 assunes that there is sone problem wth the integrity
of the seal or lock 19, and control 10 proceeds to block 376. In block 376,
.the ni croconindykkér onsghe DREECRAlimgt.at uinbessenrea Isasar ypuch" timad triggers

a beacon transwi,$si 0hprelBhEs Wal lbngausgnihe. bétrwegénhssu@ge obn Rgacon
signals 71 in which the-seal status bit 87 (FI GURE is a hinary "1". Any

devi ce- wi t ht¥et RESAYITAEY Bf STHESPaRf TS, f?lﬁﬁn9ﬂ1tp§ PEEETVilget hese
beacon si gnazushzﬁgmaﬂhéieﬁﬁfdlotsEe efma:ﬁctmtehat lbbkes sead saftatiohst ihs a binary

"1, and sasléno%ltfpatbte he |nte p\éng thg sie%al ?rpr }ﬁoclé Qas been

conpronlsed rEor exanpl €, erence To e tag 12 is in
t he vici ni tyligest hetr vadet a_l_lserphen@dm el P@GSstgﬂ@t &m Il I3k sepei ve pronpt

noticé that ddherseaha@acdedgheid? ket heagontainariohs has begRneonpr oni sed.
From bl ock 37§l%$ntrol pr oceeds to bl ock 377, where the routine of

FI GURE 11 erftf® ®rring again to block 372 in FIGURE 11, assune that 25
the nicrocontrol Fesm rigicekvesst heohtrait mfocthés ten pPlgess74expieted on t he

DETECT |£d19-th'£hﬁi£@&fo%9£‘$fe91 '5@? cl§eectk% t:g'iéee whether it reéei.ved all
of the ten pulses'that it e#pected on the DETECT line. If
it did not, then the microcontroller 58 assumes there is
some problem with the integrity of the seal or lock 19.

.Control proceeds from block 374 to block 376, where the

15 microcontroller sets Ehe seal status bit' to a binary "1",

and triggers a beacon transmissien, in the manner already
described above. _

Referring egain to block -.374, assume that the

micfocontrqiler_ determined that  all ten of the pulses

20 expected on the DETECT line were received. Control will

proceed from block 374.I to block 378, where ~ the

microcontroller 58 sums the nine time intervals determined

in bleck 373, and then puts the sum into a variable called

NEWDRIFT. Next, at block 381, the microcontroller 58 checks

25 to see whether the variable OLDDRIFT contains the wvalue

Zero. 'If so, it means that this is the first time the

routine 11 has been executed since block 362 was executed in

the ‘routine of FIGURE 10. In that'case, blocks 382 and 383

‘are skipped, and control procesds directly to block 386,

30 where the variable OLDDRIFT is set to contain the same value



. first pulse aside, and then proceeds to block 373. In block 373, fo8 ka6
of the next nine pul ses received -on the DETECT line, the mcrocontroller
58 determ nes the' tine interval 30 between the rising edge of each such
pul se on the line CLK500KZ, and the rising edge of the correspondi ng pul se
WO 03/°042959 28 induced on the DETECT line. In essence, each such tinme
interval rep _§gﬁF§9a. phase shift between a pul se on P&wUsKki2me CLK500HZ
and a correspondi ng pul se on the DETECT line. Although the disclosed

enbodi nent | ooks for variations in 5 the phase shift between corresponding
pul ses on the two lines, it would altgﬁnatively be possible to | ook at sone
ot her characteristic., such as variati’ons in signal anplitude. From bl ock
373, contro]l proceeds to block 374, where 10 the mcrocontroller 58.checks
to see whet hericht waeceilvadatdd atoblédie 378 eforpuirgpsIdthat Thé wapeséed on the

DETECT line._ Jf..ai i,d.nof._then m .Ccroc roller 58 assunes there is
sone probl en?]%/\,iFtIﬁb%%g”‘l ﬁ'?'e%r}el 3;\(1)1%&@{1%5 %lgoéiqc g?]}] ock 19. Control proceeds
from bl ock 374 t@nbreekodEs, hahdr cassheing hf cioclatervitest atetbdothe seal -

status bit tmiadphpadyporirraRdst &I GORIS cRnbeach t128SM$RirORouid the

manner al ready . described above. Referring again to bl ock . 374, assunme that -
the ni cr%c%ﬁﬁ?f@?. lt,’aet Bl [8TF t FHEPY aPPTT%n BPeT3d9Bul SEEET°ho expect ed
on t he DETE@®kokeads weren rigicekvedl Conblodk widd. procesidbdkr amebl esk 374 to

bl ock 378, WhekScond:E1eM GROCANI QLA PR SUBB.flIe NLDRLIJE Lpierval s

_determined in block 373, and then puts the suminto a variable called
NEVDRI FT. NeXEIeatnds Joawsen, NENRRTATC redoflPBRIE: 58 dcheciess 25hi® see
~Wwhet her the waokablie G DRRrEIbONALDS t gianeE U€,  In  effect, the

10 microcontroller is comparing two . successive values
calculated for NEWDRIFT, the older of which is .in OLDDRIFT.
Then, at block:_383, the .micrécontroller -58_ checks to see

whether the value in- CHANGE is greater than . 305
microseconds. As long as the. integrity of the lock 19

15 remains intact, the magnetic flux characteristic. in the
regiqh of coils 251 and 252 should remain about the same,
and the detec; circuit 64 should produce approximately the
‘same signal on the DETECT line each time the microcontroller
58 generates .its standard pulse burst on the line CLKSOOHZi

20 Consequently, the wvalue of NEWDRIFT éalculatediin_bléck 378 -

' should typically be about the same for each successive burst
of pulsgs{ and immediately successive calculations of
NEWDRIFT will. normally be within 305 microsgcbnds of each
other. 'If so, it is interpreted to mean that. the seal or

25 lock 19 is - still intacﬁ, and cont;ol proceeds from block 383

- to block 386, where OLDDRIFT is set to equai NEWDRIFT, and
 the routine ‘ends at block 377. '

Referring again to block 383, if it 1is determined in

block 383 tha; tEwo . successive calculétions of NEWDRIFT

30 - differ by more than 305 microseconds, this is assumed to

mean that the metal bolt 161 of the lock has been removed or



zero. If so', it means that this is the first tine the routine 11-HasAbeB¥
execut ed since block 362 was executed in the routine of FIGURE 10. In that
case, blocks 382 and 383 are skipped, and control proceeds directly to

hl ock 386, 30 where the variable OLDDRIFT is set to contain the sane val ue
WO 03/042959,,29 3IFQ’IZ/U802/23942 whi ch was cal cul ated at bl ock 378 for
NEWDRI FT. The routine of FIGURE 11 is then exited at BICEYR2A¥#2 On the-

ot her hand, assuming it is determ ned at block 381 that CLDDRI FT has a
val'ue other than zero, which-would 5 typically be the case during nornma
operation, - control proceeds from bl ock 381 to block 382. In.block 382, the
m crocontrol ler 58 cal cul ates the absolute value of the difference between
NEVWDRI FT and OLDDRI FT, and places this value in a variable called CHANGE.
I'n effect, tdetemmaﬁr,octdretrebj(I erus g oapatgmif itcant - chaogesshvéheal ues

cal cul ated T NEVPRAEL, e olden ofc whichi S b (QpDRAL.e, Theg, at bl ock

383, the nlcrékontro s to see r the value in CHANGE i
greater tharPt365s dhf%ﬁﬂ?@ééo?ﬁﬁweénstP%n@H%ﬁ§Stﬁé Fht etfraneys of LEHWEHEock 19 15

remains intagls defechBIN@ddtgol epser@fwo@@&@élﬁdnc bl'oBkt be: degieakof coils
251 and .252 should remai n about the_sane he det ect C|r%gkt 64

shoul d priodut’d afBrbki it dHFrPRoERS P’rﬁrs?%n‘%ﬁt h& S BETECT Y each tinme
the m crocoma od | tnahy8 gPeneimat esddxt stcstamijta:radepmhse Ipgksthagn Helke | ne

CLISOOHZ.  2Q, SRBSFAENT | Kna! N otR! e 0fe NEVDRLET, £alicul abed danbbook 378

shoul d typlcal be about the sane.for” each successive burst of pulses, and
i medi ately. %ﬁ%@é§3|ve calculations of NEWRIFT will. normally be within
305 mi crosecondsrofurgaah isthediadibmBasid tvike® bOt £rqirdiaedré orawdan t hat. the
seal or 25 Iggk I2;L¢ siill intact, and.contral, Rhogesds. fn Rlgck 383
be .optionally used in association with the system. 10 of
FIGUREll. The reader 401 can transmit low frequeﬁcy signals
. 402 which are similar to th'e.'signpost signals 22 and 118
'.di.scussed above, and which conform to the word format shown
15 in FIGURE .2. Further, the miniature reader -401 can receive
the UHF beacon signals 71 transmitted by the té.g 12,
‘The miniature reader 401 has a size and configuration-
which - are somewhat similar to the devices used for keyle'ss
entry to automobiles. It includes a manually operable push
20 bﬁtton 406, a green light emitting diode (LED) 407 and a red
LED 408. When the buttoh 406 is pressed, the miniature
readér 401 transmits a signpost signal 402, which causes the
tag 12 to transmit beacon signals 71 (if the tag iSlll'lOt
already doing so). The miniature reader 401 then receives
25 the transmitted beacon signal 71, and checks t'he seal status
_bit 87 (FIGURE 4) in the received signal. The reader 401 .
turns on the green LED 407 if the seal status bit is a
binary "o (1nd1cat1ng that the lock is intact), or turns on
the red LED 408 if the seal status bit is a binary "1t '
30 {indicating that there is currently mno lock which is

considered to be intact). The miniature reader does not



to block 386, where OLDDRIFT is set to equal NEWDRIFT, and the rougiye 2006 -
ends at block 377. Referring again to block 383, if it is determned in

bl ock 383 that two. successive cal cul ations of NEWDRIFT 30 differ by nore
t han 305 m croseconds, this is assuned to nean that the netal bolt 161 of
the | ock has heen éﬁgrmved or WO 03/042959 30 PCT/ US02/ 23942 conprom sed,

t her eby causi r?g0 442 gni ficant change in the nmagnetic. PETUSO2R¥&r acteristic,
which in turn affects the phase difference .between the pul ses of the
signals CLK500HZ and DETECT. Control then proceeds from block 383 to bl ock
5 376, where the mcrocontroller 58 sets the seal status bit to a binary
"1" in order to indicate the | ock has~been conprom sed, and-then triggers
transm ssion of beacon signals. FIGURE 12 is a diagrammtic view of a

m ni ature resder alllo#the whpohlisias portiablandbald emy«oper@redrrlevi ce t hat-
.can 15 be opfjo I .0 spciatio it he. s em ,10__ FI GURE 1.
The reader 4071 c%gl!ril t¥_1r1a ag%lfg}%\?v O%gq%%tnglfwsei 'g*ﬁ% cgap%%%l%itghlg%%t_si mlar to
t he si gnposta staghdlys seadaegl a 18=alditagusserrighb®fe thandymhi disceeatdrmto t he

word format ghewn ini RsEbQdRECR. Wit thelaneiDeuwid i At Wy raades 404 can
receive OEElhe F _beacan S|Egnal s 71 transmtted by the tag-12. The miniature
h

reader 4 as%i’iéséﬁﬁ’l o i guration- which are somewhat simlar to the
devi ces used forAkeylegssxpldraritn @lilonobideeprovidddneolfudes examplirial | y

coer el Bath 8 WELALICS jRR0teRL T nafh e dhate, (L5 1 o 2
transnits a €GApeRt 9 ghal losed whrehiesiises thre shiggpedn eed tkmsnit
beacon Sigrﬁﬁdbr7$f(hﬁet$ﬁhﬂé&gef5iiuﬂhen closed, so that the openings
'.10 153 and 154 in the elements 151-152 of the container's latch
' ‘mechanism move into alignment. The seal tag 12 is then
positioned so that the openings in the arm 211 thereof are
aligned with Ehe openings.153—154 in the-iatch elements 151
and 152, and then the shank.156 of the. bolt 161 of the lock
15 - 19 is inserted through all of the aligned openings, and then
the end of the shank 166 is pressed into the housing 162.
‘The result at this-point-wili be the configuration shown iﬁ
FIGURE 6. ' '
A human operator then uses the keypad 111 of the
20 handheld unit 17 to send the seal tag 12 a signpost Signal
118 which includes a command nbtifying the seal tag 12 that
a seal or lock.is in'placé and should be monitored. The
- seal tag 12 responds in the manner described above in
association with block 362 of FIGURE 10. This includes-
25 clearing the seal status bit, and also randomly or pseudo-
randomly determining a number which ié~stored_as the seal
event code. Then, as discussed with respect to block 363,
the seal tag 12 transmits beacon signals 71 which includé
this seal sfatus bit and seal event code.
30 These beacon signals 71 are detécted by the reader 13,

and forwarded to the control system 14. The control system



al ready doing so). The mniature reader 401 then receives 25 the - § MAY 2006
transmtted beacon signal 71, and checks the seal status bit 87 (FlI GURE 4)
in the received signal. The reader 401 turns on the green LED 407 if the
seal status bit is a binary "0" (indicating that the lock is intact), or
turns on red LED 408 if the seal status bit is a binary "1" 30

(i ndi cat i ng R ¥Here is currently no lock which is C6REFERPEI to be
intact). The miniature reader does not WD 03/042959 31 PCTI US02/ 23942 have
all of the capabilities of the handheld unit 17 (FIGURE 1), and in
particul ar does .not have the capability, to reset a tag by sending a seal
tag command of the type discussed above in association with handheld unit
17 and bl ocks 361 and 362 in FIGURE 10. A brief explanation will now be
provi ded of Dnesexemple af nbhelldperwtiedn ditabhessyscend 1@othowhei n FI GURE

1. The containgr Mdsol oaged vEth ke 49 be.shi ppeshciand thee door of

the container-i1s then closed, so that the openings 10 153 and 154 in the
el enent's 151Razb3cpiay rreadofieg ker '28d| akeh thenEéﬁ SR FEEF NG i gnment .
The seal tagsdl2 deSethied pﬂ§l tiionedesd tihad the O@Bcﬂ‘ig'lgSllflﬁl tdteaearm 211

t her eof e ned w_t e 1 nts 151
and 152, a"{nd”t c’r‘%‘z’l‘fjf'f’en srﬁz]iﬁ{i 38 Ph? hen%% ?rszilléa ‘;‘ the F 9is
i nsert ed t hrougthealitent thecentagned dherdamdsienshfiiqdréan F‘H@Deén(foéf t he

‘shank. 166 | ShPrRss6H WAL Outde musﬂaﬂghél-l@ unithe 7" Q%Uh.'ﬁnpﬁémetnlﬁl ghpoi nt wi ||
"be the configuration shown in FlIGURE 6 humac? peerat or . enuses t he

keypad 111 of*%'he an) L JERTHAEFRF S7Ri 29F5°F 0 °Serfd Sedl taag $%4si gnpost
signal 118 wHmlgingcthelesoraatosrarchdniot i dryi igprthéicadlont agnde? thegt a seal

or lock |5 inplace;ant.shoyl.d; e monif 0£1%ds Jfrda, it is possible
for the operator of the handheld unit 17 to use the unit 17
tt: enter some or all of this information. This informat_ion
maj_/ be entered manually using the keypad 111.
-Alternatively, the unit 17 may be provicied with a not- .
15 illustrated bar code reader, which can be used to scan bar
codes provided on the tag 12, on the container 18, on an
identification badge of the operator, on an ident:if:i_.cation
badée of the driver, and so forth. ' . .
. . The container 18, with the lock 19 and seal tag 12
20 coupled to it, are then shipped. Assume that the integrity
of the block 19 is not comprom.ised, and the container 18
arrives at its destination.  The destination will include a
system with a configu;ation similar to that shown in FIGURE
1. A signpbst 11 operated by the control system 14 will
25 produce signpost signals 22 that cause the seal tag 12 to
‘generate -beat:on signals 71, which will be detected by the
..reader 13 and supplied through the network 101 to the
control gystem 14, The seal status bit received in the
beacon signal from the seal tag 12 should be a binary "0,

30 indicating that the seal or lock is intact. In contrast, if




"seal tag 12 responds in the nanner described above in associati ongviAYh2006
bl ock 362 of FIGURE 10. This includes 25 clearing the seal status bit, and
al so random y or -pseudo- randomy determ ning a nunber which is - stored as
t.he seal event code. Then, as discussed with respect to block 363, the
seal -tag 12w§ nsnlts beacon signals 71 which include this seal status
bit and seal "&V&h¥%ode. 30 These beacon signals 71 ar ECHEY®E¥€d by t he
reader 13, and forwarded to the control system 14. The control system WO
03/ 042959 32 14 saves in a not-illustrated database record both the
uni que beacon.code 86 (FIGURE- 4) whigh identifies the particular seal tag
12, and al so the random seal event. code 88 determ ned by the seal tag 12,
along with other 5 information relating to the container 18, such as a
mani f est ofthtibebit et 4 bicanyaimer thén anelchnunOﬁlse@uqm1lﬁuhDQWSfor t he

person who sed e anahehdalinid nld 8 dBheIRALLNe  seal,

i dentification nu Frver a vehi c carry| ng t he cont ai ner,
and/ or an i dent i Tic£OPbRChAYEER™ f ik aIOt‘t‘?léieﬁéllP?'éJtﬂnarWlE AEPNBAYE I n this
regard, it ithepophblfityf afo the opetatompfinidid ibandhehd uhi btAdrto use the

unit 17 to enter, sone or all of this infor i.on. This _i.nfar may be
ent er ed r?anﬁéﬂllﬁﬁb](f‘s hFPRE ReyBadcrtis © ;\?tgﬁka 3% 37 Re c%nrgééﬂ may be
provi ded wi tdegardiots Ihei Fbustimatets bey wWedeartealEent whm:#vlcémsw used to

scan bar  cqdes, prQyi %qni?” ot 125 Ok t BR: SRkl Nefhel&on@BoRn
identification bad e of the opérator, on an identification badge of the

driver, andS¥§t¢Brth. aThéh%oﬁF%ﬁ‘ﬁ@Flf‘L’B SRt AREheCPTRK 15 GnF°88R tag 12
20 coupl ed tcadit gs armaRena shifgpete dAssurRehbatoddh@si meafrdirgcoly t he bl ock

19 s I’IO]:[ C%NBE\OQ]‘LéeQeala gt QE PJH 6!11%6 o}gespondlng entries in the
database record from the point of origin of the shipment.
They should be unchanged. If one or both are different,
then the control system 14 at the destination knows that the
seal or lock 19 has been compromised. '

15 In this regard, as.sume that someone tampers with_ the
lock lé at some point during the_shipment, for example by
cutting the bolt 161 and removing the lock 19. This will.
cause the. seal tag 12 to detect the missing lock, change ‘the
state of the seal status bit to a binary 1", and transmit

20 beacon signals containing the modified bit, in the manner
discussed above in association with blocks 371-372 and 376
"in FIGURE 11. 1If the seal tag 12 is within’ range of any
device that can receive its beacon signals 71, such as a
reader 13,- the control system associated with that device

25  will receive immedia'te notification that there is a problem,
and could noti'fy someone such as a-securlity guard to take
appropriate action. '

Assume, however, that the seal tag 12 does not happen
to be within the range of any device which could receive its

30 beacon signals 71 at the time that the seal or lock 19 is

comprémised. For example the container with the seal tag 12




arrives at its destination.. The destination will include a systemgvMahn 2306
configuration sinilar to that shown in FIGURE ‘1. A signpost 11 operated by
the control system 14 will 25 produce signpost signhals 22 that cause the
seal tag 12 to generate beacon signals 71, which will be detected by the
reader 13 and supplied through the network 101 to the control system 14.
The seal stai’vl.?sfmg‘lg‘f”recei ved in the beacon signal froffVB¥2388 tag 12
should be a binary 30 indicating that the seal or lock is intact. In
contrast, if - 8 MAY 2006 WD 03/ 042959 33 PCTI US02/ 23942 this bit is a
binary "1", then the control system 14 knows that the seal or lock 19 has
been conpromsed. The, control system £4 at the destination will also have
the capability to use a tel ecomunications |link or other 5 suitable

t echni que t onac@eSEnt hecHakabasaiagosTbmer @aheshwaagandi ngy bleecsoat ai ner 18

by the equival.ent. control ,system_ 14 at the.. poi o] rigi f,.the

shi pnent . .. T%efLPC()lr?t r%?)lF mé?/é;jteen%%lﬁhgt 0?'71%1'desﬁkﬁ%nggé%né%ggnlzt ﬁﬁéch?rpar e the
beacon codetB@isniFtBIREPE3cad sidralseal 1 evirtiicebthg 8ghread tdi Faet |y 10
fromthe seddededfed2a Widbithe K& @SPONiRG1ENLI11eSideN bk heecdatabase record
fromthe point of OI‘iéZ]I n of the shipnment, The‘%fH szhou%d b@ gnc apged. 1f one
or both ate MiFFEr EAES RhAFERR LT FEPIETRT LA St " THE a&STi nati on knows
that the sealthoral ocletiflhas ibernicadnpreom 3eck, 18ndn thehs ysegard, assune

t hat someon 'S, W I - Loek 19 . ANt 5 dupy, ; hi prent ,

. e%an%'gg? ué(\{é phéQ%oFFR%G?L %ﬁ%&)oggngl%l 1151I \';Jllukr!ﬂl tt'%@l%_

t
for exanple by cuiting renoving the lock 19. This will
. cause the. s s=ad tadt b2 dehadce kel ndssien liGckrtafamfe that dtate of the

seal status &idulkObaghh Nk toding ahd LEANSHE t102 beagos wilgnakaseont ai.ni ng

t'he'm)difoi edthbei ts’eailntggelzrmtnonecrlear its éeal s;tatusi bit, as discusse;d

above in association with block 362 in FIGURE 10.  This

means ‘that the seal status bit will provide no indication
that the coﬁtainer__has'been tampered with.

on the other hand, the seal taig 12 will also

15 automatically determine and save a new random or pseudo-

random number to. serve as its seal event E:Qde, as discgssed

above in association with block 362. As a result, when the

container 18 reaches its destination, the seal event code 88

(FIGURE 4) which is obtained directly from the tag 12 at the

20 destination will be different from the seal event code_l which

was obtained from thaﬁ tag 12 at the point of origin for

storage in the daktabase record associated with containe; 18.

Therefore, when the control system i4 at the destination

compares the seal event code obtained from the tag 12 with

25 the seal event code fr;bm the database, it will detect that

they are different and thus that the lock 19 was compromised

during shipment, even though the lock 19 hé.s been replaced

with an effectively identical lock.
It will also be recognized that, if the person
30 tampering with the lock 19 replaces not only the lock but

also the seal tag, the new seal tag will contain a seal



di scussed above in association with blocks 371-372 and 376 in Fl GJBEMAYL.2006
. If the seal tag 12 is within range of any device that can receive" its
beacon signals 71, such as a reader 13, the-control system associated with
t.hat device 25 will receive imediate notification that there is a problem
and -coul d noj Esy someone such as a security guard to take appropriate
action. AssufB'HBWever, that the, seal tag 12 does nofCHESHBM? to be

wi thin the range of any device which could receive its 30 beacon signals
71 at the tinme that the seal or lock 19 is conprom sed. For exanple the
container with the seal tag 12 - 8 VAY, 2006 WO 03/042959 34 PCT/ US02 23942
may be on a truck traveling along a highway, or nay be on a ship in the

m ddl e of the ocean. The seal tag 12 will be transmtting beacon signals
71 indicati rgehhatodd hoFedehectesh atrwtobirenthebudsr:lghase séghatsgwi || not be

received. 5 Assune t th erson n replaces the [0 | ock 19
wth a vi rt&gﬁfy |ed°'5nt°|%caf‘e%<‘aw Iogcﬁmt tg t e‘ﬁs Uses®a ﬁge%?l%el %elgenit 17 to
send a signpbst bendkdldl 18nihi ch7t eWhich t heasseathe agrapebi kit a weal or | ock

is' intact %ﬁ.ldcémtlchily shQut d:hedhy. Mof ekhog dhe sedd kel ogke This will
~ cause 10 the seal tag 12 to clear :its_seal statu b|t as  di sc%&ised above

in associat S6AL Wit bPBtk P62 i TPRREPERRE A . P%hi EtefEahs Bt tHe seal
status bit wbhtajpreavirdechs ingid=adtiioat idratantihehe alitsaregandyasnbeen tanpered

wih O theeol Nevediathael Dee Salediad, 12,81 L Al0 peb2oAUbORIhGAl |y

determi ne and save a new random or -- pseudo random nunber to. serve as its
seal event &gHe, 2 adediasc FeBable aEkfoxﬁelthr%%lsC@éﬂét rFefesbitE BPecka®’62. As a
result, whepnth@eaTOBtad REMNik8 v}’J.Q@Ch!ﬁS d tisirest imnat i 8acht hﬁatseaie event code

88
10 tamperlng may be detected even soconer.
At any time during the shipment, a pei‘éon'in close
proximity to the container 18 can use a miniature'reader,
" such as that. shown at 401 in FIGURE 12, for the purpose of _
interrogating the tag 12 and determining the state of its
15 seal staﬁus bit. In perticular, thel person presses the
button_466 and looks to see if’the'reader 401 turns on the,
green LED 407 or the red LED 408 Abtivation of the green
. LED 407 means that the tag-12 believes the lock 19 remains
uncompromised, whereas activation of the red LED 408 means
. 20 that the tag 12 believes the lock 19 has been compromised.
This permits detection of a situation where the lock 19 has
been removed and replaced with an identical lock, but where
the person who tampered with the lock did not have a device
like the handheld unit 17 which is capable of electronically
25 resetting the tag 12 'in the manner discussed above in
_.aséociatien with block 362 in FIGURE 10. .
The miniature reader 401 would not be capable of
'detectiné a situation in which the individual tampering with
the lock had a device capable of electronically resetting
30 the seal tag 12. This is because the miniature reader 401

does not have the capability to access the ‘seal event code



(FIGURE 4) which is obtained directly fromthe tag 12. at the 20 ~ o MAY 2006
destination will be different fromthe seal event code which was obtained
fromthat tag .12 at the point of origin for storage in the database
record associated with container 18. Therefore, when the control system 14
at” the destipation _ conpares the seal- event code obtained fromthe tag 12
with 2,5 the"284“*®ent code from the database, it wiI'PCHERR¥Y*% hat they
are different and thus that the lock 19 was conprom sed during shipnent,
even though the | ock 19 has been replaced wth an effectively identical
lock. It will also be recognized that,.if the person 30 tanpering with the
|l ock 19 replaces not only the | ock buf  also the seal tag, the new seal.
tag will contain a seal WD 03/042959 . 35 PCT/ US02/ 23942 event' code

di fferent frasm (FiatrE re)t heoaed gimathessealtabagy racegdr diesfgdoRtwiiBeher or not

the person NMasn gviceeqlyxse ng bangheld uni! chis Wokedbchasadzaee capabil ity

to electromcally reset the tag. 1n‘elther case, the fact that 5 seal tag
has been repiratedseah (rvedst ee?@”] Vifen thRe 5ednt AYRBE r &2he LY

destinati on @ndshhedi 8¢renancy i ihecsseadcctveniniedesof scaetect ed. And

if the person.does not . haye a device capabl.e of..el.ect.roni.cal fesetting
the tag, ° t H-i§e A IFatqy® i?ta WidPehe s Cxlulrilgr TR ,bes&c?g&lttl'?gt lw%lxﬁe 10
tanpering nmehebe cdeteitesd ererhsdonertherAt igmy deaeimhiicng Phe 3Aipnent, a

person in cl, QX TLE Ve £Q hDe: ot 3l el 18 €80 Y3 8ndiizat woe reader,
such as that%qxz%g%% %iée?l%l t]'lr? F GJH%OIZ,&f _ormth'e purdg%se of -interrogating
the tag 12 afdFde¥®F fi-ning the state of its 15 seal status bit. In

particul ar, the pesSprefn@sSasehtibn hitck@ned06 andbéwoks tectsgealf the

grezgﬁr 41001 tauévggtggest.he ondl es%@hLEch'f'nOxZ:aQr a \Daenga%q Irlég.xﬂ:(@ ALl wakion of the
provision of a seal device which is relatively difficult to

defeat. In one form of the invention, the seal ldevice
includes a circuit which can electrically detect virtually
" any disruption of the seal. 1In a'particular embodiment, the
15 seal deVice includes " a bolt. which’ cooperateé' with the
latching mechanism on the container[ and_which_affects a
magnetic field monitored by the circuit in the seal device.
The seal dévice' is structured so that unlocking of the
container requires suffic;ent movement of the bolt to change
20 the magnetic field in a way that can be detected.
A related advantage is realized where the seal device
‘uses a unique and internally generated sealing event
identification number which is separately' recorded at the
point of shipment, such -that any tampering with or
25 ' replacement of the seal device is readily detectable. In
fact, even repiacing the &seal device with a visually
identical seal deviée will - not defeat the ability to-
reliably detect that tampering has occurred.
still another advantage is realizéd ‘luhere‘ the circuit
30 -ha.s the ability to respond to detection of tampering by

immediately transmitting a wireless signal. While thg



LED 407 nmeans that the tag 12 believes the | ock 19 remains uncorrpraom\\sqma
wher eas activati on of the red LED 408 neans 20 that the tag 12 believes the
| ock 19 has been conpromised. This permits detection of a situation where
t.he lock 19 has been renoved and replaced with an identical |ock, but
‘where the person who tanpered with the lock did not have a device Iike

t he handhel d¥8/42°#%7 which is capabl e of el ectronical | )CPBBLRtt | ng t he
tag 12 in the manner di scussed above in .association with block 362 in

FI GURE 10. The mni ature reader 401 woul d not be capable of detecting a
situation in which the individual ta ring wwth the | ock had a device
capable of electronically resetting 30 the seal tag 12. This is because the
m ni ature reader 401 does not have the capability to access the 'seal
event code -cdhtMiNe2006 MDQ&&'%BQS& 361118 pelrEbE #24114) pa*smrelﬁ:oiught he

dat abase record created al, Lhe. POt of ori ginoof,tha shipmann, and thus
even t

cannot conpa co e sealevent code |ng
transmtted b theecompihRri haRHESISbe%lchm inj geralaf. thpsedipcdditi®st REs hi gher

llevel of tanpgripgnyould Sthkéeﬁ%gd%&%@d when obberkorbai ser theached
either .its destination .or an |nt i at.e sta on haw% xitemof t he
‘type shovh ata™PSTiRg FPELREDS. ”T‘Fl% %ntdefﬁ?/‘é ‘i oW Pr SVITdEE & Runber of

techni cal lfhiadvanisages. ofpwercsucty t ec:hnpezal tladvantlta@exerresi@lors apdom t he
provision of_a.s ?hg&y etmlﬁ&élss r%géf et Ficulfe ttgm%éiqfngat. I n one

f or m of the| i on e Seal evi ce |ncuesa0|rcwt can
el ectricall yOQféltrécwhﬂfrttlI@I lopnt B¥RETAiLSr it FEsdf PREVESEalfacihtdeSparticul ar

enbodi ment, e 1s.ofalidevise hoeidedess aaBablimy, chthCoepesatiag wWith the

10 event will be’ detectéd virtually immediately upon arrival of
the container at a facility with such capability. '

' Still another advantage lis. that, even while the
container is in transit between facilities with wireless

" monitoring capability, the integrity of the .seal can be
15 quickly and easily checked by a person with a handheld
. device, in a manner involving far less manual time and
" effort than' pre-existing inspection techniques. . The
wireless signals transmitted £from each seal device to the
wireless receivers not only facilitaﬁe. monitoring of the

20 integrity of the seals implemented by the seal devices, but
also facilitate automated tracking of containers with little
or no manual involvement, -in or_der. to ensure that each
containef moves reliably along the. proper route. to its
destination.

25 .- A further advantage is that, through the improved
“tracking and sealing capabilities provided by the present
invention, cargo theft from containers becomes significantly
more difficult. fhis promotes a reduction in cargo theft
and associated coéts, such as 1investigations of théft,

30 insurance paperwork, and insurance payments covering loss.



| at chi ng mechani smon the container, and which affects a nagnetiTt8fMAY @06
nonitored by the circuit in the seal device. The seal device is structured
so that unlocking of the container requires sufficient novenent of the
holt to change 20 the nagnetic field in a way that can be detected. A

rel ated advaphage.dss realized where the seal device usegygsogue and
internally generated sealing event identification nunmber which is
separately recorded at the point of shipnment, such that any tanpering with
or 25 replacenent of the seal device is readily detectable. In fact, even
replacing the seal device with a visuably -identical seal device will not
defeat the ability to reliably detect that tanpering has occurred. Still
anot her advantage is realized where the circujt 30 .has abiilL.hjty to
respond to det echioPust t SRAPers RGBT S m??\?ai a%’%‘fri/ tlrllaiﬁgtfr%%e%dnglag&w rel ess
signal . Wi | &dobebed 81 VA¥e2006, WO 034042869 und@rsmrmdai et i '@4IQUEransit, it
w |l periodically pass throu facilities J 5 LeCceLyaisnfor these
wirel ess si gﬁ%sﬁtuﬁlforishémgo%&aeirﬁglronﬁa%%gn%y%yégggh‘?ﬁ&%e of,Iyt hesg
facilities atront hend i apitilte arshpesdpsg Tecths, PEREEccti fENE8™ of *Fhe 5
tanpering. would be iymedi ateloidstacied. . even before the thief has an
opportunity to open the container door and begin pilfering the goods.

Al ternatively, if the tanpering occurs while the container is in transit
between facilities- with such wireless nonitoring capability, the tanpering
10 event will .be detected virtually inmediately upon arrival of the
container at a facility with such capability. Still another advantage is
that, even while the container is in transit between facilities with

W rel ess - ' '




nmonitoring capability, the integrity of the.seal can be 15 quickly @Rg
easily checked by a person with a handheld device, in a manner nQ/ w%q[E
far less manual time and effort than pre-existing inspection technl gues. -
The wireless signals transmtted fromeach sealdevice to the wireless
receivers not only facilitate. nonitoring of the 20 integrity of the seals
i npl enented by the seal devices, but also facilitate ab€TueREsb4er acki ng of
containers with little or no manual involvenent, in order to ensure that
each container noves reliably along tR& proper route to its destination.

25 A further advantage is that, through the inproved tracking and sealing
capabi lities' wHavisdedmmp khe present invention, cargo theft from

cont ai ners becones significantly nore difficult. This pronotes a reduction
in cargo theft and associated costs, such as investigations of theft, 30

i nsurance paperwortk Mamfai“h@wr’@ﬁ’éeSibfaymmsmt@w@mc}wgﬁI 0Ss. - 8 MAY 2006 WO

03/ 042959 38 Altlaau@hnrwﬁee eladin®rlatiRasovaRaorinkd phat fwal edmamed: descri bed
in detail, |t wi,l | be unde(rist(t)od t.hat various substitutions and

alterations afs BoSErH & ws thatt “Heparting fromthe spirit and scope of

‘the present i nven??tmpn S%Meépedélf- foryenek dmagnehefluk diatagwistivgvhich @ia frpstion 8 MAY 2006

39 WHAT | S CLA¢ sMEElaim% striktureAhd &)pﬁl%&@tcﬁhﬁge%g)mrrha%ﬁeﬂgﬂxﬁc S8lclengeWhal ned unit

whi ch i ncl udes: es%gaaélsr;&msntorféjm%tsyame ch%tre C%’} tI |tm ttmrtel aﬁldve m)\{emant of two
pal‘tS aV\ﬁy fI‘OPn f g sal etecltion s cture icluding a wireless

transmitter, and transmitting a wireless signal containing an indication of whether said change

10  insaid magnetic flux characteristic has been detected.

2. An apparatus according to Claim 1, including a container having an interior, said
. first and second parts being portions of said container, and wherein éxternal access to said
interior of said container is respectively -obstructed and permitted when said parts are

15  respectively in said first and second positions.

3. An apparatus, comprising:
first and second parts movable relative to each other between first and second
positions; - _ _ |
20 sealing structure cooperable with said first and second parts in said first position
thereof in a manner limiting movement of said parts away from said first position; and
: detc_ction structure operable to sense a magnetic flux characteristic which is a function
of said sealing structure, and to detect a change in said magnetic flux chara;:teristic which
represents a dismpt-ion of said sealing structure;
25 ~ wherein said detection structure includes a wireless transmitter, and transmits a
wireless signal containing an indication of whether said change in said magnefic flux -
_ characteristic has been detected; and
including a portable unit which can receive said wireless signal and provide on the
basis thereof a visual indication of whether said change in said magnetic flux characteristic

30  has been detected.

AMENDED SHEET



5 position toward a second position; and detection structure operal;)IBe WP 2006
sense a magnetic flux characteristic which is a function of said seaM ng
structure, and to detect a change in said magnetic flux characteristic
which represents a disruption of said sealing structure, said detection
structure including a wreless transmtter, and transmtting a wireless
signal containing an indication of whether said change pQ;dosl, 5@ d magnetic
flux characteristic has been detected. 2. An apparatus according to Caim
1, including a container having an ingerior, said first and second parts
bei ng portions of said container, and wherein external access to said
interior of said.container is respectively obstructed and permtted when
said parts are 1% P8SPREREL (IS said first and second positions. 3: An
appar at us, conpri Sitsngid skdofids parte idvale Gaatisle padathSotined babder firsebmtseoped t 0 each

ot her between f{jkfst and second positions; 20 sealing structure cooperable
with said fir&t and second parts in said first position_thereof in a
manner |imiting moRPEgESHctuEcogrsable pish said Tt seropdpadtyingaidifFsEposiersi ti on; and
detection str wekdflies mypes Bhitifg hd@eBRNS @idpaneayaetdrcsai fitikposittay adt eri sti c which.
s a funCtI on Of ﬁ@c%ﬂ%&@“&@&\rﬁﬁ%%ﬁ%e%&ﬁ@c%x Elﬁragt%gtﬁ%ﬂcﬁi_s 9%?’? I'n sal d

magnetic flux characteristic represents a disruption of said-sealing
structure; 25°HA&FRENg sEugive Wa toetetest @ Aheageripriduagnet R s S iGr MeN ess
transmtter, apeschtsadiSupibnof aid sedlingdresse;si gnal -cont ai ni'ng an indication of

-whet her said Changﬁeréirpsa%dadcgctmgtgﬁﬁje%cﬁdd&%vvﬁm AGLakd Shh G.a8 Peen
['ud a t I ch

detected; and including a portable uni h can receive sai.d wrel ess
signal and%pr B¥iidesignl foRtaining A% jndicytipp plowiiethsr pidsiapee indid HEIEEh B  whet her
sai d change i thasaérigticmageatdeectdd 8 characteristic 30 has been detected.

ANTED SHEET | 40wﬁ]érein #?E d%{gﬁog::s cHE’has%%g?Jfénéiil&g%e driehtqﬁ%; atg rﬂrgluéeg &%ﬂd parts

novabl e relative to each etween firs secon positions; sealing
structure cooldeyifsnevifiepsisienctstgnspitiedy saip spaling B eparts in said first
position 5 thereof in a manner limting novenent of said parts away from

said fir Stls posi ti 9Nan ﬂa'agatus according to Claim 4, wherein said detection structure begins said
' sensing in response to a predetermined event, said detection structure being responsive to said
predetermined event for substantially randomly determining a number which said detection

structure thereafter includes in wireless signals transmitted by said detection structure.

20 6. An apparatus, comprising:
first and second parts movable relative to each other between first and sccond._
pos;itions;
sealing structure booperable with said first and second parts in said first position
. thereof in a manner limiting movement of said parts away from said first position; and
25 detection structure operable to sense a magnetic flux characteristic which is a function’
of said sealing structure, and to detect a change in said magnetic flux characteristic which
represents a disruption of said sealing strﬁcture;
" wherein said detection structure begins said sensing in response to a predetermined
event which includes receipt by said detection structure of a predetermined wireless signal.
30

7. An apparatus according to Claim 6, including a manually operable portable unit

AMENDED SHEET



detection structure operable to sense a magnetl c flux characteristic which
is a function of .said sealing structure, and to detect a change-i8nM&%i286
magnetic flux characteristic which. represents a disruption of said seallng
structure; wherein said detection structure includes a wireless
transmitter, and transmts a 10 wireless signal containi-ng an indication
of whet her sai d change in said magnetic flux char actery Céiﬂ? E%& been
detected; and wherein said detection structure has a predefined unique
identifier, and includes said identifier in wireless signals transnmtted
by said seal ing structure. 15 5. An apparatus according to Claim4, wherein
said detection structure begins said sensing in response to a

pr edet er mi ned YBPERT SelePY FPETERIPEIF TRIPY LGS S8% ng responsive to said
predeterm ned event for substantially randomy determ ning a nunber which
sai d detection sgr ggta%glgm; hehealt er incl udes in wreless signals
‘transmtted by said detection structure - An apparatus, conprising:
first and second P4rd spevmsrtempwble rslalive fl"d'a%‘a‘l’f}ﬁ’ BYHEP DFbRWEER i rst and
second posit pwifisds; Seal i ng structure cooperable with said first and second
parts in said firsg, [o) i iement of said
parts away from sg%d&?mcue e SCJM?:?%?]}] b 1?15 %’Egilﬂé;%a{t% %n%lgtﬁgg%oggéle operable to
sense a rragnel’“FfE‘Jff“IW“%HP‘&Q&W?WQ%SWF‘EHW%&%SP‘GﬁE'tWB’i‘Pn Bf said sealing
structure, and t odetetiodtuctre GHRABIEP sdnf a SArekic AL Sehdtaistlc tixh is haicaat eri sti c

which r epr es&@&&se@lmg st%JcHRtJng)Q) dgttct§§{agge§@§!dlnﬂgne§é ﬁquﬁalrgcémsnx\@ﬁghel n said
detection structure begins sald sensing in response to a predeterm ned

event whi ¢R i FRPSEUEALITREN ohteidssplingivrdfat ecti on structure of a predeternined
Wi rel ess signal. \Bﬁbre'fnsaﬂ&ampﬁrcatcu&lum@mﬂmﬂgﬂgpaﬁo Caim6, including a

manual |y operabl ew&%&ﬂ%&'d&e&f Cf m%%g éﬁgﬁ econﬁcoWnc%QQc@rcle él(l;ld whi ch can

selectively transmt said etermned wrel ess signal. 8. An apparatus,
conpri sing: f§iqnate P&ﬁa‘%%?f’d?f&‘%%ﬁ‘%‘%abﬁ%?fﬁbl e relative to each ot her between
first and second wizrep0sil Hétdtis stnsRaliicdes Sikduitr@ bjéfale ©OOPEaEGsecost h sai d fir st

and secon_gs paﬂ;&u%e Jrg'ag&%!: HelrI Jm!l E)tcalgé)s%f-dtsci.cg)r{a coil to sense said magnetic field.

9. An apparatus according to Claim 8,
wherein said container has a latch mechanism which includes said first and second
parts; and .
20 wherein said sealing structure includes a lock mechanism, said elongate part being part

of said lock mechanism and being made of a magnetically permeable mat_erial.

10. An apparatus according to Claim 8, wherein said detection structure includes a
housing, and includes an arm which extends from said housing and which has said first and
25  second coils supported at spaced locations thereon, said. housing having circuitry therein

which is electrically coupled to said coils.
11. An apparatus according to Claim 8, wherein said first and second parts have

openings through which said elorigate part extends, said first and second parts each being

30  positioned on said elongate part between said first and second coils.

AMENDED SHEET



thereof in a manner limting novenent of said parts away from sai d Jik{ﬁtzm{i
position; and detection structure operable to sense a magnetic fl ux
~characteristic which is a function of said sealing structure, and to detect
a change in said magnetic flux characteristic which 10 represents a
_disruption of said sealing structure; wherein said sealing structure
i.ncludes an el ongate part; wherein said detection strucR@r&0?2@tudes first
and second coils which encircle said elongate part at spaced | ocations

t hereal ong; and wherein said detecti o structure includes circuitry
operable to cause said first coil to 15 induce a magnetic field and to
cause said second11:omapb@an&e&5ﬁmg@icnhuﬁragneti c field. 9. An apparatus
according to-d ai nt ai. has mechani sm whi ch

t ch.
i ncl udes said firg erdméévl%magnegc Ee{f‘cf md {:e(a by satdrc}:uél.b% said Il.'lrs Cglhls va.rgﬁ i ng

ond erein sail
structure i nchuaes figdjapdi- nechanlsn1 sai d el ongate part being part of said
| ock mechani sm andndii 5 dEReten Giuchren@@oLbit Gal kassipesreiablgnesatierial . 10. An

appar at us gcchl rgv.llte[?l%lc 292 &cgcim ofm#]hias\éhgirtege%ween e s]ggglgselaga%:%s?n dss;[c[m cmPr e includes a

housi ng, and inc es an arm om sal ousi ng and whi ch has
said first and 25 second coils supported at spaced Iocatlons t hereon, said.

housi ng havi ng Ci[Ian@Mmhﬁak&mﬂyoWﬁhph is electrically coupled to said
coils. 11. An apparat us,accor i.rst and second
barts have ' open, BEeAne BEGRY Mhon? Bale iy PSR bR SR st 1 1o
~and second paesad fgen! apbirdity of 3epodi ti oned on sai d el ongate part between

said fi rssv?1 and semngl 6iQlsdnSing of}afia r&llglEaEIﬂlaAaarao&mtAmy SRPAL AhUSLAGCOr di ngdt 0
Claims8 ergejn.sai neti.c.field indu rcuitry in sa

First coil i connuai e JBRG he FoplWEER bl Bl a1 [ 7
structure carfyiteyl s te @&F%O@@aslilmgldwd 1saal®em<§mét| c flux 5 characteristic
as a function of a phase shift between the signals in said first and second

coils. 13. An appagr ccarding: aim12, wherein said circuitry
causes said f|rstﬁcg%%m?%mﬁmﬁMhﬁggg?ﬂq%a netic field by supplying to said

first coils a pl urdiereryridiiren cass ssighe CCIUOO infrer eidmegalicdield enweripeof  sai d
magneti c fl uxo aligkaediQpiutlily6f faiessalid circuitry includes

wherein said sensing of said magnetic flux characteristic by said circuitry includes

determining for at least two of said pulses other than the first of said pulécs a phase shift
between the pulse in the signal in said first coil and the corresponding pulse induced in said

20  second coil, then caléulating a sum by adding said phase shifts for respective said pulses; and
then evaluating whether a difference between said sum and a previously-calculated value of

said sum exceeds a predetermined value.

15. A method of operating a self-contained unit which has a sealing structure,
25  comprising the steps of:l ]
operating said sealing structure of said unit in a mode in which said sealing structure
can limit relative movement of two parts away from a first position toward a second position;
sensing with structure of said self-contained unit a magnetic flux characteristic which
is a function of said sealing structure;
30 ~ detecting with structure of said self-contained unit a change in said magnetic flux

characteristic which represents a disruption of said sealing structure; and
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deternmining for at |east ‘two of said pulses a phase shift betweer § MAYpWGe
In the signal in said first coil and the corresponding pul se induced in

sai d- second-coil. 14. An apparatus according to Claim112, is wherein said
circuitry causes said first coil to induce said nmagnetic field by supplying
to said first coil a plurality of "pul ses; and wherein said sensing of said
magnetic flux characteristic by said circuitry includes P&ﬁ}s@{/ﬁbﬁi ng for at
| east two of said pulses other than the first of said pulses a phase shift
between the pulse in the signal in sai4k first coil and the corresponding
pul se induced in sai'd 20 second coil, then calculating a sum by adding said
phase shifts for-r y i.d.pul.ses.. and. then eval uating.whether a

di fference bet V\eengggﬂﬁﬁﬁx%%% %,ﬁéggcg%%uéc\%i%%haswlféﬁiggﬂ °§E/a%15‘g§nalﬁﬁ%tl°6'f said sum
exceeds a pred¥tErfr fRsFhiras esid magnetipflynsharpgiarists hap prew detsktey a sel f - cont ai ned
unit which has a sealing structure, 25 -conprising the steps of: operating
sai d sealing strucf{duigndh, Sl lhidsiehbdbr2 Mode in which said sealing
structure can lim}t relative novenment of two parts away froma first
position toward a FEEBRHFDHEETET i and s%°é‘}4§i“ﬁ§1°wb£ff‘“§‘(°rtmffl’tﬂ‘.*§rbﬁ?‘“@ai d

sel f - cont ai nedfiry pridtsecomd pewiie tniledidg thnpravhian efGéatitig sitidnge dabhetable wittssaid f uncti on of
sald seal i N shd kbl pard SR skttt iRe Bl Bl Einlm 3Rl | - cONt a1 ned
unit a change jn %l'sgidgﬂgnetl c flux .characteristic which repreSents a :
di sruption of *¥¥T SEGTHI P uct ure; and AMENDED SHEET -- 8 MAY 2006 P. &.US
02/ 23942 43 5 tr ari¥¥ng & hasertif fus phaeterijtiosdiich is ¢ Gindtian ofeail! seating stractw; mdl ess si gnal
scont ai ni ngra@an i.ndideadiih@dchar@f in WO AR BkicBhrRARIRHib e Qindh JARGRSRT C Tl UX
characteri st i'%f{lﬂ%eaﬁ%esﬂucq,%t ected. 16 A nethod, conprising the steps. of:
effecting a seal between first and second parts novable relative td each
ot her betiween fir$thdingthesice effanspiion e wisess sishah edniaiging g indiretiop pfwhieti on™ of
seal i ng. st r uctad @argodpEd Algheic Wit dRacseebidic hdsibken Wet@attd; s8CONd -parts in said

first position thgreghe hdsd ofBIRGE Widillldd N IRvenent. of  sai.d parts. away

L . : teé of BV : L L P . )

from sai dsfl rst. posi tgl' on;cgsenm né a m‘fgne I°C ausx“&'ﬁ?frmgg eristic which is

a function’of said seali ng structure; and' 10 detecting a change in said
magneti c flux chat@ctéemedtd ecadingcta Clepriesiedlidingah«ditgr dffésp@Bing to a
predetertnined event by commencing said sensing and by substantidlly randc;mly determining

. 2 aumber which is thereafter included in said wireless signals.

20 .18._ A method, comprising. the steps oft -
eEccﬁng a seal between first and second.pa'ri:s movable relative to each othér between
first and second posit_ions, including the provision of sealing structure co.qperable with said
first and second parts in said first position thereof m a manner limiting movement of said parts .
away from said_ first position; . . .o |
25 ' sensing a magnetic flux chﬁractc_ristié which is a function of said sealing structure;
detecting a change in said magnetic flux characteristic which rcpr'esents a disruption
of said sealing structure; . _
- inducing said magnetic ﬁc.ld in a first coil as a varyidg magnetic field;:
effecting said sensing of said magnetic ﬂu;: chiaracteristic using a .scco_nd coil; and
30 effecting said detecting of a change in said magnetic flux characteristic as a function

of a phase shift between the signals in said first and second coils.
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.of said sealing structure; including the step of transmtting a wgrghe86
signal "containing an indication of whether said change in said nagnetic
flux characteristic has been detected; and including the step of providing
within said wireless signals a unique identifier. 15 17. A nethod according
to Gaim16, including the step of responding to a predet ermi ned event by
comenci ng said sensing and by substantially random y determ nin a nunber
which is thereafter included in said wirel ess signals. 387¥822®4%pt hod,
conprising the steps of. effecting a ggal between first and second parts
novabl e relative to each other between first and second positions,

i ncludi ng the provision of sealing structure cooperable with said first
and second parts in said first position thereof in a manner limting
novenent of said parhﬁmmmmﬂbﬂﬂgwmﬁﬁm@ flrst position; 25 sensing a
magnetic flux char functio aling structure;
detecting a changé"%?r%]g aldglcliducm m@fmu&ef PRI IRgS, i dcffqﬁf‘?ﬂsatp?”(‘i&\l/ﬁ?’fﬂlf *} epresents a
di sruption oﬁm%ald sealing structure; inducing said magnetic field in a

first coil sas a Va"hbfblﬂgudm@tgnﬁés#eﬁ ink @b Ghier d@ﬁl&ﬂ&t%bﬁ’saé%ﬂ% (?ﬂar ?f said q
coi | errecting sai

magnetic flux,characteristic a sec
det ecting of a e aﬁSté’&imﬁl Pulse #‘ﬁﬁg&ﬁ%ﬁ%‘:eﬁ TRYIsE A sigtebiniedd gt ceilandy £ unct i on
of a phase shﬂ?@mﬁﬁwmbemMWH@msﬂgﬁaﬂ&umnmsamduikmamganﬂnﬂemmmdm¢0|Is

AVENDED SHEETPhaMhlﬁsgfor réptﬂE\Ie lg'ﬂppuﬁégcagé ﬂénrégaldaﬁ}ngh@thegh é‘lgerenw{w@én@alé ai d inducing
step includes_su plurality of- pulses; and 5 .

wher ei n sai d d‘mtapp em%Sl Cacuatﬁ‘g‘fa[i‘ ssa‘ﬂlﬁ‘ﬂ"eef“fff‘ﬁ|aﬁ'§d°l"’8?‘“§t"alf‘eeast two of said
pul ses ot R&r than the flrst of said pul ses a phase shift between the pul se
in the signal in said first coil and the corresponding pul se induced in
sai d secgond coil, then calculating a sumby adding said phase shifts for
‘respective said pul ses, and then eval uating whether a difference between
'said sumand a previously-cal cul ated val ue of said sum exceeds a .
predet erm ned val ue. 10 AMENDED SHEET
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