- 1 SEM CONDUCTOR | NTEGRATED Cl RCUI T, MOBI LE MODULE
AND MESSAGE COVMUNI CATI ON METHOD BACKGROUND OF THE

I NVENTION 1. Field of the Invention The present
invention relates to a sem conductor integrated
circuit, a nobile nodule, and a nessage comrunication
met hod. 2. Description of the Related Art

Sem conductor integrated circuits having a

conmuni cation function to_cpnaunicate wth an externa
apparatus in a contact state have been devel oped. IC
(integrated circuit) cards containing such a

cto integrated circuit are typically us
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state in which the circuit and the external apparatus
are physically in contact wwth each other but with no
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. typigal by ¥sedrhRestation ticket gates. Recently
devel oped dual -interface |IC cards, having contactless
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communication method.
2. Description cof the Related Art

Semiconductor integrated circuits having a
communication function to communicate with an external
apparatus in a contact state have been developed. IC
(integrated circuit) cards containing such a semiconductor
integrated circuit are typically used as credit cards in
business fields. Other types of developed integrated
circuits can communicate with an external apparatus in a
contactless manner or in a state in which the circuit and
the external apparatus are physically in contact with each
other but with no direct electrical connection established.
An IC card containing such a semiconductor integrated
circuit is typically used in station ticket gates. |

Recently developed dual-interface IC cards, having
contactless and contact communication functions, permit
selectively the contactless communication and the contact

communication with the external apparatus as disclosed in



Japanese Unexam ned Patent Application Publication No.
2003- 168092. Such an IC card conplies with

transm ssion protocols specified in Internationa
Standard 1 SO | EC7816-3 for contact conmuni cati ons,
and International Standard |SQO|EC14443-4 for
contactl| ess communi cations. Although the transm ssion
protocols are different fromthe contact

conmuni cation and the contagtl-ess conmmuni cation, the
IC card stores command information in a volatile
nennry to be referenced by a systen1progran1or a

ti wh
Tt e R SR s T e e B B0 B00a-
1egRLL1 ves dihe pret acoly difference se that . the E%Pe'ved
command 1s reliably perfb regardless OF- 5 ST e

prd%ﬂad¥§ﬂsﬁé%1@Q%%!!%dlné%&%%%qgnﬁhe ?QEH%F%E@WIEC7816 3

protocol "is different from e contact comuni cati on

foﬂ‘%dﬂﬂédﬂ“@dﬁﬁﬂn&%&t&%ﬁ@“nb%@tT%Qern%@%o%%qw%%%nhgé e

transferred fromthe external apparatus to
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the message structure is different from3
programs of the IC card when the IC card receives a command.

The IC card thus receives the protocol difference so that
the received command is reliably performed regardless of
which protocel is received.

Although the transmission protocol is different from
the contact communication to the contactless communication,
the command to be transferred from the external apparatus to
the IC card is standardized in International Standard
ISO/IEC7816-4 and is common to both the contact
communication and the contactless communication. In other
words, the IC card is based on the assumption that the
contact communication standard and the contactless
communication standard are identical to each other in the
structure of messages including command messages and
response messages exchanged between the external apparatus

and the IC card. If the message structure is different from



t he contact comuni cation to the contactl ess
communi cation, the ICis unable to process each
ot her's nmessages. SUMVARY OF THE | NVENTI ON
Accordingly, it is an object of the present invention
to provide a sem conductor integrated circuit, a
nobil e nodul e, and a nessage communi cati on net hod for
processing nessages even if a structure of nessages
is different from the comta&ct communication to the
contactl ess conmuni cati on. A sem conductor integrated
circuit having a function to comunicate a nessage
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present invention, a sem conductor integrated circuit

includes a unit for determ ning whether a

syMb@Rirael ess- typenTTesnsage to be acquired in the
contactl ess communi cation from the external apparatus
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A semiconductor integrated circuit having a function to
communicate a message with an external apparatus in a
contact communication and a function to communicate a
message with the external apparatus in a contactless
communication is thus provided. According to a first aspect
of the present inventicn, a semiconductor integrated circuit
includes a unit for determining whether a contactless-type
message to be acquired in the contactless communication from
the external apparatus is contained in a contact-type
message acguired in the contact communication from the
external apparatus and for extracting the contactless-type
message from the contact-type message if it is determined
that the contactless-type message is contained in the
contact-type message, and a unit for determining whether a

contact-type message to be acquired in the contact

communication from the external apparatus is contained in a



conmuni cation fromthe external apparatus and for
extracting the contact-type nessage fromthe
contactl ess-type nmessage if it is determ ned that the
contact-type nmessage is contained in the
contactl ess-type nessage. In the contact
communi cation, an interface, in contact wth the
ext ernal apparatus, supplies power to the
sem conductor integrated eimucw t of the present
invention while receiving a nessage fromthe externa
apparatus to transfer the nessage to the
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nmessage by extracting the contactl ess-type ssage
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external apparatus in the contact conmunication. The
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contact-type nessage by extracting the contact-type
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fromthe external apparatus in the contactless
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transfer the message to the semiconductor integrated circuit.

In the contactless communication, the interface is out of

contact with the external apparatus, or has no direct

electrical contact with the external apparatus even if both

are in physical contact with each other.

In accordance with the present invention, the
semiconductor integrated circuit processes the contactless-
type message by extracting the contactless-type message from
the contact-type message acquired from the external
apparatus in the contact communication. The semiconductor
integrated circuit processes the contact-type message by
extracting the contact-type message from the contactless-
type message acquired from the external apparatus in the
contactless communication.

A message processor in a semiconductor integrated

circuit or another semiconductor integrated circuit can



structure fromthe contact-type nessage, and the
external apparatus can transmt only the contact-type
nmessage. In such a case, the sem conductor integrated
circuit extracts the contactless-type nessage
contained in the contact-type mnessage and supplies
the extracted contactl ess-type nessage to the nessage
processor. The external apparatus can thus use the
nmessage processor. The same s s true between a nessage
processor that can understand only the contact-type
nmessage and an external apparatus that can only
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NesFE@s Pindg abhexternal apparatus that can only transmit a
message in only the contactless-type message structure.
According to a second aspect of the present invention,
a semiconductor integrated circuit communicating messages
with an external apparatus in a contact communication and/or
a contactless communication, includes a contact-type
communication unit for acquiring a contact-type message in
the contact communication from the external apparatus, a
contactless-type communication unit for acquiring a
contactless-type message in the contactless communication
from the external apparatus, a contact-type message
processor for processing the contact-type message, a
contactless-type message processcr for processing the
contactless-type message, and a message relay unit for

acquiring the contact-type message from the contact-type

communication unit to supply the contact-type message to the



contactl ess-type nmessage fromthe contactl ess-type
comruni cation unit to supply the contactl ess-type
nessage to the contactl ess-type nessage processor.
Even when the contact-type nessage acquired in the
contact communi cation fromthe external apparatus is
different in structure fromthe contactl ess-type
nmessage acquired in the contactless communi cation
fromthe external apparatus, -the sem conductor
integrated circuit can process both the contact-type
nmessage and the contactl ess-type nessage because the
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message because the semiconductor integrated circuit
incorporates both the contact-type message processor and the
contact-type message processcr. Processing a contact-type
message means learning the content of the contact-type
message 1n accordance with the format thereof. The contact-
type message processor may perform a process in accordance
with the learned content of the message, and may cause
another application to perform the process. Processing a
contactless-type message means learning the content of the
contactless-type message in accordance with the format
thereof. The contactless-type message processor may perform
a process in accordance with the learned content of the
nmessage, and may cause another application to perform the
process. Since the message relay unit is arranged between

the contact-type message processor and the contactless-type



nmessage to the nessage relay unit and does not need to
determ ne whi ch nessage processor to supply a nessage
to. Preferably, the nmessage relay unit includes a
nmessage determ ner, and the nessage deterni ner

determ nes whether the contactless-type nessage to be
supplied to the contactless-type nessage processor is
contained in the contact-type nessage acquired from
the contact-type comrunieatien unit. Wth this
arrangenent, the nessage replay unit sets a
subsequent process different depending on whether the
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of the contact type nessage acquired from
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cont act | ess- type nessage is contained in the contact-
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message extractor, and the message extractor extracts
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cont act -type
replay unit sets a subsequent process different depending on
whether the contactless-type message is contained in the
contact-type message. The contact-type message containing
the contactless-type message may be generated by attaching,
to the contactless-type message, an identifier identifying
the contact-type message.

Preferably, the message determiner determines, based on
data of a predetermined portion of the contact-type message
acquired from the contact-type communication unit, whether
the contactless-type message is contained in the contact-
type message. With this arrangement, the message determiner
simply references the data of the predetermined portion of
the contact-type message. The determination process is thus
speeded up.

Preferably, the message relay unit further includes a

message extractor, and the message extractor extracts the



nmessage acquired fromthe contact-type comuni cation
unit. Wth this arrangenent, the nessage relay unit
supplies, to the contactless-type nessage processor,
the contactl ess-type nessage that is extracted by the
nmessage extractor fromthe contact-type nessage. The
contactl| ess-type nessage, contained in the
contact-type nmessage, may be part thereof. If the
contactl ess-type nessage exgracted fromthe contact-
type nmessage is part thereof and inconplete, the
nessage extractor may add a deficient portion to the
Sest & tactl] ess-t
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Preferably, the nessage determ ner determ nes, based
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cont act | ess- gy
extractor may add a deficient portion to the incomplete
contactless-type message to produce a complete contactless-
type messadge.

Preferably, the message relay unit preferably includes

a message determiner, and the message determiner determines
whether the contact-type message to be supplied to the
contact-type message processor is contained in the
contactless-type message acquired from the contactless-type
communication unit. With this arrangement, the message
replay unit sets a subsequent process different depending on
whether the contact-type message is contained in the
contactless-type message. The contactless-type message
containing the contact-type message may be generated by
attaching, to the contact-type message, an identifier

identifying the contactless-type message.

Preferably, the message determiner determines, based on



message acquired fromthe contactl ess-type
communi cation wunit, whether the contact-type nessage
is contained in the contactless-type nessage. Wth
this arrangenent, the nessage determ ner sinply
references the data of the predeterm ned portion of
the contactl ess-type nessage. The determ nation
process i s thus speeded up. Preferably, the nessage
relay unit further includessa- nessage extractor, and
t he nmessage extractor extracts the contact-type
nmessage contained in the contactl ess-type nessage

ac red fromthe contactl.ess-ty (o] ni cation
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contact-type message contained in the contactless-type

message acquired from the contactless-type communication
unit. With this arrangement, the message relay unit
supplies, to the contact-type message processor, the
contact-type message that is extracted by the message
extractor from the contactless-type message. The contact-
type message, contained in the contactliess-type message, may
be part thereof. TIf the contact-type message extracted from
the contactless-type message is part thereof and incomplete,
the message extractor may add a deficient portion to the
incomplete contact-type message to produce a complete
contact-type message.

Preferably, the message relay unit includes a message
determiner, and the message determiner determines whether
the contactless-type message to be supplied to the

contactless-type message processor 1is contalned in the



conmuni cation unit, and determ nes whether the
contact-type nessage to be supplied to the
contact-type nmessage processor 1is contained in the
contactl ess-type nessage acquired from the

contactl ess-type comruni cation unit. Wth this
arrangenent, the nessage replay unit sets a subsequent
process different dependi ng on whether the

contactl ess-type nessage-i ggpcontained in the
contact-type nessage, while setting a subsequent
process different depending on whether the
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i nvention processes both the contact-type nessage and
thg montact-type message is contained in the contactless-
type message.

Preferably, the message relay unit further comprises a
message extractor, and the message extractor extracts the
contactless-type message contained in the contact-type
message acquired from the contact-type communication unit,
while extracting the contact-type message contained in the
contactless-type message acquired from the contactless-type
communication unit. With this arrangement, the message
relay unit supplies, to the contactless-type message
processor, the contactless-type message that is extracted by
the message extractor from the contact-type message, while
supplying, to the contact-type message processor, the
contact-type message that is extracted by the message

extractor from the contactless-type message.

The semiconductor integrated circuit of the present



contactl ess-type nessage not only when the
contact-type nessage and the contactl ess-type nessage
are different in structure, but also when
contact-type nmessage and the contactless-type nessage
are identical in structure. According to a third
aspect of the present invention, a nobile nodule

i ncl udes a sem conductor integrated circuit

conmuni cati ng nmessages w thyjan_external apparatus in a
contact communi cation and/or a contactl ess

comruni cation. The sem conductor integrated circuit
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t he sem conductor integrated
The semiconductor integrated circuit includes a unit for
determining whether a contactless-type message to be
acquired in the contactless communication from the external
apparatus is contained in a contact-type message acqguired in
the contact communication from the external apparatus and
for extracting the contactless-type message from the
contact-type message if it is determined that the
contactless-type message is contained in the contact-type
message, and a unit for determining whether a contact-type
message to be acqguired in the contact communication from the
external apparatus is contained in a contactless-type
message acguired in the contactless communication from the
external apparatus and for extracting the contact-type
message from the contactless-type message if it is

determined that the contact-type message is contained in the

contactless-type message.



circuit therewithin extracts the contactl ess-type
nmessage contained in the contact-type nessage that is
acquired in the contact conmunication fromthe
external apparatus. The sem conductor integrated
circuit thus processes the extracted contactless-type
nmessage. The sem conductor integrated circuit
extracts the contact-type nmessage contained in the
contactl ess-type nessage thgi 1s acquired fromthe
external apparatus in the contactless conmunication.
The nobil e nodul e has a size and weight permtting a
us to easil ry. wth hi The, nobi | e nodul e
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messages with an external apparatus”in a contact
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the external apparatus, a contact-type nessage
The mobile module has a size and weight permitting a
user to easily carry with him. The mobile module may house
the semiconductor integrated circuit or may permit the
semiconductor integrated circuit to be attached thereto.
For example, the mobile module may be a terminal, such as an
IC card, a cellular phone, or a PDA (personal digital
assistant), or a wristwatch.
According to a fourth aspect of the present invention,
a mobile module includes a semiconductor integrated circuit
communicating messages with an external apparatus in a
contact communication and/or a contactless communication.
The semiconductor integrated circuit includes a contact-type
communication unit for acquiring a contact-type message in
the contact communication from the external apparatus, a

contactless-type communication unit for acquiring a

contactless-type message in the contactless communication



processor for processing the contact-type nessage, a
contactl| ess-type nessage processor for processing the
contactl ess-type nmessage, and a nessage relay unit for
acquiring the contact-type nessage fromthe
contact-type conmunication unit to supply the
contact-type nessage to the contact-type nmessage
processor, and for acquiring the contactless-type
nmessage fromthe contactlesgz3type comunication unit
to supply the contactl ess-type nessage to the
contactl| ess-type nessage processor. Even when the
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ac@QiaG! thPeJIRSRA08 WILGRISAGAM orl REe contact-type
contactl ess-type nessage processor. Since the nessgge

com@irdY:aich iuhidl NGNSt ween cbie aeentapk- k¥R€age to the
nmessage processor / the contactl ess-type nessageé

confplEREesSPlk, it ghe proRRiatlt Ype FesSagqubi-a6gSsak /
the contactl ess-type nessage processor, each

contenTtlrisGattiypr wiistsaglenFners tpel cestactiessagepko the
nmessage relay unit and does not need to determ ne

commhindleae ssage ifir coess@p o theppbytachtssageyptdmethage to
present invention in a fifth aspect relates to a
the contactless-type message processor.

Even when the contact-type message that is acquired
from the external apparatus in the contact communication by
the mobile module is different in structure from the
contactless-type message that is acquired from the external
apparatus in the contactless communication, the mcbile
module processes both the contact-type message and the
contactless-type message using the semiconductor integrated
circuit that includes the contact-type message processor and
the contactless-type message processor. Since the message
relay unit is arranged between the contact-type message
processor / the contactless-type message processor, and the
contact-type message processor / the contactless-type
message processor, each communication unit simply supplies a

message to the message relay unit and does not need to

determine which message processor to supply a message.



message comuni cati on net hod perfornmed between a
nmobi |l e nodul e communi cating nessages with an externa
apparatus in a contact comunication and/ or a
contactl ess conmuni cati on, and an externa
contact-type apparatus for conmuni cati ng nessages
wWith the nobile nodule in a contact conmunicati on.
The nessage conmuni cation nethod includes steps of
enbeddi ng a contactl ess-4ype hressage, to be
transmtted to the nobile nodule in the contactl ess
communi cation, in a contact-type nessage to be
tr m.tt 0.t he bile nodule jin_the  caontact
comenPEReran. tbPEREEPh: FRg2: hetEhnpSRECEy BB REESabE
me SRR UG0S GOR! AELLENS L2, JR3S 0% L e apbiyLe
no e, recelving e contact-type nmessage contai ning
nochfi®. ARGl RS JMBRSAGE rASLeIl U RO \VARLASE LS
contactl ess-type ‘nessage is contained in the céive

a CRAHRH I¥RRINTRS$3YS: ARRT EXL 3ehiRGthRSs communic tion,
contactl ess-type nessage contained in the recelveg

ancC oM aGdterrRe Resage-tbven apherathe ¢ert ackml¥ieating
nmessage that is transmtted fromthe externa

me SBRRAAWS I ehichaobBbel acidel eni B hetae®ntaamunication.
communication is different in structure fromthe

TheC arisacigee sinype caessageethat iscliuadesmsted broambhading
external apparatus to the nobile nodule in the

a corEadttlesss typenmmesisegti, onp bee texnendal cappar ahesmedtle
practically transmt the contactl ess-type nessage in

modifie donttdet conbartineeat conmuoithe ivobi Le aodohéawicthype
the contactl ess-type - 15 nessage enbedded in the

mesgggtado- Pppd rapsyageedThe ki mebile module in the

contact communication, transmitting the contact-type message
centaining the contactless-type message to the mobile module,
receiving the contact-type message containing the
contactless-type message, determining whether the
contactless-type message 1s contained in the received
contact-type message, and extracting the contactless-type
message contained in the received contact-type message.

Even when the contact-type message that is transmitted
from the external apparatus to the mobile module in the
contact communication is different in structure from the
contactless-type message that is transmitted from the
external apparatus to the mobile module in the contactless
communication, the external apparatus can practically
transmit the contactless-fype message in the contact

communication to the mobile module with the contactless-type



nodul e determ nes whether the contactl ess-type nessage
is contained in the contact-type nessage received
fromthe external apparatus in the contact
communi cation, and extracts the contactl ess-type
nmessage if the contactless- type nessage i s contained
in the contact-type nessage. The nobile nodul e can
t hus process the contactl ess-type nessage. The present
invention in a sixth aspectifelates to a nessage
communi cati on net hod perforned between a nobile
nDduIe comuni cating nessages with an externa

a contact i catiaon _and/ or

arat .
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communi cation, in a contactl ess- type nessage to be

exttﬂa%ft%mttl'lteed:drﬁatdﬂelmﬂy%e R N it heeCoBhakkesss-
communi cation, transmtting the contactless-type

typ&mg@oﬁtsaidam&@ﬂdw gontraet Jdorpe dressagemekealyle The
nmobi | e nodul e, receiving the contactl ess-type nessage

nmokddrt aicdiuig tdae conisagirdaeps nessagetadellessi-iype message.
whet her the contact-type nessage is contained in the
r e€bevedeseont aotvkasseohype messagh, aapdcexteastengtdhe
contact-type nessage contained in the received
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nmessage that is transmtted 16 fromthe externa
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a contact communication and/or a contactless communication,
and an external contactless-type apparatus for communicating
messages with the mobile module in a contactless
communication. The message communication method includes
steps of embedding a contact-type message, to be transmitted
to the mobile module in the contact communication, in a
contactless-type nmessage to be transmitted te the mobile
module in the contactless communication, transmitting the
contactless-type message containing the contact-type message
to the mobile module, receiving the contactless-type message
containing the contact-type message, determining whether the
contact-type message is contained in the received
contactless—-type message, and extracting the contact-type
message centained in the received contactless-type message.

Even when the contact-type message that is transmitted



contact comunication is different in structure from
the contactless-type nessage that is transmtted from
the external apparatus to the nobile nodule in the
contactl ess comuni cation, the external apparatus can
practically transmt the contact-type nmessage in the
contactless comunication to the nobile nodule with
the contact-type nessage enbedded in the

contactl ess-type nessage.-Thg -nobil e nodul e

determ nes whet her the contact-type nessage is
contained in the contactl ess-type nessage received

£ TRy ALY Al AERRLALUS 0 LG contactlese,

colESS0%e bl e con oel Lyne TEesa0e L s Sontalned i
-1 L

cot (U5 PLOESSSA N LN BCLAVRS TESSEUR T ercp 1y

ox G essnac, s okl IRRG 1, 2060 ot oo

I nventi1 on proce

cofBESAYES Vet hd fe e RS SRR LA LAtAG With tiRe
ext er nal apparatus I N t he contact communication I's

traidl B e | bttt idyBddie i MeIRAGe, BPRIRiGAt ed
wWth the external apparatus in the contactless

com@@ALH s ot BR Efo 3ESCRIJAU 1GN Wift nl' Mk DRANWNGS -Figss
1A and 1B illustrate a nobile npdule in accordance

meaddde anebetdralliirethofcdita qirlesatt vipw edd eitje .17 THE Q.

2 is a block diagramof an IC chip in accordance wth
moliihlee endyodi eveidtaofrirdees pllegértr itheentdromct-type message is
contained in the contactless-type message received from the
external apparatus in the contactless communication, and
extracts the contactless-type message if the contact-type
message is contained in the contactless-type message. The
mobile module can thus process the contact-type message.

The semiconductor integrated circuit, the mobile module
and the message communication method in accordance with
embodiments of the present invention process messages even
if the message communicated with the external apparatus in
the contact communicaticon is different in structure from the

message communicated with the external apparatus in the

contactless communication.

BRIEF DESCRIPTION OF THE DRAWINGS
Figs. 1A and 1B illustrate a mobile module in

accordance with one embodiment of the present invention;



Fig. 3 is a functional block diagramof the IC chip in
accordance with the enbodi nent of the present
invention; Figs. 4A and 4B illustrate a determ nation
informati on menory in accordance with the enbodi nent
of the present invention; Fig. 5 illustrates a
nmessage process flow in accordance wth the

enbodi ment of the present invention; Fig. 6
illustrates a structure of B7contact-type nessage in
accordance with the enbodi nent of the present
invention; Fig. 7 illustrates a nessage process flow
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t he énbodi nent e present invention

acédr'@a@ﬁ:ed'mﬁ%ﬁa@rﬂe' SRR 2 TRISAYE o SRLQC gﬁ%ehltqwn,
perfornmed between an external apparatus and

chirpgkn aﬁcgﬁdamgelm&hBtkaeeeab@etaBﬂinatléﬁelﬁf§§ﬁ9£1on
invention; Fig. 11 is atimng diagramillustrating a

menﬁﬁgsa@ead@@waaﬁ@dﬂwmﬂhpem&o@ﬁ@@dﬁ@bW@e@fthaeeﬁ&e@@ah
, apparatus and - 18 the IC chip in accordance with the
invemiddinrent of the present invention;

Fig. 5 illustrates a message process flow in accordance
with the embodiment of the present invention;

Fig. 6 illustrates a structure of a contact-type
message in accordance with the embodiment of the present
invention;

Fig. 7 illustrates a message process flow in accordance
with the embodiment of the present invention;

Fig. 8 illustrates a structure of a contactless-type
message in accordance with the embodiment of the present
invention;

Fig. 9 iliustrates a message process flow in accordance
with the embodiment of the present invention;

Fig. 10 is a timing diagram illustrating a message
process flow performed between an external apparatus and an
IC chip in accordance with the embodiment of the present
invention;

Fig. 11 is a timing diagram illustrating a message

process flow performed between the external apparatus and



Fig. 12 is a flowhart of a process perforned by a
nmessage relay unit in accordance with the enbodi nent
of the present invention; and Fig. 13 is a flowhart
illustrating a process perforned by the nessage rel ay
unit in accordance wth the enbodi nent of the present
i nvention. DESCRI PTI ON OF THE PREFERRED EMBODI MENTS
The enbodi nents of the present invention are descri bed
below with reference to theiglrawi ngs. Throughout the
specification and the drawings, |ike elenents are
designated with |ike reference nunerals. Figs. 1A and

IIustrate a _no cont ai ni.n I.C.chip
the Hedt gt &G54 C%nceemw&%ﬁldg S0 r‘?{ééa\%élt%e&’ foithguipresent
1né§ tl% present invention. The sem conductor integrated
CIrCUI’ can be incorporated as a single |IC chinp.
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ivided into a plurali
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nobi | e nodul e. The nobile no uIe prefera perm

prdf@d CreRin :5H) t:@g be housed therew thin, or to
attached thereonto. The nobile nodule is properly

si red,and wei ghtedwtBa-USELSutOrsaLfY ae§§bk¥ssTB§rformed
nobi | e nodul e may be any of the IC card 102 of -

by Ehg mbAsageceldlulyaiinphone :04ceHahicg. wiBh @he embodlment
wristwatch, a personal digital assistant (PDA), a
of gdva mgawechi newvehariey. goods such as a finger ring,
etc.
DESCRIPTION OF TEE PREFERRED EMBODIMENTS
The embodiments of the present invention are described
below with reference to the drawings. Throughout the
specification and the drawings, like elements are designated
with like reference numerals.
Figs. 1A and 1B illustrate a mobile module containing a
IC chip 110 incorporating a semiconductor integrated circuit
of the present invention. The semiconductor integrated
circuit can be incorporated as a single IC chip.
Alternatively, the semiconductor integrated circuit may be
divided into a plurality of IC chips distributed among a
plurality of locations in the mobile module.
The mobile module preferably permits the IC chip 110 to
be hcused therewithin, or tc attached thereonto. The mobile
module is properly sized and weighted for users to carry

easily. The mobile module may be any of the IC card 102 of



The 1 C card 102 as the nobile nodule is described
below. The IC card 102 includes an antenna coil 106,
a contact termnal 108, and an IC chip 110. Wen the
I C chip 110 or the I C card 102 comuni cates with an
external apparatus in a contactless comrunicati on,
the antenna coil 106 induces a voltage in response to
a magnetic field generated by the external apparatus
to operate the IC chip 110,1%and receives and
transmts nmessages fromand to the external apparatus.
When the I C card 102 communi cates with the externa

h
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ext ernal appar at ontact communi cation refers
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term nal of the nobil in contact wt

Thet e exter nab aaeauaggsanTBﬁteﬁﬁatég&he§§ecoanaehgé&t0n
refers to a comunication that is performed when the

terfBbkle 108dukadi annQt EAigontact whith the 1extgipabio or
apparatus or when no electrical contact is established

theevencietdt he2mebinhentedukbe andht ke external apppandhbysSin a

are physically in contact. 20 The externa
congppéilatesesmmnaliodeiangconhacantgpeaexv el nabcappanatysa

and a contactl ess-type external apparatus. The
voltentadh- rgpeoexeetnak mppaedfoséseildchbaderatededyt the
extgiagl apparatus to operate the IC chip 110, and receives
and transmits messages from and to the external apparatus.
When the IC card 102 communicates with the external
apparatus in a contact communication, the contact terminal
108 put into contact with a contact terminal of the external
apparatus receives power from the external apparatus to
operate the IC chip 110, and receives and transmits messages
from and to the external apparatus.

The contact communication refers to a communication
that is performed with the contact terminal of the mobile
module placed in contact with the external apparatus. The
contactless communication refers to a communication that is
performed when the mobile module is not in contact with the
external apparatus or when no electrical contact is

established even if the mobile module and the external

apparatus are physically in contact.



reader, a onboard unit of an electronic collection
system (ETC) or an automated teller machi ne (ATM of
banks, for exanple. The contactl ess-type external
apparatuses include an automatic ticket gate.

Cont actl ess communi cati on between the

contactl| ess-type external apparatus and the nobile
nodul e is wirelessly perforned. The contactl ess
comuni cation is perfornmed x thin a short range of
about 10 cmin accordance with the Near Field
Communi cation (NFC) standard specifying a carrier
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nmore detail later. The nobile nodul'e containing the IC
exa@hilp.110 has been roughly discussed. The IC chip 110
is now described with reference to Fig. 2. The IC

ChTRe 1d3Ont act Udes-aypectiféena208ppardtisds poNeTudd an
generator 208, a denodul ator 210, a nodul ator 212, a

autbmastic tecéievena2d4, @achitestlksansdiitialc2ti6onabseqend
power generator 220, a second receiver 222, a second

thet cansactiless-type external apparatus and the mobile
module is wirelessly performed. The contactless
communication is performed within a short range of about 10
cm in accordance with the Near Field Communication (NFC)
standard specifying a carrier radio frequency (RF) of 13.56
MHz at a data rate of 212 Kbps. Some external apparatuses
have the contact and contactless communication capability.

When powered by the antenna coil 106, the IC chip 110
performs contactless communication with the external
apparatus. When powered from the contact terminal 108, the
IC chip 110 performs contact communication with the external
apparatus. The contact communication and the contactless
communication will be discussed in more detail later.

The mobile module containing the IC chip 110 has been
roughly discussed. The IC chip 110 is now described with

reference to Fig. 2.

The IC chip 110 includes a rectifier 206, a first power



224, a CPU (central processing unit) 228, a ROM
(read-only nenory) 230, a RAM (random access nenory)
232, an EEPROM (electrically erasable and
programmabl e read-only nmenory) 234, an encryption
engi ne 236, an RNG (random nunber generator) 238, a
CRC (cyclic redundancy check) unit 240, etc. The
rectifier 206 rectifies an alternating current

vol tage supplied froma comtact!| ess interface 202,
such as the above-referenced coil, and supplies the
rectified voltage to the first power generator 208.
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nmodul ator 212 nmodul ates an el ectri cal ‘signal , to be

merddBNsmMid,ed frem the doe-chice sk1eeh@ rihe sext erRalEEPROM
apparatus via the contactless interface 202, into a

(elsdghalca tnarsEsacal] endn phldg reemaaatd essd-only memory)
conmmuni cation. The first receiver 214 and the first

234,r ansraddrempt2 fenrdhieoR 3@S an GO detanessr typ®er
comruni cation unit 218 that communi cates a - 22

gercorEtaot) eS8t W E€Rtedsagds cwirehlurhiarext ethwralk )appartatds,
in the contactless communi cation. The function of the

et@ont actl ess- type communication unit 218 will be

described | ater.
The rectifier 206 rectifies an alternating current

voltage suppliied from a contactless interface 202, such as
the above-referenced ccil, and supplies the rectified
voltage to the first power generator 208. The first power
generator 208, supplied with the wvoltage, generates a power
source voltage to be used by the IC chip 110. The
demodulator 210 demodulates a signal, received from the
external apparatus via the contactless interface 202, into
an electrical signal processable by the IC chip 110, and
supplies the electrical signal to the first receiver 214,
The modulator 212 modulates an electrical signal, to be
transmitted from the IC chip 110 to the external apparatus
via the contactless interface 202, into a signal
transmittable in the contactless communication. The first
receiver 214 and the first transmitter 216 function as a

contactless-type communication unit 218 that communicates a



The second pomer generator 220 is pomered by t he
external apparatus via a contact interface 204 such as
the previously nmentioned contact term nal, and
generates a source power for use by the IC chip 110.
The second receiver 222 and the second transmtter
224 function as a contact-type conmmunication unit 226
that acquires contact- type nessages fromthe externa
apparatus in the contact -copmuni cation. The function
of the contact-type conmmunication unit 226 will be
described | ater. The CPU 228 operates fromthe source
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i nvention receives a contact-type command nessage, as

reamievef @20 afnd hehe ardantd typm ImSSRge, 2 23U Enced o atshe
contact communication fromthe external apparatus,
corgbtartype communication unit 226 that acquires contact-
type messages from the external apparatus in the contact
communicaticn. The function of the contact-type
communication unit 226 will be described later.

The CPU 228 operates from the source power generated by
one of the first power generator 208 and the second power
generator 220 in the IC chip 110, and generally controls the
entire IC chip 110. The ROM 230 is a non-volatile memory,
and stores a variety applications, and an operating system
(0S) serving as a platform.

The OS stored in the ROM 230 analyzes commands received
by the IC chip 110 from the external apparatus, and performs
a process in response to the command message. Also, the 08
causes another application to perform the process, thereby
generating a response message as a process result to be

transmitted to the external apparatus.

Since the IC chip 1i0 of this embodiment of the present



contactl ess-type command nessage, as one formof the
contactl ess-type nessage, supplied in the contactl ess
comuni cation, the OS needs to understand the two type
of command nessages. Both the contact-type conmmand
nmessage and the contactl ess-type command nessage have
the sane and comon structure defined in Standard

| SO I EC7816-4. It is sufficient if the OS understands
the common command, and a- 8kngle OS is sufficient. As
will be discussed later, the I1C chip 110 is designed
on the assunption that the contact-type command
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t hearbrttive: toltdver- 1O au ndemstnah diesg aigike haventthet |sese taype
command nessage are required. In accordance with the

conprass erftr eriyod mEfiinache rOS tanderrst d8G/AGC7816-4. It is

sufficient if the 0S5 understands the common command, and a

single 0S is sufficient.

As will be discussed later, the IC chip 110 is designed
on the assumption that the contact-type command message and
the contactless-type command message are different in
structure. In accordance with the present embcediment, the
contact-type command message has a structure that complies
with the Standard ISC/IEC7816-4, but the contactless-type
command message has a structure that does not comply with
the Standard ISO/IEC7816-4. Conversely, the contact-type
command message may not comply with the Standard
ISO/IEC7816-4, but the contactless-type command message may
comply with the Standard ISC/IEC7816-4. Alternatively, both
the contact-type command message and the contactless-type

command message may not comply with the Standard

ISO/IECT7816-4. One 0S understanding the contact-type



the contact-type conmand nessage is referred to as a
contact-type nessage processor and the other OS
under st andi ng the contactl ess-type conmand nmessage i s
referred to as a contactl ess-type nessage processor.
The RAM 232 stores the operating systens, and data
tenporarily used by each application. The EEPROM 234
is mainly used to store user data, but nay store the
applications and the OS, asz4well. A flash nmenory may
be used instead of the EEPROM 234. The encryption
engi ne 236 encrypts and decrypts data exchanged with
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i ncl udes a contact-type nessage processor 302 f
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contactl ess-type nessage processor 304 for processing

understebicdcly ess- Cype sarIsagetyiMer e capeeld mealskye tike
contact- type nessage processor 302 is an OS that
refignderdistands theo2bactariactybypacceayengrvessage, and
perfornms a process responsive to the conmand nessage,
or ThauB2¥ 2aAndt herreapphecapeoatiogpsyboenst hengir dgess
to transmt a response
temporarily used by each application. The EEPROM 234 is
mainly used to store user data, but may store the
applications and the 0S, as well. A flash memory may be
used instead of the EEPROM 234. The encryption engine 236
encrypts and decrypts data exchanged with the external
apparatus. The RNG 238 generates a random number for use in
an encryption key. The CRC unit 240 performs a cyclic
redundancy check, namely, an error check, on data received
from the external apparatus.

The IC chip 110 has been discussed. A functional
structure of the IC chip 110 is described below with
reference to Fig. 3.

The IC chip 110 includes a contact-type message
processor 302 for processing a contact-type message and a
contactless-type message processor 304 for processing a

contactless-type message. More specifically, the contact-

type message processor 302 is an 0OS that understands the



nmessage as the process result to the externa
apparatus. The contactl ess-type nessage processor 304
is an OS that wunderstands the contactl ess-type
command nessage, perforns a process responsive to the
conmand nessage or causes another application to
performthe process to transnmt a response nessage as
the process result to the external apparatus. The
contact-type command nessages t© be understood by the
contact-type nmessage processor 302 is described bel ow
wth reference to a portion of (a) of Fig. 6. The
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the contact-type message processor 302 is described below
with reference to a portion of (a) of Fig. 6. The contact-
type command message contains a header section 10a and a
data section 10b. The header section 10a is an identifier
identifying a contact-type message. The header section 10a
is preferably placed at a fixed position within the contact-
type command message, for example, at a zero byte of the
contact-type message. A command representing the content of
a process to be performed by the contact-type message
processor 302 is contained in the header section 10a. More
specifically, the header section 10a contains CLA 602
representing the type of a command message as to whether the
message complies with the ISO/IEC7816-4 Standard, INS 604
representing the content of a command for a data acquisition

and file selection, P1606 and P2608 representing parameters



The data section 10b stores data that is witten in
the contact-type nessage processor 302 in response to
a data update command, and data used by the
contact-type nmessage processor 302 in the execution
of conmmands. The contact- type command nessage nay
further store Le 612 designating a |ength of data
that is acquired by the contact-type nessage
processor 302 in the issue 24 -a data acquisition
command. Depending on the type of a command, Lc 610,
and the data section 10b may be excluded fromthe
t - n T tless-type
B L e R T L i S
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below with reference’to Fig. 8A. e contactless-type
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processor 302 in the issue of a data acquisition command.

Depending on the type of a command, Lc 610, and the data

section 10b may be excluded from the contact-type command

message.

The contactless-type command message to be understood
by the contactless-type message processor 304 is described
below with reference to Fig. 8A. The contactless-type
command message contains a header section 20a and a data
section 20b. The header section 20a is an identifier
identifying a contactless-type message. The header section
2Ca is preferably arranged at a fixed position within the
contactless-type command message, for example, at a zero
byte of the contactless-type message. The header section
20a contains a content of a command to be performed by the

contactless-type message processor 304. More specifically,

the header section 20a contains Sync 802 that is



type and content of a command. The data section 20b
stores data that is witten onto the contactl ess-type
nmessage processor 304 in response to a data update
command, and data that is used by the

contactl ess-type nessage processor 304 for executing
the command. The contactl ess-type command nessage may
addi tionally include CRC 808 as an error detecting
code to the data section- 20b.- Dependi ng on a content
of a command, Len 804 and the data section 20b may be
excl uded fron1the contactl ess-type conmand nessage.
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additionally include CRC 808 as an error detecting code to
the data section 20b. Depending on a content of a command,
Len 804 and the data section 20b may be excluded from the
contactless-type command message.

The structures of the command messages are discussed
for exemplary purposes only., Different structures may be
applied to the contact-type command message and the
contactless-type command message. Returning to Fig. 3, the
function and structure of IC chip 110 are described below.

The contact-type communication unit 226 acquires
contact-type messages in the contact communication from the
external apparatus. More specifically, the contact-type
communication unit 226 receives the contact-type command
message via a contact-type interface 204 such as the contact
terminal. The contact-type communication unit 226 also

transmits a response message responsive to the contact-type



fromthe external apparatus is understood and then
processed by the contact-type nessage processor 302.
A contactl ess- type command nessage can be contai ned
in the above-described contact-type command nessage.
The external apparatus enbeds the contactless-type
command nessage in the contact-type comand nessage
and transmts the command nmessage in the contact
communi cation to the I C chipgli0 as a contact-type
conmand nessage. In this arrangenent, an externa
apparatus having only a contact comrunication
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execution of the command and the contactl ess-type
coqgﬁﬁﬁqumﬁ§§%ﬁ$§ggm to the IC chip 110 as a contact-type

command message. In this arrangement, an external apparatus
having only a contact communication capability is still able
Co transmit to the IC chip 110 a command that can be
transmitted by only an external apparatus having a
contactless communication capability.

The example of the contact-type command message
containing the contactless-type command message is described
below with reference to portions (b) and (c) of Fig. 6. As
shown, a cecntactless-type command message 20 is contained in
the contact-type command message shown in the portion (a) of
Fig. 6. As shown in the portion (b) of Fig. 6, the header
section 10a and the data section 10b in the contact-type
command message are followed by the contactless-type command
message 20. The contact-type command message 10 of the

portion (b) of Fig. 6 includes a command to be executed by



Even if the command to be executed by the contact-type
nmessage processor 302 and the contactl ess-type command
nmessage 20 are contai ned, the data section 10b may be
soneti nes contained. As shown in the portion (c) of
Fig. 6, the header section 10a is followed by the
contactl ess-type conmand nessage 20. The contact-type
command nessage shown in the portion (c) of Fig. 6
does not contain a command t9 be executed by the
contact-type nessage processor 302 and data to be
used by the contact-type nessage processor 302 in the
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comuni cation unit 226 because the virtua
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conpliance with the format of the contact-type
section 10a is followed by the contactless-type command

message 20. The contact-type command message shown in the
portion {(c) of Fig. € does not contain a command to be
executed by the contact-type message processor 302 and data
to be used by the contact-type message processor 302 in the
execution of the command. The contactless-type command
message contained in the contact-type command message may
have the same structure as the contactless-type command
message shown in the portion (a} of Fig. 8, may have a
portion of the contactless-type command message, or may have
the contactless-type command message in the compressed form
thereof.

For convenience of explanation, the contact-type
command message containing the contactless-type command
message of the portions (b) and (c) of Fig. 6 is referred to
as a virtual contact-type command message.

The virtual contact-type command message can be



command nessage with the header section 10a
identifying the contact-type command nessage arranged
at a fixed position. The contactl ess-type

communi cation unit 218 acquires the contactl ess-type
conmand nessage fromthe external apparatus in the
contactl ess communi cation. Mire specifically, the
contactl ess-type comruni cation unit 218 receives the
contactl ess-type command +wessage fromthe externa
apparatus via the contactless-type interface 202 such
as the antenna coil. The contactl ess-type
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communi cation capability still can transmt to the IC
recgﬁwgslj@eaC@@ﬁﬁﬁﬁ&ess—type command message from the
external apparatus via the contactless-type interface 202
such as the antenna coil. The contactless-type
communication unit 218 transmits a response message
responsive to the contactless-type command message to the
external apparatus via the contactless-type interface 202.

The contactless-type command message received by the

contactless-type communication unit 218 from the external
apparatus has the previously discussed structure that is
understood and processed by the contactless-type message
processor 304. The contactless-type command message having
the above-referenced structure can contain the contact-type
command message. More specifically, the external apparatus
can embed the contact-type command message in the

contactless-type command message, and transmit the command

message to the IC chip 110 in the contactless communication



that is to be transmtted by an external apparatus
having the contact comunication capability. An
exanpl e of the contactl ess-type conmand nessage
cont ai ning the contact-type command nessage i s
described below wth reference to Fig. 8. As shown in
portions (b) and (c) of Fig. 8, a contact-type
command nmessage 10 is contained in the

contactl| ess-type command -nesisage shown in  the portion
(a) of Fig. 8. As shown in the portion (c) of Fig. 8,
t he header section 20a and the data section 20b in
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the portion (a) of Fig. 8. As shown in the portion (¢) of
Fig. 8, the header section 20a and the data section 20b in
the contactless~type command message are followed by the
contact-type command message 10. The contactless-type
command message shown in the portion (¢) of Fig. 8 contains
a command to be performed by the contactless-type message
processor 304 and data to be used by the contactless-type
message processor 304 in the execution of the cemmand, and
the contact-type command message 10. Even if the command to
be performed by the contactless-type message processor 304
and the contact-type command message 10 are contained, the
data section 20b may not be contained sometimes.

As shown in the portion (c) of Fig. 8, the header
section 20a in the contactless-type command message is

followed by the contact-type command message 10. The



type nmessage processor 304 and the data used in the
execution of the conmand. The contact-type command
nessage contained in the contactl ess-type comand
nmessage may have the sane structure as the
contact-type command nessage discussed with reference
to the portion (a) of Fig. 6, or may have only a
portion of the contact-type comand nessage. For
conveni ence of expl anation,32he contactl ess-type
command nessage contained in the contact-type comuand
nessage shown in the portions (b) and (c) of Fig. 8 is
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304. More specifically,
For convenience of explanation, the contactless-type

command message contained in the contact-type command
message shown in the portions (b) and (c} of Fig. 8 is
referred to as a virtual contactless-type command message.

The virtual contactless—type.command message can be
communicated by the contactless-type communication unit 218
because the virtual contactless-type command message is
generally in compliance of the format of the contactless-
type command message with the header section 20a identifying
the contactless-type command message arranged at a fixed
positicn.

The message relay unit 312 acquires the contact-type
command message from the contact-type communication unit 226,
and supplies the acquired contact-type command message to
the contact-type message processor 302. The message relay

unit 312 acquires the contactless-type command message from



the nessage relay unit 312 receives fromthe
contact-type conmunication unit 226 the contact-type
command nmessage including the virtual contact-type
command nessage, and supplies to the contact-type
nmessage processor 302 with only the contact-type
command nessage understandable by the contact-type
nmessage processor 302. The nessage relay unit 312
recei ves the contactl ess-t+ype €ommand nessage
including the virtual contactless-type conmand
message, and supplies the contactless-type message
r SS 304 th only t.he. .contactl pe, col nd
th%&é@ﬁbégan er s éhdéﬁ N SPid 7 uﬁ?&t?ﬁ%@s%?Vb 1es
1 , rela nit
312 gupﬁ#{es t%e %%%%5@%1e§§> %n@?%%%%%,e Ef%g%%sor
corﬁ%ﬁ’!és@—t ec‘?r[éts%%{d[ ezﬁrocte)é%% %Wndms%%%01flcally,

contained 1'n the vir contact-type conmma nessa

thd G eGSR the LoREA 189S HRE vEBS$398, tR0CeSIA: t3$,r4Yge
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nmessage. The nessage determ ner 308 determ nes
3l egsaiveshéhe contactless-type command message including
the virtual contactless-type command message, and supplies
the contactless-type message processor 304 with only the
contactless-type command message understandable by the
contactless-type message processor 304.

Also, the message relay unit 312 supplies the
contactless-type message processor 304 with the contactless-
type command message contained in the virtual contact-type
command message to cause the contactless-type message
processor 304 to process the contactless-type command
message. The message relay unit 312 supplies the contact-
type message processor 302 with the contact-type command
message contained in the virtual contactless-type command
message to cause the contact-type message processor 302 to

process the contact-type command message. The message relay

unit 312, including a message determiner 308 and a message



contactl ess-type command nessage to be supplied to the
contactl| ess-type nessage processor 304 is contained in
the contact-type comand nessage acquired fromthe
contact-type conmunication unit 226. In other words,
the nessage determ ner 308 determ nes whether the
contact-type command nessage is a virtua

contact-type command nessage. To this end, the
nmessage determ ner 308 refeggences a predetermn ned
portion of the contact-type command nessage, such as
CLA 602 representing the type of the conmmand and | NS

e e R b e R

. det ' 308 t ernm ne et her

ne {0 BRI eaEinsd W be s el egoe-
Fh%hgomgggggetgeﬁeﬂﬁﬁﬁegea8@088329&i§8§ hﬁesggiagﬁgd
in the contactless- type comand nessage acqurre y

codthe JTRSSAGE el l AYridRid nélﬂs%a o QY the rsglg hagh] gssthype

comruni cation unit 218. ther wo the message

corfelcardnen 38 nrdetaiyd Res whethersdhg ¢ contﬁined in the

contactl ess-type command nessage is a virtua

CorfRtAGIpeS TomkPel ¢REFRGE HRRAGRd e dkhitheeRdnthBe -type
nmessage determ ner 308 references a predeterm ned

conpairtiicat ioh whe tcareact ITessthypecceaaRtTRES2G6e SUCh
as CD 806 representing the content of the conmand in

de ttchremimead &0 8s eletrieanid@a whether3Ghe comntactleypet yplmand
command nessage. Determ nation criteria can be stored

me Sgefoer ésamd viimtihé cROMaot -EFPROMomAadet eerishatki.onTo this
i nformati on nmenory 306 store

end, the message determiner 308 references a predetermined

portion of the contact-type command message, such as CLA 602

representing the type of the command and INS 604

representing the content of the command in the header

section 10a in the contact-type command message.

The message determiner 308 determines whether the
contact-type command message to be supplied to the contact-
type message processcer 302 is contained in the contactless-
type command message acquired by the message relay unit 312
from the contactless-type communication unit 218. In other
words, the message determiner 308 determines whether the
contactless-type command message is a virtual contactless-
type command message. To this end, the message determiner
308 references a predetermined portion of the contactless-

type command message, such as CD 806 representing the

content of the command in the header section 20a in the



such determ nation criteria, and is described bel ow
wth reference to Figs. 4A and 4B. The determ nation
i nformati on menory 306 includes a contact-type
conmand nessage definition table 402 defining the
contact-type command nessage and a contactl ess-type
command nessage definition table 412 defining the
contactl ess-type command nessage. The contact-type
command nessage definitien3table 402 is described
first. The contact-type command nessage definition
tabl e 402 includes a CLA colum 406, an INS col um
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the CLA colum 406 has "XX' and the INS colum 408
comgsicame ssaad i fottidrl anhamblRF412Sdeff iaing the
contactless-type command message. The contact-type command
message definition table 402 is described first. The
contact-type command message definition table 402 includes a
CLA column 406, an INS column 408, and a command column 410.
The command column 410 stores the content of a command that
is defined by a combination of data stored in the CLA column
406 and the INS column 408.

As shown in Figs. 4A and 4B, for example, the contact-
type command message definition table 402 is defined as
follows: the contact-type command message contains the
contactless-type command message if the CLA column 406 has
"XX", and a command to be processed by the contact-type
message processor 302 is not contained if the CLA column 406
has "XX" and the INS column 408 has "FF". The contact-type

command message definition table 402 is further defined as

follows: the contactless-type command message and a command



definition is used as the determnation criteria in
the determ nation of whether the contact-type command
nessage is a virtual contact-type command nessage.
The contactl ess-type conmand nessage definition table
412 is described below. The contactl ess-type conmmand
nessage definition table 412 contains a CD colum 414
and a conmand colum 416. The command col um 416
stores a content of a cormasmd-defined by data stored
in the CD colum 414. As the contact-type conmmand
nessage definition table 402, the contactless-type
ble 412 can use the
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contact-type command nessage, or € nessage
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command nessage is a virtual contacCtless-type conma

a WBSSage,cdhe dmsSage cdaimng Ress3@@ . feeds the command
nessage to the nessage extractor 310. Alternatively,
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412nessayesdrsibset bedothat Thize corssage c@xt-taglo otk nean
identify the conmand nessage. The nessage extractor
me sFEY e xtafdetis itdne tebikadillessnttppes a CD column 414 and a
command column 416. The command column 416 stores a content
of a command defined by data stored in the CD column 414.
As the contact-type command message definition table 402,
the contactless—type command message definition table 412
can use the definition of the command column 416 by the data
in the CD column 414 as the determination criteria as to the
determination of whether the contactless-type command
message is a virtual contactless-type command message.

If the message determiner 308 determines that the
contact-type command message is a virtual contact-type
command message, or if the message determiner 308 determines
that the contactless-type command message is a virtual
contactless-type command message, the message determiner 308
feeds the command message to the message extractor 310.

Alternatively, an identifier, such as a message ID of the

message i1s stored in a particular file, or a flag of the



command nessage fromthe contact-type conmand nessage
supplied fromthe contact-type comruni cation unit 226
to the nessage relay unit 312. More specifically, the
nmessage extractor 310 acquires the contactless-type
command nessage contained in the virtua

contactl| ess-type conmand nessage, and supplies the
contactl ess-type command nessage to the nessage rel ay
unit 312. The contactl ess-type-conmand nessage in its
inconplete formis permtted. For exanple; when the
contact-type command nessage containing t he
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stored in the ROM 230. The nessage extractor
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In the contactl ess-type command nessage supplied from
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command nessage contained in the virtua
contentact Lessheype rcomiandnldctiessaggpandosppti gsssage,
contact-type conmand nessage to the nessage relay
andygiuprdigs khet hententaesstypeeconmmaddnessagge ts nbe
inits conplete form a deficient portion may be
message relay unit 312. The contactless-type command
message in its incomplete form is permitted. For example,
when the contact-type command message containing the
contactless-type command message is transmitted, Sync 802 as
the synchronization information is not needed and thus not
transmitted altogether. An incomplete contact-type command
message may be supplied as is or a deficient portion may be
added to make the complete contact-type command message
before being supplied. In such a case, data of the
deficient portion may be stored in the ROM 230.

The message extractor 310 extracts the contact-type
command message contained in the contactless-type command
message supplied from the contactless-type communication
unit 218 to the message relay unit 312. More specifically,

the message extractor 310 acquires the contact-type command

message contained in the virtual contactless-type command



added thereto before being supplied. The nessage rel ay
unit 312 thus constructed acquires the contact-type
command nessage fromthe contact-type comrunication
unit 226, and causes the nessage determiner 308 to
determ ne whether the contact-type command nessage isS
a virtual contact-type conmand nessage. If it is
deternmined that the contact-type command nessage is
not a virtual contact-typesgommand nessage, the
nmessage relay unit 312 supplies the contact-type
conmand nessage to the contact- type message processor
is determned that the contact-ty
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virtual contact-type cC nessage contains a
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contact-type command nessage from which the nessage
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command nessage. - 39 The nessage relay unit 312

308sart sletthemiort atiethype theonpandcresypgesonnihdl ReB8age is
the virtual contact-type command nessage between one
a viigtugie coarkact-tyype coessadempseagssor If it is determined
that the contact-type command message is not a virtual
contact-type command message, the message relay unit 312
supplies the contact-type command message to the contact-
type message processor 302 as is. If it is determined that
the contact-type command message is a virtual contact-type
command message, the message relay unit 312 causes the
message extractor 310 to extract the contactless-type
command message contained therewithin, and supplies the
contactless-type command message to the contactless-type
message processor 304. If the virtual contact-type command
message contains a command to be processed by the contact-
type message processor 302, the message extractor 310
supplies the contact-type message processor 302 with the
contact-type command message from which the message

extractor 310 has extracted the contactless-type command

message.



302 and one for contactl ess-type nmessage processor
contactl ess-type nessage processor 304. Such a process
of the nmessage relay unit 312 is described below with
reference to Fig. 5. Reference nunerals 502, 504, and
506 di agrammatically show contact-type conmand
nmessages transmtted to the IC chip 110 from an
external apparatus 500 that perforns the contact
comuni cation. The first nmes%age 502 is conposed of a
header section 10a and a data section 10b in the
contact- type conmand nessage. The second nessage 504
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acquired nessage. The first nessage 502 is supplied
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second nessage 504 as the contactless-type command
to mEgsage contains a command to 40 be processed by the
contact-type nmessage processor 302 and a
coRtderkrss- nyperadbambbd, ne84agendndlbsddayrammat htal by
second nessage 504A as a command portion to be
shoyr geedsed -Hype command messages transmitted to the IC
chip 110 from an external apparatus 500 that performs the
contact communication. The first message 502 is composed of
a header section 10a and a data section 10b in the contact-
type command message. The second message 504 is composed
the header section 10a, the data section 10b and a
contactless-type command message 20. The seccond message 504
is a virtual contact-type command message. A third message
506, composed of a header section 10z and a contactless-type
comrand message 20, is a virtual contact-type command
message.

The message relay unit 312 acquires one of the first
message 502, the second message 504, and the third message
506, and performs a process responsive to the acquired
message. The first message 502 is supplied to the contact-

type message processor 302 as is. The second message 504 as

the contactless-type command message contains a command to



the contact-type nessage processor 302, and a second
nmessage 504B as the contactl ess-type command nessage.
The second nessage 504A and the second nmessage 504B
are respectively supplied to the contact-type nessage
processor 302 and the contactless-type nessage
processor 304. The third nessage 506 is the
contact-type command nessage containing only the
contactl ess-type command neggage. The contactl ess-type
command nessage 20 is supplied to the contactl ess-type
nmessage processor 304 as a third nessage 506A. The

res the contactl ess-
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nmessage processor 302. If the virtua

cordg@ttd@tssedyney penemtame sregisage Thentraints cd lesmriyge

command message 20 is supplied to the contactless-type
messade processor 304 as a third message 506A.

The message relay unit 312 acquires the contactless-
type command message from the contactless-type communication
unit 218, and causes the message determiner 308 to determine
whether the contactless-type command message is a virtual
contactless—-type command message. If it is determined that
the contactless-type command message is not a virtual
contactless-type command message, the message relay unit 312
supplies the contactless-type command message to the
contactless-type message processcor 304. If it is determined
that the contactless-type command message is a virtual
contactless-type command message, the message relay unit 312
causes the message extractor 310 to extract the contact-type

command message contained in the virtual contactless-type



to be processed by the contactl ess-type nessage
processor contactl ess-type nessage processor 304, the
nmessage relay wunit 312 supplies the contactl ess-type
nmessage processor 304 with the contactless-type
conmand nessage from which the nessage extractor 310
has extracted the contact-type comnmand nessage. The
nessage relay unit 312 divides the contactl ess-type
conmand nessage contai ning 4he-virtua

contactl ess-type conmmand nessage between one for the
contactl| ess-type nessage processor 304 and one for
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The message relay unit 312 divides the contactless-type
command message containing the virtual contactless-type
command message between one for the contactless-type message
processor 304 and one for the contact-type message processor
302, Such a process of the message relay unit 312 is
described below with reference to Fig. 7.

Reference numerals 702, 704, and 706 diagrammatically
show contactiess-type command messages transmitted to the IC
chip 110 from an external apparatus 700 that performs the
contactless communication. The first message 702 is
compesed of the header section 20a and the data section 20b
in the contactless-type command message. The second message
704, composed of the header section 20a, the data section
20k, and the contact-type command message 10, is a virtual
contactless-type command message. The third message 706,

composed of the header section 20a and the contact-type



nmessage 702, the second nessage 704, and the third
nmessage 706 fromthe contactl ess-type communi cation
unit 218, and perfornms a process responsive to the
acqui red process. The nessage relay unit 312 supplies
the first nmessage 702 to the contactless-type nessage
processor 304 as is. The second nessage 704 as the
virtual contactl ess-type command nessage, conposed of
a command to be processed-b42the contactl ess- type
nmessage processor contactl ess-type nessage processor
304 and the contact-type command nessage, is divided
e d .ness 704A t cQ nd to be
o L AT 1o oo (T e 3T s asiBpne
mes3d4And a second nessage 704B as the contact-type
command nessage. The second nessage 704A and the
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contactl ess-type nmessage processor 304 and the
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each of the contact-type nessage processor 302 and the
me sggitcactilde 85 thise adsade qondeesders s304pen coegpodseessage,
the command nessages, and supplies the response

con&g@@@bg@ o op@and to be processed by the contactless-
type message processor contactless-type message processor
304 and the contact-type command message, is divided between
a second message 704A as the command to be processed by the
contactless-type message processor 304 and a second message
704B as the contact-type command message. The second
message 704A and the second message 704B are respectively
supplied to the contactless~type message processor 304 and
the contact-type message processor 302. As for the third
message 706 as the virtual contactless-type command message
containing only the contact-type command message, the
contact-type command message 10 is supplied to the contact-
type message processor 302 as a third message 706A.

The message relay unit 312 supplies command messages to
the contact-type message processor 302 and the contactless-

type message processor 304, receives response messages from



contact-type comuni cation unit 226 and the

contactl| ess-type conmmunication unit 218 respectively.
Such a process is described below with reference to
Fig. 9. The contact-type nessage processor 302
supplies the nessage relay unit 312 with the response
nmessage as a result of processing the contact-type
command nessage. The contactl ess-type nmessage
processor 304 supplies the geessage relay unit 312
with the response nessage as a result of processing
the contactl ess-type command nessage. Reference
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of prgceswian adheespohsetneypagecmmandamsasaged fTbm the

contact-type
contactless-type message processor 304 supplies the message

relay unit 312 with the response message as a result of
processing the contactless-type command message. Reference
numerals 902, 904, 906, and 908 diagrammatically illustrate
response messages. The message relay unit 312 converts the
acquired messages into the messages in formats compatible
with destinations.

More specifically, the first response 902, namely a
response message to be transmitted to the contact-type
external apparatus 500 in the contact communication, is
supplied to the contact-type communication unit 226 as is.
The second response 904 is a response message to be
transmitted to the external apparatus 700 in the contactless
communication, and needs to be converted to the format in
the contactless communication. A header section 20c

indicating a contactless-type response message is added to



nmessage processor 302 to the contactl ess-type externa
apparatus 700, a conmand nessage corresponding to the
response nessage can be a contact-type command nessage
contained in the virtual contactless-type command
nmessage transmtted fromthe contactl ess-type
external apparatus 700. The third response 906 is a
response nessage to be transnitted to the
contact-type external apparetus 500. The nessage
relay unit 312 adds a header section 10c indicating a
cont act - type response nessage to the third response
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each command nessage even if the contact-type conmand
meSBagehand response 306 is a response message to be

transmitted to the contact-type external apparatus 500. The

message relay unit 312 adds a header section 10c¢ indicating

a contact-type response message to the third response 906,

thereby converting the third response 906 to a format

compatible with the response message in the contact
communication. The resulting response message is supplied
to the contact-type communication unit 226. The fourth
response 908 is a response message to be transmitted to the
contactless-type external apparatus 700 in the contactless
communication, and is thus supplied to the contactless-type
communication unit 218 as is.

The function of the message relay unit 312 can be
transferred to the responsibility of contact-type
communication unit 226 or the contactless-type communication

unit 218.

The function and structure of the IC chip 110 have been



fhé éontébtless-type command nessage are different in
structure. The nessage relay unit 312 processes the
virtual contact-type command nessage and the virtua
contactl ess- type command nessage as descri bed above.
Even when the external apparatus transmts a nessage
in the contact communication to the IC chip 110, the
IC chip 110 perfornms the sane process that is applied
to a nmessage transmtted 4 5 the contactl ess
communi cati on. Even when the external apparatus
transmts a nessage in the contactless conmrunication
. to the I C chi 10,_ the .IC.chi p.110 perfor t he sanme
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received virtual contact-type command nessage to the
commesisage ioel &y dhiet I812hfst 8051068, IC chip 110 performs
the same process that is applied to a message transmitted in
the contactless communication. Even when the external
apparatus transmits a message in the contactless
communication toc the IC chip 110, the IC chip 110 performs
the same process that is applied to a message transmitted in
the contact communication.

A communication process flow of a virtual contact-type
command message communicated between the contact-type
external apparatus 500 and the IC chip 110 is described
below with reference to Fig. 10.

In step 5102, the contact-type external apparatus 500
embeds a contactless-type command message into a contact-
type command message. In other words, a virtual contact-
type command message is generated. In step 5104, the

virtual contact-type command message is transmitted to the

contact-type communication unit 226 in the IC chip 110 in



The nessage relay unit 312 recogni zes that the
acquired nessage is the virtual contact-type command
nmessage containing the contactl ess-type comand
nmessage (step 5108). The contactl ess-type comand
nmessage is extracted fromthe virtual contact-type
command nessage (step 5110), and the extracted
contactl ess-type command nessage is supplied to the
contactl ess-type nessage prggessor 304 (step 5112).
The contactl ess-type nessage processor 304 understands
the acquired contactl ess-type conmand nessage and
rocess .correspondi ng to the nmessage (step

erforns a
th%ﬁ%}?é*%%oco GO eSPBNSE JeRgs © Getgpn
t.h hi t h I it 312 t
un ) 2% GRS IR et ol ik copgana

i r.ed om t cqnt | ess-t ssa ocessor

me g%élg%l s 1 h%ﬁecorﬂrﬁ%p 9% %%é%%leﬁ%el?cng%ﬁgp yar at %0%0 t he
rresf%%gﬁers%'agg n_lellgﬁg{ai%o%'ﬁ' ?gco%pﬁzfegr RGOt hENG i red
nessage to that of ‘the confacf-type reésponse nessaae

medsSi@P H118)s ﬂ%@qp@dn%é&%gﬁ%l&&md HRIRORE

nmessage to the contact-type c nication unit 226
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the contactless-type message processor 304 (step S112).

The contactless-type message processor 304 understands
the acquired contactless-type command message and performs a
process corresponding to the message (step S114), and
supplies a response message as a result of the process to
the message relay unit 312 (step S116). Since the
destination of the response message acquired from the
contactless-type message processor 304 is the contact-type
external apparatus 500, the message relay unit 312 modifies
the format of the message to that of the contact-type
response message (step S5118), and supplies the resulting
response message to the contact-type communication unit 226
(step S120). The destination of the response message is
determined by referencing an identifier of the external
apparatus as the destination of the command message. The

identifier of the external apparatus may be stored in



response nessage to the contact-type externa

apparatus 500 in the contact comrunication (step

S122). The contact-type external apparatus 500

recei ves the response nessage (step S124), and the

process ends. The communi cation process flow of the

virtual contact- type command nessage conmuni cat ed

bet ween the contact-type external apparatus 500 and

the IC chip 110 has been disgtussed. A comruni cation

process flow of a virtual contactless-type command

nmessage conmmuni cated between the contactless-type

ext.ernal a ratus. 700 and, the 1.C chi 10 _is
2 BRILH W erifia Yoy HE, Atapgymessage

0 s-type ternal paratus 70

e e R A Sl FREELy PRI S L message.

ConhBcLbRESTEY e EOMNRRAATRISANR (RLEP22A0Z)an LR PL Eh,

words, a virtual contactless-type conmand nessage Is
resRRRIALRG s $ILR 2 ithe —\CLT'theu a1 eonLAC ta{p 33atYRe 500

conmand nmessage is transmtte 0 the contactfess-type
in GORIMHINGRIIOR dtitiuin 1218 iidh 1@ GORNBCYH €SThe contact-type

conmuni cation. The contactl ess-type conmuni cati on
extdftinta 12 k@ psupphise S dtheedeacrisv @thaVirklspahse message (step

contactl ess-type command nessage to the nessage relay
S12dni,t a3t thet eproS206) entlze nessage relay unit 312

recogni zes that the 48 contactl ess-type comand

nme$kageononhacasibhepecontast fiypeofconmantiroessagentact -

(step 5208). The contact-type command nessage is
typexcoaoked esmagiee opimmundlcacent detvess- tipecontact-type

external apparatus 500 and the IC chip 110 has been
discussed. A communication process flow cf a virtual
contactless-type command message communicated between the
contactless-type external apparatus 700 and the IC chip 110
is described below with reference to Fig. li.

In step 5202, the contactless-type external apparatus
700 embeds a contact-type command message into a
contactless-type command message (step S5202). In other
words, a virtual contactless-type command message is
generated. In step S204, the virtual contactless-type
command message is transmitted to the contactless-type
communication unit 218 in the contactless communication.
The contactless-type communication unit 218 supplies the
received virtual contactless-type command message to the
message relay unit 312 (step $206).

The message relay unit 312 recognizes that the



command nessage (step S210), and the extracted
contact-type conmand nessage is supplied to the
contact-type message processor 302 (step S212). The
contact-type nmessage processor 302 understands the
acqui red contact-type command nessage and perforns a
process corresponding to the nessage (step S214), and
supplies a response nessage indicating the process
result to the nessage relaygunit 312 (step S216).
Since the destination of the response nessage
acquired fromthe contact-type nessage processor 302

I t t I 700, the
ol B irotb e o TS fois s nbesigd vee
t nse
coald hd IR QL' SR 20 e St 1S { Fgmana

nmessage (ste suppl €s

e 218455%%2%%%0*"" e Sés%ﬁ@%c%‘i%”' 8 O

corBAMLAId RN Wiidy, ZL8 ofyr ang i tt?le he rra%%%@%gﬁﬁ%%%{a—%gpe

to the contact]ess- type éxternal apparatus

conEHBGld 288y ABMHIRALIAN teSteR $22d)hct-NPe messa
contactl ess-type external apparatus 700 réceives t e

prd@ERANSSIESSAGS (Step .5224) . The process thus ends.
The commruni cation process flow of the virtua

coThactbasactypgpeoivBRdgEEs580€s686AMBNRCALAdrBELENBEN  he
the - 49 contactl ess-type external apparatus 700 and

acauierddC ahitp i@ yprascheenddinecssged andl predesasl kowrocess

when the nessage relay unit 312 receives a
corgERractdingp ¢ oc dinmane ssegsade tEpodflde , and supplies a
response message indicating the process result to the
message relay unit 312 (step S216). Since the destination
of the response message acquired from the contact-type
messadge processor 302 is the contactless-type external
apparatus 700, the message relay unit 312 changes the
response message to the format of the contactless-type
response message (step S5218), and supplies the resulting
response message to the contactless-type communication unit
218 (step S220).

The contactless-type communication unit 218 transmits
the response message to the contactless-type external
apparatus 700 in the contactless communication (step $222).
The contactless-type external apparatus 700 receives the
response message (step 5224). The process thus ends.

The communication process flow of the virtual

contactless-type command message communicated between the



contact type connunlcatlon uni t 226 IS descrlbed bel ow
wth reference to Fig. 12. In step 5302, the nessage
relay unit 312 receives a contact-type conmand
nmessage fromthe contact-type conmunication unit 226.
The nmessage determ ner 308 of the nessage relay unit
312 references command identification data present in
a predeterm ned portion of the contact-type conmand
nmessage (nore specifically,4dCLA 602 and I NS 604)
(step 5304), and searches the determ nation
information nmenory 306 for the correspondin% connandd
i.dentification dat ste sed on_the conpman
conl P S b PEne AP AR buRGDPRAEHE 7Ot BFfh RAti oF CRIE 110
[ ry.3 the ssa rmner
has % %BHBE Hmﬁgaﬁ Ya %gbc PESgEF§p%g80Wﬁﬁﬁage relay

det erm nes er tne COI’]
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mesSage acquire om the ype €0

con%QbE %gge(§Bﬁﬂu§§g§¥1ohnuﬂﬁge52%0598 ckhg; 8S§gfow with

determ ner 308 determ nes whether the contact

rere@BRBRA-BEF$gge1bS a virtual contact-type connand
nmessage. If it is determned that the contact-type
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message, the nessage relay unit 312 supplies the

contartaeyptypemesnuendssrgeageoihothbecenaphact t{ype
nmessage - 50 processor 302 (step S314). The process

comihuscendsn bhitt2P6.derremnsedatbatictBemcantagbst ypethe

command nessage is a virtual contact-type command
mesgegsagelavhenit 312 references command identification
data present in a predetermined portion of the contact-type
command message (more specifically, CLA 602 and INS 604)
{(step 8304), and searches the determination information
memory 306 for the corresponding command identification data
(step S$306).

Based on the command identification data found in the
determination information memory 306, the message determiner
308 determines whether the contactless-type command message
is contained in the contact-type command message acquired
from the contact-type communication unit 226 (step S308).

In other words, the message determiner 308 determines
whether the contact-type command message is a virtual
contact-type command message. If it is determined that the
contact-type command message is not a virtual contact-type

command message, the message relay unit 312 supplies the

contact-type command message to the contact-type message



message extractor 310 extracts the contactl ess-type
command nessage contained in the contact-type conmand
nessage (step S310). The nessage relay unit 312
supplies the contactl ess- type command nessage to the
contactl ess-type nessage processor 304 (step S312).
The process thus ends. If the virtual contact-type
command nmessage contains a conmand to be processed by
the contact-type nessage progessor 302, the nessage
relay unit 312 supplies, to the contact-type nessage
processor 302, the contact-type command nessage from

Pl Ehy oer 61, ractda, THE BrOCESS ST e fEssage
rebay;nit, 312 Lhat achires, the eontact L ype comyund

message fromthe con ype

I
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12 that acquires a c tTess
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is described belowwth reference to

mes%%%@ B2 aithhke E%S%%%ec%%%%ﬁtu@ybesé%mﬁ%ﬂﬁ'ﬁ%%sﬁge (step
contact| ess-type command nessagée fromt

S3100nt aghkegeskype re0BRURINGRL 39 @ﬂpbﬁé% tE@ecﬁﬁ%@QQess—
determ ner 308 of the nessage relay unit

typeetem@naasn@@mﬁ@@dtbdehblEbﬁ@bb@meséat9p@rﬁé@@bgbn a
predeterm ned portion of the contactless 51 type

proceswand 3fdsSagep(is3a2,) .CDT8@6prosktep B404) enaed 1If the

searches the determ nation information nenory 306 for
virthel comracd-itdeert chbinpanhidomedatge(stbepaB406). command to
be processed by the contact-type message processor 302, the
message relay unit 312 supplies, to the contact-type message
processor 302, the contact-type command message from which
the contactless-type command message has already been
extracted.

The process of the message relay unit 312 that acquires
the contact-type command message from the contact-type
communication unit 226 has been discussed. A process of the
message relay unit 312 that acquires a contactless-type
command message from the contactless-type communication unit
218 is described below with reference to Fig. 13.

In step 5402, the message relay unit 312 acquires a
contactless-type command message from the contactless-type
communication unit 218. The message determiner 308 of the

message relay unit 312 references command identification

data present in a predetermined portion of the contactless-



Based on the command identification data found in the
determ nation information nenory 306, the nessage
determi ner 308 determ nes whether a contact-type
command nessage is contained in the contactl ess-type
command nessage acquired fromthe contactl ess-type
comruni cation unit 218 (step $S408). In other words,
the contactl ess-type command nmessage is a virtua
contactl ess-type command +wessage. If it is determ ned
that the contact-type conmand nessage is not a
virtual contactless-type command nessage, the nessage
el ' uppl i_es tactl ess- e cQ nd
evie B L e R e S et e Sl S S04
4 - r B N R
B s e o I L

corMRIRAGRIdrT 1& 1\HathivAl eent aGiesSulogye conmand
nmessage, the nessage extractor 310 extracts the

coBtaeh- byPeneCoBRRRAdMasagereontabnedath ¥BEnd in the
contactl ess-type conmand nessage (step $S410). The

de R3S aGE i@l ay: faiinat3bd spRireS0d, he neoteathylYRR terminer
conmand nessage to the contact-type nessage processor

308302 testrEmeSA WDt hERe apreeess thhypcerdmmahnid &he sGRfBAE
to be processed by the contactl ess-type nessage
corgradeessam 304 icentantdiened tivpet hemtantuale ssage acquired
contactl ess-type command nessage, the nessage rel ay
fragnittheld ko rsppd liesss - ttypet heorBRinicoattiaot lwesist t3 e (ess@ged08) .
processor 304, the contactless-type conmmand nessage
In fogmrwmiogiilst héheosratectyes scoywandomrssagmessisagebesna

. extracted.
virtual contactless-type command message. If it is

determined that the contact-type command message is not a
virtual contactless-type command message, the message relay
unit 312 supplies the contactless~type command message to
the contactless-type message processor 304 (step S414), and
the process ends.

If it is determined in step 5408 that the contact-type
command message is a virtual contactless-type command
message, the message extractor 310 extracts the contact-type
command message contained in the contactless-type command
message (step 5410). The message relay unit 312 supplies
the contact-type command message to the contact-type message
processor 302 (step S412). The process thus ends. If a
command to be preocessed by the contactless-type message
processor 304 is contained in the virtual contactless-type

command message, the message relay unit 312 supplies, to the



The enbodi nents of the present invention have been

di scussed with reference to the drawi ngs. The present
invention is not limted to the previously described
enbodi nents. It is apparent to those skilled in the
art that various changes and nodifications are
possible in the previously described enbodi nents

wi t hout departing fromthe scope of the present

i nvention. These changes -angk -nodifications fal
within the scope of the present invention. In the
above di scussion, the contact-type nessage processor

coﬁﬁ%%ﬂﬂ@%sg%§§%fé%§% 'eygﬁog%%%%%e3%&9ﬁgé%ggg%égggégggftype

erating he “contact-type
co %F.%Q%s% t%%%ﬁ@%ﬁﬁk%p%h%e%%%Q%CQL%§%%S%Eﬁ%%%db%essage
applicatio software progranms as long as the prografs

hasCaRwnderstandand process nessages different in
structure. 53 Cdains: 1. A sem conductor integrated

Ci rRYI EmBOHMMBLES bRU- ABSSREESW § AvaRt eXheh B been
apparatus in a contact conmunication and/or a

diseonisact Wass cerataineat itenthkhelra$8Myeonduetohbresent
integrated circuit conprising: a contact-type

inveamivni dat nef UAkntitker tacgbkr phevactentagbstypeed
nmessage in the contact communication fromthe

embexiieenals .apfar dsusppareont act tesset yRe1CeaNuAl eaki art
unit for acquiring a contactl ess-type nessage in the

thatomeadbhes sheogwsniacdt modifiomttibesexntrer paksappar ahushe
a contact-type nessage processor for processing the

preganugct- ogperibssagebcdiventactliessutypgepaessagefrom the
processor for processing the contactl ess-type nessage;

scopRdof the present invention. These changes and
modifications fall within the scope of the present invention.

In the above discussion, the contact-type message
processor and the contactless-type message processor are
operating systems., The contact-type message processor and
the contactless-type message processor may be applicatiocon

software programs as long as the programs can understand and

process messages different in structure.



a nmessage relay unit for acquiring the contact-type
nmessage fromthe contact-type communication unit to
supply the contact-type nessage to the contact-type
message processor, and for acquiring the
cont actl ess-type nessage froimthe contactl ess-type
comrmuni cation unit to supply the contactl ess-type
Claimsessage to the contactl ess-type nmessage processor. 2.
The sem conductor integrated circuit according to
claim1, wherein the nessage relay unit conprises a
nmessage determ ner, and wherein the nessage determ ner

1 det er m ne \{\,hetlger {ge co.tactless-b e nessage ..to be
- SBpRPTisaTguster anteeraied . el Commiingalid, JactAgRcu ans extemal
appargtasit & ned comtattheconandracdiiohy pRd/ONESS aghtaaticisi reehrhdirdtation, the

. th . - : Lcati it. 3. Th
semmérécﬁdcgog%%&cr%tgfdy 'fﬁ?'g‘gfﬁn'gll?i'ﬂ%‘cggi :rgﬂi tmlaccor di nget o claim 2,

whesoptatt-type omasageatighe uait foin @lcqGiehe raTicortact-thes efledBge in the
rti.on of the contact-type

ata of . a.predeterm.ned, po
conta%ggwgmgg@hﬁ?r&hq ?’E}ﬁﬁ"?h%’pééﬂt‘%ct -type conmuni cati on
uaicbntavtiessitese chamuaitbiat Lsis fort 34NN Rs 8688ctieSs-type message in
th Coc!%%ai ned in.tttle &onttﬁct-tﬁjai msssag_e. 4. The
© COpEHES AT BIcatine Zgrdne axermal apraraltor ding to clai m 2,
wh eoietact-tyfremesssR@gRote8bovfor protéssingrthd eontactripsid Hessaye;
rressa%et extractor, and wherein the rres&%ge Fxgr act or .
e EPUEEUSSE P WRTSATPI RSP/ 8r REASESHS Hisritoararliess iype message;
and the contact-type nessage acquired fromthe
contact-type conmmuni cation unit. 54 5. The
SEMSERURITor ITRYFaPiRS dne Soriactiven Rifsrepe Gom) tp foptacttype
commuieatizinn ubib eo NEgHHY thy ebatct-ypé tmesyge | BE el cORASIPSe message
deterl:iﬁ:’ﬁer, and V\hﬁ%ei n tﬂ@ nfssa e determ neﬁ
Procesat P 118 AAUFEY e EONAHERTIPR, Hesiaies JGan (he rontactiess-type
commaenipgtioneshittto stibysly tendoatictiéyPperrRBegsR tOIHE E6RAttcsS-type message
contained in the contactl ess-type nessage acquired

Proce$5Pbm t he cont act | ess-type communi cation unit. 6. The
sem conductor integrated circuit according to claimb5,

2. \é\ﬁﬁee;seegﬁcénht&p&gﬁ%&%eﬂ%ﬁ%@[)%q%%ng% (ﬁ%{g ﬂ%vsf'l’erekir? %heedm(e)gsage relay
unit congmisas & Inessadiey peterminer, and

wherein the message determiner determines whether the contactless-type message
to be supplied to the contactless-type message processor is contained in the contact-type
message acquired from the contact-type communication unit.

3. The semiconductor integrated circuit according to claim 2, wherein the message
determiner determines, based on data of a predetermined portion of the contact-type
message acquired from the contact-type communication unit, whether the contactless-type
message is contained in the contact-type message.

4, The semiconductor integrated circuit according to claim 2, wherein the message relay
unit further comprises a message extractor, and

wherein the message extractor extracts the contactless-type message contained in
the contact-type message acquired from the contact-type communication unit.



message acquired fromthe contactl ess-type
comruni cation unit, whether the contact-type nessage
is contained in the contactl ess-type nessage. 7. The
sem conductor integrated circuit according to claimb5,
wherein the nessage relay it further conprises a
nmessage extractor, and wherein the nessage extractor
5. eXbe aehigohdietaramegrated: gineeit Emdig% tdf:cial”rr&ii ,L\mbréiﬂ théessage relay
. contactl ess-type, nessage  acquire romthe
unit oGR8 iE8abg BB RREA e a: o unit. 8. The
sehereonitia ctassagentietgmaheddatérmingst wisatbartdé ognthot-tgpeaamassage to be
. repn th ssage rela unit conprises,a nmessa
suppitil tor % P el 6 HirdsrhS) retfists JE A G m s  cotactiess-ype
messatetsquireeomitied tentadiibes-typatcamhuakatibry peit. ressage  to be
supplied to the contactl ess-type nessage processor is

contained in the contact-type nessage acquired from
6. t ke cemic@utudtyp tiegraeu ndicalt i awoomdmigt to 8ailn detwtigieinehe message

aotorn i’ BERTAIEGe. (B HES LA of BLBBBOTIned RAGTTAPhLR fntactiss-ype
messdgecaauoned dbirethe- donpteestypg _eomﬂqjm:idaﬂd; hh?%hnwhétﬁer the contact-type
t,]. = 1 tion unit. 9. e
messag:;%ﬁ# g‘%ﬂ@ﬁ%‘?@rmgﬁ?@%%gﬁ%% rlpgﬁﬁage'accor ding to claim S8,
wherein the message relay unit further conprises a
T oFi SOReSH S e Bt O S B GBS M PR 4T TSSsage relay
unit futther contriaed a mgzeagesdagoraagui red from t he _
extractin

contact-type communi catiaon unpt, whil t he, .
SBPieray T essrus xtiatin pitholne soar Spg at0a oniayg in the
contastiesstge nasgage achuirbd romt the comattrsbtggscomienication unit.
conmuni cation unit. 10. A nobile nodule conprising a
sem conductor integrated circuit conmunicating
8.  nEsssgeisonductor imtegratedraivalit aqpading tesclaim B wirnéitie message relay
conmuni_cation ?%?/ or a_contactless comunication, the

unit colHSEY A NRSEEYe PRPEYPey 8 circuit conprising: 55 a
cwhdraint the ypessagendoiemaiabr detetmings vbethee iy tormgetidss-type message

to be gﬁ;gc}ligﬁit%&r%eg&%%%%?g—fyglg?mégsggg?pg%%%%%rgig% Iir?e%t ilnotﬂefc%gtrgct-type
messapenangnired fromnthe néanteebtypa caprmnirigation amitt and ldessmirgpevhether the
contacrtr-?yspsear%gsslaae to be supplied to the contact-type message processor is contained in
the contactless-type message acquired from the contactiess-type communication unit.

9. The semiconductor integrated circuit according to claim 8, wherein the message relay
unit further comprises a message extractor, and

wherein the message extractor extracts the contactless-type message contained in
the contact-type message acquired from the contact-type communication unit, while
extracting the contact-type message contained in the contactless-type message acquired
from the contactless-type communication unit.

10. A mobile module comprising a semiconductor integrated circuit communicating
messages with an external apparatus in a contact communication andfor a contactless
communication, the semiconductor integrated circuit comprising:



the contactl ess comuni cation fromthe external
apparatus; a contact-type nmessage processor for
processi ng the contact-type nessage; a
contactl ess-type nessage processor for processing the
contact| ess-type message; “and a nessage relay unit
for acquiring the contact-type nessage fromthe
c® rmoatact-typp ecorcomminatiova tinid rfoumcquiting supphtgcitthge message in the
)it act -t ype nessage
conta&g%@%égrw&ﬁr ?ﬁeag,g%%% éréb%éaq? e contactl ess-type
r@QQatgeﬂefSijypet h@nmunlcahnn Bt farygoguiriog reToontecties otypenintssage in
t ge to the
the coh@ctt?é‘ée o@sriﬁ?caggﬁﬁe% Stég gﬁ&ﬁéﬁ’ S%JEE%@Q
a contact-type message processor for processing the contact-type message;

a contactless-type message processor for processing the contactless-type message;
and

a message refay unit for acquiring the contact-type message from the contact-type
communication uni{ to supply the contact-type message to the contact-type message
processor, and for acquiring the contactless-type message from the contactless-type
communication unit to supply the contactless-type message to the contactless-type message
processor.



