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cards, also known as chip. cards. More particularly, it pertains to
cards that have both a nenory and a 0j204pprocessor to perform
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program nmay be a nonetary transaction programfor a car for a
banki ng application. 2. Description of the Prior Art The general
architecture of an integrated circuit chip contained in the card i s nost
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the reference CPU and it is connec

BACKGROUND OF THE INVENTION

1. Field of the Invention
The invention pertains to portable integrated

circuit cards, also known as chip cards. More
s particularly, it pertains to cards that have both a
memory and a microprocessor to perform application
programg contained in the memory. For example, an
application program may be a monetary transaction
program for a card designed for a banking application.
10
2. Description of the Prior Art
The general arcnitecture of an integrated c¢ircuit
chip contained in the card is most usually of the type
shown in Figure 1. The microprocessor is designated by
15 ‘the reference CPU and it is ccnnected to a linking bus,
which is furthermore counnectad to the memories of the
card. These memories may be of different types and,
most usually[ memories - of different types are present
simultaneously in the ntegrated circuit. In
20 particular, there may be a . read-only memory (ROM)
referenced MSYS to contain in particular the fixead
programs constitutiny the /jeneral operating systems of
the card, a non-volatile memory MU, an electrically
programmable  memorv { EPRON) and possibly an
25 electrically erasable programisable memory (EEPROM) to
contain for example appliécatibn programs and data
elements to be kept from onz: session of use to another,
and finally a volatile working memory (RAM) referenced
MT contzining data elements and portions of programs
30 that are useful during the performance oi the
application programs but are not kept when the card is
not used.
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mgy be ‘of different types and, nost usually, nenories of different types
are present sinultaneously - in the ‘integrated circuit. In
particular, there may be a read-only nenory 2ROV referenced MSYS to
contain in particular the fixed prograns constituting the general
operating systens of the card, a non-volatile nmenory MJ, an electrically
pr ogr ammabl e menory ( EPROV) and possi bly an electrically
erasabl e progranmmbl e nenory (EEPROM to contain for exanple application

prograns and data el eppet sid€edS k&Pt of 0N Sj of use_to.another,
and finally a volatile mnrhinéhﬁ%nnryc%%%%}?r§¥%$in%§§ Mr ESRPYPACRE 1906
el enents and por_tcll&'r%ué:f pFBYr ank®% harFompraicatiene digeneralle series

performance of cowepEpatdais)n BeEgies® buheal @ikfloptRlestitnh thgacang is
input/output terminal I/O0 of the integrated circuit
§ with a view to exchanges with the exterior of the chip
card. The other terminals of the integrated circuit
may, in a standard way, be supply terminals (Vcc, chNp),
a clock terminal (CLK), a reset terminal (RST), etec.
The functions of the terminals present depend on the.

10 communications protocols used,

The general architecture of the integrated circuit
may also comprise safety devices DS.

The different nemories may, under certain
conditions indicated here below, be accessible through |

15 the microprocessor CPU to perform the following
operations: _

- the reading of the contents of a determined
address,
~ writing at a determined address,

20 - the performance, by the microprocessor of the
card, of an instruction contained at a determined
address.

The read-~only memory MSYS may be called a system
memory in view of the basic operation programs that it

25 contains. These are programs that all the application
programs must make vuse of so that the card may
function. This is the central software core of the
card. It is fixed and this is why it is made by means
of a non-modifiable read-only memory technology. The

30 information elements and programs that it contains are
of a confidential type (usually, the manufacturer of
the chip dces not wish the programs of the card
operating system to be known). This memory therefore is
not at all accessible in write modé and it is desirable
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circuit COM for comunications (generally series communi cations)
between the nmnicroprocessor- and an input/output termnal 1/0 of the
integrated circuit with a view to exchanges i th the exterior of the chip
card. The other termnals of the integrated circuit may, in a standard way,
be supply termnals (VCC, G\ND), a clock termnal (CLK), a reset term na
(RST), etc. The functions of the tern1na|s present depend on the
communi cati ons protocols used.

that it should not be accessible in read mode either.
It is of course accessible for the performance of
instructions.

The non-volatile memory MU contains data elements

5 and programs that are modifiable. It may be called a
"user memory" because it contains specific data and
specific programs of an apyilication that concerns the
user. However the data elaments that it contains are
confidential in varying degrees and this is why it is

10 most usually sought to divide this memory into 2zones
with varying degrees of reserved access: these may be
zones that are accessible in write mode but not in read
mode or accessible in read mode but not in write mode
or again zones that are completely accessible or

15 completely inaccessible. Furthermore, certain zones
have to be capable of containing program instructions
that can be performed by the microprocessor of the card
while other 2zones should n.st be capable of containing
such instructions.

20 The working memory MT contains temporary data
elements which may result from the performance of the
programs of the operating system or of the application
programs. As a general rule, all the 2zones of the
working memory are accessible in read mode, write mode

25 or execution.

The different memories of the chip card therefore
require access clearance that is different from one
memory to another.

To check the different access clearances, certain

30 chip card circuits are fitted out with a "“security
matrix": this is a protection circuit that controls
sccess to such and such a zone ¢f a memory as a
function of the operation requested (reading, writing,
performance of an instruction). This circuit rececives
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devi ces DS. The di fferent nMenori es may, under certain conditions
i ndi cated here bel ow, be accessible through the nicroprocessor CPU to
performthe follow ng operations: - the readi ng of the contents of a
determ ned address, - witing at a determ ned address, - the perfornmance,
by the m croprocessor of the card, of an instruction contained at a
determ ned address. The read-only nenory MSYS may be called a system nenory
in view of the basic operation prograns that it contains. These are
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card may and gives a signal to permit or prohibit the
performance of the operation requested.

As a general rule, this security matrix prohibits

s~ access (for a requested operation) throughout the

memory considered, but it is possible to conceive of a

case where this matrix 1is more complicated and

~ prohibits or permits the operation for limited zones of

the memory considered. This is becoming increasingly

10 true with the expansion of the sizes of user memories.

The advantage of such a device is that it prohibits
the reading of an operating system (developed by the
manufacturer of the 'card) by means of an application
program that is being performed in the user nemory MU

15 (a program developed by a manager of an application:
for example a bank in the case of a bank card).
Simiiarly, it is possible to prohibit the reading by
the user of programs developed by the manager of the
application.

20 The safety matrix, when it exists, has the drawback
of being fixed once and for all. If this were not the
case, there ' would be the 1risk that the access
prohibition that it sets up might be evaded.

It will be noted that there is no zone, in the

25 working memory MT, reserved for the requirements of the
operating systems and no 2zone reserved for the
requirements of the application programs: the working
memory contains mixed data elements coming from both
types of program. This is a drawback for the safety of

30 the data elements of the operating system.

Furthermore, circuits not fitted out with a safety
metrix are f£limsy against ill-intentioncd encroachrent.
The reading of the contents of the read-only memory

{operating sysiem) can be done before the step of the
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this is why it is nade by means of a non-nodifiable read-only nmenory

t échnol ogy. The information el ements and prograns that it contains are of a
confidential type (usually, -the manufacturers of the chip does not w sh the
prograns of the card operating systemto be known). This menory therefore
Is not at all accessible in wite node and it is desirabl e REPLACEMENT
SHEET 3 that it should not be accessible in read node either. It is of
course accessible for the performance of instructions.

customization of the card with personal application
data elements if major precautions have not been taken.
For it is enough, at this stage, to place a program in
the user memory for the methodical reading of the
contents of the read-only memory and for the transfer
of these contents out of the circuit.

(7.

At present, the operating systems form a set of
processing operations that are dedicated to certain
applications (for example banking cards or

10 radiotelephone cards) and have the function of
facilitating the development as well as the performance
of specific application programs. The designers of
these application progranms (who are increasingly
numerous) have increasingly stringent requirements as

) regards the functions of the card. It is then necessary
to develop the desired functions around a fixed
operating system. These functions are placed in a user
memory. The programs that provide these functions are
functional additions to the basic system and must nhot

20 interfere with the structures of data elements nanaged
by the operating systemn.

Specific developments in the future will probably
require the increasingiy greater flexibility of
operating systems, a clear distinction between

25 operating systems and application programs and the
adaptable and efficient protection of the programs and
of the data elements proper to each program.

SUMMARY OF THE IYNVENTION
30 In general, the invention is aimed at proposing

microprocesscr-~based memory cards well secured against
uncesirable attempts to access certain parts of the
memory, and high flexibility in the management of this

security.

(TR
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modi fiable. It may be called a "user nenory" because it contains specific
data and specific prograns of an application that concerns the user.
However the data elenents that it contains are confidential in varying
degrees and this is why it is nost usually sought to divide this nenory
into zones wth varying degrees of reserved access: these may be zones that
are accessible-in wite node but not in read node or accessible in read
node but not in wite node or again zones that are conpletely accessible or

conpletely inaccessibjeg. cf#”ﬂﬁ:"ﬂﬂ%ﬁoreceﬁotea' @mﬂtgﬂgﬁgggveF%o REagaPagke

of cont ai ni ng program instructions that .can be pe
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cont ai ni ng such modiiﬁﬁbaamsn of these microcircuits for modifications
made in a circuit entail substantial manufacturing
5 costs.

According to the invention, there is proposed a
microprocessor-based memory card comprising at least
one system read-only memory containing programs of an
operating system and a non-veolatile user memory

10 containing data elements and programs pertaining to at
least one application of the memory card, wherein the
read-only memory or the user memory comprises an
interpreter program to carry out the memory access
instructions of the application programs, wherein for

15 this purpose the instructions for access to any address
of one of the memories of the card, these instructions
being present in an application program of the user
memory, are of a type that can be interpreted and that
are not directly performable, and are capable of

20 activating the performance, by the interpreter, of an
interpretation subprogram comprising: the examination
of a checking zone in the user memory, this zone
defining the clearances £for access to the different
memories, a comparison between the access instruction

25 requested for a specified address and the corresponding
clearance given in the checking zone and performance of
the access instruction only if the clearance exists for
the type of access 7required and for the address
requested.

30 Certain instructions of the operating system itself
could be interpreted by the interpreter program.

In short therefore, a prograi called &
interpreter, preferably in the read-only memory but
possibly in the user memory, obligatorily interpreis
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froamthe performance of the prograns of the operating systemor of the
application prograns. As a general rule, _all the zones of the working
nenory are accessible in read node, wite nbde or execution. The different
menories of the chip card therefore require access clearance that is
different fromone nenory to another. To check the different access
cl earances, certain chip card circuits are fitted out with a "security
matrix": this is a protection circuit that controls access to such and such

a zone of a nemihée adnathrwRdsion: oiépg-heaeagggtiw ragques,{eq;_j,r(yr eE%B%SEME

writing, perforqange ofoapLOSLiuetl o, Tohge Clqul o1 PEel Ve, REPLACENENT

SHEET gram
cannot access these addresses without a check performed
by the interpreter program.

5 The result thereof is that the read access to the
programs will be very easily protected: the interpreter
can easily prohibit the writing, in the checking zone,
of clearances for access to system memory zones.

Furthermore, the application programs coula

10 themselves protect their cperation so that, if several
application programs are present, memory zones could be
reserved for them so that there is no interference
between the different programs, whether it is in read
mode or write mode or during performance.

15 Consequently, the invention also proposes a method
of operation of a microprocessor-based memory card to
carry out application programs contained in a user
memory by using the operating system programs contained
in a system read-only memory, wherein any instruction

20 for access to a memory of the card, said instruction
being contained in an application program in a user
memory, 1s interpreted by ar. interpretation subprogram
contained in the read-only memory of the system (or
possibly in a user memory), this subprogram performing

25 an access check according %o the requested instruction,
on the basis of the access clearance data elements
contained at least partly in a reserved zone of the
user memory.

The advantages of the invention include the

30 possibility of enabling a sharing of the menory
resources amond several memory-resident programs
(performed in one and the sane session), this sharing
being perfectly controlled by the interpreter program.
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peration has to be perfornmed and

the performance of the

this security matrix prohibits

the nenory considered, but it
matrix 1S nore
limted zones of

the nenory considered. This is becom ng increasingly true with the

expansi on of the sizes of user
that it prohibits

Menori es.

The advantage of such a device is
BRIEF DESCRIPTION OF THE DRAWINGS

Other features and advantages of the invention
shall appear from the reading of the following detailed

description,
5 drawings,
-~ Figure 1,

made
of which:

with

already described,

reference to

the appended

shows the general

structure of an integrated circuit of a microprocessor-

based memory card;

- Figure 2 shows the general organization of the

10 memories in an

invention;
-~ Figure 3

exemplary

shows

implementation of the

access clearance table

contained in the reserved zone of the user memory.

15 MORE DETAILED DESCRIPTION

The difference between a instruction capable of

being performed and. an

instruction capable of being

interpreted may be recalled. The instruction capable of

being performed

20 microprocessor.
circuits and

instruction

instruction guided by
just like a processor,

25 decodes it
program

and
can

perform

is a

registers
capable of

then

logic
It directly
of the

an

performs
these

the
different
The
interpreted is an

given to
the
microprocessor.

code
controls

being
interpreter program which,

reads the current instruction,

it.
three

The
actions on

interpreter
all

instructions in a language that is capable of being

interpreted.

According to the invention,

it will be seen that

30 the application programs present in the non-volatile

user memory are written in a language capable of being

interpreted,

the

interpreter

system read-only memory.

being preferably in the
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card) by neans of an application programthat is being performed in the
user nenory MJ (a program devel oped by a manager of an application: for
exanple a bank in the case of a bank @&ard). Sinmlarly, it is
possible to prohibit the reading by the user of prograns devel oped by the
manager of the application. The safety matrix, when it exists, has the
drawback of being fixed once and for all. If this were not the case, there
woul d be the risk that the access prohibition that it sets up m ght be

evaded. It will be notggd, thaj,. ;?erﬁtégpngnzogge I g %Hgﬁgwggfﬁanpqugy éﬂé

reserved for the requirenments o erating
reserved for thEnyeghieRngiansisits hefapphe cAgioh 1r35r3(9§"rran§°rt heagbr kiser

program, of the access zones to be checked. For
example, this program will have the possibility of
5 accessing certain memory zones in read mode, certain
other memory zones in write mode and then again certain
other memory 2zones in performance mode. Thus, for this
program, a sort of "security matrix" is set up. However
this matrix is not at a.il fixed and is not physically

10 present except in the form of a reserved memory zone in
the user memory. The contents of thie 20ne are
modifiable but the zone is, in principle, at a fixed
location.

The user memory will therefore have, firstly,

15 application program zones and, secondly, a reserved
access checking zone.

When the application program is 1loaded into the
user memory (with recording in an EPROM or EEPROM type
of non-volatile memory), the loading will of course be

20 done by means of the operating system.

A loading program is therefore provided in the
operating system. In praétice it is a 1loading and
unloading program since it may be necessary also to
eliminate old programs that are no longer useful (for

25 example to replace one version of an application by an
updated version).

The loading program has the following functions:

- the writing of the application program in a user
memory 2zone,

30 ~ and the writing, in the reserved access checking
zone, of information elements pertaining to the
different access clearancss desired during the
performance of the loaded application program.
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is a drawback for the safety of the data elenents of the operating system
Furthernore, circuits not fitted out with a safety matrix are flinsy

against ill-intentioned encroachnment. The rédding of the contents of the
read-only nmenory (operating systen) can be done before the step of the
[err] 5 custom zation of the card with personal application data

el enents if nmjor precautions have not been taken. For it is enough, at
this stage, to place a programin the user nenory for the nethodi cal

reading of the The contents of this access zone depend partly on
the loaded application program: depending on the neceds
of this program, various access clearances may be set
up. However, it also depends on the operating system:
s there 1is no question of the application program
indicating that it needs to read or write in the memory
systen.
Since the loading program forms part of the read-
only memory operating system, it will be understood
10  that this program will itself set up the highest-level
prohibitions: absolute prohibition against the reading
of the contents of the operating system memory,
prohibition against writing in the reserved zone itself
except during the progress of the loading or unloading
15 program (this progress being identified by the state of
the ordinal counter of the operating system and this
state possibly forming one of the constituent elements
of access clearance).
The activation of the ocading or unloading program
20 is preferably made conditirnal upon the presenting of a
secret entitlement c¢ode that gives clearance for its
implementation. The code is checked by means of a
routine of the operating system in the read-only
MEemory.
25 The loading prodram therefore writes the
" application program 1n the program zones of the user
memory and the access clearances in a reserved zone of
this same memory. The unloading program erases the
program zones and modifies the contents of the reserved
30 zone.
The reserved zone is preferably a specific location
of the usér"memory, which is aliways the saune leocation
since it is the fixed operating system of the card that
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contents of the read- only nmenory and for the transfer of these contents out

of the circuit. At present, the operating systens forma set of processing
operations that are dedicated to certain app.ications (for exanpl e
banki ng cards or radi ot el ephone cardsv and have the function
of facilitating the devel opnent as well as the performance of specific
application prograns. The designers of these application prograns
(who. are i ncreasi ngly numerous) have increasingly stringent requirenents
as regards the functions of the card. It is then necessary to devel op the
desired functi On&mﬁeﬁwulﬂdoﬁ fﬂhéﬁd dperiag i agdswaaemitﬁwemqtmciisorm aorler

Funot1 onal -add t iGhet SR HE.TE SHBlie HHE ABAAT SRR 100 Wt h the
structures of data elgﬁgntgcqaﬁag@ﬂearances installed in this reserved
zone may be grouped together as a function of the
5 programs that require access checks. For example, it is
possible to encounter the following clearances
successively, in the reserved zone: Clearances
pertaining to the operating system and then those
pertaining to a first application program PGl, and then
10 those pertaining to a second application program PG2,
etc.

Figure 2 shows. the general organization of the
memories of the card. By way of examples, this Figure
shows various zones such as a zone Z1 and a zone Z2 in

15 the working memory MT. In the user memory MU, there is
shown a reserved 2zone 2ZR, 2zones containing application
programs ZPGl, 2ZPG2, 2PG3 and various other 2ones, for
example 23, 24. ©inally, in the read-only memory
(designated by ROM) there is a zone 25¥S for the

20 operating systém and other read-only memory zones such
as a zonhe 25.

Figure 3 exemplifies the general structure of the
reserved zone, in relation to the memory zones defined
in the previous figure. The different memories are

25 shown in rows: MSY¥S for the system read—-only memory, MU
for the user memory, MT for the working memory. The
various programs concerned are shown in columns: SYS,
INTERPRETER for the operating system, incluéing the
loading and unloading programs and the programs for the

30 interpretation of the access instructions, PGl, PG2,
PG3 for the different application programs. Finally, in
the tablé at the irterssection of a row and a column,
the cleared access is shown in the form of a nature of

clearcd access (L for reading, P for writing, X for the
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by‘the‘pperatlng system Specific JE # 73 probébly

vel opnents in the future w
require t he i ncreasingly . greater flexibility of operating
syst ens, a clear di stinction bet ween gperating systens and

application prograns and t he adaptabl e and eflfi ci ent protection of the
prograns and of the data el enents proper to each program SUMVARY OF THE

| NVENTION I n general, the invention is ainmed at proposing

m croprocessor - based nenory cards well secured agai nst undesirable attenpts
to access certain parts of the nenory, and high flexibility in the

managenment of thi peygommante REPLAGVENEtIIRE) [#id] one (or more) zones
_for which this nature of access is cleared during the
progress of a determined program.
For example, (L,E)/23 at the intersection of <the
5 row MU and the column PGl means that, during the
performance of the program PGl, the zone 23 of the user
memory 1is accessible in read and write modes. The
indication (L,E)/MU at the intersection of the row MU
and the column SYS means that, for the performance of
JO the programs of the system, the entire user memory MU
is accessible in read mode and in write mode. It will
be understood that the table in this Figure 3 could be
far more detailed and complicated than in the simple
example given. For . example, the column S¥S could be
15 divided into several columns with different forms of
access: it could be the case that access in write mode
in the reserved zone ZR will be allowed only for the
performance of the loading/unloading programs contained
in only one part of the ROM.
20 The program PGl, whose performance is initiated by
the system, may for example read and write in the zones
21 and 23 of the RAM and of the memory MU respectively
and it may directly <carry out the instructions
contained in the zone 25 of the ROM. This zone 25
25 contains, for example, various routines placed at the
disposal of the application programs (communications
routines, various algorithmé, etc.). Access to these
routines = is entirely —controlled by the access
instructions interpreter contained in the ROM, by means
30 of the indications given in the reserved zone Z2R.
It will be noted that the access table may work
transitively, i.e. if the prégram PGl has clearance to
perform the program PG2, he:,‘;;it;e clearance (¥X) to carry

out all the instructions contained in the program zone
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6 1t can fUrt hernore be I mpl emen teJ %y means of existing mcrocircuits

W t hout any physi cal nodification of these mcrocircuits for
nmodi'fications made in a circuit entail substantial nmanufacturing costs.
According to the invention, there is proposedt a m croprocessor-based nmenory
card conprising at |east one systemread-only nenory containing prograns of
an operating systemand a non-vol atile user nenory containing data el enents
and prograns pertaining to at |east one application of the nmenory card,
wherein the read-only nenory or the user nmenory conprises an interpreter
programto carry pgg tdiielenmehyg acewtSSol of the interpreter then, when

carrying out these instructions, it has the same access
clearances as the program FPG2.

The access instructions interpreter, which forms

5 part of the operating system and uses the contents of
the reserved zone, constitutes a software interface
between the application progréms and the hardware that
cannot be evaded. It is therefore possible to achieve
total control over all access in reading, writing and

10 performance for all the parts of the memory (ROM, non-
volatile memory or volatile memory).

The application programs and above all those of the
program instructions which are memory access
instructions are prepared in an interpretable language

15 whose instructions are somewhat similar to those of the
microprocessor.

At each access instruction in read or write mode,
the interpreter takes position in the reserved zone. It
scans the values of this zone by checking the wvalidity

20 of access for the instruction being performed and for
the program considered. Should there be an attempt at
unauthorized access, the interpreter sets up error
instructions whose function (error indication, message,
locking of operation and elimination of entitlement,

25 etc.) may vary as a functionﬁéﬁ the seriousness of the
attempted infringement. R

It may be noted that the 1nterpreter takes account
of the indications:of indirect branch access to an
address possibly implied by the access instruction

30 regquested. Furthermore, the interpreter is preferably
designed so as to detect any non-performable code. If
it finds &a non-performable code it may, as a
precautionary measure, stop the performance of the
program in procrpqs. '
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instrugtions of the application prograns, wherein for this purpose the
i nstructions for access to any address of one of the nenories of the card,
t hese instructions being present in an appliggtion program of the user
menory, are of a type that can be interpreted and that are not directly
performabl e, and are capabl e of activating the performance, by the
interpreter, of an interpretation subprogram conprising: the exam nation of
a checking zone in the user nenory, this zone defining the clearances for
access to the different nenories, a conparison between the access
i nstruction requested The fodpewihgekxadlesswahl tphrovddier eEpon@di nglearer
clearance given ipfnhhestRAALhH0 JPNEHENT ?fﬁé?gi@&c%f)f hg@éh%ﬁ%%%ion £
instruction only X ear ance eX|sts or t % ccess required
and for the addreggeré@ygggé@n. It is assumed tha the requested access

instruction is an instruction for the transfer, towards
5 a pseudo-register RO, of a two-byte word, the first
byte of which is indicated in the memory space by
another pseudo-register R7. The mnemonic code of this
instruction could be for example: MOV.W(R7), RO.
Let us assume that the contents of the register R7
10 consist of an address 1000. The word to be transferred
is therefore the word formed by the combination of the
bytes contained at the addresses 1000 and 1001 of the
memory. These addresses correspond, for example, to a
portion of the user memory but this nemory could be the
15 read—-only memory or the working memory.
The instruction MOV capable of being interpreted
then points towards a routine of the interpreter at a
predetermined address of the read-only memory MSYS.
This routine is a routine of performable instructions.
20 It starts by exploring the reserved memory zone ZR to
ascertain if the access in reading mode to the
addresses 1000 and 1001 1s permitted for the program
being performed. If this is the case, it performs the
task by placing the word that has been read in the
25 pseudo-register RO. If not, it interrupts the progress
of the instruction. The operations that must follow in
the event of an interruption are pre-programmed in the
system memory. They may consist of error messages and
messages for a return to other routines.
30 another example may be given: the reguested access
instruction is an instruction for the transfer, towards
a memory address indicated by a pseudo-register RO, of
a two-byte word, the first byte of which is indicated

—_—
-_—
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Cefialn | hstructions of the operating systemitself could be |nterpretea

t he |nterpreter program In short t herefore, a program called
an'interpreter, preferably in the read- onIy ﬁgnory but possibly in the user
menory, obligatorily interprets [err] instructions for access
to any nenory (system user, working nenDry) so that the application
program cannot access these addresses wi thout a check perfornmed by the
~interpreter program The result thereof is that the read access to the
_prograns will be very easily protected: the interpreter

by the pseudo-register R7. The mnemonic code of this .
instruction could be for example: MOV.W(R7), RO.

If the contents of the register R7 consist of an
address 1000, the word to be transferred is again the

5 word formed by the combination of the bytes contained
at the addresses 1000 and 21001 of the memory. The
interpreter ascertains, as here above, that the access
in reading mode is permitted for the addresses 1000 and
1001 for the program performed. However, it also

10 ascertains that the address contained in the register
RO is an address cleared in write mode.

For the efficient operation of the method, it will
be understood that it is desirable that the interpreter
should at all times know whether it is performing an

15 application program (and in principle it should even
know which is the program that is specifically being
performed) or the loading/unloading program which alone
is entitled to carry out a recording in the reserved
zone. _

20 The reading of the ordinal counter of the
microprocessor should make it possible to determine the
program in progress. For example, wWhen the state of the
ordinal counter corresponds to the performance of the
loading program, all the addresses of the user memory

25 are made accessible, enabling a writing of a program in
this memory and a writing of access data elements in
the reserved zone ZR.

The reserved zone may contain “applications program
loading address’ type information elements, namely

30 information elements of the type pertaining to the
address of the first instruction of this program. It
may a2lso contain a data element on the length (number
of instructions) of the prodgranm.
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can easily prohibit the witing, in the checking zone, of clearances for

access to system nenory zones. Furthernore, the application progr ams
coul d thensel ves protect the|r operation so wat, i f several application
prograns are- present, nmenory zones could be'Yeserved for them so that
there is no interference between the different progranms, whether it is in
read node or wite node or during performance. Consequently, the invention
al so proposes a nethod of operation of a m croprocessor-based nenory card
to carry out application prograns contained in a user nenory by using the
operating system progrewesn cconai tiezl statemyrst e perziminy tenpoyes Wsabla
any instruction fB q:%&%s%{gqlaalﬁmmr)fe%f tt'{grﬁaé danaa IJflgﬁlmr 1 on e| ng
contained in an ap%l icatl min a User s |nterg}eete'8°

i nterpretation Su)gp’pggaé;w, the loading program, by means of which the

reserved 2zone will be updated, ascertains that <the

5 zones declared to be accessible by the application
program do not comprise the reserved 2zone itself.
Failing this, it would still be possible to read or
modify the contents of this zone by means of an
application program.

10 During the updating of the reserved 2zone, it is
possible to envisage the checking of the contents of
the statements given by the authority (the one that
manages the 1loading of application programs) to
prohibit interactions among different application

15 programs.

In this case, it is the interpreter that carries
out a complete check of the contents of the reserved
zone when it is updated. It is furthermore desirable to
get the authority in charge of this to manage the

20 loading of all the application programs.

Finally, it is possible to conceive of a case where
the reserved 2zone also contains indications other than
those pertaining to access to one memory space or
another. For example, this zone may contain information

25 elements pertaining to hardware type programn
interruptions. Thus, for e¢xample, the program PGl may
be interrupted by the hardware interruptions I1 and I2
but not by other types of interruptions. It " will be
understood that the flexibility of operation of the

30 application programs will be further increased. It is
not obligatory to provide routinely for the same
hardwares interruvptions for all the application

programs.
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contalned in the read- only menory of the system (or possibly in a user

nennry) this subprogram perform ng an access check according to the
requested instruction, on the basis of the a?gess cl earance data el enents
cont ai ned at | east partly in a reserved zone of the user nenory. The
advantages of the invention include the possibility of enabling a
sharing of the nenory resources anong sever al menor y-resi dent
prograns (perforned in one and the same session), this sharing being
perfectly controlled by the interpreter program REPLACEMENT SHEET [err]
If the interpreter contains low-level program

routines, it is possible to conceive of a situation

where the reserved 2zone contains information elements

on the routines whose use is permitted and the routines
5 whose use is not permitted.

Naturally, it is possible to £ill the reserved zone
by specifying the memory zones cleared for one type of
access or another or on the contrary by specifying the
prohibited zones.
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BRPEEBESCRI PTTON O THE DRAW NGS Ot her features and advant ages of the

i nventi‘on shall appear fromthe reading of the follow ng detail ed
description, nade with reference to the appery ed drawi ngs, of which: -

Figure 1, already described, ‘s shows the general” structure of an integrated

circuit of a n1croprocessor- based nenDry card; - Figure 2 shows the

gener al organl “mmﬁ Mm ‘E‘“‘Drl es an exerrpl ary I npl enent ati on
of the |nvent shows access cl earance tabl e
contained in thé résetved Foné of the user menory. MORE DETAI LED

DESCRI PTI ON The difference between a instruction capable of being performed
and an instruction capable of being WHAT 1S CLAIMED IS:

1. A microprocessor-based memory card comprising at
least one system read-only memory (MSYS) containing
programs of an operating system, and a non-volatile
user memory (MU) containing data elements and programs

5 pertaining to at least one application of the memory
card, wherein the read-only memory or the user memory
contains an interpreter program to carry out the memory
access instructions of the application prograns,
wherein for this purpose the instructions for access to

10 any address of one of the memories of the card, these
instructions being present in an application program of
the user memory, are of a type that can be interpreted
and are not directly performable, and are capable of
activating the performance, by the interpreter, of an

15 interpretation subprogram comprising: the examination
of a checking zone (ZR) in the user memory, this zone
defining the c¢learances for access to the different
memories, a comparison between the access instruction
reguested for a specified address and the corresponding

20 clearance given in the checking zone (2R) and the
performance of the access instruction only if the
clearance exists for the type of access required and
for the address requested,

25 2. A memory card according to claim 1, wherein the
checking zone contains distinct access clearances for
several different zones within each memory.

3. A nmemory card according to one of the claims 1
30 and 2, wherein the operating system contains a program
for the loading of application programs, this program
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is a. logic code given to the microprocessor. It directly controls the
different cireuirtsand registers of the nicroprocessor. The instruction
capabl e of bgj ' _ ‘”“l d is an instddction gui ded by an
I nterpreter prﬁ“@mm—““ﬂmﬂﬂﬁ li ke a processor, reads the current
I nstruction, deeodes ti1tt &nd* then perfornms it. The interpreter
program can performthese three actions on all instructions in a |anguage
that is capable of being interpreted. According to the invention, it wll
be seen that the applihgatcapaplegréfs mféas?ﬂ:tbiﬂimgt,heiaontﬁgl gaggﬁ USEhory
menory are wittengj an ge o] eing interpreted, the !
i nterpreter being B?g?g?gblgﬂgn F%%nggﬁenffggh-oﬂé;rﬁﬂnﬂﬁw applications

program and of the wr'cing, in the checking zone (2R),

of the data elements repre:senting access clearances to

s the different memories during the performance of the
application program.

4. A memory card according to one of the foregoing
claims, wherein tl:s clesnrances for access comprise
10 clearances for reading, wsiting and/or performance.

5. A memory card accordir,y to any of the foregoing
claims, wherein the. =.ecarar.e data elements contained
in the checking zone inclvie a prohibition to write in

15 the reserved 2one dur’ng the performance of an
applications program present .n the user nemory.

- 6. A method of cperation of a microprocessor-based
memory caxd to cary out application programs (PG1,

20 PG2, PG3) .contained in a user memory (MU) by using tha
operating system prrograns (SYS) contained in a systen
read-only memory (MSYS', whevein any instruction for
access to a memory (™7 ¥S, U, MT) of the card, said
instruction being cocataine’ in an application program

25 in a user memory (My), is interpreted by an
interpretation subprogram cc.atained in the read-only
memory of the system (MSYS) or in the user memory, this
subprogram performing an a.cess check according to the
requested instructi . n, or. the basis of the access

30 clearance data elemelits c.ontained at least partly in a
reserved zone (ZR) ~f t).2 user nmemory, the subprogram
then effecting the wccass on'y if the clearance data
elements comprise an --cess :learance corresponding to.
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REPISACEIVERT: SREEFIPEHPY o THELOTSEIN step in the inplenentation of
the i mvention consists of the definition, for each user program of the
access zones fﬁr‘b“_ﬂTe'cE'e_a"For exarrpl &g this programw |l have the

possibility of “aﬂmﬁm menory zones in read node, certain other
menory zones in mm\m hen agai n certain ot her menory zones in
per f ormance node tiust, ffor Sthi's program a sort of "security matrix" is

set up. However this matrix is not at all fixed and is not physically

present except in the formof a reserved nenory zone in
the type of access requested and to the address

reguested.

7. & method according to claim 1, wherein an

5 application program is loaded into the user memory

outside the checking zone by means of a loading program

contained in the system read-only memory, and wherein

the data elements of the checking zZone are modified on

the basis of the loading program for the inclusion

10 therein of the clearance data elements pertaining to
the application program.

8. A method according to claim 7, wherein the

loading program is designed to prevent the recording,

15 in the checking zone, of data elements authorizing an

operation of writing in the checking zone during the

performance of an application program loaded into the
user memory.

—__’_‘_'__‘____'___'—-——
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Fare énieranend?yt 199798 *Tontents of this zone are nodifiable but the zone is,

in prirhciple, at a fixed |location. The user nenory will therefore have,
firstly, application program zones and, secgndly, a reserved access
checki ng zone. Wen the application progran?lis | oaded into the user nenory
(with recording in an EPROM or EEPROM type of non-volatile nmenory), the

| oading will of course be done by neans of the operating system A |oading
programis therefore provided in the operating system In practice it is a
| oadi ng and unl oadi ng program since it nmay be necessary also to elimnate
old prograns that are no | onger useful (for exanple to replace one version

of an application by an updat edABSTRACTE) OF THE DISCLOSURE

The disclosure relates to memory cards,
Microprocessor-based cards use application programs
contained in a non-volatile user memory (MU), under the
control of an operating system in a read=-only memory
(MSYS). To provide flexibility and security of access
to the various memory 2zones without using a specific
rigidly fixed circuitry, it is proposed that the memory
access instructions of the application programs (PG1,
PG2, PG3) should ke interpreted and not performed
directly. The interpreter is in the read-only memory
(MSYS) or in the user memory and it carries out an
access instruction as follows: it explores a reserved
zone (ZR) of the user memory to find out if the
requested access (access for reading, writing or
performance) is cleared for the requested address. It
performs the instruction only if the clearance is
present. The reserved zone (ZR) which contains these
clearances is updated during the writing, in the user
memory, of a new application program. The updating can
be done only by the operating system.

e
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Frs §63dRg’ Frogram has the f ol 1-ow ﬁ%“'%‘fﬂncé*ﬂ*%"ns - the witing of the

appli ¢ation programin a user nenory:zone,” -:-and the witing, in the
reserved access checking zone, of information elenments pertaining to
the different access cl earances desired during t he performance of
t he | oaded application program [err] 10 The contents of this access
zone depend partly on the | oaded applicatq?ﬁ:progran1 dependi ng on the
needs of this program various access cleafances my be set up. However, it

al so depends on the operating system
FlG-—1 rCOM_

GND o RTT 1/0
VPP _ (LK
vee | \cpu |
ROM EEPROM -RAM
lMSYS 'lMU ‘ l‘sT los
MSYS{ROM) ~ MU{(EEPROM) MT{RAM)
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PR ETE % no qd%stlg% of the application programindicating that it needs to

readior wite in the menory system Since the |oading programforns part of
the read- only nenory operating system it will be understood that this
programwi ||l itself set up the highest-level prohibitions: absolute
prohi bition against the reading of the contents of the operating system
menory, prohibition against witing in ggggaeserved zone itself except
during the progress of the | oading or ing program (this progress
being identified by the state of the ordinal counter of the operating
systemand this state possibly form ng one of the constituent el enents of
access cl earance). The activation of F:'Eo?i ng or unloading programis

nt

preferably made conditional upon the ng of a
SYS+
INTERPRETER PG1 PG2 PG3
MSYS
(ROM) X/ MSYS X/z5 X/z5 | X/z5
M | ' -
(EFPROMY LE/Mu LE/Z3 | LE[Zk
Ml LE/MT LE/z1 | LEfz2 | LE/22
(RAM) ' ' ' _'
ﬁh_‘~Mq~‘__‘~“~“~hs
This Sh
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secret entitlenent code that gives clearance for its inplenentation. L i andkaidd
code is, checked by neans of a routine of the operating system-in the
~read-onl'y nenory. The | oadi ng program therefore wites t he
appiication programin the programzones of the user nenory and the access

- clearances in a reserved zone of this same nenory. The unl oadi ng program
erases the program zones and nodifies the contents of the reserved zone.

The reserved zone is preferably a specific |ocation of the user nenory,

which is always the samg locarion SLREE werhiohS oFNBpERKGIoRPEr i ng system

of the card that [err]

BACKGROUND OF THE INVENTION
1. Field of the Invention
The invention pertains to portable integrated

circuit cards, also known as chip cards. More
particularly, it pertains to cards that have both a
memory and a microprocessor to perform application
programs contained in the memory. For example, an
application pr_ograin may be a monetary transaction
program for a card designed for a banking application.

2. Description of the Prior Art
The general architecture of an integrated circuit

chip contained in the card is most usually of the type
shown in Figure 1. The microprocessor is designated by
the reference CPU and it is connected to a linking bus,
which is furthermore connected to the memories of the
card. These memories may be of different types and,
most usually, memories of different tYpes are present
simultaneously in the integrated circuit. In
particular, there may be a read-only memory (ROM)
referenced MSYS to contain in particular the fixed
programs constitutincj the general operating systems of
the card, a non-volatile memory MU, an electrically
programmable memory (EPROM) and possibly ~ an
electrically erasable programmable memory (EEPROM) to
contain for example application programs and data
‘elements to be kept from one session of use to another,
and finally a veolatile working memory (RAM) referenced
MT containing data elements and portions of programs
that are useful during the performance of the

application programs but are not kept when the card 1is

not used. REPLACEMENT SHEETS SG
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.must- know where it is and what its length is in order to be capabl e of
explorikng it during use. The access clearances installed in this reserved
zone nmay be grouped together as a function of the prograns that require
access checks. For exanple, it is possible to encount er t he

fol |l ow ng cl earances successively, in the reserved zone:

cl earances pertaining to the operatng. system and then those
pertaining to a first application program PGL, and then those pertaining to
a second application program P&, etc. Figure 2 shows the general

organi zation of Ghg ”H‘ﬁééleétéﬁ Ehecaatd.a B WRY%sOfa exanmhiAscat ibfisFi gure
shows various zones such as a zone Zl and a zone 72 in the working memory

e Ki n
MI. In the $S&cUidhor fOMU, fdfer ecpgmunications — (generally = serl
communications) between the microprodessor and an

input/output terminal I/O of the integrated circuit

with a view to exchanges with the exterior of the chip

card. The other terminals of the integrated circuit
may, in a standard way, be supply terminals (VCC, GND),

a clock terminal (CLK), a reset terminal (RST), etc.

The functions of the terminals present depend on the

communications protocols used.

The general architecture of the integrated circuit
may also comprise safety.devicés DS.

The different memories may, under certain
conditions indicated here beiow, be accessible through
the microprocessor CPU to perform the following
operations:

- the reading of the contents of a determined
address,

- writing at a determined address,

- the performance, by the midroprocessor of the
card, of an instruction contained at a determined
address. _ -

The read-only memory MSYS may be called a system
memory in view of the basic operation programs that it
contains. These are programs that all the application
programs must make use of 'so that the card may
function. This is the central software core of the
card. It is fixed and this is why it is made by means
of a non-modifiable read-only memory technology. The
information elements and programs that it contains are
of a confidential type (usually, the manufacturer 'of
the chip does not wish the programs of the card
operating system to be known). This memory therefore.is
not at all accessible in write mode and it is desirable

REPLACEMENT SHEET
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showi a reserved zone ZR, zones containing application prograns ZPGlL, ZPQ&,
ZPG& and various other zones, for exanple Z3, Z4. Finally, in the read-only
nmenory (designated by ROM there is a zone ZSYS for the operating
syst'em and ot her read-only nenory zones such as a zone Z5. Figure 3
exenplifies the general structure of the reserved zone, in relation to the
menory zones defined in the previous fgpure. The different nenories are
shown in rows: MSYS for the systemread-only nenory, MJ for the user

menory, MI for the working nenory. The various prograns concerned are shown

in colums: 358 {NTERBREAERJtOrpd hgceRekabiiRg Sysiesn ndeleUd fthd:he

| oadi ng and unl oadi ng prograns and the prograns for the |nter£retat|on of
the access ilist Agct PonsCoPEge papcepsabigr fAE dF??erEﬁEf%&mﬁ &t i¥n

programs. Fijitdnactibns.

The non-volatile memory hﬂJ ‘contains data elements
and programs that are modifiable. It may be called a
"user memory" because it contains specific data and
specific programs of an. application that concerns the
user. However the data elements that it contains are
confidential in varying degrees and this is why it is
most usually sought to divide this memory into =zones
ﬁith'varYing degrees of reserved access: these may be
zones. that are accessible "in write mode but not in read
mode or accessible in read mode but not in write mode
or again zones that are completely accessible or
completely inaccessible. Furthermore, certain zones
have to be capable of containing program instructions
that can be performed by the microprocessor of the card
while other zones should not be capable of containing
such instructions.

The working memory MT <contains temporary data
elements which may result from the performance of the
programs of the operating system or of the applicatioh
programs. As a general rule, all the 2zones of the
working memory are accessible in read mode, write mode
or execution.

The different memories of the chip card therefore
require access clearance that is different from one
memory to another.

To check the different access clearances, certain
chip card circuits are fitted out with a "security

. matrix": this 1is a protection circuit that controls
access to such and such a zone of a memory as a
function of the operation requested (reading, writing,

performance of an instruction). This circuit receives

REPLACEMENT SHEET
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the table at the intersection of a row and a colum, the cleared access is
shown in the formof a nature of cleared access (L for reading, E for
witing, X for the [err] 12 performance of instructions) and one (or
nore) zones for which this nature of access is cleared during the progress
of a determ ned program For exanple, (L,E)/Z3 at the intersection of the
row MJ and the columm PGl neans that, during the performance of the program
PGl, the zone Z3 of the user nmenory is agcessible in read and wite nodes.

The indication (L,E)/MJ at the intersection of the row MJ

the address at which the operation has to be performed

and gives a signal to permit or prohibit the

performance of the operation reguested.

\
i

As a general rule, this security matrix prohibits

access (for a requested operation) throughout the

memory considered, but it is possible to conceive of a

case where this matrix is more complicated and

prohibits or permits the operation for limited zones of

the memory considered. This is becoming increasingly

true with the expansion of the sizes of user memories.

The advantage of such a device is that it prohibits

the reading of an operating system (devéloped by the

manufacturer of the card) by means of an application

program that is being performed in the user memory MU

(a program developed by a manager of an application:

for example a bank in the case of a bank card).
Similarly, it is possible to prohibit the reading by
the user of programs developed by the manager of the

application.

The safety matrix, when it exists, has the drawback

of being fixed once and for all. If this were not the

case, there would be the risk that the

prohibition that it sets up might be evaded.

It will be noted that there is no zone,

access

in the

working memory MT, reserved for the requirements of the

operating systems and no 2zone reserved

for the

requirements of the application programs: the working

memory contains mixed data elements coming from both

types of program. This is a drawback for the safety of

the data elements of the operating system.

Furthermore, circuits not fitted out with a safety

matrix are flimsy against ill-intentioned encroachwment.

The reading of the contents of the read-only memory

(operating system) can be done before the step of the
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and thé columm SYS neans that, for the performance of the prograns of the
system the entire user nenory MJ is accessible in read node and in wite
node. It will be understood that the table in this Figure 3 could be far
nore*detail ed and conplicated than in the sinple exanple given. For
exanpl e, the colum SYS could be-divided into several colums wth
different forns of access: it could be the case that access in wite node
in the reserved zone ZRwill be allowed gnly for the performance of the

| oadi ng/ unl oadi ng prograns contained in only one part of the ROM The

program PGl, whgeempehatobABNGE ithe Nthirat egity tﬁ&%ﬁmam&ﬂi@xaml e
read and wite in the zones §I an

of .the nenory MJ
respectivel y 92 elemepts 1 Péé?prrﬁﬁ?Pglonﬁ aVFh8°t|9%ﬁﬂ}E§¢%ﬂm
contai ned in Fbe dends/erafudhhe ROMhiEhistapne b place a program in

the user memory for the methodical reading of the
contents of the reéd~only memory and for the transfer
of these contents out of the circuit.

At present, the operating systems form a set of
processing operations that are dedicated to certain
applications (for example banking cards or
radiotelephone cards) and have the function of
facilitating the development as well as the performance
of. specific application programs. The designers of
these application programs (who are increasingly
numerous) have increasingly stringent requirements as
regards the functions of the card. It is then necessary
to develop the desired _functlons around a fixed
operating system. These functions are placed in a user
memory. The programs that provide these functions are
functional additions to the basic system and must not
interfere with the structures of data elements managed
by  the operating system.

Specific developments in the future will probably
require the increasingly dgreater flexibility of
operating systems,' a clear distinction between
operating systems and application programs and the
adaptable and efficient protection of the programs and

of the data elements proper to each program.

SUMMARY OF THE INVENTION
In general, the invention is aimed at proposing

microprocessor-based memory cards well secured against
undesirable attempts to access certain parts of the
memory, and high flexibility in the management of this

security.

REPLACEMENT SHEET

22 NOV 199




-contai ns, for exanple, various routines placed at the disposal of the
application prograns (comrunications routines, various algorithnms, etc.).
Access to these routines i's entirely controlled by t he access
instructions interpreter contained in the ROM by means of the indications
given in the reserved zone ZR It will be noted that the access table may
work transitively, i.e. if the program PGl has cl earance to performthe
program PR, hence clearance (X) to car®y out all the instructions
contained in the program zone [err] 13 P& under the control of the
interpreter thenrtean furthermore be implemented by means of

existing microcircuits without any ‘physical
modification of these microcircuits for modifications
made 1in a circuit entail substahtial manufacturing
costs. _

According to the invention, there is proposed a
microprocessor-based memory card comprising at least
one system read-only memory containing programs of ah
operating system and a non-volatile user memory
containing data elements and programs pertaining to at
least one application of the memory card, wherein the
read-only memory or the user memory comprises an
intérpreter program to carry out the memory access
instructions of the application programs, wherein for
this purpose thé instructions for access to any address
of one of the memories of the card, these instructions
being present in an application program of the user.
memory, are of a type that can be interpreted and that
are not directly performable, and are capable of
activating the performance, by the interpreter, of an
interpretation subprogram comprising: the examination
of a checking zone 1in the user memory, this zone
defining the clearances for access to the different
memories, a cémparison between the access instruction
requested for a specified address and the corresponding
clearance given in the checking zone and performance of
the access instruction only if the clearance exists for
the type of access required and for the address
requested.

Certéin instructions of the operating system itself
could be interpreted by the interpreter program.

In short therefore, a program called an
interpreter, preferably in the read-only memory but
possibly in the user memory, obligatorily interprets
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carrying out these instructions, it has the sane access clearances as the
program P&. The access instructions interpreter, which forns part of the
operating system and uses the contents of the reserved zone, constitutes a
software interface between the application prograns and the hardware that
cannot be evaded. It is therefore possible to achieve total control over

all access in reading, witing and performance for all the parts of the
menory (ROM non- volatile menory or vol7atil e nenory). The application
prograns and above all those of the program i.nstructions whi ch are

Menory  accefg | PREEHGEL POSs APl SRAAE | RANaWY! ehBh8ERD! es{sbgage
whose instructions are sonewhat simlar to those of the m croprocessor. At
each access PAFrudMArdding Peneryr &P t'dafpgkhe application program

cannot access these addresses without a check performed
by the interpreter program.

The result thereof is that the read access to the
programs will be very easily protected: the interpreter .
can easily prohibit the writing, in the checking zone,
of clearances for access to system memory zones.

Furthermore, the application programs could

' .‘themselves protect their operation so that, if several
application programs are  present, memory zones could be
reserved for them so that there is no interference
between the different progréms, whether it is in read
mode or write mode or during performance.

Consequently, the invention also proposes a method
of operation of a microprocessor-based memory card to
carry out application programs contained in a user
memory by using the'operating system programs contained
in a system read-only memory, wherein any instruction
for access to a memory of the card, said instruction
being contained in an application program in a user
memory, is interpreted by an interpretation subprogram
contained in the read-only memory of the system (or
possibly in a user memory), this subprogram performing
an access check according to the requested instruction,
on the basis of the access clearance data elements
contained at least partly in a reserved zone of the
user memory.

The advantages of the invention include the
possibility of enabling a sharing of the wmemory
resources among several memory-resident progfams
(performed in one and the same session), this sharing

being perfectly controlled by the interpreter program.
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-the interpreter takes position in the reserved zone. It scans the val ues of
this zone by checking the validity of access for the instruction being
performed and for the program considered. Should there be an attenpt at
unaut hori zed access, the interpreter sets up error instructions whose
function (error indication, nmessage, |ocking of operation and elim nation
of entitlenment, etc.) may vary as a fumction of the seriousness of the
attenpted infringement. It may be noted that the interpreter takes account
of the indications of indirect branch access to an address possibly inplied

by the access ingit¢t beBcreawesiiedr FHEL bRAWDNES. the interpreter is

B N per f or nabPEneTogEsatirenmyand aavnE Rty U1af C ther Cdfyenttibh, 1 S

per f or mance eifallheappear from the reading of the following detailed
description, made with reference to the appended
drawings, of which: | '

- Figure 1, already described, shows the general
structure of an ihtegrated circuit of a microprocessor-
based memory card;

- Figure 2 shows the general organization of the
memories in an exemplary implementation of the
invention;

- Figure 3 shows an access clearance table

contained in the reserved zone of the user memory.

MORE DETAILED DESCRIPTION
The difference between a instruction capable of

being performed and an instruction capable of being
interpreted may be recalled. The instruction capable of
being performed is a logic «code given to the
microprocessor. It directly controls the different
circuits and registers of the microprocessor. The
instruction capable of being interpreted is an
instruction guided by an interpreter program which,
just 1like a processor, reads the current instruction,
decodes it and then performs it. The interpreter
program can perform these three actions on all
instructions in a language that is capable of being
interpreted. _

According to the invention, it will be seen that
the application programs present in the non-volatile
user memory are written in a language capable of béing
interpreted, the interpreter being preferably in the

system read-only memory.
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programin progress. [err] 14 The follow ng exanple will provide for a
cl earer -understanding of the principles of inplenentation of the invention.
It is assunmed that the requested access instruction is an instruction for
the transfer, towards a pseudo-register RO of a two-byte word, the first
byte of which is indicated in the nmenory space by another
pseudo-regi ster R7. The mmenoni ¢ code of this instruction could be for
exanpl e: M. WR7), RO. Let us assume th8t the contents of the register R7
consi st of an address 1000. The word to be transferred

The first step in the 1mplementat10n of the

invention consists of the definition, for each user
program, of the access zones to be checked. For
example, this program will have the possibility of
accessing certain memory zones in read mode, certain
other memory zones in write mode and then again certain
other memory zones in performance mode. Thus, for this
program, a sort of "security matrix" is set up. However
this matrix is not at all fixed and is not physically
present except in the form of a reserved memory zone in
the wuser memory. The - contents of this zone are
modifiable but the zone is, in principle, at a fixed
location.

The user memory will therefore have, firstly,
application program zones and, secondly, a reserved
access checking zone.

When the application program is loaded into the
user memory (with recording in an EPROM or EEPROM type
of non-volatile memory), the loading will of course be
done by means of the operating system. |

. A loading program is therefore provided in the
operating system. In practice it is a loading and
unloading program since it méy be necessary also to
eliminate o0ld programs that are no longer useful (for
example to replace one version of an application by an
updated version).

The loading program has the following functions:

- the writing of the application program in a user
memory zone,

- and the writing, in the reserved access checking
zZone, of information elements pertaining to -the
different access clearances desired during the

performance of the loaded application program.
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i-s .thérefore the word formed by the conbination of the bytes contained at
t he addresses 1000 and 1001 of the nenory. These addresses correspond, for
exanple, to a portion of the user nenory but this nmenory could be the
read-only nmenory or the working nenory. The instruction MOV capabl e of
being interpreted then points towards a routine of the interpreter at a
predeterm ned address of the read-only ngnory MSYS. This routine is a
routine of performable instructions. It starts by exploring the reserved
menory zone ZR to ascertain if the access in reading node to the addresses
1000 and 1001 is prehen tbadehos ofe yricgraondres ngoper depand. plafrtt]in ons the

oo - oht EIE ARSI AR 5 bl BRERCbAg e

The operatlongftmﬁ;snEIOQEﬁmomNanlous access clearances may be set '
up. However, it also depends on the operating system:
there 1is no gquestion of the application program
indicating that it needs to read or write in the’ memory
system. )

Since the loading program forms part of the read-
only memory operating system, it will be understood
that this program will itself set up'the highest-level
prohibitions: absolute prohibition against-the reading
of the contents of the operating system memory,
prohibition against writing in the reserved zone itself
except during the'progress of the loading or unloading
program (this progress being identified by the state of
the ordinal counter of the operating system and this
state possibly forming one of the constituent elements
of access clearance). '

The activation of the loading or unloading program
is preferably made conditional upon the presenting of a
secret entitlement code that gives clearance for its
implementation. The code 1is checked by means of a
routine of the operating system in the read-only
memory. . '

The loading program therefore writes the
application program in the program zones of the user
memory and the access clearances in a reserved zone of
this same memory. The unloading program erases the
program zones and modifies the contents of the reserved
zone.

The reserved zone is preferably a specific location
of the user memory, which is always the same location

since it is the fixed operating system of the card that
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tthe event of an interruption are pre-progranmed in the system menory. They
may consist of error nessages and nessages for a return to other routines.
Anot her exanpl e nmay be given: the requested access instruction is an

i nstruction for the transfer, towards a nenory address indicated by a
pseudo-regi ster RO, of a two-byte word, the first byte of which is

i ndicated [err] 15 by the pseudo-regildter R7. The mmenoni ¢ code of this
i nstruction could be for exanple: MOW.WR7), RO. If the contents of the
regi ster R7 consist of an address 1000, the word to be transferred is again
‘'t he must know where it is and what its length is in order

to be capable of exploring it during use.

The access clearances installed in -this reserved
zone may be grouped together as a function of the
programs that require access checks. For example, it is
possible to encounter the following clearances
successively, in the reserved zone: clearances
peftaining to the operating system and then those
pertaining to a first application program.PGl, and then
those pertaining to a second application program PG2,
etc.

Figure 2 shows the general organization of the
memories of the card. By way of examples, this Figure
shows varidus zones such as a zone Z1 and a zone 22 in
the working memory MT. In the user memory MU, there is
shown a reserved zone 3ZR, zones containing application
programs ZPG1, ZPGZ, ZPG3 and various other zones, for
example 23, 24. Finally, in the read-only memory
(designated by ROM) there is a zohe ZSYS for the
operating system and other read-only memory zones such
as a zone 1Z5.

Figure 3 exemplifies the general structure of the
reserved zone, in relation to the memory zones defined
in the previous figure. The different memories are
shown in rows: MSYS for the system read-only memory, MU
for the user memory, MT for the working memory. The
various programs concerned are shown in columns: S¥YS,
INTERPRETER for the operating system, including the
loading and unloading programs and the programs for the
interpretation of the access instructions, PGl, PG2,
PG3 for the different application programs. Finally,-in

"the table at'the intersection of a row and a column,
the cleared access is shown in the form of a nature of

cleared access (L for reading, E for writing, X for the
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word formed by the conbination of the bytes contained at the addresses 1000
and 1001 of the nmenory. The interpreter ascertains, as here above, that the
.access in reading node is pernmitted for the addresses 1000 and 1001 for

the program perfornmed. However, it also ascertains that the address
contained in the register ROis an address cleared in wite node. For the
efficient operation of the nethod, it will be understood that it is

desirable that the interpreter shoul d 4 all times know whether it is
perform ng an application program (and in principle it should even know
whi ch is thegrieraanchatrt] sinperuetiens) badngoper f(@medPre) taanes

| oadi ng/ unl oggli ngRRERIAA DIV LA 0B hecelt tﬂsedci&aﬁé'&r)iui}lihga tireor di ng
in the reserved zone. The reading of the ordinal counter of thé
progress of a determined program.

For example, (L,E)/Z3 at the intersection of the
row MU and the column PGl means that, during the
performance of the program PGl, the zone 23 of the user
memory is accessible in read and write modes. The
indication (L,E)/MU at the intersection of the row MU
and the column SYS means that, for the performance of
the programs of the system, the entire user memory MU
is accessible in read mode and in write mode. It will
be understood that -the table in this Figure 3 could be
far more detailed and:complicateé than in the simple
‘example given. For example, the column SYS could be
divided into several columns with different forms of
access: it could be the case that access in write mode
in the reserved zone ZR will be allowed only for the
performance of the loading/unloading programs contained
in only one part of the ROM.

The program PGl, whose performance is initiated by
the system, may for example read and write in the zones
%Z1 and 23 of the RAM and of the memory MU respectively
and it may directly carry out the instructions
contained in the 2zone 25 of the ROM. This zone 25
contains, for example, various routines placed at the
disposal of the application programs (communications
routines, various algorithms, etc.). Access to these
routines is entirely controlled by the access
instructions interpreter contained in the ROM, by means
of the indications given in the reserved zone ZR.

It will be noted that the access table may work
transitively, i.e. if the program PGl has clearance to
perform the program PG2, hence clearance (X) to carry

out all the instructions contained in the program zone
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*m croprocessor should nake it possible to determne the programin
progress. For exanple, .when the state of the ordinal counter corresponds to
t he performance of the | oading program all the addresses of the user
menory are nade accessible, enabling a witing of a programin this nenory
and a witing of access data elenents in the reserved zone ZR The reserved
zone may contain "applications program | oadi ng address"” type information

el ements, nanely information el enments & the type pertaining to the address
of the first instruction of this frogran1 It may al so contain a data

el ement on PR2 lerden (thenbeentrol naf uEhront)te¥pYekedr ddraim REPRACEMENT

SHEET [err] carrying out these instructions, it has the same access
clearances as the program PG2.

The access instructions interpreter, which forms
part of the operating system and uses the contents of
the reserved zone, constitutes a software interface
between the application programs and the hardware that
cannot be evaded. It is therefore 'possible to achieve
total control over all access in reading, writing and
performance for all the parts of the memory (ROM, non-
volatile memory or volatile memory).

The application programs and above all those of the
program  instructions  which are memory access
instructions are prepared in an interpretablé language
whose instructions are somewhat similar to those of the
microprocessor.

At each access instruction in read or wfite mode,
the interpreter takes position in the reserved zone. It
scans the values of this 2zone by checking the validity
of access for the instruction being performed and for
the program considered. Should there be an attempt at
unauthorized access, the interpreter sets up error
instructions whose function (error indication, message,
locking of operation and elimination of entitlement,
etc.) may vary as a function of the seriousness of the
attempted infringement. '

It may be noted that the interpreter takes account
of the indications of indirect branch access to an
address possibly implied by the access instruction
requested. Furthermore, the interpreter is preferably
designed so as to detect any non-performable code. If.
it finds a non-performable <code it nmay, as a
'precautionary measure, stop the performance of the

program in progress.
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- 16 Then cone the statenents pertai-ning to zones usable by this programin
read, wite and performance nodes. Naturally, the | oading program by neans

of which-the reserved zone will be updated, ascertains that the zones
declared to be accessible by the application programdo not conprise the
reserved zone itself. Failing this, it would still be possible to read or
nodi fy the contents of this zone by neans of an application program During
t he updating of the reserved zone, p055|ble to enV|sage t he checki ng
of the contents g Ztatenen Hyen €¥ t he au%hor ]y gt one t hat
menages  the pwig pﬁ &n YhtbgPRfY YA€ clearer

understandlng of the pr1n01ples of 1mplementat10n of
the invention. It is assumed that the requested access
instruction is an instruction for the transfer, towards
a pseudo-register RO, of a two-byte word, the first
byte of which .is indicated in the memory space by
another pseudo-register R7. The mnemonic code of this
instruction could be for example: MOV.W(R7), RO.

Let us assume that the contenﬁs of the register R7
consist of an address 1000. The word to be transferred
is therefore the word formed by the combination of the
bytes contained at the addresses 1000 and 1001 of the
memory. These addresses correspond, for example, to a
portion of the user memory but this memory could be the

' read—dnly memory or the working memory.

The instruction MOV cap.able of being interpreted
then points towards a routine of the interpreter at a
predetermined address of the read-only memory MSYS.
This routine is a routine of performable instructions.
It starts by exploring the reserved memory zone ZR to
ascertain if the access in reading. mode to the
addresses 1000 and 1001 is permitted for the program
being performed. If this is the  case, it performs the
task by placing the word that has been read in the
pseudo-register RO. If not, it interrupts the progress
of the instruction. The operations that must follow in
the event of an interruption are pre-programmed in the
system memory. They may consist of error messages and
messages for a return to other routines.

Another example may be given: the reguested access
instruction is an instruction for the transfer, towards
a memory address indicated by a pseudo-register RO, of

a two-byte word, the first byte of which is indicated
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pr ohi bi t I nteractions anong different application prograns. In this
case, it is the interpreter that carries out a conplete check of the
contents of the reserved zone when it is updated. It is furthernore
desirable to get the authority in charge of this to nanage the |oading of
all the application prograns. Finally, it is possible to conceive of a case
where the reserved zone al so cont.ains indications other than those
pertaining to access to one nenory spad® or another. For exanple, this zone
may contain_ i nformation el enents pertaini ng to ., hardware %¥ge

program i nt &% upRe oRSeUATE eH Gt Rbi e ThENRRTYI M BefenRF bk
i nterrupt ed ik tire tivwnad Heefoiplexanpllet a0¥.WIROY!, ®mot. by other types
of interruptionsy It uil] be understqod that; the fhexibildiy ofeopgration
address 1000, the word to be transferred is again the
word formed by the combination of the bytes contained
at the addresses 1000 and 1001 of the memory. The
iﬁterpreter ascertains, as here above, that the accéss
in reading mode is permitted for the addresses 1000 and
1001 for the program performed. However, it also
ascertains that the address contained in the register
RO is an address cleared ‘in write mode.

For the efficient operation of the method, it will
be understood that it is desirable that the interpreter
should at all times Xknow whether'it is performing an
application program (and in principle it should even
know which is the prograﬁ that is specifically being
performed) or the loading/unloading program which alone
is entitled to carry out a recording in the reserved
zone. '

The reading of the ordinal counter of the

microprocessor should make it possible to determine the
program in progress. For example, when the state of the
ordinal counter corresponds to the performance of the’
- loading program, all the addresses of the user memory
are made accessible, enabling a writing of a program in
this memory and a writing of access data elements in
the reserved zone ZR. |

The reserved zone may contain "applications program
"loading address" type information elements, namely
information elements of the type pertaining to the
address of the first instruction of this program. It
may also contain a data element on the length (number
of instructions) of the program. '
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“‘application prograns will be further increased. It is not obligatory to
provide routinely for the sane hardware ~ interruptions for al | t he
application prograns. [err] 17 If the interpreter contains | owl evel
programroutines, it is possible to conceive of a situation where the
reserved zone contains information elements on the.routines whose use is
permtted and the routines whose use js not permtted. Naturally, it is
possible to fill the reserved zone by“Vspecifying the nenory zones cleared

for one type OfThen come the statements pertaining to zones usable

by this program in read, write and performance modes.
Naturally, the loading program, by means of which the
reserved zone will be updated, ascertains that the
zones declared to be accessible by the application
program do not comprise the reserved zone itself.
Failing this, it would still be possible to read or
modify the contents of this 2zone by means of an
application program. _

During the upd.ating of the reserved zone, it is
possible to envisage the checking of the contents of
the statements given by the authority (the one that
manages the loading of application programs) to
prohibit interactions among different application
programs. ' |

In this case, it is the interpreter that carries
out a complete check of the contents of the reserved
zone when it is updated. It is furthermore desirable to
get the authority in charge of this to manage the
loading of all the application programs.

Finally, it is possible to conceive of a case where
the reserved zone also contains indications other than
those pertaining to access to one memory space or
"another. For example, this zone may contain information
elenments pertaining to hardware type program
interruptions. Thus, for example, the program PG1 méy
be interrupted by the hardware interruptions I1 and I2
but not by other types of interruptions. It will be
understood that the flexibility of operation of the
application programs will be further increased. It is
not obligatory to provide routinely for the same
hardware intertuptions for all the application
programs. '
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access or another or on the contrary by specifying the prohibited zones.
[err] - WHAT IS CLAIMED IS: 1. A m croprocessor-based nenory card
conprising at |east one system read-only nenory (MSYS) containing
prograns of an operating system and a non-volatile user nmenory (M)
contai ning data el ements and prograns pertaining to at |east one
application of the nmenory card, wherein the read-only nenory or the user
menmory contains an interpreter program#b carry out the menory access

instructions of _the application prograns, wherein for this purpose the
instructions for LEce$het o interpreter “contains low-level program

routines, it 1is possible to conceive of a situation
where the reserved zone contains information elements
on the. routines whose use is permitted and the routines
whose use is not permitted.

Naturally, it is possible to fill the reserved zone
by specifying the memory zones cleared for one type of
access or another or on the contrary by specifying the
prohibited zones.




any address of one of the nenpries of the card, these instructions being
present in an application programof the user nenory, are of a type that
can be interpremctly performabl e, and are capabl e of

activating the perf interpreter, of an interpretation
subpr ogram conpri ﬁmm“ig\ ﬂ“ﬁ“ﬁtu on of a checking zone (ZR) in the user
menory, this zon wthe cl earances for access to the different
menories, a conparison between the acc¥ss instruction requested for a
speci fied address and the correspondi ng cl earance given in the checking
zone (ZR) and the performance of the access instruction only if the
cl earance exists for the type WHAIcLdESELAIMED d8:and for the address
requested. 2. A nenory card according to claim1, wherein the checking zone
contains distinct access cl earances for

1. A microprocessor-based memory card comprising at

least one system read-only memoryu (MSYS) containing
progréms of an operating system, and a non-volatile
user memory (MU) containing data elements and programs
pertaining to at 1least one application of the memory
card, wherein the read-only memory or the user memory
contains an interpreter program to carry out the memory
access instructions of the application programs,
wherein for this purpose the instructions for access to
any address of one of the memories of the card, these
instructions being present in an application program of
the user memory, afe of a type that can be interpreted
and are not directly performable, and are cépable of
activating the performance, by thé interpreter, of an
interpretation subprogram comprising: the examination
of a checking zone (ZR) in the user memory, this zone
defining the clearances for access to the different
memories, a comparison between the access instruction
requested for a specified address and the corresponding
clearance given in the checking 2zone (2ZR) and the
performance of the access instruction only if the
clearance exists for the type of access required and

for the address requested.

2. A memory card according to claim 1, wherein the
checking zone contains distinct access clearances for

several different zones within each memory.

3. A memory card according to one of the claims 1
and 2, wherein the operating system contains a program

for the loading of application programs, this progranm
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“ several different zones within each menory. 3. A nenory card according to
one of. the clai ne—3t-and-2—wherein the operatl ng system contains a program
for the | oading 03@ i‘gmcatl on proErams t hi s program REPLACEMENT SHEET

[err] [err] j e""' "f the witing, in the user nenory,
outside the che new applications program and of the

writing, in the checking zone (ZR of the data el enents representing
. access clearances to the different memi#ies during the performance of the

being capable of the writing, in the user memory,
outside the checking zone, of a new applications
program and of the writing, in the checking zone (ZR),
of the data elements representing access clearances to
the different memories during the performance of the
application program.

4. A memory card according to one of the foregoing
claims, wherein the clearances for access conmprise

clearances for reading, writing and/or performance.

5. A memory card accofding to any of the foregoing
claims, wherein the clearance data elements contained
in the checking zone include a prohibition to write in
the reserved zone during 'the performance of an
applications program present in the user memofy.

6. A method of operation of a microprocessor—based
memory card to carry out application programs (PG1,
PG2, PG3) .contained in a userlmemory (MU) by using the
operating system programs (SYS) contained in a system
read-only memory (MSYS),  wherein any instruction for
access to a memory (MSYS, MU, MT) of the card, said
instruction being contained in an application program
.in a user memory (MU) , is interpreted by an
interpretation subprogram contained in the read-only
memory of the system (MSYS) or in the user hemory, this
subprogram performing an access check according to the
requested instruction, on the basis of the ‘access
clearance data elements contained at least partly in a
reserved zone (ZR) of the user memory, the subprogram
then effecting the aécess only if the clearance data

elements comprise an access clearance corresponding to
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- application program 4. A menory card according to one of the foregoing
~cl aims, wherermthe clearances for access conprise clearances for reading,

writing and/ or : E A‘menory card according to any of the
f oregoi ng cl ai rmm “mmmlm " | earance data el ements contained in the -
cla
of

checki ng zone i eta prohiBition to wite in the reserved zone during
the perfornmance an applications program present in the user nenory.

6. A nmethod of operation of a m croprddessor-based nenory card to carry out
application prograns (PGlL, P&, PG3) contained in a user nenory (MJ) by
usi ng the JgE att¥Re sy:f enfBFEEFankelBesSfFedonffnedd n ey ¥R eTRd- onl'y
menory - ( MG&uestdrey ein any instruction for access to a nenory (MSYS, MJ,
MI) of the card, said instruction being contained in an application program

7. A method according to claim 1, wherein an
.application program is loaded into the user memory
outside the checking zone by means of a loading program
contained in the system read-only memory, and wherein
the data elements of the checking zone are modified on
the basis of the loading program for the inclusion
therein of the clearance data elements pertaining to
the application program.

8. A method according to claim 7, wherein the
loading program is designed to prevent the recording,
in the checking zone, of data elements authorizing an
operation of writing in the checking zone during the
performance of an application program loaded into the
user memory.

REPLAGEMENT SHEET

22 NOV 199




L4

*in a user nenory (MJ), is interpreted by an interpretation
subprogram contained in the read-only ‘nenory -of the system (MSYS) or in the
user nenory, this subprogram perform ng an access check according to the
reguested instruction, on the basis of the access cl earance data el enents
contained at |east partly in a reserved zone (ZR) of the user nenory, the
subprogram then effecting the access oﬁly I f the clearance data el enents
conpri se an access cl earance corresponding to [err] 20 the type of
access requested and MEMORY TARDEHND METRODedF OPERATION

ABSTRACT OF THE DISCLOSURE

The disclosure relates to memory cards.
Microprocessor-based cards use application programs
contained in a non-volatile user memory (MU), under the
control of an operating system in a read-only memdry
(MSYS). To provide flexibility and security of access
to the various memory zones without using a specific
rigidly fixed circuitry, it is proposed that the memory
access instructions of the application programs (PG1,
PG2, PG3) should be interpreted and not performed
directly. The interpreter is 'in the read-only memory
(MSYS) or in the usér memory and it carries out an
access instruction as follows: it expiores a reserved
zone (ZR) of the user memory to find out if the
requested access (access for reading, writing or
performance) is cleared for the requested address. It
performs the instruction only if the clearance is
present. The reserved zone (ZR) which contains thesé
clearances is updated during the writing, in the user
memory, of a new application program. The updating can
be done only-by the operating systemn.

Figure 2
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7. A met hod according to claiml, mhereln an appllcatlon programis | oaded
into the user menory outside the checki'ng zone by means of a | oading
program contained in the systemread-only nenory, and wherein the dat a

el enents of the checking zone are nodified on the basis of the |oading
program for the inclusion therein of cl earance data el enents pertaining
to the application program 8. A neth ccording to claim?7, wherein the
 oadi ng programis designed to prevent the recording, in the checking zone,
of data el enents authorizing an opergtion,of witing in the checking zone
during the performance of an appliigg n ﬂrogran1|oaded t@“@ t he user
menory. REPLACEMENT SHEET 22 NOV 199 = '
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FIG-3
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