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System Using Known Source Parameters" by Kuffuer, et al. (attorney

docket no. CM05697G); and

Serial No. 10/385,893, filed March 11, 2002, titled “Method and
Apparatus for Source Device Synéhronization in a Communication
System” by Kuffner, et al. (attorney docket no. CM05696G).

FIELD OF THE INVENTION
The present invention relates generally to a collision mitigation method

used in a communication system.

- BACKGROUND OF THE INVENTION _
A fast, efficient and reliable means of communicating data in a multi-
user system is desirable for many applications. A need for such methods arises
when multiple pieces ef data (from multiple sources) need to be quickly read by
areceiver. One particular application of such technology is in the electronic

identification of multiple items.



The el ectronic identification industry is inportant
for nunmerous commercial and mlitary applications,
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uses can greatly increase operational efficiency in a
nmyriad of scenarios, including virtually all of those
i nvol ving sone form of 5 manufacturing, warehousing,
distribution and retail. TheZability to quickly and
efficiently perforn1accurate real -tinme inventory

tracki ngph £LA0tHnRA ?flﬁ&%ié?ndu‘éﬁ?%&nirg?gﬁﬁﬁ% B%@ﬁyu

i ncluding, but not imte pl acenent o
[ t@nmnercm\l/ and md:tanyramhea;ttomsqu]gdmﬂg redleénse itamdrackiamand
the electronic identificatian

t heft.
| rduetey Seeh b iea Herdly SRt GRprtiom e YR e aryriad of

S CRBMr, fnBlulB@RtithmlyPalPb B 1hvolofngl sbBFEori3er e each
itemis assigned a product code. The Universal

Prm@ﬁuﬁ@c‘f@@@ Watﬂ@ﬁsmgsdlemmbusom amd xsietil. yTha abililly de gpicklydnd

h h d
veTeen gy PER ARG eI gy Solkinge o HEp )Y reduce

t i Rt RNEAY REmadcInERB] dutRo0 DRI to, hlh’dﬁlﬁ!‘stpﬁfcéﬁént ofdtems,
Thus, there exists a need to pr ovi de a method f

f aaster- esfunder-eeking of iteres, jand itemtthefbsni ssi on of dat a
from mléﬁll[[%}ﬁ, ?%%ﬁec?%n{c {i&t{f? gé%ﬁ}dmt%? fegles heaﬁlﬂa Lspam nsual

speC| fica ere exis O read suc

quilight-yasad) passhpteidentifyal plurafiosst itdnes, adefeadach geﬁlas es
in an RFID system Such scenariqs may include cas

vm@ﬁlén%%p?%}ﬁfé}odéfTl%fa‘é%lVP%?ﬁ’g%@dW&ﬁdﬁ P00 vitera la/@lrgﬁntly

hi
gy sasas asogogdUe ookl s Ehagich
emcmﬂngltﬁﬁadmf\xcuve]a igretttenckly nmdmp!;um]lng addlhaghly prone to

transm ssion systemto all of these cases, in order
t AU Ee system t hr oughput and ef fici ency. BRI EF

DESCR' PiilNnheke é&"ﬁs Eh@ﬁ%%rgﬁdér Hén I SERE ‘fas\t %Yﬁ&&ﬁt%ﬂd' S

now descri bed, by way exanmple only, wwth Treference
t orelisde aawmpmly pﬁ@ata tﬁ@m weltipte svhvireds t pkeseivef.eMenees

enments and.i n.which:, .FIG 1.
| T PEEER AR Rign BrBRRE Gelir S Filia) eshpipte oral
depdissible opetitiiig thseatin B RFMIDR ﬁeﬁﬂ sk seipatibd@by atlude cases
device in accordance with t 30 invention; I1G 2

| [Whare fheuanige s tes sanges flom vy Jow byvery hzaghs er easeyhere the
US& k¥l Qﬂél&%?g’&ﬁhf (ﬁ-g 8’%%0&(%1 99@%& to’very good. There

exists a need for a method to adapt the data transmission system to all of these

cases, in order to increase system throughput and efficiency.

BRIEF DESCRIPTION OF THE FIGURES
The present invention is now described, by way of example only, with
reference to the accompanying figures in which like references indicate similar
elements and in which:
FIG. 1 illustrates a high-level view of multiple source devices
communicating with a single destination device in accordance with the
invention;

FIG. 2 illustrates how data stored on a tag is altered and used to
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det erm ne communi cati ons channels while operating in
accordance with the invention; FIG 3 illustrates a

stored data on a tag in accordance with the invention;
5 FIG 4 illustrates a high-level systemview of
multiple tag comunications and the scranbling
reversal (descrambling nethod performed in the
reader in accordance with the invention; FIG 5

1 hetshiind @&nﬁhﬁicﬁ%ﬁ%ﬁaﬂ@@%ﬁﬂ@&&m fhQcestiistle Wiltthe
spreading gain of the tag nodulator in accordance

wi mientios; present invention; 10 FIG 6 illustrates a

referr odi nent,.of .the ta prcuitry used to
get ect fﬁ%%ﬂggﬁ escaomﬁ%ﬂ%lvegﬁ\%’?%ﬁh%p’é?§e§)%15?ég’sscf%ble the
Watee@ et o?ifa taBn ht9rdafled ReEthitRDinGbhtgoH; try in
accordance with the present invention; FIG 7
i |1 ust rBiCed iHustraigs-4 lagledlevisl syskern vieyr efrmeltipte teag i n
ac . Wit he i t.ion., Fl il Lustrates
o SRR e e Rl e e e R pRh B e
coindhé teatsr inAcaraicd aigethelidventibg | nvention; FIG 9

illustrates a detailed flowhart outlining ta

t r ansni B&F- orillugeies theapader wayeloone uvrdeo apiunt o8 gpreading
e e
var i et yFI63. Gtitlgsiratey aptefprrabémerdimdntnathe tag chcoinydaed &

with the invention; FI 11 illystrates a method of
ge#?%g?%@a fERBHHON g 2 5116 theuRYRioHSRI G Rer
bageetBA cib§inY3h Gtk @R with thd Erés@rﬁ ihvenB6LOr dance with
the invention; 25 FIG 12 illUstrates a sinplified

tag ci rEl@.t7rijlustcatesta lmphdlevel blokk diaggamant a tigghlabgrdaneg with
th,[gl ?ass .dependence and nodul ation nethod in
acSPUEREES Wi th the invent | on; FIG 13 illustrates a
det ai | epIQyigaugfatdsheodnertdl elowkhae Kutﬁihﬁ@rt@%"{rhﬁbmission
accordance with the present invention; 30 FIG 14

i | samslitions asaceardagegmpylib the inverfton; r ansf or m met hods f or

vl sh 6000ty sk00AlS0d 1 AGERLABNG itk Dok EnkRYEA O

conditions in accordance with the invention;

FIG. 10 illustrates an application using capacitive coupling between the
reader and a variety of tags in a typical embodiment in accordance with the
invention;

FIG. 11 illustrates a method of generating a channel for the tag to
commumcate over based on the data stored on the tag in accordance with the
invention;

FIG. 12 illustrates a simplified tag circuitry functional block diagram
highlighting the pass dépeﬁdéride and modulation method in accordance with
the invention;

FIG. 13 illustrates a detailed view of the reader block diagram in
accordance with the present invention;

FIG. 14 illustrates an example of fast transform methods for Walsh

coded signals in accordance with the invention;

vi ew of the process used to scranbP&r/URm®04/006923



4 FIG 15 illustrates a detail ed exanple of the reader
recei ver signal processing for fast correlation of
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invention; FIG 16 illustrates a sinplified functional
bl ock di agram of the reader 5 signal processing in
accordance with the present invention; FIG 17
illustrates an exanple wavefdrmin the presence of a
collision in accordance with the present invention;
MG 1%d h3hiRhRS (X RUAEA bx SX AR o' RYGH 9Ltk ngme
absence of collisions 1n accordance wth the présent
i rorecessiog forlfdstRioGelation of paemtloadisssequerene madccbidancdraith the
for the reader actions in accordance with the present
AOEHHBn: FIG 20 illustrates a detailed flowchart of
a r eadepiRNGGREHaRG aShAPRi&] fukStidhal bREMAIGr 0 bt iheirédler
mtigation techniques in accordance with the present
i reigal progessirg ma@omanqelvvlﬂsﬂlp@mgnfanvw@npl e inventory

appi | ed TR 400tana8 e BhE btk P PR rign

22acbidufide witle hedfteRuBIMPLRidnt owchart of the inventory
al gorithm when no collision nmtigation techniques are

appl i edfIGn 1§dBeitatessevaplirrample wicdaramtinithpabnencsef 20
Flc‘t%‘ll]hs?(%qs iha géo‘rﬁﬁf r@%ﬁﬂh@ﬁ}%@@ﬁt*} 6&?1‘1’18 tory accounting
or war I SI ON echni ques in

accor dafice 19illtstiakes apg"eﬁslahﬂowchmmfor iy rebddbactishs in
illustrates, an exanple inventory accounting with

bi 2c8P1daRgs Witk the rgiept @Vetion t i gati on t echni ques in
accor danee Hpiififkitahe am'e%?lgﬁtﬂow&}{ FRBad océ:sl;ﬁg gé?lals
illustrates an exanple o I agram re
prisoesHrwgrd @Hision mdgaticdatechnigh¢sintabeorgaeserith the present
invention. DETAILED DESCRI PTI ON OF THE PRESENT

| NVERRFOBN  The descri bed system provides an i nproved
comuni ey, 29 IRudtBitdlad exInﬂ?fe @bén@&@ aGktuntiRk %Vlﬁx%éb%smn
devices to quickly and efficiently comunicate

i nhidigation tashmigues @@é\@d ﬁchmdamwmtb themresenésmmtm
conmuni n en [natio

cever al TRk RS E o BPE Pt al AP i REn Rsrritowo
2%&&2@551%1&@2%46&@&&33 are applied in accordance with the

present invention;

FIG. 23 illustrates an example inventory accounting with forward
collision mitigation techniques in accordance with the present invention;

FIG. 24 illustrates an example inventory accounting with bi-directional
collision mitigation techniques in accordance with the present invention; and

FIG. 25 illustrates an example of a flow diagram for reader processing

in accordance with the present invention.

DETAILED DESCRIPTION OF THE PRESENT INVENTION

The described system provides an improved communications method
that allows multiple source devices to quickly and efficiently communicate
information to a destination device. The described communications system

employs a combination of several techniques to achieve superior performance



5 over the prior art. The present invention allows a
typi cal data gathering (or inventory reading data
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by adapting the system based on specific factors.
These factors may include expected or determ ned tag
popul ations, communications link quality indicators, 5
and estimated system | oadi ng,® as descri bed bel ow. Such
information allows the destination (e.g., reader)

deyi tRiodiafie L : .
b oMol el Bkirsor

c havensdry reahiaptiata dransieissidesprooes tobe siguifcentlpawpteratedley

L en f i.e.,. t [ ti f
o Rl Sy B dRSd o Sietislenddote ARRSC R el alonety
S Yexp 8t b PNt ERSind] B POHulhBEns ESm iRl A6 SNER L %mw Bdicators,

addi ng addi tional features and benefits, such as the

el angicstimpted systemdpading, ag despibedbelew) Swehnmforgaticmallows the
g d v . dentificnti
< et e e R T A b AR oLl

a
speeds. 2
f aimmsdioatt bagrentsderi ddedinidddGatiten oPEhIAUBE! G14blihd 8185,
which is hjghly useful in many applications, 15 such
asdegnaign s vica e Aptapize sstemn peEfogh@lopdie., tead figasactigp time)
Oden \kﬂ%'ﬂﬂﬁﬂ@ﬁﬁﬁﬁﬂRz gbﬁych information is nore
valuabl'e when rei's pertornmed in real or near-rea
time. The dosesissdt sybﬁ&nﬁplbi/iglﬁs Eﬁtﬂe@iﬁ@foﬁm féptBinkeit, while
faster data reading spee or. hi gher. system
t Hdg ttiopal fsayscsandepels. spa a@&@fe@mlwl%xrﬂfé@ﬁm@ht

of e i rventi . ; T
B REO Ry AL A L8 SRR O ey inincain
r expetdse Hheposseitiny et cmrfgrtiaértpnovikexofol édyesimelitdveced i n

ast ful]. read cycles to i rove ste erfornance,

P dengieption AERURHGUE Rems e Re ey SedhBimest fycatons
(fsueRaé RRnSAHE G eHRYY 68 stof JHRRes, AR %hd Rt 1 ORefleNd CE€) i N
order to si ify the circuitry on the source device;

t Heanaggmericolidach tdomavnapmorepiiabde when ildepeformed in real
recej . T i.nformation comuni cat ed,from t.he .

¢ Sfiicklo e T Mo pCRTRYAn SRERY Bebieates F pR§ reading
t adpesdst(behichemsysfenbinf@ighpek piotbedtdingt. oduct codes ("

EPC') or identification ("ID') information, though it
i s not Tiswreldred smbedimen afthe nresephiayentioprilizes adaptive

i nfy g&ﬁm&k o) the RUEAHOG ALY s&tr?ﬁer %éé@ﬁ%pﬁioséiﬁi;faﬁgﬁg wWRA
such as electronic telemetry (or any ot'Her type
neamwlatge@athedd iagabtgint deadatyales it improve ppsan bedorntance. It

fact, any_information that ha 2004/ 082305
PCRIFQ LEHE I/yd@g]é%one—way communiscat?on om the source device to the

destinauon device) in order to simplify the circuitry on the source device; the
source device does not require the use of a receiver.

The information communicated from the source device to the
destination device typically takes the form of binary electronic product codes
(“EPC”) or identification (“ID”) information, though it is not limited in any
manner to these forms of information. Communicating other types of
information, such as electronic telemetry (or any other type of measured or

assigned data) is also possible. In fact, any information that has a
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communi cated from a set of source devices 110, 120,
130 to a single destination device 100; the 5
preferred enbodi nent of the present invention utilizes
si nul t aneous communi cation &f information fromthe
set of source devices 110, 120, 130 to the
deshfatdon if %‘6&1&1‘?3( Qther) SIErRA QSR BE chRKRRAIRR with
has numerous app ations, depending on the context
ofth¢ Gescebahpiseem.sone terns used throughout the

di scussjon are int apgeapl e wi th ot.h terns for
ense orAnured i ElcE 1o SyBation B il GEnHEpged fom
t hafet bf@ut@! deQMe916,800515 © diifde dbdtfnatichanaealio the

t hroughout the foll ow ng di scussion w thout |oss of

gamelentd embodigrent ekthd puésert, inventios poilides simylareous t em

ta or .the like: it.should also.be noted t, 4h

t oPmsRmitHEa Taph I it A GaBet e S sn a0 o
t hBe HinoNé@evicH FODU Sihth¥bid@ittinte@fidn Bhs ABAGLAS I L Y:
destination device, systemcontroller, 15

i repeheasigas.slependingien therconisx(ef the grample, santermphused
CUIAGRAORSYTHETEIRL B ee R oBIESRE dsDbE on
can nconpass sever a i fTeren orns o

C ylarifivatiad.i Thus] 4Ghoulddeut@dtedghatiihié foltwing tefink aft Wsed
optical conmmunication, radiqQ frequency

RF
c GRistrRrRERRPHHIrQHehev the &llordng digsussiomti %l)a%qsg, Af generality:

S %HHQ%W@V&&PAEQ%&H&? 'sél”itexﬁaﬁ@,%xith%( ggéﬁ iE R EHsFBe noted

conmuni cati’on, or I dductively~toup conmuni cat I on
Thbatphefodlomenl teemb arti used interthartgeally ¢éisenghdun tenfollowing

utj.lizes a.capacitiyvel oupled .co nication |i
pelivugnor RufpRgosofpendisb” Sudinaidr dacs Siven coppplior
t NeteaB a8t NeJdef, RESBVER 0:GRETRAI Cati ons |inks may be
utilized without limtation. The follow ng description

of t he Thewemiemicatipndiystethesinployes! bethe padseriBnientiogreannd
sections (L-11)..describing.many inpert .a ct f

¢ reeaPRRae e AERE] S R huhRR TY, sRRRRE hyPhot
deimitd®, SesRl tgthinaffaiidn, ritRo Plege@RYy (RFY &dthin@Ricatidd)Svired
preferred enbodinent of the systemutilizes all of the
k elgontacipd) couEBumigRtinsy sQBd- e eRMmIFEeaRHeno¢apesitively coupled

o . e e

SRS AR Gk 0t

PEhiddaa04/dREOR3sent invention utilizes a capacitively coupled
communication link between the tags 110, 120, 130 and the reader 100, though

other forms of communications links may be utilized without limitation.

The following description of the invention is divided into several
background sections (I-IT) describing many important aspects of the system, and
latter sections (I1I-V) providing detailed descriptions of the present invention.
The preferred embodiment of the system utilizes all of the key techniques
described below, though other embodiments may utilize only a subset of the

described techniques.
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forms, including, but not Iimted to, nmeasured or

ot her user defined data as described below. In the 5
preferred enbodi nent of the present invention, the
communi cated data 200 consists of at |east an
identification data sequence. For exanple, the data
200 may consist of at |east an EPC having 96-bits of

| dentification datg @?até)g&rlainlgﬁg aRyYDBaVY4Hbline Brock in
"The El ectronic Product Code,’ ¥ T-Auto | D nter,

Januar y A2 §Rdwn HTEIGERCHhR ARtaSHOMBS it Sordiugieater Uydﬁ@tagfm 0 to
each tag ior item 110 10 in the system by reserving

f | Bedeadep O%mrihgé@%cnlzg%sysm et takse BBy Sy, ipshdang, but not
t
o, M gRFb Al WIPRCR A W o R

n upi[’ﬁ&i*redferrﬂmﬂﬂmt IoDEhe(ﬁ%nt 1n86m10h021% comaficdtedldfaatioon
of the enormty of this nunber, the nass of the earth
i 56%183@1281@21’7legftaqaésientmam driarequenes: ariesamplspthe data 200

t yﬁ'afjl @%ﬁs}(srt] 3P Eﬁ@gs?q i e%%elﬁéoo dﬁﬁis gﬂh@n‘tgfﬁ}%’uo& datd 'as bi¥fined

e pre I'ment, such as us
[ nlﬁ;oDrmrmIo tBroek mdiThecEimtkamngdu@@ddeﬁ’MﬁhAum BTJ mahﬂef;n

iyl e rbe B aaies i wiindl e ichitds o iism 110
bi fnSthe gﬁte@n tﬂ'jﬁ\%setr{ﬂﬁg A 9R&ldet DD roﬁﬁstct Q8ss(BIvendor

error ecti'on or correction data) be appended
ei ¢dwer206edngirssrigknumiher 206 H¥otd afoa empin;tthatr&ﬁ -pitoefdaformation

P G o G Pt ATl 1 Gscnadh aft df Delgation ofthe

dagrior@etly dfHis Aembéiatheithasslof thehAsth 46 &AM gramgyndom
properties. ose skilled in the art recogni ze t hat

sever al Aédﬁwéalenior@a@m &g tymies ysappendediip drengiotied data 200

( Cod he tQ i%rﬂi@g}r% Atec %cﬁ%ﬁéﬂt chﬂ%g il d&gﬁgoﬁ%aéc%{‘ al'ror

den |f| |on n

e ncvhebnmgmn todlattion iefoemtioraie. gl ﬁéﬁwa&ﬂ eher poresteibe (PEQR dyclic
and stored on th@ﬁé gs 110, 120, 130. Note_that there
ks (GRS

ar&dpplancy Pisoedidonineresearwstiiis: d¥ote sk ther
daf i3l ﬁﬁoﬂhtl%ﬁ?f?gﬁ?ﬂﬁectgoﬁ% coﬁ‘g&dnrhaﬂg r?neay be

descri bed system e tag functions
t y@ppcadletdyelthapbﬁnmnrexﬂter theldate scoamlang drycesé deseribed below,

co ci.rc der,.to k the circuit n e
¢ agobgbe et v i g g Bhuates by aredstafie fe
C @ §dramBliREthHaPR aRb YGE Gfifbrihly PehddHShBPertias VO
2004/ 082305 PCT/ US2004/ 006923
-ose skilled in the art recognize that several different additional forms
of information (e.g., programmable timestamps, other user personal
identification numbers (PINs), measured data, environment data, etc.) may also
be predetermined and stored on the tags 110, 120, 130. Note that there are no-
limitations placed on the amount or type of data stored on the tags 110, 120,
130 in the described system.
All of the tag functions are typically implemented in low complexity
(i.e., low cost) circuitry. In order to keep the circuitry on the tag 110 simple,

and to improve performance of the channel selection process in the system (as



8 fully described below), it is highly desirable to
scranble the original 1D data 200 prior to its being

wGar@nmskieh the tag 110. This is typically accop@l/usived006923
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t hrough a random zation or scranbling process 211 that
is carried out before the operation of storing data
230 on the tag 110. 5 This scranbling algorithm 211 is
typically applied universall ¥ throughout the system
in order to assure that the EPC data 200, after being

scfayakbedindd Qeloev’j hi Ritlishig %%élfa‘%@ © sShAtHIS Eﬁettﬁ* %}l(dl 18-data

uni form and random properties. Alternative
ot Hérpreariho its heing storgsbonethe ttagt 16 Crlesid typigally eawrrmyhsluemln

| i th li.ed
0 HREB B AR TGt D asecerb 2B thabis S0y S0t b the
ebdtioalTlsRlind Aaty Z290n tﬁ_@t%al 9. additional

| nformati on privacy, indivi vendors nay optionally

appl y pFlds segpaplipg plgarithnp21 FISGYplsalﬂY pdied apiversally

f 119)
Bt P B G, B s BRI R0t e
er@mdnmemz@fexhibﬂs d&ﬁrad&,sstatistisﬂ (By.stuifdrn ahdrhkdons) t he
original EPC 200 is obtained in the usual nanner from

t ri@omf@emlé@aaﬁm n gthenembodimenisasameethr wrambiing, EPC

goés}lg hg’r%bfli ng a gt %&nggﬁe dﬁ %{%%H%ﬁ liTfaﬁe%%s &’Eﬁ%%f%e%g g

( S1dEPT)0 22@derAo I&Ffe&ta@hpcmge almm:lraimblleﬂ dnta320. Togfain
enbeds the scranbl ed dat a, PC, 220 into the ta
11@dltﬁ¥ép@é9r§}?ﬁpaaﬂa%&yal@ewg vepders mayopgonlly FPBPTe-

VedRipioR1phe original data 200, now resides inside
the "tag 110. FTr. 4 illustrates a high-1level block
d| ag r ank’ ]iCmS 1klustm|t¢sameaaamp;c oféhedsysgem ﬁdreemheddumg scrambled

PSR R B B0 P BB SR 8
as&@@m@a%@st\emt hn mxedy Ghé& o SBhLEPO 200 lsaobeéiném tLe kgt
be read dur| n% pical inventory count. In

opBaEer &iem the Pﬁe@d@agel 3100 su¢lnad the mu&gi;merc tThediRs2@0 is
1 gtbeﬁ) Q?B??]h %o & g‘cg?%l%%géB &a}%hper?om}%a %\F/%rtﬂgl ta"i‘gonthm and output

t rtaa strambledniaad @OEPCDI DROISAIRF tdehiRogamanddivattet 3 Had a
as a basis for channel selection descrlbed i n

deftr%l?qu thretceinblad detar s G122 intpghotgd/l6g TBoscrambled data
PC—I—Z’O%%% QAGRRRed Persion of the original data 200, now resides inside the

tag 110.

V16, 4 illustrates a high-level block diagram for simultaneously reading
electronic identification data 200 from many RF tag devices 110, 120, 130.
This example illustrates how the tags associated with products residing on a
shelf might be read during a typical inventory count. In operation, the reader
100 simultaneously activates a set of tags 110, 120, 130. The acti\;ated t;iés N
110, 120, 130 then proceed with a multiple-pass transmission algorithm using
the scrambled tag data 220 as a basis for channel selection (described in detail

below in Section IIT).
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For exanple, in a first pass of the multiple-pass
algorithm at least a portion of S EPCL (which is
is used to sel ect ChannePCEUSR40006923
at least a portion of S EPC2 is used to select Channe
B 240, and at least a portion of S EPCn is used to
sel ect Channel C 240. It should be noted that , 5
channels A, B and C, or any &onbi nation thereof, can
be the sanme or different. The reader 100 proceeds

T e e

t hritrebf S FME GviEeICE enfitdded i tag Uit @ds umddotoaelect Channel A

B AP b erom O, LR 8 068 GRIPHL A LB 1A
12&rt131§9f S TR GselPtPsckRP AP L R2DPRRAGINE bb %ot‘%ﬁQHat ,

tag can then be kept in the reader 100 or sent back to
t hehanal$ §i Baind KRGr magabmztl@l (heregf,,canﬂve tlnmsamemrtdnffeﬁmt

in.th f t k | |
{ nEiiEed s ah Biacios YAF T AlrhaaUEES AeomR fud Sramiiyl

beotRsihs See Epals 200 e the @e@g@tmonmo $3(0 B 8% helfEMBE S/ EPCs
| ocat ed concgmter or an on- line server. CollisionS in

t 2 O0xye ravtecointay descramairler 4A0rthat; ppé@nné@d@@éarnbhm dgerithe

o Doy EXCUREDET 088 11 P, 136, TEFRE o 20
V edosteiishd@ie toleacihg odﬂ'tlﬁan?o%(kebﬂlnstﬁb eaidenl 00h&8ed back to the

during_ _each pass _of the nultiple-pass transm ssion
aI wm&l ARC manages 3} Q (g e@emf@meﬂ via e formp 96 py inventory

PRI AT U8 et ot

m e parfoemied Bosthemdoeatons,ukh aph Eermaslsr loéfled ¢comnmnerssianon-

al gorithms_and. channel sel ec see .Section |11
é%&ﬁﬁer‘fe&r ‘rsémsélha’c‘?éb’ﬁtﬁ% ‘bfﬁf‘j af drecBfigegbecause, instead
r es¥i1BE ARGE) sitRBIraEEPC Mta\ 200l R o gs 115 120, r1f3@ %@@Sﬂ 1845t bS
exchanged "bet ween the tag 110 and thé réader

befastien ofithe segmbiddl veewoss afdhs EPEciatel Aharsnlett 4 @ams@ during

for trans Si 0 cri bed bel. Thus

scPahBRmg Bt Rie SR MR A AR eROuDHh, ThidStepipted data 220
. 0RF¢ Elobad reseaib@ i imBadiseibiited GhR Bk callisienk Betwlebat

is, the only infornmation needed to scranble the EPC
2amodictywih siniarERGdats 28Pareapmimized h Bormore on waltple-pass

rrem??ﬁngéﬁ EOIH{ zﬂg I eggg% S@C{eprnt%gegercgggse e §ec?1ton %II%%kn%' %11 fdre

I ngao¢dltsionandpetlisyon ®sistante, tsaescsm:lbﬁ rtbbd:lag met hod maps

typi cal data sequences ( such as EPC data sequences) to

resul t sy 3462 3R¢haREdd BépwBaMHNE REOPR) antiGhé Fsaller 100

exhi bit properties of a uniformrandomdistribution.
| nbafers the tedd Pageds to select a channel to use for transmission (as

described below). Thus, the scrambling and de-scrambling methods in the
described system must be self-referential only; that is, the only infomatipn
needed to scramble the EPC 200 or descramble the S_EPC 220 is the data itself.

The system described calls for the use of a scrambling method that
possesses certain key properties. An important property is that the scrambling

method maps typical data sequences (such as EPC data sequences) to results



enbodi nent, the scranbling nethod has two nmain

properties: 1. Gven tw typical EPCs 200 represented
wowah/og3esy digits, where k is a predeternm neRCT/NEWY€006923

(e.g., in a typical pair of EPCs 200 many, but 5 not

all, of the k-ary digits are the sane), the

probability that the scranbled S EPCs 220

corresponding to these EPCs 200 match for n

consecutive k-ary digits (used by the tag 110 to

d ] 0

1/ e R SROGE, o RRSSRIRNLSh dSUBREE h R eked

Wi ¢rthbddiment, thegictagpblingenahéd has tavo @inprewbetiest m ned

integer (e.g., in a typical pair of EPCs 200 many, but

not alil , Gbfenttiwe tipied! ERfIsgiO0Sepresentdiew iia ety xzﬂgdxs ewhere k is a

scranbl ed Qutputs. . match for n consecutjve k-a

di gits (RrSEeemynehinteasy (agom pyRRREPH %EPGM%@@HY: but

5 assi gnneﬂéti%l’ oHB et epa?%q&%?é h@sgm@ Yn@bi n(y%ﬁ&%(?y

t he tag e su seque nit anne
assi gnrremrmblmi S| Erés R0 mmtrdzspazﬁdlpg dndothbsd EPgs 200 match for »

appr oxi mat el e
repr esen‘f‘%’&eéﬁ’&f@ go"’éy df%\tég Seﬂxt’é(ng? f*igels1 Oé? getefré%ﬁt"@@mt%
a st fongas@g%hﬁﬁ?s@f‘s a‘i)‘io%ﬁﬁa%bél}y‘@/ﬁ*’ .6RY each output bit is

dependent on ery input bit and changing a single

| nput b E}bvgﬁl%@gggaé {HilszqOOt Eére?éﬁtt% tﬁ’kta%{)d S, Where kisa

aver age. ifon"to t scra
10 descrii beﬂredétemned hﬁegba(eag 2002 typical pdisof EECEE@Q Iylla:hﬁd)ut

210 before appl i ng_the uniyersal nbl i ng
al gori t hft @il gt the%rffras ity By BGroame W 0%%@@&3 @a@yu&s 0
assure fgpthen, g @&?semﬁ%q{ bll}fﬂlgﬁmﬁéi 1%7@16 "f‘ag’ A0 81déteRhine

known encryption al gorithns
Encr ypt i dranStlassignaents) tler MBacmmﬂ m [R:axra d@tsr(ywmbcyrthe tag

for °thi o 110G derchmie ey fphelpgptent o imagh i

15 | evel of probawilfy p%)ré)ﬁniafﬁl)@[ﬂkant for high-privacy
appl i catl ons (suc as those where tags may cont a| n

sensi tf, e Bl Phinkye Leb@roolthe
Vet hods WO 206’4/ 082305 °p u52004/ 606923 Sefﬂ A bI oC K

d| w@ﬁtaiﬁocaf stmngagaM®a mopérty whereby eash oukpait pries depeadent on
odi menf9 ust rat.e

oakey FFOLPY S AngiR T o % sheaeal G the oyput bits

paph aRfrageonducti ve el ectrodes (e.g., capacitive
pl ates), but in general can be any

20 In addition to the scrambling process described above, the data 200 may
also be encrypted 210 before or after applying the universal scrambling
algorithm (e.g., prior to programming the tag 110) to assure further data
security. There are a variety of known encryption algorithms (e.g., AES, Data

_ Encryption Standard, International Data Encryption Algorithm, etc.) in the art

25  that may be utilized for this task. The; éveiilabi]it& of thls additional level of
security is important for high-privacy applications (such as those where tags

may contain sensitive medical or financial data).

1. Power-On Methods




nmet hod of coupling energy froman el ectromagnetic
field into a circuit. The 5 alternating current ("AC')
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tag 110 is rectified in power converter 703, the
direct current ("DC') output of which is used to
power the tag 110 and al so serve as a tag energy

moni tor 704 which further ehhbl es communications (the
el ements of which will be discussed in nore detai

bel ow) . A H&k&ﬁ%ﬁm%@@%é’i 1®fa 19 §plﬁ§ Bﬁth@ ?réf&?e& &Hb&ﬁ&%nt is

220 and t.he conmuni cat i ons channel el ection bl ock
24lﬂu$tmtqz£r wdlte7t Fans mtnacmvg}yadouplsﬂ@wteml, the anteining 701 & a
e.transni ssi.on 702 ch,as

o vk RIS RO R PPy SRy Pin if GEnSRGH tRny

t NAetBbd bf sBIREhHg e g§ Fdkt A eleétrorhmeﬁb ﬁ@lﬂlﬁhtd@@i%tﬁ‘tt O'he
708 results in the generation of sour ce

g eunen (4CThapve ﬁrcma@rrlea@y S O o isseetioion fateche
PIRZL B0 1sGRal RER ol RF o el bSO AR (AR Byt of

t owhisk iSigsetl h@f)@%ﬂiﬁé TRt 0Sing A&l selyefas erfag Eli%r%ﬁﬂ@ﬂftor 704
device, and bl ock 705 (in_conjunction with block 240)

rra\y higl figrther ppaties conenurications (bR slgrentsofacihuibbe disgtssed
ﬁ'nh&g 'dgtaﬁ%%g;gﬁ' Srhte%tatté‘@ ﬁ%ﬁ%for e??&ﬁﬁﬁ%%&%a 55805 f the

on eac I'ca
c oumimmmatm(ns chRannel selemoaﬂolodkrmowo producevramsmit hgmal
resPonds to i.nquiries f{onrthe reader 100. Eac

1 Tpiormaon. pach {FsvRen applighia the frgpsmaissipp glement A6 0o
prleQ&hl%amaasﬁ eleﬁfeﬁﬁrhau%ér CrsbRld 19%? rg Lﬁﬁﬁ%@c&ﬁﬁ&g)f

its information in a multiple pass
f i the thpmetimbdulaion Z08 casnts tni the gerseratyqmi ozfaal dignad ecburb@ be

f h of,th 110, 1
| i om (RS R Sadeh o St i b sl goantitip ERHfee in
endiesit RNl 703 s iaRR Rs@ibed beRMEBlock *791\@1&2‘% o‘éﬁﬁ%ﬁr@& to
tag transm ssion conditions is shown in Fl

t heensq the adjustnfend siehaling, freth dhe wadwigvise candibdek Hidd(in
¢ o&)%l&nc? on 4 h bl?c? ﬁé‘ftop %Yap{ 2 1z§;§ %lol egr{e]rcﬁgg ﬁlge{tfg% I%(é gireql;%l%ber

prede on

orofavaidada chapneld e eensysiegh. condi tion is met). 30 In the
preferred enbodi nent, the reader. 100 renotely pomers

the taghhe daip220 sigregiam eagh éng; HO if ppisallystred &ylaihed

PR B, RSP SR P R R

| ereader aoox Rech tag 1100128 ¢ 8@ thpiallyvedistfer afirsefredetermined

gg‘tﬂ% 1h %‘érr]r?qt Pﬁfsgfeq g{tltgsrgg {n)g/; 193(31%1 05*15'1natr1](()31§j 1nb mugl%leagegs
algoritnm. The first predetermined condition is typically set to be the same for
each of the tags 110, 120, 130, though it could be randomly chosen or assigned
in other embodiments. An example of a general flowchart showing tag

» transmlssmn conditions is shown in FIG. 8. Note that in this flowchart, the
second predetermined condition may be met by a variety of measures (e.g.,
when a first predetermined condition is no longer met or a second
predetermined condition is met).
In the preferred embodiment, the reader 100 remotely powers the tags

110, 120,130, and the first predetermined transmission condition is met when



flowmhart of this action, where T1 and T2 represent a
first and second power |evel threshold. Note that
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conditions (such as, particular synchronization pul ses
or pseudo-random pauses) can be enployed by those
skilled in the art w thout dggarting fromthe spirit
of the described system Oncésthe tag 110 receives
power (either renotely fromthe reader 100 for a

Pas inkeint@GouHecattd pRAMAERT af B 1A ALEIK&Is Jﬁ@&eteﬁrhﬁed

tag 110 continuously nonitors the Teceived
sttheasheld (thet s@edenBy demﬂnmhéhyﬂ 03 bad)i70d)t rFaIGsﬁulmstrn‘@s a

On t.he t 110 b t
o Mg pdfor, SRl TR T2 ke e b ek G SqERAT Wer
Mukté1 Fh@sHAA SNS&Othat idpPemedilions 'einpldyﬁhg,ﬁ&hbb/pf@@etéﬂihhad

activated at a given tine in the preferred enbodi nent

of 70|lnldé109§/ §uehres, mélqulﬁrlsym&mmvﬁmdwsag or pwudogmsi@pl
e S 6 Gy BP DI e oo Byt R BoneRlne B e

pr ket cthe @@dnbécammas sOfce tﬁ@tuy 11i0c8cdigesPbver &dithehi ch
tlma they will stop transmitting data. The second

prisgetady Forcle readss PG K gpagsyrtiagi grselirpopyseed 9r an astived

e [ t the

) %Qg %Ftﬁ% ! \§ 8%@}&11\;“@9 g{cli?tofsecgg gerc%{izeﬁ Q %11 Jn%};.géﬁl t8

ei ddt@minawhen o ain trktfsn‘flttmgt erce dﬁi tag i Bdglﬁﬁmodulatlon and
threshol d or exc:eeds a .second predeterm ned th
whiramissiqn 0cof isylaie t is U@’r?ép"%tﬁ nNEehes rpgl@lp{e tags 110‘

PT £4L4 86 Gl léaﬂfy%%fmh}? actlVddlit § SRR mtths ér?éd and
second predéternined tTransm ssi o ondi ti on orm a

r agigleodimenteféhe/ sdtapower IeveI s (e, g , a W ndow) over

whi ch c ro 0 ta i S cal .y full . )
act i vat T M BBeeE] it e o Bl EReiep tpfpi duei
demédrhiagen sy suRiple b&@esq@.w dRBrib et o Purdthl Riseddddy
about 3dB wi de, neaning that tags 11 120, 130 will

r e@pdﬁ@lﬂﬁl@e%@mmmoracq@ﬁg@ igfmet, ap whighelirae they widl staponre
n of %H%H%&%g dafaC e[*heesgco%fpg%\%t 9 r}ﬂrlnedotﬁlﬁéﬁnés?o ec!c)nflﬁmtlg the

I STPOwer | causes

t r pt@ﬁdﬂeﬁ%hﬂi@alrﬁtﬁltfiﬁlnbt whémﬁhe récepled potvet wval ;it)the iagrm owas
power wi_ndow, which hel ps all eV| at e the

ty
n e%‘?sﬁWéfl by temensigx mapitan/0ds eidhar fallsdiplovr e‘rﬁw’sﬁ)rﬁi Rrgflstemained

oGP SE shoaedE R ooy A IR A BB bl

PGﬁ/ghBZﬁﬁﬂﬂh@@'ﬁﬁZﬁﬂedeléimﬁhdd thfeshdid. t ags 110, 120, 130 in
the sysf o meY, Rhe st ind SR ofd reabtBRmined transmission

conditions form a range of received power levels (e.g., a window) over which

each group of tags is typically fully activated. In the preferred embodiment of
the described system, the power-on range is typically about 3dB wide, meaning
that t;gé 110; 120, 130 will respond to power in a range of 1-2X (relative to
some normalized received operational power level). Note that this powering
window generally causes the tag's transmissions to fall within a proportionally
narrow power window, which helps alleviate the typical near-far problem that
affects some communications systems (e.g., as in spread spectrum systems with

non-orthogonal spreading codes).



same power-on range in the preferred enbodi nent,
al t hough ot her enbodi nents are possible, such as
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but likely different) or random power-on conditions.
One such 5 exanple may occur when different

manuf acturers are assigned different power- on range
| evel s, providing sone separdBion (or distinction)

bet ween different manufacturer's products For the
pur pos \4

transm lfi%l:%&éﬁ%%%ﬁ?gg Qg’elt@rlﬁl%ée %alwglrgn of he
c oammapayvrs)om rsngeciarise phefarckdt amﬁwxmentaaithomgh other

tra ter. 10 | et _.oth ments of t

oS e R, S ROy o B HAPE S (- Pre-
abés'sighéc? sbuffﬁkfel? Hiffdrent) Br MRAHEA podRfohkEnditibsd @Rsuch
second predeterm ned transm ssion conditions may
cosginglle wiey oo whepaliférentspanifaciniersart essignedsfferont power-

th ' ' f t In,t
o Bttzpes A AlsuP Ry TR Rt o G et ey
e aREabtaREhe Blodnd®. $ek BlePunSstePs thh8r Elot 8t idvdhtion ramy tag that

during progranmm ng of the tag 110. e once aln
t higtirapsidiing dggh m&ﬁ@wmdsbydge ebaseoriothen §ﬁm@§i>
CODLI S48 18 ap oo PERLRRLGAL | O si gnal s, - vy
cofminicat I on Wt n' ¢ ne ag, "etc.) are possible
Wi t hout Tidlgdp dttel BEbOdiaTEntsE thpldsctibaf sybleen, Sapstvah twdwap
exanpl e enbodi nent illustrated in FIG 10, the reader
100 mRHNiRIo eIk Y Pxdstolierick seeertes fissiand sepad head
of

(1Bl E Bt Slitiors T AUREE! Fo! Ph8l et on
a glmehjfonﬂz@ﬁSn pulely @citiser ]s(@@hng.ﬁﬁdnnahﬁﬁZ In th‘e casy wherg the
physi.cal .di gensi ans, have t ags 118 0Olo ated
orPEAFPRRIBRT CARSISSIoN condutions dkEradom Y Flé’é’ Cta
v 4
ehe B B o IR FLO, D8 b B %l"%ﬁm??é%z%@ %‘?Qh%"g*%nfe
asagat thiabolthey iniplerhentetigys of tiese tragsmisEon ccﬁnlrcﬂm@rg o
[ .n different received power. |l.evels

|
o SiEbisRftelion SRR vo SRERUTRES G PG ot ab Bssivte

Chﬂitﬁ@ﬁt&fep&hhgifroﬁﬁﬂl‘é%ﬁﬁhtbh@hers%‘t@ﬁlf antenna 1004 and
vari ous tags 10, 120, 130 in the system different

tags nalp anewmple embediment illpsated IndiE). 40, the resder 100, sdpich
" eaggﬁe g&?&glﬁpc%gg’gﬂé&/ fr{) rﬁ?ea&%%&ma%co%@r%ﬁgr f(ﬂ)g é% c%ﬂ&:@ed

excrtation |

t reiattdnsipission rhakeh)1003 d an a{témfatloahmlmem/ma £l5e1f1005.
coagse po ulation reduction of the tags present in

t he
sy SPEisi 19 Ph@ ZAr K922 PEYRYVDERbYSiFtghmgrsions, have tags fi0, 150,
PCH 432204 67 A5923nt p%ﬁs of the packages, and result in variations in

coupling between the antenna 1004 associated with the reader 100 and the
antenna 701 associated with the tags 110, 120, 130, further resulting in different

received power levels by tag electronics 1012. Due to different coupling
characteristics between the reader antenna 1004 and various tags 110, 120, 130
in the system, different tags may receive different power levels (demonstrated
by the range boundary lines 1030 and 1031) for a given reader antenna
excitation level (i.e., reader transmit power level). This effect also serves as a

coarse population reduction of the tags present in the system in the preferred



enbodi nent, since it is likely that various tags 110,
120, 130 wll begin transmtting at different reader

wo ca@n®8a3ds power | evel s and hence different ti nmeGT/US2004/006923

10

15

20 '

25

30

Not e, however, that multiple tags 110, 120, 130 w |

still typically begin transm ssion sinultaneously for
a particular power level in the preferred 5 enbodi nent
of the described system For 'éxanple, there maybe one
thousand itenms (tags) in an inventory that need to be

| dentddiingsh, sRed 1tt1§‘ﬁkelgeﬁga% (Iaﬂ&g tHEY1105 § 8B 180%aH %B =

di fferent possible po activat’ing grou
r owgtshnpttingraé diffemeht echdenygansatit P lpeieand lenet diffena gimes.

p e ARt bet gl g ity 20 St e aisRe o

t hgankhiseyst ﬁmultaﬁ@ﬂamf&sa PASCHIOFOWRH 1BV ﬁr?th%%%feﬁ@d

only be synchroni zed (though not™ necessaril
si mquamé@mf)the desshibedsystem. hBorcexempls, therevmay Ibetone thousand

et v B b en it iReer OB s RBES AR Rafia anemy

t Ostéss EvRGUEht te diffdNait obdiisie pbWepraseele @b Sroupd 6 roughly

reader 100 will step throu possi bl e transm t

i T L Mg SR A 4 e el LN
po, t r
P oo LY itk nd B by VB, i en R Bor e
ef §yetei, \tmhsmmemhs ﬁrbﬁ'l mbkiplecaghmgy only bﬁsyhdﬁsmbag (tﬁéugh not
and ends transm ssions. This aspect is_inpor
S| ?F&éssﬁﬂg’ %&E@?e%@@ S‘%fi“taé ARiheease meﬁlqﬁeéﬁcltaﬁ@eltzaggn)
1 0 r
pensan "IGsoe i B et i B e RBERERS nllon

trefdremh:) ta iransitit eranNstedattin ohdremBdimext, theaeader 1160 etill step

ove 31) or ter e the iden i cation
o st Aot e Pl et B temDe PR Tbe a0 Fragemit

I ﬁ@wa lew. TRAEARETO fhe &)ﬁﬂﬂ;ﬁlar BbwBXBE Fnges PONEtads 916! B0,

for gi ven |nventory profile, and arrange its power

s vxle%éb ﬂw Ilehdﬁpirl 08 @fﬁw\@lwmmodﬁ whaseach @venp dfdags lzchStahd a

oot atfuis S ik pendiER P ERInGh st 50 ckBplines

t hﬁherﬁﬂ[ldfﬂhlemzigs(ltmpllligﬂlw i HpatighlabpSHELdn ﬁﬁg& @Yg. Metween
nmodul ation detection neasurenent), and quic st eps

oIQB’ﬁ)eanﬁeW b’awerbe%v@melyéd@élf% aHivlich t;p@eﬂth?@n ste@ttelthe

i gﬁw nnel elgé'lgé%tﬁ ?%%R%r}&gﬁeangm SSI g(ge%ﬁ/& %E%S& g%f%% I
mJI ti pl b aothet embodinmant,tthe teader) 1 00ana¢aat sraemenbthotisige
use. sone ﬁ1&9&%)”(?31]lg{ﬁdé:fgannel i zation rretPod, s does the

pr &SERECHE q & EVRLEEPPTY RrgH g3 @awer
P%ééﬁ%%@&ﬁ9?g$ven]t§ those power levels with a history of activity.

When the reader 100 steps to a power level where no tags are activated, it
senses that condition (typically through a short energy or modulation detection
measurement), and qulckly steps to the next power level, so as to minimize the

total reading time of the tags, as further described below.

III. Channel Selection and Transmission Methods

All multiple source (or multi-user) communications methods use some

type of channelization method, as does the present invention. It is possible to



utilize any one of several channelization nethods or
techniques in the described system Cenerally, the

w@banafsd3dzati on nethods utilized can be di vi dePCT/H8Z904/006923
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two categories: orthogonal channelization methods or
quasi -ort hogonal channeli zati on nmet hods. The present
invention relies on the fact that system5 operation
(i.e., the nunber of avail ablf® channels) can be

optim zed for a given nunber of active tags and

C ORI R 3Hhe B?s&@ﬁ@ EEJ ioh ﬁodSQrtt&%g @%}m the described
conmuni cat 1 ons channe ave t vant age t

c osywieni. c@enepallyn ﬂheaptrahmimatlmhmnﬁmkis dokzedman bewlivadédine two

at al | atjon ther chapnels.in a
Soribsribteetd haieigrtiop gudhodi et ramoEs v er
S yémﬁheﬁdaﬂgn RRindeN ﬁefpfr&*eﬁﬂhvé‘rﬂﬁﬁir}@h& drﬁthg eldt BBl sR®em
zero). Quasi- orthogonal channels are nearly

oer@@ma(u e ( éleglumu@avf anpilable mbergxelsb malebeopmmzed &dnpegiven
near zera t t %rent channe g are typically
ut‘?‘f’?t%eé & P “’oe P% P CEYuENeE 10888 TGPl tipl e
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Some examples of orthogonal channelizing functions include, but are
not limited to, Walsh functions, timeslots in a slotted system, frequencies in a
frequency division system spec1a11y augmented PN codes, etc. Some examples
of quasi-orthogonal channelizing functions include m-sequences or PN
sequences as described above.

An example of a specially augmented PN code is one that has an
artificially inserted (i.e., not generated by the normal operation of the LFSR)

binary zero into the sequence (at different points in the sequence depending on
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direct| mthejde fication data 220 that is
st @g%h%h a’gw 1cpérénelli@nﬁ géoq:se @@ channel and repeat the process.

The transmissions of the tags are assumed to be roughly synchronized (by virtue

of the first predetermined transmission condition) in the preferred embodiment
of the 1nvent10n

The channel selections by each of the tags are based upon predetermined
information (i.e., determined either at tag programming 230 in typical
embodiments, actual data gathered by the tag, or possibly in the design of the
tag itself). In the preferred embodiment of the present invention, the channel
selections of each tag 110 are determined (in an algorithmic manner) directly

from the identification data 220 that is stored on the tag 110 (as further
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of the algorithm, ensuring a random and independent selection of channels

througnout the multiple pass transmission algorithm. When any adjustments
are dynamically made to the number of available channels, block 240 may
25  select the next n-bits of the stored data to choose the next channel, as further
- deséribed below. The optidn of cyclic~alAlry .ex;:endi'ngr the stored data can be
employed without limit when selecting more than the stored amount of data on
the tag.
Note that the tag 110 may transmit all of its data 220 in each algorithm
30  pass (as in the preferred embodiment), or only a portion of the data (i.e.,

generally enough data is transmitted to determine the channel utilized by the tag
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in order to randomize the collisions that will inevitably occur (see further details
in Section V below).
25 Of course, those skilled in the art recognize that other (e.g., non-
| ‘cront“iguoils or not cofnpietelj} unique) sections of the data may be used to either
directly or indirectly select the communications channel in each pass. In this
manner, it is possible to extend the maximum number of algorithm passes
before the channel choices repeat, virtually without limit. The channel selection
30 profile (or channel choice algorithm) may be modified after some number of

transmission passes, such that a different subset of the same data 220 is utilized
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This situation is to be expected under normal system operation. For example,

for a typical case of twenty-five tags communicating over 64 channels, the
probabulity that there is at least one collision is 99.6% per pass. This is based
on the fact that, for M tags communicating over N channels, the expression for
the probability of no collisions is

B M

(N-M)! NY

Pr{no collision}=

Several numerical examples of colliding tag transmissions and their
remedies are discussed below in Section V - Collision Mitigation Methods.
In many cases, the number of tags present in the system (at a particular

power-on level) may even exceed the number of available channels (especially
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typicaily proportional to the number of channels available for that pass of the
algorithm (regardless of the channelization method that is utilized). The total
25  transmission tlme (TTX) for the mu1t1p1e pass transmission algonthm can be

expressed as
= -—Z N, * B,

where L is the number of transmission passes that are required to successfully
transmit the data, R is the transmission (signaling or channel symbol) rate, B; is

30  the number of data symbols that are transmitted per pass, and N; is the number
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channels per pass (and the symbol rate) in the preferred embodiment as shown
above, the system's total reading (i.e., acquisition) time performance can be
improved for a small number of tags by using a smaller number of channels in
earlier passes of the multiple pass transmission algorithm (since adding more
25  channels to the system in such a case would be of little additional benefit for
small numbers of tags). The number of channels may ‘be increased n leter-
passes of the algorithm (potentially in multiple steps) to accommodate cases
where larger numbers of tags are present in the system, or cases where the
communications channel is poor, and the reader 100 does not employ the more
30 sophisticated signal processing (e.g., advanced collision mitigation) techniques

referenced in Section V below. Increasing the spreading gain increases the
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af §€fhe aata are exhausted. Other embodiments of the system may utilize a
variable number of channels per transmission algorithm pass that changes after
25 a predetermmed number of passes. For instance, the first sixteen passes of the
" multiple pass transm1ssmn algorlthm in the above example may utilize
anywhere from 32 - 256 available channels (i.e., five to eight-bits of channel
selection data), while the next sixteen passes may utilize anywhere from 256 -
4096 available channels (i.e., eight to twelve-bits of channel selection data). In
30  this manner, the dynamic channel profile (or number of available channels per

algorithm pass) may be extended virtually without limit. Also note once again
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at some other arbitrary time), which effectively requires a 1-bit signaling
25 method to the tags (e.g., a flag signifying active tags to either increase Nj, or to
 leaveN; the same). Alternately, for the example, all active tags may be directed
to decrease processing gain in the next transmission pass (or at an arbitrary
time), which also effectively requires a 1-bit signaling method to the tags (e.g.,
a flag signifying active tags to either decrease N, or to leave N; the same).

30  Generally speaking, any adjustment of the number of available channels in the
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increase Ni, or to |eave N the sanme). Alternately,
for the exanple, all active tags may be directed to
decrease processing gain in the next transm ssion pass
(or at an arbitrary tine), %hich also effectively
requires a 1-bit signaling nethod to the tags (e.qg.,
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several factors, including
but not limited to, an estimated number of tags active in the system (possibly
from prior read cycles), the severity of collisions in the system, an estimated
signal to noise ratio (SNR) or carrier to interference ratio (CIR) for the
communications link, or a desired reliability or read time goal. Such
measurements are termed communications link quality factors, and may be
determined by factors that are either internal or external to the system. Further

description is given below.
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signal to noise ratio (SNR) or carrier to interference
ratio (CR) for the conmmunications |link, or a desired
reliability or read tine goal. Such neasurenents are
termed conmmunications link qéality factors, and may be
determined by factors that are either internal or
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92jeBs Mikery. In the latter case, increasing N; will increase the spreading gain of

the system, effectively affording a higher bit SNRs after despreading in the
reader receiver. Generally, the reader will want to utilize as few available
6hanhéls as possibleni-n order to minimize total read transaction time, since
transmission time increases as the number of available channels increase, as
described above.

In the preferred embodiment of the present invention, the tags will begin
with a relatively low number of available channels (N;) in order to keep the

total read time low for applications with small numbers of tags. Note that this
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avai l abl e channels as possible in order to mnimze
total read transaction tinme, since transm ssion tine
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Identification in a Conmuni cati on
Other forms of such knowledge could come from the reader operator, or other

measures that estimate the number of tags present in the system (e.g., total
» fecéived signal As;tren‘g{h, capacitancé,‘i‘ndﬁctahcé measurements).

Note that the adaptation method may be combined with other forms of
signaling to the tags in the system, such as with tag synchronization methods
described in the application Serial No. | filed March 11, 2003, titled
“Method and Apparatus for Source Device Synchronization in a
Communication System” by Kuffner, et al. (attorney docket no. CM05696G).
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nmeasures that estimate the nunber of tags present in
the system (e.g., total received signal strength,

capaci tance, inductance neasurenents). Note that the
adapt ati on met hod may be conBfned with other forns of
signaling to the tags in the system such as with tag
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Sy(r!c(>:rr1c]1;nc1)1rr]1£cza’g(t)rll ggstlem” by Kuffner, et al. (attorney docket no. CM05696G), it
was disclosed that the tags were all synchronized to the same edge and same
sense of the clock with a gap detection circuit and an edge selection circuit. In
that disclosure, the gap was used only once at the initial synchronization of the
| system, after which the RF signal was applied continuously until such time that

the reader had determined that the inventory was satisfactorily accounted.
There, the standardized spreading channel profile stored on the tag was
followed, and the spreading gain automatically updated in each tag based on a

local state machine that tracked the pass. In this filing, the tag can still be

programmed with a spreading gain profile or alternatively only an initial
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of the clock with a gap detection circuit and an edge
selection circuit. In 25 that disclosure, the gap was
used only once at the initial synchronization of the
system after which the RF sE§nal was applied

conti nuously until such tinme that the reader had
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within a pass if it so chooses). In the second waveform 501 of FIG. 5, the
reader powers up at 515 and inserts a synchronization gap 520 of duration Ts.

' Tn this exaxhple, shown at the end of the first pass 525 (though in general it can
occur any time at the discretion of the reader), the reader, based on collision
statistics or other signal quality criteria, decides to insert another gap 530, also
of duration Ts. This and any gap 530 would be detected by the tag
synchronization detection circuitry and, based on the fact that it was not the first

gap after power-on, interpreted as a command to adapt the processing gain. The
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may now i nsert gaps at the beginning of a transm ssion
pass (or even wthin a pass if it so chooses). In the
second waveform 501 of FIG 5, the 25 reader powers up
at 515 and inserts a synchrofsPzation gap 520 of
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605, 606. The values of these discharge elements are set to provide two

>

different discharge rates, one long (606) and one short (605). They discharge
slowly compared to the cycle time of the RF waveform so that capacitors
remain essentially charged with some small amount of ripple while the RF is
on. When the gap occurs, it lasts long enough that at least the fast time constant
capacitors discharge. The voltages on each capacitor 604 are compared to a
threshold 608 by comparators 607. The comparator outputs trigger one-shot
generators that consist of D-flip flops 609 with an RC feedback 610 to clear the



20 generators that are conposed of a charging el ement
603 and a charging capacitor 604. \Wen the inverter
wWGom40823plit goes | ow, the charging el enent vePET/US2004/006923

qui ckly sources a charge onto capacitor 604. Wen the

i nverter output goes high, the capacitors 604 begin

di scharging through the di scharge el enents 605, 606.

The val ues of these discharge el enents are set to

provide two 25 different discharge rates, one |ong
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25 An example of the tag waveforms for this circuit are also shown in FIG.
| 6: The input <of iﬁvérter 602 is shown in waveform 651 with gap 652. The

voltage on ramp capacitors 604 is shown in waveform 653, and the comparator
threshold 608 is shown as dashed line 654. When the faster time-constant
capacitor discharges with ramp 655, it crosses the threshold and the comparator

30  outputs pulse 656. Slower discharging ramp 657 does not fall below the
threshold before the gap 652 terminates. The rising edge of 656 causes the one-



of the counter can be set one higher than the desired
initial processing gain, so 20 that when an
WO pooiosd3pzat i on gap that commands the tag to redIUS2004/806923

spreading gain conmes along, the spreading gain wll
decrease froman intentionally high value (e.g., 64)

to the desired starting value (e.g., 32). After the

first synch pulse, this conBtol could be rel eased so
that the spreading gain may be altered by the reader.
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short }I nme- constant ranp and the process begins again,
stored/programmed on the tag 110 are used to directly specify a time offset (or

code phase as in 1220) of a length-N specially angmented m-sequence (where N
is equal to the number of channels in a particular algorithm pass, as described -
25 above) Note that spreadmg codes may also be complex valued, without any
H loss of generahty ThlS process is shown schemat1ca11y in FIG. 11. Different
phases of a PN sequence are commonly obtained by applying a masking
function (or AND-XOR reduction network 1100) of the PN generator (LFSR)
state, which effectively performs a modulo-2 sum of two or more m-sequences
30 to produce a third code phase of the same m-sequence. Thus, all of the tags

110, 120, 130 use the same basic LFSR (m-sequence) generator in each



Specifically, in the preferred enbodi nent of the
descri bed system the random channel choices are
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code channel in 1220) in each pass of the nmultiple
pass transm ssion algorithm Mre specifically, in
the preferred enbodi nent, portions of the data 220

st ored/ programed on the tag3410 are used to directly
specify a tinme offset (or code phase as in 1220) of a
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modulation, or some combination thereof). The preferred embodiment of the
system utilizes a form of amplitude shift keying (“ASK”) from load modulation
via transmission element 702, though other modulation types and
implementations are certainly possible (e.g., Differential Quadrature Phase Shift
Keying, Quadrature Amplitude Modulation, Pulse Code Modulation, Pulse
Amplitude Modulation, Pulse Position Modulation, etc.). The use of many
different carrier frequencies for transmitting tag information are possible,

ranging from tens of kilohertz to several gigahertz (e.g., 125KHz, 13MHz,
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(e.g., an XOR gate in digital inplenentations, or a
multiplier in analog inplenentations, as is well

signals of the activated tags are then sent (in

aggregate) over the given 20" comruni cations channel.

Note that the tags could enploy a range of nodul ation

types to transnmt their datd (e.g., anplitude

nmodul ation, phase nodul ation, frequency nodulation,
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so that the reader 100 renotely powers the circuitry
on the tag 110. Note that the

IV. Fast Demodulation Methods

The reader is responsible for performing many important signal

processing steps. As shown in FIG. 13, the reader 100 typically begins the
reading process of the tags 1‘10, 120,7130 by initializing» the output of a signal
source 1310 with a transmit level control 1320 and amplifier 1330, and
transmitting power at some minimum level. The reader 100 then begins
transmitting a continuous wave at that level in the preferred embodiment. Once
the reader 100 is transmitting at a particular power level, it typically listens (via

the coupling device 1340 and antenna 1345) for any return signal from the tags

The spr ea”PlCHES8204/006923



use of actively powered tags is al so possible and does
not in any way limt the wuse of the present
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t he described techniques in 20 the preferred
enbodi nent, the circuitry on the tag 110 can be kept
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1375, afd sttedabgue.dhe pisfereed rehadimens of il present inveniion
131§t9ﬁze read spectrum modulation in the tags 110, 120, 130. Thus, the

received data must be despread in the reader 100 for each code channel by first
reverse-applying each possible spreading code (or the complex conjugate of

- 25 each complex spreading code), as is well known in the art.

More specifically, because the preferred embodiment of the described
system utilizes specially augmented m-sequences as spreading sequences in the
tag 110, very fast and efficient demodulation (i.e., despreading and
channelization) techniques can be utilized in the reader demodulation

30 processing 1390. These techniques substantially reduce (e.g., by about a factor
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passi ve suppression 1360 of its carrier signal in
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cancel lation (for any formof interference from

sources other than the 20 desired tags in the

systen). As stated above, the preferred enbodi nent of

the present invention wutili2® read spectrum

nodul ation in the tags 110, 120, 130. Thus, the
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some similarities to orthogonal Walsh codes (shown in box 1420 of FIG. 14);

namely, the two sets of sequences have the same number of binary ones and
zeroes in the sequence (i.e., they are of equal weight). In fact, the two types of

_sequences (1 e. length N; spec1ally augmented m—sequences and Walsh

25  sequences) are related through the use of a smgle spec1a1 re- ordenng function.

This special re-ordering function is derived directly from the primitive
polynomial that is used to generate the base m-sequence (as is shown in the tag
sequence generator 1110) in reader receiver block 1520 of FIG. 15. The
sequence re-ordering function 1510 is used to directly re-order the data samples

30  (or elements) as the receiving device 1375 receives them, as fully described
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termed an FHT bin or FHT code channel. A N-point FHT effectively correlates

against all poésible length N 6rthogona1 Walsh sequences when completed. In
the preferred system, this is equivalent to correlating against all possible code
phases for a length N sequence. Since the FHT is a fast transform, it can be
shown that the processing savings over traditional correlation (similar to the

factor F expressed above) is equal to (N* / N log N) for an N-point orthogonal
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example, the channel selection code 1130 (the ‘c0-c4’ shown in FIG. 11)

25  (transmitter processing) directly corresponds to the active outputs 1550 of the
FHT block 1540 in FIG. 15 (receiver processing). Recall that the binary mask
value 1130 is applied in the tag 110 to select a particular code channel (or code
phase). This is also shown in FIG. 7, where the mask 710 is drawn from the tag
data 240 to input to the channel selection 240. That is, the binary mask value

30 1130 (and FHT bin index) directly corresponds to the data 221, 222, 223, 224

stored on the tag 110, that was utilized to select a channel during a particular
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utilize orthogonal Walsh codes for channelizing functions, in which case the

FHT bins would correspond directly to the Walsh code channel indexes (and no
fe;ofdeﬁng process is necessary). Such a system would not have as good of
interference rejection capabilities when compared to the preferred embodiment
though, since Walsh channelizing codes are periodic and could be highly
correlated with periodic interference sources. Therefore, the preferred
embodiment of the system utilizes specially augmented m-sequences as

channelizing functions, and the above described demodulation techniques. Also
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15 1830, 1840 over the portion 222 used to select the
channel 240 for the second pass is the binary
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NOL et 05V stdtSs, P BYRinigly Sofing e red¥iPed R%brdering sequence in
memory. The re-ordering sequence is utilized to store the incoming received
data sample stream into memory using indirect addressing. For example, the
first valid A/D sample (optlmally sampled at the spreading or chip rate) that
arrives at the reader is stored in memory buffer location 0 of storage medium
1530 (as is the case for all specially augmented codes), the second sample is
stored at memory location 15, the third at location 7, and so on. Once N (16 in
this example) samples are received, normal FHT processing 1540 can be

performed on the newly re-ordered data samples in the memory buffer 1530.
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popular communications systems utilize these types of PN sequences, or

Q

sequences generated from a combination of traditional m-sequences (such as
‘ Golrd“codes, as is well known in the art). Some examples of such systems are
the IS-95, IS-2000, 3GPP CDMA cellular systems, and the GPS CDMA
location system. The above fast correlation techniques can be equally as
effective in these systems.
In any case (regardless of the channelization techniques employed), the

composite received signal must be filtered and amplified in the receiver front
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all of e d fferent da channel s as describ

Sbove. REPHELEF eHPAlgion HeCsy S serly AP keitegation
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despreaders (in place of 1540, 1620) t'o performthe
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Weﬂ)dwéfﬂow (dtithd ﬁﬂaeﬁ}fciwer level) and continually demodulate the incoming
data until all data from the tags has been successfully received (further using the

methods described below). Also, when advanced collision mitigation
techniques 1630 are utilized in the reader 100 (as detailed below), multiple
demodulation iterations (e.g., FHTs) may be required for each pass of the 7
multiple pass algorithm. Also note that subsequent passes of the multiple pass
transmission algorithm may require the demodulator to adapt to a new number

of channels, as described in the dynamic channel profile discussion above.
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case signals fromdifferent tags woul d be denodul at ed
as 15 they arrive (at different points in time). It
shoul d be noted that the selected channelization

met hod does not change the gégderal type of collision
mtigation algorithnms that can be enployed in the
reader 100, as further described below Al so note that
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mul ti ple pass  transn ssion algorithmmy require the
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SR e SO A Wi
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whi ch t 110 20, 13 n utdl.ize.to..
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t i FEUgAUoB teChiuesy o  particul ar pass of the nultiple

pass transm ssion algorithm. It should be recalled.

Phat t nalaouranidsdar bogMun doolng i mopert S seition

t heniigt-anséddihtfhie® Bre utilized, and then later examines cases where collision
mitigation techniques are utilized. Note that the tags 110, 120, 130 in general

transmit the same patterns regardless of whether collision mitigation is utilized
. in the reader 100. Each tag (e.g., 110) is in effect 'blind' to other tags present in
the system (e.g., 120, 130). Performing the following additional steps further

carries out the demodulation process in the receiver.

In general, the reader 100 cycles through each of the possible despread
communications channels (either sequentially or concurrently) in a given

communications pass, and looks for signal activity or signal energy on each.



the tags closely approxi mates uni formrandom data, as

indicated in Section | of this docunent. 15 It is
w@omgiokdlesto either utilize or not utilize col PCBHUSN04/006923

mtigation techniques in the reader 100 in the

descri bed system (as further detail ed bel ow),

dependi ng on the desired conplexity of the reader 100.
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Generally, this calculation is performed for all k (or Nj;) available
channels to determine if a signal is present on each channel. The predetermined
threshold may be made programmable or adaptive (based on other conditions in

25  thereader receiver). This method has the advantage over traditional energy
estimation (sum of squares) means in that it does not require costly
rriultiplication operations to determine the presence of signals. Note that the
above average absolute value measure (ABSy) is also a measure of the average

signal amplitude for a source device when the channel is determined to be



wo 2048305 a gi ven channel

10

15

20 f

25

30

optimal |y sanpl ed despreader output signal in the
descri bed invention. If the accunul ated absol ute
exceeds a predet er P@BUSAH4/006923
threshold, a signal is said to be present on that
particul ar channel. The follow ng equation shows one
method utilized to calculate the accunul ated absolute
val ue (ABSk) for channel k, there DSk,,, is the
unnormal i zed optimally sanpl ed despreader (FHT)
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recognize that filtering or averaging of these measurements and indicators may

be utilized to increase their reliability (e.g., to increase the SNR of the
estimates). Thus, the longer the time period that is observed for such
measurements (and utilized in the subsequent filtering), the more accurate and
more reliable the estimates will become (i.e., the higher the processing gain). |
As mentioned, the reader receiver can sense collisions on each channel
by examining the variance of the normalized signal on each channel. The
variance of the normalized signal can be thought of as an error signal, and

represents deviation from an ideal signal. Once again in the preferred
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val ue of the normalized signal |evel over sonme tine
period. If the variance of the absol ute val ue of the
signal exceeds sone (differeA?) threshold, a collision
is said to have occurred on that particular channe
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observed for such 25" neasuregents (and utilized in

the subsequent filterimgm, = Z;LDH Lagggrlate and nore

reliable the estimates w'll t he hi gher
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br e({j ett%grgén O\rf]eer(%ragi}tﬂ)%la{p\bariance estimation (sum of square of sample minus
averag= ~lue) means in that it does not require costly multiplication operations
to determine the presence of signal collisions. The variance measure (VARy)
can also be utilized to detect when signal conditions are poor, and the system

- spreading gain needs adjustment, as described below. _ -
Those skilled in the art recognize that there are many methods available
to detect the presence of a signal, and to detect the presence or absence of
collisions, which may vary based on the modulation and signaling type.
Collisions may be detected by alternate means, such as standard error detection

(e.g., CRC) means, though these methods may not in all cases properly detect
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the above equation) can be partially determ ned from

results of the reduced conplexity signal presence

cal cul ation descri bed above. Specifically, the 15

normal i zed error signal can B& set equal to the

absol ute value of the optimally sanpled despreader
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two or nore tag
communicated on the expected communications channel (serving as another

form of error checking for the portion of the data that is used to determine the
channel as described above — also see FIG. 18, where the channel selection data
222 for the second pass must match up with the channel choice, as identified
with 1820, 1830, 1840).

Once the reader receiver has calculated the above quantities for a given
communications pass, it can determine other signal quality measures. Such

measures may be utilized for determining when poor channel conditions exist
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generally lost if no collision mtigation techniques

are utilized. If a 15 signal is present on a given
channel, and no collisions are detected, the

particul ar signal on that (gi#¥en) channel is typically
said to be successfully received, and the reader 100

e - .
B S e e B LT AR BEIES o i Wtbroppr gl
er sanceltpgion conditions, as frthec tlessribe®@below). Spevifiadlyethe ISR of

of sign integryt asyre) .to ensyre that the_data
R B g PR G i pir DA i e af e verage
t hegiiateveNaRiRld by Rfidd el datiRateS The 3V ihE @uatfod&hows an
reader 100 nmay also check that the tag 110 has i ndee

c otnfnle el his eomputasionxpseg te abovemetaten irshauehiensnwhere the

oIy ROSACL sip 8o i EieRhe SHE BT s Riined S
Ch@BR:), and tetesdifialigel wvee forah $0o&iddl Bandd haybene

the channel selection data 222 for the second pass
muésterripgdhtos (A%t he channel choice, as identified
with 1820, 1830, 1840). Once the reader receiver has
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and the normalized variance for an unoccupi ed channe
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[V * ' I I i pat .482.for

@@sﬁéfhﬁ&ﬁ% t}}]% Iﬂg\g cona% rggresqggrgm?re%%ﬁf, HR Iﬁea(sgre cail be used
as a direct indication of collision severity. These received signal statistics or

pass operating parameter measurements can be used to make key system

decisic~~ such as when to adjust the spreading gain for the source devices, as
further described below.

FIG. 25 shows an example of a procedural flowchart for reader
processing in accordance with the present invention. Those skilled in the art
appreciate that the described processing could take place outside of the reader
(at a higher level, possibly in a central controller device), without departing
from the spirit of the present invention. The reader device may optionally make
an adjustment to the number of available channels before any transmission

passes take place based on prior information (e.g., tag population from previous



weMNR4wsd3oes for each channel

10

15

20

25

30

to be mathematically related to each unoccupi ed
channel ' s despreader output as described above. The

maybe averaged ovPCT/@51004/006923

singl e occupi ed channels to get an average SNR
measurenent. The normalized error (variance)
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Thr2, 10 which can be set to 6dB for a chip SNR
val u e) Thhiegderohayaisoreyansioe other guantidiebtondeteronnevwhéther or
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such as CRC status, soft error decoding information, and the like. Similar to the

_ cases above, if many errors are noted from error decoding information (EDI)
2532, the number of available ehannels mey be iﬁcreesed 2534. Note that many o
of the above quantities are already computed by the reader receiver in the
normal course of demodulating data and resolving collisions, so that the impact
to reader signal processing is usually not large. Once again, for the purposes of

this discussion, increasing the number of available channels is equivalent to
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c oftiivonglt & vaetpof possitdd algerithnaslesaedibeldye). dnithis meen¢rpthe
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when it passes a threshold). The actual |evel of such

t heoseRBRigations yesuErss-h b effach ﬁhq;qrqre; system is a self-organizing
network, where all of the organization is done in the reader receiver instead of

the transmitters themselves. Note that the removal of the signal does not have

to be exact to realize a benefit from collision mitigation.

FIG. 19 shows a general flow chart for reader actions when utilizing
collision mitigation techniques. In this case, the reader 100 will attempt to

resolve as many collisions (e.g., errors in data) as possible before moving on to
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adapted. For exanple, a reader that could afford nore
time to read a tag population or inventory could

i ncrease spreadi NRCT/Ya1004/006923
(e.g., increase Thrl, decrease Thr3, or decrease Thr5
above) to inprove the 15 robustness of the read

cycle. Once the signal fromthe tag' 110 is known (and
possibly confirmed), it may5Be ignored, or renoved

(as described below) fromthe rest of the signa
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C ORRGTbE tdcBRIg LS SR By tht héeP ORI Ei‘%ﬂ}ﬁ? have the tags
mtigation is said to have occurred. In that case, It

i sl1i8pd30,0138 tragsyy dhemasinyusn pusberdfgasies imtheinultiple pass

re .0Q. cesstul | cquire.(or.dempdul ate). all
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that the tags transmit on by controlling the first and second predetermined

transmission conditions. In the preferred embodiment of the present invention,
the reader transmit power level is held-constant in order to continue
transmissions among fully activated tags, though other first and second
predetermined transmission conditions are possible to control the groups of
transmissions from the tags. The maximum number of passes is generally
determined by the particular channel selection algorithm, but is partially limited
to the data length (in bits) divided by the sum of the channel selection portions
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total 15 transmi ssion tine to communi cate a pi ece of
information). One very |low conplexity algorithmfor
the case of when no collision mtigation techniques
are utilized by the reader 160 is to sinply have the
tags 110, 120, 130 transmt the maxi num nunber of
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(in many cases nore conplicated) algorithnms that use
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t higaseesXn traveg g reasonable confidence that all of the 50 (or so) tags have
successfully transmitted their data on a unique channel. Once again, the reader
100 would only have to be able to determine when there is only one tag 110 on
a channel to receive its ID data. This would result in a substantial total
acquisition time-savings, since only 10 passes were performed instead of the
absolute maximum of 16 passes given in the example above. Further
simulations, statistical or probability analysis could be applied to determine
other confidence levels or the number of passes for a given number of tags.
Note that in some applications, the reader 100 could utilize the maximum

number of passes the first time it takes an inventory, and then adjust the number



such that a given confidence | evel is obtained that
the received data (or taken tag inventory) is
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during reception, instea el ng pre-conputed base
onthitiaterfexipgsigndl subirbetionahay egrsir abanyesageiib dot depondalation
This technique is furtﬁer. . o
process {€.g., It may occur at the chip-rate or it may occur after despreading in
the preferred embodiment). The preferred embodiment of the present invention
25  performs collision mitigation after despreading in order to reduce the
implementation complexity.
Generally speaking, a family of collision mitigation techniques exists of
varying levels of complexity, and they are generally more complex (e.g.,
require more processing power, memory or hardware) than implementations
30  that do not utilize collision mitigation techniques. However, such techniques

generally result in much shorter total tag data acquisition (reading) times, and
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techniques. Collision mtigation 15 techniques
generally |l essen the inpact of collisions on a given
communi cations channel. ldeally, they renove the
effects of a particular colli8ion on a channel. This
can be acconplished in the described systen1by (at
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simplify processing in the preferred embodiment of the system, the average
cumulative absolute value is computed (as in the signal detection stage
described above) The average value of the (p0351b1y dc-corrected) absolute
signal level on each channel (after despreading) represents the expected signal
level for that tag (i.e., a received signal strength). For receivers employing
complex data paths (such as those in RF-coupled systems), signal phase may

also be averaged over some portion of the transmission pass.
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then predict what channels the tag 110 will utilize
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that the observed signal levels fromthe tag 110 are

al so generally neasured (and |low pass filtered) in
the reader 100 during the normal signal 15 detection
process so a reliable estinmaté of a given
(non-colliding) tag's actual signal strength is
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reapplied i wer e
involves determining which tags 110, 120, 130 have successfully transmitted

their ID data (as described in the receiver algorithms above), and keeping a data
| s&u;:ture (or 1istj confaining known (tagé'j channel choices and estimated signal
levels for each pass of the multiple pass algorithm. Once a tag’s ID data and
the signal level of a transmitted tag signal are known, it can effectively be
removed from any subsequent collisions involving that tag. Note once again,
that the signal level can be measured and filtered over increasing lengths of

time to obtain increasing levels of accuracy of the interfering signal level.



subtracted before despreading (which is not at all
desirable froma conputational conplexity
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and its contribution to any previous collisions can be nullified. This class of
collision mitigation algorithms is generally termed as bi-directional collision

25  mitigation techniques. Bi-directional collision mitigation is more
computationally complex (and generally requires more memory to store prior
communication passes), but results in greatly reduced total tag reading time
(reduced by roughly an order of magnitude over methods that do not perform

any collision mitigation).
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account for slowy varying channel conditions. Note
that only the known tag signal information (typically
contained in a data structure or list) and the
conposite received signal fréfthe current

transm ssion pass (or burst) needs to 15 be stored to
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first pass sequent pass
Note that since the spreading gain can change dynamically (per pass), as

directed by the reader, it may be necessary to re-normalize signals for a
part1cu1ar spreadlng factor before subtractmg them out from the composite
received signal. Also note that the recursive passes of bi-directional
interference cancellation may be performed in any order (in time).

Once all of the tag data has been received, the reader 100 may check the
integrity of the data via the means mentioned above (e.g., error detection and

correction), preferably before any signal cancellation occurs. Traditional data
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to and including the current pass), and the nunber of
channel s that are single occupied and those in
collisions are evaluated again (for all possible 15
conmuni cati ons channel s and péasses). In this manner,
the reader 100 may cycle through all of the avail able
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te

ol e R Rl B B QR B sepaling rate
Thandrdatediparyld0iGizmys ddssobgbintthpeqrbiess dhvwe. dat a, whi ch
typically includes functions such as descranbling,
de-encryption, classification, and renoval of
redundant itens (WHxGHhpRAWESvEEmM OpdiRtigh t han 5 one
power-on range in the preferred enbodi nent of the
present_invention). Note that sone or all of these
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identified), the interference characteristics for
toexp t e 'example, are a state diagram of the system, showing which

channel each tag picks to communicate over on each subsequent pass through
the transmission algorithm. The states in the example are unaltered outputs of
“an actual experiment using a random number generator to choose the channels.
The type of physical channel (e.g., code phase, etc.) is irrelevant at this point.
This should provide an accurate model of the overall system due to the data

scrambling portion of the present invention as detailed in Section I above.

The example detailed in FIGs. 21, 23 and 24 assumes a population of
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algorithm and the data sequence for each active tag
present in the systemis known. In effect, all
information is known about each tag's signal. The
conplete read cycle is knowmn58o take L' transm ssion
passes, which can be 15 associated with a total
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scranbling portion of 55 ﬂventl on as
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FIGs. 21, 23 and 24 as %% 1on of WO
2004/ 082305 PCT/ U82004 9§ ght tags, and

further assunes a fixed2&haRh® ]S]'I 24 per pass of eight
channels fromwhich the tags may draw fromto

c ommuni £2g bwilfgheesechanmsl § d%n&Pa$#lgchM@d§émaﬁ ags #2,
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4 7@ @4 tag. S, IST}mJSm oQUPAE LV LBEme] 6, and tag 7 is the sole occupant
of channel 5. Since there are no collisions in these channels, tags 1, 3, 5, and 7
are successfully identified in their entirety; tags 1, 3,5 and 7 communicated their
full ID in a channel that had no collisions. On Pass #1, however, tags 2 and 6
collided in channel 1, and tags 4 and 8 collided in channel 2. These tags cannot
be successfully identified, and will require subsequent passes to be resolved.
The reader 100, observmg that colhslons exist, leaves the power applied at the
present level and allows all of the tags to draw another channel from the second
octal digit for Pass #2. It should be noted that none of the tags know whether
they have successfully communicated their ID information at any stage of the
transmission process. Only the reader possesses this knowledge; it will signal

the tags when the entire reading process is done by removing the transmission

conditions (e.g., powering down).



Tag 5: 6072335574 ... Tag 6: 1476543240 ... Tag 7:
5443367534 ... 15 Tag 8: 2135511564 ... Tag 1 wl|

web@asgsehannel 0 during Pass #1, channel 0 dup¢TySHase06923

#2, channel 3 during Pass #3, and so on. Tag 2 wl |
choose channel 1 during Pass #1, channel 1 during
Pass #2, channel O during Pass #3, and so on. From
this list, it can be seen tR8t, for Pass #1, which
draws a channel fromthe first octal 20 digit, tag 1
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applied at the present | evel and allows all of the
tags to draM/anothﬁ; neI fronvt he second oct al
digit for Pass #2. {F ﬂpﬁ}ﬁ?—*_ﬁéﬁ Aphat none of the
tags know whet her 30 they have ‘successful |y

conmuni cated their ID information at any stage of the
tr ly S qt-his
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already identified in Pass #1
ac@pntm aamglenbg; 1 57ﬁ’b¢hmanele nontMorterodfgst ﬁé48219]$a1mbhtcontam

Lk 000 SO D B8 ol e b 79

t h 80 Ecliasndls Jsontgin/ @ﬁg@ 49}9 1 (7 e%a‘i’lh@l@ abhtaird ¥ 1d B%dtﬂa%%s of
wll be at | east one collision. This result cones

f r eight thgs ivme chamst weresigserded. t he probability of no
collision between Mtags over N channels given above:
N1

No Collision Mitigation Example

With no collision mitigation, tags have to show up in a channel all by
thems..vs in order to be identified. If the experiment is allowed to run enough
times, this will happen. However, with only a limited number of bits in the tag
ID 220 information, the experiment may only be run a limited number of times
before it starts repeating. For example, if the tag ID was 96-bits long, and three
bits per pass were used to draw a channel (one of 8), then after 32 experiments
the process would repeat. Since there is a high probability of at least one
collision per pass (99.76% for this scenario), there is a small but finite
probability that a tag’s ID can ‘hide’ in collisions on each and every pass

through the experiment. This does not mean that a tag’s ID 220 is identical to a
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P{no col I'ision} (NNM! NIM and the fact that
P{col lision} =1- P{no collision}. There will be this

each pass through the algorithm For this conbination
of tags and channel s, averaged over 100, 000
experinments, 2.7498 of the eight channels are
unoccupi ed per pass, 3.1386 69 the channels contain a
single tag, 1.5737 channels contain two tags, 0.4482
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[ dlmtal Lﬁﬂdluetl@ aIf Wi Mﬂﬁﬂﬁoxﬁ@%&ﬁﬁﬂ&ﬂf@@ﬁ?&@s #10Qe., if
different tag' s.ID over the entirety (which is_not

al GRS VISP PHE 24 S IRne)-dAs 6fwou%mfd@w heen idertifigdy o
uni que, I ERYensi @hﬁ g@g&e'ﬂ&tﬂﬁdaﬁ%@i@ﬁ% dr@fisd E&)enflf\k&

that it neans i's he ta i's 1dentica

‘at mIdE:aMg thatthetehere at laggt fodr[bthth@s (sixegrit rakets aivkeasttthe tags to

nunmber. of bits. (i.n this ¢ t hr bei n
¢ oesnIy Y el Relgioanh s et APt AP anS Fhtsfon): So
| it UMCRSt pA3S, 1O RGARYT 10Y can MR MhatQherbafMour known tags
uncertai nt wher e an inventory of tags is known only

t oangl a deastfonr ugiemindess er affleest eight agamplotelexper i ment
! s o ok B Al
al fueastd) Bﬁeﬁinbp rBiﬂce the reader 100 knows the complete ID for tags 1, 3, 5
and 7, it knows what channels these items will be occupying in the next and all
subsequent passes. The reader 100 knows that tags 1 and 5 will go to channel 0,
and that tag 7 will go to channel 4. The reader 100 thus expects there to be a
collision on channel 0, but there is a possibility that there is also an unknown
tag that is 6céupying chaﬁnel 0 (ih this-case, tag 4). Channel 0 indicates two
known tags and a potential for one or more unknown tags. The reader 100 was
not expecting a collision on channel 1 (since none of the known tags were
expected to choose that channel). A collision here indicates at least two more
unknown tags, with perhaps more. A collision on channel 4, where only tag 7

was expected, indicates at least one other unknown tag. Thus, Pass #2 results in

| east one col |l i si oPCTE/UR2004/006923
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10 tags 1, 3, 5 and 7 are identified in Pass #1, tag 2
shows up in Pass #3, tags 4 and 8 are identified in
PasBCHB8S2008006923
6 is a good exanple of how a unique tag can be hi dden
in collisions even though it has a unique ID. If this
experinment had only been run through Pass #7 (i.e., if
the IDs were only 21 bits |ofd), tag 6 woul d not have
been identified. 15 In Pass #1, four tags are
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ool L5 98530 AOAAE e 3060 L08Rl SLBE ALRR, 3G
hefree cheainelat é‘agsai alhdazwerd epeod ¢o &ﬂhd@&m olihntbB@but et

per haps A ca n on channel 4, vvhere only tag
7 Mg adblichu doesit ?ﬂec Pisdeaies PelrRingita (e and HpBRHOLS

t agkpefitiénts, BASSt BRe if&ldwSab N VWO 2004/ 082305 .
PCT/ U82004i 006923 61 four previously known tags, with

at | eas %eg@r&defl nitely) unknown tags. This is
| ess t hB#seiddentificsapngwdagsy Theeotlision onpehaanelfiven was

f .
t e BEQHE LSS aB R G IR A o o
s eBiomthr patsrpretdtidns cRabs nidde ftoagP&siHs and®asd #7.ed on

channel 0. Tag 1 was the only tag expected to go to
channel h 0
unkn ovvnIngPa s3 98$ g%_}é id%hﬁ?%& Efl %tﬂep ?61?1@1%%5‘ {ee%(%?gt'é%o@ﬁere
t oare Imammghtéidelﬁrﬁed tatgsl ihlesmmﬁnlirh emﬂlbet @Cﬁe@ﬁﬂ gonapreviast

two unknown unknown on channel, 3 and the
passes. owever %ﬁerg could sfr:llﬁ be tags h1 den 1n the coll?smns For

example, there could be a tag that chose channels 1, 0, 4, 6, 3, 1, 1, 5, and this
tag would be hidden by other collisions. The probability that a tag would have
this particular ID would be 1/8® or 6 x 105,

There could also be a tag that chose channels e.g., 2, 4, 4, 6,5, 4, 5, 6,
also with probability 6 x 10, In all, with two collisions during Pass #1, three
collisions during Pass #2, three collisions during Pass #3, one collision during
Pass #4, two collisions during Pass #5, two collisions during Pass #6, three

4



unknown tag on channel 4). Tag 3 is again by itself.
Tag 5 was the only tag 10 expected to go to channel 7.
wo\2@a/083385 on there indicates at | east three unkEDWA2004/006923

tags (counting the unknown tags on channels 3, 4 and

7). These, along wth the now five known tags, again
indicate at | east eight tags. Pass #4 identifies new

tags 4 and 8. Tags 3, 5 and ®2turn up in collision-

free channels. Tags 1 and 2 were expected to collide
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1 and Pass . ass #8, tag 6 Is
5 | dedS647VEd= 143 k 16T h&he bovkl ofinversomemoafidapecbeld. beTugher

are now eight identified tags, the m ni mum nunber, .
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therep?:)é(;ul d be a taggthgt ch%gg&%tﬁg%gasﬂlg,orggﬁ%%?

3, unexpectedsiterambhen lallshe othgr iwnod welsegrbéeatyléamby ot her
collisions. The probability that a tag woul d have 25

this particular |ID wuld be 1/88 or 6 x 10"8. There
coul d alkorrekabilitynf ashiddendpg san bevgdnenddyeallpwingthes, 4,

6. . . | ' e
10 sirPefenden ol At R B RRASE e it or
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Pass #7, and three colll uring Pass
arpasgesxmngl # has satisfiek semecanfideBeaxleel-or GdSrymoss bblmique

hi dden .l D, s ach w babi | i.t % 10- or a

15 0GR preme FaGSidibe R cRowmib 6%, 742 %6 sgtgonSper
645568 fter &b At Fass@(10 totAPFAsses] Be PrBRGIALY bt ¥siRdle
an .addi tional two hidden tags woul d be even smaller, 5
6 Audéaipg sgeduceddo 3.0 10 Thlten taxpaorsfadilitipenl nesses (12

c ind L t ' oved J.n her.-o
crababy BRTFQSRUN cBf sl ilon IR HES0uR 30 R30 oy
T crdditaahpdse redubest the peobabititesf 4 siggletiddinhgs a55gsonadted
wth atire or sone gther unexpected item when all

20 ¢ HEogesden by ¥4 P océfiXit ems. The probability of

a hidden tag can be reduced by allow ng the
" Jow chart showing the steps involved in the no-interference

cancellation method described above appears in FIG. 22. At the start 2210, the
system is initialized with no positive ID’s and no unknowns, which together
corresponds to a-total of zero items.- After the analysis. 2230 of the first pass

25 2220, positive ID’s (e.g., items 1, 3, 5 and 7 in Pass #1) are recorded and added
2240 to the list of positive ID’s. The number of collisions in the pass 2250 is
also recorded (e.g., two collisions in Pass #1). If the collisions were anticipated
2260, then there are potential unknowns that may be revealed in future passes
but no definite unknowns. If the collisions were not anticipated 2270, the two



10 experinent to keep running after it has identified
the m ni mum nunber of expected tags based on

w@edokiogizen i nformation (in this case, 8 tags).PBYUS2004/006923
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counting the nunber of collisions per pass, and
know ng the probability of a hidden tag based on the
nunber of channel s per pass, the reader 100 can keep
running passes until it has68atisfied sonme confidence
| evel or has run out of unique 15 channel patterns
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initialized with no positive ID s and no unknowns,

whi ch together corresponds to a-total of zero itens.-
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positive I D s (e. 5 and.7 in Pass #1)
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Knowledge of the signal level of.identified tags thus offers a greater
confidence in the accounting of the inventory. However, the signal level
information affords improvements in acquisition time beyond merely
terminating the inquiry after all known tags appear individually. This is

discussed in the next section.

Forward Collision Mitigation Example




channel conditions, where the return signals have a
consi stent power |evel and phase, nore information is
w@e@ilosdsh® at the reader 100 in the form of rekP€r/USI04/006923
signal level. If it is now assuned that, in addition

to know ng what channel a known tag wll choose on
future passes, its signal level is also known, then it
15 can be determ ned whet her 6there are additi onal
hi dden tags in expected collisions. For exanple, the
collisi WO
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the signal |evel of identifiedtags thus offers
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was expected to
20  passes (depending on the confidence level required) for no collision mitigation

asin ¥~ 21.

For a coherent static channel, the signal strength of identified tags can
_be known to a high precision. Consider the case of an augmented PN channel.
For this experiment, the tags would choose diffefenf code rp‘hasesr of an ei ght-r
25  chip long augmented PN sequence. This eight-chip long PN sequence would be
transmitted either true or inverted for each bit of the tag’s ID, depending on the
sense of the particular ID bit. At the reader 100, the correlator in the receiver
would essentially average the signal level over the eight chips per bit. This
would be done for all bits (e.g., 128) in the ID, giving an average over 8§ x 128 =



transmt its data over channel 4 during Pass #2, and
by canceling out this tag, tag 6 is left alone to be
w0 deaosfBoed. There is still an unresol ved col | PET/0R20041006923

channel 1, so at |east one other pass through the
algorithmis required. 15 During Pass #3, tag 2 shows

up by itself and is identified. Tag 1 was expected to
transmit its data over channéb 3, so it is subtracted
out, leaving behind only tag 8, which can now be

id n
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can be known to a hi gh preci sion. Consider the case
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tags woul d choose different code phases of an eight 25
chip | ong augnmented PN sequence. This eight-chip | ong
PN sequEreegetal dnirevemerdn im%ictcbmdirgi tithecart baiaade if the reader
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noctaecersandelgameeagswgumaawbtﬁetkrﬂg&vd.og (1024) 30 dB. For
nore practical cases where there are many nore
ex pect e@onsi@sr tamekamyde yhavar @ Eiﬁ}aﬂm.eDa;triag Fabsibll, eags>1 3,5
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Even greater rrg@ovemen s In accounting time can
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cancel led out, This is because once a tag is 10
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k |
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20 | naﬂ%lr@pp]&thg bovardgoPais mitigatiag SWlth t3g 45dent1ﬁed during Pass

#2,it«  beremoved from channel 2 of the stored results of the first pass to

resolve tag 8. With tag 6 identified during Pass #2, it can also be removed from

channel 1 of the stored results of the first pass to resolve tag 2. In this case,

only two passes are required to successfully identify all eight tags. The benefits
25  of both forward and bi-directional collision mitigation become more significant

when larger numbers of channels and tags are involved.

Thus, a one-way communications system utilizing a multiple pass
transmission algorithm (preferably employing spread spectrum techniques) that

offers superior performance (e.g., reading time and capacity) has been fully



and 7 are identified in both bit pattern and signa
| evel and phase. As with forward collision

WOoRaMgs3ndn, tag 4 can be identified in Pass #PCHURE4/006923
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the effects 15 of tags 1 and 5 can be renoved fromthe
collision on channel 0. Likew se, renoving the
effects of tag 7 fromthe collision on channel 4
allows identification of tagé6. After Pass #2 and the
application of forward collision mtigation, tags 1,

3,
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conmuni cati on system has neny appl.ications that are
notheiriseapeed to the preferred embodi nent and actua
exanpl es detailed in the text. The 5 present invention
al so has applications in two-way conmunications
devi ces, actively powered user devices, and networked
devi ces without departing from its essentia
characteristics (described in the clainms below. The
present invention may be enbodied in other specific
forms without departing fromits spirit or essentia
characteristics. The described 10 enbodi nents are to
be considered in all respects only as illustrative and
not restrictive. The scope of the invention is,
therefore, indicated by the appended clains rather
than by the foregoing description. Al changes that
cone within the nmeaning and range of equival ency of
the clains are to be enbraced within
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CLAIMS W claim 5 1. A nethod of dynamcally
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set of available channels for use by at |east one
signal source in a conmmunications system said nethod
conprising the steps of: conputing at |east one

recei ved signal statistic; déferm ning an adj ust nment
to the nunber of available channels in said 10 first
set based on said at IeasthF&N@pnputed recei ved
signal statistic; and signhaling to each active signa
SO gﬁ.in the systemto cause said signal sources to
use & @nbdjusted nunber of avail abl e channels for
transmtting signals. 15 2. The nethod of Caim1,
wherein said signal sources transmt according to a
multi pl & ppethed p? dyremiedlyorlaptiggthietiumbenof awgilableichamtels in a

i ssi 3. Th hod of O aim.2
ongrt WA RLIRRSs ke S BB 0K ool vBen g

soturaRuhiRatidis syyeinesaid Seltiod RAFristRahebtepPsr f or ned at

t he begi nning of a 20 transnission pass In the

nul ti pl eCTpRES 3t dgasteneseenived Bnal stekifticand per f or ned

duri ng 1.SS) [ LPLE . PaASS 1. . .
tr anoni SrAREE SARURA] To bt AL BRI R fn paia
whérseet basddcbradaid sidedst omecdmemeed rdeivb@nighal sedtidtié;3idc

is at | east. one of. a received signal carrier to

i nt er f P EMRLINELY LR qobivRyignal soprpe i the fystepy tospusessaid signal
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(SNR); and a neasure of transm ssion errors, corrpl?lged
us$igoals.nf or mati on gathered during a prior signa

source transm ssion; and conputed based on an expected
nunber of signal sources present in the system 30 5.
The, et tRgnethodl iRk I,W%%ﬁh@aﬁiﬁﬁg{r@gidﬁéﬁ%mﬁﬁ abQBding
nunber of available channels is at |east one of.

detoes mplwde pise fravsrpistien elgdriing having atleist vie trv®mission pass.
2004/ 082305 PCT/ US2004/ 006923 68 crosses a threshol d;
and determned to mnimze an overall data

t ransm $5¢ mithod of Claim 2, wherein the step of signaling to each active

signal source in the system is at least one of: performed at the beginning of a
transmission pass in the multiple pass transmission algorithm; and performed

during a transmission pass in the multiple pass transmission algorithm.

4. e method of Claim 1, wherein said at least one received signal
statistic is at least one of: a received signal carrier to interference ratio (CIR); a
measure of system loading; a received signal signal to noise ratio (SNR); and a
measure of transmission errors; computed using information gathered during a
prior signal source transmission; and computed based on an expected number of

* signal sources present in the system.

5. The method of Claim 1, wherein the adjustment to the number of

available channels is at least one of: determined when a received signal statistic



time. 6. The nethod of Caim1, wherein the step of
determ ning the adjustnent to the nunber of avail able
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5 signal source in the systemis perfornmed prior to

said signal sources transmtting signals. 7 The

met hod of Claim1l, wherein the nunber of avail able

channels in said first set P& adjusted by one of:

i ncreasing said avail abl e channels by a fixed 10

AGHAs o RIS 68 bR TR b ANANAPLEGRRANERE Fainilsion
fixed amount. S. The nethod of aim1, wherein the

st tape.of S|gnaI|ng to each actlve signal source in the
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10. The net ho (J?olf C?al m 1, wherein th Segﬁ}}n%er of actve

aveighadsburce fratha systerds péréormed peiof tir sead igad spuisesiramatitting

sourc? 20 11. The nethod of Caim1l, wherein said
?ng further causes the signal sources to be

synchronlzed for transmtting signals using the

ad usted nunber of avail abl e channels. 25 12.

ni Ehe methodof $ilaim borhsreis ithejuraber|of agqﬂa@kecl@@mlw
?re%{larlé rﬁnrs? ?é‘c'lygdgﬁstgd %gllle 58 Lﬁl&%?ﬁl@%?&l? %Jl&%{/eecrhamlels Py a Tﬁxed
avahbah) zmdcdbafuaahg saidRstailable tiemntls bye fkedanaht.on
devi ce adapted for conputing at |east one received
signal statistic, determning an adjustment to the
nugber gfe ﬁﬂ\éﬂioh%*?'c‘?amﬁp v&ﬂé?élg %éstéeﬂ‘o d‘&ﬂz{lﬁ% t? eicnRRESE
on said at I'east one cdnputed received sighia
st dpnad sowrce anthesygeaalis pefdrmed athpusd with siagnktiosour ce
in the systemto cause the WO 2004/ 082305
PCT/ US2004/ 006923 69 signal sources to use the
adp ust e@*h@ﬂl@ﬁ% oTicIanal v &in GRRANNEIAP sdiRéesiFARBITabdratg

si gnal s.
toa spread spectrum technique.

10. The method of Claim 1, wherein the number of available channels is the

same for all active signal sources.

11. The method of Claim 1, wherein said signaling further causes the signal
sources to be synchronized for transmitting signals using the adjusted number of

available channels.

12. A commumcatlons system comprising;:
o a least one source device having a signal source adapted for
transmitting signals in an active state over a set of available channels; and
at least one destination device adapted for computing at least one
received signal statistic, determining an adjustment to the number of available
channels in a first set based on said at least one computed received signal

statistic, and signaling to each active signal source in the system to cause the
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signal sources to use the adjusted number of available channels for transmitting

signals.
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