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[0004] At the present time, location owners that wish to provide WLAN access to
networks in order to attract customers (e.g. cafes) have limited ways in which to obtain a
return on their investment in access point and communication equipment (such as routers).
For example, they can provide access at no charge in hopes that such free access will
generate an improvement in other areas of their business and provide a return on their
investment. Alternatively, they can become a location provider for existing service

provider(s) (e.g. Joltage). The benefit to their customers is then limited to those customers
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a conbi ned access point and router) is used to provide
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[0007Rt i Ng Abcord@m@ bR @ﬁﬂmr%ﬁ@sﬂm&m b padsest ihfidition, a local
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WLAN @eesss peinhisueings & eranbingd gocosstgint @nd rapden thatsed tproyidadpcal
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. ..control software is used. to facil,itate local control _.
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software of the access point, suCh as the access pol nt
comABniog@masessign.syst em The access control software is

dormant until a |location owner or operator of the

[00081CCESS REdMing ROORESkehipla im¥RhRntation,[ 8088 kohttolaB tware is used
exenpl ary enbodi nent, the access control software

to fagilitate laeal conirplmfsiccess to the network. The access control software resides in the

access point and operates with other software of the access point, such as the access point
operating system. The access control software is dormant until a location owner or operator

of the access point chooses to activate it.

[0009] In an exemplary embodiment, the access control software provides various
functions to facilitate local control of access to the network. The access control software
interacts with the access point operating system to prompt a user (e.g., a HTML or telnet
prompt) attempting to obtain access to enter an access code on his/her wireless device. The
user may obtain the access code from a number of different sources including, for example,

the location owner’s personnel or from a display or printout from equipment at the location,
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networ k. The access control software interacts with
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ebItf Felt AL MPMAGHner or equi pent at the | ocati on.
Al ternatively, the access point may be designed to
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softvepe)cflonB 9r ndYSEhiietone D MVedtdtingaahy bd BRed B 8ht B89mbRY oftatumber of
facilitate such netering by external access control

criteld® fiRcleging fotexampleoperroneecoionivcationmy. conaction.my wiymdef data
uploQi%ﬁ%g 8%3?&(9&@%?0 ﬁne@ti&ﬂnber Of criteria,
I ncluding tor exa €, per connection, duration of
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[001%si ng + hee desrifeonirglsoftyirq may slpo pravidsdealsiime sritng it the usage
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_us%ge_ based on one re criteria. For ex
monitered withaédpeotso doarammintsatsedywises theamagedirhit is stated hos d6llar
wi,th respect .to dollar agounts used, ere .t he usage
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can be nmeasured using other types of criteria. [0013]
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metefit@hnd/oriating|tiae et degdalindhRush@d limfl, has exceeded some
usage limt. [0014] The access control software allows

[00144 | ocatn, 0 Cbnt?1 sBRFAALRowk 3 lgcpa%%info an c()jr operator to specify and

conform the use of the access point based on his/her specified usage parameters and/or

business rules. Examples of usage parameters and/or business rules that a location owner is
able to specify include: (a) maximum session time (e.g., in time or monetary units); (b)
maximum data (up and/or down) (e.g., in bytes or monetary units); (c) pop-ups, warnings,
and grace periods; (d) comps (e.g., free access with purchase); (€) varying rates by time of
day, day of week (e.g., charge more during rush hour); (f) limiting access to a specific time of
day, day of week, or to multiple time periods; (g) specifying certain free sites (i.e. use
connected to these sites does not count toward usage limit) or alternatively, metering and

rating a communication session based on the website being visited; (h) limiting the number of
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conformthe use of the access point based on his/her

speci fied usage paraneters and/ or business rules.
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-[0018] The control server may also gather usage data and provides reports of that data

to the location owner.

[0019] In an alternative exemplary embodiment, the access point or an associated
device is configured to accept cash or other form of payment, such as debit or credit card
information. The access point would then permit the amount of use associated with the

payment made.
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[0023] Reference to the remaining portions of the specification, including the
drawings and claims, will realize other features and advantages of the present invention.
Further features and advantages of the present invention, as well as the structure and
operation of various embodiments of the present invention, are described in detail below with
respect to accompanying drawings, like reference numbers indicate identical or functionally

similar elements.

BRIEF DESCRIPTION OF THE DRAWINGS
[0024] FIG. 1 is a simplified block diagram illustrating an exemplary embodiment of

the present invention; and
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detail below with respect to acconpanyi ng draw ngs,

extensile apthertication proteask (RAP rappleation; dguelopesthased on the WLAN

AR B ST L GO

comumiunigation protogslsr Babetorathe dicelvpinerayd eszbbidpsprodkvidell hetdl€ a person
resent ln%gnti on; and, 5 WD 2004/ 029823
of orghappy{ b iho 302 appysgiats otheronmmynicatios prgipedls that eancherused to
. i I i . | i t .
bt PR RG O WA IR, B POt RO s o
numBESCRIRTIbNoGHoWHEe hédENTdifiN 25to[a00a6 for ER@mplees Biiilt-in
i nvent i i [ I
N N M JC N T
below! Mpl i fied block diagramillustrating an exenplary
enbodi ment of the present invention. Referring to FIG

, the | arv._enbqgdiment incl ud system 10
10028 ng TSl oaE o5 it BICE ihP aFoest panaat software
14 prokide® §inambér of fafidtibinaBty! FRF 60iinple, ThOAR S @MBbPIMftware 14 may be
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il 3 \
activeigfl pyiteaslocatipn yener (Gpereterer aidhkyccassqwins 13olwing sysienr

LT LN L AR —

entirélgwedctiped based on the W.AN

[0028] When activated, the access control software 14 receives an access code (or
other payment information) from each wireless client or device 18 attempting to contact the
access point 12 to establish access to the computer network 16. Unless the access code is
valid, the access control software 14 will not authenticate the wireless client 18 thereby

preventing the wireless client 18 from establishing access via the access point 12.

[0029] Following a valid access attempt, the access control software 14 may display a

legal conditions window and seek positive acknowledgement before allowing a

‘communication session to be established with the computer network.
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Bl uet oot hTM or other short range radi o conmunication
wW@eohozsks. Based on the disclosure and teachi PGEUS2003/030443

provi ded herein, a person of ordinary skill in the

art will appreciate other conmunication protocols that
[0036hn be WUbedcaess amtriohgifovare 4 isableptodgkiest dcpesewodeasifor validity, and

When active, .the acces ntrol sqftwar 4 proyi.des a
©) iR PE Fodre g AR ARG Sty SEacrtBe o B i b he
operdof’s d8sinésgfrulexanpl e, a built-in authentication,

aut hori zation, and accounting (AAA) server, as wll be

rther [ . 7. 1n.t emplar
onsh L e E0ESED R 1oL ] 0 ek s IR Sl ot
14 estabilishes ®teniporatd inli vidil @8caunt UBkuhracodunt iivbides A@kitiid amount of
For exanpl e, the access control software 14 nmay be
permitted ysage Bassy opfle 456381908% owner (“operator®”) of the
access point 12 during systeminitialization (or at a
[003Rht er t Thejccess cantrp]l softwarad € dpetabieg atcmgenotion twithl other software
saoftware 14 renai ns ntirely, inactive. [0028] Wen .
or arle¢tfhe B e FEekroatd 3 ishiity the BREvA it CpeRBEk syan sptware, is

able 8 §ifuHaRHSly [RGnitof FaRRVorAMMARID sEs RS BSrQ&Pdndihe M different
each wireleSs client or device 18 attenpting to

tempopy aedividha aceqiniés sApidie glient] Stengegss abh cemalpisetien sassion using

e A RSB o Bl 85 R £GP 14 comtimany
monBRoks iediehtatife hige peimsitied i Kib/hetempSrath&icBhMt in real time.
preventing the wireless client 18 from establi shing

cess ¥l.aqit ' . ' R )
00536 5° BB S RERSER AR Blabteed QUL EAULD AR, Pypinss
rulesyaite décegd @ntral sa3tvdre g;akna!y@ilffébﬁd Wﬁl‘lialingf todimsnclind 18 6Lk, a pop-up
. positjve acknow edgenent before allowi ng a L
windoyrRHhe &H?Iitgsnwg%lgﬁ d&NlCFng@ s Vsaae REChgsthe alivable usage limit

ARAL Simiady Ve 4! Aﬂ%@n imi
or FGARH] STRISLARES carablt SO apE B nded T oo SRS i, simite
to ant leterned popsip windes, dppearirgy, fatiekymplanelvery Hye migespr et

access codes into a quantifiable anpbunt of service to

[‘003195 pr oviydRd ulaRescauls ttalloRRBlealsiEe BmRUSE BEGSs E4HRT software 14
[0031] For each client 18 presenti né a valid access

is capabdeof inpleuciing dlsacsesstpoint 1246 tamainate ®r disagsociats) theosmaunication

. r.ar vy i ndivi dual . account. Each account includes a
Sess%lgg)t?tg’itﬁeél ﬁg{sngfneglﬁe?%tted usage based on the access

code. [Q032] The access control software 14, operatinlg )
[0035), conj Bwéharaarastherpcenss epnte sefiyaie 14 may also provide the following

functionality. For example, the access control software 14 is capable of allowing the operator

to define the usage parameters and/or business rules governing usage and access conditions.
This capability is user-friendly and associated with extensive, well-organized help functions.
The usage parameters and/or business rules are stored in the access point 12 and are used to
direct the access control software 14 on how to meter and/or rate the communication sessions
or connections established via the access point 12 and how to interpret access codes. One or
more methods may be available to meter and/or rate a communication session. It should be
understood that, in some instances, a method may be used to both meter and rate a
communication session; in other instances, a first method may be used to meter and a second
method may be used to rate a communication session. Using the information associated with

an access code, the access control software 14 is able select the appropriate method(s) to
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or applications on the access point 12, such as, the
access point operating systemsoftware, is able to
W@ pomlormeeousl y nonitor various comruni cati on BEFESNE030443
corresponding to different 10 tenporary i ndividual
accounts. As the client 18 engages in a communication
metes ediapha cerresgonding copmupicatiaonseesombThe peyator is given the flexibility
to ded5S8ss poi nt t12’ é/hegaccess C ntrcﬁl softg/ar Lg,. cluding. f
0 defmR IPFRT RETATCeS APY/ST RUSHESS Tulvhdianthp fRugRet sl i qriadgelpgns, for
exanipl8/(MehatifRO§RsIYN ARRAYRL, it ime @R ndnefdBy udit),38) mBrE@HN data (up
on operator-defined paranmeters (i.e. the |ocation )
and/yfdeavi) £e. By i1 Pidessor mepekay unitsle(c Per-yps, GGHRINgS, 286 Lragg periods; (d)

T LB I, 9 AR S AR 80 oy e
chargdworeshigingaipgi lnac)) €9 lintitingihdcessab laspeifig éimel afiday, day of week, or to

threshold. Simlarly, this capability could al so, be .
multtp},%amsma?ﬂsam@ SRECHYMERIrtaw res; sifes Gre- useronpeqiet torthese sites

- i [i .f. i .
o Iy TR 1 XATBAor G G oo
on-lihé;rdant (i) icheatiag aeshine ddentifitatoafmuwibess fod pernsttedhypsetd. €llwfaccess

instructi t he, access point 12 t ernm nate (or
contrgl SafbugE 14Tk SaPRNG oF SRrRTEACH SR codks tEemLatehe spedifigd psage
paratnbie®ndAR vubEBRiAle! Y. [0035] Furthernore, the access

control software 14 may al so provide the foll ow ng

nctio ify. For,. l,e,. the.access control
1003861 v Bt 2 ¥ SRR G B AR S A semriasy
embétffeitoftthe piéSel tnvealiiIEInghiS craHpafy &HBIdIRSS!, thela@6ess control
gover ni ng usage and access conditions, This
softveaap 4 works injceoppsation witle p gpyirel serves b with ceafreliseryer software 22
resid%g BRI hE ’Th\él%lg;‘lfr&rs%%} quﬂva{}g bﬁ eﬁmgste{ ﬁ’t&ﬁberé)? oﬁ&c?hallj Rfi8Hons
pat anet er s and/ or ‘busi hess rules are stored i e
suchag cfos exdngpletpadmentdr the@nd 96t ahd biltlhg, eeporting, ramargsand security
control software 14 on how to neter and/or rate the
for thepRetAPicat i on sessions or connections established via
the access point 12 and how to interpret access codes.
[003The or Imtheexemplagosnbodimbs asskovwain HQG. @, thetaecessoatitmd software

14 e afovigc DS M G SO Torcansliu” HatBerble atheh ghi B etivated,
the afELsE Eortffl sb Rl Sred 43MeER @E@d’éﬂe%&ﬂ, Ol tRE BREMBBE, td 4h KlcHEdt

I nstances, a first nethod nay be used to neter and a
initiadizetaordfunctiarhprd videg by theuwatiol ssrves seftwanre @2mline @a¢duphinitialization

essi on. i n he 1 nf.ormation soci.ated wth an
funcfi} BroBiEi g PP QL LRLE BHPSh Ol S5 PP UEE yieguyi fhe control
servér@i0€ Athe lab& s BHYLARAD kb fre TRENOHaB of eclivhy ZR6% ddA8G dSwell as,
PCT/ US2003/ 030443 neter and rate a correspondi ng
usage paRgNGieERRdeT tisingssanles fiom higspairelrserver safiveare 2Re
flexibility to define usage paraneters and/or

[0038LSi nesk thelkeeamplasesntwdirdentusskowoin KIGQ. Rethe@ontrol server software

i ncl udi ng, .for . .
22 is capable of gerfonmng the following functions. For example, the control server software

22 is capable of handling communications with a number of access points 12. The control
server software 22 is capable of directing a new operator through the process of establishing a
new account. This process may be entirely automated, although a help function may also be
provided. The account is set up so that the control server 20 can monitor and keep track of

activities relating to the corresponding access point 12.
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exanpl e, (a) maximum session tinme (e.g., in time or
nmonetary units); (b) maxi numdata (up and/or down)

W@ 200g/02982h bytes or nonetary units); (c) pop- upST/US2003/030443
war ni ngs, and grace periods; (d) 5 conps (e.g., free
access with purchase); (e) varying rates by tinme of

[0039ay, da’.[/haltewr/\mhum@rg;ess mah arclulenfor @xamp]jen@) colddeting

1dentg‘§3g{1€q axéé%qg.résg:lﬁ 0 d.l_'lon ﬂc ém%ﬁawé 618 {ia& tbgﬁaﬁ%ﬁlgg tredit

checl REfelhivd I \@1tERaHRIT tﬁl@ Fenchioh @fay(He Rsscd 6 af ﬁﬂél@@tb@ﬁaﬂtyosystem),
these sites does not count toward usage limt)

(h)
(c) sdlgating |br1§ng rethedaramples srigh lpalﬁé%ﬁrqu@r@c@rntduph as,$ayPal, or
t n |
creleQaﬁ%er i o%a(-eéc}r%t §}§t?031 fopgap%?ﬁq.h &% Eﬁgi 6gcon@5bl?sure and legal
agrechitintspani® (e} 4tepping AiRadetatoff thgriph msddegrandeas andorbssiness rules set-
based on the specified usage parameters and/or
UP. pusiness rules. [0036] FIG 2 is a sinplified block
diagramillustrating another exenplary enbodi nent of .
[0048]he pr e@red ani aveeuntt isoset up fortthe accessqmixhtdﬂytlsrabms peimt 12 can issue

t he access contrql . softwar wor kK n _coo
requagfiin 0 B} S A0BF KSBNRONT CBIAPBIOLBRFE SOL R g capable
of geggraﬁﬁ’g é&éésddoﬁgs bdyed 6n % spedifie® ﬁ!h%é %Iaﬁﬁié@ End7 & BudBeSs rules
enabl es a nunber of optional functions such as,

prOVIﬂed be ﬂmmder_a,torpzfyhemcesfsmmm Ha. did acesss cadedilloivs |tlnq1g:cess control

sofe5b o ieplEe kel {7 GR00R bRk Ao Blpid begwoen the

access QSn@&%&ﬁram drfel thé dritiA kG verlsbfilye PI.0Vi de the
Il owi ng additional functionality. For exanple, when

fo
[004iﬂm t ' aI l¥e &%ﬁ‘gY%%\Ze?a?ﬁ%gretﬁqs ??Pcagfe %t%g:nntgll?a%ﬁgta@@esgcodes as

well & Q@elgl@tparamdtd:ré lahd/at busineksIiutdsi to thepdcovds@emirdlysoftvare 14. The control
control server software 22. The acgoun initialization

server g #aydw FploRpecsiYn Predist anfarmetion figm the @PEAGE gadrebym a one-
time G5 AR B Pr At AGHAL A Bhsdi M RAbR OSimiA1Y ScctOeodlhiith a

ccess control software I's capa cei vi ng
llmltatwa?lﬁlsty@edeé or athemebtrictions majslgpetyacdbyethe contasidener 20.

busi ness rules fromthe control server software 22. 25

[004i]0038] Tie ddhGroE¥e iR s8fvaRaqslL wle% REive %ﬁmsérrpaﬁn%t

he control server software i s capabl
1nf0rp1@t16m fariamgytoieat mmsaqmnr(qcampi\m mglnde Pa%d?al,eicbﬁpm@l; ot ¢redit card)

ntrol server .soft C e of.hapdli .
from e RRef oS phesseph oS RRRL R oD opaf Sy jpgoresea
partys9SemObnd S0 WAtk foothé Wedess chhtroPsdTtnRad | £ eltiher@h a@€dsh Betetor a

new operator through the process of establishing a
command antlasizing acPpiss process may be entirely autonated,

al t hough a hel p function may al so be 30 provided. The
[0043{C count Thesconlrol sepvé&Boftwate 22He finthet bbbl t¢ hslesack @perator’s access

noni t or _and keep track of activities relating to the
code gesruesisp Berandicplive the sentseli sgven 20 may generate a summary for each operator

showing such operating data as the access code requests, the expected operator revenue, and

the daily and cumulative billing charges. This summary may be sent to the operator by e- |
mail or other means. This summary may include the operator’s authorization code for
requesting access codes for the following day. Based on the disclosure and teachings
provided herein, a person of ordinary skill in the art will appreciate other types of information
that can be provided by the control server 20 to the operators in accordance with the present

invention.
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8 WO 2004/ 029823 PCT/ US2003/ 030443 [0039] The new
account process may include, for exanple, (a)
w@eiokezasehg i dentification and address i nfor nBECT/0U82003/030443
including e-mail validation; (b) performng credit
check as required (alternatlvely, this function may be
[0044)assed The cantrolneevee sofiwlanp aﬂwcapﬁblleexﬁgﬁner(m)g shbilldor ¢ach b1111ng

peroR b, TS 5 BPLES tc56 RRRL ptin

(e.g., %ﬁ&%@g%tedl%’atrﬂ Ocﬂebftﬁfg A3BSAid Balahde, cl(aﬁ%mg 'a%k@é’l')a@@ount or

di scl osure and 1 ega agreenents; "and
generstingmi elgetrdnéc opeapat bill).t hr ough usage paraneters and/ or
busi ness rules set- up. [0040] Once an account is set

[0043]P for THeeonteRetvepbfiwark22 ié Sifle ardestivatotrtacdsds caitrol software
issue requests to the control server 20 for access

14 asgasipsed with dckusenoppesaens eandistachandprevent Sttempiaie g-aciiyate any
deactRI 5e%ea'38és§% 13666 1dees based on the specified
aranet ers and/ or business rul es prOV|ded by the

operator of the acce point, 12. The access co
100461 T ovis FhseonkrBliseves soew B Z2dn FARABIEdT X BB ARGV e5peess
code %&%eﬁ cgi'ger]tg kA e@}r%grg?(r) g{)ég ﬁfsmg?gesi{g)gﬁﬂa’é& Ra502h& Fbuse.
The acoes mohtrcﬂesoﬁwar&s]dfma\gasadeEage[1ﬁﬁ>¢ﬂ1]a.tld'm® the nontudl ss@pw;ftware 22

.. sof t war ' e of nuni cat i n
R R SR e AL SESEE B Rt
usagé ﬁ’ifctrﬁl%tlaﬁ Qﬁtﬁsth@ Q&EESOJOdé Pdud@s. eTﬁlQ tpeﬁﬁ‘i@s 16,0 Bb1ited] server soffware 22
may be able to receive "product" information from

to ﬂag Iaehlgirp:e namber efippssiblefraud gonditions, psrwell 9o genseate mogpemnplete
a.real-tinme we sedtransactlon Simlarly,
1nfor1g@ﬁ%1§§ormggwgﬁ aﬁ(l?allwr ¥i'%ed validity period or ot her
restrictions may be returned by the control server
[004'{10042] Tieeaceens controlseftware Kofin thgreambpdiment ghown ingFIG. 1) or the

contrP seﬁv E?E‘Z%I zﬁ ég%pglgfe%t ‘sﬂb&;&q{ igqilt}og)e%l?){ws?gg &El%} to define

a nurfbe@ Gif tprodicty” thhi ﬁh&bphﬁtoa odstes tccplbtrrotﬂ amloﬁfewefo&a]b@m the access
process that paypent transactjon thro@gg? an ipnterested

pointdy (Hpr E¥ATIRI STRIS AURIHEVBSRR Cadss FenicSsBRRE (e dBaicH misht be used
& re o M
R
para@eisanflior bheinesalphles instroat duﬁ(aoemsmon@drsaﬁmfasl ‘parchew to pEerpret
codg requests. Periodically, the control server 20 may
aCCCyEALTat e a sunmmary for each operator show ng such

operating data as the access code requests, the
[0048)x pect ebhaqpeesstcode aléaﬂemtthe acegsgiconttob seibwarg 14 ftejauthenticate the

cl1enf gﬂ#ﬁga I8\E/’ grpg(l?plzﬂetqgg O OfePS23M knd hwﬁ aiths Moﬁ'@éoﬁﬁm’ﬁ ®Ple access

code serves to inform the access control software 14 algorithmically which “product” the

client 18 has purchased. The following are some of the rules to be observed in access code
creation and interpretation: (a) access codes are not to be reused for the same operator; (b)
access codes are only valid for a limited, predefined period of time; (c) no more than one
communication session or connection per access code; (d) access codes are valid only for the

issuing operator.

[0049] It should be understood that the present invention as described above can be
implemented using software, hardware or a combination of both, in a distributed or integrated

manner. Based on the disclosure and teachings provided herein, a person of ordinary skill in

10



mai |l or other neans. This summary may include the
operator's authorization code for requesting access
weowem298eF the foll owi ng day. Based on the di SBCDESR003/030443
and teachings 30 provided herein, a person of ordinary
skill in the art will appreciate other pes of
the aiit wilb eppretiate othdratays and/bempihods ﬂneﬁcan;betuseg toimplenent the present
rver 20 to the operators in accordance with the
inv I%P Bsent invention. 9 WD 2004/ 029823 PCT/ US2003/ 030443

0044] The control server software 22 is capabl e of
[005Qener atlf isgngetstaor thas theexampiss|angd ﬁgﬂbome}nb%ﬂqsm@d heggin gre for

1llustga? &éﬁ Pe% nﬁ al%datpgto%aﬁ% %mgﬁf’ffc 5ﬂsaoltr E:Bﬁ%tec i ltlé'llecgn will be

suggéé&%@ll tbipeGons $kikgbindhdat andcae t@bamgludgd mtlﬁﬁyﬂﬁalspmn: andiptryiew of
z%eneratlng an el ectranig orﬁﬁﬁyg bjll). 4 O4EA
this applicalion P& FeopB o) the ppendsdclaims igatogs.ialgBes ga patent
sppliEn R a R < oS LURE Bt PR R T bt i thei
entirdtp. re-activate any deactivated access contro
software 14. [0046] The control server software 22 is
capabl e of exercising oversight of access code
requests in order to alert operators to possible
i nstances of operator fraud and abuse. 10 The access
control software 14 nmay send usage infornmation to the
control server software 22 as it would to a RADI US
server. The control server software 22 would then’
reconcile the wusage information with the access code
requests. This pernmits the control server software 22
to flag a higher nunber of possible fraud conditions,
as well as generate nore conplete information for
managenent and anal ysis. 15 [0047] The access contro
software 14 (in the enbodi nent shown in FIG 1) or the
control server software 22 (in the enbodi mrent shown in
FIG 2) allows the operator to define a nunber of
"“products” that the operator w shes to pronote and
offer for sale via the access point 12. For exanple,
si npl e al phanuneric codes representing the products
m ght be used such as "T30" representing "30 m nutes
of connect tine, priced at $1.00." The usage 20
par anet ers and/ or business rules instruct the access
control software 14 on how to interpret access codes.
[ 0048] The access code allows the access contro
software 14 to authenticate the

11
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client 18 based on a proprietary or other well known
aut hentication algorithm The access code serves to
w0 pdosomsehe access control software 14 al gori t Pem/vsiony/030443
whi ch "product” the 25 client 18 has purchased. The
follow ng are some of the rules to be observed in
WHASE (€5 AGMED IS reation and interpretation: (a) access
codes are not to be reused for the same operator; (b)
access codes,are only valid for, a l|lim.ted redefi ned
per 100 bt 1 veySipmyorgisin PR Ol Of afien B £Eq{et network,
comp¥RfiiEt ON or connection per access code; (d) access
codes are valid only for the, issuing operator. 30
[ 0049] antacsesspodt having de PRYBHRE Histem dKkacspsssentrol software;
i nventi : ' ' j
sof t nar er Al e Febe BRBRNGEAR oB gl B FREHL €t Uelbode
from dicliefiti dndtagthenticatathe gtiatedingrtheimerss ddds;ed on t he

di scl osure and teachi ngs provi ded herein, a person of )

or di narYIERi e PRFaAADShS FORRIET tBEHP e ARBRGAURR session
to betegtﬁblgsrhﬁad ‘%tlgleeﬁ ﬂ&rcﬂﬁh@ﬁrﬁi 8¢ E&B WeY et RO L&‘;onrﬁé aagsviihgt

can to 1 np e % [

e use enent t resent venti on.
succdsOM B duthenticatadrigethe homss ¢dnfip] sdfbvaesandl es and

enbodi nent s, descri bed herein are for illustrative
pur pos e@ﬂ%ﬁllnﬁﬁ%ﬁ‘iﬂ’efs‘rfé’fl pLsofisiace ﬁtfﬂi’l%llqrc?g? l%Lﬁgég’rmeter and rate the
comBnabaRS sk&idd ght thereof will be 5 suggested to
persons skilled in the art and are to be incl uded
W thin the spirit and purview of this application and
scope o3 t helhggysteteef cdaim hwherajn the aeneseprintis durther configured to
at ent s, ..and _ pat.ent | cat | ited.herein are
MAanags ARH® Wﬁtgg?sﬁgetat? &4° nglg{eefcé?’r"eﬁ@g&}ugop Sggsilghp'ur poses in
their entirety. 11 WO 2004/ 029823 PCT/ US2003/ 030443
VWHAT | . CLAI Meystein df claimAl giisieiinoe®r niore agithglslaccatailable for
control of access to a conputer petwork,,K 2 )
use by dhgrrqcsssfgniral W%@é’getsromramﬂ? FRPURHIIGREI LSS HED-
system and access control software; 4 wherein the
access gont rphe %@fehi"@{fcﬁaihﬂ GABGIHRST thPorLsi8hM8 nfdthods uses
access code 5 froma client and authenticate the
informiatiem fromsd websithdehngaisited dothsier 8ndurate tiercomnaumnigséion sessipn.
systemis configured to allow a conmuni cati on session

5. The system of claim 3 wherein the access control software uses
information specified by an operator of the access point to select at least one of the one or

more methods to be used to meter and rate the communication session.

6. The system of claim 3 wherein the access control software selects at
least one of the one or more methods to be used to meter and rate the communication session

by using information associated with the access code.

7. The system of claim 1 wherein the access control software is further

configured to meter and rate the communication session in real time.

8. The system of claim 1 wherein one or more access codes are generated

based on the information specified by an operator.

12
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7 to be established between the client and the
conputer network upon the client being 8 successfully
wa@uioheasexat ed by the access control software; PE@RUS®03/030443
wherein the access control software is further
configured to neter and rate the 10 comunication
session. 1 2. The systemof claim1l wherein the access
poi nt % f urkhesystemrtificlpimddvhaeintheeasagiecontrelbspdiwgre i capable
FhetaSSh ect(t @Ee or . nore communi cation sessions. 1 3.
of berpg acUyaledBy 1 PRI 1 wherein one or nore nethods are
avai | abI e for 2 use by the access control software to
meter aod rape shtemcsTedini 10Rhdroin tﬁemmonﬂrolﬁlsoffﬂwe is further
system of claim3 wherein one of the one_or
configired tisrminats the commyRieaILIeSTER Aty e Bisi Cﬂlénbc?é'ﬂﬁ’ae computer
Si,t ate the comuni cation session. 1
etw%rkwlhr?g%&s é;ir?nﬁgfls?e?%er% 3 wherein the access control
software uses 2 information specified by an oFerator
of the ldccesEhepystam dfelaml @ovheein tenacessontydl sofievarmis further

re methods to eusdto ter and .rat
configRET) B CLERaY iR (st aarsOudfen B fee il fyhe
mﬂﬁ]ﬁga@ﬂoﬂsgggﬁmaccess control software selects at 2 | east

one of the one or nore nethods to be used to neter and
rate the comuni cati on sessi on using informtion

associ aerd Whersystiem ofcdaims’ wherein the mfonn?éwwﬁ%ﬁ%by the
erei.n the ac cont.r

e S e B S

session in real tine. 1 8 The systemof claim 1

wher ei n3one The sydte ﬁ&ﬁﬁﬁﬁlh@hﬂﬁ&n&nhngm @sedate@ with the access

based on the information specified b aa eratr@:#,l % h
code yolurse 37 15959 998 o b PARSIRIS? BACANIS UFALs NGRECEY € or the
accesgl w 1 wherein the access control softvvare i s capable

of being activated by the operator. 1 10. The system
of claim1 wherein the access control software is
furtherl4.2 cBiefsygiemeef daimt Brwhereinghe parameteraintlude pldgast one of

.Session betmeen the ¢glient ang the co ute e
maxi QRS SGR B PRI 62 AL e 00 £7 AR Ehods R R Naitable to
metelcélﬁi ftekfle Waﬁ&?se@ﬁ@ﬁ&ﬁd 5B RhdBiohs MRNRliAStime period
further 2 configured to informthe client when the

restricliorsrand agstricstonk 8 nubevelialientsi mit for the

15.  The system of claim 1 further comprising:
a control server having control server software, wherein the control server is

configured to communicate with the access point.

16.  The system of claim 15 wherein one or more access codes are

generated by the control server software and forwarded to the access point.

17.  The system of claim 15 wherein the control server is further configured

to communicate with one or more access points.

18.  The system of claim 15 wherein the control server software is further

configured to carry out a process to initialize an account for an operator of the access point.

13
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3 conmuni cation session. 1 12. The systemof claimb5
wherein the information specified by the 2 operator

WO p@keiss3 par anet er s governi ng usage and accesBCT/US2003/030443
conditions for the access point. 1 13. The system of
claim12 wherein information associated with the
access 2 code includes at |east one of_ the paraneters

gover ni Y usHhaesystemn efdassl & wherein Guingiths agogantiniiialization
0l Nt 14, st i i -
pos8 i e e B S B0 ASLELE B tommaton
includinFd derftichtivimnderhaativn bd billingia fanation towhe eonedlsenisr software.
that are available to -3 neter and rate the

comruni cati on sessi on.and cess. copdi ti ons incl udin
time pefiod khe system of ﬁm?iwgeﬁe@s?{ E e SRSratay of E{?‘&?&?e“
contdl sPtW£BbFboth ptovide BforfibR 1 Bk cohi@blBervef SEHWRE that is to be used
conprising: 2-a control server having control server
by theaftasacentrolMseftwane to hetar and rajé oneenpore commurgeation gesseas.

to communicate with the access point. 1 16. The system

of claim15 erein ope .or e _acecess cqdes

R e R A T o R
operhtBr {0 thaRECBS SpRPMid infokmilon. The system of claim 15

wherein the control server is further configured 2 to

communi cate with one or nore access points. 1 18 The

system 82 cl Zhesystenpptelaim2Q whereahibe spntedd sgrver soifyagg psgfurther

| L ' t e A infBrRitRASPECiTied by th
conflroe 5 eRfiraicong 8P o Bl B4EALIN: O InBpRRERREIEE by the
opergoi.nt . 13 WO 2004/ 029823 PCT/ US2003/ 030443 1 19. The

system of claim 18 wherein during the account

initialjzati 2 process, geither the erator or the

access éént rgﬂe %meéamgbv FPim, ‘i‘sggner ﬂ#tg‘F QEY PO access
codek REduBfticN® drd@R idrt Etric@Bnd. nf or mation and billing

Information to the control server software. 1 20. The

system of claim 18 wherein either the operator or the

access 24.conThepystes phelpian 33 Wherein the Gnp EMIOHT (plHgHpRs{nclude a

.0 the control server software that is to be used 3
one'é‘?etuﬁ% access control software to neter and rate one

or nore comruni cation sessions. 1 21. The system of

cl ai m 205whefTaé Bystdie of claint d5 whereurethe sohtraleseryenkdfovae is further

the 2 operator to chan the specifi i nformation.
configured to prc?cess end-user paymen ?nformatlog recelve%dfrom the access control

software.

26.  The system of claim 15 wherein the control server software is further
configured to receive one or more requests from the access control software to generate

corresponding access codes.

27.  The system of claim 26 wherein the control server software is further
configured to track information relating to the one or more requests from the access control

software and other activities incurred by the access point.

28.  The system of claim 27 wherein the control server software is further

configured to report the tracked information to the operator.

14
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1 22. The system of claim 20 wherein the control
server software is further 2 configured to generate
WOr@4/029800r e access codes using the informati oOPCT/US2003/030443

specified by the 3 operator. 1 23. The systemof claim

8 wherein at | east one of the one or nore access 2

codes is subject to one or nore restrictions. 1 24.

The sys2®m ofhesystem ofcleie? twherehiethe genteyl sgiyiepsoftware is further

tar CLi ihelu -t ] e

conflgf ik ESh AP & 1485 cBerafer 8RR e Hifod lOimatlE,

is further 2 configured to process end-user paynent

i nf or mas0.on Theeystwadof ¢laim 1 kdemirc theaceasn point is3 router.

software. 1 26. The system of claim 15 wherein the

control _serv softwage is furthe 2 configured.
recei ve3fme i[ne WF%“ Ptﬁﬁ‘&% §Vl}l‘F ebrh.{h[eﬁgceégggi S@B%thﬁ&egjlto the
acceé%ﬁotiﬁ@%é Bl NE Wréle? ORIMMASMGBAL NG access codes. 1
27. Thé system of claim 26 wherein the control server
software is further 2 configured to track information
rel atind2to Arstemefopmanegieg losal ronirel ofaspess i a sempytsr network,
control 3 software and other activities incurred by
COMPIRE Biccess point. 1 28. The system of claim 27 wherein
t he cong phiraltg oy eccesayiding)cach acdesy pdistrconfigaedfio treeiwd a plurality
to report the tracked informatjon to the OE,era

of aopeSs 20048 b B 73PN SHERS oboMbGHicato e RIS pRTISHIsgRing the
corrgsp i Aol oSO ol SRBlel Bon{ptid Biftolifl a service oa

clien® pasedoarthdelicads onrdshendingadcest dodé,dhersdrivioa inclndafl estabdishing a
systemof clajm1 erein the access point_ is a . .
comyogpication sessiqn {’Q‘WQE’%\@%CE‘R?WH&?%‘FQWHW_ FpTk UPAB thcgliggkbeing
succ%ﬂﬁl\ﬁa%&%ﬁ&t&?%lﬁ_a%@s ]O)ginﬁ%ﬁﬁss point by the client
via wWreless conmunications.” 1 32. A system for )
managi ng comtodIservencandigursd ta comarinicateavitiotheplerelity of access points,
network, .2 conprising: 3 a plurality of. access
the ogpiraerveg ffhen Confiabinitio gEnraihie s o s ipgRGEEepoges for the
plurdlity bRElidnYs arfll fBfwR8 GRSGreostRRing 206858 cBdesrtalihd pluddity of access
clients and authenticate the plurality of clients
pointssi ng t he

33.  The system of claim 32 wherein a first access point is further
configured to meter and rate the communication session for the client using the client's access

code.

34.  The system of claim 33 wherein one or more methods are available for

use by the first access point to meter and rate the communication session.

35.  The system of claim 34 wherein one of the one or more methods uses

information from a website being visited to meter and rate the communication session.

36.  The system of claim 34 wherein the first access point uses information
associated with the client's access code to select at least one of the one or more methods to be

used to meter and rate the communication session.
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5 correspondi ng access codes, each access point
further configured to provide a service to a 6 client
whamed2ase t he client's correspondi ng access COPRET/USI003/030443

service including establishing a 7 conmmunication

session between the client and the conmputer network

upon the client being 8 successfully authenticated by

the accd®ds pdhesystemmal daim 3Hwhewsin e cortrolserver geneeies e or

co ni t h LIy kNt :
mord RREoAR for i clich? BByt ip Pl AEERREssIR bAed dfipformation
specifizdhep@Piaie cfeieehist aedapoimr the 11 plurality of

clients and forward the correspondi ng access codes to

the plurality of access .1 ints, 1 33. The syst
of o af §632 Sherei ol feins§7 HReusthedphnpiom wRsiiey D the
oper IOF I LS ParteltR S oAl AP ahd oo TONBHIOR, 1R MSAREMREss potat

34. The system of claim33 wherein one or nore nethods
are avaB9.abl &h¢ systenpofiglainb8 wherein informaption gssopigiedtwitlpat least

er and rate the co icati.on.sessipon., 1 3 T
one b g B bR Aoy RoliRaP LR S SR 2t Bl he Sf e ifameters
govehp Askzc W Scceds taHdaidie foraRe fifstavcesypdini. t e bei ng
visited to neter and rate the communi cati on session. 1
36. The systemof claim34 wherein_ the first access
poi nt ud@s i Ahepypiam ehclan 38 wherein g parampter inclydeh loagt one of

Ly, at t ;
R 5aHy B lyo GE nl, BB
metet andrate thetdoamisdesion sessibh anDal@0s¢ GRIABRB including time period
PCT/ US2003/,030443 1 37. .The system of cl aim 33
restrighigpe iyl repEchonsngrunher 9EFlieBtSher at es one or 2 nore

access codes for the client seeking access via the

first aggessTROLTer?BEOFINP D3 WhERIHRE ITRE ac§es§g6ﬁ1it {3 faether

by an operator of the first access point. 1 38. The
configpsedetmnadtervingdirate 3ive menemattdm@sesmro%wﬁtei digntingeslitineg

by the 2 operator includes paraneters governing usage

and accgss c Ltlon f Lt .

3o, The Zyst Al Syl B bR 3o LelsiE e B GERCosR Bl s futher

confiEiséictoaératn e tHe edmrh@dcdtiod sessiondietwéed theeliat andtle computer
access codes for the client includes at |east one of
netwoHewpel aHagedinit &5 rgaphed-ni ng usage and access
conditions for the first access point. 1 40. The

system gg C:c FhE L REDEEIRIND 35 MR AT a8 cds8 pbitl s Mither

| east one o .
configured to inform the client when the client approaches the usage limit for the

communication session.

44.  The system of claim 32 wherein the control server is further configured

to carry out a process to initialize an accountfor an operator of a first access point.

45.  The system of claim 44 wherein during the account initialization
process, either the operator or the first access point or both provide information including

identification and billing information to the control server.

46.  The system of claim 44 wherein either the operator or the first access

point or both provide information to the control server, the information provided to the
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2 maxi mum session tinme, maxi num data vol une, one or
nore nethods that are available to 3 neter and rate
W@ b@4ozaspaini cat i on sessi on and access conditi oPGI/US2003/030443
including time period 4 restrictions and restrictions
on nunber of clients. 1 41. The system of claim 33
contyp} spvienistte be psadde prrddssthe servive indudipg metgringznd rating the
¢ [ to meter and rate the conmunication session
comﬁp‘lglgiétaﬁgﬁg%lsléﬁt inreal time. 1 42. The systemof claim
33 wherein the first access point is further 2
confi gudgd t @hteysemaf elairhd6 eviersin tieajontrol seesss iallows the operator
between the client and the conputer 3 network when a
to chrage, eIsPﬁ?lge‘fglf?%@ﬁBd. 1 43. The systemof claim 33
wherein the first access point is further 2
confi guygd t Gk By OF BRirk Ut Siterdth 812 dohiRodeh® s further configured
approaches the usage limt for the 3 comrunication
to geetaté ome orimdug acqyse cedestfena dient hsingtl@infanwpatédmspepidied by the
control server is further configured 2 to carry out a
OPGIﬁ& 'cess to initialize an accountfor an operator of a
first access point. 1 45. The system of claim 44
wher ei n4dur i Mye siitera ©F Olafth 32 Mteteih hiZladst ofic 8f fhe LRSIty of access
either the operator or the first access point or both
codgsingubiret ingnerorarere festrigtionsi ng 3 i dentification and
billing information to the control server. 1 46. The
system @p_cl %gk%s%eﬂéﬁafﬁﬁirq 48 wHafdin h‘%%n@%? hithOfestctibh€include a
first access olnt or both provide information to
one-tine usent rol server, the information provided to the 16
WO 2004/ 029823 PCT/ US2003/ 030443 3 control server is

to be used t royi de.the rvice i.ncluding netegi

and rat Py« NEEANGRAGHAR o ot G o B8k configured
to pro¥&ds fd-AkergagmBhtiffoMnation fectived GO drlor HfirY 8F thalph@whty of access

the operator 2 to change the specified information. 1

poin#8. The system of claim 46 wherein the control server
is further configured 2 to generate one or nore

' d 2 to generate _
Cpec 11 68 by PRy ok fllm 43 iR e BHLABHPR, e configured

to redéivea phehlity dlf réqmasis fronethe plurdlity pf iecaks gointeto gaeess coresponding

codes is subject to one or nore restrictions.
access codes.

53.  The system of claim 52 wherein the control server is further configured
to track information relating to the plurality of requests from the plurality of access points

and other activities incurred by the plurality of access points.

54.  The system of claim 53 wherein the control server is further configured

to report the tracked information to corresponding operators of the plurality of access points.

55.  The system of claim 53 wherein the control server is further configured
to generate bills to corresponding operators of the plurality of access points based on the

tracked information.

56.  The system of claim 32 wherein the plurality of access points include a

router.
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1 50. The system of claim 49 wherein the one or nore
restrictions include a 2 one-tinme use. 1 51. The
weoeysai@myad cl ai m 32 wherein the control server PC$/US2003/030443
further configured 2 to process end-user paynent
i nformati on received fromone or nore of the plurality
of access 3 points. 1 52. The systemof claim 32
1 wher ei 57 he Bawystom ofalainr 32 whergintah taastcanefaf g lgralipy efpccess

> oo S5ERUFA MG BG5S BBl bl ©

codes. 1 53. The system of claimb52 wherein the
control server is further configured 2 to track
information relating to the plurality of requests from
the plurality of access points 3 and other activities
incurred by the plurality of access points. 1 54. The
system of claim53 wherein the control server is
further configured 2 to report the tracked
information to correspondi ng operators of the
plurality of access points. 1 55. The system of claim
53 wherein the control server is further configured 2
to generate bills to correspondi ng operators of the
plurality of access points based on the 3 tracked
information. 1 56. The system of claim 32 wherein the
plurality of access points include a 2 router. 17 WO
2004/ 029823 PCT/ US2003/ 030443 1 57. The system of
claim32 wherein at | east one of the plurality of
access 2 points conmmunicates with the plurality of
clients via wireless conmuni cations. 18
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