APPARATUS AND METHODS FOR UPDATI NG FI RMNARE
Techni cal Field [0001] This disclosure
‘wmmmmmmmmmm i nformati on handling systens. Background
I nf.armati on [ 0002] As the value and use of information
continues to increase, individuals and businesses

EERMUBANIY e, v o Procees and store tnfor i on.

sysbedm (I HS). An information handling system
general |y processes, conpiles, stores, and/or
communi cates information or data for business,

PeATEARATYS ANDMENIERSELIRUPHATING FIRMWARE

Because technol ogy and i nformati on handling needs and
requirenents vary betwegpcdReANND users or

applications, informati on handling systens may al so
Mol rding what information is handl ed, how the
Teﬁyﬁ%"?lr@?@on i s handl ed, how nuch information is
processed, stored, or communi cated, and how quickly
[0001§ efThicdisoldsyré helaiesftorimfatmatiomagndingsystessed,
stored, or conmunicated. The variations in

i nfor i.on handling systens allow for information
Baﬁ'éﬂf@i‘ﬁ&@f‘fogyét'% to be general or configured for a
speci fic user or specific use such as financi al

[Odorzgmsaﬁfh‘ér\/c?‘?ﬁé"éﬁ& $IsBDf iﬁfb%hﬂfn ESﬁﬁr'itYé’st fo9RSrease, individuals and
enterprise da I'n

er| ~data storage, or global comunicatiohs.
oG Sk TR ol B e B PR, e option
Vel e HORRRh Pan AT BteelHST G RICaY handiing systern
ger?eyrgflf grrsdceggfag, c?cgn%i?(gse, s?géé,e gﬁd/o?ggmr:r?lgr\ﬁgartléisr;r?fo?r/\zgigrgn or data for
business, personal, or other purposes thereby allowing users to take advantage of
the value of the information. Because technology and information handling needs
and requirements vary between different users or applications, information handling
systems may also vary regarding what information is handled, how the information
is handled, how much information is processed, stored, or communicated, and how
quickly and efficiently the information may be processed, stored, or communicated.
The variations in information handling systems allow for information handling
systems to be general or configured for a specific user or specific use such as
financial transaction processing, airline reservations, enterprise data storage, or
global communications. In addition, information handling systems may include a
variety of hardware and software components that may be configured to process,

store, and communicate information and may include one or more computer

systems, data storage systems, and networking system.



2 SUMVARY [0003] The follow ng presents a genera
summary of several aspects of the disclosure in order
to provide a basic understanding of at |east sone
facets of the disclosure. This sunmary is not an

ext ensi ve overview of the disclosure. It is not
intended to identify key or itical elenents of the
di sclosure or to limt the scope of the clains. The
followi ng summary nerely presents sone concepts of the
di sclosure in a general f£UN%&§RX prel ude to the nore
detailed description that follows. [0004] In one

. at | fi re c [
1O e, SIS hrb @b Pobb el ARy SR IeERS gomerts of the
. t hat ts . tive i th fir re
disBlsRdre M atesd8 ViR dhbask yrdersaneng: S RAPLSeTe facets of the
_information handling system [0005] In another .
disglosuea., Thin sapanet issneloan exéansiven ovevigwne! itoe disglesuraglt is not
system runni ng an operating system An operating

intenydddeto ideatifyekeyaoracritivahelenperdg odithe diszlosene oy tofimithtee scope of
i nformati on handli ng system acts cooperatively with

thet lifainRDeTRE T Rlloflirsd SS0rARTANR meFdTyaproseptat orRaCckeneptsd of the
update a firmvare programin the 1 nformation handling

disﬁ,%)ghﬁé“in [%)Bgﬁlarél r?oVrﬁ%@%"Eghqu@S(gietﬁtg' mgr ér?ﬁ%c{e Qescription that

ating fi'rmavare conpri's ur | ir
follﬁglgate package that is executable in a change
agenment program running in a native operating

temon an i nformation handling system and storing .
[0004] fi%r%ﬁ@seﬁ%tatae %E%B@r iUHdagm%ﬁkS@M%@fom%ms%%ecutmg a
nattiv?a gpg%%gg s?;/stem change management program that acts cooperatively with
a firmware update package to update a firmware program in the information
handling system.

[0005] In another aspect, an apparatus comprises an information handling
system running an operating system. An operating system change management
program in a memory of the information handling system acts cooperatively with the
operating system and a firmware update package to update a firmware program in
the information handling system.

[0006] In yet another aspect, a method for updating firmware comprises building
a firmware update package that is executable in a change management program

running in a native operating system on an information handling system, and storing

the firmware update package in a repository available to a user.



BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0007] For detailed
understanding of the illustrative enbodi nents,
reference should be made to the follow ng detail ed
description, taken in conjunction with the

acconpanyi ng drawi ngs, in which |like el enents have
been given |ike nunerals, whgrein: FIG 1 is a
schematic diagramdepicting a non-limting exanpl e of
an information handling system FIG 2 is a schematic
di agram depicting a non-limting exanple of an

i nformati on handling system and a renote update
repository; FIG 3 is a schematic diagramdepicting a
non- | i m ti ng BRIETHPDESGRIPTION OhalkdE RRAYYNGDW chart
according to an illustrative enbodinent; FIG 4 is a

gr of ta cture use j.n.one enb nt
nd OroteBuRl Irdipludns of heeiRehBDRshapneny. reference
[ O 8] For pur poses of this disclosure, an information
shtdl g Agpdeyter b frbgwinandetailed slepcriptian, daken i cejupetion with the
aggregate of instrunentalities operable to conpute,
aceimpanying drawingss ,intwhicbnlike, elemerits ehaveebeervgiven like numerals,
originate, switch, store, display, nanifest, detect,
wheestor d, reproduce, handle, or utilize any form of
information, intelligence, or data for business,
scientific, control, or other purposes. For exanp
an i nfrdBndtis greahematicrdjagiam depisling congn-isding @@@@lﬁaﬁ an
conmputer, a network storage device, a network server,
infermation lmmt&ingﬁystem;l e device and may vary in size,
shape, performance, functionality, and price. The

I nfor 'ﬁé’ s %as%%emglc diagram depicting a non-limiting example of an

information handling system and a remote update repository;

FIG. 3 is a schematic diagram depicting a non-limiting example of a

firmware update flow chart according to an illustrative embodiment;

FIG. 4 is a diagram of a data structure for use in one embodiment of the

present disclosure.



system may i nclude random access nenory (RAM, one or

nore processing resources such as a central

processing unit (CPU) or hardware or software control

| ogic, ROM and/or other types of nonvolatile nenory.

Addi ti onal components of the information handling

system may include one or norge disk drives, one or

nore network ports for communicating wth external

devices as well as various input and output (1/0

devi ces, such as a REJAFD DESHRIBEIOMNd a vi deo

di splay. The information handling system may al so

inas! U 0 > ahl e. ity
100 s syt h WO H el s Gl Hanbiing system may
. _copponents. [0009] Wien electrjcal power s appljied to
incf R ST MU HtaRy o GaTERtE A oK SRTR eSS AR fos Compute,

automatically activated. The start-up initialization _
clapsifigr aracesaniteansmiy recdiveie retripuei originaie, awiial store, display,

system (BIOS) program nay test the IHS hardware and
manifaste cdetect; yrecoedt, f @pnoducet, | mndier or agdize aanly Ifoan of information,

operating program that allows the IHS to perform
intsIRGSHSS, t s lata Tioe bidinedd ClrivRicor eantRR) lor oRE Birposes.  For

personal conputer vendors to refer to a start up
exd bl i bR Rahaa BTty Eomufiss op 1RSIl computer,

fir re used.in 5 t her hardware deyjces h as.
netier i agE, deyies dnatiorl neivel: Gk ap¥ QPSESuilie, dvigg gnd may

such_deneri c ternms as "boot nonitor"”, "boaot |oader" or .
varyyg SiZSRENPPE PREREIaNGS, Tyncdiosalityt an Prieet i Al ipfarmation handling

program Exanples of a start-up initialization program
syster may, ingitderrrendom Bcaesse aemonPCRBIM)S; orEx taxngidse eprocessing

Firmvare Interface (EFl) BIGCS;, and Open Firmware. The
respargassswnht asip ¢amttal processingnumit (QP Blnor handwadreher softwa@ control

include all such start up initialization prograns.

loghg ROM avldl o, otlef NYBe s ofMAgndblaBleb@enmcr§] dRdditibmalt dnponents of
IHS for controlling and/ or comuni cating with, for

theShRMRIafionHfdling system may include one or more disk drives, one or more
network ports for communicating with external devices as well as various input and
output (I/O) devices, such as a keyboard, a mouse, and a video display. The

information handling system may also include one or more buses operable to

transmit communications between the various hardware components.

[0009] When electrical power is applied to the IHS, a system start-up
initialization program is automatically activated. The start-up initialization program,
which may include a basic input output system (BIOS) program, may test the |HS
hardware and connectivity, perform runtime services, and load operating program
that allows the IHS to perform needed tasks. The term BIOS was originally used by
personal computer vendors to refer to a start up initialization program. The term has

also become common for identifying start-up initialization program firmware used in



drives, network circuitry, and other peripheral
devices. As used in this disclosure, a firmware
program also called a firmvare i nmage, includes any
software enbedded in an IHS device used to perform
predefi ned tasks. For the purposes of this
di scl osure, the term"firmare" includes, but is not
limted to, a start-up initialization program
Firmware is commonly stored in non-volatile menory
othRp hatdvarei devices fuely asaretwost saeess nStil ﬁme;oré@smof computers
menory device that does not |ose stored data upon the
usd sgch genpoowrerms @810pofrhenitbdr t'bagt lbadéi” adri “babt ROM” to refer to
program may al so direct the | oading of the operating
theSS’t&HGpr(i@ﬁi’alizé‘ﬁomsﬁdgﬂéﬂﬁ LERamiphés OF 4 sstartef Inflieation program

program or set o prograns that manages the har dwar e

.nc@ae BOf AMaR |rrﬁ|§éHJfo°;FﬁcF‘Bflo@ S18'FirfiRgt ﬂ{t éi%eo(El;I) BIOS;

el 'ectroni ¢ devi ce usivé o ut not

herboar a se peripheral, 1/ ,
an@ﬁ???%%?*ff%arem’th%ﬁﬁgp et %wﬁﬂ'&ﬁﬂon Proq‘s’%waw%?nerem to
onents. A running OS perforns basic tasks, such
mclszgecﬁag Q) Biargup awaaIaatleeanrpa@arn@n/mlﬂomuy@rfsrmw@rﬂgnay also be
the processin instructions, controlling input and
resigienp i th@\,ll-kSe&r cqaimlllmgatanndg)rn@@mmumcraglngawdhnﬁrragxmgple hard
files. Comron operating systens include, but are not
driveisimetebrk aircLitiyUdnd Wthe: parichataNDEMEes .| As used v eisleibcfosure, a
that any suitable operating systemmy be used in the

f.mﬁﬁa/rer@’ogaeﬁﬁegrsé it firhWasE thagé SHcRRIE anyl Q&Wre embedded
There are nmany occasions on which it is desirable to

in é‘ﬁqﬁfée dAidd 2884 % g%ﬂ‘@ﬁh"@’ézdeﬁmé@rﬁs{(és FBr the purposes of this

mting exan'p stem'star

dlség#lﬁr{?ghe %’ gr n],u% B cﬁt@%ﬁ%ﬁ%%p%gn—up initialization
. In add|t| on, updates may t ake advant age of new

prog{agg\g.t ngnyva[q,lm commgyily stored in non-volatile memory. Non-volatile

memory, as used herein, includes any memory device that does not lose stored

data upon the loss of power.

[0010] The start-up initialization program may also direct the loading of the
operating system (OS). As used herein, the OS is a software program, or set of
programs that manages the hardware and software resources of a processor-
controlled electronic device, inclusive of, _ but not limited to: a computer, a
motherboard, a server, a peripheral, I/O devices, and any other IHS component, or
combination of components. A running OS performs basic tasks, such as controlling
and allocating memory, prioritizing the processing of instructions, controlling input
and output devices, facilitating networking, and managing files. Common operating

systems include, but are not limited to, LINUX, UNIX, and WINDOWS. It is intended



program features that becone available after a
previous release, or to enable the start-up
initialization programto support new system hardware.
Updates to firmvare wused for non-start-up routines
may require updating for reasons simlar to those
stated above for start-up inidialization program
[0012] On PC-based systens, firmnare upgrades are
often provided using nore rudinentary disk operating
thag yanye suitais) operatiag Byistemymgay oeg aised Budie eyeealegspects of the
may require using a DOS environnent to access the
preseBt Ussledurd.i | ity prograns. [0013] Referring to FIG
1, inanon-limting exanple, an information handling
system 5, according to . one aspect,. conprises a CPU 15.
[OOéé 15“??1%9 are rgan)bgee%ggw on leérﬂ @Cagg@i)?e to update portions of
m ni conputer, or any other suitable device, for S
thee B ufiimyars: ofys aamien-limiingu exaowple, ttreU systermystadras iinjtialization
a plurality of such processors, mcroprocessors,
programcroap iecusdatad do oepair sdftwace prodemibgreayorbecommonly known
data communi cation over local interface bus 40 with

as f'bugsl. dRtRIdHcH, agRiatds adly tarimadvardgel S0l Sariy iffalization

conpri ses non-volatile nenory 35 having a firmware

pro%r"ré’rwﬁghﬁg? tﬁ%ﬁ%cﬁ%p%{b&aﬂ%\%l%%ft%% :pfée\/iéf%%;eége, or to enable the

program s ore_d n.
staf . Pzl aldrdf o SProRtg sweBrEnAEATERS (P atsatp firmware

'SSQFF'UPH@UBP%rrﬁ?rYrirﬁ@U'F%étpﬂ@ dRE reasAns simitag to those
control, for exanple, a keyboard 70, a display
statashabeye ok start-up usitiagatioa propidre. dat a st orage 65,
ot her i nput/output devices not shown here, and a

O o° pEBCh58) LAMGRS FrbiBE DBRR A LR GRpa vsing mor

rudimentary disk operating system (DOS) based utility programs. Such upgrades

(EEPROM . The firmpare program 37 may contain, for
US%EE%P%? beg

may require using a DOS environment to access the DOS-based utility programs.

[0013] Referring to FIG 1, in a non-limiting example, an information handling
system 5, according to one aspect, comprises a CPU 15. CPU 15 may be a
processor, microprocessor, minicomputer, or any other suitable device, for
executing programmed instructions. CPU 15 may comprise a plurality of such
processors, microprocessors, minicomputers, and other devices. CPU 15 may be in
data communication over local interface bus 40 with fixed data storage 25 and

- memory 20.

[0014] Memory 20 comprises non-volatiie memory 35 having a firmware
program 37, such as an initialization start-up program, stored therein. Non-volatile

memory includes, but is not limited to flash memory and electrically erasable



(RAM 30. The OS and application prograns may be
| oaded into RAM 30 for execution. RAM 30 nay be
vol atile menory such that data in RAM 30 is typically
| ost when power is renoved. [0015] Fi xed data storage
device 25 may be used to store the OS, application
prograns, and other data for -use by IHS 5. A fixed
data storage device refers to non-volatile storage
devi ces including permanent and/ or _sem - per manent
programaeable desad-esly Frsrearyd dEEPROMadded difinwase ngyogram 37 may
include but are not |limted to, a hard disk drive
~ corftelbD) foanexampieg ral itlve t@Epgrainmirgg instrudions i mquiredntbidoatrol, for
data storage device 65 may interface with |ocal

exélirlf_ilglﬁfé faaR%(Bba’ird 49, kodisplagradsitdr 78 #acuseBE M AbIlEdA storage

xanpl es of nobile data storage include, but
65,aBﬁ'1e{F9@phf/&‘thﬁg deRice@nG¥EREWA! hetar %@Bl § ndtab&r BF infiScellaneous

a solid" state sem conductor storage device, such as
funcliBRS aBBayiaS: MRS A AlhS FolBoR X [iGibe] Sperssmemory
(B4 S0 ARl 9ol Hofaatietnts RAM 30 for

interface card (NIC) 55, and a plurality of output
ex¢qutiont &AM HDmasubeyolatie srdmery SechthattdasdadmiRAMaIGiis typically
to printer 90 for printing. [0017] IHS 5 nay be
lost aphgibviar ianeresved.nal network 95 through NI C 55 thus
allowing the IHS 5 to send and receive data via the
external network 95 to and from a renpte device. L
he Qﬁﬁapphcatlon

[00hdwn Fixerk dgia slarage Coviss: &S gBaYRE YRedalq stose t
network (LAN), a wde area network (WAN), including
pragremisnasd rher dataafgr usenby IESnd1 Arfi@d da kagendevice refers to
described in FIG 1, IHS 5 may operate as a personal
non-ootaliles Istorage riewessk instudlirag pedeanest andioetseonikpessranent storage
or any other enabled information handling device.
devices. Fixed data storage devices may include but are not limited to, a hard disk
drive (HDD) and a magnetic tape drive. In addition, a mobile data storage device 65
may interface with local interface bus 40 for transferring data to and/or from IHS 5.
Examples of mobile data storage include, but are not limited to: an external portable
hard drive; a solid state semiconductor storage device, such as flash memory; and

an optical disc storage device, such as a compact disc (CD) and/or a DVD.

[0016] IHS 5 may further comprise a video display adapter 45, a plurality of input
interfaces 50, a modem/network interface card (NIC) 55, and a plurality of output

interfaces 60. Output interface 60 may transmit data to printer 90 for printing.

[0017] IHS 5 may be coupled to an external network 95 through NIC 55 thus
allowing the IHS 5 to send and receive data via the external network 95 to and from
a remote device. As shown, the external network 95 may be a local area network

(LAN), a wide area network (WAN), including the internet, or any other similar



[0018] In another aspect, referring to FIG 2, a
non-limting exanple of an information handling
system 100 conprises central processing unit 15. CPU
15 is in data comunication with nmenory 35 having a
firmvare program such as a start-up initialization
program stored therein. Mengry 35 conprises a
non-vol atile nmenory as described previously. Hard
di sk drive 115 provides fixed data storage for an OS
netwodk.f 8 daseribedtin driGorbghtiin® may operate st a.perpenalscersputer, a
al so in data communication wth HDD 115 and network
netiwotrler starayec aaviaa!, | @r ntvorkiDEerliéh andaiN Gthér adrebledhyinformation
each have firmvare stored in non-volatile nmenory for
harffling'ddvidelg each respective device. IHS 100 may
further include an add-on card 127 with resident
firmvare. The add-on card 127 may be in data
[00d8hmuhn cenatber wispaciCREfarsing Awd Fd@. cara narximiting example of an
provide, as non-limting exanples, video display
infaromdtionl hawalting $ steim 100mﬁmmsmmbbroo®ssmgemit 156.CPU 15isin
non-limting exanple of an add-on card may be a RAID

datar@eRdarhtien Wth MenidtySBeaY adirfitare pR6Grant’ dtthlds a start-up

card controls data storage anong nultiple storage

|n|t%?¥ét?cﬁ1s plroz)g?ﬁ\d %?orgartﬂe&!lﬁ kﬁlenﬁiﬁ}% gérpgflig%%[?\&%&atne memory

orage ut are not

as gamﬁ?gﬁ)}e}ytog{,‘sfyoaa glﬁa %l?gﬁtgg 3qgk@ov¥1§tf§{eg% orage for an OS

i ncreased. performance sharing data across nulti

a”qucéfl@pl'é?t'({ft?r%ﬁ@sc@%ﬁ)%ﬁf péfﬁ-&?" l(’a1)5 iszglep (rbsiata[m@wmcatlon
Menory 25 is also in data communi cation with CPU 15

wituitD eyl Ssand emetwork iotesface gantradlien 56f HOR 106 andkiNI€HS also may
operate | HS 100. The OCS may be stored on HDD 9 115.

ead hheadirmavaprerstored iof ndmeoldilerayerheny fordsahtiollimg efh respective

115 into nenory 25 by the start-up initialization
deviEQINAB 400 imgy F&Mheludet &W-add-on card 127 with resident firmware.
The add-on card 127 may be in data communication with CPU 15. Add-on card
127 may provide, as non-limiting examples, video display control and output
interface control. Another non-limiting example of an add-on card may be a RAID
(redundant array of independent disks) card. A RAID card controls data storage
among multiple storage devices, such as hard disks. Examples of RAID data
storage include, but are not limited to (a) providing more fault tolerant data storage
by storing data redundantly across multiple disks, (b) providing increased

performance by sharing data across multiple disks, or (c) some combination of (a)

and (b).

[0019] Memory 25 is also in data communication with CPU 15 and may store at

least a portion of the OS used to operate IHS 100. The OS may be stored on HDD



[0020] In one non-limting exanple, IHS 100
communi cates over network 135 wth software/firmware
program repository 130. Repository 130 may reside in a
separate IHS, a server, or any other suitable file
handl i ng system having updates retrievably stored
therein. Repository 130 may gonprise nultiple
rep03|tor|es accessi bl e over the network. Network 135
AN VAN, includin internet, and may

t he
115081 Ipgel appriqpe! e G8nmat tedRaded fiamn &33! ante memory 25 by

communi cation including, but not limted to, |and
thel stadupr iaiiabzatrcepregeym chumingtystam statgd.l ite | i nk, and
m crovvave link. [0021] In another aspect, the present

sure 0|desas em date fir
IOO%P TR hoplimying Gxppisubs A8 Gmpunicates aver psawork 135
rocedure and using subst ant i aI |y the sane
WItt&,ﬁqft)oeare EmaeGe Rrageae reresitary| 134 Bepesitary 13kay, reside in a
updat e the existing running, also known as native, OCS.
segaratenbH3\0a -servert bn@nyestbed suitatile fﬂdﬂ@antjhm@symﬂa@anb@t updates
prograns are resident in IHS 100. [0022] Software

retG\IbYE JrerRad eharein. SR%b@Qﬁor}/ynBQaHa»y €OHiPrisee nmﬂﬁ;kl@geeposnones
managenent systens to facilitate upgrades. A package

acd&&@fb@@%? thESh&Mork© Nvéﬁcs QSCHH Bkl QnLR&I/\fW\f V‘ﬁ'bﬁJdmg the

ty prograns (tools use to a orrate t roce

inte(?'ée ogh%g/ Eté' épgl%m)( g¥§eq gf c%ﬁas?tgrr'w %ﬁna@gcf r yi rgygrﬁxinumcatmn

inc@@lng Dt |n9§'"91§§% O R Erene?%%'%ﬁe%ﬂ'ﬁe ink, and

upgrade and other inportant information, such as file
leﬁ@WéVeU@km on, and vendor name. A list of other
sof t war e packages, cal |l ed dependencies, may al so be

bag¢l u dgnci
[oot“ﬁg ﬂf%\p&?@b@u%%%g ﬁ{g Pﬁe%e@? gjbégc?/surgg%ﬂpegleg n%%ggferm to update
flrn'PwerxrteI ;grlfl)g{r#a{m:sL (?n IHS 100 using substantially the same type of procedure and
using substantially the same software change management utility programs used to

update the existing running, also known as native, OS. In one non-limiting

embodiment, the change management programs are resident in IHS 100.

[0022] Software change management systems typically comprise package
management systems to facilitate upgrades. A package management system
comprises a collection of software utility programs (tools) used to automate the
process of installing, upgrading, configuring, and removing software packages from
a computer. In such a system, software is distributed in packages, for example in a
single file. Such packages often include the software upgrade and other important
information, such as file name, version, and vendor name. A list of other software
packages, called dependencies, may also be included. The dependencies are may

be required for the software update to run properly. For example, a particular



versi on of one program may be required to properly
updat e anot her programon an |IHS. Non-limting
exanpl es of package managenent systens for an IHS
using LINUX as an OS include, but are not limted to,
RPM Package Manager, the GENTOO package nmanager, and
t he DEBI AN package manager. Agnon-limting exanple of
a package manager for an |IHS running WNDOAS as an OS
is MCROSOFT Installer (Msl). It is intended that the
versiansehenelpsagragumaydie: tagpired todirppeily hpgdaiekanr@her program on an
managers and their associated software utility
IH$r Ngndimsitingrexanhples wft gdackageanahagements sgstemsaforva IIHS using
as future devel oped package managenent systens.

LINURZ33 o 3S kngadarmagedrel Sotalipitedr @M RPM $2RHa§® Manager, the
bui | d and manage packages of software including a

G pAC R el afd Tha BRI LS Ra06 mBREED A pon-imiting
including, for exanple, .a m onput er, .
exiBbles PL BRCRaos Y ARRCTs & THERGURNRG i WINDQUSS. as g OS is

t ackage may include the conpiled prograns
M'(ﬁﬁgﬁ&l Tpp@lee M o iptended 4hek thelBEaRpEh iscamsira igncompass
verify, and uninstall, each file in the package. In
all suahtpankage ananadenseand dheig@ssagiatast soffwaraliutjlityaprograms for all
certificate, or other authentication signature for
suitabtdr dpdratingn sybterpsickageell Hie futpaaidevphpkdgpackate mMmhagement
include a list of software packages that the update
sydigmsage depends on, called dependencies, and a |ist of
services that are provided by the update package. For
exanpl e, using RPM Package Manager as a non-limtin
[0023%nplAe, PaskeRegednages isay Ipsogiam hdesigned flor uild . apdn manage
Updat e packages may be stored in a database such as
packagesi obispfthale iseladingl & s@urcéhpragtamaakdipe advinger podgram. A
an | HS may periodically query such a repository for
padi@idenaishaded 2 be run on different types of IHS systems including, for

example, a microcomputer, a workstation, a network server, and a minicomputer.
An update package may include the compiled programs and/or libraries needed to
update, document, install, verify, and uninstall, each file in the package. In addition,
an update package may verify a digital certificate, or other authentication signature
for each file in the package. The update package also may include a list of software
packages that the update package depends on, called dependencies, and a list of
services that are provided by the update package. For example, using RPM
Package Manager as a non-limiting example, package files may be of the file form
*rpm. Update packages may be stored in a database such as repository 130, see
FIG. 2. The OS package manager of an IHS may periodically query such a

repository for software updates.



11 [0024] Using a package manager, in one enbodi nent,
firmvare update i nages and the associ ated update
utility progranms nmay each be packaged as separate
updat e packages using techni ques associated with the
particul ar package mnanager. Any dependency
rel ationship existing betweep,the firmware inage
packages and the software progranms needed to instal
m may be included as data in each update package.

[00@ﬁhat &J<ing et paskagei mana@e ¢ opatembedimerit: anware wpdate images
firmvare inventory function, a version conparison

and dhe tassociatet update mﬁkityepnoggarademaywunﬁ be, packaged as separate
i ncorporated in one, or nore, utility prograns. O her

updatét WacRages | Lsihy PECHHIQUIES NBdsdefatbd C Withedhas particular package
requi red. Update and other software utility prograrrs

maﬁﬁyePeAﬁWééﬁér‘?&é’ndéfo‘P@Eﬂ@Hﬁqp a@gﬁﬂﬁg o &l efein® hﬁrmv%%rf image

mvar e” updat es The si ze of dat e acka

this nmethod bec seth .

pakBokS ﬂﬁﬂbegﬁa belg Pl St e é’b%?'i&h‘% a8 beincluded as
theugﬁte pac usmgthat set of utility

datﬁr'é‘g?g upggfe hﬁg% UPSP"W@W@?st"&W'PQm%* dot limited to, a
prograns, where the installer programis applicable

flrmvmaneunvemtpa/ Binstiem a ypesion comparisomiflnstionpaodreafinmiware upgrade
not duplicated for each systemtype, but made

funatien,| malyeberineorpbratedsia bye, eactoref utility programrse Other software
updat e packages. [0025] In another enbodi ment, a

utility 'DA¥Graensd MeA\AIbkee IncRicRer é@ ﬁe‘éuﬁé@a%aﬁ@rarﬁﬁﬁﬁer%ﬁware utility
type. The firmware installer program executes in a

proggnst S| e)géeeé% arréi@ Gbwnlo l\é\gspe pac (Egtgd fth TR gﬁare updates.

recogni z S an u age an proceeas

e SiFsrS! (e wPdie HRRaoHS S5 7 DR LB 0o AT %’;r‘rt\%tho%ecause the
update ﬁﬁ;&{yiﬁrqs%@%rﬁiﬂ"%agﬁ A56C Hfaypa Fopigedoat of e uedaleepackages

i ndi cating the dependency. For
using that set of utility programs. For example, for multi-system firmware programs,

where the installer program is applicable to multiple system types, the installer
program is not duplicated for each system type, but made available once, for use by

each of the firmware update packages.

[0025] In another embodiment, a firmware installer program is created for each
OS type. The firmware installer program executes in a running OS environment.
When executed, OS firmware installer recognizes an update package and proceeds
to install the image into the system non-volatile memory. The firmware update has a
dependency on the installer program. To satisfy this dependency, the firmware
update package may include a data structure indicating the dependency. For
example, the firmware update package may include a data structure having a

‘Requires:’ string. The ‘Requires:’ string identifies the dependencies of the firmware



exanpl e, the firmvare update package may include a
data structure having a "~Requires:' string. The
"Requires:' string identifies the dependencies of the
firmvare 12 update package to ensure a given version
of the OS installer programis available to instal
it. [0026] The firnmware updayg package may further
include a data structure such as, for exanple, a
'Provides:' string. The 'provides:' string identifies,
updaisnepdeeerto enfuigS givee vession iof e QS \rstallesrpragern e available
vendor I D of the firmvare for which that update is
to instadintied. An updat e package nmay be tied to one or nore
System IDs that identify nultiple products requiring
S dat e package. In one non-limting
todZB] o TR tiiEe PPfncrickadadney atheiBoliss ™ data structure such
"Provides:' string of the form system bios(vendor
aS$ﬁ%rﬁa@mF§9saéRf%3@i’ewmg- $her'pravides: waieng igertiftesy among other
the PC SIG (Peripheral Conmponent I|nterconnect
thirgyss dhalnewn fisneste Gersigr) addfthaesnddetibdaf the firBsyertdor which that
a vendor unique systemidentifier, and $version is the

updgtesis fitefdéd.NBN gbdateS;Sa?dktagennéyl bkitRldi td3rieOsr MORYBFStem IDs that
firmvare i mage update. Additional data files may be

ideigﬂlﬁjs Hgﬁﬁ)cl)c‘% [ﬁr{)@&@ %aﬁﬁngpatﬁgaﬁn% a.g)gt%g& &fkaddon/dnd 'é\g’n-limiting

mting exa tructure use

rLing .t rocess of _.updatin firmare, progr.am ' )
el I DR S uBIa Do et Bt i oV R R qflpe form:
four entries agcording to one illustrative enpodigent.
Sy#ﬁ@_b&%m'u@ﬁ@w?&gﬁfwﬁﬂéﬂw CT E¥RSPHUN RIS $yendor is the
bui |l ding of a firmware update package. A
PCl s§K3 e(esipberal efomparent dotaraomrea agaeeiebrletgeeﬁti fgoumpke defined
type of firmvmare programto be updated. A 'vendor
Vesdendoy '$sgsfeny ig (el veodbaiursqukatsystespridestifiern@ndh@version is the
particular vendor of the firmvare to be updated. This
verdRirestiBy die start (s idiPalPa8bntgt8gram firmware image update. Additional

data files may be included in the update package, as needed.

[0027] FIG. 4 is a non-limiting example of a data structure used during the
process of updating a firmware program. The “provides” data structure 400 shown
in FIG. 4 has four entries according to one illustrative embodiment. The “provides”
data structure is created during the building of a firmware update package. A
‘system_bios’ entry 402 contains data representing the type of firmware program to
be updated. A ‘vendor_$vendor’ entry 404 contains data representing the particular
vendor of the firmware to be updated. This data may be in the form of the
Peripheral Component Interface Special Interest Group vendor identification
number. A ‘system_$system’ entry 406 contains data representing a vendor system
identifier. A ‘=$version’ entry 408 contains data representing the version of the

update software contained in the firmware update program.



Peri pheral Conponent Interface Special Interest G oup
vendor identification nunber. A 'system $systeni
entry 406 contains data representing a vendor system
identifier. A'=$version' entry 408 contai ns data
representing the version of the wupdate software
contained in the firmware upgate program 13 [0028]
In yet anot her enbodi nent, simlar packagi ng nmay be
for add-on card firmware. In this case, the
[00i2§aiustha yekaa%mr gmbodimentysinpilay RagkagingymBe bej usad fee add-on
ina 'Provides:' string to identify the vendor and the
carddirsiwareoin thirecast] -tle industry-stamaavdrRCl [DD60DE dand enanbe
anot her enbodi nent, the firnmnare update packages nay
inchR@ledsh @'Peovidest’ tHRG I iddritify fHeChertoriapiRapetversioA 3P the add-on
see FIG 2, that nmay be accessible via the internet
n intranet. Repository 130 may be mai nt ai ned
Car‘arf%@;arﬁade avai l abl e for renote access by the OS
updat e managenent prograns of users requiring
[0028%at dis.eveor aerthgrl enmbodmmerd, e dgeware spdateapackagesnmay be
I HS, such as the OS package manager, can search

stotdt filereposiesiyatach @Bl repesit&iyordd, WdeeFIG @, that ifrialny@h@cessuble
updat e package (and a software dependency) that apply

viatRe iMtera s San frdnBaiR 43 M%'rﬁ iRtdined and be made
SBSoky 930 iy

repositories nmay bDe accesse ent |rm/var
o ABER 5o EPERRRC s OB O B e, s of s
medi um may have a reposjtory of firmare updates

re QUi PAathS: B XATPKe CHABES MANAIFMeNtRiNAREaD aBdHS, such as

such update activity. Such a conputer readable nedi um
then@p parkageenanager §ancﬁearclmtrnr@ugﬁ@ssggi,at®/nlimgemsmones for a
tape, flash nenory, ROM RAM and diskette. In one
firmearel upddte mpokageribnd assaftwarecdepandencyy teed &ppdy tethaihardware
repository may reside in |HS 5.
of that specific IHS. Multiple repositories may be accessed for different firmware
update packages. Repositories may be mirrored to multiple sites. Alternatively, a
computer readable medium may have a repository of firmware updates stored
thereon and be distributed to customers for such update activity. Such a computer
readable medium may include, but is not limited to: CD, DVD, magnetic tape, flash

memory, ROM, RAM, and diskette. In one non-limiting example, such a computer

readable medium repository may reside in IHS 5.

[0030] In one non-limiting example, an OS firmware inventory program is
generated, installed and run on IHS 100 to identify firmware on the system and on
associated add-on cards and devices needing updates. This information includes,
but is not limited to, firmware image name, version, vendor ID, and latest update
date. In addition, the firmware may be used to identify any dependency on other

packages to identify, for example, whether the correct version of the OS installer



[0030] In one non-limting exanple, an OS firmare
inventory programis generated, installed and run on
IHS 100 to identify firmvare on the system and on
associ at ed add-on cards and devi ces needi ng updat es.
This information includes, but is not [imted to,
firmvare inmage name, versionggvendor ID, and | atest
update date. In addition, he firmvare may be used to
identify any dependency on other packages to
exeqyiaklpfRrograsm ieRyaiRtde ahthensystemetocinstadicthe fiimwang wpdate. The
the OS installer 14 executable programis avail able
change manaygeinemt softvast ktdpg track of athehangssland updates the firmware
change nmanagenent software keeps track of all changes

invaAbry pdedre Firtnairé | igaMes ark NyRikdle, Abatew ideWsdseand/or add-on
updates are avail able. As new devi ces and/ or add-on

car%@réié iAsaIeA T A4S 990! thd findaR: ikvBRtdr g?%‘@raﬁw hjﬁﬁéﬁ%é’d Yo be run

ram may need t 0 be run to create

to 5§ %eis"ﬁw hﬁﬁ?ﬁh?%ﬁ?%%eﬁﬁqﬁﬁgq%éé&%%ﬁ“& Thfware update

firmvare update ck downl oaded to the IHS, the
Packagaesfgay es insta Oﬂiﬁgg nt system may take over and
manage the upgrades of the firmmare package in a

[0035! nerAff%t‘tbSh {vard hkﬁﬂé@e@a{%}ga cﬂﬁﬁloﬁé@&' tf)q S, éhe running

tware at es. I'S not

?h?rﬁe ﬁ}ﬁ'v’@%ﬁhﬁ%g%'yﬁ /A ho{;\é‘?ﬁ grgtr I n ﬁér%des of the

fi execut i of. the start- tlallzatlon

firorezpagkage in %H@%eés%ﬂéﬁﬂg',yctﬁee?ﬁ’@%é% 95 %efggraos software
non-1imting exanple of one enbodi ment of a firmware -

updaigat Ehisdneldes.iid e nat fimitadde cupgatingethpdirrugare without requiring
generated in block 205. The firnmnare update package is

a restarteaf the irformptian dandlinmp systemy or mnbadditiozdl Gexesati@b of the start-
execut able programis run on an IHS to inventory

up initialization program.

[0032] FIG. 3 shows a schematic representation of a non-limiting example of
one embodiment of a firmware update scheme, where a firmware update package
is generated in block 205. The firmware update package is stored in an update
repository in block 210. An OS executable program is run on an IHS to inventory
IHS firmware and firmware versions in block 215. Firmware version dependencies
are determined in block 220. In block 225, an OS executable program is run on the
IHS using the running OS change management software and the firmware
inventory and version information, along with the dependency information, to query
the remote repository for available firmware updates. Available firmware updates
are downloaded from the repository to the IHS in block 230. Once the firmware
updates are downloaded, an OS executable program is run using the OS change

management software to update the IHS related firmware in block 235. IHS related



IHS firmvare and firmvare versions in block 215.
Fi rmnar e version dependencies are determ ned in block
220. In block 225, an OS executable programis run on
the |1HS using the running OS change nmanagenent
software and the firmmvare inventory and version
information, along with the gfpendency information, to
guery the renote repository for available firmware
_ updates. Available firmvare updates are downl oaded
firmwayie inBlidespbyt isorgt limpitachte, IstEt-up ipitiebzatpgoprograe firmware, 1HS
firmvare wupdates are downl oaded, an OS executabl e
handwage afirmmwareynandi addidme da&d cfimmgare. niHGgkarinare firmware may
software to update the IHS related firmvare in bl ock
compfise hbRl daliafidsvd®e, rletwoM@Esnttdier YidSar®Upower BPtem firmware,

[tTmted to, start-up initialization programfirnware,

anig'ﬁé\?ah‘r?égq&ﬁ'ﬁn%réiiﬁ W&fs and add-on card firmware. IHS

rmware may conprise hard disk firmare,
network controller firmvare, power systemfirmare,
[0038Y anty iotftendéd rtmatutiee i presémt HidSlogud® IR)vet talll suitable operating
i ntended that the present disclosure cover all

syshéthsaihe® theier Asobthted YHcREGe %Gnéb%énﬁ%?@@nﬁ Qtd formats. The
package managenent systens and formats. The concepts

[ 03 el e gkt pRYSSL e LI :
Co{ﬁﬁ?’% @%glogg\g NB%'@F]0|CE§1(|reér]aﬁ1|tE ng sc{/gttoerrs as IVVe|S| ngyt/jxcbt H(yrlx’ and
[ | e operating system, A non-_|imtjing W NDONS
ISP GretBlad syebeid s Ve 4o Blharsyiahle dogtina cvtam A non-
. WNDOWS Server Update service (WBUS) that provides for,
limiging YIND QW sk apesatingrsystep) exagriei ¢fopi Backagegmanager includes
i nt er dependenci es. [0034] In another enbodi nent, the
WINDEXW Bt Sereat| dpdate meryidse (Wil thnataprosidesefor ghultiple packages,
instructions on a conputer readabl e nedi um conpri si ng

mupM rapaisitomes, arldMbterdependknoies. fl ash nmenory devi ce,
or any other conputer readable nedi um

[0034] In another embodiment, the present disclosure may be embodied as a
set of instructions on a computer readable medium comprising ROM, RAM, CD,
DVD, hard drive, flash memory device, or any other computer readable medium,
now known or unknown, that when executed causes an information handling

system, for example IHS 100, to implement a method of the present disclosure.

[0035] In one illustrative embodiment, a computer readable medium contains a
set of executable instructions that when executed by IHS 100 performs a method
updating a firmware program in IHS 100. The method comprises executing a
program in the operating system environment that acts cooperatively with a
firmware update package to update a firmware program in the information handling

system.



now known or unknown, that when executed causes an
i nformati on handling system for exanple IHS 100, to
i mpl enent a nmethod of the present disclosure. [0035]
In one illustrative enbodi nent, a conputer readable
medi um contains a set of executable instructions that
when executed by IHS 100 perﬁq)_rms a nethod wupdating a
firmvare programin IHS 100. The nethod conpri ses
executing a programin the operating system
[003&)i r dheepemphtar reedableomediumi may yuitheh camprisenavgesond set of
updat e package to update a firmwvare programin the
exequitablerinstroctiarsd ithatg wheps erecutéd by ABIE5]100hdeterming ea firmware
readabl e nmedium may further conprise a second set of
inveneey bitNesinforfiativhthapdsing Bestehen executed by I'HS 100
determne a firmvare inventory of the information
handl i_.ng system [0037] The conputer readable nmedi um
[0034) f dhenspmpsitgs readable Hnediusetmay fughee woamprise a third set of
i nstructions that when executed by IHS 100 query a
exe@paslet imstruttions deatt whgnaekecutedr ey Upi®ati@O0pgaknga repository to
related to the firmvare inventory. [0038] Wile
ideVBfyl PHiMWEROGHIERB pacRayE réarY PRAWTIrddhre asntesd,
various nodifications and substitutions may be nmade
thereto without departing fromthe scope of the _
[0038% c| d¥hite varigusrembediments hayet beer shewer endodescriied, various
t he exanples of this disclosure have been presented
molificatign®fandl swisdtitationsnmagnbe moadé ithetetd i without 7depéirtihg from the
is clainmned is: 1. A nethod for updating firmare,

scoppftheidigslosurecAtEadiryly at is\e bePefiddrsfiddsnat 18 eknges of this
managenent programthat acts

disclosure have been presented by way of illustrations and not limitation.



cooperatively with a firmware update package to update
a firmvare program in the information handling
system 2. The nethod of claim1, wherein the firmare
programis updated without requiring a restart of the
informati on handling system 3. The nethod of claiml,
further conprising executing;a firmware inventory
programon the information handling systemto
determine a firmvare inventory of the information

Whadigirleirgedyst em 4. The method of claim 1, further

1.

. ¢l all g 3ne

conprising executing a second native operating system

c haAgeetmedsge opdating firgmwaneg cotripeisingf or mat i on handl i ng
systemto transmit a query to a repository to identify

a fexeaMRing aJﬁaﬂwopemﬁﬁgszt@hma%éonéﬁ@gémém@bgram that acts

inventory. 5. The nethod of claim wherein the

t . . . . ! )
Cond SRRy i FYRORRLD LSRR R, At ffware program

operatin system gpd a NDOAS operating system 6.

The'%ﬁﬂ%&r#%@g‘iﬁﬂa ng ﬁf%\%g\'n the firmvare programis

a start-u initialization program 7. The nethod of )
&]ﬁ’é’r af glaiel £ whetRin ¢he erE]Wprypr;S’Q@?‘a'ﬁl updated without

identifies an wupdate package dependency. 8. The

met resiriig alrestartaof thé infermatiareharglingi systemi s renot e

fromthe informati on handling system 9. An apparatus

. conPhe shethodl8f clairant,i furibieradonapridiveg @xieogtirsy st fimware inventory

runni ng an operating system and
program on the information handling system to determine a firmware

inventory of the information handling system.

The method of claim 1, further comprising executing a second native
operating system change management program on the information handling
system to transmit a query to a repository to identify a firmware update
package related to the firmware inventory.

The method of claim 1, wherein the native operating system is chosen from
the group consisting of: a LINUX operating system, a UNIX operating
system, and a WINDOWS operating system.

The method of claim 1, wherein the firmware program is a start-up
initialization program.

The method of claim 3, wherein the firmware inventory program identifies an
update package dependency.

The method of claim 4, wherein the repository is remote from the information
handling system.

An apparatus comprising:



- an operating system change managenent programin a
menory of the information handling systemthat acts
cooperatively with the operating system and a
firmvare update package to update a firmware program
in the informati on handling system 10. The apparatus
of claim9, wherein the fir re programis stored in
a non- volatile nenory. 11. The apparatus of claim9,
further conprising an add-on card in data
conmurdrciafararatignthandlieg isystemeunring Baraderalinasystem; and
12. The apparatus of claim 11, wherein the operating

systerarcbpegting systgransiinger wahagemens ptogmaet ai iaveleynory of the
with a second firmvare update package to update a

secongnfokmBHEH eha‘?fdﬂﬁé adhshdnathae GReg! c@%B@Féﬁvlegﬁ #itRdtheOBperating
t he add-on card. The apparatus of claim wher ei n

the o% Etaetrhré dsgﬁ gl%eﬂact,l{ da% renware program in
consi s |ng 0 ratlng e
oper a ste d a WNDQ/\S oper atl ng system 14.
A net ﬁ%ﬁ%ffB% %&P?R conmprising: - building
a firmvare update package that is executable in a

10chahbe anpariysaf elaipy 8gWQﬁf&'Grﬁh€ HifMMEre Phegriane is stored in a non-
operating systemon an information handling system

andvelatiteanemgry.he firmware update package in a
repository available to a user. 15. The nethod of

11cl aThe 14ppavaeiLiol tlagmnet lfMﬂh@pofoman%g?yﬁ e4dd-6n card in data
chosen from the group consisting of: a LINUX

OPeESHUMCHRI AN the RidtmeARNAdriing Hyster) and 2

operating system
12. The apparatus of claim 11, wherein the operating system change

management program acts cooperatively with a second firmware update

package to update a second firmware program in a second memory located

on the add-on card.

13. The apparatus of claim 9, wherein the operating system is chosen from the
group consisting of: a LINUX operating system, a UNIX operating system,
and a WINDOWS operating system.

14. A method for updating firmware, comprising:

— building a firmware update package that is executable in a change
management program running in a native operating system on an
information handling system; and

— storing the firmware update package in a repository available to a user.

15. The method of claim 14, wherein the native operating system is chosen from
the group consisting of: a LINUX operating system, a UNIX operating

system, and a WINDOWS operating system.



16.

17.

19 16. The nethod of claim 14, wherein the repository
conprises a conputer readabl e nmedi um having the
firmvare update package stored thereon. 17. The nethod
of claim 14, wherein the repository conprises the
firmvare update package stored on a second

i nformation handling systemi#& data conmmunication
with the informati on handling system

readable medium having the firmware update package stored thereon.

update package stored on a second information handling system in data

communication with the information handling system.

The method of claim 14, wherein the repository comprises a computer-

The method of claim 14, wherein the repository comprises the firmware



