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Wadofted Fesaiedsn 128 gber) iatQic eskiiRhed Wiki Cotrthr-Nevbris@NGm@ousey €MC), @fich is

ag.mdmto mbhiB i34 bn PhORIIER Grpihg $ciiBio pMRs ahcBillpRA wt Blancing
ning in December 2000. The Convention urges

D EITOrls
gover AMEAts t o cooperate with one another in the

dS‘Eher agtém?? %o%\o/nem%ltn Im%?‘e%dm%c o?m'Q‘hechr IQ&I%CIHILCIﬁ%‘B I'.hglf mm&ﬁ%m by the

| aun

r Eﬁﬁfﬂﬁf@h’éﬂ*ﬁ@v F‘Bf‘ ('E‘ﬁ)swn%?"% hEpREHIP PR awwadnmmmm" effects on
r b firdacllctaprretiys: aprdindreased ol of Iregatismal sxpigh ey g gxchange rates @5 a
t Ectsamuacd of @aficipaEl GRatonkhaeg rarfes. Tedoer pec 6 mpehiioadportintand@tes a
up financial intelligence units to collect, analyze

and di ssemi nate information. Since the events of
Septenmber 11, 2001, UN Menber States have enphasi zed
the |links between terrorism oansnational organi zed
crime, the international drug trade and noney

| aundering. The UN Security Counci l
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adopted resol ution 1373 (2001) and it established the
Counter-Terrorism Conmittee (CTC), which Is 30

mandated to nonitor the inplenentation of the

resolution urging States to prevent and suppress the
financing . of terrorist acts. O her potential

mMagd SRganaEn ¢ ‘consequences of unchecked nonstrayzoosoccoss

| aunderi ng that have been noted by the |International
Monetary Fund (1 MF) are inexplicable changes in noney
demand, contam nation effectg.on Iegal fmancial
transactions, and increased volatility of

| Rigefcmbiisk mnl&IEUcﬁa@m:tl akterf &s@nep hchdegHaariest ¢ffset encthecFgreian Bx@hange
C Q&R GHOREE 81 2 bcotdRA NG RBBF 1l 98 Se DL RvolvaiSS @4 rade.
transfers. The latter point is especially inportant
a%k@%ﬁ:&qﬁblé/@ %2 Qod ]n%ﬂc? mndgrg’-sr bPRRBOENEQOROEH o hidline between a

S'ﬁ%ﬂ%ﬂl 1,1&@% ﬁi.;,scaiﬁg %& itklgﬁng%g? Ic.hmagao@ a..%mﬁmﬂmwmm

e r e| n Exchange
- Bgks U e R pHE W"““W CH™Y “§°‘ P8 &I Bopig=d with
t Ithe sumiuembss efbusingss op tpR{ET esbrosisnAtitiy gent ileg s d*ﬁﬂsﬁﬁwéﬂ bak daundering
S tiBee Pt intwvhganistdocrime ghdicaté Is dkelynDgvayatcl advensechalieity Sor 6w bk \Benkepassing
f cQRtbrfSic noldd @F @ustbrnerswill BdoMeshil 0 QcdRATEWREAss As clfered AR Cgitless elsewhere.
' %&rﬂlvr}r lﬂtulucgl §,l1J ﬁsQ Qttbh\ﬂgﬁacte tﬁﬁat clf erhxﬁ] ;Q."@écﬁgn Mﬁﬁpdeﬁng mcmei! EU Taws

ngder ttut
5 S P R PRAEED fe B BT A s B o
a&iledae flley i gPPTverine progeiues 2 [ ot B Ve dist ‘gdlv'd“ﬂl cmployee #nd
assodiveatrguison itchdibd remmuylizegs en perbnihdlialld o impdsprrers or figes. Thipipthe
O feasyiv@ly thh I 0BrectiGed Solnfmey AlmddriiEincied tye “kn@a g, cudolh@” BigQOVery: -
of a bank laundering noney for an-organi sed crine
Synsliefm bR dilifende méBilrdé hive bFEBGIEmkied 1§ duBES erel i werfr@mamry

t h:ﬁcr%ﬂko ensa@%%wﬁﬁysﬁ LATe mnﬁ&&h@tb\%l}:&ﬁhh dRQisftSiof. OThese consist of four
Ustoner s W | so result in declining business . as

f"l €nts take business el sewhere. However, a nuch

gr averdemifighont hat banks face is that of crimnal’

Pr OSE GhtwiyeliRcufteier;] aunderi ng noney. EU | aws 10 and
dlrg)Ctch e that if a financial institution in

t he I.s found to be assisting a noney |aunderer and
fai e 5""5'°'°"?“5ﬁ“7%r\?\?°fnﬁgé appropriate procedures as laid
OttHesc By allitile Ebhdn@igd dndV@fFsult tola@napendi vi dual enpl oyee and
respective supervisors, including conpany directors,

At RIEH 16 Biedtibod kbr Bl cEnbiatQouniBifbfrin SAMNAEEW laubierink,| ridg DECT Rivénments

I ﬁwct th%duo&%%QBnéé’Gf)’du%Q& Euesdgo;eﬁ.ﬁ,g h.ya&bmn,rmmgmm of currency,

| m d@} I Qrgn wj’l © support g eﬁn%mé‘{‘ gprc& d c%hers 'iaav%n intreduced to reduce loca)

I Ve, gence neasures nave

beRR s PraTmeTse ébl"“B‘i?‘“T P Aegvrcengf Tom FW‘E’@‘“}E&% Prreeumderppciesities.
r Whila |itcit %ot gpssibleRo epsilenal} oS thean & ey & gamy edvisement wgropsidyreddfere to
t HignBedt iReRaEgrdgligmét SHhiReSBw Wirtrdy {aliigrich 6 trickitpt sy=@R.mighihre suirsd
Cio Rt 15 bupfotk nafidab knd inbebiRiofi@dbREALI €51 1) 1dentification; 2)
know your custoner; 3) record keeping; and 20 4)

SWHEEN thei U Stidial d.eﬂb.wn HEREI dr 0, GJJa@ssem&aﬁ@a B lnle U9 MBetary Policy,
Cag‘{] %lg;l‘lerl-'llgd m lg!ahefm]; h&é‘”@ am; &1 Of 'I‘l'Ea.'ﬂ.'.l');1 al%qpoln'ﬁolmg@y IhQ Secret

t At | effort t terfel
.I nﬁlg{/n . g“:? IEE v%kﬁ,idt ];n& gwgllglﬁﬁgndfe\«rgmn ﬁfI 4} gsalgepar:ment of

| TR CErEeR B i URJE é‘“‘F"’aﬁﬁ@‘@‘l’ Bfnter) § pedues the BHtgR's RUERBCYGRRATST iiPRitjee
tshspscidsdtied ssurfity dooumers (he gt i@ppembdiginetdn e whdlnhy EederaSRrsgmve dsucs
tHREFReAFENIRE @ TRlasirP isGH RAMAT Gondediibry, 1A Féder RkserDRE ABEI VR Smount
YPELW ARG St DR iGoRRAN b B FRAURRELY bPmd | @@Imu 41 @F@dvin2 d Printing
gg%rtumtl es for terrorists or crimnals to derive

fit fromcounterfeiting or noney | aundering
activities. Wile it is not possible to consider all
of these, a few U S statutory requirenments are
consi dered here to highlight the emerging
requi renents that any new currency validation and
tracki ng system m ght be required



to nmeet to support national and internationa
obj ectives. Wthin the U S., national distribution and
supply of U S. currency is regulated by the U S
Monetary Policy, 30 and inplenented by the Federa
Reserve and the Departnent of Treasury, and nonitored
y_the Secret Service. The Bureau of Engravi
PrWrﬂ%"Wﬂ“{"éEP) which is a division of the B %‘9"2005"0000“
Departnent of Treasury, serves as the United States'
security printer. It produces the Nation's currency,
nnst of its postage st anps, -&nd ot her security

E'lll'mrent S %'r a% mrgan% engl a% l:it CJE]:‘O \Lllﬁl tﬁem%g the banking

eserve I SsuUe era Reserv

not“é“:,Stly T"We““‘?‘r"é%?&ﬁa%f Putg &% YEHrHe dﬁﬁ‘é‘e‘&‘ﬁ%ﬁ’it“i V““‘? HY accwraey,
Fe eruyareit Riesayideerifiele td pofi 1elesary detroatrdbrRER Jneogctis ijth the Department
C UbiI ey, feferafaetye e tem Jaatd. am candnudyey porkingtop cheprsriapdnd ryquired to

5 by prbitend iRy ireakomaby FAGL aving and Printing (BEP)). WO

20051111926 PCTI AU20051000066 -7 In the case of
CURJaRBGH, mt Bemiredendlcoemer MairBanes inarddliy » @hde oNREIRSs, except
dem&lat %ﬂmw\,st erhm,méy Je.!;sumrgsmgr seiviad WSdxbele 2910800, The Bank

nogea:.rec yActn?BSg nmn%at::s the rc.r !‘tigﬁ F AN Verl ! Ih'(a:ngagztlogs ¢onducted by financial
depos Tt'dd renc °s" 0 e OF "ACCUT ac

c o¥THtvE R &F F‘“i’?ﬂf‘e‘g f%'t"'f‘% bR @ e “%l A 1. Teprptriaon gf rreney

10 d esxterding 8 9,000 tves BRI Staieybodeij unction with t he Depart nment
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of Treasury, Federal Reserve and Secret Service, are

C OFite inteenal Fevenpe Soovick {IRR) s ore of hahmgescitdyerp!ved finemopey dppridpriogiinyegigations.
5 ik ekl publi @mbpRdni@iith taye fld, hdAey 1AMIAkH, AfdYirug ABicEiE are all examples of
Adgli t;acma,intsmm rbv B alolths S R lina BV EAQES blcbrREhe ek dohvRiFon,

anyone involved in a trade or business, except

fip %ﬁbrﬁ& pn&vﬂﬁé ﬁh;rsH-Ll 'pB@,émn b Be 1Ea§ePsQﬁ‘Ihe eri'rEJ ﬁ%%%f‘a&ﬁ-ﬁ@lhy% Service

fSecr ecy %C igh g\)&)v,tlgatwe H'IDEI% Bgtﬁ.‘?ﬂémno?u l!ﬁnamssn?n ofhco%ntegext currency
c Aty RS e B s VB RG afcﬂf’@ﬁﬂ WH@?‘%&‘PE outside of the U.S, the
i restar soprinpiegin Be B trdaidor dingnatioapbegingsriatne fiYisi gn bank account s,
and the reporting of the transportation of currency

1 0hemeieabigitivrg! delhS HoBt 2rc30tissio wprpd coghindiva ighip ths Gmetisian of dry{fnited
| rita@s ofAimeriRery ey @itSErnwtiogband 41988 ficht azaigmeraifm. Iiver Ideerelate to reporting
AGemeNS fir BlAeHcy Rdividiin dFRAAYCial R Blsinddg e \WRRdeiug AlnicidEess, and

;Daar%gﬁmgl ﬁagmpm dleﬁpetgoq rﬁ&“ RinbrD fhe bR} Wi rEcliled el @gn of  currency
Sl R G ek ‘Pﬂé‘*v*‘%fk"%&a“?%ﬁ%?"@‘“m
f : n%nCI ml ar;]rt})é §stmlgg'ﬂd:lgujtmgp mefmIalelgstl ngglisé g‘ alska?eytl'mgcq l:glmm large

convi c provi
prgEEL ?f G‘H’“‘Fb “‘t"HE fom et §“P6'F‘ 't"ﬁ‘é’ 4 g PUTS ofyrtry Where the
Arirrency gen be seeeiSbauy of the Weted Aratepand plackebiny  fopeten Bpgnclaliingtigiiogyy ecid on the
| ’biseSiatkerSlthe taBspdtition find krygliReof -AeiA bullk fodabial Gaw ba e of the most common
S Uhd off §&Mﬁnc@lﬁng,mtnﬁvefn§ﬁ o la&U!uﬁl?Jf eéh is GAE Q"@U 9153& IQIEBIMmg signg

d 096
Io?c{nrg E'Q‘Htsdng? Q nfem \r,n\Qneylr(éundenn Irﬂd: tQaﬁ %Q%ld s:mhar cnmgol | ar

currency clrculating out

C q‘ngu pDH Eﬁ?‘ abgvg mggat |§|}a{a§J rtgteo;uﬂ atwg:s rﬂ'l% rt]e%hn %&% %flu?ﬂ\yeas aJ]:.o |.¥ hamd a number

“%Pm%'f r 'bf"“"ﬂ?&t Bhheré %ﬁ““ﬁf‘ atre l’f’d“"i: @f“f"a‘f’ rretel f TRY A iloney

t hreundstingd¥erviesy s hesied esfputen eervign for sty me@tngy &P, BtolMe rdadrgmenty. which

a8:guirgd finwd 1¢ impltrie: nBvatedh@ivgiks tecict gld@lgdnt thongy nderip@ictivtibs by wrmorists

t ﬁ‘rd loér erSiats. URSYS Blsol ptVies 5@ lmddef latn@erih £ROFhud J&Qctmr?sg'vmes “These services
%J[Qme&Hm E:ﬂ&é’ﬁ-&%faﬁé&ﬁﬁﬁ' n non-financi al

trade or %%SIHGSS ese I nc e nane, address,

and identification |nfornat|on of the person from whom
the currency was received, the anpunt of currency

recei ved, the date and nature of the transaction, and
the identification of the person filing the report. In
their effort to avoid using traditional financial
institutions, many crimnals are forced to nove | arge
quantities of currency in bulk formthrough airports,
border crossings, and other ports of entry where the
25 currency can be snuggl ed out of the United States
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bl ack market. The transportation and snuggling of cash
in bulk formmy now be one of the nost common forns
of noney | aundering, and the novenent of |arge suns of
cash is one of the nost reliable warning signs of
drug trafficking, -terrorism noney |aundering,

racket eering, ‘tax evasion and simlar cring,
sHUPYII®E above international and nati ona?WAE&']Slmm'c'6
initiatives, the technology industry has al so

initiated a nunber 30 of prograns. For exanple, |BM
and Scar chspaee have joined'Forces to launch the | BM
D0 S g UG e G Lo BBl RS € RS i et o
r @epmine} v there ‘SM"E‘HE ”“P%‘!EEH thaseapipe e “d““'““‘“%’y FETe g mor
t dcilimototigiruegresiraghertonn wert forppldiemrhisgent noney Iaunderlng
schenmes by terrorists and other crimnals. Unisys

- alTsipthypsfosmeqies the me L np Aelpdd sd tpriirslopivs d ST pomply, fith the wide range of

d @iz @4iibris GHA reSRindid @D needeh @ 3@bE @indérigwdd colmafetinpeen provi ded
to police forces and | eading financial institutions.
k2025 ol Ot BrcditbioloriMIR00 Dl0 D L6 valid: nGisymupmitd ypany\pf the statutory
r ang Mgm,gg%g &mcﬁgqm,g@i,d; e Sdg{BINQTér sbclricdgtraibsl 10 Addet crime
cooeratdv chr stollmt terrorist and crim nal

a &ty EFe™*E% 5 growing recognition that

organ| it wa(m%mbémknmmmmmm@mwﬁciaunrough or e

f PO P EET et tructures rat her than nore formal

hIDer af CEIJIIIDeS ru ss o{dn%.ra&f £ lﬁroﬁeﬁn%éhh[a%l (BéEB) Uﬁl%rlrﬁlﬁal ﬁﬁ!ﬂgatum in
meErhods an I es | or derlI to QDI!T'pm -‘;".‘n%u e;mdmg
V\AEH%WI“‘&H‘@‘%’"’&?“““S‘"‘?’% e 3% R e Bre (f)é%sl ons

n @begt novpoves din %W@F‘F‘Hg""hﬁﬂ‘ 1Y URY P %ﬁ‘dt‘ﬁ THE® PrEE el
N @btentigt ledpoiel SompuiCLatt 0@ Oredk auioriss weerpaerifiohter e 4 t countydiafing gses whill

V%ﬂu%g & ﬂﬁﬁdeﬁxﬁtealdtﬂg&ﬁsﬁccmbf)ﬁmﬁﬁg dnl) @urdig @b b @fiTjon k@ Simos into
tran | tion reporting requirenents, and provide the

capa ity for security agencies to detect crinme

PRLEL %}iﬂwm Nne tsna‘ml f%rtg{(@q.k Imﬂmcﬁraenmfnﬁﬁg?gaw w paper
tF‘ﬁ’fWﬁﬂ‘"ﬂ’g‘fﬁﬁg'ﬁEfnﬁ CE?!E R \e%}altﬁf%wid%ga uro's broad

bor-d
R AP TR d*@o*?ré PRIEGr ROl (i s v

2 e otk PrERTEt ROV P s el gy R pqrong @t e i
P O iwih|becapable pfadreessly mnsmiive s/ 25-bit IERST i adio sigpplsrg beaped atriiRides
OYiifig ad @ difittal Yatetriarkpadh lRFMGhigscoildepei trooHtise tandsiprocepspstsieh 45 cgunting. A
bk m&eshﬁ]i b0 BasdthrGugh nrda&w Mekuih DetcBAR0 AIDRGHRANE similar to the way that

POL&GRY bRl GARRrb BaslGiRRd.  Last year. G eek

alt noritres were con ronted with 2,411 counterfeiting

CA5 8% WAL J.reen mﬁuurto?%auwemt dioBeiA@ bi@tn Afst ed a gang
suspect ed maki ng and putting over a mllion fake
Qﬁmk P’% cgnwﬂa%bo‘ai ;g%%lﬁaﬂ Qeimdd G fnairRE SRy SANGEHRS note.

tion Radi 0
| a‘léxhu{ rTrin% g?méeﬁyre flg)ccﬁnﬁngg(a {or h e tu cqnlﬁl&g' LﬁY luw-cmt ml':lenna and ¢hip in

cbhkwift-1y being investigated by the Eur opean Central

.Bank and Hitachi. Htachi Ltd. announced plans in July
200 afc g0 cancertsiehuide SPHTBERTF BiP s ST PRTIER Y 5pfes of only abot 60

C mhicfoNOnte 0 6E @rort thigk RFIDvehifl el cqpaectbd WRIE apienmg (¥ it Yisply gprbd wRIONEr 100
| ricRnsOnidk: 'ﬂi@ \ﬁm WaEtGie Gl al @5k bt snddigton knSobhjedd brysurfal:, 4iid B:nf RS out of the
t hl G l§pa:1--r Amst GEEH otl‘rggn aQJgilapmay\%uLJ thch@f[ﬁr.ﬁ ﬁp{uﬁ mﬁfaf the notes.

e ke it s o
WEEidanEi P W@eﬂshmw@hwﬁgwwnmwélﬁé@&“wﬂ“f iBtfH ne bank
processes such as counting. A stack of notes can be
passed through a reader with the sum determ ned
automatically, simlar to the way that inventory is
tracked in an RFI D based system However there are a
nunber of difficulties that associated wth such a
solution 25 First, there are concerns about the high
costs associated with producing and integrating each
chip into a note.
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Manuf acturi ng processes are al so considered a najor
hurdl e to enbedding a | owcost antenna and chip in
bank notes There are al so concerns about the
robustness of a chip solution. Bank notes have a
t hi ckness of only about 80 mcrons. Once a 60 mcron
thick RFID chip is connected to its antenna, it is
| i wekgpsnazse wel | over 100 30 microns thi cRET/AYR/000066
will therefore be at risk of snaggi ng on an object or
surface, and being torn out of the note paper. Notes
rubbi ng agai nst each other i+P-a wall et nay cause the
RFID chips to_ tear out of the notes.. Another j or .
c oMt e 8 melr SEGHT R e BEPHE TRHIE L ST *’%‘g‘*ﬁwt’“‘”‘”
nothespegirldity o the pap Bgpletc Elifel ftrpgoert talalFlr Aptes 2rednval GmPlY berausp the
PURFID éhtpOhig vesnamlbinapdatigzed)do hers will an bk dh b@yctanig yhat mB@@s rust have RFID
| aJh?@ s&h & ch%%@Hr fores BRGKSer M 2P0BAp b Reg smalt holes where the chips
PCTI AU200S.000066 9. AlL of these will make it

Y P s D e R T S S T 6" guar ant ee that chips will -
coptinue to functiaon rly for .the expected |ife
of PR flgcgeemp b priacy WG rofpt 8 yoek el el el ey bcome
nofPRsemed s cash yill fose dis ampmypify gy dgying, goads THewe arq-gfep ganearpyy by Brivipy, fhyocstes
b etkana seaprenin Gyejbands pf chainalecgentfl be wses! q RSty dptErinine RpmoysEel el being carried
€ XP @ChddiduaD mithbun édir kadwledga Othd eouldplst thiveaydsk Bat:Ex. chi ps. So,
a forger can pass off notes which never had chips
SiThsl #ierdare in@@ Ifacrg thetneedztst $D bre RFIVinbitien iy anotca ifgasivle 15 validtise and
Pukpg fl&ty snagged on sonet hing and been tomout' _
There are al so concerns about privacy. Wth the
pGirRAticebnd Rclick@ml and trace cash, individuals may
become concerned that cash will lose its anonymty
WRBEIN P ke GROE S nsis BQIdEseplair @ S6Y taGORBIREGArodayits B IGARY in the
aq)‘lé]q:géi%)hg& alésqse\!d?zaﬁcs,% éﬁ&%}gﬁ%m' aﬁ]acgn%,mﬂgﬁﬁepéf e Fehlm Minﬁlg the iag,

c be Uy to_repot rmne the amunt of rash
DR P e e S e, et ot b oo Sl Bhpb®l e
T TR e THPASTBE T s SR AT | sk of attack. 10
Thus, there are many factors that suggest that an RFID -
s P TEToRg F driigred freharas argviioRtiot St Vi i AQLan I EEr acavisition of an
t regtivddigrigiarea enqughrie greraiBe REYIEEN COBIING 4B ACKIGROLINI TEiag. Acquisition of
Natte [2:3 @11 SudruiieaCaequBiaahl ondle B Sd-Gchsicnd] paitiChS/Isie thPleglehads well as other.
U ity Js28hcQbata. I TRY SurfacE BT HBGorENGRAESsihd SviWE adg@€ 3lrdsONTD Ad 2 1ag
! Do A6l wheAihoRh B2 SRAAAESe s hbloghAlb Bibelo Dol bhce
adlacent ot BGS AN Tdent Ificer of tHe r&gi on Contai ning

t K&"3PY. 15 This region ID is unique anong all

regi ons. In the Net_Ea?F? Séstemt,he re ion typically. .

c ST B EISEES 15* forfae  deiivef o mirs ] CgfoTpYIEE cpripg pent sdplcaions
s WPPRI9E15.647 (@evketmmban HY GOHE). sitled “Siining Profluciyigpidance” figden 27 April
S aPof; e UEDAINA Y, oPss(deties mgnhe AIYS @ Yaentitieh* doecsiet Poie for Printed:
f phuel 1edinii@ Wod- 8O 27eAgghs. t 0 guar ant ee acqui sition of
an entire tag is | arge enough to guarantee
aciHoBkAIvRo@koukiie | D of the regi on containing the

tag. Acquisition of the tag itself guarantees

ACHtbesabHy isQR4 @ broteddRnstidgh fErmiridd) bothi i B FaGd 20 WbrangXRd tb bubiEnticate parties
Wot NaRadi RO THoRE Ge W i@y YechbodhphyQh RREspré ulcAflerS RG Chybtbgrapty and
data.  The surface coding therefore allows a sensing
dBVICE PB*ACYuire a region ID and a tag position

SHPP Ao o PRI SoTTER "ot Y58 U5 B gy s
SUFFYRY 8 Bessag: RETipYshingTy @xcliass MeFaLH 1P AFeRTRIET P ACEE o ptinegyhe

| screlegcri bed in nore detail in the foll ow ng copendi ng
patent applications, USSN 10/815.647 (docket nunber
HYGOO US), entitled "Qbtaining Product Assistance”

filed on 2"0 April 25 2004; and USSN 10/ 815, 609

(docket nunmber HYTOO US), entitled " Laser Scanner
Device for Printed Product Identification Cod" filed

on 2" d April 2004.
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CRYPTOGRAPHY BACKGROUND Cryptography is used to

protect sensitive information, both in storage and in
transit, and to authenticate parties to a

transaction. There are two classes of cryptography in

wi despread use; secret-key cryptography and 30

publ i c-key cryptography. Secret-key crypto al so

r F@ePEAIRO as synmetric cryptography. usegJ E‘é’g W03pppose
key to encrypt and decrypt a nessage. Two parties

wi shing to exchange nessages nust first arrange to
securely exchange the secr eto“key WO 2005/ 111926

PCTI AU2005/ 0Q0 0 Public:ke P

B PR SRR SR P LA AR b e o
e ke yrpfrwwuwéwlﬂt#wwf%“vw@w &F%“gﬁﬂt"ﬁ'éﬁd‘f"i‘%‘ﬂf [y can only be
I @bcabi@ichsing thethertkeyaOnaaf/thdstigys isctiny putrishedyihde thanEiPryipem grivers iThry are
O RorkRY as @ Publ@AhdypriBe: keyGREENHY. €1k pibd Hagis tshiBo @trjpeany ki@yge intended

O?o? Emgltoldgrlgﬁﬁe%nlﬁﬁxt% ti){ée etn!?y%&d BHPllhé p%hi@ﬁ’oy a‘Mﬂs&lg@caﬁ gﬁﬁ' bQJeHﬁ:&d using

refer
allthd pxl-b fnf bag.t'ljgus% amies Scanes%c 16 %ﬁc]i/ange rluﬁssages wg.l]%ut?uskhm ttpéﬂg ée,aa secret
<B=Yeﬁm"§wpt“’ﬂ‘aﬂwmﬁﬁ§§a‘g emtent & ey f°5"‘f fyyider; gf e HBT‘HB‘F ‘°&F"m‘° the
t hahpyrivargkeygpaikey. Once encrypted using the public key,
a nmessage can only -be decrypted.using the private
k eyblic-kE ersptobramby (8 bd dsaise galy adigigliminye. e heldvgef hplvaia kpe greates a
vvitutob(mtth dr b Pnfibagd WY hddGnebyprs @K RERISEONEriGR ey hen aly@i.can Merify that the
t&l Hadl Rnstiadd € 1P F‘J:%flﬁjms ok@y hdld§r 0P B priviie kdytwﬂh Sesp&@ folt} particular

'3

r

p lTBﬁsalguc ]?*r J\J;'a(}eecgpﬁng the : ry? cci }Bg u?l ul;llgk 3/ it Lﬁeh\%h against the
b @exRgr I e iyperdioy B peerghey ftar%w*e“ fﬂr “’?‘fﬁ’ép RO pos

ofhe tobyegeiygenpine @d fots {Fhas padgeneliered I TMIBk nown hash of a

message and then encrypts the hash using the privat e

k Sapeet-Keheamatia g eseicto erenis a kel fisanirds bt hap fh disadvanines it algpatys wepjfication

C edd Slkoi bt prtf@medibjepaitaiignabueetkepf t he hol der of the

private key with respect to that particular nessage,

Sirepbky pldYic-lde cypypiphn grort izeregRC o PRt @el th distributspiliig) kgrhwhich prevents

p lihmertmﬂau me'MI@f di:lfu)dilﬂ’ggcﬁiﬂaﬁes i sditifa@enutidities { Ax@rtificate authority is a

Mtarid whtcpﬁlmﬁttlgm%ﬁc diigh RRERG Qﬁﬂlc HePanl hﬁsrsm{m&ﬂgﬁmy 5

tglgt}ﬁ; % gc' R h%ﬁtﬁvmhs _y %apmﬁ,a?gﬁr{mgmﬁmmt% os B0 teh i Baes

t
aF‘tdé'E%Eld’E‘ﬁ’ CPeH sopmingahe R et R ey Pl en fogrept I s
C pahaititecapusg fegpublig|keyda Gregtifigate Wit hish Begrse f rretaivly 94 {480t ippg Ehey just
t B 1o Sckify M exifiv@i hifilde:d bdeDsired Gthe carkifats iythorine pogerphiickeiniy well-
aRasty privy to the secret key. To make public-key
crypt ography work, there has to be a way to distribute
pkf‘p&:ﬁ Lve K}ﬁt}faﬁ:bmtﬁ‘lg t@{e@&-ﬁ&kﬁmﬂaﬁ@%ﬁ@-ﬂ@&bﬁf@m@hﬁlﬁes kdy lengths an
{jeE?flma ltuqc.olarg lijél Pg th?ugans !JI %%S%uﬁa h%mbltsl cate

I es. Certifrcate authorlty Is a trusted

c{'meler éJ? a{fpl}{sd é’h F!'fﬂ%‘n‘fﬂ usgclg d&%ﬁl&%ﬁ%ﬁ%ﬁﬁ&?#{@hLEQQﬂmIﬁ discussion

a persomn s or er entit
fo V’a‘@ﬁl”ﬁ":t’?““‘qﬁe cert ificate authority verifies the

I SviAR YoPYREXRERALRY | dentity docunents etc., and

. then creates and signs a digital certifi cate
‘containing the identity details and public key. Anyone

Wi @ fitstrbeosd farmitiia dnvention tpiofifles aunehod eftredhing § seqrity. dpqumem. ghetseperity document
Phalhd dispdée@ Yhededh of I@eiC@udd ighd Batime Whimber af doded Raachegjong @ach foded data

C&H&Jﬁcﬂi Mﬂ:&ﬁl@&f ab Idcnt:1§ OtgﬁQ&hrEjEdocuIlE}E)ﬁe et mclhﬁl\gﬁn 4 ddmputer system:
1
::/%créwx&%ip catan Cga[]ﬂ'é: G %rnﬁng der atth% \I\ﬂﬁ“} Ebﬁlg m&gﬁﬂe r§ lsag.nlg Qf tm:ycoded

pHiMA-ATAAS S M ) OMIE JR T B L
crypt ography, public-key cryptography utilises key

| engths an order of magnitude larger, i.e. a few

t housand bits conpared with a few hundred bits.

Schreier B_ (Applied Cryptography, Second Edition,

John Wley & Sons 1996) provides a detail-ed discussion



of cryptographic techni ques. SUMVARY OF THE | NVENTI ON

.30 In a fast broad farmthe invention provides a

nmet hod of tracking a security docunment, the security

docunment havi ng di sposed thereon or therein coded

data including a nunber of coded data portions, each

coded data_ portion being indicative of an |dent é/ of

thgoszg'ﬁ,sm]ig%ﬁy docunent, the nethod incl udi ng,PCFIﬁU%?o #000066

conmputer system " receiving indicating data froma

sensi ng device, the sensing device being.responsive to

senS| ng of the coded data td!generate indicating data

atiye { ti v the

a&..fa R mi.n he %&fgceﬂ% setgz A&g%%%%%m EBR w@Rbhity of

PC?F?“A‘E’J%E‘QP‘(?O‘& ’8"5'“f°1'1“"?“nd| cating data, tracking data

stored. in a data store, tracking data b‘EI ng rl|t n‘gnlrcq[h /€ ity

of ORiFlx: He frkipg nBmaton & AR Y 1y SEUTheint “ARHC O e

t r deetviemigong O loArTEaniEesiens PENSTTICH M | e, secpp dEpERK F?@“"“” of tho security

51 Néodmem;iahdDd TocktBn ofithel begsiul; Hovige. Of at | east one of the _

current owner of the security docunent; one or nore-

t r QRiGAL ihoR8ho @EHider d¥ethinibg ibe gackiltcinferaation isdny atdee wrrefitthe indicating

Iogdghahcg[;gﬂquug he security 5 docunent; and, a |ocation

of the sensing device. Optionally, the met hod i ncl udes

d eéﬁEMMJ&&sM@w&: kel theD SdidatVE Gal Bkt bR 13 dd Serifify ofthe skn@ifkSikvice and an
%cnotﬁofl a Iuser and dheeremtthe scgsm 9\: dlge%,eneugt&%e mH\?a%ﬁ d:fatQBHEﬁ tored daga,

sensin evice stores data I'n I cative
%ﬁ' ionally, caa.czl 3, fata ]:a-cpr?cfl-'ll fu.rgg Ellca‘ilyu g?ab&spﬁnﬁmﬂim Q&Yéﬁgﬂ%: being a

nt

e i ER s A Bk oS FOm b e
d adetyrmingye.Com o indiFa#isg, datp 4 étteoierd ElertE A" 15ore fned sfeppurerpa; and,
| Nalih@editing G @furiqidocreRObingIBer dbterofnedddegingmdihest last dnfidstermined signature
sighrature being a digital signature of at |east part
of the identity, and wherein the nmethod includes, in

15t r@tlmws%ﬁnm&ys&td%lﬂ signél@et & Etm.adﬂi:aﬁgf thelideiR dad@ leistpekt & ﬁﬁ‘ﬂeﬁl@lined
d a]Iﬂ&lmg,%w gﬁﬁu%fbm A bdent ﬁréd&urﬁim néhiber] £ & lando Rumber.

eterm ned signature part; and, ‘aut henti cat | ng the

gnLlLrYthMﬁLe :Js‘&l:nﬁg vlltﬁhe a ﬂlﬁ&l‘%rom.uﬂb@ atd SRiBs bdaYvheddkOthe method
I{Alzlugcs 111 F'ne Zen, evu:e,esengr m Dg%@gl 2 IOl'EQJ ereb;l §etermme the entire

e si'g re |s sighature of at
Ié&g”l'““part of the |dent|ty and at Ieast part of

20 Srgiy G P PR LT i e AT AL o et o
Qpfirit oymbls|egcoding P idenpity,japde P@F’gh‘ﬁfcﬁ‘l“ésﬂ“?“éﬁ@éﬁ’é !ﬂ“wr"f 1Py sigature.
plurality of coded data portions and wherein the
meletievelly. theigeded dete iy subsiaptiathyjryisils b wigjded 8P e, sensing a
nunber of coded data portions to thereby deternmi ne the
e rftptimally, i cofaddatfiseprint@i@n the @pfpck Bing Bf Ispst onele snipdhibl ifkpand an infrared-
I bdotgilesk.a plurality of |ayouts, each |ayout defining
the position of a plurality of first synbols encodi ng

25 t hogridnslip fitte icddy, dariiia plovidedhiitaiblly bainci@ddnt @b @igiblelhugiyniringdbls information.
defining at |east part of the signature. Optionally,

t Fopticasol @basthiat Gddd SarSpatiGhtecndes th chiyre signairsi bl € t 0 an

unai ded human. Optionally, the coded data is printed
ompﬁdﬁﬂy&ueﬁuae@nauelmg-mt ﬁ-dnﬁﬁﬁdrah@rhesi@ﬁture garts, prid\Whe¢ilDdach coded data
| Brtion@kb6hes a3pekif Fipgfdnimr. DS Or pti ve i nk 2% Optionally,

the coded data is provided substantially coincident
del'ﬂ:nﬁflﬂr S 18k Gordd BITRR G LR 9&“0@5 chddieQf 18R toheQif 2 locdtibt of Evadpdciive coded

t ortions; a
liad 881 QG GAHRL L0 BscP B bl ﬁfﬁﬁﬁrﬁ?g@gﬂgmp _

fr“' TN v I"’ICTIV °6?’¥g§‘1“"g"r?8{ i o Wher ei n each

coded data




portion encodes a respective signature part.
Optionally, at |east sone of the coded data portions
encode at |east one of; a location of the respective
coded 30 data portion; a position of the respective
coded data portion on the surface; a size of the coded
data portions; a cirn O R sionnrure; an identj
aniZ&'ﬁQ{IWe part; and, units of indicated [pg'gg{ﬂio%sﬁ)gﬁa
WO 2005/ 111926 PCLlYAI 12005/000066 -12 Optionally, the
coded data includes at |east _one of: redundant 'dat a;
data allow ng error correcti 6n; Reed- Sol onon dat a;

ﬁ%ﬁm&](l-"y &l | (& thg%nlgépa? ﬂap‘g%ﬂ mﬁ&ﬁ@da@ Ahth alh@é én%r@&tt:ﬂén, Reed-
e

nat ur e ' east one of
ré‘i’ﬂﬂ“& “ﬁd‘h‘b@?"“ the |dent|ty, a keyed

hash of at | east the i dent i t ed ha
| Baiein HE P HOTrS rD AUIRE A 6 T St S wi e i

* Gkeyed hish pEpblest ‘hPsl#Eh'@Y 4 keyesrhash §fﬁ5 Ilf?f rd?ﬂ utb Prior&lceﬁ é:g,ng u private key, and

10

20

25

Ctre.ﬂﬁlﬁlﬁ uslin@ X torpp@diupcretic kay: ciphwr-rey pioiluag baencryRsipes legstls identity; cipher-

' Qﬁ lﬂﬁoh&é& RS  1e@X the QG0 WREGankyh RAGE, Wl £ipber- At prdd@abitsing a

nva Igge %ntd I\'Habﬂ%g Qe Bﬂ@ﬁﬁ‘pﬁuﬂﬂfﬁ? land, Mfem?mm Ragirlg QM encryption.
uced using a private key, and verifiable using a

rn{ar%ﬁ'}p QIQ gécl.pgj &HRL:\'r ak@ét’ om.a&da &I‘rr&b}eﬁ(ﬂ'et @XI'tcckpf E}EJM Gedibit card; a
dU‘E‘H?PB'ﬁP““T‘ gou&ltcy P é%l g«{n, a Iutt% I(“) or msJa:¥ win L\G(g* aﬁn? &l‘wel'ltltycard ar docﬁmcnt.

one a currency note;
aduehoseld &ivEF ST PPy d: &  redeemabl e t| cket, voucher
or coupon; a lottery tlcket or instant wn tlﬁket é .
afiptiowtli e {ogntty deriefioave of Gt iRt OF @ CYFFIQY Patp 2tigihute,frclyi 7% Jegont o _
| burenys dssue reouptays Sepermitarion ke sifesciriptipe worke antdcresist opmiers agcheck: atribute
| Reliama bl 1348 ofdf of: Rlurehe:AShing iR Grution; ‘accBuniCriuinbee Gy nogee expiry date; check

aladuk; 'aﬂlﬁnﬁ aleDEdnthclle BBudiy atll&@&lta of 3R wpd: tssuing iddftioB; Ackunt nluthiR Rsue
countr, degpm nation; noic side; printing works; and

o &% B BRI 5 check attribute including at | east

S g?uonaliy, l:h(n:: o Ededa%y LS %A’l}gnngco et \!nth uat 'Ie-.%p bne %&9 Hantn n—%mb&ﬁtmnal

o e & di j t l ts be] ﬁ \r:[c;llutldns apart
CAFBEHCPET B A 1 iryqYy ing g g i) -l e 1 Y, P
i ghow sgyre iofrosttion, arfepsbere subrleyopislodingiien ndicdg free thﬂ*fsft“ﬁ%\’?e that sub-
exptiiym chettodher seFigodti Mt Optionally, the coded data is
arranged in accordance with at |east one | ayout havin
nofiiodely. motaitd dral arasgydimatoyanceitirag lepst pug layput haying p-fofd ggmtional
t BRmEREL » is BrQdati SlioN@k Thybut brd@Rf breaitosidieeling Yo Hosprising sataegce of
q}l u(u%é“%uiﬂalé 9'%?.1 ahadid wheﬁbfpiytne 3r o) bkiCen@faed! s@Hitat teid istrBiited at n

I‘,ﬁazﬂni% al.lf cal.%rc ra% aI Sg{,ﬁq{ ﬂ:gnu sg&wdgﬁdlﬁétﬂg'smgll aﬂth of the n

i stihguls a% ach ..
otrisaations gffhe Tayows edusy n eEEFTHEE P{ M Figend '"&FI"&"“@ Q”t"‘h““ Sepreseniation
asomprivige ¢l diffsentyelio stifhefdlhe ofifntefpn-inflicaingerap ag paing adigaiye °‘1‘f'éf\ﬂ°$ﬁ§ of
Nrofatibh Gk aie@padt | onal symetry, what; it is at |east two,
the | ayout encoding orientation-i ndi cating data
COfiBallySthd Wehsife ROG HOACIa Ddicative bf ai lsbt@g®f anidaitityi ofthesensmepievide gnd an
SUFROLES uscMAS PcHlin ik seRHE dedibe pBRKEs the@AidNnIA6 QG tle Sy bl

bei ng di stributed at n |ocations about a centre of

. T Qgtl%ﬁyoﬂ@ensﬁé/ SRR hlIth% ajiaﬁmu be notll tha s AhtuscfD R EinR@ree for

30

exv:su?g/ ap;[e)astlo r.:oJed % I'III‘.IOTI, 1 sengﬁ furr;emm&r tﬂegtr] Llle %&n&tx]o& JA& portion; and,

| ayo uces | L ons

e AR F“B‘ﬁf"?hE”b“ﬂ?%‘“"é‘ﬁ'&% '?%°5“r°%§e°ﬂ’t°daf’m‘8’n 25
conprising a different cyclic shift of th d b coded d
oPRiemivats Bfshor ol vl G FEF RIS TR " e Sy Eippded 4o
t dosiorchei feherifdicativat atfcpsb offa siggere) “&y@m‘"ﬂ@!ﬂu ﬂdﬁ*&! fiegjanarg o least
SR of thtgdetty wbresinIhcOlicd&] fokatrancludreliicadensing daie: aterition gsing thn eensed
of an identity eof the sensing device and an identity

of a user, and wherein the sensing device generates

t he |nd|cating data using the stored data Optionally,
the sensing device includes: a housing adapted to be
held by a user in use; a radiation source for 30
exposi ng at | east one coded data portion; a sensor for
sensing the at | east one exposed coded data portion;
and,
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a processor for determning, using the at |east one .
sensed coded data portion, a sensed identity.
Optionally, the nethod is further used for determning
a counterfeit security docunent, each coded data
portion being further indicative of at Jcast parr of a
signature, the signature being a digital signature of
atwo mestizzpart of the identity, wherein th&CHATHEH00066
further includes:  in a sensing device; generating,

‘using the sensed WD 2005/ 111826 PCT/ AU2005/ 000066 -13

coded data portion, indicating data indicative. of:

t Reled d@ pbriidny indicting dataindideba st the ientityi 4 at asieonp ggnptere parrgnd, i a
| Rro@ssorPdc@RGS, @bm thelBAiREnE Ut \@terminédQdbntitdn@id, int ekt 6ri étdGjned signature
dg%-? hnd,adetgﬁ{ns% lIfT].l'lQ &g.lnéy q&:E}Lelnttly ] co@\ﬁgmt d@ctmc!n%g th%@mmed )dennty and

gnaturé part d, determning if

s At aPE e CEEURLHT 4P counterfelt docunent usi ng the

determined identity apnd the at bﬁg PL g‘ygmget er rp“ ‘%mm he
s iOgTratn e PRet s TETESER BHEFTYE fRERENT A AR

U spebodfinghideq] &t accpmRutS! FRFMEr(SURS PHREE ERRJIOM & ATng JBRe I prPe deviee
d eangreptisive whiersieg of tielvaled dapmd kvohs| inisitingidaw indjepyivegof ge fidorlity of the
Sﬁmocnﬁﬁrﬁ‘eﬂieﬁﬂmﬂ@g.l ol B Inting ik, a defefiiificd idBMIEYS horpgping, using the
dﬁé{én&ﬁw .Jetle‘?y %ﬁ‘cﬂ.ﬁ Bk 9&&4&@ &t RSy LEAD MRFAY Bcdreh aagtnckmg

i
A Y““Q?'g%%% B APy, e 1R e

Security document
o éfosraitnrif gty BRFEHR® PR ¢RI ™y data, a deternined

identity, accessing, using the_ determ ned I dent

« PRERI e RO F A Bt PUBETE s SRR ETSH GFiih ol oy

S deumentthgving Gistopre fhereon aniioreirt qoded Ratarferludios 4 w@r Afpepdedppta portions, each
| Bdbdmth povtdn Befng inkiertite @CA tlide0iy 0Othe duin@cysiemwmani, thy coduye Wehwing: an input

aRg mumtg %fn[?ﬂ:ﬂaﬂ d? QurreMy udEneh B b ekl MQoutpht Tir QFoRiBihy d@iihped kedirency
t Ig%cr.unents A Femt lXBc mmmﬁhl S ey géclmpel.ng ﬁ'&wm d:]ﬁﬁs fe output along a fead

cur

R S i
d &edrrbried. drmprsHgfoeiic s dor Redt st presiensedisededsa Pcisp & grnseifentty
i fc baddéungycyatormunm @etenpifing: Gehe e deastdoidentyy, & idemmined evaieeHor egch elarepcy
d @de@meROind, blminddR ciGndy Bdinemt dsiOhebterainedivl@nt i ty of the
currency docunent, the counter including: an input 15

f Optiokef; Bk Veb Ry dacuﬁmbaﬁg Odocuyl Felire) OYerethOB:LHGNGd 6F ploddilgBhe security
CQ&meﬁqmnu@eU cﬂ%p Wi scfc% KL %&Qmﬁgumﬁﬂy GekHeihtB MAM the security

d (1)
AR ke SR G0 e %"ﬂ”“?ﬁ%ﬁ;{ﬁ"“ “&é‘m&y&;‘gﬁ*‘;;;
p%¢ Henting g%‘é‘ﬁ%’i”"*&“i‘“&%ﬁ“ﬁﬁ’d'“ﬂi‘d‘“F é‘é&‘g’{’ YR BT Y e
pesrtiop brine fingieatierai§ Hheddsntined! & sawBLATRAL: Eia 480 P M Fgpys and
t prizring ihe @dedp@d dn the @ity d@ungntocessor for determ ning, from
the at | east one sensed coded data portion, a sensed

| Ch@iaikaily Wie sefubty degrasin beiny prigerowith @ ercuiryefaturs, hertie thermptior gf printing the
f LUty UdBneB HIBRE rek b Ink dedlrity Bockhin@EcENRLS Sttt he fdenkity @bEing =t
CHJS{ 51%5 mdn&gyeq)? QA%EJSEI} of ﬂﬂqaunqp&uﬂltnt,m i cﬁH H %}S’pwd using #

S usin e[mne V. a, tlon
BRI e AT R PR e L e
L HepeHisronegioes et it e et e e S'E‘HE'&PFE‘%? diial St o
i ndchwiphe of theGdeaunt pangeibdeded dapiat estypartkiy ndrgtive of the denfitphilicngurity
adbcin@@Ahd, & KasBES Gl Adn@e; Wid] phnthd W cSRCAdE bil the secChdLArmE. ;
generating a signature using the identity, the
sm&aﬁ,ymem&aﬁb R @seinGisgich 3dr reSdrdid @ tubikeRtion felafidg 14 £AGEY Padiinient, the

ng.é F‘cﬁ.mr gp%;utcqu, %g}&l&wm prevz iy @m.n%taa.c@ ad&ds.n device

I nc i on
LG M L N AT
identity of the security docunent; and, at |east part
of the signature; and, printing the coded data on the
security docunent. Optionally, the security docunent
being printed with a security feature, wherein the
nmet hod of printing the security docunent includes:
receiving the security docunent; receiving identity
data, the identity data being at |east partially
indicative of an identity of the security docunent,
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the public key; generating a signature using the

determ ned identity, the signature being a digital
signature of at |east part of the identity;

generating coded data at |east partially indicative

of: the identity of the security docunent; and, at

| east part of the signature; and, printingt

dAYR2BR1%¥e security docunment. Optionally, tﬂg“uﬁggﬁ'gﬂ(ﬁﬁ
is used in a systemfor recording a transaction
relating to a security docunént, the 35 system

i ncluding a conputer systemfor cel ving | ndi ca

d ddertior of SRRy TS Mg *"Ei‘e?v)‘f sactip é“ds?é’ﬁ“&’“gh“'“ﬁ ’“"“"’“C &°“‘H' e,
I @SS idapestored ingredats sterey the fransaqiien daychsie w%ﬂa‘a" t’%m@@we'w a‘E‘& security
| NGl inf Ghe Btadtiont | east partially indicative of. the
WO 2005/ 111926 PCT/ AU2005/ 000066 -14 identity of the

S Qﬁwnhu& Ve Ghioidd Efiither ud ek, mokifbfingtmuBRERCibvoloing seauke documents, the method
upmpg,,l, NG, a mg&t S,Jstm# mqugﬁh}(geg tdnQetiof a,t,awma aCkddudty document: receiving

ansaCt | on in® ycsUo nsing of co t
A P R A e o rind 2 B b h e of o e o
t teencrgta dngietinaydate o EAnRSTEY "‘cfﬁﬂ""’ ohite e §5&‘?f PGy docufers and, te
Oniuis@rin] vpding,tubies thyesbdivesindicesing dae{ taesiction SELFORA T 2 BT SIE pgpction
t riaNGRE QRS of, AVaih\Gf NYMIBOE sitdrity\logloauPaTetnsd ranpeiommapiiedhs the
5 dofdehid qall'ﬂlgone &rﬂw@ prE BRI GhitcR S ity @ditBhnie @ predéiciq atdonce of 2 cash
transacﬁlon involving a security docunent: receiving
| Hal &8 hg data froma sensing device, the sensing

> {lucl:'l % Im@%:d m%l%tRQ tﬁl‘%% Vs%ouLt? dcﬁmﬁtld&ﬁup fr.he Mﬁgstcﬂﬁg s&uﬁtpducmnent

g east [,

o iy S PR 9 e < el Yok ﬁ{? K
t rrartially inditapng of WEB H“ 6" sclﬁ‘g'ﬁr‘fj@mf'ﬂ‘é a%g%ila{yerac ‘l“ﬁ?ff at Teast
d gphr@ally ihdi@6vs efdbe somerekattitatesy the marity documentonbereis frgyepthe *ﬁﬁ@y ocument
t reged Glidwo conﬂﬁ&ayshﬁ itd) gpcdivia Cirofmait densidg Odvige, Ingipatigzadata apkastgpartially
n “méﬁ#a u?tt 1&&&1\4 Efl t}uy:dquf m&%ﬁmur%tfuﬁ BB fle fedeRASARALhGDIAS ind the

AR R U, T
S PR A SO L o

esS us| ?%Ha SeCUFI Xucument havin
ddt“Eﬂ‘ﬁé‘i‘?t’”ma'ﬁt tyyapthed ""'t"h%"’ﬁa'a't"é.'ﬂ'&s“ée‘gi BSPYCHRYS SRR Y €
d it pised Miereon citbesein opdsd datdiinglydingfe prbercas PPd?ﬂfd“‘hWﬁiﬂ‘i‘fﬁé‘ih “E?‘Fd data portion

S Qibl thelctivaked 6 htidatityl ol B edulity dothartesy, thetshh of insel@ninns, trien ekectited by the
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S \usdin@eny; ind) the r@@@iove, from a sensing devi ce, indicating
data at least partially indicative of at |east one
ofciptichdlig, te chextkl iistfayther @uatfor@mgting purrproy decuatTisy thepepthpdbeing peeorpdq asing 2
r G e u\éﬁﬁlrmhﬂd&h(éaieimp @bciakt BavafdlspbsiiRhered @OheFebit 2y IcglOB4 R data portion
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ocunment, the set of
|ﬂ%??ﬂ%f*%ﬁ%““ﬂﬁ@ﬁ”@%ecuted by the conputer system
causi ng the conputer systemto: receive indicating
data from a sensing device, the sensing device being
responsi ve to sensing of coded data to generate
indicating data at |least partially indicative of: the
25 identity of the security docunent; and, the
transaction; updating, using the received indicating
data, transaction data stored in a data store, the
transaction data being indicative of the identity of
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set of instructions, each currency docunment having

di sposed therein or thereon at | east one coded data
portion 30 being indicative of at |east an identity

of the currency docunent, the currency counter having;
an input for receiving a nunber of currency docunents
to be counted; an output for providing count

c Y BPNdocunent s: a feed mechanism for tPFgﬁglﬁ')]co)sr’ diire
currency docunents from the i nput to the output along

a feed path; a sensor for s@nsing at | east one coded
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ol ddensify ety the of g e s mingSIDBEISP 11926 PCT/ AU2005/ 000066
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0CESSOI.
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det gkAhRevandsyr OM t he i ndicating data, a determ ned
identity and at | east one determ ned signhature part;
jonafh! i eRhbCRALR ERE e Gkl hute)icaklRCadirVAkiatitkS b Buredci Bocument, the
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met s furt ed
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' ﬂﬁkkaﬁﬁtdw% &tm@d@ do%mu{d&%ngémt IHBceR ARG Yod A QEAIVE Bifnarre part;
ra]u%c m:'.a I NG ddbjca\m%nghsmgq} %eca\%g'ﬁihﬁ agtﬁrﬂ g%ivedss%tﬁdrenlgm%d, in

| eas one ¢od

dBFEHER L SRR R PR dﬁfgv’ﬂ@ W@*é%ﬂ%ﬂ““‘wo‘é‘aﬂy Fapeyd with the

peatneodecumgndi cati ng data at | east partially indicative

of the identity of each currency docunent; and,

t Petiasafivg the seqwgiey tdgement indindsanii-rrgy RiciecEon.ithy idantity SR PPigely dnlisativerpf the

t h@cti@RPRuEyRIbcuSdnEdhEVinDBeA B 2 LBS:DO RSallondoriglidatud of e décgintdoongent

datbagdincddet erm ne, using the indicating data, a

deternmined identity for each currency docunent;

d@ﬁtiﬁxﬁm ﬁl@ sscuhy dbhADinSRGRMIGESS FHled, datlabdel ik, poﬁonVlﬁinéJﬁrther
mgmag"\%g at Igagjt gm?u@gy?%gg H.Efﬁgl&m @Qﬂ fomﬁ@%cr}p&% atCié'Ht Ea?t%ﬁ){e identity

urment s val U Dt | O
t ﬁ‘@g ?rEt"ﬁ"o‘iﬁ’ Tﬂﬂ\"’?‘ﬁ"é‘?’““’ki‘é“ Rl ® E%?f oAt ‘E’““’“f’ SCat b Xd“&d usiog
eberriRetkingd. aeligity f teerecyringlBwTrRgit be cprfigned ‘E‘Eﬁr‘?“é?fﬁ’"'lﬂ‘ﬁ%‘i’fﬁ@ K-
havi ng di sposed thereon or therein coded data
i APy ﬁ@"‘ﬁ’“b!s Evreasr 'i‘std)fWWVE‘lf}&léW'ﬂé‘tC‘él‘t’kflﬂ?“t“F%r‘f% methad jgluding in a
netinaedsystene regedhing dpdicitimz dae Grem 8 sengipe denrr. dle sengeerrisYiqs eingt responsive to
| @RHk ofHa Codte @ palevhiingiatink it lcGBEMAEiEGe oliB idvgritt emiGne,
sensed coded data portion, indicating data at | east
partially indicative of an identity of the currency
docunent; and at |east part of a signature, the
signature being a digital signature of at |east part
of the identity; and, transferring the indicating
data to a conputer system the conputer system being
responsive to the indicating data to: determ ne, from
the indicating data, a received identity, and a
recei ved signature part authenticate the currency




currency docunent, Optionally, the security docunent

i ncl udes anti-copy protection, the identity being

uni quely indicative of the respective security

docunment and being stored in a data store to allow far
duplication of the security docunent to be

determ ned. 30 Optionally, the security docunent

i NWORMERI18t | - forgery protection, each codeRfTg{s/iocioes
portion being further i ndi cative of at I|east part of

a signature, the signature hegng fornmed by encrypting

at least part of the identity wusing a private key of
putying & peitajngtdats jadyermipgd fdeutityy weppssing) apping\ g SiEmiseiddpptitg ffansaction data
d Ogdier N d8ta B@) th Minysctiedzig bbng ingichti v F yrgeurity frownprtistatet detedminipg, using
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cogmeHF?qu&, c&ﬂ&%Q%%&§Sp°nd'n9 public key.

I's further used for recovering
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dént of the security docunment, the net
|d?ﬁﬂﬁ1ng, in a sensing device: sensing at Ieast one
coded data portion; dete ni.n us the at. | ea
20 o RPNl R G A I o BT E PP TR songo i
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t radvd famppriiongt leakr@neisewetil Sapttiryigr cedt dytermigesdl teGecertyrApument is 2 counterfeit
S Ytu@ER ushiiBe Siodd a6 and ¢ Stl@sanbeisayizizeaponsi ve to t he
indicating data to update tracking data stored in a
d adbpRonSlly Qe @roccksbrodicis g dhion, ulbb@itid Gendeitkin@ ba d@miDd 4 stoteln fgnenure part;

25 | dc%lﬂ abed Mo Bfea i P&&&Q@Uﬁlﬁ a1 Dk séﬂfé&j ngntatﬁr@ﬁak‘ aﬂg aumcntmam the security

I ncrncougngguam%lﬂﬂ results oi%e c:anénansun tu*%l;cmg)/ ter%mm IL %qclt.

provi sensi ng or use wt SeCUTI

do t, the securlt docu Vi
t hc%lng%ll?f %3rpr0f:Eﬁsur Ei!lerl?lte(s:, Sene éh“ aua%cﬁen%% rnq ke gat gas? ep %Sgd signature part;
C CGRRTHIER BEPeE fePaRpan 18 HE K 'mb@a%tfeﬂdﬁfa&mw f"i“*dl‘f"ﬂﬁ'ﬁ e seourity
i rdeument ysiggthagésulia pf the danpiisdn jo tgfbytditemigedEtherdoquipentintagymistitt,

t he sensing device including: a 15 housing adapted to

. 30 beOptiahid, ey entire \gigmmre| in engrstel; within ragriliradity | 06 pedsioda (pertifng rand wherein the
€ X0 oF) Getetthinet, @R6 b plARY T Gil@dcoddidfn PAs) Ofmli@ of SBAISRhatre pars
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ne "sensed .Co tiqn, ense
. d@mﬂrwlﬂftﬁ&ffﬂarfafowwﬂ%éﬂ%%ﬂa o AP e r

i ncludes an indicator for indicating the sensed
identity of the security docunent. 20 Optionally, the
each coded data portion is indicative of at |east part
of a signature, the signature being a digital
signature of at |least part of the identity, and
wherein the processor; determnes, fromthe at | east
one sensed coded data portion, at |east one sensed
signature part; and, determnes if the security
docunent is a counterfeit docunent using the sensed
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Optionally, the processon accesses a data store, using
the sensed identity, to determne a stored signature
part; 25 conpares the stored signature part to the at

| east one sensed signhature part; and, authenticates

the security document using the results of the
conparison to thereby determne if the docupnent is
colREZ®r 1% . ptionally, the processor: gerré%rﬁatué@smwm
using the sensed identity and a key, at least a
generated signature part; edhpares the generated
signature part to the at |east one sensed signat
paPrtionally fhe stensyte iredisiiat siepaice of pf drastiat pfythe fdgntity A A1 E@“ﬁ“@““’“
t hedding she bﬁ@g@émhwe@n@wswqdwmdewdwehem ne if.

t he docunent is a counterfeit. 30 Optionally, the

e NbptitretlySthegeiiad darzanclu®s eprgbctetiiayaitg, brchnlayaut gdfiningcthe ppsjtiondf & plurality of
C R gmblikteqbodiid Frk idOBS, andd BRI EeBind sy kR deffligACIQS BN of the signature.
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dogmmiat.  using the results of the conparison to

thereby determne if the docunment is a counterfeit. WO
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P/ aid, adeintingtion bf whither td scegrinndooiment i neodrvkgodubdt. | dentity, and
a plurality of second synbols defining at |least part
of optidu@lly Siegungiigdevide stdes ptindaniad df 3t Jeast daeofjpy idrwisB e g sensing device and an
AGERRSE Suser Wil wASreih M erSiBd 1AM dn6RR thk bdlcaring BaGuliholiy sttt data.

i ndicative of, for each of a nunber of existing

s Qﬁwnm&xhu daasdta&m tuBstantlal}@nvisIe Rlad dndide@humbre security
docurment; and, tracking information indicative of the

| Qfpadnkig) nheqf,dnt he 155 Ioh thY subtQE bV R licast 508 0 andivisibie @;land)BEnfrared-
(o] nes, using the tracking information, if the
securlty documsnt is a duplicate of one of the

\ >€frpr°rJn£n§J Ghe §o%$&l&£m!u L Yo WE@HE@ coirfiBGl witd ARG HoRan @it b @kdok O

or nati on. ironally, the sensing device

'rzﬂ &9.9&&&94113@494@@%@%&&&% Rd wherein the
procesSor includes a first processor part provided in

t *b%..clzﬁ.p Sk @ramtzi@aé{ums AR AorSERNG of SAREEpait B1E SHID eadd b dara

fi st ocessor part via the

C%Wﬁﬁﬁ?c %H'Wﬁglv%sﬁ% &R “and wherein the first processor
nggéwllgﬁ %?Jm%?ﬂ%rlgdeﬁfg“élaﬂ% dat ca lea.glor%ﬁ a lo%hcingftlwqgspactwe coded

s PR REion p ppFion A reRETHe codep A F0ge depggtions: 2

30

t Gizpof : dvon T iNinEsimanrgrar mndspity ofigateldoaienti cat i ons
system and wherein the second processor part is

I Ep1rons.i theaodeddati Suctulie atj leagl ionsaof: i refgpdainda; dul alipeing gTonFomection; Reed-
| &@shon fand byclidieti@bandy 0Rk (ofic)eda. 8 val ue associated with
the security docunent; and, determ nation of whether
the security docunent is a counterfeit docunent
Optionally, the sensing device stores data indicative
of at least one of an identity of the sensing device
and an identity of a user, and wherein the sensing
devi ce generates the indicating data using the stared
data. Optionally, the coded data is substantially

i nvisible to an unai ded human. .20 Optionally, the
coded data is printed on the surface using at |east
one of: an invisible ink; and, an infrared- absorptive
ink. Optionally, the coded data is provided
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Optionally the entire signature is fornmed froma
plurality of signature parts, and wherein each coded
data 25 portion encodes a respective signature part.
Optionally, at |east sone of the coded data portions
encode at |east one of: a location of the respective
coded data portion; a position of the resp
col@3" Y2t ¥ portion on the surface; a size OF&%% REYES
data portions;-a size of a signature; an identity of
a signature part; and, ‘'unitsl1®f indicated | ocations.

Optionally, the coded data include | eas
EriRa? SRR kT RO G b B S SR v B

30kefBd holnysTat lehstttm identityes-ke@d dish ef EMWWWW‘"% ORye k"y’ and
d aIeﬁﬁaMﬂs%@Dﬂr&ﬂoﬂ&%@ubﬁﬁ?Eﬁ ApiRHE5 oD G Gnaryptind at@pit the identity;ycipher-
t ht@xt rﬂl:eh cn\ﬁ-hﬂﬁbae& H{sﬁhcl i%tﬁt}flgﬁg raAdom nBaet and RkPheBiext ]:uadum:qdli using a
r and 0 assocl| at u in com.
e e I e “E’hg%e@g"&“ trpceBing N S

RS hash

| east i dentit I 0 ed usi a card: &
ve ﬁ“?ﬁaljibg%“b"gw qor asnég'(s’)?'t Sg% ong mgm EJGE akcgm‘ or%ﬁﬂ e,

C1 v et R Bf“@ﬁ&%%tﬂgﬁ?g ‘t“k"f B g o docume,
| crodhtzi Adgiver' gicpbverpesspoBxt  produced by encrypting at |east
the identity and a random nunber; and,  cipher-text

pr @rtienelbycthe iddnitryyis andatipsrof stdtes ol 2 TRy DR by prrting & YFfgj ogf of
C Qe Bl eryDdehdmingriok: @it sidn Qisinting ywine:r and exidl npmieel ucleek anribute
us:hcﬂﬂmgqﬁﬁasem oy BV issnin@lktin @G hkdnt nlrkber; GG bidibéryexpiry date; chetk
a C ; ggmg {um‘:§ a%te Ibﬁt@ﬁ&ludﬁ@:ﬁ lcegf ome & CQMQQ% m@tﬁ&t'@n acoufit hﬁﬁé& issue

I card redeenabl e ticket, voucher,
ordﬂtﬁd’ﬂ’ﬁbﬁ“ “‘éd l"'btttery ti cket or instant wi n ticket:
and, an identity.card aor do a.dri
TR b7 < e ST oot pre i Rl oo
| RS M i S B BHPE Hengih Pemeys ’ﬁ%f"e”’_' revolutions epart
at dbaut drertre of ramtién,rt leavgpnesstt-Thyew St uding evratirf-ndicatigy datajihat diyipapishes that sub-
| SIS Fenoddddlothy subdleRON Nati on; note side; printing
wor ks; and serial nunber; a check attribute including
at ogSAR! thd BRed bt i=CasthrlpANR Mécordaficd Lhith @ TkaitSohd Taysbii 1@ #-fold rotational
aC M vﬂ%?ﬁ 1eas§§£ 'ﬂﬁllay&ym%g orfermtald nruMmlﬁliﬁé it cdﬁiﬂﬁsﬁl a sequence of
méeFGr m@g%ledm?il tsgmbois. I‘ m :‘.to}ng I bu%ee I ncmyéj%ggo] getlng d@u‘?ﬁ%{ed athm

CIe
n JPFB‘QPS aboulacenEe of &ngﬂ?%;%grnymgl;og £“°%1‘H"6| dﬁchﬁ‘? tpe symbuls at each of the r
Qprignttiant bfyhe lydyeprododerepfestntatiqngs of ghe opgnigtiontiniggting et e Fpresentation
Wi coifprisilig d dRREe cieshiftay Gl brieltivi-Adikcatng Had aold bebit didicativeadl the ddgree of
SYeRe dithe :pfer e n is at least two, the |ayout
including n identical sub-layouts rotated 1/n
r ijﬁ«ln“bl ﬁ%&lm&: is uBdd GLA rocthof &lihdkBg D&cuﬁ@ﬁlﬁﬁlﬁ:&nﬂla sadurity document

ehﬁn dﬁ %H‘an oﬁ){e?e%tmdeﬁ‘&h%iu&% arn%@nt Jf %ed‘ dgtg %s‘ &9\ coded daw

m d; |t Ifn %gl doc ent, the rygnacfm Eu? m a cnmputer System:
ot'ﬂ'@? bé‘EPd"f“ﬁy%% TPt ﬁgfﬁg f"ﬁ@ coded data |
arveeirisaionns da'e&mfaﬁﬁ&'éa dRiiderihe sgrsinederice b”Bﬁ'QSP?"éfde‘“ﬂ%?f fgded
N-dhtoio generod iadichtogidata indicyivrvisberigentingy the rodur: ey agd, uAdEing; psing Yyeyeceived
t higtichuiny Gutif re€lg Atk H@edOF b @it sibbe] dlcirigUEli Baidl lindligatickatf:athe identity of the

c$mcll§h%m§g,%%gﬁ of 20 an integer nultiple m of
it synbols, where mis one or nore, each encoded

S Y gakny A g@,gmgiaes,w & *a;e& fd .@&hoa b J«aﬁmﬂg Q BShntHP Yeurif) document, the
gg%%{ﬁe%otnfmgagma c{ I'F'Bﬂ(ﬁ% l:herc % %d ?ﬁ% in€lu mgx gMber%P &Qed 94:11 pg?lons,

lentatiQ
t [fesh M%W P5HD aﬂ'a,ﬂégd Ci‘f“’? %fp‘?“éi"é‘f‘l’t %ft“l“dﬁ%“‘yo‘f"“f“ﬁ’é ond, ' et pat o 4
O rsig@mtecthel sumrehelieciaizimh genahat of 2t leag edr of thyjdeptin wherrtn tgmethod includes:
conprising a different cyclic shift of the
orientation-indicating data and being indicative of
the degree of rotation of the layout, 25 Optionally,
the sensing device is used in a nethod of tracking a
security docunent, the security docunent having
di sposed thereon or therein coded data including a
nunber of coded data portions, each coded data
portion being indicative of an identity of the
security docunent, the nethod including, in a conputer
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receiving indicating data fromthe sensing device, the
sensi ng devi ce being responsive to sensing of the
coded data to generate indicating data indicative of
the identity of the product item and, updating, using
the received 30 indicating data, tracking data stored
in a data store, tracking data being indicatjve
tﬁ’é‘)?"&%ﬂf”‘iy of the product item and, trapcqg‘waoosmooosﬁ
information. Optionally, the sensing device is used in
a method of determning a celfhterfeit security -
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currency nt transported along the feed path;
and, a processor for. determning, fromthe at | east
one sensed coded data portion, a sensed identity for
each currency docunent; determ ning, fromthe sensed
identity, a determ ned value for each currency
docunent; and, counting the currency docunents using
the determ ned values. Optionally, the sensing device
is used in a nethod of providing a security docunent
having a security feature, 25 the nmethod including:
creating the security document; determ ning an
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the identity; generating coded data, the coded data

i ncl udi ng a nunber of coded data portions, each coded
data portion being indicative of. the identity of the
security docunent and, at |east part of the signature;
and, printing the coded data on the security
docurment. 30 Optionally, the sensing device is used in
a WRIRYHIBE printing a security docunent haRATHYY2QS000066
security feature, the nethod including: receiving the
security docunent; receivVi ngzcidentity data, the
identity data being at least partially indic
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docunent database, the database storing security
docunment 20 data including, for each of a nunber of
security docunents; identity data, the identity data
being at least partially indicative of an identity of
the security docunent; attribute data, the attribute
data being at least partially indicative of one or

nore attributes of the security docunent; wherein, in
use, the security document database allows a computer
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25 security docunent data to perform an action
associated with the security docunent. Optionally, the
sensing device is used in a conputer system i ncl uding

a set of instructions for causing the conputer system
to nonitor transactions involving security docunents,
each security docunent having disposed thereon_or

t e WPF1I¥8Hed data including a nunber of cJG&FUHRYHo0es
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currency docunents, each currency docunent having

di sposed thereon or therein ended data including a
plurality of coded data portions, each coded data
portion being at |least partially indicative of an
Identity of the currency docunent, the nethod

including, in the sensing device: sensing at |east

one coded data portion for each currency docunent;
generating, using the 20 sensed coded data portion,
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to the indicating data to: determ ne, using the

indicating data, a determ ned identity for each

currency docunent; determ ne, using each determ ned

identity, a value for.each currency docunent; and,

count the currency docunments using the determ ned

val ues. 25 Optionally, the sensing device ig us
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using the determned identity, transaction data 15
stored in a data store, the transaction data being
indicative of a security docunent status; determ ning,
using the security docunent status, if the security
document is stolen; and, in response to a positive
determ nation, causing the security docunent to be
recovered. In a third broad formthe invention

ermining,

o...
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security docunent having di sposed thereon or therein

coded data including a nunmber of coded data portions,

20 each coded data portion being indicative of: an

identity of the security docunent; and, at |east part

of a signature, the signature being a digital

SI nature of at |east part of the identity; .
WEOASY i ncl udes: in a sensing device: ngﬁg?oﬂséwgf

Ieast one coded data portion; and, generating, using

t hee sensed coded dare portidn, indicating dat a

indicative of., the identijt

s iQgFraRl e sz signante f eagodeq w&@gﬁ'ai"%%f%%ﬁr‘hwﬁ' s a5 gz o tod

i rghudsa ti thegseriing device scohie @ amibrr e codedapfe Parsipns ta filgreby Aptenpige e entire

OnRgnafiR] &4, Fintrails i Phating e Pay he Satdaodd niitarrgmm{s ahdn @@ tIRprocessor:

S Giabtiihg) ﬁgﬁw%mmg Satal gimiia.t &' diGinkedAQRINRE RS MfrisiingtRCentire
deI etru{:nuned ol %sl.ng e¥lur§]n Tift ¢ l%{fli skgﬁa%?e pngpa%d g%@ £ Egnga@eq identity;

t waﬂpﬁiﬂ@@éwﬁiﬂd HE"&% ?éiﬁrﬁ‘ﬁ""am“& éif"éi‘ys‘t“b F‘@’“’“h‘é’i‘%ib‘ “i‘f“i‘i@ dosumint wsing
d eticessulrs aff helcoinphesan o thgreby atprming éfthe dogrses isg cayptesfeled si gnat ur e
part; conparing the stored signature part to the at

| epednallp the sighettreis Ariligieldismiug nEst lepsteart of gy identity ppg at least part of predetermined
alphdagnihé Radkng B bt Ge@ApedeyrmheDMUMRN bnd 4Sintoen npditer. r esul t S,
of the canparison to thereby determne if the 30

d @G ibaERy) the pricestor GO Rin@f thedtrting dOE.i onal | y, the met hod

i ncludes, in the processor: generating, using the

0 @pohely, B8 rodo@k® Rihstoyt cBN@mputckSyyem, Al whegisits metod frelvsy. arndaring the
S ixRRALLILE L BB boputs GRRALI Gk i@icBanemat ed signature part
to the at | east one determ ned signature part; and,
aléipiii,%n} e a.icih&gnciube@ i B Phdedo: nElSHhHTRNE tHd FbttdGindd he@ntiye Gadiirte Sata
Ofmdlcahve of %r 'fﬂs n%be]; (9 7% rse% M&[smcq&nti?f of Ihpﬁcunty document; and,

countertelt. 2005

P@*‘M"@%‘fb 6‘6‘6’% of the locsfignyof SRAITY TCFHE™ e“ﬁ‘f"“’“‘“g’ usiag the tracking

s iinfrveptiony iEthe security dopyaengis piuplisie pf epe pfjtig pPftReESF it oRBHEd dat a

portions, and wherein the nethod includes: in the

s émdnaiy e eoppdciata ineluspra ipliglingof rRviserpeh ppoub5tiing e gtsion of a plurality of

P diFst siyrikals ent o@ing tegideasiy and edleaiinyiof serortd [ganbeindefining at laast ppri ofthg pigrature.

and, generating the indicating data using the sensed

C @elidokllg) &t @nspe deviceon®s daa indicative af ot et oprob@adsatinrof the sensing devies-and an

d %ﬁifymﬂkun Ghd whirdH Petmaodiindiddes; @ thie Bgking 8dvide, geBerdihgltiie Adicdinye dotf using
defghlianed signature parts representing the entire 5

signature; generating, using the plurality of

d g)gr?nﬁalﬂ% ﬁ?gdcﬁ ha%qgtlhgtﬁn%all? ﬁb;&iﬁe t@ﬂ%aﬁcﬁ%&n a gener at ed

arin e generated identity to the
%ién%i;am ii? Qméd(iisms i,rhiéa om%fa@q.i..tgeamﬂ%ﬁi 4618 ik e 6 Gl dn br¥rarca-
nent usi ng e results of the conparison to
AEFEEY ™ det ernine if the docunent is a. counterfeit.

|
%ﬁr@ a oﬂ%?m lsH:irowge %i!ar;ﬂfeall comc r(iil Vés%ls {mma ?.%Sb ru%arrgino

def th dd b t |cast
stz oot B o6l e nirner 10"
L h f £ th
Pﬂ“&i@"a&"%‘{"f E)ﬁ'lg %‘%r 8!%! sor T%B 4? WI%SQ %Acp g:ded data

CBﬁ%ﬁﬂ@@“é?@ﬁ@ﬁﬁﬁﬁﬁﬁPvmerein t he nethod includes

transferring the indicating data to the conputer

© s Priowshy. ¢ feast Bmes i Ercd 2t ROEPRS eneqde 1t lept oneyii g ‘ﬁﬁ%‘ii‘ phye reprRgve coded

ao

medtApordoni apeditigaie the reipevtive dedpintonorions fhe sugfare;@ Sigs offie codgddapg gortions; a
t b oftelRmrE 4 Qehuily SR Bikratiy pard ahd G dIBdickel Boatidnndi cat i ve of ,
for each of a nunber of existing security docunents:
the identity of the security docunent; and, 15
tracking information indicative of the |ocation of the
security docunent; determ ning, using the tracking
information, if the security docunent is a duplicate
of one of the existing security docunents. Optionally,
the coded data includes a plurality of |ayouts, each

| ayout defining the position of a plurality of first
synmbol s encoding the identity, and a plurality of
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Optionally, the sensing device stores data indicative

of at least one of an identity of the sensing device
and an 20 identity of a user, and wherein the nethod

i ncludes, in the sensing device, generating the
indicating data using the stored data. Optionally,

the coded data is substantially invisible to an

urfe? WA IMEan. Optional |y, the coded data F§TBFIAYELS
on the surface using at | east one of. an invisible

i nk; and, an infrared- absorfi-i ve i nk'25 Optionally,

t he coded data is_provided substantia cOi nci dent
wiCkoo. ST iR B et e oF Pl e 48R Wﬁbfﬂr"oﬁmv Resd-
atSolbem g4, wh Gy-oittdgdera CerclBRD fm encodes the entire
signature. Qptionally the entire signature is formed

f reption@ly. phe Wiz Fignyhure fnclslesepn latstane ofpramtder numbel asapvistedotid the adeptity:
C Qel@sihashart @ leasPE {atnbHR; :0BROBMGST & 14a@ P Bletily wodBdd ghatalpriate key, and
pa.rgéﬁﬂbmglﬁgcﬁrla'l'eﬁ;)(ndm?hbﬁcQ@S&ph&!?ﬂppm@\fwdt %m@ﬂﬂ@ﬂ 1c&BheBdentity; cipher-
port | onos%bzngcaama al I%%aad{m.g S atmndon?‘n Fakd 9 m%n énﬁ?m:d using 2

posi t

r @gﬁe@m sy o RSP P PR Fi“'d‘ﬁ kfesﬁm% ﬂpéefé%w"a‘t?“é‘ “5"&R§ gigption.
of the coded data portions; a size of a S|9nature an
i RevrRndly-yhecspeurily dopngienttis At é"“b“a"F 5 2 ZHEneY 195 £ Shegt PRAKl ok debib g 2
| oeiedmibizmicket, Wch:® @0BYpdn 410RG HiERE T kiR OV erODd g dentinxged or document,
ORich 2R advir} licchsh@ pageled dat a i ncl udes at | east one of:
redundant date; data allowi ng error correction; Reed-
Saipﬁumga 1iid dderitity AGativePCH: leit dieclNaAANEGNhoEaBibke iR n thast Gos of:

13 LsleYoounked? QorthhiSHibr hoteS i Svolkh) GhaULRS mitber] £@8dc attribute

mci(?:v at lezﬁtr aeﬂo oc:innwggzn?s%gsﬁéﬁ:(ﬂ‘ a&éﬁ: nu%eg' I'lerialmnmlseg %E;H Jaﬁ check

o o AT S N P AL EEA R A5 VAP o
ardeie; Bin\fes: pfifimb| e using a corr espondi ng public key;
ci pher-text produced by encrypting at |east the
i evippdlly, yhe ceded M is wamaged iy ASEPIIEIE VB A dt PYFORYPI §ViRE ML Etione!
t leuniegle mletetnys anlact tae, e hrhorivcivdindoadontica] 12y euis miweed 147 eexlutions apart
P el Gk oEiSaibE] etfleast Bt bub-Balydr iciing rotiidn-iddating, BaRltlalistighie thar sub-
C QL& LRRANMING PRI ¢ key; and, cipher-text produced
u5| ng RSA encryption. Opti onal ly, the security

Ptthe c§da@hutal i?%ge@ ﬂ!eﬂﬂ&tdﬂncﬁwiﬁlu& ﬁegsp‘&ﬁé liﬂ% @avm? n-@:‘ihe@tktmna]

gls)g%rgla'l \ta 85: é‘i a[ I&afttt\éor ge ? oui enct)ng onentg{% m@ t{a&%cdaha t{)hpn?{m %%thﬁc{nce of
aﬁ’dl“‘ﬂwq"lﬂléﬁ'tqff’;?y“?%l% dh%"r”' HB‘Efd’ﬁE?ﬁ "a" Tﬁ’dgilj‘a’?"ldﬁ‘“ga‘“m’““d an
ddeayiens htgut b Fegrabretativpal pamep ofithe, IWWWMQDWE tejyanbplepb epehi of e n
| SridnibhsQRtt MuQfodidés lr@ashuidief 6f sriedatdkifdic@ing Yaa@theepresentation
awphﬁ.uta Qusitrhe LR 8 ofthe diGRBdn-iRRBindOdzia andCidihg BdkEtve of tﬁbsddﬁcu of

count o}/meldenom nation; note side; printing works; and
ser ral” nunber; a check at tribute including at |east

uun#ly, Slu ' ru%ﬁ]%%me'r l§s§d Dr llngnaSt |4 U%{I e I:\;rlt, m%%‘&%&%m{%é,@? c[ufnputer

s EXPITY
c &Fg™ é°(°°c“'|‘“iE B‘ﬁff”é“gldmﬁ“’ﬂ‘dls?'i'ﬂ“gé‘f“"l’ 8‘5??5‘“5 ﬂ"é‘“"o':F“‘g e “t““ﬁ‘ég oF e
i couiefcprayro e amern indipeuing Ao ingiceson A6 the [derFiRy efthe produst flam: ﬂifS“Pdﬂa'f'ﬂa“ms the
e Yeprived/ndit&tihedntaaacking dagistored iDp tataGoel tasking ¢aldeimcuigativekdtte idegity of
Ak SR fbm: dnd) rRGRIEIAGGE W th at | east one | ayout

having n-fold rotational symetry. where n is at

| @aRkany, WOsensink@vitcARUEE: a hitkihglh6HpidDro B Held By d s @l use; a radiation source for

S U,&smglé( %uﬁe &&E &&%uh/a@m;oﬁm&%g lﬂgﬁeﬁ%%osnﬁ:mw&m Bortion; and,
rotation, ai Ieast one out t]n&li udi ng
rbT’%fsf“o qmﬁrd‘l"g'ﬁf's ﬁ data ﬁ"lsfd LT gw s hatl sub-

| ayout from each ot her sub-1ayout. 20 QOtl onaIIy, t he
coded data is arranged in accordance with at |east one
| ayout having n-fnld rotational synmetry, where nis
at least two, the | ayout encoding
orientation-indicating data conprising a sequence of




an integer nultiple mof it synbols, where mis one or
nore, each encoded synbol being distributed at n
| ocati ons about a centre of rotational symmetry of the
| ayout such that decoding the synbols at each of the n
orientations of the |ayout produces n represent ations
of the orientation-indicating data, eac
r BPEYRHIRE i on 25 conprising a differ ent c VRET{AU2Wp{popgse
of the orientation-indicating data and being

" indicative of.the degree of -250tation ofthe | ayout.
Optionally, the method i s Rather used.faor trackin
se%?ﬁﬂ'tyy“’ﬂv@&%ﬂf‘h“ W & AT = PPEbIT PR ST, “%W%HT“&P’ the
S ysethedrinclydeCieh wimpitpr fyrieli: ceMing gidichtingatart o SnsBATSerfpy sensing device
d eting Rsporsiibro Sedg ioNGe @ idetro h@brRgndi@tn dnsindiwtivt of teddginnegy the

of o L¥§ dmﬁrﬂédﬁdetaam, 6 S8 RIS dokal &l i0Gidkkidd Odebldt Accessing, using the
5 I n%lcr%‘l?n% }{ignthf e dla %@%an uf‘o&c LL%W(F:H ?gl’kgctmt} t‘l&m'antam wrackinog

atl ng ‘g fl: goel Ve detg'wmm wiing, the tracking
tr ‘afe'R‘Ptﬂb "‘d’aﬂlﬂ‘a‘ t“%fr‘é‘ﬂ““? AT & SR CFgFE > g “dat a
b eintorgpatiom éfithe sppdrity docerfent iseessiofepliEede y of  r ho- pr oduct
item and, tracking information. Optionally, the
s ePrgiprally. de pitkod 5 yoed ipyd saroncy HHET PR ERELYTeRY SPY BE A Yreney
bYydogumifs Baving HisphsSictherean ¢r Sckicia bddainiaig deivdie a harber obseprd ditnpgrigrs, sach
10! e@a-h AR PRtV R SR Sof ROt the BunSi ) Sodkimeilt, Aie cGEESrich@ngt 4 nput
l eC%l%l‘I:l one éﬂ%ﬁ&% cB:anﬁlg tgget c@ungﬁ] rﬂI’l ID%! fomtdmg Sounted CUITENCY

pr ocesso r%rﬁ USI e?% ﬂ%utalon a feed
sefregg bt 8"@ 8‘“&%‘?{5'5 jmal “"’5"“% e n S e Ty ¢

2 (Y 15913 756 5O 11 e e SPEBi e sgion f°2“3°“ﬂ§f°1‘“b FP&?"I"V tranpRqged along the

etkdd ph; ing, efvtaetsbrar: degmiging fom tkat et pieminysdcoded gatacpariidy] agensed identity

15 duggd da@x@ﬁrﬁﬁi:y Y@RGkht dedrmbhG, VR Rk, serihld Giﬁ:ﬁiiy,l’h defthined AL Dfleach currency
' n&l:u%?n@%nd, éml?,mé € QTR BhmSY 24 B defefifi2d Wi@9 | Ndi cati ng
at a froma sensing device, the sensing device being

8:5‘1@' t}(e 5 §£\G}§Jltrl]bgi fa s&ll?l f&me\%mdl@h@ m‘étﬁ)d ggﬁﬁr‘dﬁé fhe security

Seeﬂu%?n%'inc OCUFTE I :acgt |ve Ofgn{cm? Idagn latt:s W%‘l the gecurity

I Cat

da"d"”a““““é AT R w**a%'r\’ﬁ*i"‘-f‘w g ey ﬁ %j'i%' “H’ﬁ“‘f‘ﬁ o st part o
20  eshecideptitesobetineeted dag, the porod GG TRy inRoamter pifoged (4 Parigp sach s deta

| Chodibri tehig Diicativl of Sie clmmytu;/mdswummmntawd. ot Teastepak phitigy signature; and,

i "gn%gfmdomdaka&dﬁ,&aiuwﬁmﬂémt he location of the security

docurment; and, determning, using the tracking

i r&p@{nﬁﬁtﬁ&&mt} docdmriaR bt Gritiicl bith LSBQiHIBAtre, wBerdth tiR(nS:Sbd0if Brinting the

d L%chlull &Luﬁfent %Jdltsolgc@ibll'lgyme s&cm'ft‘y cﬂ&]ﬁbﬁp qecélvﬁlg H&%ﬂ ddtaﬂh@denuty data being at

currenc unt e C ntln currenc O a
25 PRI GG AL I S (SR itk STTE0G Frs i e
C cRlie kegptaminipg he deria gy éfﬁwg'mfeﬁ%‘fw PO Greyted SSHE kD Eprged it
e atrpublid By;oerails doanaurgyeing thegiperhinddridgntiontl seapryra beingrfdisgiph signature of
| Oetadsd gy of@e idedBi); @htFatin® BRIV @ ExATR Prtinliyt ilt@ateOdfNtieddentity of the security

' %&H&t R e 188 plrd DPH sighefbbe; dn@ Griking 2 Chadh GRAMFIRG bty ddeldhelr€NCY
docunents to be counted: an output for providing
30 COBHRGH, delbhelnGil 1 Yoed RQWW émﬁg I@ﬁgm’ﬂn‘iﬁﬂﬂgl loSMcleRy dasaincnr, the

transpo rrenc ocune 0 n
ou‘;{f&ﬁﬁl Iruém&n gomgllillfr eyesiam ¥:pr 1vmg i ICE%W d(ua Ol‘ SSJe ni%y |t.e tLe sentkmg device

| g8 fesawe“é‘bﬂdle’ds o] &"dﬁ?(fllnf F’&H““T‘b i“d'%ﬁ‘a'?:ﬂ F%WE‘?} ) indativeof

d odrorimeef tthe tssemitsqyomens dnda the prgsattioe and; prdfing, 43irlg ;the gygejved gdicating da,

P ruRAsR6d Qita fidddd.in Ot @orE() thi tid@gctich [MATbeink Grdigtivel of 3I8 tidewiryef the security
15 SEBSRL: 5A@Rdmdal.2 portion, a sensed identity 15 for

each currency docunent; determ ning, fromthe sensed

identity, a determ ned value for each currency

docunent; and, counting the currency docunents using

the determ ned values. Optionally, the security

docurent having a security feature, wherein the method

of providing the security docunent includes: creating

the security docunent; determ ning an identity

associated with the security docunent; generating a

signature using the identity, the signature being a

digital signature of at |least part or 20 the identity;

generating coded data, the coded data including a
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printing the coded data on the security docunent.
Optionally, the security docunent being printed wth a
security feature, wherein the nethod of printing the
security docunent includes: receiving the security
docunent; receiving identity data, the identity data

bei n 25 least partially indicative of-an |dent|t¥
cﬁw?ﬁ@ﬂggPﬁrlty document the identity data HaATgHs00006
encrypted using a public key; determning the identity
by decrypting the received ir#entity data using a

secret key associated wth. the public key

g eRtplgnally; thegredodds fyitherrusel fr RUjIGHR trRprRFticha PYolvipe Ffé“&" idQFTFEL: fbg method
t herludingy imag epmputdn eystam awll fdlloging a |tansiedpn duvelyiee b fecurig tdodupegss feceiving
paidcatf ddandml ORMihi Beyice, @€ Radirg (dbvig bapdepbndha ti@seming bfoasd data to

p%k@luldwmhgﬂmaqme&sv&nmy indiclc btd ﬁ,mac.ttw o fihe LR @S BEkHEd: La)d, the

docu r on
R e 55 20 b A1 i
Y7 BBk b o DR R PRy R P o oo e
I dReRsEetin dEp tong praness asdelemyned raltem fo figrety geteminedke grejeqegor ebsence of a cash
dowwaeidly, the systemincluding a conputer systemfor:
receiving indicating data froma sensing device, the
S @pSnilly, ddensh@ienclulze isiiga feast Onhcnaiaibese, i Rgibeg saihs sthidy document
C Qe Shoichdf, ForleRn GO EMBL 6 bt GoRiledi) idehdily Ama the iR tdata being at least
pg.&i.& mh,éfau&e%ﬂsnﬁékh&y& 3 sdourky 43 mlen@l%mbms ym,oﬁm Mﬁm%ﬁﬂéhg Lafem

r.ans LSk

AR P R %%f sy e, HBER o e Ba
i riotabasg alloxs & ETPRET SYSINE 19° PR AT OTSHE 2o AOKRGE 4 IS Pe'éﬂ"y
Ofindicativd e atilegke ot bt Yie idehtint; lyd ow@CmTs Aigjbuted B o Cyrivalrkdicatipg gl and the
t h@uriyf RAmaCdala @perfoiAn 280k hit O HRCGhiAURARR, 000066 - 26
Optionally. the nethod is further used for nonitoring _
t V@Wﬁﬂlﬁttheq'ﬁb&od 13 VifptheY 11430 fo ©GANE Ia teympd@CaumERING S'mmtﬁrhﬁnsimnhﬁﬁlvmg

nglenrsl tne r@ethiié)ﬁmyﬁeﬁé{mé){;ﬁﬁgeﬂ%%ﬂ%&%nL % {Jgant?document having

t I‘ ans t1on nyol :}/c!l Qag a] dc" yu Ibtmy fcugcdl'éata mrl;see%c Icc:\)éledndgm orticn

i SO EAPTTG OO PO roude s‘,’l"‘r‘lm evi ce P :
d é‘?)‘i‘gc“@”ﬁ'éﬁ ¥y '%@ﬁ?ﬁﬁ@’ ofj e YTy %ﬁﬁ‘g’l"ﬂ’gmd‘f‘ “%%fﬂ‘@ﬂ’“’d%“fcﬂ"" by the
g ermpRtertsyste. reaisingthe) corpputeFaystam 2ot redeivpindicaling daty fepinja yending dvist thi seesing
Ofdevickigink @ orbiletiysemding df Br@cdSI@OM Eendrape iHBOINE®@IA bt 1@ phrtialtyliv@licdive of: the
t GRd%S A6 Lthe Odaourith! [A6EaMAnk Gnd, WS irkHGhctioRCupti@fe st Cind RQivRAbdicAGe data,

dmmuL F!a%nsﬁ)% Iaocgl:a %u: %‘Lﬂ%tﬁg d&ltipbeﬁg géﬂa@ve%ﬁ Q'IE ﬁentl’& IQP\‘.hc Su:mmty
transact#'%ggeﬁﬁo el'ng I ndicative of, for each

ndtrHer: B %y documents, perfornmed transactl ons

ansacti on data 0 one, or r
© B, PR P b B CpBy AR DS BR i pertomed using s
preddrpEioy el B%ﬁt@cwﬂt b o= e TR Yjest one caded data portion
Opinie dndimdtileyof attldae amigsnfinoef tic metenyl dasunignyi thigpureney eunier hipyng: an input for
d @ediuiig Mt nulet ah@E@cy dobifhaliod B A5t ta il fB @OUdidg! djunted curréncy
de&umm feedlrﬁhcmmoau% JoH ea,gmyfd%maa@an o) :aﬁ: wmsnt afaxg a feed

b ga g éets¥ f?rsensnilg at aét o{le nf vimgcgtcﬁch curr}cgn ocurr}l!:cnlt .'ipor@ aqlcm? the
t FF@’ @'&@’Eﬂ' 7 RSO 8’& ﬁéﬁf“mﬁ’f"ts'r"{hﬁtl’("é“‘ﬂéf i P’T‘Ff@” é’["i"}glﬂ'ﬁ ﬁ"f"ém’ to:
d dettegmibyeframophect ledsoqus sensedorgdet! datel Hosjion, m ekisedifignung fot fechorpraemey document;
NMBdie@nie] thoknl 2 sdn@ 8 idanfiry, ta Aeerbifa Welie Foy eatOGirnsid bcpmend 48, @dulit the Eufrency
U §Rumeld\BinsSfeGitbdnindd vil@g UNENt  dat abase al l ows a conputer
systemto: receive, froma sensing device, indicating

dastﬁnaﬁl,t thl ﬁém . Fﬂﬁﬁ L,Iaakéeseor fbr R i Bdedidé Qor eimea&anhges@ésw 80hents, the

of trlb

Pyl Sl o gty LS, PR bt hengs iR it o
d 5Pt o 5 P TB P&ﬁ““&b’i‘“i"%ﬂ‘f“"% OHEF 'é‘Pf“%F f'ﬂ'F ff"ﬂé sREcy f geyics
docunent. Optionally, the nethod is further used for
causi ng a conputer systemto nonitor transactions

i nvolving security docunents, the nethod being
performed using a set of instructions, each security
docunent having disposed thereon or therein coded

dai s including a nunber of coded data portions, each
coded data portion being indicative of at |east an
identity of the security docunent, the set of
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devi ce being responsive to sensing of coded data to
generate indicating data at |east partially indicative
of. the identity of the security docunent: and, the
transaction; updating, using the received indicating
data, transaction data stored in a data store, the
transaction data being indicative of: the iﬁgy%#
tﬁﬁogﬂ%ﬂtlfy docunent; and, the transaction. é&gh&nﬁ
Optionally, the nethod is further used for counting
currency docunents, the net hdt bei ng perforned usi.ng a

sot of jipstructions, ch rrenc i v
e BB (o 5P 10 i s Pk POl 1Y e

p mftﬂra tontityrads Aigeast B of tt slapirey feteptine) fiom e INiFPHPEER £ {EriRs idemtity

t hed @ st e Glytentio® igsnte, pat; lisl, Gbenian dhy swoitnioament g thy detegmined

| Nkt shPic at ILQGRIMinAGed @iz @r of currency docunents to
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docunent and at |east part of a signature, the
signature being a digital signature of at |east part
of the identity; and, transferring the indicating
data to a conputer system the conputer system being
responsive to the 20 indicating data to: determ ne,
fromthe indicating data, a received identit
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information. if the security docunent is a possible
duplicate. Optionally, the tracking data is indicative
of tracking information for each of a nunber of

exi sting security docunents, and wherein the nethod

i ncludes, In the conputer system determning if the
security docunent is a duplicate of one of the

exi sting security docunments. 15 Optionally, the method
i ncludes, in the conputer system determning, using
the indicating data, a current |ocation of the
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Sol onon data; and, Cyclic Redundancy Check (CRC) data.
Optionally, the digital signature includes at- | east

one of: a random nunber associated with the identity;

a keyed hash of at least the identity; a keyed hash

of at least the identity produced using a private key,
and 20 verifiable using a correspondi ng public ke
CMhOPS % produced by encrypting at | eastPCR{G2005/00b066
identity; cipher text produced by encrypting at | east
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portion, a sensed identity. Optionally, the nethod is
further used for determ ning a counterfeit security
docunent, each coded data
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portion being further indicative of at |east part of a
signature, the signature being a digital signature of
at least 20 part of the identity, wherein the nethod
further includes: In a sensing device: generating,
usi ng the sensed coded data portion, indicating data
Indicative of: the identity; and, at |east
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S|gna?uFe and, pr|nt|ng t he coded data on the.
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| east part of the signature; and, printing the coded
data on the security docunent. Optionally, the nethod
is used in a systemfor recording a transaction
relating to a security docunment, the system i ncluding
a conputer systemfor. receiving indicating data from

a sensing device, the sensing device being responsive
to sensing of the coded data to generate indicating
data at least partially indicative of. the 15 identity
of the security docunent; and, the transaction; and,
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Optionally, the nethod is further used for nonitoring
transactions involving security docunents, the nethod
including, in a conputer systemand follow ng a
transaction involving a security docunent: receiving
20 indicating data froma sensing device, the sensing
devi ce bei ng responsive to sensing of codedcq Eqm&
gHReUYEIhdi cati ng data at |east partial | y5Har

of the identity of the security docunent; and the
transaction; updating, using3he received indicating
data, transaction data stored_ in a d? qu ore. Lt e
t rA PR ReB e HE e COMR TR e FeEeiyE ndjgring flai2 o2 ssiigdevisy, thy sensing
N Ulvtie beira Fesaymive bensing ofsesert et o generpseipdicefing dsd “‘t“i"ﬁi’i’ﬁﬁ’@’t“idt‘iﬁ@’ of: the
C CifeRity bN@e kdaiBity ‘dobudtr a6d, iu® Nradatiay; tpgatite) @sigr themdeesived indicating data,
p rmlﬁrﬂ R&Q iP@Eah%{oH SthcttiQns.;cm [4@dinG Al QFVIoR €re Etﬁﬂty of the security
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LTS b s 911 AP P i SHEHE TR GIE PRy e
docunent s frontthe input to the output along a feed
path; a sensor for sensing at |east one coded data
portion for each currency docunment transported al ong
the feed path; and, a processor, the set of

i nstructions. when executed by the processor, causing
the processor to: determne, fromthe at |east one
sensed coded data portion, a sensed identity for each
currency document; determ ne, fromthe sensed




coded data further being at least partially indicative
of a signature, the signature being a digital
signature of at |east part of the identity, the
processor being adapted to: receive indicating data
froma sensor in the device, the sensor being

res onsive to sensing of the coded data to genera 066
VYWY data at | east partially indicatFGEASH=GH

'the identity; and, at |east part of the signature;
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determ ne, fromt he i ndi catiyg data, a det er m ned

identit and at |east one determ ne atur art.
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pampticse. aut henticate the currency docunent using the
received identity and the received signature part;
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deetwimntit. to be determ ned. Optionally, the security
docunent includes anti-forgery protection, each coded
data portion being further indicative of at |east
part of a signature, the signature being fornmed by
encrypting at |east part of the identity 10 using a
private key of publiclprivate key pair, such that;
valid security docunents can only be created using the
private key; and, validity of the security docunent
can be confirmed using the correspondi ng public key.
Optionally, the nethod is further used for recovering
a stolen security docunent, the nethod including in a
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sensing of the coded data to generate indicating data

at least partially indicative of the identity;
determining, 15 using the indicating data, a

determined identity; accessing, using the determ ned
identity, transaction date stored in a data store,

the transaction data being indicative of a securit
dI¥AAEHI11RE at us; determining, using the se"&ﬁﬁ”i“&?s’ 00066
docunment status, if the security docunment is stolen;

and, in response to a positi¥e determ nation, causi ng
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and, a processor for determ ning, fron1the at Ieast
one sensed coded data portion, a sensed identity for
each currency docunent; determ ning, fromthe sensed
identity, a determ ned value for each currency
docunent; and, counting the currency docunents using
the determ ned values. 10 Optionally, the counter
further includes a nunber of outputs, and wherein the
processor controls the feed mnechanismto thereby
transport currency docunents to the outputs using the
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Optionally, the each coded data portion is indicative

of at least part of a signature, the signature being a
digital signature of at |east part of the identity,

and wherein the processor. determ nes, fromthe at

| east one sensed 15 coded data portion, at |east one
sensed signature part; and, determnes if the curren cy
dVQMBHIRE a counterfeit document using tH&ATEREYS
identity and the at | east one sensed signature part
.Optionally, the currency commter includes a second
output and wherein the processor controls the feed
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t he communi cati ons system and wherein the first
processor part: generates indicating data indicative
of at least one of. the sensed identity; and, at | east
one sensed signature part; transfers the indicating
data to a 10 second processor part via the
comuni cati ons system and wherein the second
processor part is responsive to the indicating data
to performat | east one of: determ nation of a val ue



Optionally, the coded data is substantially invisible

to an unai ded human. Optionally, the coded data is
printed on the surface using at |east one of; an
invisible ink, and, an infrared- 15 absorptive ink.
Optionally, the coded data is provided substantially

coi ncident with visible human-readable infornmatio

OoYP P& at | east one coded data portion &HM&%@"%"We
entire signature. Optionally the entire signature is
formed froma plurality of sB@gnature parts, and
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atﬁﬁl bddttd@s fonicd b inpatixt of kisidestiry o e seafity docgnentytesrsenging device including:
i Sa%bUmEE}ddpﬁ&B el heili byQRser iM 66 @ Hifidtiondd iR @dr expBiBy dt st ok b3 data portion; a

Isd;%r ﬂiﬂ thc &Q&P&eé‘& M@oduﬂﬁgpdnlomaﬁd ap%ssgmgﬂg@mg the at
/ Uzgscd'seﬁg Q0066 . - L onaIIy, the coded data is

"T"%ﬁ"ﬁé" acc&"’%"a’nce W th at Ieast one | ayout having

rotati onal tr ocumen
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he orTentatlon- I'ndi cating data, each
representation 10 conprising a different cyclic shift
of the orientation-indicating data and bei ng
i ndicative of the degree of rotation of the |ayout
Optionally, the currency counter further perforns a
nmet hod of tracking a security docunent, the security
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docunent havi ng di sposed thereon or therein coded data
i ncl udi ng a nunber of coded data portions, -each

coded data portion being indicative of an identity of
the security docunent, the nmethod including, in a 15
computer system receiving indicating data froma
sensi ng devi ce, the sensing device being re

s HQRYIBES t he coded data to generate |nd|caT”§§h%8?&9
indicative of the identity of the product item and,
updating, using the received37ndicating data, tracking

data stored |n]f data store, tracki q dﬂlmﬁﬁ NG device. the
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f Utichitg 6t the A@briyCipaument; Saasining frohe e Gdicafingrdaty 9 @etamnibdd idgntity; accessing,
S Gk thctdl(te.rﬁméamﬂl I:‘acl&r‘ﬂ @ata &Qmﬁ@ﬁ Uikel idedtityCO R SOGRAY ddoer A8l tracking
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ortlon tionally, the
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S deument apd, hi@@ngleieninent , t he security docunment having

di sposed thereon or therein coded data including a

N Wpdverlly, 9k coode chuntel frter profpring © ethod d arionitoring aehsagippsainvolving security
P @dclihetE) eRE keb\Gityl dBdling:OffabivEdispdsedaliercbrEd Serei RodbdkRe fircliding @ faumber of
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g&é.%tt-dlmt. Jas%ohcdoﬁﬂsré ,srae RS GRrthe Wrhereby Sokeline i) SresEhod of Eh AL cash

% tracki ng ta indicative of: the identity of
Tity docunment; and, tracking 5 information
ind|cat|ve of the Iocation of the security docunent;
and, determ ning, using the tracking information, if
the security docunent is a possible duplicate.
Optionally, the currency counter further perforns a
nmet hod of providing a security docunent having a
security feature, the method including: creating the
security docunent; determning an identity associ ated
wth the security docunent; generating a signature




each coded data portion being indicative of: the
identity of the security docunent: and, at |east part
of the signature; and, printing the coded data on the
security docunent. Optionally, the currency counter
further perfornms a nethod of printing a security
docunent having a security feature, the neth

i W& W26 recei ving the security docunent PqT@@équ?/?uﬂ‘ﬁﬁ
identity data, the identity data being 15 at ]cast
partially indicative of an r&entity of the securi ty
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security docunent data |nclud|ng for each of a
nunber of security docunents: identity data, the
identity data being at |east partially indicative of
an identity of the security docunent; attribute data,
the attribute data being at least partially

i ndicative of one or nore attributes of the security
docunent; wherein, in use, the security docunent 5
dat abase all ows a conputer systemto: receive, froma
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Optionally, the currency counter further includes A

set of instructions for causing a conputer systemto
nonitor transactions involving security docunents,

each security docunent having di sposed thereon or 10
therein coded data including a nunber of coded data
portions, each coded data portion being indicative of
atve WINZG j dentity of the security docunmgifi’AURIqR000e¢

of instructions, when executed by the conputer system
causing the conputer systemi%: receive indicating

data froma sensing device, the sensing device bein ng.

r @nslediins \Aesersige dRrig ISHENEOT 19 QReCFofed dafe PRSTOR dpfpehiiciyency document,
| gehireting. jusing thel seh=sd @tied Hatrepettionpiadidating Pataat eaychpraely jndietivg pf therigpatity of
i d@Rtirtry @fumedi;RB1, S-Sy iy indiEky A to Betiputet fygem, the computer system
t rbmtﬁvg fdthe Hlaaaitgl dhlSto: dH&hHQ ustnE e ﬁnﬁ&ﬁig \iﬂjﬂ deﬂdﬁn@ﬁﬁdﬂﬂgur each

t ransa r en
5 P MR A o gL e L i,

t et GHFPICY V“&B@&ﬂ’@r‘ﬂ" LTed YRE ¢ ransacti on. .
Optionally, the currency counter further i nc udes a

5 OPogHn: I SPTOR CPBFSU B P ™ B B YT LB = fliane 8 cumeney
C Gecmamtc e curepepndogumeny aving dispesaditherigh oTCBTRIR P48 %‘F‘i‘“é‘ﬁ%?l"“m‘“y of
d easnin tpertiond) @hia methdiinchding, Brcynsiskodviere rhsing abvigast gnegijoded daterrtion;

t E&E]ﬁiﬂﬂ usu'@ hhe Eehs@ff &&G dﬁpﬂl‘tlmlmﬂﬂ &tﬂc\ﬂeﬂﬁqmdﬂy Adifae bf: Sidentity of
b%le il néjl % att I andat Qast %‘ ofa %chﬁn &l s:kngtﬁ'@ LJmL!X dlgtal stgmﬁure of at least part

curren urrenc

[ ﬁbﬁf ? ?n% Cllél} sm&%l“ﬂﬁ% éFta 8]: tcm OC Ccanr‘lﬁe{?:?sgst?mobemg

- beesronsiyn ol indigarineclae ftdetemipe. o .ﬂwewreﬁn?ggiatb@gﬁqvg%:d@m AR ffgpeived

d Gigrate pdnSauth@tichie delcum oniaiinainsifigtiic rtcrigen S brid thg reeriyrd seroTr part;
d Qi REbrie & § QLD QuilekiiRddbn, delehink 2 6in @4 rdddiNed iRdniy) @ vaue bsRigled with
PRk Nirrerddy a?ﬁ.ﬂ&?r for sensing at |east one coded data
portion for each currency docunent transported al ong

! 3 .oLa% ?} g, N Sﬁfg.d, Rk GRSS 94;.;@%99 %&@i mafsag?my document having
t '@’oﬁ? %g@g & Otl?mfl 6:0dn dd;? ltn énFIHJI'm w'r?ger 0 m{leﬁl% ;Eofi%.%, each m@iﬁ& p«g[mn
S EBEUIeE 6 BT RS e GHEEe S8 ety W*"f oot e
e bty sierertin edvie yorco glavrEndvpliceien o i qyey depymsphinbh et e d
identity, it determ ned. value for each- currency

Ol Geripmin it leagt ek, curspqy rfpcumdntingdudes rsergentisensirg TReseqydY frgurtep davive
d efkpeseinihdi@ ol or\tidlein €8led dalp tnthoimg h plylitt df @datudnt prions, o wmitddata portion

f wuigmaﬁauum lorkkGkRSry ﬂ‘uﬂ EUAGRS S et @id abIS: phrtlof @ sigh@E, Ge sifxitire being
Q} eln %ﬁ“g ﬂgeas‘? uﬁdngwq.ﬁl'%qm ﬁ uftpmw ﬁel—k(!)} Jaly such that: vahd

ocunent avin n cad

e wm TP B o I o b SRt o e
SGE@P‘FQW%GWI‘E““%H”EFYQ gnature, the si gnat ure being

a digital signature of at |least part of 30 the

i Geivaly e cypnsy porasE SElien Pl h ool AbFPRYFitegt StofeR gy document, the
I Exghirigyalbduingyt teharig alisfored rén sralngio kodrdatk ingudghe w number of doded data portions,
S SRS Qlied dPbrite bR HHRIUNT oF £ ledsiOin RS LG s@frint doameR eheflevida thaluding
in CT%% r%ﬂ@m {Igg{ r%@ntdfcﬁ dgtgi'rcgn a%LnstI]gqgﬁJt lﬂ@é‘nglﬁg%letjlry being respnnswetu

t Ffé“‘"§| I Ve fa to penerate m :carmg d?ly dt lcas{ %aftlalﬁy malca% ve utf thp %%\Elt{ %atermmmg,

ermne,” Trom

detng r“Fn"ﬁ'é“tﬁl'“ﬁ "d’éﬁ‘t*"f’?"‘%ﬁ‘ﬂﬁf“‘ﬁ’t ccfsEES S e d“-‘ﬂ’é‘t“@? h’F‘ﬁ@o‘m“m"“ data

S bugresiat Axlal sty the trangartin dagptibpandiciticad! @ sepunity doqument statug: determining, using

dﬁsﬂﬁmﬂﬁucuﬁhﬁﬁuﬁ ;e datig eineds stode Rid, i yespaiielto a pddisiveaiptermination,
| Bask w0R&( ShlemidieHecsddnat ure part. 35 Optionally,

the currency counter further perforns a nmethod of

counting currency docunents, each currency docunent

havi ng di sposed thereon or therein coded data

including a plurality of coded data portions, each

coded data portion being at least partially indicative

of an-identity of the currency docunment, the nethod WO

2005/ 111926 PCT/ AU200S/ 000066 -39 including, in a

sensi ng devi ce: sensing at |east one coded data

portion far each currency docunent; generating, using

the sensed coded data portion, indicating data at

| east partially indicative of the identity of each
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5 currency docunent; determ ne, using each determ ned

identity, a value for each currency docunent; and,

count the currency docunents using the determn ned

val ues. Optionally, the currency counter further

perfornms a nethod for authenticating and eval uating a

curren docunent, the currency docunent j

dﬁgbﬂg%% %hereon or therein coded data |nCQ%§AHgmﬂmmM6

plurality of coded data portions, the nethod

including, in a sensing devi ¥k sensing at | east one

coded data portjon; generatin e se

C QR HR CR TETon F P AR LT BE RO ) o

i rfekiucaths metrodificluding) catfesrthe seoyrinp focumeptedeterpining pigentih BtppEwith the

arsetma; dobuREnE renaing a siphende 1SibeoRadentityothe dgv@redkiyrailsinl genivet of g least
pq{ & Itl'Ie ‘%Lntl?] ﬂﬁﬁﬁn‘d Eﬁecﬂfaﬂaﬁﬂe nn!)d@ﬁﬁ’&t inPi@dide a n@ifbertoN@ddd At Poitibry, each

anded Eaﬁuap ue{eﬂa QicaL eof'tﬁl hefiid) bR sgéﬂxt:rf" adelinefk; &Q@%ﬁs@ﬁm of the
em ei n responsive to

i ﬁlﬁ‘i‘“&'ﬁt“i‘“l'lﬂ“'ﬂfﬁ{h& fhad“d’éi‘{"ésr"?’ﬁ“ﬁ om t he i nd| catl ng

ata, a received identit and rece ature

o b G PSS O PRE Y P BB = PR i n

r éceheed dfegreripiedegtand t he received signature part; 15
and, in response to a successful authentication,

o st e methpd inplsiestprigting theccpred Aatg using BPTMTER ¢ Prigerngliding a processor and a
assnt twatse, 2w vharsin the eethnd lincledscgpuside they resasor to@etetats g Figngture gyne o
| aasi ke RRd G E LARGY. document i ncl udes anti - copy .
protection, the security docunent having disposed

t ft@ﬁomﬂ 1@ Eecuril) QécGrhet it RIS Esibaif@mAiBCintl SlierRT tha meabott ibedesodetermining

gsstt dit ﬁmng b Losamm Bag e GRUEH loRe BIQR:lobddata BgN@stantially
Catl qhe identity being uniquely

r?ﬂ""(‘?gi‘ é“”&?”“f“ﬁ%rmfe'gblee"éf Ve secur i ty docurrent and 20

ei ng stored i re to al i.cat
o OV 2Rty Sty Pk o int Ptes 8 AR o 8 e o
ate lvev e peies e gidpcstg 3pd Hbﬂih‘féﬂ%‘“ﬁ“ﬂb’r'tﬁd@éay%t i - f or ger y
protection, the security docunent having disposed
t HevEdn "afrmﬁ!hﬁ‘bl“@‘fdﬁ it 49 AYTdun P n’g"‘ ?%I“Efr‘%’ﬁ“f"ﬁ ﬂa”’o?“'“g
C Galiediveché tha idppoity bfi te meduciaters landctacking infpartation distiyehnt 1edgieongRf a date of
| ReliueifitsQecrly dBumertheindrdatbijof @ sdcliily dtumenerCyimeghOo-etfve Bt the security
arast.,mu dnGRSded RARAorGl: 4R soSkiG BRbrkbhand, b Bbes oBd:xfh) & ¢ BenldPhoBGhent.
formed by encrypting at |east part of the identity
u%pﬂagallﬁ ﬂ.‘rl‘l'le\ha(t glclm.ﬂ.y reQqu‘@ Hﬂ' de&ntltp rdbc\‘la*‘lﬁ Sflﬁﬁl}ﬁg ﬂﬂlsEmt}S Utinent to

I}ge me aflnnnglcm mdlétﬁg lr ltuxt qu& LL'IE.PJB %t‘ tgeas&urﬂpbdunplﬁ aCaEcgﬁ:t &%ment

5 e o i i e e 7 i o B i v
purfrpagienkey. Qptionally, the currency counter furt her
perfornms a nethod of recovering a stol en securlty _
d Gptivpatin the signphue is digie) sEnalrs AR ERTRAT of ey e Pldsstheag f predetermined
t Ip@itieghe padding Rt @l odegrediatrdned mobey didrigandemyymitser  of

coded data portions, each coded data portion being

| rOgkiog:ty, thy Betiod ndddes lewarling thamtine dentiee withing plursifpeot ended gt posjions.
docunent, the nmethod including 30 in a conputer

S Yoptiogey, the exdieil detd indudésraghlualiy efegoudiotd MHyquodvfinng She mesitingpf a plurality of
d @M sGriools $nbBinSRIShiAanll EMnfS oPEdoRYyribAS R i\lst A of the signaure.
sensing of the coded data to generate indicating data

AlopdoRiy the @ el sLt¥artif inGigilid 1Y & ufided Hifanl dentity;
determning, wusing the indicating data, a determ ned

| @edhdnd, Yo ccRQGRSS prikidd ol sBGicc Uiy Kl RLEHEIMNR ChvisieleRl; brldYan infrared-
t%@eqMon data stored in a data store, the
transaction data being indicative of a security
docunent status; determning, using the security
document status, if the security document is stolen;
and, in response to a positive determ nation, 35

causi ng the security docunent to be recovered. WO

2005/ 111926 PCTI AU2005/ 000066 -40 In a sixth broad
formthe invention provides a nethod of providing a
security docunment having a security feature, the

met hod i ncluding: creating the security docunent;



part of the identity; generating coded data, the coded
data including a nunber of coded data portions, each 5
coded data portion being indicative of: the identity
of the security docunent; and, at |east part of the
signature; and. printing the coded data on the
security document. Optionally, the method incl
ge‘ﬁ%?"ﬂ?’%ﬁ”j‘sthe signature using a secret keyﬂ,& %«ﬁ)?monoaﬁ
secret key being known only to authorised docunent
pr oducers. QOti onal Iy, the mBthod includes printing

%:I‘}lg\alg ec} da is 5mwc%bsatés§ngﬂ Iyt e[ﬁl’d ni wr}tgf'l%{lée ! clla\[;]\ﬁll]fgr%armlg

nmet had i ncl.udes causi the processor to generate

th@“@?'ﬂﬁ'&%?“é““ﬂ%qu“ eg%%?[g “n SP ored in the dat a
store. Optionally, the %oecurlt% ocument g }1 ded data
v Qg e TR i O R ST 80, 30 TR 58 g
deegionphaefepfespetive It Pe™and, printing the coded data
using the layout, at |east sone of the coded data
béi’mglﬂlb'tmbﬂﬁ‘am=l°&hﬁl ogded datgiperedngraqede aiifetqnef o jogriapof thegpppectiyg coded

. 1 hitha pdrti; [ paBitionref terevpettivodaded daz paoidin ioodweeshriase; a sizhef the endad ditt pyrtions;
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d QG578 Bfnarhe) G 1hkekBSof Y iighdtldd fort; eddf ik BB dicEl locadid. Wher ei n t he
met hod 1 ncludes: determning a |layout; and printing

t rtﬁm&ﬂgetﬁk Al aeAihad BSeaMiond d2 | r@udaini ﬁfanﬁfaiamrmbl&i'oﬂ@)ﬂchﬁ; Reed-
| i damoglu'c?ﬂ@ﬂdmaamﬁu%g&qgu ncl udes updati ng

tracmg stored’in a data store, the tracking

déﬁpﬁ me] mlg“al Qgiamnwd@s Rleast fob B b m Insasqusocﬁata@wmmmw a

or‘tgyn%?a?h gat dcgilgu E{;rﬂg arkéya? L rﬁxaof atqe ft]hé |d|§l& % Jro}{!.{ced phl d & B d:nvag";}cey, and
a Yeifallt ipe gPTeERARing publif ke ?P"adml’fﬁ“ RE &l E fpst iyesays Sipher

oftcxt Prelus e endniptng 20ead dhe idemitytand gmndpm pumbeticand, dighst1Exh eredugs using 2

f QiivatelR€, SE@HHabI WinghQEHHFEAIng publia Bey; afd, clghbreexOiod@xyukirEyRSA eneryption.

the security docunent- Optionally, the nethod

| rptidAflR.Sthe EROE bodimae if 40 @eas OB WF iatoyirethD Qo14TR Rbepk; S Craditrbr Bit card; a

t %eeﬁ%ﬂeﬁ %umm 2 lofdry k@ loEihalthi W iRt S, APilidn@Fkard or document,

indj cativ at least one of. a source of the
dri Ti
secuf“at VErd'i lmw rr'i’% PR secur | ty docunment type; and, a

de Hona.l tEQE I:ﬁent‘?y 15 mth{lve of %t p Ec’ng (u:tu E olfu%% d%{iu&%ﬁlc mdéudmfg 'least ooc of:

[ ﬁ\“’ffl‘%a’f“}‘eo‘ﬁ“““'%”'ﬂi‘f‘ﬂ“ﬂ}h a‘i’“l §}d"" Tﬂ’?@‘gé'f“ﬁh FUFE renbg HF"g’ﬁ“t“Eﬂ’"“
siinghdite leasige gft culreneys Esuipgaintituish; sedagnt pughbmmt serialnumber] exptry date; check
| efit aniinid a c@f atpib@de iz 108 dne op aaithipd Gsuink einpachckiomgrumber; issue
b@hl BpRldat; bRGE. One of : a predeternm ned nunber; and, a
random nunber Optionally, the nethod includes encoding
t RBLRNY, | theCoodth GiAk WigelVin RloRiarde WUt Bodk bk 1Q/6uc GREHE Gh-sikBFoBrionat

Q%H Q}néhere n@a‘ ieagtqgll Lhy layomﬁru&%ﬁ&nﬂﬁts@.ldyw&hé!&% $/n Fevolutions apart

plur Al t out's,
R R g e B L R
i ¢ty fromyach efpferuifur al i ty of second synbols defi n| ng
at |least part of the signature. 30 Optionally, the
c Serioppily dhepoded dagih &reast nafeolPaen WibsT IR ot d@at MY rdldgrottional
h syeneny, @t i drvkatywo, hhieyow outerihe deepation-pdigng dttemesising 4fequence of
S af hdGemitsie rrhg:f Akymb@8a ShiereONE o@for mah) edck diicaibdD ol Haikg dididled at »
a%ca‘t EI:B@ & uﬁbﬂ?’tﬂﬁ P%A{ hﬂlK laypt g@n%{ dlclné%%]@ bols at each of the n
onen 14} ns g o{n gmguceas lnlrepres%mtmns oﬂhl {rfcntattl |1|']|ndc c?th? gm gsharep{'eintatmn

provi den
h&‘l‘ﬁﬁf‘ﬁ‘“ﬁ é&'gﬁ'ﬁ‘f grelie §1ih st orieRvion- ndistiPe TR A1 peigt R £F tBpfigaree of
c oHed oBhetiaoupor t i on encodes the entire signature.
Optionally the entire signature is fornmed froma
plurality of signature parts, and wherein each coded
data portion encodes a respective signature part. 5
Optionally, at |east sone of the coded data portions
encode at |east one of., a |location of the respective
coded
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data portion; a position of the respective coded data
portion on the surface; a size of the coded data
portions; a size of a signature; an identity of a
signature part; and, units of indicated |ocations.
Optionally, the coded data includes at |east one of.
redundant data; data allow ng error correctl 00”0?066
SOYMEHIIYPAt a; and, Cyclic Redundancy Check 8@8 d

10 Optionally, the di gital signature Includes at |east
one of.. a random nunber ass#ciated with the identity,

a key ed hash of at |east. the |dg°rgt|t M mmgde%ﬁg 2 Wm uter
fopﬁ%"a'Vé*ﬁWQdﬁé’Whﬂéﬁ for Tekge A TR ST G R pro v ate ﬁ Vil
arsgbtemyreseiyifie mfsitios 4218 Fryvep @S'CWY*%QIBGW}?EH@"“E)‘&FBF T"%”"ri‘lé‘y" sensing of the
C i cpd3@ dataiciiéheraip indichti @ala ibdicative ity filentity@f i prddechitein; dnd @pdating, using the
| dgReh tn¥iearidz| i) SckingafXdordR EQAMCREE, RV BGA B indRghivalst: theadiy of

t he entit rangdom nunber, and, cipher-text
p:hbgmgétd[ us &gg%orlvate key, and ver|f| abl e using a

°q feagondséngl da,%ébénéléaﬁ isi Jag,md &;' ru%,%&étm R PG 8 ource for

en #/ e securi t -
ddmﬂ'@ﬁ&'ﬂff ane 8FE‘°" |d%3a°§?1°"oarfé“5‘6 o 5"'&"’%‘&? 'SP FRSTELcooed daaptiqgs and.
2 aprogsehprfor datemeliitsi singtheraicast gne sepsadode gaIPetian; agtased ientity yc her |
or coupon; a lottery ticket or instant win ticket;
artuyionglin. theckeetipd s furthen psel for detdrminipere ypunterfel REpityigeugieny rejely gndedgdeta
| i pErRdRDEIngGilrthdd MGG bl at leaplirt DiNSeudtlye, th dpmanircieing & digjtal bigature of at least
!}l &Gl '1d\§xﬁtyo$her@i5 thle Saml ARANE inHdestin G Wt WG ee: eHeRting, using the sensed
atcsau{ DU Gl GG 5 36 é&caLv@%ﬂm QJJT%WOIM, &£ Wil §0 g.gamm SR, in 2

o A e B g i
| @ers endgiermiging if fhe pepushy éSF“mfi“'é%&ﬁ“ﬁ'&’f‘f"r‘i‘g'{“PT“b‘F%ﬁ‘ d‘%ﬁ?‘&’&%‘ﬁ?‘"" and
N utriddnst ong dererngiied st expi ry date; check val ue; and

limt; a card attribute including at |east one oP. o
C Aabnally, e methea s fiwthg vieh Bt deterpining mpossiblecienliprecd FrENTE @pcumapls ¥hgigin the

.0 @detBod idafieh, inye OhdueRs; syseRCredeivig ibdicatDp tOfval ol syhsingt deére.Cip depeing device

d%&u% rbsﬁonévfc: rt@ﬁlgﬁéjof'ﬂﬂ c%@@&d@&ﬁe%wvﬂldtc&néaaml RSk 1R identity of the
| 0! BVl @) Sbol R Bk, &SR Yound) BESn L me

%out I nc '8?91 U %g"m ki
s aﬁmavdeﬁ“gr r”B‘f“ﬂﬁ 8’&‘ FiAe &G dYe PP EhS Eﬁér“%‘“” Shotp Hekns
C énirmagionoihdigatyt af e dpeatient of| teeassturing iecuit 2% TR Ren L1 e rigekine
I' Grifarhaienif the vebuwdpdobunent & @fiossibte dapticali st | ngui shes t hat sub-

| ayout from each other sub-layout. Optionally, the

C @@dang akcamethsd & kel MO luréntly GGDHD Ifct] ashotie \Wirkedry Zécurheata Sich EwRency
| Q¥eQbint ]Q@r\é' ddfbseld i@ Qr P8P d04e@ Bidd iSO RinbeY of W4 B portidn® each

at l l:le «fm% rnon ﬁ allc?canveauy a‘;%u%nu’?yﬁ?ﬁgéunﬁcy documnent, lhe caounter mc]udmg an input

o P ent af T on-| Calﬁ% ata .co w&a} g.ld qf

arfPr IEERg PR € TR AFETEMR OLy &' A 'f‘%‘“’%““’e “or
meeelmentss 4 éded aeefagianeler raRening Wﬁeéwﬁgc“'m% e BBP@‘H‘“ g oyputgtyns a fed
| polah bepsaSforatn@ingtat Bestoarrbded dafporigtfatich riabnesdpramet Fapsperfed glime the
l Wﬁ‘l aﬁ#&ﬁoc&sﬁﬂﬁ:r ARG, EGm thE2 18y 0D @hs&d caded BA Géttiod,fa sdnfa@iddnrity
Ol €10 Afrdn@ Rculilne: li@mibiRy B4 mpfc%gdl.ﬁﬁﬁy ASUetbrBREICHIRS YorShdh QHBncy

of the orientati on- d?% &A%
sttt P Era BB BB RSB ¢ it o

Lhe.ond entat ol nd cating. L 1348 il i R Y o

eJree |on
RS BeCtTD iy ForisDE tﬁsvﬂ'ﬁ'es gisegnent %“E“‘E%‘f‘““&’h"&ﬁ f ideqify gama being at
mistshigetially Sndfeasivt 4f ey idqnte ef thecrpeusity @ewerngmadeg@tﬁﬁbfﬂgs encrypted using a
0 Qb1 KBy Beperniisti® thi@éntup by dean@ling thi: ragivedidentiy da@ FDEIY et keg Jaatipediwith
I g€ ﬁ]blw k%gahm:‘gga&ﬂaﬁhg uﬂ@ﬁl@d&u&ﬂm Renbi@ A |5|E1@tmd Banig @ Qigital spamure of
sensi ng devi ce being responsive to sensing of the
coded data to generate indicating data indicative of
the identity of the product item and, updating, using
the received indicating data, tracking data stared in
a data store, tracking data being indicative of: the
identity of 5 the product item and, tracking
information. Optionally, the sensing device includes:
a housing adapted to be held by a user in use; a
radi ation source far
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exposi ng at | east one coded data portion; a sensor for
sensing the at | east one exposed coded data portion;
and, a processor for determ ning, using the at |east
one sensed coded data portion, a sensed identity.
Optionally, the nethod is further used for determ ni ng
a counterfeit security docunent, each coded data
po‘?’?lz%)ﬂ”ﬁéfng further indicative of at Ieas!fCTbﬁllz?ﬂs’?ﬂmg
signature, the signature being a digital signature of

at least part of the identkr#3, vvherei n the method
further includes: in sensi ng devh X g nerating

udt g PERE e E‘H@‘éﬁ"‘“‘é‘&'&é‘&“‘o"ﬁ‘f & 1o PRl ARdic YR A dAeRy Ofg sgeurty
i rigument fnghat legft partioffes sigRiptt e Tﬂﬂfaﬁ'd“’d*’&t*““l o8 §g teoupiip gecument.
signature part; and in a processor: determning, from
t rmr-qnwmt@ate@trsigs Westim2 sygemplfant ‘@i e PE N TEIRIPg/© 3 Aty dggument, the
| egein inglinding @ edr@didtisyaten fos iregptvn indientingplar from eceeneling dedde alrerygnsingrigyice
i fbeﬁghﬁpoﬁﬁ& Wsi:rglyg SA0€ AR iu%ena'atﬁ Pdidfing Gdiesit leasCHAGANN B Bitative of the

U%JALQ, Jrhs {ySlollBe dnd, 8 Molabeifn; mdupaal& LJ&E matecé.@@ﬁsmﬁﬁ Qere,
dete g{:ature par t t.ion

S ey oh e A oToP Aot PR g Phky Sy e
sdeurig Y. foEMHERY . wherein the nethod | ncI udes, in a
conputer system receiving indicating data from a

s sy ty @ethod s firbys wsed farTaqpifpfRedatFctiaas Il Teurts 895t Ppmethod
t Onclsdings inrugeomiutct kyetene evd llodiag & mingctige nealvdrize Squly dettohenry receiving
d adaatihdehia Gk 1a\sehsiflf detifEmé CHAHE idévite Belng trdiRnsive RCsksing ¥ coded data to

dQGHe ﬂlh.cagn%t&& m @ammng, rsfamm Mﬁénﬁ@toi‘ g scdﬁtyamaem and, the
det AL FX u? QJan ctlnn dx[ a ata 5101 & gaction
d@?“éﬂ?f'ﬁ'%&'"?‘dsé’ﬁﬂe i an S i E A T Ve "8 TR

i dihieg pligyve plfar egdh 6{5"1‘1%“3?’ o rE Ry pruments meformed SRERTiFRy comparing the
I mnerctiva tatagapné an ohpre prederyraingifpateineto thagbadeferrine ik prestnee of eberore plteyesh
dasuaenty. and, determ ning, using the tracking
information, if the security docunent is a possible

d WpdohaDy #he metkap tnk I@daBdsth/a sedidfte dodidell @ehbasS thel Sddabhsd Sforid security document
C ] SiaNg, GP LA &Ta nfuftler & OBy REmEH! HRRE YarellAC UGB kiR boBASE Meast
¢ gﬂ@ﬂg&fmg Bl TR, « of BY LSk waf Gk 1B emmme E&%ﬁg R teast

[ nc 'goer 0 codeq pLg Ll ;oém I
o BRI it oL AP (TR (e By donmen
| GRSt pllwOT compHEST ST é‘nt‘*ﬁF‘Vﬂ&E’E}ﬁe‘ﬁl‘mE ‘!"h‘é" eE s 'm‘ partially
i indikatickiofry leaseome afrtigudentifyomnd pre cionopi apriputes: lmmveaﬁw%ﬁndmzrdetnely the
d @GLHTRR St d6ta 1 Gor omliiic assaipteidh fikliccufip Bocprenvi di Ng
counted currency docunents; a feed nechani sm for
t DRRSIN itk ImBGodGUAAIRNGH BIOGLNE B k@npiitdr Qyfiet R ménivp Wbnsde@nd @lving
O%Llﬁlil&tdocaijmgagheanmfh&%ng }Qm u&g%@é’t}gfqﬁm&&ﬁ Mdo@lﬂlcm having

gigs ted tgifreu% or?h:rcm cu fdt %La Eloludtm a Flhmber DF C%g I:?ata eﬂoﬁuns.rl-gcg cudod data portion

rans

P EdEEe o st dp sy Rk swg"w PG PRt i igs i e by e
s errged syste cadsing dle gompuler By to: rgeeisdmigeie dati &pm p teysing devifepine sensing
€ Qe HBing rEspuneY oSy PEdbHed aghers Slickitc Midiagog dht O Rust fasfially BHIGEd of: the
| Qe i ok Yhe s& bRERANGE, - KA kbhSedol lupRaieNusthl! lide GREYVed indicating data,
S ﬁa% 4 Eata stnr: usntc!:rcl 15]19 &?1?&%019 th bgl.ng%%{% gnqg HRD Ea%m}‘ af :ﬂ%ecumy

term ne e security
dﬂ?&‘ﬁ'ﬁﬁrﬂ‘ %W“W@"ii‘rlnted with a security feature
wherein the method of printing the secur|t¥ docunent
i ARyt methacis further #yed fon BPVRiiRG (TR oBR TS FTEod P ERERF (P using 2

i denfi inftpgjiond gachcuminpyedoqupteshiyayipg disphspd Serpiipgr Higreea (et 1eajt @ng gqded data portion
Pk inditalivg of 1 GisCartidentiey affhe aumrericyle@mimerts, the Glimetcln evuge buying:tey input for
du@&“ﬂ@ B loumbe@ et tdoduitentiat Be BRAMRIQ 2 SGHy fBE FrolvidiG | cOGted cuBBncy
public key; determning the identity by decrypting the
received identity data using a secret key associ ated
with the public key; generating a signature using the
determ ned identity, the signature being a digital
signature of WD 2005/111926 PCT/ AU2005/ 000066 -43 at

| east part of the identity; generating coded data at

| east partially indicative of: the identity of the
security docunent, and, at ]cast part of the

signature; and, printing the coded data on the
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5 being responsive to sensing of the coded data to
generate indicating data at |east partially indicative
of, the identity of the security docunent; and, the
transaction; and, updating, using the received

i ndi cating data, transaction data stored in a data
store, the transaction data being indicative_of i t he
|d%ﬂ€?¥@“%¥ the security docunent; and, tHgmmnzoymmMﬁ
transaction. Optionally, the method is further used

for nmonitoring transactions -i4fivol vi ng security

docunents the nethod 10 includin

sy CPERCHE T BT B R OTI8 GG f“i“B'ﬁ‘g*i fF?{?gll“\}"l”ﬁ r@ ouput long 1 e
s eratlyy 4 seygor & espsi pitloast pns e@ipd datp gortion fopifaghFErTeRrY ﬂ?mea* TpReRSisd glong the
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docunment is a counterfeit docunent using the

15 o raipnaly fenetbedyfictherypsed fopmongiorias Eppsaqigns Byelvgh sropfl g tidly methed
Si igptvéiba.l inee pamptter ST iewinflioving a tulreaciige titveleing & sefuriiyt dagumeny) Jerefving
f Gidicatng uta ol 4\@nsing PEOIBE khb lsdsirdLpide OEigelp @@ W bebisjhg of coded data to
d M:HE rﬂdn:an“@@{a%t Rast L’hﬁ.aunE‘JuQrﬁ'Ei of: Ehgllddldig'suf tHe Recgking BdditébrCind, the
Syu%;smn B e h rmgbe ﬁa&emgga %&tlsz&w%%qmm the transacrion

fi A Ce el nr%epq? nSI \érlcms cpmparing the
20 se"ﬁ‘g P"ﬁ‘é B i o %%‘ RN °""é"e nera di cati ng. aara -
| rEpseraandYEso eRp OrtREs PRASITTETE RFHeEt T HERY SUETTR Heyprettese Hr??e‘ﬂl“ ofa cesh
deoeriwmsti. Ng, fromthe indicating data, a determ ned
identity; accessing, -using the determned identity,
t reptdaiimgheaimb@l iiclodks wing @ weurigfoctrhent datghasqitictdyrabesf steringsecurity document
Seﬁthl kabibdyhe, FR GREATBIY. rumBn 6F, sechitd Golaimags: idkdify @it B iidemlity data being at least
25 | g.ln&%k.&ﬁw% anl ibztie) G TsbcRHYy ﬂtumtarl&eam%ﬁtghﬁa, waustamme Bling at least

H:grhaglém mntlve ntrl) ugl‘nora Snflbugs of%gsegu;@%%cwcgt whcn:m ?rf I{Qi L’IL %Hm Id(tcument

docunent 1s.a e
qft"i"’éﬁ'ﬁ a\lqu Lo PP odve, B TR dﬁ'ﬁ$ r"éﬁ% 3 thiewt pertizty
f Owdicgivund ttileagyong off theifetty; i Gusrpemersatipsg e élafﬂwemgﬁwatma data and the

d Geuiedtuménpisia Rgerfintd agsiathssbded edthe@kuriylenainn coded dat a

i ncl udi ng a nunber of coded data portions, each coded
30 0 adpBonidQ, thel rhod)Re ifuftflr Wdadl fof Bdiding @ coipud kydtethert oty Wahsadiitt@ involving
¢ Q&W‘&Vum@lﬂcw'ﬂ?e%d be&?ﬁerfﬁ'ﬂwrhglﬁgr | sl:travﬁ#w;ﬁg eacﬁﬂclﬁ'laﬂu:tlment having

ot'.eg = D\l'/l Ior e Qctjeg?agrmcﬁgm&\%%%%b%r cg‘ et n %ﬁ@%ﬁ‘a@ coded” data portion

e 1 bR Ay e SR BT P ey o

o cermpRETIIYsiom fepugimg thetsempatensyftem oy reeefypingiening et TRM@Agsing dpine ghe 3egsing
35 pabvi: beig SSNGIGIT 6k & exgi dago adreheiadritinghie adod egtietictdiative of: the

p%ﬁdryoé’i tﬁeosrecuﬂﬁ‘a&uﬁddﬁ Y AN n@ﬁﬁﬁﬂﬁ?ﬁ}haﬁﬁg} afg Qe ﬁe&d'ecaindlﬁg'tg data,

the feed path; and, a processor for: determ ning,

fromthe at | east one sensed coded data portion, a

sensed identity WO 2005/111926 PCTI AU20051000066 - 49

for each currency docunent; determning, fromthe

sensed identity, a determ ned value for each currency

docunent; and, counting the currency docunents using

the determ ned values. Optionally, the security

docunent having a security feature, wherein the nethod

of providing the security docunent includes: creating
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5 docunent; generating a signature using the identity,
the signature being a digital signature of at [east
part of the identity; generating coded data, the coded
data including a nunber of coded data portions, each
coded data portion being indicative or. the identity
or the seewiry docunent; and, at |east part of
sEHAB(M8% and, . printing the coded data oﬁc?ﬂémsmmﬁﬁ
security documant Optionally, the nethod is used in a
systemfor recording a trans@etion relating to a
security docunment, the 10 system i ngl udi a ¢

S FEEEIoD fagrsiored B S 1y F ORGP e pRp U %‘nﬂﬁ e\ °§
d@wirpet; ang, thetgegtior ng devi ce  being responsive to
sensing of the coded data to generate indicating data
aOptiogls the palrod is &itheyusidrivl Fogriing sweengyfdocupdnts, thejmethad being perfgmmeq ysiae 2
S @& bifinksthutiord 26 BIErEHcy doguiehy haliltHishose HEMBIE brittoregn atlead] ong prel@idegtion
uwgq,dua& Jfﬁ%ﬂt Y5 8hntley it ke lrrkridPdotkilen the clirfedti SoRtdr ¥ g: AR for
i H:acwmgta nurnher dta(iUﬁm taggu%ems tb%e %&ﬁﬁhz %LquﬂﬁL@u@ Qbu‘ﬂlgd ¢mT=ncy

ive o nt | curl.t
aﬁﬁumef"‘h a fufdl,w&f?r gﬁ‘spmi% né)efuiy g?furru.'lnts Eo [ﬁe mp¥t t? £ uatptqelung a feed
f ety mesnsorLfar ealsifeat teapromi cpdsd Fop@orion AR % t“rft&fts“t"ﬂ%trﬂtft’w@d along, the
S €ed fath:tad, ChO@ e 1t S of indrectipretwhenchxecited &Y hekrgsggser. papping the processor to:
C QAdRktheCFomSheSt REN A ifinstd@bdeDWkapgitian, & fodESAGin DM EadhRuBkcy Havgnent;

dée%ﬁr%rﬂ'ug:xm %QHH&P}; 2 GRSl bl for abiHunfcRdy b Gnefl @ cchukt @8 bdrency

nsi n 4 sen5|ng devi ce being responsive to
s ?’fgﬁ“’ﬁ “""8’? d'}"'a aa'ta to gener ate indicating data at

88‘8?”1"’(' Fﬂ%@oﬁ ﬁé?ﬁ qu 51%(%;50]'\4- it} g devtce%or Pﬂa@.ﬂt&hﬁ gﬁ-rty Jﬂg.lﬁlcnl‘s the

L iy s o NI S RIS 5 PP EE T GR T of
S test el ofithyy idgmtickatheopreststor heing 4diperd torrawsmctwmyn degafromy A pepeor i ihpdy vice,
I Bl befsadbive@esidbsive fo Gdnsirg ke caikd datx D abaE ndihting db&lﬂl‘léaﬁt purtially indicative

d QPMM{:H{;? undPa@ feis%m L érﬁtﬂ%@&&n‘nﬁ@ From GORdR&InL i, Jd&&mmed td&ntrty

d...
te %tn'her d & gslzam'{mecﬁ srﬁn Eaﬁ eoc{ atglpctrttﬁaxeo Eaee gc atg dﬂn‘}ﬁ:

presence or Sence 0 a cas

f FW&HS‘FI‘HI“’?“ °“f15t"1"'<‘5‘ﬁdaﬂgl"§?’°"f’he net hod i ncl udes using a

security docunent database, the database storin N
s Eetigpefty e e Fefifiher verd f08 qUrFp EXTFRY oSS By grument havine
néiFped thezbr o dherein Fadsd defipiealivfipg Riurality @B daje REieng cack ppded data portion
| Bk bt 1dagy pactiaityandlo@iveg) anddentinadi it curréhEy documtnk, ghk Inytholl imehidinatin asensing
oﬁevﬁn sehsthe Bt 1kabe VineQdhdell He® pS1Q6nUKGH chili cCHR oY MR Ahient; ShcutingDusing the sensed
ga’dau} [Iar%nnaiL cEltl'mQ !igta% l%%@nah&ﬁhcﬂ:&w@& ﬂ]e ﬁaﬁ ofdth t:drraJC)‘ décument and,

| catl v but es

dsaétﬂ'ﬁ%ﬁ {ht; m?}\ﬁ%nlg gz}tzhto a com]:mr sgstc.n'* ﬁe O l;:er siystg Oghgﬂé's‘% H) tjle Ir}étcanng

o s dasaming ysigge 'ad*té'e’ﬁrfm & fletemmned E‘Fﬁ“‘t’é‘“ 'b‘é‘%‘t“t?é*““‘f‘?‘b fftegnine,

s esing parfgetetmipidadontio aeliedereioheyTeley dacueaent prdcraimt ths gprieRcs fopments using

| MelieGadickarauef at | east one of., the identity; and one

or nore attributes; use the received indicating data

apgliofsl the SR furihy WAL LIEERE authartieatiighng erllitgn eurengC ddagnt, the

aéﬁgts,l o@&mt mgh.gtutt@méaswew oaémtmﬁmmg s Phrofp bl cQAetEdth portions,
%t:vit:t%J %e% ing a? [easpl%g rllgdalg &‘&Wg using the

ethud O] din SCIL'H
syst“em 0 m% t’ ransactions I .nvol Vi n% securify
dEtserveefd o ?ﬁ%’"*n‘é‘t’"l“ftﬂﬂ et ity FETTIS MY uTi g B s & Pofen
i drstmearatd 20prs parerfiofenapercin sistapredeta nisiv syt qh g leasties plers deptiy:
t B rvaafermay thd inddadhi BatCo d @Gnpdert spstem Gk thihputg sydicrn tinp @dspogsive to the
cmststtLg Aaf @ deentak, 308 the SdfedinCRM OkedRdd At Lok @ Receid@ighbhure par;

augten?agel Ve Of %tocuma% l%ﬁ]%s F ; :quprdlm{l¥ 5.9 thJ Htgivées | t%r)t/', and, m

, e’ set ctions en execute
the conputer systent causi ng the conputer systemto:
receive indicating data froma sensing device, the
sensing 35 device being responsive to sensing of coded
data to generate indicating data at |east partially
indicative of; the identity of the security docunent;
and, the transaction; updating, using the received
|nd|cat|ng data, WO 2005/ 111926 PCT/ A1J2005/ 000066
-49 transaction data stored in a data store, the
transaction data being indicative of. the identity of

t

lésé?:r
ng urity
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Optionally, the nethod is further used for counting
currency docunents, the nethod being perforned using a
set of instructions, each currency docunment having

di sposed therein or thereon at |east one coded data
portion 5 being indicative of at |least an identity of
the currency docunent, the currency counter Walok

i RAYY13172% ecei vi ng a nunber of currency dg@ﬂﬁéﬁ@%“@%p
be counted; an output for providing counted currency
docunents; a used nmechani sm¥lor transporting currency

docunents framthe input to the outpyt on with the
ot & st pspet e sios T A el ARl v

poewticpdredmgit- each currency docunent transported al ong
the feed path; and, a processor, the set of

i rplionali thic ity dodument ieshodes eRtieeky prowecitsatheddepriaisigmpniquely Sndiegiprpf the
t R@peRvQERSH @Eumer® and bdhp El@tdar afintore 1f aontot dapdicatian of teeasrintlo@ment
seNsgfl-nnged data portion, a sensed identity for each
currency docunent; determ ne, fromthe sensed

Idgﬁlfjul’.{g%] Yhe sﬁ:ar%eiogﬁrﬁt rﬂrtﬁlquc]l]eey ﬁli—%?gcrg gﬁwﬁgﬂ: EuciC sblich QUkCpbrtion beillxj:}ﬁmher
oeetufla B8P R T LR B T
pIUYEaSeEF kv gt rublieEen AP B Yoy ERETCRt TG o e
S dit ovine Key: ddlcalidiona Sie sequiis docymsp e brariEmed g rejorRandirg rglic key-
| east partially indicative of a signature, the .
s iOgtiverily; the mptkid frcfurgier gfedy for Biovedne g §iglen ity focuggent thegneppd fucfuding in a
P @énipurd feysteliaedkiciayibdidanng ddtfempysersivsdsviee. threjemige gerfepdtiemirespeysive 1o
I G4z \6ind doddl Gelid fRfbrafl Bididatihg Dkt rasS RN Tindiclivel dfi Be iddiity; @@grmining, |
::j g%g%t%gﬁ%ﬂgtrﬁ%%deﬁﬁﬁp&gﬂ?ﬁ% Qccssg?g,sﬁgié thi @mﬁ:ﬁine& h&niﬁgﬂif&ﬁm data
| ndi 1ng, N M i
T i
t e seyrigamupestetiy & the PSP T, RN oA B R gemiggion,
d edugnznthe reesaityidebenmni o Be recrred. at | east one det erm ned
signature part; and, authenticate the security

* d dcanevien broad Sirm g intratiod @toddend priotr forf refeting f fopurifyferundrichadRe 2 security
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| @Gk, 0@ ptcARlng fol rebBahy Sié GuAty Ude@nefipricklvingA@nt@pdaie, o ikritity det being
t Beal LR Andiciive Mzh BGry HSIR YeclrBY do@Rbh) thk ARG Wt bEIRCHerypred using a
O HEN S GAG 1Sy 'Lyedqg.%mg Q WLl eﬁ%yda&‘ Shing Qéec?JP@fEQciated with
t Rereon or Lher & n°coded dat a Acludl R A plur 1ty of
o B B IgHRLTe waR O it e e v e %@F‘ﬁgaalfe :
| @tdeet Payapf the iddntity: epoevebing epfd\iita 2 feastharislly diesiveypt: dip idpnigy of the security
C ddkiineAayid, 6l-gsthnie Mithe sipragre;melt oz thexoded ditarny e sequritadog@rrs | Ng
devi ce: sensing at ]east one coded data portion for
e®Ca eighly $rext Gyim Ao Gwvnen brovigengnat forrgeording @ mgsattoerelgion wadecurity
C Qﬂﬁﬂn;@s&m@l&&n@rﬁ pavihé\:ﬁlsi:d@@tﬂim% ofkBdreth caded da@ RSIbdin@ & fulmba b cyded
: Qa%J p%@ nls,\t/?&h Qn]:iedtdg?pdﬂg?ﬁbb En_){icaﬁ\re oﬁaﬂmt EUdehe®) i Yhe @%H 5GHhont, the
an o dt ransterr Il:egvgfu; he'\rljnng%cca:t%t In|:lantengﬁ-m'rld aats%sig GV%C (&19 g%slr’{‘ltg ggvice
s PSR PR EBIDHT € CsSt em bei g responsive fo. fhe

i Prife EEROTSHYEto srEReLT hoeoded AT HPTREF, md%fé‘i“ﬁ@ﬂ g PRERAE KT OF e
dsleatity ofitheltugty ipanmalt: prdetit tepsyetifup pnd.eipdatingcising B tsgpived indicating dat,
d 966N lata s@Rd B falin Rgre, thel SinBgioe el beitkoibdiative nedle idobdn bif theyscourity
A g @lehBind B mBaskh. CUr rency docunent; and, count the
currency documents using the determ ned val ues.
%tioﬁﬁ}?lhl: w&mdam imgivt Hrai_: Igﬁrone%'a%sééﬁﬁ @!rpé #Miuding at lcast one of:
At Sk GRLLAD (A0 (Y2 Ad, OhoRlud Wi BN o AR B ekl of
30"currency adcﬁf'rf‘er??’] Eﬁa\/_’l n I'S os.ecrt ereon or ..o ..
¢ PEFET MG SRR 1 RS Y™ PPl T s ua g ste
porsinggmics;  the method including, in a sensing device:
sensing at | east one coded data portion; generating,
using the sensed coded data portion, indicating data

at least partially indicative of. an identity of the
currency docunent; and at |east part of a signature,
the signature being a digital signature of at |east

part of the identity; and, transferring the

indicating data to a conputer system the conputer
system bei ng responsive to the 35 indicating data to:
determne, fromthe indicating data, a received
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response to a successful authentication, determ ne,
using the received identity, a value associated with

the currency docunment Optionally, the security

docunent includes anti-copy protection, the identity
bei ng uniquely indicative of the respective security
docunent and being stored in a data store to_allow for
duppP PRHIBH of the security document 5 to wmuzuusmooosa
determ ned. Optionally, the security document includes
anti-forgery protection, eaehlcoded data porti on bei ng
further indicative of_ at | east art of a,signatu

t hptierpltyy e cprpRYIei TP FoRfIgHELE: BRPEHES s e e
of apprivel: chugihriuprisaption tedt prgormedind: W@“W“@Pgﬁubl i dpri vat C
key pair; such that valid security docunments can only

b eOpgionelixt r@dumstrrn:gtam fsloenfigyred tp aRproveldls (ransagtiqplLy stlestions of ythyricating the
t heBcufic® @adiimiedit Yisi(l QUi fting Gx8xent) @ongp@daf the maBSkctins foyletsti@e predetermined
colskespondi ng public key. 10 Optionally, the nethod is
further used for recovering a stolen security

O&Aérl 5 Ir}:]u,. Gt,,l}@m@}%tﬂn Q:qudcﬁcalisﬂ.?lfcg @sprayrngg:n Icalt QERH Erﬁﬁdm&iéﬁﬁﬁﬂﬁwal of
se S‘?ﬁad Ug é'ﬁrgts of a amecsnhcgron n?{he s En cumtan% rmﬁLL, J} g [s) ansoﬁ quﬁ Elctlon 0

ng resp sensi
C o6 O ppedptepine 'b“e"r‘fé?“a?t"i'e““i“ﬁﬂ'i“’b‘g’?l ng data at I east
partially indicative of the identity, determning
usPeiepelb FEh Fodefi Eaption s e indicgtivg St e APRLY] o F’H‘é‘ﬁﬁ“wgﬂm being a
actisits signergre of gfapt garttoffi e idatity e whesen thegistemisopnfizyred 4 degrominie gypm the
d aihdicating da@, s @ekenhifitd Aertie ufl aSltad e detdrtiiged fignst S tahd) futheheitam the security
b eﬂuﬁgent t@igé t&%&éﬂﬁed@fenﬂ@ e 1dadt Yne W@mﬁ} RkUS;
determining, using 15 the security docunment status, if
t NGBy e sibrnrd @ G BB Wgndne oBdt RhsEart of @i Wentidy Bnd eA%R P LpridQerined
pg,%grsmﬂ'ﬁ, 2 rtlgt 525 & preidisihel b GraSHatdnl duneFlOCUMENT

e recov n another broad formthe invention
Pr rrrngﬁﬁhe%mrt %&E?%m APy B SR prg.armd Q6 WHRR e systom
- e rhﬁﬁ"ﬂt"ﬁﬁ VLT (BT < o A e s oo

ol cFotiES istE- | dent i ty dat a being at least partially
indicative of an identity of the security docunent,

t HRptigngls theiceded dama ineludsed H‘F@"é APt B Ryes fenic "’2(?"5;!5\3%‘?1'“6‘“’”"? of
k &yt sydlets erafinghaidentith end a pharmiin of speold syrebele definbiziatiggst pme! the signature,
received identity data using a secret key associ ated

Wi Gptonally, he codedigits icsubsentixllydraisile mbn wgdedhumangnat ur e usi ng t he
determ ned identity, the signature being a digital
sigradiyte ceifd duats plireslof thoautice wihg 4t ket dnglefniniitvigible ink; and, an infrared-
oaemep@ting coded data at |east partially indicative of
the identity of the security docunent; and, at | east

P @fpfiondhl, th BBed Q0 ydvidERibstabiidily comEideRkbwitkgsiblelhina6-Rea6l: itkdnation N
the security docunent In an eighth broad formthe

| Ry 2 Rasitht¥ded 6 pahich ¥ibddihe bk sipRGQr di Ng a

transaction relating to a security 25 docunent, the

S phbadll} Me SEE HPRIGE sVt Emdi RRAS GitighliR! P8 an® WhetelGhicR icdled data
cQ ggoqﬂg@tsqmg,g&gm%gam pis, NUber of coded data portions,

each coded ta portion being indicative of at |east

Q)pﬁoga‘ﬁp Lt lr.tasy soﬂg ofwg @ndéiedgry EthIoBé BIQQE H%@Snz nit I‘l@catmﬁ Xﬁie%ctwc coded
ta 2_:Foli_r‘.u':r u%ositmn 8 EE res ecmae r:xlS J CEI:H p%rtﬁn ] 1‘.I1r= I V I 'gr% !ieg Eatta pQ ons; a

a sensi ng.
r é‘?ﬁ&ﬁfﬁ‘% 5 e 9 H’g‘““ﬁﬁ““‘t‘l‘i‘% “E%Efé‘ﬂ'“&&t“ﬁ‘“‘t"ﬁ gener ate
indicating data at least partially indicative of, the.
i @eriepely. §ho Gried e inglues 7t g ong G FrABART, datgj e alopiaé error cofvection; Reed-
t Belerendna] apdCyclieRddundarsy|Gitef{ERC) 084 ng t he recei ved
i ndi cating data, 30 transaction data stored in a data
store, the transaction data being indicative of the
identity of the security docunent and, the
transaction. Optionally, the transaction data is
i ndicative of at |east one of a transaction type
including at | east one of. point of sale transaction;
deposit transaction; and, w thdrawal transaction;

-transaction details; identities of parties involved



Optionally, the conputer systemis configured to:
approve the transaction; and, in response to a
successful approval : cause the transaction to be
perfornmed; and, update the transaction data.
Optionally, the conputer systemis configured to

ap ‘Br ove the transaction by at |east one of:
auVRWFIE%Fi ng the security docunment usi ngPql{ty2005/000066
i ndicating data; end, conparing the transaction to at
| east one predeterni ned 5 cB2ierion. Optionally, the

conput er stemincludes a display for dis

RS Gt ST OMESE O T L BB S ey

t rizyed hesht 9f eirieast the ddgritityisa kgfed Aaght ¢f éh'PﬂS‘dlat"i*ﬁW RyRuced-EmisioREie ke, and

d Oﬁﬂﬁﬁdﬂﬁsmg 1 @Bdddobiding @iblickey, CifiP@E+ gaicedfy ehdneting atrkad Bt idaiity;tcpher-
at e ﬁ@cﬁged W@cﬁﬁrﬁqglﬁrﬂ iR aﬁﬁ b tafdol @iberPdaE] ciphcl-iA $aGibdd Qdhg a

dat Q‘ate kg)and veri e lc ac%% oﬁ:d% ?.I lic alz@ld,piﬂrmttéxpﬁodhéd \Liwﬁshgﬁcrypnon

mdi carrve o T Eas a signature,
SI re hein a 10 | t t -
honalp Ig%secuma encklme{n 15 ntqm.g oé&?oer Jurgeg? n&g % cchk q m!ilp&%&;rt card; a
co‘Fﬁ“f“@ﬂ?‘E’ﬁ“’ f"B““”’d’é‘i"@i"’i‘rP frtery Yol ‘r%%&éﬂ PEY gerdocugem
dedrerridiets iedentpetpptand at | east one det er m ned
signature part; and, authenticate the security
d oertimmellyt theuidehtingis inbieatiterf atdamit pre @l b RIECY POJF abrfiege nplwling pt least one of:

10 | easdcypRR: cbairer dicnbalios ingr siti pintifaworks;God bt almibyr; a ek atribure
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S| iftNBhdld Rest She 8 Akl alumg tngmsnusc&m%m@& SorBubnbeR, Akpiry Bic; check
t hﬁlac PI'E %}Mrd@t@lg éeal}lcludlﬁga %I‘V-:MQJ% of. caQIty;Q s@lﬂ%ﬁn%mnnsgxmt number; izsue .

'east one of.

pr°’é‘*&é’fp€’f’‘]"i‘i1E ﬁ‘@’d‘“‘ﬁurrber and a random nunber 15
Optionally, the entire si gnature i S enco]ded Wi, t h fmd 1
pl BHEL {f Bfd SpHBAEL " FOVETDNS Hrith iR PRl I {ggricd marons
S yRRrRETY. Wherrc I legst vy dhe éaéwswﬂvgmaéwwvé' SEROFYP R BREld /tryolutions apart
S ah@er centrf rviam, apifast B aevezyotaindudiporottiopivdicating ditdthat Edygguishes that sub-
daiy6ii fdmbeen bilkesub-RBid r € si gnature. Optional l'y, the coded
data includes a plurality of layouts, each | ayout
d efptidRLnOthel d3a Iﬂﬂﬁista}rﬂﬁbd(if acBordahck! fval Ettlgﬁst @he layloirt rhsving SAfOND @kagonal

Wghckm% dt AN, W lay ngtbln‘léﬁfaﬁ:jnjﬁﬁ%n&fdaﬁ a8l a sequence of

r .
m(t%ﬁr ﬁ!)l}:te rr{ ?{ onn% dI & avﬁem r{r 1593 ér mgife, eLn: %nct?cﬂm?{}géuyﬂcﬁ: &%utcd atn

subst |nv e
t d"“%m““ At Ro Lo ﬁﬁﬁﬁ‘ﬁ’ﬁ“‘ Y@B‘f"i’dﬁ%“l '1”9‘“ SL‘f"ﬁ‘%“‘ ‘5:" “cfﬁ"’ﬁ"" F‘é“‘ﬂ‘ of the
profigstatiogts @ the faypet pedvepseriepreErangs o the prspaion-ipgicating fiate, ghgh representation
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text produced by encrypting at |least the identity and

a random nunber, and, cipher-text produced using a 5
private key, and verifiable using a correspondi ng

public key; and, cipher-text produced using RSA
encryption. Optionally, the security docunment is at
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Wi a security docunent,' the security docunent

havi ng di sposed thereon or therein coded data

i ncluding a nunber of coded data portions, each coded
data portion being indicative of an identity of the
security docunent, the sensing device including: a 35
housi ng adapt ed to be held by a user in use; a

radi ati on source for exposing at |east one coded data
portion; a WD 2005/111926 PCT/ AU2005/ 000066 -53

sensor for sensing the at | east one exposed coded data
portion; and, a processor for determ ning, using the

at | east one sensed coded data portion, a sensed
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Optionally, the systemis further used for a nethod of
determ ning a counterfeit security docunent, the
security docunment having di sposed thereon or therein
coded data including a nunber of coded data portions,
5 each coded data portion being Indicative of an
identity of the security docunent; and, at |east ?aﬁ&a
of WQ2WHYMS yre, the signature being a digit&a] o200
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.an identi ty associated wth the security docunent;

generating a signature using the identity, the
signature being a digital signature of at |east part
of the identity; generating coded data, the coded data
i ncl udi ng a nunber of coded data portions, each ended
data portion being indicative of: the identity of the
security docunent; and, at |east part of the 35
signature; and, printing the coded data on the
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receiving identity data, the identity data being at
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WD 20051111926 PCT/ AU20051000066 -55 to the out put
along a feed path; a sensor for sensing at |east one
coded data portion for each currency docunent
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|

di Ca I nﬂ{ &l‘e ny ntlogglto%r m neﬂ'l dut%l! rq cgnlhen‘inﬂgiloﬁaﬁvoloigg security

3 nah vet EFmThE cutren
d&&fuwéﬁtmh Erir gt hayiag ﬂ-‘g“@af@ﬁ%?&ﬂ@vﬂfwwﬂ? é“é‘ﬁ@l“lﬂt“y‘“"ﬁf of
V &bdgddath partiogsoradh cesler date pretipn bhiye indieative of alaadh an dentith pf thejsgsurity document,
C Ue m2{R@HyincBi@ifg | Fe dofGiputd S syRign §nk dolickakzer tihdagich iv@lvide $ seourity document:

q?&él% %Jd#:a‘ﬁng dﬁrpﬁ‘unﬁa%&glﬁ‘gr@cvh tﬁcgﬁgﬂ%&ncb‘ 58l rebpBisivédto WRdnE Ododed dam
o eoRitt G ol Pgmarmmﬁvu%wm S BnfHRIGK A REHIR s,

t he er eo

t H@P“é‘i‘“ﬁ "P,"B‘ﬂé g e s et &“‘HT‘E‘?‘&W Suiadis “"é"o”&?@d"" CE i
p @ty Yeippigdicativo of, forfeach pfstnbyahr 9F PRy PN, PRTOEP-Y BRRFHAR: comparing the
d estiscriph dag@d @4 dn gorgiredii@msed powmes tg thohebgl dthanting thg presericeqy absence of a cash
gemnemahaiynd, using the sensed coded data portion,
indicating data at |least partially indicative of., an

| @iahany, Yhe OdmphR 1Cdioimn Giing aCieuSbBRFTDaR MElinA kB 2id, Pafat network
Ofiuddion] 9Nature, the signature being a digital

signature of at |east pan of the identity; and.
transferring the indicating data to a conputer system
the conputer system being responsive to the

indicating data to: determne, fromthe indicating

data, a received identity, and a received signature
part; 30 authenticate the currency docunment using the
received identity and the received signature part;

and, in response to a successful authentication,
deternmine, using the received identity, a val ue
associated with the currency docunent. Optionally,

the systemis further used for a security docunent
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35 coded data portion being indicative of an identity,
the identity being uniquely indicative of the

respective security docunent and being stored in a

data store to allow for duplication of the security
docunent to be determ ned. WO 2005/111926

PCTI AU20051000066 -56 Optionally, the securit

d QIR | udes anti-forgery protection, FCR@U2005000066
security docunent having disposed thereon or therein
coded data including a plurakity of coded data

portions, each coded data portion being indicative

O fOpticgaily.i b rpreficeyminsft PRtera icHy dease meyally slieth ot Jeash prg ofite Ardgaipined
P artrfsachih valueS & Giddtieihing] nuinbe of irgR@ibn Iperfolyeil frge frairermided tmpframe; an
e%ﬁmh Pldicddr pi\'@;&%&qﬂ@&h" h’éﬁiactﬁrh Eelateﬂi Evrbt‘ld dr yhord Sd;lﬁig'hda:mnents; e cash
pri v 0 ) vatc key pair, such that;

vafllf"iv %R%dg%ti%?’gwa%dgﬁ%m s can only be created using

t Res R, it bl i Wk e ddisplaying, using the
R, Bk Sy g el e, Bl 18 nBRA U by s
p 1518 Eevict 8 2956 PP P IRGFon A " R E FUr t her used for

a nethod of recovering a stolen securi docunen t

S PPy T o P EReRt Pt bt REW Tk ned s
c daiedt wae &oFmbF iRt ng a nunber of coded data portions,
each coded data portion being indicative of at |east
arPpiiogalip tech spdegidaty pemionsip frfier ipdjcatye fighieatiPart 4 R SEEREE: it gfsmature being 2
| mighaligignnge ofiat lgasthan Goheyiattion end yhrredithe methedainajudqsgn the computer system:
| RehinGifihd, Ben Eabdkaril Qi) Ddet@imSd Bgtd @Y bt Qdst ore lA@mBiA Siknagre part; and,
&V e Rariithe Wil SRR L i Betcrniftl Ribrd) adifihe al 1ot GRALMHR kihature
toa?enerate Indicating data at |east partially

| RdF cative of the identity; determining, using the

indicating data, a determned i tity: accessin ,

SR 8 Serate f e T ok ot ik pRATER B Wredeemined

s Pesipiags|the neddine bripg 8 1t B5p F 2 PrefreiRe LB AR ™ BRi ng

indicative of a security docunent status;_deterninin%,

u§Pingelly. tiis gtitdigrgpqe tapocqesd ity pluglity p{ reded 3= PPiE T8 2P R st

d deluivetht seisipe devied confipurainieisense p nymber 9biepded dptppogtions dsthargby, getermine the

dediefsighat@al i on, 15 causing the security docunent to be

recovered. In another broad formthe invention -

P OpibhAlE The vdalyist BENdEsGIphutabitg ONTQbutgeach ldyma tefaitthe@pritioed! a phuplgy of

t GreByrBE thedainy the iELAEH BB Rurality R Ese@RG itk YefiflQGLIAR Rin oftRokigflire.

di sposed thereon or therein coded data including a

NPRGy, B 08 R sudakidny ROk © RSnaiRdchacoded dat a

portion being indicative of at |east an identity of

t RBrioSAs e kdadt GHOE YRR bn thd 1ace EWSilt RIEL dnfl 61t ddChivEGle Ak; SRS inbghred-
agoqﬁeﬁ@r: sensing at | east one coded data portion;

de é?n1n|ng, using the at |east 20 one sensed coded

data RO '.!:,o?eq 2 isr'pgdv%s%ts&b%ﬁaﬂ?&ﬁ%cme&q}itﬁ%ﬂl MGmdreadaflEinformation.

i dent1 vy of the 'security docunent; and, transferring

the.indicatin ata to_a caonputer stem the conputer

gl e et B Rl o M SBS PTL 102 2T

updat rapsaction .data sto in. a

¢ Bt bf % 3pta® B Rl hoR s PRfy bR, b lfin ach ace o

t REon Eeedef PP SEERERTY and, the transaction. In a

ninth broad formthe invention provides a nethod for

rEfoRl PGS tomet s £9UPd SRR POFHRRE ST Aldeat & G F {Pgption Sihe respective coded

d decaprrtiont apositiomef khe Sepestiveicedpd ddie pative prithelsafRierrizent §perdsd daa portions: a

t hRkegEnaafe; 4 Raitie ofe sgacke farglad, anits af¢ldgokd igaiens.nunber  of

coded data portions, each coded data portion being

indicative of at |least an identity of the security

docunent, the nethod including, in a conputer system

and follow ng a transaction involving a security

docunent; receiving indicating data froma sensing

devi ce, the sensing device being responsive to sensing

of coded data to generate indicating data at | east

partially indicative or. the identity of the security

docunent; and, the 30 transaction; updating, using the

recei ved indicating data, transaction data stored In a
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transaction data to one or nore predeterm ned patterns

to thereby determ ne the presence or absence of a cash

fl ow anonmaly. Optionally, the conparison is perforned

using at | east one of: Dam mi ning detection; and,

Neural network 35 detection. WO 2005/111926

PCT/ AU2005/ 000066 -57 Optionally, each predeterm ned

PO at | east partially related to af“Fadsgpas

oC a predeterm ned transaction value; a predetern ned

nunber of transactions perfamsaed in a predeterm ned

tinmefianme;, an identity of a particular party; a

s Epfigesis; ghe erfdeck datp fnalidet 1t d5Ps o R feddapt stag; e gjjovipgfrigr correction; Reed-

S @ldaion dayt; a6kD CyelioERadusdancACie&sSERC) daliow dermand f orecast; and,

a geographic trend 5 Optionally, the conputer system

| Dftohblhe Se Aigitli Sypdnse/mdlast isClenst ovdXeEracrimdont ivbaresdoipe! with e Uity 2

ke?&ibh%){ bty Ieas“lﬁé it} QQ&yecﬂ‘laﬁ ﬁ&i}éﬁﬁy it:ﬁﬁ?ty pﬂ;ccld Gﬂﬁtt&;?ﬂe key, and
G EP $§ U 7 ci fed §Q1@r§]ﬁiﬁ & Qik eﬁ\:lty <Ipher-

fi E B n p
SR e MR R

inc ener at |

t ﬁﬁ%‘ﬂdl 6ﬁ“°’a?i'f’% fgg'é? or?em“f‘)c?" Ler dnﬁphfrl ové%mtf= &3“
f oivaiekes end viriehle usineg é?ﬁ‘@?“&ﬁi?ﬁ"!i""f e g °‘P&51=r“aw&‘l°‘fdw“‘gé‘ﬁwmﬂ’“°“
coded data portion is further indicative of at i
p&etionalyt they sesyrigriReaFe s o Jt ©F Hna e B AgeE- ° i’ﬁ*“ g‘a‘s"t g2
S regHambl figget ofuckat, orlcaiamt 2 lgtery ticke) pr instnd win dekpit 4nd, gn idepfpard or document,
WhGH £h divirb Beeii®d pegord NCl udes, in the conputer system
determning, fromthe indicating data, a detern ned

| @gdhal, Yhe aaﬂq&tmd.@as bf aDIRt oakdf:d dilirefiey Chot® htgiinad ipah@ing) fobs} one of:
A0 fhency; e NG Gasnu.ﬁagm,t m,e sﬁ.@%dﬂt Woorkl) GldNGaral mubbSdrN\ckibeR Quribute

det d tlt
Sﬁl g e 1525 .,,beaurt” ik A SR ech BB 10 URHEE Bl cne

e h"‘§1 sgHd il npding gt 'ﬁﬂ-"é%i‘é Pt B4 P’P‘" %ﬂ"“‘% 'ﬁsé"“f ﬂ@ﬁ?“{“m‘é"’ﬁ g
aﬂatd;swtiatq;)aﬂtlmlof predeterm ned 15 padding, the
paddi ng being at | east one of: a predeterm ned nunber
anpHonadly, tha rveliehiianUinirenzed @uedogmer Vit at {epsbons aypyt daving eiple rgptonal
| St oo » Wiat IBkiwahPlagstiradelding nodenticd e dhy gha: rdeted O/ teivdutiens apart
afid m%%f Batlof) 6 18 S Raydur M hhhSSarbriRi SBD Soka UGt FEEIGHHA that sub-

Enf |ﬁ% mhersubsqa nse a nunmber of coded data portions to
etéermne the entire signature. Optionally,

| a OU[I)}" g’gfod@‘} %"—3 Eﬂ'ﬂhjgt?% agnnmn%r\%lhlal ){:a.sptme l@)(lﬁ) lﬂ;vﬁlg nvg@acxlamthnal

osition of of 0
f F’F‘E‘f“”s‘WFbBF gt l%ﬁ gv(?dtlh%&yu? ﬁlgodrna %ne{ltanfnp mry l.‘-ﬂl%la daty Bn]ijnsmﬁ a stu uence of
ofn infegeramyliirle wreH® bR VST Mg O4 0 lpcgeagat:h feRed o-.ym hang distriblied at n
S logn@t dwues cen@pt rptoiog| syymetry ffche daprgesged dratrdgeofing the symbols at each of the »
S bHRSARA lof 8 1hyyut ipfatticds in RdpRsefitiond 1Bf thid \@ikntkEich-ilRiitAERIA data, each representation
OQ:H::%HQL I:ll&'erenl J}Qm W%e%ﬂatldﬂ%dﬂlﬁﬁﬁ dnd%ng A 8cafivd lof B Bgreo of
u5| n%maﬂtl p c)eas one of: an invisible ink; and, an
ar et-"Hbsor pt ive ink. Optionally, t he coded dat a

VI d e%b? ag%ﬂ:’ﬁﬁ%n Caostlécg'&y {ngnt.\MeLr{gméél H'Eiu{#é mna WI'I'I]:‘I.I‘IE'I'
oweme eerefaa aaee‘zﬁ%ﬁfmﬂdﬁm%weﬁue&“ Toprs EsiFs "Fég/ EPYH L UF%‘“B of the
Optidd amath Eeperfidimticating fapdndisitiyypfitheidetity of tfegrofisiitomyapdyrgating, using the
Plettived thdtcyfin®daia Ha@ R batkls@reiALk a8 sto@,vekckinh @raebing igikaine o alddddntity of

A8 Bocud Rl 40 Rac NGRS A T ESPECtive signature part.
Optl onaIIy, at l'east sonme of the coded data portions

eB]gl d .r,tmlsﬁé&tme%@dep houﬂngla%@:ttb Qﬂnel@gy 4 38 QS P@Ekibn\eBurce for
code al a e re
Cexaneslag aj ld une cEcP { Jata riion; 8 8 st tjor sanmGF the at gnee s@tfcgse%&g porucrn &md

data on 't sur
d%ﬂ“ﬁ‘sﬁb'i‘"tdi"‘ﬁﬂg“‘& i ot lpot e %"F’g‘iﬁ‘aml"émaﬁd et ty
of a signature part; and, units of indicated
| ocati ons.
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WD 2005/ 111926 PCT/ AU2005/ 000066 -58 Optionally, the

coded data includes at |east one of., redundant dat a;

data allowing error correction; Reed- Sol onon dat a;

and Cyclic Redundancy Check (CRC) data. Optionally,

the digital signature includes at |east one of a

random nunber associated with the identity; 3/0%9066

hXeEM20B¥1I1HPS | east the identity; a keyed hasfrcglfwéoto

| east the identity produced using a private key, and

5 verifiable using a corresp#di ng public key,

ci pher -t ext produced by encrypting at |ea S%‘{ 4 data

i Rermilly,ythe Tosthprhi furthep ysed ﬁf@m SRR B mei. epely sl oo

t ipa-mdaigtﬁutxq indicative af o lpasichertof pEPHIGT: the Higngture 119?'&)4‘?@“’1' figigre of at least
PrQebEGH Ghediyi WiGrei the Prthod arer @ibes: 712 densligydevick:cpirereting S inpghe aensed

C‘”J ?ﬁ%%ﬁ\,%nn md,ama'aw ink6iEiMve omg ,deﬁwaﬁrax Tef¥ bne B‘EﬁﬂU $8¢end, in

d @mﬁfum@?ng{ﬁzg gjléglfmaarﬁ% O % chrmme% nltjentxet_-,r'1 g’nd,suﬁlgaytruhe d&enmﬁnd snﬁmmre

5 et drin S eyt s P LABTBY ok B S on
Olthe@U¢AD G detcamitediifn@uryratti cket or instant win ticket;

and, an identity card or docunent 10 such as a

d rapiic@dly,she mic@sfarthgrusep fos &poniding Opsditdrrliajed scpyity dpogimans pherpin the
| SnelnfiChcfukd, i/ oomfuicAdystdn RSelving icatilg dft X o GHOY/eTIGL U sensing device
atb&f]ﬁ( rg%gve tJ]&Lng btk canscd h&as Een@ﬁancﬂ:ﬁtmg e khdic@RIRE VE, thel i&ftidCof the

coun m nat i not i@n Sl n L Sqing & ﬁ’, "
S&cur% Xuﬁum ? emm&‘hec mat tdr I S.. Q&Jnflueh G&. r}PP Jséeing fl 8
gﬁhe secun %rn n'u u-anlnng

orfgmed igegity FAke dr% BiiFHYG 9 n‘g"t | T“[ﬁ' i ol i

S efirmdtiominditstive ;of g (Kcptign efaies secusipyloqument pd, deterrmipipg, [17ing; ”re "“5{“"3
C anf@imaibr, it‘ihbauiuﬁty dorerlent iz pagsitktdugliomst one of , card type;

i ssuing institution; account nunber, i ssue 15 dat e;
e>cptidaylly, Ch @ethodl B Chseld 8Tk turreSp bdue dér| cpynting vareny dedmedat oeh| cymeney
a rdﬁﬁﬂgﬁﬂvdngmls?&éa Mot Brentth Eddedatba n@@HE a GuiBer loAypdAd atyiibria Gpach

t (2 + ta gcm% um %{ganwscx mlﬁé&ent \é\’ta‘alﬁ{r@yu&fﬁnt,% c&uﬁﬂ‘%%la?ﬁ%% input
Wil ww “df‘?’?fh%f “BB5 0t g"‘a cé"?ﬁt"? 8“"’6‘? ‘%S“"’{“? n "“’“““’
| clisncassdeed sy B SPATLE GEPROPBES T A M 5P piRe «

dghts atsdnat fockersing a Gast @b ensedtdhvagortion fio-cadh gyrsngy defeymgetrengpotted along the
Ot 1@ FamSald) » brey @b for: dodnifiie] fromiialad 1365t orfe Be@se G ale ehtadbartiap, aisaised identity
arg an g.grcﬂcpdoglﬁ:ngrg ré@lﬂlﬁlﬁlg Vot Bhe @Jnsc& Rehaty, mﬁmhléw\mﬂ fo @M ci}incy

en l:ler tat | ol al at ]cast two,
g e L R A U et
conprising a, sequence. of L& | t

R et o e Sl
b SPHEEILTFS] FReEE che Py dqeRentt feSTIIng 5 ffenily agresipfef e seowity
r Glbcamdng eradeatise Arvigestureysingfthetidemting, thesimatoresiginh? digital FioRBE G0 iyt part of
t e isaityeletiting tod@aak mofoddd e irludiggrainguberat doded dataghrtiqnyy guch coded data

%){r@dﬂtbeﬂ REAGE S de ﬂ&l@& eﬁtﬁ‘c’n&ﬁﬁw @dGncf anfl, ACleast part of the signature; and,

ori, %‘tﬁtﬁgﬁdﬁgﬁ %g a, each representation 25

c risin rent cycllc shift of the

C%r? ntuatthco Wéuﬁgt Leglg prq-ﬁ? Qm?ﬂgcmtﬂ-? hr.nge Iwmpalln%tnlleﬁ&i f.@Fn.ntmg the

NPT PRI e “FST o Preging dengl b B bdl o Sl
o deaxt sy, indicprive ofism [Tty iof by TFERFIRS gmfveﬁL e W &%Hf'"ﬂ e yme @
I @G kej; Agprhiniakie aditity(yy eheriingf tioarnivad id@vrgdan gsind e weireldey 2rtqigled with
S @Q%&bﬁtgceﬁ Birfify d3Rhefle: VEIRSRARSINMG ideBityStB 2ighangs beifig aldiyBal signarure of
fhe | ae Ids?m %ﬁ & gog%jd[]m &3bd sz.gm%tdﬁa.ﬂvmuea&ehu%fgf s.necgumy
tﬁ@mgﬁ“? 8% dF@gFldgwﬁﬁga rac HIQF'%a{’(%"mfLé{red

in a data store tracki ng data being |nd|cat|ve of . -
the identity of the product item and, tracking
information. Optionally, the sensing device includes:

a housing adapted to be held by a user in use; a

radi ati on source for exposing at |east one coded data
portion; a sensor for sensing the at |east one exposed
coded data portion; and, a processor for detern ning,
using the at ]cast one sensed coded data portion, a
sensed identity.
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WD 2005/ 111926 PCT/ AU20051000066 -59 optionally, the
nmethod is further used for determning a counterfeit
security docunment, each coded data portion being
further indicative of at |east part of a signature,
the signature being a digital signature of at |east
part of the identity, wherein the method fli Ir)ﬂﬁfuo
i MG ePE3I726 n a sensing device: generating, USinNg
sensed coded data portion, indicating data indicative
of. the identity; and, at Ie@st one signature part;
and, in a 5 processor determ ning, fro the i ndi %a“”é?u,
o Qptipnally the @wbdrs YN 4 YT PryFording ffrensagtion relaiag to g pegurtty document; the
d ejsen Pt = sdmgea byssenefor: [seefving ingirating dueitomye yingina gy . fhe g4ns device
BEi! rhshodsivel RGLHEIR U the Soded AR Pineriid ifdickiing] OO armEsytpertdly indjeativa f: the
IlJé‘lh %mf G’lg gec&gﬁr%éuhgnx mﬁnﬂc u&Q&w.ﬁhd' ﬁé’eﬁrtgg Qﬂ? mﬁﬁ&fﬁﬁ?d"\ﬁﬁa&:ﬂ
7 GROSEASD SR g S SIS PR A T s 3 b o S8
ddeumehid tasegion t he  net hod |ncI udes, in a conputer :
system receiving indicating data from a_ sens
d wiicaadly, the Frethad dngladertying Rospiups docupgnt Hqbisty th @%ﬂbﬂéﬁ?ﬂﬁégm document
S @S intaging) fror tedtip ofOWhetlr of ademint docugetseideating ddanti datily Ay biiag A loast
| ReHidhPhbideve Of antiddRini @0 bdokidy dodumink) @xriBIBCit, theyatGhOr dawER at least

d e&r&a l?"ﬂﬂ:’ﬁﬂg of oﬁe DPHA!‘J J&%uw {hgﬁu.hlp &c%&&hwﬁn gl%eetrlmc&ﬁfjdocmem
A o using the . Jef el E?Qt d&j&:ta# bt partially
S My i o B ol 06 100 g el
s ddigiver o a drast R prfine deBive “"P?"éii:'k‘i"ﬁ&‘w?‘n‘l‘%'#‘?%‘t‘“%ﬁ“ cating data and the
| melirinaibdower R opirm sp st wit Fes B 411 docunent ;
and, determ ning, using the tracking informtion, i f
t Ioetionap i hegpoctlio Surbre rEd fos copping @ STIPHTSYHFTI Y ERgrFamsaptions nvolving
Opdchrpnmdubtys, thd v thbBisipmbriir@cd ugmd sit of istresiany, eadapeutty dagemept having
f Qﬁ,pogé@ Hllmdn BOneRtAlcb RGN RGN BEELS:, of &;asalaawwmm coded data portion
%euilg rc.],anvc ¥ le%gn%lqcleﬁﬁ%ﬁﬁgse&m? Eo@ﬁl@nt,(ﬂ{c sdt Wﬂcﬁnﬁﬁﬂe&iec&aﬁb@ the

f ded
d ﬁn&uta@fs%’\ 6W$wsﬁ8—"pgtﬁ df“g’g tm r\?cee:w% f d:dD hﬁg Ea:?q}n§ A sagﬁ)%lfaevic ngggmg

cupvicebtipgreareeittIRee of FRE=dHtiA e HEN R - '“%%"?‘Hﬁﬁ?"““ of: the
f edentityed ahevicngty alommenh end, 8 mengacyomnupdelingo taing ekt igeeive Ipjlisating data,
C QkHade® datdibred H 40l stbre) lthe frir@i¢tiod iddRCpeDOdi¢nbvel of te identirg pf the sceurity
dqgcugggp;,@m@m;ag@q mechani sm for transporting currency
docunments from the input to the output along a feed 20

p%%attlmall? e SnktRda bs ﬁLﬁ?&' ST TASTMao a}renleﬁﬁénﬁwﬂr\fc ofeMeleeindRkoRned using a

on for ach curren é tr
t ﬁcéo uFlgxérams e ﬁu.rrclé ey umm(;f ngfm osed ﬂ%&?ﬂ&ﬂ%ﬁ?ﬂ r:}:@d #QQ portion
t I‘?@“Ea!d‘“?”é“a°§?‘ Iyt @ Bt & “GHH% ame ‘b"o‘f"fﬁ“ﬁﬁ"““‘af g ot o
| cheeitiigtaynumbep of evarerky dogymenn teybe hoHBETER utwu] £F @Y Gegted currency
f HeGhdka reCnRaRalm fkarishoting cuBencjaix@ndis el thy mputte the autruieiodp feed
c I]Hﬂ‘[ G Chfisdr fog%% st on@d36kdt d:ﬁgﬂdm&ﬂ 6t Qach RifrerfoydobuferE Yansported along the
deprent i MO ot Qeﬁof%;u%m m&xmdwaﬁ m%r,mmg Drprokell6 to:

security aving seg:turl % eat rmhcmngyldgwmm

t ABeRigR ?’/i‘tﬁ'u“"bﬂ‘ o35t B FEThET 1E BE “2%" ment

i deidrptreom thersenged Fdﬂ*ﬁwiat‘i‘é"“’%@@d?"i“’tf%? “ﬂ'b%"ﬂ‘é’r‘i'f““’"‘ﬂéf"& r°f'f’i“'ndi'°r’f'§m““”

aKocivtbeRising Yic dgpoeivalteed Wi th the security docunent;

generating a signature using the identity, the

S iDgrsvadIly) the mistid iiepsedl inchi pepkssat forgipegimadetiedior @fthepficatingsgayity Aogyments, the

Ofcodectcﬂﬁfuhﬂdﬂ:@ihg & Mast pEEINEhAkiiva of Giptied, tdaianre g a digigtbatre of at
Esﬁp(jal't eq&h t l:gﬁpﬁfn %ﬂ@ﬂﬁ&w&iﬁ&am@em froRRASmseB AR device,

at or [

b 1cative
f“ﬂ"‘ér §'%F '.iwe to dcmml}ng&x{] dednﬂl% ga'{ellm%{ ﬁd]&?ﬂg{gﬂat]l@asﬂgpg'ﬁﬂ} e:'l&déé
Pl et P AR D T VR AV e ey

security docunent .30 Optionally, the security
docunent bei ng printed with a security feature,
wherein the method of printing the security docunent

i ncludes: receiving the security docunent; receiving
identity data, the identity data being at | east
partially indicative of an identity of the security
docunent, the identity data being encrypted- using a
public key; determning the identity by decrypting the

iﬁ' DOeI)GG
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35 at least part of the identity; generating coded

data at least partially indicative of. the identity of
the security docunent; and, at |east part of the
signature; and, printing the coded data on the

security docunment. WD 2005/111926 PCT/ AU2005/ 000066

-60 Optionally, the nethod is used in a systemfor

r SEOMBIAY2R transaction relating to a securfTripUz005/000065
docunent, the systemincluding a conputer system fon
receiving indicating data ff&®m a sensing device, the
sensi ng device being responsive to sensjn of,tgle .

C AR 1epftng detegmingd MR @t ek RAT TS BY LY AP el e the detenmined
p ddetityahd the a lgag pre determyined pnangrémart. | dentity of the security
docunent; and, the transaction: and, updating, using
t Ioptionwyg elievretiod in tiithsrusédrfoy colmting curBney desumeals tjch AUTENSY dpoument having
S ta@gond thérfon S tikRin@odsd dat @cluding @ plirklByNs exgitdi darnpectiatspeadh @ideiata portion
I -mgﬁgga%g.mmﬁ; indichtV8 ofiafl QR bine Qlredc] Qoc R, Ukeinteliod HQE TR Meksing
A LSt ROSECLL N Qb APBL Sorend L DAl 48 S
usPisg % EeCr i c{_y“’(‘:’!ocur‘r%n _ dat abase _t11e athabasecl ]

s teested gy Postiot inpiFARE dpr lesriprtially [djtesve Pl P L e e g
a wengitieethe ificaeacdam fota Gompuies Eher Ehe ComipRles FYEtPTR RPE HfPapsive i Ee indicating
i dediod detyrmElg Lufng Ii@ indigatigyt dath, @ AGérmingd ddeiitityalbr|eych Fumrehiccdwtumng dadrmine,
aNsidpd@RMcletmivePfentic]) 8 vahie ok MadhdfrefdP SockiNikland, @lirk thé diiene) d6taricdts using
t edgttigoh%%se data being at |east 10 partially

i ndi cative of one or nore attributes of the security
QRSN e SIS Rl b ublF B ol IRRAE Wi bl S MIRAY documen, e
dafapage allows a coﬁputer systemio:.regeive roma.

s GHERCREpeReR; evin disposefihetsqniopthereipspdsd e inpliding p Pluglivof °F_§‘“ portions,
i thd imethad inpludingf in Atsensingedgicepyrsinp ft leagt s <Py pfe) PEoN; BERRRIREN Esing the
O lsens¥0 lecdadata I poddett @igatingSigta tah wast- Boidly Visiibativi dit @m identiy off di gurrency
aRgburhekCand S Rk d£Y sighRGrE) B RinaGhobety & Ggit Cipdaik BY eblfbst pdriof B 1denticy;
amﬁwg Wil SSE ke o0 IR BHhputtAR ke iaihg HoporbilQo the
mebhod 12 Further, dSed, fOb, CaUS10g ALGRTRL EESUSIR.
t RGP PR fTENE e Ons T el Vi Ny, 18 Sécur&t,g\; o
RSN B TR SRR, BT N TP P O S 3 i
i mrstonse)totajseyppssful eugheritication cdgterming: uglpectiprreseived iRy valug P eth the
t bekephament herei n coded data i ncluding a nunber of
ended data portions, each coded data portion being

| opkioRaRy, ity @cuify dattmdniG@Bites aun-copgl prttciidnytheGfentinhiging @Eunly indieative of the
d QR Y curind H&m&Llna Q:fng hdasitid a_Uﬁi diRiSalloWaaiiplieas@Qikhaetulity document
”ﬂ.;.eoede%%'?.Pth?r system causing the conputer systemto;
recelve 1 ndicating data froma sensing device, the

S SARK e 42U BBl Nk CHPRATY Yredih, BENSA DL LorbOUEE frtir
data 10 génerate | ndr catin ata at |east partially .. .
| AP LSSt of s e RREH S S eGP o e ety
ol @ng mrevivete key pichublip/privaty ey pis ciah e valid seryaly Fsuenty SR ARl be Fested using
I @€ givatedy: id it of igsedtiéry dogumedt Lo besarditmed mpingl th¢ @esfoding phblicrkey.
a data store, the transaction data being indicative
Optiohall the Gl istiyfthed fised frorecs@trglaishiyn seaide draenytt, tergthod ifpdnding in &
t Enﬁﬁﬁ@%@ NeceiéAplibdRARE has, frofnAQen@Re L3AE, theSsedsidf bekiay pe%ﬁﬁunsiv& to
p S B b oA RN il BRAE oD BB derinin
5t T AR A PSSP PR i B syt denly) valtitioh as
O FIREeddRTCHER Stere b TREFHOR 8361 beimegndfsivi g @ PRt CaPRPLag s dggmining. using
| @asturig docingbat v if thefecurity doceroentiestalsy Aefold CFPROTTE 10 4 Pefiive determination,
C bhsin@ BE Y cufi® bRdniit thbarstomgzd. an i nput for receiving a

nunber of currency docunents to be counted; an out put
for providing counted currency docunents; a feed
mechani sm for transporting currency docunents fromthe
input to the output along a feed path; a sensor for
sensing at | east one coded data portion for each
currency docunment transported along the feed path;

and, a processor, the set of instructions, when

executed by the processor, causing the processor to:

30 determine, fromthe at |east one sensed coded data
portion, a sensed identity for each currency docunent;
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Optionally, the nethod is used in a processor for use
in a device for authenticating security docunents, the
coded data further being at least partially indicative
of a signature, the signature being a digital
signature of at 35 least part of the identity, the
processor being adapted to: receive indicating data
f Worpoe1s8%sor i n the device. the sensor bePREAU2005/000066
responsi ve to sensing of the coded data to generate
indicating data at |east pardzi-ally indicative of the
identity; and, at |east part of the signature;
ddst enpther hroad oy Ttvaiop prAYIden P e d%{t’ﬁ’““"ﬁ“go‘@{'sé‘?‘?f’f (fgjvine security
| ek, gack\BoBQAUBuhdh BAGE REHIAGROCS LEG0GEE das Baludigg g nygber of
| QRS dut® PiRioM B kdlitd WRElpoSioRRAL ididrivD affat I¢astamidknticAefiHe ity Glestugent,
t lH]e m?lﬁos WEidh g 1&%9&5’“?&3@1& Hﬁ'ftﬂgwlﬁgn%gﬁﬁoﬁ EnbaivR @ securif@bthurhdnt sensing
e

QSIII% ﬁrglncr%?:l rtmn g%tﬁglmuangr m#‘r&l],l A ﬁaévroh%%d dtd &@B&tmn indicating, date

or .coun
ooy o et ot BTSSR BE R L e
ditte poeedsystrereppmspovive thiby ieficefing e ekPég (Beking fEe E!?J‘Fdﬁ‘gﬂ “a‘“ store, the
P krihbedthoh a4 bevhg iRRERCLEMA tath ¢F @ himbe B curatmeoiBdorTe trepsactions, and

pQJnIpLI‘Q the tﬁm%blﬂgta &ond &Sk prﬂﬁﬁr‘hﬂnﬁ:‘ ﬂabémk B@eRRt deterinOthe |ddence or
i dent i I}/‘:ﬂsg]awmmpur rency docunent, the nethod

ﬁé‘f"ced’ g ina <ensing device: senS| ng at |east one
ded ortl on .for oring securi
cgt‘g% l:hc naenu?]n eprovigﬁgg %Yda‘i%élfﬁg %ﬂlbagenﬂ tibq ‘:
i ﬁm&%@ﬂﬂ% forcheh of pper ?Sé‘*ﬂ"i"a?r’ﬁ" D g T e ene

i dbampeitilly ingifatiescptin l@ww@mvwab@awsﬁ@wﬁ?fhﬁ i et s b g teact
t R@ralyieticaat sfiag othadreamitotsaf ot drurgnrstherin, intukpethaserpris(doament
Sﬁﬁbgmi*a€§ DNEbmp R Bf2ie® koY Qv Hol€: skodich edibe] M@catifdadua atl 165t partially
d 3’%‘6 n-er o S easy onL &glp]e nﬂ%nj QS l:trggltl'l'nopeglmﬂ:@ttsause e rgr.%lna@ rlﬂ?cﬁﬁgqiam and the

eac currenc% document . det er mine,

ué?ﬁ'@’dé%'ﬂﬁ‘dd‘éi”é?’m'ﬁéﬁ“ﬁ“ ntrLy, a va?’uem?eor each

currency docunent; unt. t.he cu renc docu

CCPREE. gt A AR PRl Sty § HapeRt s RESHTRALS auin

f eigetye of hRoieRt: auedrpin e aitTHEsES 5f‘1"ﬂ§“&ﬁi3“‘ auhemises Rgreg

casecnrgwcy document, the currency docunent having

di sposed thereon or [heroin coded data including a

p lopHoaally, thy aobutcdddok: et mriglyritdiceiwsol a tprstioatpthfoRnd wherein the action

i muelhdddiuagng the compuS£FRdnig pelBii € Ghst &R RS veriyma tthe |rergston gipres of the
%dgc%éh R b b AP he RGN Wihe P Gaima®. 15 sensed

code data portion, indicating data at |least-partially

I '&grl Eaﬁ}t' Y SnQdtion s@fls & Q @&Iﬂm‘ﬂ“y Rbicalivd BF wibihicF Rd beirity GOGTR Atigast one

an | eant. par 2 )G befaelr€l NQ

a dT“é’f"fdsﬁcmgldﬁ‘ﬁa u?%‘% e'é\ag IPE)a%t r’?l E i dentity;
oplt, B Sl msmr'ag%o%a e YRlcfbe bQosthedPIRUARY somay

s§)§ &m e conputer sy stem el ng responswe to

dlCtIn atato det . exed in the
ﬂ%\ ﬂ'i;g% stcgcs acr eynealr or,cac scb %d%&[‘ﬁl &@eﬁn I’]g d th

recelve signature
p&‘ﬁbm W&l‘itdﬁ’éﬂt’ﬁ"l’:"a‘ﬁde“”f' ﬁé“‘i’:‘l}‘? f'“é‘ﬂ’lfﬁf docunent usi ng t he
received identity and the received signature

e, dpre S B {5 BEHICEREE 0f % AT B BT s s
d epreemingreysactioh miged th e Faute dopentntjinglodite & tpnsaction fypr ipgluding at least one
A S5 adadibrddiang) iliehtitibstiEpartieslifvEle Gihe GOSANIE; 2 irans<B)ivh ivoIveH o lagation of the
t nﬁsm@tﬁ)ﬁ: 'z!r[dl J]M:atgpﬁm%n he@i@d Uﬂﬁ&cﬁﬁﬁ hrribu@ B ludkcQl 186 bhe®B currency;
t I?sseuc |I:'.u % nt Ln% ma%un s: € E)I%P w¥rk4 Q’l Ldm‘t’:& aQ.LecE Jﬂ:ﬁbute including at least

r SEpEETTVE Ssecut | 0| n:,?p stored in a nd Tmit: 4
(7 8" SHTIF 3 AP T‘&‘?‘"‘dﬁ‘ﬂ’h%‘é T“B‘ 7 s B2 e
docunent to be determ ned. 25 Optionally, the
security docunent includes anti-forgery protection,
each coded data portion being further indicative of
at least part of a signature, the signature being
formed by encrypting at |east part of the identity
using a private key of public/privatc key pair, such
that: valid security docunments can only be created
using the private key; and, validity of the security
docunment can be confirned using the correspondi ng
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30 conputer system receiving indicating data froma

sensi ng device, the sensing device being responsive to

sensing of the coded data to generate indicating data

at least partially indicative of the identity;

determining, using the indicating data, a determ ned

identity; accessi.ng, using the determ ned identi tsy,

t MENESREE19N data stored in a data store, FREAU2005/000066

transaction data being indicative of a security

docunent status; determ ning3i-using the security

docunent status, if the security docunent is stolen;

alal atiitte melsipe Frdtest ong ofacard /e SR ingiEtiom AP ENTPRST; issue datg: expiry date;

CaM%mMg the security docunent to be recovered. WO

20051111926 PCTI AU20051000066 -62 in another broad

f @hui¥hditd) Qach d3¥ER Qiid pRRonIf DidtieClRRa1Re STEX IO Elartfo# sigmpund, thosignange being &

t ﬁ%ﬁﬁ? Julrego?z?t M%{! |o%r*’3dmrl&ut§}?£}-!d Whebedh the GRfert! FRAMfigured ?ijﬁéﬁmmg, from the

SeCur.l cunent havi i s r i

c&’&‘é“ﬂ"gcf%"f’ 5%‘%'1?‘3‘3?“&:?“53%9 "ee‘? 0 i %Eogeﬁggg?' Y poﬁﬁér}gc, Y

e AsPrepiyEREche desprminep Wrpty W] PR BIHE " WEESTIEVETST™ at | east

an identity of the security docunent. . t t ho .

i Qetionrdly, fhgysiEnprpe ia e SiplSERYe GRS I PO %5’“3#5'? %*“Q Fbreacomine

t aidiEEabe pRdging beiny @ fegst aepfa PrsieteTed PG B PSR "EBs| ng 5

at | east one coded data portion; determning, usin

t Kpetiogely, e ertite sigmre Senraded wiBISHTA PO IARIPHTP™ 1 a‘r*%fﬂgf’ A

d @ilades hduehisiapdcviveeodipurddhescisel e mimbdr pf qded gedtacporsieng (prthepely determine the

dogHERtme. and transferring the indicating data to a

conputer system the conputer system being responsive

t Qprolly, i it RGuaekAtpfiralind oftipslid] @chti:aacaehmg i péshiorstr @pl@dlity of
a ta store ! s Enirg @ 1434 part of the signature.

n |sgﬂéctfa]ﬁ/"éo%g%'ﬁn?egwggéﬂ&%p% %g%tdﬁ‘ﬁner @%fa]ngecurrty o

d C:H:'Jﬁmﬁmﬁgaﬁié’sﬁﬂ&%ﬂymﬁﬁ?ﬁ&duQaﬁh%dhuﬁw..d conparing the

transattion data to one or nore predet erm ned patterns

t % toﬁaﬁr %Q¥ud9de € [5 pil rt)e? of tneesm‘Pa%eetéiﬁé’]aq ResPdpe o nRIRHERE GndOh irfrared-

calt™fT"ow anonal’y. 1n an tenth broad formthe

i APEPPTBh provi des a security document database, the

dat abase storing security docunent . a_incl udi ion
F PR e PO AR B BT TP bR R e
data, the identity data being at. |east partially

i QEFoReYY {52t B codth d‘é’ﬁ"ﬂ‘f"'t“iﬁ“'dl?‘%{"ﬁ” SEEEE

e-security docunent;
attribute data, the attribute.data bein Sto.
DGPTSR A 8 i en e
S eertinn priesfesd FERITRAFIER W/ i n, i n use, the security
docunent 15 database allows a conputer systemto: . ded
r @etishalie = Ik toroe of the soded difg PioTripoade & IRy Po gt § MGGt U regpective <
| @asortipay fositeh biyhe rekpraivecerted dp paton pit the|sefaest o sk the foded g pordons; a
| Gk i dihenrediAGhe IR SignaiBpar, & tubiis Biidegsd laagienst he recei ved
indicating data and the security docunent data to
p%ﬁoﬁﬁlmtt@ r&odaft_fa.laciﬁluﬁs f0Gt alead réﬂ:.u'ﬁeht dalapdag QWFHE tryor comrection; Reed-
d%g%m%(ﬂ;m&%rh%%ﬁdwcﬁeﬁﬁcﬁé)h{d bute data is at |east

I a [

par y Indicative of a signature, the signature

bey Dy o .ta | t of! | brladeociaR) Gith the identity; a
Vm%gr;ogalllﬁ o d%i Eaa%namr@ IRt St B off DEndbrd Rubblrtads th the identity

h J.on 1 ncl s.the co - .
R oL e PR ket e b5 8 T Bloa L Dot nd
t yesifigbletufifersserissPerdiviPYplis keyy cipheraet Produeed t 1°PSing 7Pt Ut RO pher
a 1l PR aiCHy ieBryYPHiE attieas the ddomfitywiver widem pumerged: ipharteg preduisdjeae &
Al Gnd variaiBRR e AfespSMtiBE AT ke; aREEifheridn parkuckddEig RS S Breryption.
of . verifying the transaction status of the security
docunent; and, updating the transaction status of the
security docunent. Optionally, the transaction status
is at least partially indicative of whether the
security docunent is at least one 25 of. a copied
security docunent; a stolen security docunent; and, a
counterfeit security docunent. QOptionally, the
dat abase can be queried in order to determ ne the
presence or absence or a cash fl ow anomaly.

Optionally, the database stores a key pair for each
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Optionally, the attribute data is at least partially
i ndicative of at |east one: a transaction history data
30 representing transactions related to the security
docunent including; a transaction type including at
| east one of., transaction details; identities of
parties involved in the transaction; a transacth%Immﬁ
aWBusHLIRs| ocation of the transaction; anf¢Ta%™
| ocation of the sensing device; a currency note
attribute including at | easttdene of. currency; issue
country; denom nation; note side; printing works d .
< Bronsly. i ISR dospme BakIo2t F PP FRI NI S Byl e o
OR@ermble Gt IvaIEy or CPus LA lotigry Fighes priinswant o Ficketetpds Ud‘lﬁ“‘yﬁﬁ‘% dpeument,
S QkH 8 drivdiRess or Repdrt Y date; check value; and linmt; a
MD 2005/ 111926 PCT/ A112005/ 000066 -63 card attribute
’uﬁ&ﬁ)‘ e citled HAS biraflda® inQkcordher Ghtht dy R@t orie Jayenk h@mg r-fold rotational

| e ket ULherQQ 3 SPRGQ E}Jmﬁrudmgl S hfRer SliGouss ¥R UY robiid@s apar
f Mffh iU
? H:Pltth gfltrl: UH&'F %ft e@séana ub-la%muﬁ mclug‘ {ng rSaqm %%ﬂ%&&%%@tmﬁuﬁshw that sub-

€as si gnat ur e,

t heouidiog resh Pheruterg a  digital S|gnature of at |east

part of the identity, and wherein the systemjs onal
C BpiRaliu e oo daaie FEPAT AcsoRFES G leash o L 51"%5 B
syttt Wi e & i lehgmial the/layawi dnceding joRepiation-ni@ring @A PIRTiFfRECH sequence of
S irOiakrUhuRiplP Al of 7 5,06k, wikbitNR Bisiof BEr€ cdel e @GyMbplt bying distribited at 7
d %&H&(?J%ut y&ﬁu@ gf rLtQﬁna mm%ybudﬁﬂﬁﬂaidyco%dhekﬁﬂiulﬁﬁ cach of the 1
! srlersl’tgn F the gducc% T%regrlgtmﬂ ?mpé'fu&mn%chﬂ@&ka, dhch ertE?cntatlon

sf"ghattire i §° b .
C PR AP SH 5 o e SRt ege 57 B B gl oo o
paddanNHWM@ paddi ng being at |east one of. a
predet erm ned nunber, and, a random nunber.
Qptriowiatht speurity Mesurespitdihese isusgihiae aFiEpdioETsghing BRI drep T ptesecu
P biddiin@htibbvihg @poed hechn datheeinpmodet Rataissludingie pymber of cpdeq e portions, cach
Syo%&ecﬂaa pokidn ibRIG ﬁ?&m B{;ﬁ lfﬁm&fmg sebaini mﬂmﬁa e telddipg, in 2
Scr L st TG ingChaica Alaerifl debi@NSBe &Bind RGECHRE responsive to
dﬁf’%{'g n}]'g‘f fj’g‘g Sclat:al t%ntnumm |.n§ {.ﬁqp a tgj m%lcatlggtf bQ r@lltl yyulf thk B@du&@x@lﬁ%d

grural i . each | mlt .
d dpting. pye thh@wrs‘as'g'idﬁfwa%ﬁ“%mﬁaﬁ F‘é?dn I8 fatp e, e Sy Bl AT
e picbdiendyy df heprpdaeiteims dng; rackipdnfgmpbryr al i ty of second
synbol s defining at |east part of the signature.
Qbtiomita ihk yepsing Breiceciosthéet adiersing ddapied \aibsiield it 4 vt s higdiagprspugee for
t pr&mg M R2i Hedded dhprtionliacntdp tor serRing thesy lkabtle: expoekbgided detagoriio; and,

(;;E&s@ foPJ&mh%ﬁ.g,% éfu@&%a#&k Bfkedtbdeh & $4rtioR/3 Gend idenity)

I'sible 1nk an i nfrared- absorptive ink.

%Fdo&ﬁ)a Il %ecuély ﬁuc&%‘%ﬂmﬁ@t i us}e@ mpJ Rtiod e de&hﬁﬂﬁfg &moﬁnﬁl'féltysecunty

¢ e & 0I GO
ng:c?mc?lna |swm€§f Jorugtgné avm% L pocs% ?tﬁ%bco&d Jlaﬁ mgl{lmtﬂ hm f ded

at da %Or %I on. enc](l)mm ué %a-ast
o A Frions G S48 PSR B3P t’fh@ B o & STOhSEUT
f oarwbabighanernthasignitay being ¢ i siveng qbat ltserah o the édg tlgn'ﬂierem the method
WikEi§ded: i a eauiB deviatl @ckingl &ticast an2 &dqy@m pogipn: andEendatie. gsing the scnsed coded
r @a&pﬁﬁgﬂ %@icﬁﬁggﬁ@hddfcﬁivmf tha idéaftd; ) @l tkagk, ondbignbr@@ 8, B GNABocessor:

deten?mnghgoq‘( th: F&!M ta'd%%mcﬁ q&ﬂ mﬁl et R8sk 1 Bindfsigdmre par;

ey Lo SRS Lo B85 1802 RO Bty B 0o
S one fgggmained Hengprs@of t he coded data portions; a S|ze of

a signature: an identity of a signature Eart i

U Aptiomslly fhe Pyl deremeses CRRFEa uaﬁgm@cg oATETe « Roff e ki ey
d ate@nent/ 1] sesatisdoguientt braing dispeyel thgicon of theiif Fekdeh 2 dnsluBng 2 qugbg of coded
allowi ng error correction; Reed- 25 Sol onon data; and,
Cyclic Redundancy Check (CRC) data. Optionally, the
digital signature includes at |east one of: a random
nunber associated with the identity; a keyed hash of

at least the identity; a keyed hash of at |east the
identity produced using a private key, and verifiable
usi ng a correspondi ng public key; cipher-text produced
by encrypting at |east the identity; cipher-
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text produced by encrypting at least the identity and

a random nunber, and, cipher-text produced using a 30
private key, and verifiable using a correspondi ng

public key; and, cipher-text produced using RSA
encryption. WO 2005/111926 PCT/ AU2005/ 000066 -64
Optionally, the security docunent is at |east one of.
avaumoesanozs note: a check: a credit or debi tPCEAP#0S/Q006e
redeemabl e ticket, voucher_ or coupon; a lottery

ticket or instant win ticketgs.and, an identity card or
docunent, such as a driver's Ilcense or passpart.

Opgitd oriads eych cddbvialate prafionlbeiha ingicaties ofat jeashBAdsmtionpT HE EBFR dpfips™ =
V\"vﬁxﬂmﬁ}-e he@3$ Eclﬂﬁbemhayﬂiﬁr speawi wgiving Bdtathsdeot fan Dvesing degice, the
SYOTELEYer b ‘?.!sﬁnéwt tol sgm,@gt Dflu,@ 3&ibd datd, gedeR ildmyfag data indicative of the

! ed' 1den ALCessin
Ir 2@!&1’:}!& fhgffgmg gcen I crrnu%m ﬁ'c!éngt }rﬁé&g? QJm.aL @eq!m;u 8id tity; B,

e o B PRCT GO B P B
d adfa@maibvaindiclive tof Fhg Uicsirog! thenwppurisy (fpRumens sk f‘“W‘B‘i‘Fr & ﬂh"‘ mracking
O typfatisi ibmd styp@ydocunedp s b possibleldyplicsthe coded data is

arranged in accordance with at |east one |ayout having

n (fpﬁl:’nﬁy iR ts@hrinodbedment WE kdgd bywliren® countirsforgebuniing spgiency gaguments,
t hech 'c&XnQHacﬁﬂﬁ TeIMY gispgs@d SR br 1RRMmIchid GRtidcR@ngtaiutber of coded data

n é%%g:lfcg g)d%hds gcl:'lrt On . mg md:cat]:l?Q oiaﬂ 130&{)'%9 %'rc cEHéL:S« Iai&‘uﬁen%@fmumcr

’ or mvll i
btehgnermdte e B Y B U, AR outCbc souis °““’“§¥ PrRding

1 Ghuated wweady degumentst r fed gchlsg fof W@WW?W&T‘““’&I e tis Ry o the

t R Merb 0 et Math; etk fofentilget kwst oger dods atat Ao prisforcpich ypgacy document
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related to one or nore security docunents; a cash 20

fl ow demand forecast; and, a geographic trend.
Optionally, the conputer systemincludes a display

devi ce, wherein the set of instructions, when executed
by the conmputer system cause the conputer systemto

di spl ay, using the display device, at |east one oil

the conparison data; and, the transacti on data.
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further indicative of at |east part of a signature,

the signature being a digital signature of at |east

part of the identity, and wherein the set of
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using RSA encryption. Optionally, the security
docunent is at | east one of. a currency note; acheck;
a credit or debit card; a redeenable ticket, voucher,
or coupon; a lottery ticket or instant win ticket;
and, an identity card or docunment, 25 such as a
driver's license or passport. Optionally, the identity
is indicative of at.l|least one of. a currency note
attribute including at | east one of.



]5

20

25

30

35

currency; issue country; denom nation; note side;
printing works; and serial nunber; a check attribute

i ncluding at | east one of. currency; issuing
institution; account nunber; serial nunber, expiry

date; check wvalue; and limt a card attribute
including at | east one of: card type; issui ng

i P 2009011%6%; account nunber; issue 30 dat &CT@RNLP0066
date; and limt. WO 20051111926 PCTI AU2005/ 000066 - 70
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| east one coded data portion; and, generating, using
the sensed coded data portion, i ndi cating data
indicative of. the identity; and, at |east one
signature part; in a processor: determning, fromthe
indicating data: a determ ned identity; and, at |east
one determned signature part; determning if the
security docunment is a counterfeit docunent using the
determined identity and the at | east one determn ned
signature part. 30 Optionally, the set of
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determ ning a possible duplicated security docunent,
wherein the nethod includes, in a conputer system
receiving indicating data froma sensing device, the
sensing devi ce being responsive to sensing of the

coded data to generate indicating data indicative of
the identity of the security docunent; determ.nin

f MSha0p3Ha1924 ndi cati ng data, a determi ned i dentAtsp 00066
accessing, using the determned identity, tracking

data indicative of., the 35-Tdentity or the security
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I'oh berng 1ndicative of. the identity
ofless e HFENR BT TR docurment ; and, at |east part of the
signature; and, printing the cod dat nth .
sé{%ﬂﬂ“?“ﬁ’ yhc SlelFﬁéﬂT“ is Wﬂﬂgﬁ%ﬂnp tam{e qlere % ?_nslrucngns when executed in
i i topmpmtrisgiey furthoh eerforms P cqupnng ngefoq?ﬁ'&f'@r tegPRLpEpudine in ¢
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ent i ity; generating coded data at | east
partlally indicative of. the identity of the security
docunent; and, at |east pan of the signature; and,
printing the coded data on the security docunent. 25
Optionally, the set of instructions, when executed in
the conputer systemfurther records a transaction
relating to the security docunment, the system
i ncluding a conputer system for; receiving indicating
data froma sensing device, the sensing device being
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| east partially indicative of: the identity of the
security docunent; and, the transaction; and,

updating, using the received indicating data,
transaction data stored in a data store, the
transaction data being indicative ot: the 30 identity
of the s ﬁunty document; and, the transactdc@Ryzoosmooess
QB%O%P%H y, the set of i nstruct | ons, when executed in
the conputer system further Ferforms a method for

noni toring transactions i nvol¥ing the security
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currency document; determ ne, fromthe sensed
identity, a deternmined value for each currency
docunent; and, count the currency docunents using the
determ ned val ues. 20 Optionally, the set of
i nstructions, when executed in a processor for use in
a device for authenticating security docunents, cause
the processor to: receive indicating data froma
sensor in the device, the sensor being responsive to
sensing of the coded data to generate indicating data
at least partially indicative ofi the identity; and,
at | east part of the signature; determine, fromthe
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Optionally, the security docunent is a currency
docunent and where the set of instructions, when
executed in the conputer system further perforns a

nmet hod of counting currency docunents, the nethod
including, in a sensing device: sensing at | east one
coded data portion for each currency docunent;
owaenag, using the sensed coded data pfﬁ"i’jflgl’ﬂs’"m“
indicating data at |least partially indicative of the
identity of each currency 36Gs4docunent; and,
transferring the indicating data to the conputer .
SOrsibrally, thet shiizntisasiomis peefprmeshpy gt keppt P9E96 TR PRERSHTH TS @ GRPPIY Fstpy gheretn
| ilirkabor R@erEla taliciing del etlen partially, indirgiivef: theidentty didct fepshigr of the
A, Bure; Gha SSLE A iRRGkink BRI deledmplariys@ACh cur rency

docunent determ ne, using each determned identity, a
V%!ti%llyf B ind%ﬂﬁpdaﬁ G lerhrfartfee 1o @2 GAHIRE byistenndd thast ROdEARer thil@rrency counter

currency docunents usin JELRE Y hdRGHRY B W8 Surency documents
dﬁ’i"l’"ﬁ“ﬁ'&‘%‘/ﬁ“ﬂ?’ e %epéeﬁgwl%dh%%urrent clmé a currency

deevifefanipe BNERrAEPEYhe set of instructions, when
executed in 35 the conputer systen1furthe;.Rg&&g@ﬁgnqm
nenvierely, e FuTsGy PRI imElider t GPN VSR 1 TRPIHGT 8 EUFTeREY
dpe-ewmenisplay.tweng hedisrtpg devica pElbagr ey resuity pf 3 aWBepricpting o drash g gy
S@Bive Gvaland S@&tft@Ne coded data portion; generating,
using the sensed WO 20051111926 PCTI AU20051000066 -73
copipdildt amper din@ninclidhdidadddigr stheteat bt coe a sy fpayheptigiipg the
| DG Ak GrsQid, paddingird Sitbalining 140 bigrhrlke) wEddd thePRrGsot@titiF@Rlichtication
an% t L?%%ﬁdﬂﬁ%k of a signature, the signature being
2B GREA R Ure of at least part of the identity:
2B b DS P, vhldSrchAf e oBhol Blidod locisck mﬁg Eurrency
S e conputer system being re:

e BB PR Tor & et SRR b el chl e
citas eurrengy doeume\RRTIncY desyTepl Sfributesn epd e AR FF SFGRAT ™™ ™ .
Péufrénty cadiintknewit scoadde the 5 currency docunent using the
received identity and the received signature part; .
aogipnailynthy Sesqorisedidiug signatreief@ides prtof theddeptiteaid 3¢ east qogpf predetermined
d gl @i HheMEiding kg @ edstvht of: @ fr@ietur@bicdinoistiat dnf, ¥ rendem viaribere
associated with the currency docunment. Optionally,

t BRioRAC S bntiry sigh@tGrt ARMbded Within & @RSlinpuTlddedXpp porprahETEFip e system
t Eaudl:sqﬁeﬂgdsikgydenﬁlcﬂﬂgm koChetSd Ymubniiel biCedded %8 pertiont h@:m:nby determine the
respective security docunent and being stored in a
dﬂ?gmg?%?e to allow for duplication of the security
document tao be determ ne 10 i :
SBRPP e 0 AT AEBCE e o e bl o s o
e Bretymetreerdipadieadersiay T4 TR PhTtsome e Paliprining phipRskBart pAHE signprure.
at least part of a signature, the signature being

f Eptieretly, e codsr dapajartrtngely invisihle s e “??Hfdth“’ﬂf’?' the identity

using a private key of publiclprjvate key pair, such

{ Potoray Bt o8t e ey S TR I 2L OBy el s s
usbkangjve idkhe private key; and, validity of the security
docunent can be confirnmed using the corresponding .

D Giloally, feopded da@istrropifed bubyjentiafrainaidsnt wigf visibls ymapppRi et
executed in the conputer systemfurther perforns a
nejtioell apkastbs cpdeddw eqriomepeades S ekig Fis8We-uri t y docunent,

the nethod including in a conputer system receiving .

i ofiomyt theryriel signararc s fagpad 4o @ ity of ievAme st b B R SR @"%ﬂd data
dprics @cafie ReediRSPANBPare t 0 sensing of the coded data

to generate indicating data at |east partially
indicative of the identity; determ ning, using the
indicating data, a determ ned identity; accessing,
using the determned identity, transaction data stored
in a data store, the transaction data being

indicative of a security docunent status; determ ning,
using the security docunent status, if the security 20
document is stolen; and, in response to a positive
determ nation, causing the security docunent to be
recovered. In a twelfth broad formthe invention



or thereon at | east one coded data portion being
indicative of at least an identity of the currency
docunent, the 25 currency counter having: an input for
recei ving a nunber of currency docunents to be

counted; an output for providing counted currency
docunents; a feed nmechani smfor transportig& currencg
dwepeeingzef rom t he i nput  to the out put al BREAB0PWAYK
path; a sensor for sensing at |east one coded data
portion for each currency dgcunent transported al ong
the feed path; and, a processor, the set of .

i Dpdonall; ttileasn sme giithe podeshdatepprtions ersgde prfast ong plleratiop pf e ceapiy e fgfed
t AR REQEEHBSRA ofthe respelito@sdad dme porfon @ne tinfaccatsizd aftsdoded s portions; a

. senselimrred il dr RRkble @ and usSHFRI3 Reatighent i ty for
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each currency docunent; determne, fromthe sensed

i %\‘H)LJ]];, ﬁve o@ecd\ﬁla %meﬂﬁ Ghasy SHe WE rdi@baneRE; tata ﬂuﬁﬁ@ﬁﬁycomﬁon: Reed-
aaPePh A S e LA G WY 0T ted data port on

g further. ] d%i G 1n M GiesQf 1 S R bk oS GHBAe Uleiicy:
t%@mgggnﬁfﬁygm elnﬁ%gﬁa&gazggﬁﬁii§§§Lurelgél%galegéab N;
pdPEd Tath of i drat BRREIYp FRHBRE f 1FHE® LBEY BPFNSTEALT T ong.

C auiEwleting aprowendngpublic eycurietext PEdCHdN FIRRING B IF2Hie Ifepy: cipher-
C ol pRBEY6 15} @AM brdsast the idergty taiien regens Bedbarched EipheTexbimefuctdising 2
a%r%Ja@ @eg,tanﬁg'ﬁiaﬁﬁﬂr?g%‘éonﬁdp&ﬁiﬁé HEekPald, iR 2QRBLa1ERREA encryption.
PCTI AU20051000066 -74 Optionally, the authentication

| opfditf, M B Rnc) Yochent 18 Hast GREF: Qfcurrchd] ot s GRES § Oredit 0B By cadt; 2
cQl aHlEb{% Eick%r.y%ﬁcﬁe% [ Sy il G iRfRGHHEL anl] GNERAS & o document,
!2@#;?F§Q%£ﬁgwgagmﬁbéaft pa[tls L% |nd!cat{ve of . ghe

[ , , ast part o e signature; and, _
transfers the indicati nﬁ dat ari to t henm%gtggw en s gtth?%m of
QfFioatarhe ertpHbfislr o MRy a8 A TE  Fansm tted 10 the.
C O¥RERSE STUESPURrG Hnarmindtiens age PiePrigting Jotks and 158 EPFeh E*g?:lk “‘“':“”:
C GHdIMir@ fat ledSt cBCENSrren@RiGhinCiotingpR;CAothd T Ferial mymber; expiry date; check
Pragdeh S 188 bR IdiRfar 16kt bl 0N 1 GLUE MLt diongaynt fuleer; issuc
CULL SREYdQGWRARNt S provided in the input; and,
periodi'cally. Optionally, the currency counter

! o] .§hea|:otgxi:l W @M heCReordhdd® wiX 8 Gddd: Gﬁi_ 1kt thﬁxﬂng n-fold rotational
! % s \'vli%rrésr’; isga?}éass’t' tio) th ﬂfou: R RS S B R cal 514 bR 1/m Y diBhs apart
t ﬁ@mapsp ay : cvice a eas_t g‘ne Of 1-i iceai'cl'nu ldattasthaPIi irlanish 5 that sub-
2 GHOHFE TR PSR 2 I3t o Sy ouH PRl iRg [P R B ST U e NT v al U6
arpglout fmewlyetier woleyedt. 10 Optional ly, the currency

counter includes a data store for storing at |east

O tionaly, Kiycoded datnia tuirpeseet fncastordenge tifeat layy P?ee!%ev hatisg fiftich ogional
aRGhmepacidicMGs af 1B 16ke the Tayvinrehonding tohvstatph-pdicetingrdesz comprising? eqyence of
PP RESSMipRES § Qb1 WheRei s iokedd 6] each Sricstg shatioBbelf ditvibked at
! RM_%ﬁIJn? ﬂbdmﬁg ?Eﬂus'ﬂto\?\ﬁr%%ﬁm%}n&? %{‘;ljm)bfayuu‘i ﬁ.@n Iﬁi?&eco@ir‘lg the symbols at 2ach of the a
i nstr uctil ons, wnen execut ed the processor. ca U Sesentation
t e oR ok B gyou REpducsgy TR SERTATORS Y 8 Y ST i

geemprisve @ difierefit evalici shify of b eeaiontingispting frig spdiicing woigpfive g the degree of
| eddsitn cOgaye.;, the tine the currency counter scanned

15 the currency docunent; currency docunent

aloktiohdly) iR Sét oRRghctibrs SvhbroB&ttedon the kortplie sptsmrfigthie peogyAtmethod of
WRERing h@urvefichl B YneHREIMFRREme) VRS cobfuen Y h: reéping DUiatink Ytz from »
t. Pc%:{uﬁldgrﬁgthg E&sir’g%evﬁta SLing l*&ltparlsivesl:b g:m WF e cgcfed &ka '(J.' &ﬁ\fm ke irﬁﬁaftiﬁg data
B
P FeTEFkiE BRRiSRB AR Peine i Er Vet e AR o BIRBIEFTY dBoument, g, racking
Opfarenal |y, the entire signature is encoded within a
plurality of coded data portions and wherein the

system 20 includes the sensing device configured to
sense a nunber of coded data portions to thereby
determine the entire signature. Optionally, the coded
data includes a plurality of |ayouts, each |ayout
defining the position of a plurality of first synbols
encoding the identity, and a plurality of second

synmbol s defining at | east part of the signature.
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Optionally, the coded data is substantially invisible

to an unai ded human. 25 Optionally, the coded data is

printed on the surface using at |east one of. an

invisible ink; and, an infrared- absorptive ink.

Optionally, the coded data is provided substantially

coi ncident wth visible human-readabl e information.

Oic 2095411936 at | east one coded data porti on PENABHELR

entire signature. Optionally the entire signature is

formed froma plurality of sjegnature parts, and

wherein each coded data 30 portion encodes a

I @Gy, iy @ndng gevit ohdesyrdhpusing ADre® © OSHEN by ORE in use; a radiation source for
%‘:A a@%@gﬁ\ﬁ% pom%fh s%i’r fofsaing e at 1edst ohseg@ied $dgata@hition; and,

the %89%9& gﬁrﬁﬂxgﬂ%gttﬁa%ﬂémﬁ‘r@&%@cﬁméh dekaG i, 2QRRd Qlntity.2

| 883FTon of the respective coded data portion; a
p Iutnah])cr) Mhe %I: OI’ mﬁmé’n@rﬁ nﬁu@rt Jx%ﬁtedclg%dongﬂgraysﬁﬂ I ehirin®@ rbcrﬁﬂ'lsfahﬁfa}::f
dce; g A i in
dg?nglﬁx&gt h?ognte lt cumalgn u{ncn?qrr: % %ocB-QeH ll Q&Sd 5 trbeérCor

ture
U abdatg rolydingls ’ﬁ%‘?'-‘é?f PR PO = %F{%‘F’T‘“})‘&"%"’“‘“““ dgn ientity
dat the durrndy dchersens tnd) apimesttparef @ sigbture. the digfies ftined ielip! sigaqyreyof at least
alphr3MnEGeny; ke R me@@ilincde;: inRe@dng d&icSedntnzaticag e acdedddagiportion;

qé.r?d, %cﬂ:eraﬁg m%m@tﬁ&mﬂmmﬂﬁﬁ@@m Qafcdria v [te identityledd, at least

e ol PR i e 05 et o

R W"F"d@ﬁt‘l“‘f‘?‘”@’aﬁﬁ‘éﬁ%’a“héy frefis SRS s ve
| dempindd ety orduf eidey o ARFTEHITFEL B key, and verifiable
usi ng a correspondi ng public key; cipher-text produced
b yOptsmally, yiiptsecrof ingtuctionsaehen ¢xkrated i dlg toprpifer syseph PF’ETF 8 method of
praeshdiRg gossibe AGIAR iufigcycdeuhea Sherdin e mangqmy i m ehmputer system:
r EHEQQJE Hﬁpﬁﬁu ﬁ'@ﬁ‘gsens;f &bi&r thd By RUIQBLiREQ Elpddsie RiGensingloDthe coded

PT, Ifﬂ\‘/ wtée%&mte %dwa:m&%ata lilahie FhSaeHi S}gm@m‘ﬁ&;’ E&ﬁ-ﬂ:&nﬂleﬂﬂm from the
er -t ext rgr 0 ucaedqd 31 | urjagm §at1“g_,mitw of: the

o HSIYBRP A Snpst OB e e

| ademty dithe curfency gloqument; e‘?‘i‘cyﬂ'ﬂh‘@t”é“““ﬁ’“‘bﬁé‘taﬁ“ °5“'e PGty of g currency
d @bivbenc @, détersining, Gtiebarmtkine infoimplicotif thegysmrsy doeumer fs 2 pegiiffiripplicate.
a lottery ticket or instant win ticket; and, an

| pitdlly, yheGaro ingnctde.Ctham errsted it Shy CHRPHISF sysioghy fogpgrypergorms a method of
I Ipﬁ.amﬁgen QFrenP GG PR thavinPat clr iR | flayice, h@etiod drmlbditgy crfaing the currency
. %‘# l:le\/eﬁnu% nﬁ*derlt:@%&m@d’\ﬁth Qfe cur@ncg WcinRRCpénerati}la@ignanme using the

%ﬂrg et S%ﬁ&lfmr‘]e ein % a T Iog%t eas@lﬂﬁu ¢1dEMIJy5gMIJg%Wdﬂt& the coded

r
WSFRES R RIES PP PSR L RS Ao P o] S s e ey of
atthe|carprary despreent findca feas PRESyP hF ST, n%'f'ﬁ'gt‘h&ﬁ"éfﬁ "““’a?f‘c ney
Nyedaedne. serial number; expiry date; check value; and
limt; a card attri bute i ncl udi ng at |cast one of card
t VP Rainally, STkt inbtiugiois] wHen @eRutediD GIB LPtpuR ARt furtheropsgms @ method of
d%t'nﬁmg tﬁ%&l‘r&ﬂy %In@nt h@AE a |cﬁrfﬂc§ ot itﬂl'lﬁi:l‘.hlm:y inchidhg reeddhe curency
%oc I nt stgnandgn%gy da élé%éﬁ#y SgngVM ILAQt p@&iall!y GidiSdiveQV & identity of the
| &08TPt FSVIRG ot ord rof ati onﬁ SYet mwg%@de%w .
| gt ST, i e B O T R 2T Y
S krripting themeesivedddertingige Ysig 2 feissf K lﬂsts?cﬁﬁis"’"gﬁﬁpltblm key, grqrating a signature
C QBfighie dedmifico idatityhr, sigaturelbems digtahwansumnS bt deropatt of trddetlit; gegprating
I Qhadd &aQQt lwq:iaﬁﬂ! gkt G anetiddmiy Fins Elinﬁw d@in@ss dnb)at lestipae of the
| 24OML 1] 9M58E Boluheh w2 Uhak AiAME OPLI onal |y, t he

arranged 1 n accordance with at | east one

oulﬁlsl:llg I;L@ Eck JI} glsﬂfgm%l \anr eQJcnﬂd Im%%mputa'm% re&Mﬁﬂ wnshetion! Irchating

.enco

o b A TR P SR o it Bk
25 an i nteger nultlple m of |t synbols where inis

one or nore, each encoded synbol being distributed.at

it locations about a centre of rotational symetry of
the | ayout such that decoding the synbols at each of

the n orientations of the |ayout produces it
representations of the orientation-indicating data,

each representation
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conprising a different cyclic shift of the
orientation-indicating data and being indicative of

the degree of rotation of the layout 30 Optionally,

the set of instructions, when executed in the conputer
system further perforns a nethod of tracking the
currency docunent, the nethod including, in.a.co lﬂ&o?«!
SPEX2807111P¥cei vi ng i ndicating data from a §ET{§PWE}%

devi ce, the sensing device being responsive to sensing
of the coded data to generai®-indicating data
indicative of the identity of the product iteny and,

U plerts evig. therssising deyiprcbeiperespansjig i senpiesi 0B 95 S 4t 3R Pgtﬂﬁﬁg A
d &bsBparisity GdRve oft 2 idekaity A 15 couredsy dbaupao ind.ghe dfamsagtiopreidn gpdating, using
| R eGRLd iNRuf dats REnsdchbR B slodéd R dekaliiBre, @td irinRBDY dot Gebig MBinaiye of: the
angd,. tﬂ%%ckl ng 35 rlag%%g Js@n. WO 2005/ 111926

PEFR TSIt 0EEE™ @%l onal |y, the sensing device

i ncludes: a housi.n dapted . s 4 Rethod for
Gt o of REREE PR e RIS e Vil JGE | B s
C SEEEring FESRRvPIEPE WH@E@%&“P“’%E“ LERE PR EHe” 20T e st

O Midloweingp UneTtion iveivihe the tuEengyCieqings ) recciyfrg indicating Gits fromaseiine deyjes. the
d Qdu @iz eV Nbgng fepinkl@ th Re@sidtof ke@leds data o e bdigting et ¢ lepet paptially
D%Hu%f & Ry efhnd gty lo){umm@indi, QiR aduhsyttiont Gp@ariBee hisin@ fthe received
| DL FCh %@unio%mmﬁ% GG UL EGhbrd, Be fRGerGiAR Wik findB36iSel o8 #r each of &
f dFther Esr ornms a nethod of 5 determl R0giaRdam 1o ono or more
c Bt e FETTY Eﬁ'f"?“é'ﬁ&gga"égw,'fnﬁ% currepcy docunent
hapfersgpingd Rey5% 18 dierptpl AfeEpnF ths PreefR e BYEHRe © “o“&‘gg" data

i ncl uding a nunber of coded data portions eaochtcagq%gnmy
o @ptiengiy rtheises 9T [SETHEPS 1R TR REEOmPA YRR, TR e

C Wbchamaiabgke Gl phise stainkurrendy dpcorpesy datp plyding ffor saclyqf 8 pruspe; plgwrency
t R uSdn@ NRLHY QR ilintdat ibgiststllezstriagjria indieaveolf ampienting pfghe curreney
PAbbmAE bR dked BB bebributo datdVbie & 183st by RSicRElof ofibCk bigheBtribulesof the

a sensing device:. se o " o: receive,
p SPERSy ﬂcsclgnelghw :‘l‘l.'-la. el:nntles?, 21? %u%gicya&ocdrn%%.mbﬁm &QQ&Q tg@;rs@m t

.- usi.ng th ense . or
D P e, ARGt I ALV B R o BE ey A e
angre eurbutkse ppe the 1= adicging gl gRdsthgyargrey dopment ﬁ%i‘?e“é’é"a%l AN action
d Qiseiated wiih g currbncyiatuinkre | Ndi cati ng data: a detern ned
identity; and, at |east one determ ned signature

P @fpiicnall] @ie €dt Hfiindinidgms chusd theepratssor @ menjrorcrersagtineyipvojvige gyrency documents
c Q%mau%r fBiihe BRGHEB oM S biGhe th‘am@ Rhsig Bdviaading Abikiictdysensing of
af & 1l icati el eUdeRini ik currency document;
qjcﬂeé A o Bkt is L hi IR oA y d

on / ) t I nst.ructions., when [

e Eompab i ot P e s S ger A S5 EY Fhvales o
d exprisgetipi Adervgjnecindlsesyesdt: e idengiy oY thecuremy SoEtep et (e TR Ment
wherein the nmethod includes, in a conputer é%lst?m e
r CEismapy. ity SR ISR TR P B RoeoR &F 5 TR ITYER I pofgiceting
S @l®@icy gocah@t, caose [im iprogrssprass profing ingieatingcfiaig Epfe B FEFOIOR e ffaics, e sensor
C Qeldespbading ol sehsigiesT @k adi@! dienQigtnertitt djcati@idata it ivelt metkliy imicgife of: the
t R ISR G iEalt gmufthb Renbrkts; AR, BHCHITRIVating 842 Sdeffintiicdigsntity and at
frlo%f e | 1 catin \ . i i i rmined identi
38 s i e p S iy S Bl AE LA 3ok U ket et
d ardgheipt i o8 fpRoe e BRE™ | dentity of the currency
docunent; and, tracking information indjcative of t .
| Gl e G} ASeE B BTG SRR YRS T 3 B, doen "’,u_gl‘“f‘ i
U Sfiemgmottiraystem Sxrher prrjorinysf methadel £ORHng PUFenEY ARCORIENYS, B psped inctuding, in a
d QénkinpRIBtice] sEnsite 4D Q856 bnb kadicdcha pdriba foe caRiDcu@pmity dgpvabrc \ecnersing using the
sq;mgfm%p@;a{]ﬁ,@igni_ m?&ﬁngvmt@ Rt B$ERIbI Ondictivé Bf&p@mmwbemh currency
system further. tf.ornms erPbeing responsiv
R et ng bt WE Ll Glaom, B Rl Bl rsponsive
met hod i ncluding: creating the currency docunent;
determining an identity associated with the currency
docunent; generating a signature using the identity,
the signature being a digital signature of at |east

part of the identity; generating coded data, the coded
data including a nunber of coded data portions, each
coded data portion being indicative of: the identity

of 25 the currency docunent; and, at |east part of the
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Optionally, the set of instructions, when executed in
the conputer system further perfornms a nethod of
printing the currency docunent having a currency
feature, the method including: receiving the currency
docunent; receiving identity data, the identity data
being at least partially indicative of an i dentitgl of

t WO BOF/1E13R0 ency docunent, the identity dat JCB‘&U?PQ 1008066
encrypted using a public key; determning the identity
by decrypting the received.fglentity data using a

secret key associated with the public key; generating

a 15 the naitatineelat ors idewgmine, esing dhe dndigitingdite; ¢ drprpriiey) ideqtipycfor each ciimency
S| dedAdnk! UmnR] BB SuchCke@iminad idedting I Svilus Ife el cugrtocy dvgusent; g pount the
Of urbellS ade SRR dsihithe SERRLRANNY coded data at | east
partially i ndicative of: the identity of the currency

d %H{;[S]the t@]ﬁrgm:y J%taumgrﬁgg‘%mﬁardgiuﬁém dnd\Ghere B Qﬂagdd'ﬁ:ﬁéns. and gguwd in
printin e .code ata on ur.r

QoA s7on i gt Ard ! Wil G U com, e
t Hesthedirplyeiesetn o SSPUREIRICH GnTTRaT 1oort QRPGPIRS 4ot PRTFOR FEISTRE: Jine the sense
r ehdad dam gortioh, ndicdves dete: st feasrronyially ivdicprveaf an idopiyy o§paquayy document; and at
i Nl WitioNGigRmROREhaAiFe bEibSldRiI Higdinire df @ (et paft pghciidewitycead, frmgjerring
d Qﬁc%dfcgtigmaﬁ_tm&pc% éyJan;l,- %2 @unB@/sﬁHg @%A@}Qﬂﬂ@ @ the irdicating data to:
SgdgtSI e ﬁ-g € Yite Gdicatin h% N1 c%v&gidqutwa&ea R&hﬁggﬁﬁ.ﬁp&ﬂ?éﬁ&ti&@ the
sERETRG BT W IS ETHET UaF A 10 ginerate indicatl ng.dat a. .o
ateurmepes desymepy yging ths repeyed igrpfincead PRraetGE S PR AR E T 01 © The
C Upntheptsation, dRoINTERRRS theagseived BeRU. @ Feln SSEERTIo HemarneY document.
updating, using the received indicating data, . .
t rQptieele; e oprenyndopment ippleler Sthropy PERigEtian. D 1ty beinggniquely indicative of the
t raRARE turory dhatmant bei tage iordi iv atditay goroto allow fyrduplicgign ¢fj theycurrency
Of goduld&1 S blabimiaed. docunent,, and, the transaction. 5
Optionally, the set of instructions, when executed in

t Nridn AL cBrfencs SduRN ihariidtds @K forfk@Y frddcivs, each @it Wael phrdm being further
MODCLQ e Skadh Eaﬁlaﬁaas%dnﬁ!"tﬁe s'igﬁh\{&l b\-!ihﬁ_ﬁ&m&dﬁ? ederyfti©40 Gkt part of the identity

docunent, th hod 1 ncl uding, . o usin
ks DI BT R PPt R VRt fl i SRR €l ) 8B i

the currency. .
c st s s LAY 1 FTFTGH PR R AT B camagplue e
devi ce, the sensing device being responsﬁ'l%/ﬁleptalgl thod of
s eqpegrrlly tefsetcob demetianit e Begeh SRR ER THE PR A1 ©
| eesitering andlinginiency dcyrsitaizimiche mglding it 4 FROAUEREYRCME Greie opreing data
C Uon @ B6hg Bk1ad | B Bising &Vik,beiligi@pohdiva RS@gigioDdn codsihdbartd grygrate indicating
USD G 1ehGreilif GRIcdiGbs hOiadnBte 146 AhihiRD) usbh th@indidatin® BER 6 feteMied identity;
data st of eg'l ! rt]:rn?neg adten% St‘r;a:?sgcﬁon c&t@%orgdr iR B 3RCH kOl Wm data being
bRy T B O Tt T Por each of a nurrbder’of currency
o RSP & curgRey FASETRE =Y STPETIRE BTRSYC RERPAPTRY" fhe " O T
t rdoqvmaic s istolen: Rt i TEsEPT R PSYFrAe IR FREiRy Y FiEeRcy document to be
paicherdls to thereby determ ne the presence or absence
of a cash flow anomaly. Optionally, the set of
i NS4 hd@bth B foraibe Hvedioe prntidech fravestoh for wop devisy fosptyentinpyng security
f Updo G, uR REkr8 ldBeuddnt Havifg disdoR) Bdfeon &l @R ddaaat w@_s'&lly indi@tive of
daf I‘j&Qﬁ? G tétsgﬁlgncgcuﬁl% 18 D GharQ G BB bre ABL RaikiBG]ghbeicbGat 1eksOdart of
o ey e MUTDCT Oyl NG s g 198 UIFF DL PR e semor
ddte i PhBe FrerEHT BR A SRS 9 Cas artia fy e e
| hesetpqn s g R 45 o g, e B st owve o the
atidetitiybantl,at ickattoar; of thia eignartt; ditiypinee froppthpindiraing drtept defepningd identity and &t
P adadt brid idteyimihel Sin@rat pavtQnddfuthOiate OF sctnpity docartebtrusiiEnticdgermined fdppgty end
C Ul bBG Yne SREMILE Bina3RT €1 N, i N use, the currency
docunent dat abase all ows a conputer systemto;
receive, froma sensing device, indicating data at
| east partially indicative of at |east one of'. the
identity; and one or nore attributes; use the
received indicating data and the currency docunent
data to performan action 20 associated with the
currency docunent Optionally, the set of instructions
cause the processor to nonitor transactions involving
currency docunents including: receiving indicating
data from a sensing device, the sensing device being
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25 transaction data being indicative of. the identity
of the currency docunent; and, the transaction.
Optionally, the set -of instructions, when executed in

a processor for use in a device for authenticating
currency documents, cause the processor to: receive

i ndi cating data fron1a sensor in the device, the
SW0s00s/111BBi Nng r esponsi ve to sensing of t he PEHABA0SEHLPS
to generate indicating data at |east partially '
indicative of, the identityw-.-and, at |east part of

the signature; determ ne, fron1the indicating data, a

d @brionalts, themtocksshe detimhiges, a thy deteginef idepdty and A sorEfSpyet SFFTREH Slenanre;
S epPads s QlerpMindd; sighansh, to @d tehiedd dne adiegmitieh eigneturr Pat) @Y. Buthonticates the
dg&&%&hmg&gm% det @hpiRed identity and the at

| east’ one determ ned signature part, Optionally, the

C%nﬁﬁﬂf&eﬂ&&&ﬂﬁﬂ& hbdRofGdek@Om Y alGGdment and where the
# I nstructions, when executed in the conputer

d)é)g&ogﬂ%] t:hg EetﬂtLchluE@E ﬁl@[ﬂﬁ&w@ cﬁ?lﬁch@@ie Mcesﬁﬂiﬁﬂl tvherghe@tchs&myes the

t ho ggg&ng in a sensing device:
e

séﬁ%?ﬁﬁ”ﬂ?m?gy 1ﬁgﬁg%Egz dat a portlon for each

currency docunent eneratin 113 %ad . B whEIReGfbcessor and
c&HERY BW%%?tl%%sg \ Pmﬂ géta at Ieast partlallyim
i el aeRapLarprovige] & “I“H@H'f"i‘ f“iF of each currency document
and, transferri.ng the |nd|cat|ng data to.the 6ﬁf
s Patioely, cachmded dRAFORIEN S Gher nditNeR! AdeP B SEHIE LS
20l dchdBOG PG pAT T 1O BIBHYGHDGErein S7 groqesgor dermingic ot ifiating
daka etermelQt i@hdly B, at WSt ovg dérdi@indd nfhepieet fam pnd] gttisenticgies the scourity
d %Scﬁtl:lem uﬂl%q“: Idéée%m.\geh ta¥arid, S 6 @ Rl Bddcicitedsigafl@rent
e erm ne, using each determned identity, a val ue for
.&Lnaqay A ﬁ&% is QG rrg.mm oA ehst prCYTAE iddnfhPand 6Ushsk iR G predetermined
;5% V”&m% ngm#mls g gﬁrrengi docﬁﬁbnt and wher e t he
{ Dg.fu ;“‘Q S il U L1 QRS ol %m@iﬁﬁl& ElodedNaat Bortidiant QRERIAR Eystem

Ref  per f od )
r‘ﬂﬂ'“@iﬂa‘f b T TR AR P PRl i) Mlmin

i mefasigizig, in a sensing device: senS|ng at Ieast one
coded data portion; generat qg the s . lity of
C Guitsaiallpl i sodpdciore [ngfydes sPhRTIT: g&'ang Aot '@é‘??“ﬁ‘&ﬂ )

i Mgkt sgtiols vhendipg theidenting e & phralityof seqobieymbelp deBNiRE vt 140 Eﬁﬁ&?fﬁlﬁ"‘m
and at |east part of a signature, the signature being

a chiieglly, sl coBldd gaveit suvsentighy irisiblt e epgpeidohumanof t he i dentity;
and, transferring the indicating data to a conputer

S \pticadly, tis Beedaion i o isdudan dsies M gast @e gfon dfvigikle il 2qdp infrared-
| et g data to: 10 determine, fromthe indicating
data, a received identity, and a received signature

P pligmalld b RAAlabeCirSridkdYbsianBdiy EoMBIeyt WilD LR Rban8dabiginfbrivgion.
recei ved identity and the received signature par; and,

| MyrfiP R RS Eond Qded dR\perid Sbde the edittlsig@ntz) cat i on,
determ ne, using the received identity, a val ue

a%iﬂ?tb@ Cheidisidtude hseforﬁlhtf HFoRNGYra (kO G kiRMire. partsCyit! iwbansl ckejt coded data
m&ur&§9%¥ %ﬂu ﬁ =4 Ncludes anti-copy protection,
tﬁ% FENTItY g u |quely i ndi cative of the
SREG, & (s:olflnrl; E&{l%’d ﬁ}tmﬁcﬁqt IRQ bR GE SloRHAGS thdtespective coded
gatﬂw@gmﬁwfmop ées;a(énf'e c:c:‘desj é’aIB BM%&%{ I%Qurg%: A snt.euf G Edakd Wmmons,

he currency
demmﬂmrqrwu%@@fwwrvm@'&w“m ‘E’-‘c‘i't“i‘oﬁ“ each coded
data portion being further indicative of at |east
part of a signature, the signature being forned by
encrypting at |least part of the identity wusing a
private key of public/private key pair, such that:
valid currency docunents can only be created using
the private key; and, validity of the currency
docunent can be confirnmed using the correspondi ng
public key, 20 Optionally, the set of instructions,
when executed in the conputer system further perforns
a nmethod of recovering a stolen currency docunent,

mga
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data at least partially indicative of the identity;
determ ning, using the indicating data, a determ ned
identity; accessing, using the determ ned identity,
transaction data stored in a data store, the
transaction data being 25 indicative of a currency
docunent status; determ ning, using the currenc
devavesnt19gt at us, if the currency docunent "F'E’Ag%ﬁﬁ"”@???“
and, in response to a positive determ nation, causing
the currency docunent to be.gp-ecovered. In a
thirteenth broad formthe invention provides a
PIOpivedis trt chdel data Seludenat deast| eng jof: eecingant datert difd oV o ggrrection; Reed-
S @Bibbioh fy4; and) ORI FRNhGncy Cle (SED tita t y docunent havi ng

di sposed thereon or therein coded data at | east

P @piohad, iy dighiighitiré M@uaafar le3Qon@Lot: 4 k@om pumper @fociterbwith the identity; 2

S bl Hasth%f Q%UH??M@ RGkey@d FbCHA @Uidddt Bhe idbnl@ pSdugHa atmgraep;wb: ik¢ygand
na & odlREH Y ¢ chsthGd tlehtlty cipher-
t Hglﬁ%&e 6‘&% a mrlgsp%ndm%pubhca g &ph%%:atspt' ARkl bg( relfypnllg'ﬁl t¥ ciph

ssor J-ece ine a
Ny S e e (U el 1 o e A S s i
r @Eyso Isinderertiighloyiirpgicogsrerfing {RIic R Prgre e At p gepion.
indicating data at |east partially indicative of., the
i apuily. phe scemit, dogHment dsces 1= IF ©F SIS 1UF §RGE P gedie or debi ekt n
d edd@mEBleiaket, violch ot chgort n]d[ewatkptmgmmwa) tickgts a@@prgﬂqﬁtxférd ar docurmnent,
| AR Ll biker@ ensdr paslp@@st one determi ned signature part;
and, authenticate the security docunment using the
d Eﬁl} Qﬁ%&ﬁtﬂﬂpﬁﬂr&%e 2 1casBBe b€ cuttnel R StibaMdligclnding at loast one of:

TP GBI Ry b sec ke MPZB e ook s

1 onal |

el et ong 25 wﬂff"é*“‘a%oﬁ%iﬁlﬁ“nﬂéﬁ*‘ i e gy ook
K erglue; agd It esprpnriiba: ing vdipRcat Ieppt ane of: e ey fsgdne t"ﬂ‘é“’?a'e%@?"m“ﬁ%“a issue
S idgé) adpidf dete; b lifnine at | east one determ ned signature
part; and, authenticates the security document using :
t [Opridadig Uket 8ded Hard 1§ @rp@dhasctosione wiBp4tileom ahe] lgyout thipping #-fold rotationel
prs%ﬁﬁs MereSlisk RSt o, i AR incifinS£iadnihl skoayySusirrargl 10} advelutions apart

Qa(rt% ccnén omIat'ing %Lalzt Mne sﬁti@oudﬁwdﬁﬁv&tﬁﬁ-ln&laﬁﬁ dia tRht GeRbgdivhes that sub-

devi c Hg Brsub_ﬂ)g tt e processor and where the
pﬂ“@i%"é 6:?‘" auses’the display device to display the
g 3 Oflr:.v:n:ll:qg1 %ataallﬁl tarl;]a.%rtlb"ﬂl C%&mﬂnvf WQ)L.“% %Le Iquutth%g p-fold rotationat

prOBt"'é e gt e BTUES™ AR it erna mory. tormng the data
S ST ‘éi‘ﬁf} "\A%?éF%‘ g e B¥°B‘c‘é"§%‘2§r""°£ﬁ%°" e e R a{b
areinpgeOmilipec A g sabpks MBS T Hioee T PP, BHWWW ng gigHipited @ n
C Qdtichs @it a c4pio of fo@vnd] gymnemry tof tlay laybut elictotiet deqodingrhe syrpbols grgach of the 7
p%&mﬁ%s R e hagﬂlaﬂrddﬁc@s n nﬁﬁoﬁlﬂtﬁd oiRniDi-indcadng ddk) el @présatation
S| np%l}mur ecleP erent @}L‘.IIC i ﬂ%P thpﬁﬁlltangi-mcﬁcglﬁg Ha@eam !‘etn% mdl&ﬁ@ of the degrec of

where essor eterm nes, fromthe indicating

dé‘t‘“&““ %mﬂ@f"ﬁfr i ned identity and at |east one

S QAP GRS 080 R P8 B SV S [ g v

t lvarepry coumten 3 pashyegister] plapd WE‘G“"@W@‘H‘%&‘{‘}F*@G Fye;, atmoh-lc phone

Optionally, the signature is a digital signature of at

| emtianalip ghe proggsor f5 Fuhef eheskin 4 moghodenf ERcling @ pegisity docyanny thigpethod including, tn

pree Qﬁ&ﬁﬁr{ﬂwﬁlﬂﬁt mdﬁﬂiﬂﬂdﬂﬁ Gom § :hempa@ida; thg;er@@g dergpe bting [rasrymsive 1o Frasing

Ofof m@mﬁhﬁ QHED BlnkFrd R 8lcalitid L Hdiceid dF tediddnity) 6Ha¥ proelien; and Dpdating,
usn;g(%l'f "ic n)éd ?1& Jg%a gzga{ %LQR@&HJ Edals Sto 'ﬂ&ﬂggeddumﬂgmdﬁan& of: the

OFtI ons and wherein the
sydé"lt'@r?f “’ﬁ‘?f&’l‘%‘é‘g"“\‘ ﬁ'!é" S E Mg

I'ng “devi ce configured to
sense a nunber of coded data portions to thereby
determine the entire signature. Optionally, the coded
data includes a plurality of |ayouts, each |ayout
defining the position of a plurality of first synbols
encoding the identity, and a plurality of second
synbols defining at |east part of the-signature 20
Optionally, the coded data is substantially invisible
to an unai ded human. Optionally, the coded data is
printed on the surface using at |east one of: an

i nvisible ink; and, an infrared-




absorptive ink. Optionally, the coded data is provided
substantially coincident with visible human-readabl e
information. Optionally at |east one coded data
portion encodes the entire signature, 25 Optionally
the entire signature is formed froma plurality of

ﬁ%gature arts, and wherein each coded datp%inl"‘e%gﬂic'&

YE¥IR?% espective signature part. Optiona

" |l east some of the coded data portions encode at | east

20

23

30

s

one oft a location of the re¥pective coded data
portion; a position of the reslpect I ve cogdg d
pd?Pi“i“H'ﬁ thg propepiar 1 PP I3, gEusing de¥iee a1 v3% Wi R gec 'a"“d%l g sensing dovi
parctuitenshousing adgipteddo kyfheldby 3 juggnin praaadisggn sOmse e Ppognec '“él one coded
S| dgH) Pdriibk;Cr @6l for seddiak thilMildag ofief expordicaitd @6 HoUEa trid.OdFSprockdEr for
2%*1}5}%9&? @ésm&&mﬁlﬁﬁmm %s%ﬁn@nal ly, the

coded data i ncludes at | east one of redundant dat a;

d aip@may lt}QWu&Qor%rﬁ[rﬂfr u.»,aqﬁ § o @ Qstermi@RG-coufierked FFRAty dabin, wherein

t h%]é: maﬁqglu}c fes: m a scnsl{lgu e I nc?guagléaétgﬁca)deg i‘%q;:ma)xtnb, ?géltlt'lé,/ uzing the

HOREF R SAGE L T B P o R [ons enges par
hasogtseraderisig e e gLy cma"“%ey@amrragﬂﬁﬂ Bt defgpriined dentity
| essie atidae ode devtinetl yeoprg@iced usi ng a private key, and
5 verifiable using a correspondi ng public key;

C icpthsdny, te ytcepper i@ chedoy = mattort sfigetdrmiginecatpossiblgwdpplicaidd gecurity document,
| dER Y metod -REGES, b QploceRbrOMUERE InDYLR BT Fi 4 RGinAlevibeohs fonsing
t ng:k geﬁlg t‘akpgﬁélv@tﬂ genﬁlg Bﬁﬁ%&l& dad [ig)g@xfemm HaebiingChiP R@Facivk 89¢he tdentity of

Egj?g rs%ce o rg,gdﬁtﬁglrng% ﬁ'ﬁm Ehe mﬁ%gmg &l p yc?r_rr%ngcl ﬁel?dnf %&L%gusﬂg the

u§F’ﬁ"g’mF¥S¢—€“‘é!h EPIBE 1995 md'meﬁtfﬁf FoRaisegy of e SSWY, oy and, wacking
d drdamasint inditiva tof the desatiorppfethepfecuity cloqumenty @yd. ﬂweﬂmsauseanélewckms
a ifFrebrl lmdfsecdﬁbdlot:unﬁxarsdpuss&ledﬁp&ﬁeermbl e ticket, voucher,
or.coupon; a lottery ticket or instant win ticket;
a@uomﬁl?\ theCkpdadsiol ¥ s Gse®in £l EuerendEinter fol QouBtig laun@@y dpcuments, each

bﬁéﬁ:& dcﬁunltcﬁtﬁﬁﬂgc‘ Sspbika ﬂﬂmp@ﬂm codel EataIRdide ¥ nunfbb Bf dodl @ 8laipdriions,
n |1 vVe
%GL qu t e T ‘ff &F nttl cach an :dngig' OP!L -.%?'e%w d{)c%m&ly hk) &{uﬁer including: an

currenc
c le‘Ht“F V“"’&éﬁ'&i’ﬂl’% &ftww d%ﬁweﬁ kS F"d’é“““iﬁ“l BEFERG P% ““““%ﬁ‘a““‘*
S dpcumgints: g frecheqchanisn o awsperting sy fpumen)s Fem fhe|inpigto te oupp glope a feed
O Ijth; @ bens@iifbn s@sify/a) ledsSBaModeg) datap@itiont fortepch Mrermcdrounatt traveppriyd plong the
S @ded Gk £hil MR GFocesBXIRH: Bbmikide CromCRak least dhakdd@d coddadath poitiod, ja s@sed

C@Jﬁxﬁﬂy%rtcgéh l?,tw:eﬁy Id&ﬁ'lleh'tdac%lrﬂig d‘oﬁleh%t seteéaeldcgfty a @éﬂﬁﬁ*ﬂeﬁ YAMR for cach
i ssung | nsti QH” §ege o S date;

eﬁ'ﬂ?"ﬂ/ GRFE a“d?:\“"éim]i”@"'l i g °f"mems "f'"fgy r"d'f"{qg coded data is

ar.r an in acco anc vV

n OP%)P y. Piggepsan Is r{aﬁ\%er used in % mrla?hog \/\H:m‘f%mﬁa mﬁﬁrg d@%ﬂﬂéﬁ hangg J 938ty
t FRarTF P sthod iprupipgg Frﬁgnzﬁhc -"Efé’r‘Pt foguent A mRE BUE"’g“"F 8‘%°3?“’éd“““ the
1 kequriyaivayineat; BensmsingaiEnature ugigdhy idengity ctes Flepauredpingraisinl figgpure o pt loast
| @aSdr the RENiS; Eenedatiy €ddéd dck) @ edédnBra meltdaik b GumbérR0doded thitaygrtions, sach
d@&:l@:l Ja!ﬂ%mﬂ' I:ﬁiLé ﬂﬂ&hé Q?%’m :ﬂﬁﬁy &Lﬂh secudty Qddhmehet 2) aeﬁﬁshpan of the

ot er sgnb 91 aeg 29 L he coded data is
F’“ange pmm" c'(s:né’r ance We?'ﬂ?at east one | ayout having

ét%llma el acgslso(r)l@ er u§|¥l ina m yd’o ;}M}%F g ﬁgmtgammcm bﬁ@? } SGEWPG&MB

SEREH BTG o et att'on
c é‘ﬁﬁ‘l’“i"’é inpfeging f‘?@&'@é‘ﬁ geghripy ocumaents feggiviag dgntity fofey t?w"é“‘yn‘\“‘b?“"ﬁ“ feast
S yaviatyl igdicativh efraw idenfity of thervesurity dopnrens, theadgritty datn being @TyRISA vt 2 public
beéyngmdnhs.& b hent;@dy daérypting te Gedbled DERSty dpOkiby :ectelRy is@ci@fd with the
bﬁr.tléeyo usnﬁg ﬂietdti%ninﬁ)f@ﬂtty ﬁu%atﬁnhlﬁtng 869 dizAfle of at
e Sy oIs at each of the n orientations of the
Iayout produces n representations of the
orientation-indicating data, each representati on 25
conprising a different cyclic shift of the
orientation-indicating data and being indicative of
the degree of rotation of the |ayout.
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Optionally, the processor is used in at |east one of

the followi ng devices: an automatic teller machine; a

currency counter, a cash register; a hand held

scanner, a vendi ng machi ne; and, a nobile phone.

Cptionally, the processor is further used in a nethod

of [tracking a security docunent, the metho
ﬂ”og%ﬂlﬁggprocessor receiving indicatingqﬁgﬁgh#%gﬁgﬁ

senSing devi ce, the sensing device being responsive to

sensing of the coded data t&generate indicating dat a
indicative of the identity of the duct

PR e g P e e RO L SO o e B sy

t rdaeuinh enddtitag patodthesitnaurs: and, privting the pagpdglamn itni“aek'm gmer%?t“a
being indicative of the identity of the security
doptiowelint the @uevebsor tisr farthkri ueg B | EGETET irGPINANOTRBEIY rENY PGr security
PGE AL BRI Hiessor ig hurticDlsdd Gdabekiying ihdivering HBC@S 8 Gansirig ovice, the
U%Saging! J&VI@ b&mﬁgvedﬁééﬁsﬁg off tﬁrmd-éé; @ﬂt&% Jﬂen@e ﬁcﬁcﬁlﬁé L‘lgtﬂyﬂt least partially

WFE!EE of? the I%annt%i%rl!l’iSI nig’lty Of\.'/ll.l'l'lg:l'l and &Cl!raHs u[.:il'g ?pmlé,sdsﬂggthn reccived

ed’to atro
S d’ij‘i“l‘f‘ég iﬂ&r“‘@%b‘iﬂ&“hﬂ’“ f Idﬁ%i‘?ﬁ ‘Bif@“%"&‘a‘é’&‘“ b"&ét“%i“ 5Pt Py of
a Srewgihrdodumnt; ydsivpgpctiohe at | east one exposed coded
data portion; and, the grocessor for determ ning, .
uStorryaliy.htbe erecessas dss furtesh eseds By mefhog Jef TP ipsiPla TPBIPTS JRyolvisg security
S eifa@dits,i tid everhdd tingnding, i34 dren@t dud/folldwing2 Pmegiostwolving agecurity document:
f bR lindldSiRChak Borfle 3R RGce Qe sEhQRgRIEVIE: Bdin @esyiRns Ol Bhing biebded daz

gg‘f]%luﬁahy“ad%%% %na'i lw%ﬁiﬁl@l ir[alcantvm :Hﬁiﬁiﬂﬁlg f.\t' tﬁbcsleddlq'? §oi:unieln ﬁd the
m pd& & éhe rece:\teJI l%dlcahl‘t d on%am &Qore% m qﬂ Jl’l dﬂls drm{s-action

p nera Sensed
DGRt et dicari e R ST 4w ‘af 5 Fﬁﬂ‘i"&'af‘f“i“i‘)ﬁ‘“d’l"’f“"“et* ﬁ‘@‘“F‘H’é"rFP'F‘F’Si“g
arvehsactipn diaaaant or gigw predelgmiatd petiermia thereby determinejth pregefygor absence of'a cash
praoeaceay . determning if the security docunent is a
counterfeit docunent using the deternmined identity
agtidhdng ma prode@ Setfun@dd Gsedl@ fcets ¥t @y diugiEnBiatitia:, faththbase &ing security

Qfasciu.nmimi Yictudinb) Gor PR CRBEY: oflsurkyHodubMGis: ibkARFldata, the ekt biORing ar
Oflcas(il !y mdmnnc%f% &&%y hm. s@cuﬂ%%bdm%rﬂ‘%ﬁ%a& %&%cl aI'n'}{:uts data being at least

p PH&?@%%‘F““ i’f é?;"é’i 'ii‘ifi@'i“i%‘if parriy gty ‘i"’F’&' “‘ai“ ‘8‘i1‘§'i“‘?i’g“°""““"“‘
d derbespallowsiies progersariey ryeeivel Eom iensinpderies. m@gtﬂ@@p@,a\)@stp@ally indicative of
Senestier &fthetifvating aded: o abe atribugorehaiegivedigticadt dangndibd @curity
| REHiReAldhy@ pedfrmtaklRricn edikbdvith @ seculitiSoc@@Ur i ty docunent ;
determning, fromthe indicating data, a determned

| mﬁiﬂi Yhe proceded? & St used 1S dxBtGhe § REur inthQEd8Hs 10 ReHloringl@Rkdibny involving

M dofm Qttﬁe sLtrJJgfn&ractltlaly %héafmmm%y h@ﬁ&fe& Jr¥au§.fthetpm&ssor to: receive

i o $95 ¢ "l oo SR PRt st Pl o oo
alderte irdivating e g leasforrin)y disectyey ofcly g iche F"ﬁ'ﬁ'fyi pments and, the
t hesegon upditing usihe de rreived indisatipe qeedrerisisticn defsiyfeil ipa tlate store, the ransaction
Optid teingthdicytive deIR idedtio GRS &y Boufnthl; laake wagethni N a

currency counter for counting currency docunents, each

C Qftio@y;, Yhe €30 Mirthdd @d 1 Ekedlic S PO SFREmMEHST ferGRurRficy tdadr,@lie Rurency

C gﬁﬁg ol - ¥ fo%bﬁ%‘cﬁ??@dﬁmﬁheﬂfemﬁ&g&% R@ba ROk disRS therein
I e n{eun 3 ca.g ]pnu c% l?Fm‘tle l:u:mE) gt.ll ngre oﬂﬂkz&%ﬁfﬂ%ﬁ%g} 8 alg'em:y docurment, the

i Fii?F'i'i’b'i“i‘i‘&f "“‘éﬁ'F *EG‘P?‘%[T’E‘"" bt ““F‘E’& %fi""iﬂ"'i‘fé dogumeTFHB Eir""'iﬂi“’ an ourput for
C Breiding eqpned G gRre freunente) ford mechiism &) trangpprtiRg TSRy dofyments from the input
P toQhti ctlioin GlopCeUiindd eeth; GiLbEnEe® ME Yensinf e a¥EdE Sddedodata @exdon for each currency
B byt iS00k falof 1R RSP R dnl Che GRALEG MR selChP GrbhIRIOs Swhnl i B e
input to the output along a feed path; a sensor for
sensing at | east one coded data portion for each
currency document transported along the feed path;

and, the processor for. determning, fromthe at | east
one sensed coded data portion, a sensed identity for
each currency docunent; determning, fromthe sensed
identity, a determ ned value for each 25 currency
docunent; and, counting the currency docunents using
the determ ned values. Optionally, the processor is
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security docunent; generating a signature using the
identity, the signature being a digital signature of
at l'east part of the identity; generating coded data,
the coded data including a nunber of coded data
portions each 30 coded data portion being indicative
of . the identity of the security docunent;
I é&%?mﬂHFFﬁof the signature; and, pr|nt|ng %gm@%mouﬁ
data on the security docunent. Cptlonally, t he
processor is further used i n8& nethod of prlntlng a
e A R P 155 e SO . 1 o
r edrmtty fonepch ey dogumentit dawrrntﬂh drom chs npef yde'a'aft % desrapipyg vélye for each
| eadehey dRditicht} ad, boynt ihi clirengyt doanmen fising the detienined walpesof t he
security docunent, the identity data being encrypted
usciupﬁ@m@, Bl frbcksBor IS fudtery yseddie ta owetbdnef rrguviink @urieake Mibcuhepts.epeh currency
defduhit hal distBed tRies of Biekeih e&e&aw i){cudﬁg ﬁpldmﬁntyfbgcoaedwp’oﬁﬁns, cach
kech 9 op%lln%tb%'g EYIVI lc%].J;' ah:lg Idg.gmélt, the memod
etern1ne

ure usi n M he Slmgcﬂaté.l
béw’f&"sa g7 PG 9P GRS Pl o o a‘i@ﬁé‘?" 11996 oeument;
PET-RR00%5/ {B008E erded dgppoptian inficapig dyta 2 feast pally fdipptiverefhe identity of
0 e:aB le@ieic)) Goo@@ategld, thavisfarriay thel igliksing grartd ¢ eompujer pysteln, ¢ eompater system
Ofbemg r&&l‘l*l\q S Melifadatit daﬁ RedeSGbl fididg Yhe in@lO6ngd RO E Jererkifidd idedity for each
geg%% Qﬁmmﬁ, aan ?@ﬂ aue&im@xeeq,a)ma%% m@ncg G ane,

he equr tional l'y, the
p rﬂaleggeg '5?’“7 gocwti 'ﬁ'&%/ niE ﬁa ues.

a systemfor recording a

d e

i i cer&w Mepreral hav i dsppecd TSEMST ﬁgmweﬁﬂeﬂﬂ ingiioe B Prgie (ffied deta
d eviige ty wéting infl@ip drasenyies dedee:sensing ahlepsiofc codybdew prieon sepgrrtige, using
t GheGQIRR lodbEdaia ReHidaindicaghs dd @ leat paRySihdicpie b @l ileytity of the currency
i rbgc!uﬁﬂt- hn¥ 6 104 part Bﬂ%m‘agﬁrﬂds&ﬂm@fmmﬁ h@glﬁ]@ﬁﬂﬁdﬂ)yﬂt BRGRH B R identity:

d t I lo the
7 i, oG 3 RN v R ot BAGH bl Dkt 3 e o 0

frfu? Ly ansac tc{)g n ancPa recalv d part,
a Tisting G gy detenpipg, 8?@%1"8?’1’38??' QSR LR T YA v
ofautheptigte fhej eryericy goeygfent vpipgathesraqeiyyd; ifepringBe theerreived iFgnr tPHEe and, in
t rreRsa ¢l 4 pRessiDpdticaiasibr, Yeterninaouing heresied identity, § valuk reociatedswily te
| RurRndBdcGRE. for nonitoring transactions involving
security 10 docunents, the nmethod including, in the
PIoRGRSIS, Ohe Bty HilhentVidi@es Antt o3 Heceiloh, @R skovtp Hachmids) having disposod
S %Hgnl Otr g'g.g SEHEHECQ[L 'mc]ucr &Q%hﬁﬂepﬁ c&dghdcla& %rﬁoglg &uﬁ&&dfﬁ@ﬁ@uﬁn being

sensi ng ng responsi
S QTR e ety Sene progp et & o gt c‘gﬁ“ﬁg SpETgp Sons
| etged in pégitprae pRPw iR gHPRCaoR /f e SRy Freumeri be ftsiminsf ¢ he
security docunent; and, the transaction; updating,
uSiPHngTly. (e speg Dot indlucat- forsgyy erateegon: e sty dperTpRt 'H‘é'tga?"'?""“
S ttfeneanchr ihiveimcodkeltiga Btleing p plrhily ofcaips&E tpertns, caiintoded|sied prefion being
i r}dicﬁ&tdﬁ Wi deXfty of the burr@@Cdacutény; ahd BrUAD @A oﬂfsrgﬁﬁﬁulfeisfgl)ﬂmre being formed
HIG RS et 1&? bek QX BB hedity AR AGH RSy of GRITDERH A Wy bdtCsudhDinat: valid
L a@e el amflli, 1P d et Uit pﬁpam?gm&qswummng%w% be

Pmﬁ € presen or apsence of a cash
fFﬂﬂFﬁH@HﬁFV““EﬂFWBWQFFV the processor is further
used to access a security docunent database
O SFUrRIs dhe SPBTT R EE YRR eI TFRETITE AR PR dt‘““ﬁ"% the method
f dpeludingdrhp qampuer YBisRD Eopeive indigatingr detp fromidtepfie AT Es: the GRBTINBIFXFe being
d &d@psivi da @ndirg @ hel chded dhatcgedonke ngjcadine datd @ Bt pagyally indigiteypf the identity;
| QENRRLd, Ve Ofe iRRtaringl @R, i taterifedtiRING QGtuiz! Ysing GE WABInEd identity,
attribute data, the attribute data being at |east 20
partially indicative of one or nore attributes of the
security docunent; wherein, in use, the security
docunment database allows the processor to: receive,
froma sensing device, indicating data at | east
partially indicative of at |east One of the identity;
and one or nore attributes; use the received
i ndicating data and the security docunment data to
performan action associated with the security



i ndicating data froma sensing device, the sensing
devi ce being responsive to sensing of coded data to
generate indicating data at |least partially indicative

_OP. the identity of the security docunen , and, the
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transaction; updating, using the received indi cati ng
data, transaction data stored in a data store

t MR data being indicative of: the PFH@‘H?""W"OS?
the security docunent; and, the transaction. 30
Optionally, the processor is84-urther used to execute, a

ESFFTF%{!P&;?QESt red G I Q%gr{: gl'[‘ U'S'nssagctll'”;ir otarnbc%l ﬁ% PJC%F& sut,unlg document status;

d deemeing 4Singjse :sveur@fa@wme’a FpsE e ffB’Eﬁﬁ‘é"'H‘t“’“Hgf}?‘?‘?ga“ﬂh“é B
t hpesitied datermipstion, Ingsdng bRseatity boareit tapnecoperded dat a porti on
being indicative of at |least an identity of the

C U 4 oweyyith thogiLfime it jnvdniive prodidey 7 eqthed/of cenlive eyreiadpfupents. eagh currency
| Bddhent 1R¥ingl dRFoRE WerB oPthdiHEO@E e incBitlifif CMEHity @ DUs @I BTtitrs, each

-b%od%é)&atpgrgnn b% rY H&%lﬂlf}@f{dmanw &W ﬂénng WQ dbddbdnC ME Mcthcn:l

dgl%ﬁ?ﬁf%mnz fensmﬁ']%'tlvﬁe qgn(s:m ar}'[%%n o o{j%rdatg%pr&n b thH'FeFlﬂ?

ut a
O e e o o U i o
P Gich icgrency dpeureicehe, ErepsierEng chy indoRIRRE (T 2 TOFRHHS T diE coPyR grsiem
.t h;angf r&ﬁﬂsnp afil il‘ldlm datk tR:QlerriniDg &HE OF indidativg dBecd de@dnined identity for each
| NGLhYG %2 LR kS dete e Nisife GG Uk G RlinkaYidcde 2 \Wite 20 QRA LdrdiRP Gcument; and,

PCT/ 005/ 0000 6 IQ causi ng the processor
?’et“"érrmﬂ 'r'ﬁ ﬁgﬂ cﬁ%’gs;t one sensed coded dat a

{ifl | tthe?i'l %%lgdgtg is @f‘ malcaI‘ %é nF aQ E:ns?o%g a B Jtu?e?g Yme rhs sensing device

m ne, ense en

dé‘t“’é'%‘i’ﬁ”fé‘tf“\‘i S‘Fi’j‘é“*f“ﬁ'i"“‘é&?,“ﬁ“‘““'rfﬁ'?“f“?n‘ﬁ'gr &?&E?M%e‘h‘i “5‘%‘!5““ when the
C cumshey idagneg sty docunents using the determ ned
values. Optionally, the processor is further used in a
mstpirodly, ¢ mettnd irelidegrapsmitting fie PG dHESR the comprie FSE At [eRatps/of after
S ud eGiHFEE e S3AY EabtGuithng Pasrek; infh @ predsiermized nuigT of Furrengiodyenghents; and,
datRaidac! uding a plurality of coded data portions,

each coded data portion being at |east partially

| Riicadnd, Imé%enaﬁg @¥ice lndRaRE bl didabr, We BUfiahenyludekQeusingend indicator 1o

Eg‘g@@%@%@@ne ok Q&.hdl%n Qme} B3 5520 & Mnﬁf‘zvall i ons @05 lbGporadns; =
d S%tﬁ%lﬁftwe .% %u number c} scnspdo Qucu.ﬁents % value Ehc %ﬂﬁ%ﬂy cau-rency document;

generatin usi ensed
p@‘i'dtﬂ“WmW‘ﬁdT"Ea‘E‘ﬁ‘eﬁﬁ“%ﬁ‘Fﬁ“a‘F"F’@ﬁst parti aI ly i nd| cative
of the identity of each curren docunent ; an q
© Ombpesite e Fris S orsesos AYIPHIE OFES P38 PPt '%%%5{1‘&?“5@9?%" g =n
t Ientiyourpustresnd shesin emthdiGnelydss theysersiag fryirstersating dhe rigigating daa using the
I Rl Ng data to: determ ne, using the indicating
data, a determned identity for each currency
d@ﬁmpmuh £b8d Qi PorliBh is ABeNGicRRE 6T 20lQkt @HrNar M Bharire] @48 bikrbnyre befg a
V%J ME?SI Qngrc mﬂﬂu% E%Men Wn ﬂ@%hod u‘ﬁ:ﬂmﬁtdct&ﬂﬁiﬂ& from the

cu r ! enc%/ &&mﬁlgedt ?eg[&% anrc] gt eeist unlc_ géee r"ggd Qi%latura partu g‘l% autl'lenhcaxgg the
f 6%“““&@?%‘&?‘“ EIpERei dﬁﬁmafﬁ &“@%’rdd‘ﬁﬁ "?ﬁj ong dw'%ﬂ%‘g}‘"a%% unent ,

the currency docunent having di sposed thereon or

t Redordin the g dndalemans i ﬂh'gmawmf tiF Wiy g7 giead B QP ran
1 Badiiugs the reddpg beingws legrend v @ Pledsteimingd mygber png. aaEndagy ey

device: sensing at least one coded data portion;

g Ontisnaby. the gtire gy istedveded Wi e ety efdoderhin PteRy Fchyierein the method
| Betbdeakdstgngdeicaseing 4 mast of peledidntggottipns torligicbyaletpripine thyf entirggignature.
identity of the currency docunent; and at |east part

of a signature, the signature being a digital

signature of at least part of the identity; and,
transferring the indicating data to a conputer system
the conputer system being responsive to the

indicating data to: determne, fromthe Indicating

data, a received identity, and a received signature
part; 20 authenticate the currency document using the
received Identity and the received signature part;

and, in response to a successful authentication,




t hereon or therein coded data including a nunber of
coded data portions, each coded data portion being 25
indicative of an identity, the identity being uniquely

i ndicative of the respective security docunent and

being stored in a data store to allow for duplication
of the security docunent to be determ ned. C¥tionMIa&

t MO WIPE% v docunent i ncl udes anti - f or ger y CAU2005/000
protection, the security docunent havi ng di sposed

t hereon or therein coded datg.including a plurality of
coded data portions, each coded data portion being

| pkiogzly ithy eodaifdata meiudesci@inmlity of laydutst dach layeyt Yelivig e it PEMplrality of
amgh s@hbok @ding fadchtingind BplSiligRBkdidaymbbidigiegrad purt of ts eikmargre.
Formed 30 by encrypting at |least part of the identity

U Dbl Ghllf thp fobied aisBs dieintially mpikiid b &Vupiidedtding. key pair, such
that valid security docunments can only be created
USbud@allf, € cdakd deiiis Gricke@ i theesidthee Wity dt Bist gne off antidvigblsgic adi #n ynfrarcd-
docunent, can be confirmed using the correspondi ng
public key. Optionally, the processor is further used

| BpendiE b Qbkd Bha if (R R GbkdAGIPeofbisthe i Reielhlcheh YeackhtbTRon,
the method including in a conputer system receiving

i Rl d Rk AR S pRiA QR BEidBMhce, the sensing
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evice being 35 responsive to sensing of the coded

d
d%&d@naﬁlpmg SRS Lighare lis HoHn&iBoln AQARY 8F FebutdroSRAS! anid Rbckein@heh Yoded data
ndL cative of "the b%entlty; determ ning, using the
a

i RITR ARG AT S P8 &t er mi ned i dentity; accessing,

usi ng the determ ned ident;jt , . ve code
P ETb 0 FOD0AR eryfy an kot (Ras YA e e et o
o Aot R8Sop lae P Auded B PEERp 2P “ﬁévﬁ‘gj St ey dmgyriogs »
S @e1ef 4 sieyangkom identify tof ssigeptugg $art; andj i phiidigitad cpeatieisi ng t he
security docunent status, if the security docunent is

s Optloaatly, taneizd dan incleEpo tese ore of: spdungryisdate; dpie AiPMINR PRy JeBRCTIReed-
C 34ISoR @nal i€ CREOMuindaity dREMIOBN Btit 0 be recovered. In a
fourteenth broad formthe invention provides a nethod

O optfofly) ke RigitaC sighin@éinofudel QEIKMAE &F; 2 REGH NN PERBYd Wil the identity; a
dQSLITRR bor £ f¥ Biabling RSB halnl e & @R 10 aerkil) Proficdd uGRAGEva@ RbyDand
! Uec'lﬁzgagl r[]u% a%oﬁﬁkﬁﬁ#ugké T cip%gv%gl%mqm:i‘%y m%dnfﬂ ﬁ_ast Iﬁquehtlty, cipher-
coded data go {ro gl_ at_least partial ihmh&guﬁété$% .
o PSRN F1FD e TP o, Ry e b oo

| PévRt ke Ry verifipbleAsingd AETFRYPLiBRAYTIE gW W R PepplucedasingRS4 pgrption.
coded data portion for each currency docunent; . ;
g Ertisnaliy. it geowipsopgent et e @e b & GUREHY 8T & et £ iy or debit cad; =
| Rodenal tieke, voalica ortupdnerdertery icket il inpahtyinjtigkd§ e g idegtingrprd prtigeument,
I gleids b lirver@ficens@@Gddepalr r ency docunent; and. transferring
the indicating data to a conputer system the conputer

S Yoy, 12 ideBily ROindic@ti/P 61 b5 ledéond 6F: 4 HBentynic @@bitdigeidiag @ IO one of
dg&%ﬂ‘ i@lﬁ'codﬁ}l; lagmrﬁimﬁon! EBQJ Gl pridéhg d@lt!@.!andaﬁel‘i’aehﬁrﬁm ﬁ@l@ck.am-ibute
iy e e F ey GRS ol QLA Rbnbor A e Gupi e e
e BEHE & B AT TN T 18 B vaT U6 T or each . currency.

d GRS agprgjatribugs dightiog e €15 PT BHOP FOTE RERTYS “ﬁ°§‘i‘“h’l§i‘¥"feh &
detcenpiydedand rhities. Optionally, the indicating data is
further indicative of at | east one of. a signature; a

t iDprienatiy) ghe Sedad ilargis drewbed @ cc@apmeith 4t ieast cvsr layeyy dyyingl aodaldewional
C k@ C¥hed @ GUNBRwaliht yoltUdcRERz ntifetkical BubHGaBtrd0 1/0 Fevdldfihs apart
S@lRh %gweqﬁ%ﬁbtﬁﬁ ac M Fhe Eunﬁycrut]iélu@il;ji rht RO i RHz WIFRIRL diskRSishes that sub-

sensed. ionally, the nethod includes transmtting

t E”ﬁ?ﬂﬁ@gﬁﬁﬁgaag¥a to the conputer system at |east
one of; after the sensing device scans: each currency
docunent; and, a predeterm ned nunber of currency
docunents; and, periodically. Optionally, the sensing
devi ce includes an indicator, where the nethod

i ncludes causing the indicator to 20 provide at |east
one of, an indication related to the success of
sensing the at | east one coded data portions; a count
i ndicative of the nunber of sensed currency docunents;
the val ue of the sensed currency docunent;
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and, an increnmental value of the sensed currency
docunents. Optionally, the sensing device stores data

i ndicative of at |east one of an identity of the
sensing device and an identity of a user, and wherein
met hod i ncl udes the sensing device generating the

i ndi cating6 data using the 25 stored data. tion 0¥6
elNPEEEP data portion is further indicat ify 8?00550(00

| east part of a signature, the signature being a
digital signature of at |easgs-pan of the identity, and
wherein the nmethod includes: determning, fromthe

i hionwlly, i thycpodid oy 1= grreed dy aqtordenge Widhet oyt ymdﬁ’ﬁ“‘ &eving @4l romtional
o RnnEe), Sliefixkakiics tgd) &b liyoer ef@ading oduetion-tiditatigiit: eaprisingp stdn@ce of
S%&Hﬁ- FMun%Qm @}mb&i§ ‘wﬂ:gr: 4 3 Gnedf ks, Rich Sfdodbditol ety Asibuted at »

l tlons atﬁﬁ & Cen t{aﬁxpl%launn tl g{ﬂﬁlhg gﬂheﬁ%&pﬁsh o%ﬁé the?§ bols at each of thl: n

n
O b i e o2 fodl s i o o s e
p reewesing 1 ditterentl cyclsebifliotrY, uwnﬂa@mﬁmw@% l??g‘s &F‘“I"’é &5t e of
Ofjmtiéh ophidgat.er m ned nunber, and, a random nunber
Optionally, the entire si gnature is encoded within a
p loptsogelly, thy mafod & duakie usekibforaragiiog 4 seaguirg doguardntitheaetpd incluigs, in a computer
m?}slbrﬁ’decenhr@@ldﬁdﬂ@&aﬁ @ eS @k de\Ghe, e Vending dSROGng GspnsiUdEeing of the
OfeoaGRAIE H pthatin b Idm& cma Jflm@mam o&ﬁetpecmmm dnk) Gpa @AY, L@ e

si gna -
ObtT 84'5{?’"’5 %“8(&“53 5d" 05 a | nc Lz‘ges B %gr ali ,m,,?é of ey of
I&?8&?@““@3%H“*%VUUF“B%f|nlng the position of a
plurality of first synbols encoding the identi and
e T e
O fxpbsive at dehspmmdodid data por@t 4 sepspafor synsing thpat leagf st gt defl dota portion; and,
S | prde tor dttchminin, MbigShe Biliest in@semid codedidadl @ehidnsnmsd identity.
Optionally, the coded data is printed on the surface
Uﬁpﬁb@llﬂ&he'nﬂﬂﬁt is fflRr @fd fordddermiing S icddhi@feit Byrityadahmeng @ach coded data

IB&.{ oﬁE&Q 'fun.lﬁe iﬁcpé% tha{ 168 ir'lr&ka %eoﬂaaskgha\‘wc ]:k:lh@a t.fgﬁiﬂﬂﬁat\dﬁ;f &t least

ot' 9n¥ idgngtgb :rum antt]'llné‘ rﬂ}t/ar mc?ud m a scnmqg\%\g gyﬁeétlng I.LE'I the senscd

i AR U RIIR S P, @maﬁt PPt BB ERE: o o
Optoictseredetryrining Eomothe indicating faggyredetermencd idgnog ?ﬂ#ﬁéﬂﬂﬂf‘ (oS ftegmined sigrature
P it &b, dbeymiaihg i hesaaiting AeunBa i epunartigt dydmedninsing Badsiarmiesidsekity and
d @t @ 1easPRE deleeNpeRE08, @ respective signature part. 10
Optionally, at |least sone of the coded data portions

€ @&Qﬂ*ﬁy, At mirRa &t Gsebr derhRmRd doGidle AhplitaR@ scbuBly [a@(ﬁﬁehty\ﬁ'lerem the

g‘ﬁ"g ol 8 ol L‘quﬂwmamg%' -Fdw%s i oG sénﬁn%,m@&% i\ Qensing device

r%i;s{ve to sgngrggg& I;]w %ﬁcc} J;alf‘-l 1) 6Fe.mn-ﬂtn': m%{cann%?a&a \nd:caonae of I't}n: 11;@19 og the

a“é'*"@rf’&f“ﬂf"é S i, R e G e T e e
Opetrermainvd lidentity, trigignecdptheietlicgtivt At jthg gfeprite of te sqowiys focusis 394,  racking
I @uebehitld Midicelad af; thel Rbaflonadf | 1@ VWeddGly @6ehrient; Gl Hegorb i psinRee dracking

Sgko%aannhcdéLrﬁl,»ao@mc,sgssibk@upﬁadundancy Check (CRQ)
data. 15 Optionally, the digital si gnature includes at

%ﬁ:%{iall)o% ngﬁmd’ is M ﬁrhd&mn Lm;.ar foﬁgﬁﬁﬁ% adrefdy Wchrddnd, R&h curcency
ent |
um t thmﬁ %CSﬁpw? Fmrfon ar ere%.nh cleé’lil Bdle nu{c? I.S H% gfec.gcfm!i E!axa 1@0115 each

eas ed usi
p H“%Fé‘f%"“ﬁ'éilb'““%ﬁ?j““‘i‘i abap {9 |°ieﬂ*%r§'ifﬁﬁa 5'0 %‘F &&?ﬁ‘&% &f'wg'&' an mput
p e kepeivink @ yramberi of buanency dormenst 1o dhel exiedpgn et fgrpravidips qqunted currency
| evasdentt; b Red ridehismt Ry trarpofikpahirendy @dcbmdp B@bLitlpuly the output aleng a feed
e Rt ymsbrrm sctinglsQ@S loncl B dafl BoHidn T e Shrréhcy mﬂmmﬁaﬂm the
32 (rj; ]@tlg gx& a mﬁcgsgr)r(]ﬁtzr dgtergnglr ?,g'gm Jgérsl I?&t oRe SE!ETd o %? ’po%}{)h aaans identity
ci pher-text produced usi ng RSA encryptlon 20
Optionally, the security docunent is at |east one of a
currency note; a check; a credit or debit card; a
redeemabl e ticket, voucher, or coupon; a lottery
ticket or instant win ticket; and, an identity card or
docunment, such as a driver's |license or passport.
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Optionally, the identity is indicative of at |east one
of a currency note attribute including at | east one of
currency; issue country; denoni nation; note side;
printing works; and serial nunber; a check attribute

25 including at |east one of. currency; issuing
institution; account nunber; serial nunber '
dREEEEK val ue; and linit, a card attri ggﬁrﬁh{o}fsmom

i ncludi ng at | east one of; card type; issuing
institution; account nunber:8i-ssue date; expiry date;
and limt. Cptlonally, the coded data is arr L

a6 G uTeney dRFUmPPS SpteBiag frorp fre sepssd BT A 4OTRE S \'“gff’rcf“ currency
I dbcaticnand kountipgharartenay docygiee wingith dgterpived|vidgggt t wo, t he

| ayout including n identical sub-layouts rotated I/n

I @giithall}, ite RSurgpErinent Binpiwertity &atere whyren tvf mathed aftprowding thetsecurity
| Q&Sﬁrmﬂﬁbﬁxdﬁ%ﬁn@!ﬁ lélcuritj'ldbhddﬂrlt NigerfnBinA ki 1Bdntity Aekicigat withghe security

% c@me‘ﬁpgherﬁ iguﬂg}élu&lé% t %ﬁmre pANEQU i E: RreaFeNeast part of

o ey i A L S e P 5%9 G e
acertn deitecusioptive of it gy &R hesFREY ST aFldaﬁ"l T P Of 7 pigpocures nd

r ptigity tenalkd datg ywtwedemiy doqunek e n i s at | east two, the

| ayout encoding orientation-indicating data conprising

a Opteplie I0e excigify do@meni wing graed with| ats¢einefeatpreofhersin ghy mmigrhytd of printing the

V\@ﬁlﬁrﬁ/ dPun@t iRBes: QdeeiimR IUR sec@ig@btuiRCrodi@icl iSydipdala, tHd Gletity data being at
aHQI tu%ﬂatﬁ@ of'dn idLn% F &%@D&M&mﬁh&&%f &t2Qking encrypted using a

tr %rgb ick I g n lrn & I ennﬁ by '{‘“{Pﬂ'% thle. %é%%dcﬁi%p& BSDJQL surgg Eu? Q;Luggnd with

cac nh atl t?lrrc]:%e adi 1tanr ature of
| &% atr!r "ﬁr ﬁfmzre@sﬂ sfenepi Srnede ﬁ?“gf'r"s [feptiysthe Fifgture bems @ AIgT sign
o leap pattof Bnidintirgiseneretiog epdeddietant learpranially BFFE Mg R of the securlty
C @ittichtSdnd) 6 ledst gt bifite igmtre;oauChriniing ivofed dagfon trgourity document.
orientation-indicating data and being indicative of
t lopriotlg the @retdd is used tived syam forfrecoriiior d tawsestian. reldfipg b @ proUrilyylocumgnip the
n%tstbr@ flerhathg § bbbt bystbh$ B refeding Inti@dg i Ofroth aS@EMY dedigy, the sensing device
; QC%P%‘IQ’ESWE uguugg;t% fﬂﬁ%dég'&%‘é U%ﬂ% mdm&médafaclmﬁltp%ﬁaﬂy ﬁhﬁfﬁ% 9% the
o G o e o dopnent oy S Bt i, iy ik Ny indcki o,
C GEop) Sfacsiofed inpedaa F'Ht dhe |'frréﬁ°ft95f‘ﬁ‘“d’@'"&j'a1'%““ ﬁfg fog Yefity 8‘ tgpscourity
t deumegkeand, it yenedftiot he product item and, updating, using
the received indicating data, tracking data stored in
a Oghinbadly, $1t ostied istiurter kdigr nebaitoanelyensantpns ivydlvipgsequyie dogfments, fheomethod
I geladidg! i aQhmpuleN@sit B UQllowihd € Bansa@id invalving GlksbdaGly document: receiving
' 'M:I'Qaﬂ?&afa Qrgm a%ﬁrﬁ oRAlel %o uﬁslﬂ? déﬁun&lnﬁl gzs;gﬁ}% CCedsiACrWElRB dnta 10

r 5 ousmg]gmn r:latg.J ateleaft d:artuhlé in matwc o y the 1d is%of {h:. 5¢9|§i§ aﬁ ent, and, the

P&t "ON Sour Ce one
p ST EeFLigP; Lpdating using e regefypd %ﬂgr %&j’%?’ﬁ"é“"éti““l M 6%‘?6‘“'& 8@%““""
d datroheiegindifattveiof forrench ofriy PupharPf secutify desurppmty @EQETS¢ rop@ftions; comparing the
d @dnexkrigh dia Qe dd brEyifcdbtiBin@itpatlr@astherdydeeedn ge preseorie thsegka bix cash
PQsd dn&lly. @ sensed identity. Optionally, the nethod is
further used for determ ning a counterfeit security

ﬂﬁ)nthb m&Rg Bcl@@ﬂﬁﬁ’g Aakidty dopGikert HiBasd) Bk Buffibded MickikpQécurity document
I Haqal i ﬁ% l‘ag, &.rf:h cﬁta nllrﬁr@rséf s tdoc(ajfnena' I%W@E&uﬁlgrﬂun&p @ata being at least

nat ur Sty

b ?P-n“wréﬁafeﬁ“"rhg%“ner el e R o IR e
i F\a"ta“ys!'é‘ﬁsﬁ"‘ﬁ‘ﬁ ong @R Fpops@ribyes PE PRy Ao TETE NG & RS Esyty document
C bk diaksce POPUer oFtem fondFcbatiiomg seheibeadeliprd indigptine\da gif leagt fpastially
| A Etivelolat 180 b of-alle idemifySind 6Ha 6r Mblegrdltet] B¢ (PeErtcpivedl inglicatingrdatgand the
20, R, UG ERRRes 1o SLEbri A clitn Bbcintld vAR I &l Bdineat I Ng data: a
determned 1dentity; and, at |east one determ ned
signature part; and, deternrnlng if the security
document is a counterfeit docunent usi ng the
determined identity and the at |east one determ ned
signature part. Optionally, the nethod is further used
for determ ning a possible duplicated security
docurnent, wherein the nethod includes, in a conputer
system receiving indicating data froma sensing
device, the sensing device 25 being responsive to
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security docunent; determ ning, fromthe indicating
data, a determned identity; accessing, using the
determined identity, tracking data indicative of. the
identity of the security docunent; and tracking
informati on indicative of the |location of the security
docurment ; and, determning, using the trackin
i WOOMRI%h, if the security document is aP{s‘B@E%"Bﬁ’%M
duplicate. 30 Optionally, the nethod is used in a
currency counter for countingf-currency docunents, each
currency docunment having di sposed thereon.or the Jnl

c Gaesaeliyheametherc’s fthen g oh apise A °?5?P“‘E'c§6‘%"a 156 'ﬁ‘é“r"?‘?“’asn%““’ Ying
e awigity doowient, thicncthodsing recarmidastineg st AIPsEuonsy gachpspeusy document having
| ARRbeld tiyreod br theft@ 06380 dam ENidin @ QUNTBBTVE Godd ld@e 1Nt egsh coded data portion

i w&{ﬁicﬁige of & feast ﬂﬁd&ﬁtlty of Y scdutG Qoilerd Ghe Set BHUFRRTonsDEhen executcd by the
C ux \r};%tnlc tem, cnu%l?ﬁqg: m tgr 5 m?uoH%Lﬁgdlca:ﬁl? daglﬁtom ugen£ng Eewce, the sensing

edl?:lg% ﬁe amal indicative of: the
OKATRS PPk ‘F'Za‘iﬂ%?f&‘?df BT st r‘%*n'f xRt

i rijourity efohet fvaurity pqymant At g Wﬂﬁ'@édﬂ’%ﬂ% ik "“af“é'éﬁ“lsﬂ'f““r“b F'“‘“*
S @fardclitl) ddd stdred@ &St dad Kere, Qe Gkacketba tizn beiog indi@wye fnbﬂw dendity of the security

CUbRRCYHd dRG4amIL. transported along the feed path;
and a processor fan determning, fromthe at | east

iondh i hethAGGd AT .;QQ{ forl v In o AviSG6 SARdnticARY Yedufiry doMRents, the
2 Q d5 d/ dlim S:em QIT eéuz ? 89‘1(2 §i§ sngnalﬁlz,-ﬂwfm%ram% m a Eiki&lr gﬂﬁ% of at

n e
PR PP RIS UL BB R EitRy POABE R S e doves
C &8 prmsorhging rprRoREG borsenpiespF ﬁw@%ﬂf@%@? Ajeating éﬂ”c?é'ﬁ“é‘ﬁﬁ“ﬁﬁé'&f“m"e
V af: the Bentifatd, © ieast pay of thelyignag@ odaterming fro the) tiwtios (et p frggrmiped identity
S QAU ieksionk GRdkrhike® signddh® @4 iha {siBentitRt O shotily dpsant Bingge Jdnanined
S Gty ahdne QG W BRIt D GhkitlER Creating the security

document determning an identity associated with the
ﬁbEJn  ¥he ,.émsaqpmmm ﬂ%ﬁ{u@kmm BocheBt) Adch! EBrends BobBghert M&ing
by u éon or erem gi :ﬁ gu m? nlg'ﬂll%{ Dq‘icog dﬂa poﬁfoﬂ%%ﬂ% thEpm'non
at Ff eas r"f of 't fy

dat a
£ HePe v e R o Y BT e e s i
pdtvick: ormng sblstPre evekd dartleprtian POpBFh FEREY IRPHIRG" BRIET Gk g & sensed
Ofcodpd dudl Rortio] @itatidg\tatof ledstparigie ipdivziive yf do ddsniiyefdach camndy doggment; and,
l %ﬁﬁﬁmﬁﬂeﬁnﬂ%nﬁdﬁlﬁto $ bdD@dr Wt i Bhputer Perénieinf\@spbrkie: tEBCifikating
d%&taato OcﬂerIn § u&l %lcl Enl:h mg%&,qqg%mcd %b’q‘g Q’-Lcil Mnmnw'\ﬁcument, determine,

securi rint ur
f é%}glﬁ:}c]é&{stewé(i{ geint,p f ha ue ‘}% o«r:jurmien dhcounfﬁue cux're&% documents using
sé\?W'Vd BeuMeNnt ncI udes: r ecei ving the security
docunent; receiving identity data, the identity data
@P??gﬂ"&t“w Theghads furthge pefnp gteql Jor impiRgpricnieg e etgfuating, 2 iRy |“T°S>“’°b‘f the
t lagrcsedocimiert pavisispraminterzontohireingieien datk ipchaling Bplsality qfpoded data portions,
eﬂﬁ"r&ﬂd@ﬂlu&l@' ne s&smgmdhclci Bnsik e leadil Oe @6dad dlapGrtidn|@nerating, using the
'chYd &Y 48 m&mggda& Re1cds algegbmm@m b sema@toam urrency

USI n i,efr et ass CI at e
and at

g éﬁ et and g Ia] éﬁ"ut'f ﬂsufnamre jrea CFGI?] m%na l'*b laasg Ealﬁoyﬂle%;denmy,

t PRS: SPEFAEE HF e"d'ﬁfefrsﬁg'ﬂ & "d"r“@i’“f"éf”‘%‘? Gf &tmpE -“-EF"‘ b5lpe FRRUL: o the

p &ditatigef datp ppedepeghingit fomythe infecariog dats hgeelvesdidsaing AAdcp repeived gignagure part;
P aditshtigdtel tye duidiliyCaatuinbh® nig thetrizevel Ghemityi dhd/ the fecdivind simagel partt gnd, in
1 e QE 14 TB R costuPldBhenti@ion | Rdsiine, Répline Hceitel) Rerbily Nakblis@iiatdl Wity the
prlgtl g@e coded data on the security docunent.

‘oha the nmethod is used in a systemfor
recordlng a transaction relating to a security
docunent, the systemincluding a conputer systemfor:
receiving indicating data froma sensing device, the
sensi ng device being responsive to sensing of the
coded data to generate indicating data at | east
partially indicative of. the identity of the security
docunent; and, the transaction; and, updating, using
the received indicating data, 20 transaction data
stored in a data store, the transaction data being
indicative of the identity of the security docunent
and, the transaction. Optionally, the method is



15

20

25

an

s

i ndicating data froma sensing device, the sensing

devi ce being responsive to sensing of coded data to 25
generate indicating data at |east partially indicative
of ., the identity of the security docunent; and, the
transaction; updating, using the received indicating
data, transaction data stored in a data store, the

t vemmexniv%eh data being indicative iii; forFCEATHIO00SE
nunber of security docunents, perfornmed transactions;
conparing the transaction dgt.a to one or nore
predeterm ned patterns to thereby determ ne the

p ey, che srurigsieramoinchyfies puticeps brotestiemyibeipratipleipe unisgrly indicative of the
Opdspe@it@ikdusty dotudi@nt B8 b elortduCd darsl @8e oIl fr duplis oL the syewrity document
dogiRMnegat abase, the database storing security
docunent data including, for each of a nunber of

S %ﬁUﬁ qg%%ﬁnt ik RNk FoYperd RloRlatiod, bziﬁht tod€ ek Bdfnﬁ{d J?tn@ f};ﬂm
ar Q & .
t ngllc%ién utf ai. leFxt pa.a of aeﬁ%l;iue %c 5&@%@&!&%&%%%}* Ql ?’m a!t l} e @ Ly

18038 TRV G 4 PP Sl P VS ot B ey o s
Nl @rivatt keyjabsl alisity of fhe sefyaty desemepticanyre QST ETPE Be Wﬁ"éi‘“é‘i“ﬁ P“"i ey
use, the security docunent database allows a computer.

S Yo ticaly s methad deefiriher usef. formvozrinfct Fiolemeude ocure. e fRiecT s » @
d &bt syste@ ar8doivipindidainl, kian Bion o sedling devivey be Bhsing tlevieglzing regppaive to
Ofsensiﬁgl%?thé gﬁ’e@ﬁitatty gcne?afé%dﬁﬁﬁg dafa a1idad &rﬂﬂﬁxiﬂichﬂi o T idehSi@ dbtéiBining,

Ui e ok 'u% %h ba@gnmg@%gtir?qg:ests Iiieusmg 8 uaini“yed ‘i’d&&i}i‘@mman daa

an_ action’ assoc

0GB AR D DGRBS AR O g e e o
Qpitcisewriay dogument gisaus, fshe FROEtY] dgumeRt if HAW: A SO RO figerginacion
C GEgSihH 1 kecBiypySltx@imnt t@bemaovertddr t r ansacti ons i nvol vi-ng
security docunents, the nethod being perforned using a
Saii aioher ibRS! AroiChiel iDAsion el el pi opunbuzcarey tdodunapt.rreeh cumrency
di 4RAS Oyl 18 52Q Fherath of Hhdufdodita GANBMIMD Puriliy ®F toakid [dgp m@rtions, each
”U&i@ﬂm 8!’”%9%% Q@im Qruidiciaocsaf LR Ry CORCAH dBeuRR, thb Belhod

bei n cative n. | f evice ada
S él't?t' ui\gt aigiBiﬁc né/st?m refaHrmg mgfaéri&fd ﬁmdaﬁﬂ%kgit%vﬁcgﬁm&ﬁﬁﬁ d edci pdt::
e R B Frshie P 982 pagion T B AT SRR, i ERG Y s te sensed co
C@lﬂpmn thyyimsdicaring gagr: at fegst pATtiglly lpqafatfve af q‘h@%tuéeﬂfhr ey document;
S G&&hﬁ&, k@ the Rdicating eazSedeRimingd idethgy focrechigaienyg) dchgpglﬁg-qmyieg. using
t Qacﬁ Ghifd idQ\Bty GoARdurdah durtidy GERRH;AE couitial} BdurdA€y debarets using

ﬂmd nﬁhdp arirally indicative of. the identity of the
securl docunent; and, the transaction; updati ng,

%n ”Siget 'ine o go%i %e %vinm'p&@,wéqgmﬁia; fBr aum&niiémémavmmg te@rency

r ansa L1,
R P 6T PR MIBh P! BFOT ROVEE e dur el g o
arvefied daleportiyng ths aethedgpsivdie. ep"t“i“tﬁ‘i'i%i"i"‘ff sepyig ﬂh'é“ﬁ‘ii‘a“d“'f"ﬁ AR, peggion:
| Meer@ratE, QGRSIB Ginsed @Acd dacportion, mdigiing ideeat fegypaitlly Fdipative R e igrgfity of
S %Qﬁn‘eﬁcy AR B Y Bast ]ﬁl‘h& a sigiike, Ghe Gigdaire bidiz ta [iital pBineCpf Alleast part
ldQnQ' I%igl J‘a%fe}nnéj&g ﬁl& Ft% CQI‘Q wfa a:;mgl.ﬂé’?ts}&ﬁ:ﬁ 1:hi:t J%ﬁpuwr system being

natur | t ature

o e e g e o M S AR Sty Bl ooy 800, A e
r Sigrsfu @ars FyHNoEoRE ihhgiwaaida“r'iﬂb‘iﬂ"%\“"’s'&ﬁ% i‘d"‘i“ﬁ’ “‘i“ﬁ‘& ”&'-‘é‘i?‘i gt part,
t hel, 8 espeme to beicrefil malBpioation, demting, vsieathyirevejved fdentitha valyg grengiated with
dafeauntdy gaR@f.at e i ndi cating data at |east partially
indicative of: the identity; and, at |east part of
t RptoRdng it iklficRing G2l & Fufthe @icaliveOi A @ thenelis@ taviagseahaet) ke cgrrency
d %&%&E giﬁglcﬂ HAeRtk Ii¥ibutk® aRNPo@don hﬂﬂ%&ns@\ﬁwﬂ%@ﬁ:ﬂﬂmﬂ@ﬂy document

J%{ re part; and authenticate the security docunent

he determined identity and the at | east one

deternined signature part Optionally, the nethod is
further used far counting currency docunents, each
currency docunent having disposed thereon or therein
coded data including a plurality of coded data
portions, each coded data portion being at |east
partially indicative of an identity of the currency
docunent, the nethod including, in a sensing 20
device: sensing at | east one coded data portion for
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t ansferring the indicating data to a conputer system
the conputer system being responsive to the indicating
data to: deternmine, using the indicating data, a
determined identity for each currency docunent;
determ ne, wusing each determ ned identity, a val ue
for each currency docunent; and, count the currenc
dHUHEHIB2Usi ng 25 the deternined val ues. Wﬁﬂﬁ”dﬂﬂ%wwﬁ
the method further being used for authenticating and
eval uating a currency docunesg-, the currency docunent
havi ng di sposed thereon or thereln coded data
i Rwiicndly, g mathqdlingludet apspingik the diedns dert ta hpeRmPIsH FYEEm ot fefigone of: after
nmtehﬁdngl Gk leléef Gach tuicney BeiET;AG, 8 Setee@incdsenist ofguradcy documents;
nidlfy.coded data portion; generating, using the
sensed coded data portion, indicating data at |east
p%&dﬂﬂ!’ | ¥ sl:ngiﬂjé &ﬁ&' MeRde® bn in@lfdiod, ARRL the Wetod bkl Gbding BOGYcator 10

zlpmw& at %?spg)nc op an m&ua&ron%%th Qn@{e;s oPEcns@!g %Jegp@&wng Wd&dhﬁta pomun,

OF“ Faﬁ;gn qf MI‘P?H{]%Y of “ﬁﬁ‘gﬂ’““{ Fogﬁg ne};t ulfllt mdlcfl.tHc 1‘% the aum%er of sensud CurTency
dalecamaie the velemts e eansed gurprgndocupmpns %%‘W““éy‘é?éﬁ?‘b%'}%ﬁgmﬂw
rdegeemsi ve to the indicating data to: determ ne, from
the indicating data, a received identity, and a
I @piinale Che SitigEzbatreds enddd;in a gerlityaf deteportions and evhergipy theappehgd includes
d QbR indidSolr 13 hakdRar e @ieds MRlre kel @ dcicinjhediRsl e REscd ©R@daut gitions.
signature part; and, in ".response to a successful
alﬂph:ﬂﬂ”e&ﬁ&dd&ﬁm ARk RuREindidkit ¢ Tedt@art ¢F @ Eljmidi@r€l, the signaturc being o
‘!@ b i B o Y Rt 3280 fa.l.-n & Wiekehd utehrem%ﬁmqéarcreemmg. fom the
do

92 AU 000

%‘ﬁga?s"f”y ‘f':ﬁ'}é?’e%é {0 % aks (o] cﬁﬁé‘% T egc %@5 LAt] 2 CaRy e
P B! using b qﬂa‘@ﬁtdu lﬂf“meﬁ Gt I Py BTy HB’F‘&'&T“P\/ e of
the respective security docunent and being stored in
a Catéenaly &t ejgnene is 2 dipitaksignepuof gl e of e dw“%sﬂndeﬂeﬂgﬂé'étﬂ'ﬂdf‘vﬂ"“
d paxdinge it padding bding atdket @r ofi apedkien@yzd Jumbes jaddya randdyenumlst ur j t y
docunent includes anti-forgery protection, each coded
d aipéonqli e iergire sig@iureds chagdetl brighin a phirality off codad datp@ortivns gad Whersig g method
P &fAludef thekenSiheHAde bbhshy a hubhBer 5ficGliabdathl poriolh@d tikgebyf dotxihE|thddayitire signature.
encrypting at least part of the identity using a
P loptieRdlR tHé @3ficdfita PikHited aGluRGidy Yy utsk@sh L@t BefiniSy ios poditnmtf = plurality of
v %l'sl sgmb%l? Mﬂ]n%{ﬁ‘e 1@@!9}“ Hﬁ Qplﬁ'ﬂl%ﬁsc@m syml:la@ deGihimpat 186t piHSot Bignature.
the private validity of the security

SRR the £BG a&?ﬁs ﬁd@.‘fnhmdmu&b ROmdid€nded r espondi ng
pu lic key. Optionally, the nethod is further used

f %Toﬁaﬂg Q@Y QJdl:Jwta @ prrked bShe S8LMNGsInE H 10061 Bﬁﬁtm\nsfbh @R, fhQstrared-
includi'ng in a conputer system receiving indicating
(ﬂﬁmm??onwa senS|ng devi ce, the sensing device being

r nsiywve g .10 sensi , kb ©
'2@%@%¥Fﬁ ddg?a E i éé@%mﬁéﬁng Q@gﬁn %@%@f%gwa t he

dg)te:té)%a& ngtdu%%cg ﬁe?l pprgdn cncods 25 thegnnil:'eréle alu.:[ldl cating data, a

acceSS|ng, sing the deternmn ned

dent | t.ransact i d OL & coded data
| ooty bt 33 gRdal xR oEiplle A B e o o

d GrTATeNRdeS Fearetie S @ i ni ng, using the security
docunment status, if the security docunent i.s stolen;
aiQtionly, 2t e afshecogeddatp pretiopsietsade Ailfas PRFOR A loFaif of the regprarjve, gyded
t ke eo otition ofthe Epspediive chdsd dat poriéise entarswfioe; afsBe ¢f e gpred idipcpertions; 8
b kgl SR, 40 hentiyaaRiduepard i \hid eSndRatstbistiod. of counti ng
currency docunents, each currency docunent having

di sposed thereon or therein coded data including a
plurality of coded data portions, each coded data
portion being at |east partially indicative of an
identity of the currency docunent, the nethod

including, in a conputer system receiving indicating
data froma sensing device, the sensing device adapted
to sense at | east one coded data portion for each
currency docunent, and generate, using the sensed

coded 20 data portion, the indicating data at | east
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determi ning, using the indicating data, a determ ned
identity for each currency docunent; determ ning,

using each determned identity, a value for each
currency docunent; and, counting the currency

docunents using the determned values. In a fifteenth
broad formthe invention provides a nethod for
alYPAYIE36 i ng and eval uating a currency 25 THYRUFEqes
the currency docunent havi ng di sposed thereon or

therein coded data including9e plurality of coded

data portions, the nethod |nclud|n9 in a sensin

o eptienally, thscsadstl g Taudys aeapt opS TeRyest SeFa e Sfeng ey Forrection; Reed-
g elenaitdin gnd. neic Rglurtldney hah€BE) dwded data portion,
indicating data at least partially indicative of., an

i ClEpRdnklty)ytheofigital tibr@mue ntindeng Yeast o€ wire retdow meinbert 2ssogiated tvlﬂp@r ilentity; a
Ofkeﬁd ﬁdsl‘gcﬁ}@ttléﬁt@m iderdiy; SHeCh Bdshigran 1BexI R GdeMityCHragbckdalsing 4 private key, and
Sl vgn tlcuufsig “g’h"é" ﬁ% ElEher-tht deUc%d lj:y(iﬁ‘cm:ﬂmﬁ ¥1ea ﬂld :dcnury, cipher-

tran errl lcatin e

1 BB P LR SE RS F B8 ey e e e g o

i redtatede mq;veramlausw coraerinppullis keyf ot FipheTE® ?fﬁa‘iﬂi‘:ﬁ‘t‘% 15§ encryption.

data, a received identity, and a received signature
pefvtionalby e enrty dosurisnttin® 1ol PR CyP R A it S |arF&d"t gt s

r eeueun'rdladmkedermmoycomd 2 folteey ticlgre inymatvinsticph andifp Eleniy papd; or document,

angkh adalirive@SiaRsaderea successful aut henti cati on,

determ ne, using the received identity, a value

asSpihig R Cdeitdnt i inditab@ of ki Nlde® e f: 6l Oreriae Fvte. amfBot: inoladirg [alsast one of:

t h:ﬁ—rchrg'diss&a&hlﬁg cgﬁ];nﬁ:atioﬁ nbeb! Eiieh) % tlﬁgr\wrk@ :adnd VeRial Qifmiidr; & 1cheEk anribute
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‘met hod includes . transmtting the indicating data to

t Hsticnaliset eofled sigts fscomrimeee i esgesdance pyith gfleast opy Wayout Fyipg n-fold rotational
S Gffichery) wik\H ICR leSews, aig lay@nindhdioglr ienelsuidaousvenpttd 1/aeycutiops apart
p ra@ﬂﬂztv:@rﬁrmf RRGon MBS ke s@tliayedd QNG bﬁmﬂﬁ-ﬁﬂl‘iﬁﬂtd&a that @iklialguishes that sub-

gicab Ly, ,onally, the sensing device includes
anmf% Sg%orﬁﬁ&ﬁ%ie the nmet hod i ncl udes causi ng the

' '1-9, Gal Ohe dofed ama BT Q&O,Am%@%, anmtw ok Han.cy ,pfaa lm@aemal
l sen

€ 'success o

TN o ot By SPHS JEE R G SRR B o
C WP fnesgre Pulgsoy pfesriymboly WEESE M s it e oo gnepfed P’H'B‘" RSt o
S engied Butl L@ rotathod symeeitySf th veut well thee degrfding thesywieis gteseth of the »
C WFidnBRYof 10 G diiceDr Wpresaiatidnd @ i iiAthh-intidlingQtag feach Rfresentation

S Q:&?pﬁg,, GUkded? Cblic ﬂlﬂ(\‘:ﬂﬁm %ﬁat:or%datﬂ@ @ded Ma betmE GudRIMd dF Bie degree of
na #Eﬁmmu encoded in a plurality of data portions

an ereln the nethod_lncludes 10 causing the
:on:ﬂl Ohr h (f\'g'.'}e? for l:rac Q?se(g.\ng il §me§tl mtnh\ﬂ ﬁcllﬁﬁg mqgompumr
de erm ron1 e sensed dat tions,

Oteies ﬁacrwigs indigeiag o8 Bebtroniay dé‘ﬂﬁdﬁﬁ?"aw APac i e o snsing o the
i mefieddatn eenemif ingiating dpisipdiqadye pf desfidepfivif GeTedyft Bems g pdating, using the
S ir@#h@d 1idiring @dr) Ghcing dali Gired &l a dgh gmAtagling dof beint infligfsof: Haidantity of
Omwﬁmﬁﬂmgemhh&&mgaﬂﬂmwnere|n t he nmet hod i ncl udes:
detern1n|ng, fromthe indicating data, a determ ned
Qﬁr‘.’&dn& Yhe ?eﬂsﬂlgaéwcé fRasts: Q‘Bﬁlnﬁjﬂﬁ;&ﬁ 0 e il b5 b @Ak bkE; Q rediddloh source for

e)t‘pbsmﬁ.:ﬁktleas? QIE cla)g% e tan;grtmn, adsensﬁ' ?0?&%5‘!1% Yie ag Q&Wﬁﬁmeu §dd£!|9m} plaﬁcm, and,

ned st _qne t%£n1ne
o B B . vt e B AP <o TR P e
digital signature of at l|least part of the identity and
at least part of predeterm ned padding, the padding
bei ng at | east one of: a predeterm ned nunber; and, a
random nunber. Optionally, the entire signature is
encoded within a plurality of coded data portions and
wherein the nethod includes the sensing device
sensing a nunber of coded data portions to thereby
determ ne the entire signature.
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Optionally, the coded data includes a plurality of

| ayouts, each | ayout defining the position of a
plurality of 20 first synmbols encoding the identity,
and a plurality of second synbols defining at |east
part of the signature. Optionally, the coded data is
substantially invisible to an unai ded human

ONQ ¥AAINE the coded data is printed on t RETAYPYPHegnee
using at |east one of., an invisible ink; and, an

i nfiared- absorptive ink Cpﬁkonally, the coded data

IS provided substantia OI nci den .

hl?ﬁ%a"r'é]ﬁdﬁﬁfdem Meb FSFFB mmgg !Fr%!(l‘j ﬁﬁgfﬂB’ cyu-c IIF caeth cod d data
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C ofe edleast ohe Besempiesdl tignads PRl posi ti on of the respective’

coded data portion on the surface; a size of the coded

d &ptongip it imgihye-is ferther 3@ &f detsrminfing A Pogsibipriaplipale secusipr dpoypsAy Yhetgin the

ofmemoﬂcgabaﬁrw@m@ar dysremaradivinglinditagng @fta fromchi sensitgaidvide.ole atniingieyics
@%ﬁmf%ﬁb@@&ﬁ/ 1D QRORGdicad ddAhidicRinebel i, idetkyenf the

cod ala, ngudesﬁ&t ol Gl R, Qﬁemﬁm%g@ntﬂccﬂ%aﬂmg the

dé‘i“ af oL
aﬁacmweé’e%“r@”%@»%%a%ne@&é%ék t?” i PRI Py oo

t brdorekiiepi indigering jof ha tagien piriby ffa'égf dafumfﬂéégdc d ‘?ﬁr e 0’ vaking

I adfishedmoriohdrewritpdeoenit &b pesibigidticathe | dentity; a keyed

hash of at |east the identity; a keyed hash of at

| @pvhally, e hethedts iubeyt iy oulersie ehuntes fof potmting CfrTpRey docRmpaps. cAq] Fumrency

S a¥@idnf He@d3| dRpdetd itHd@ondbr GEEIN @843 AMEl inddgfinp tl [pimbe ok@yed data portions, cach

Ci &Qﬁ& Ecﬁﬁﬁl bﬁ{g%%mf Q}Mduﬁﬁp\:ﬁ' M@Ednﬂ'ﬂy tﬁtumhlﬁaﬁt:ouﬁth&cludmg an mput
ﬁent y t%t Il}umlgr 14 Cfurrsnc?( e(a lflucl%dcmm% qul.ﬁ'p%lpfgl] ﬂ?&dm ocluﬁ@%tlrrency

er?c"a“ om s cF 38 t.h g r.heou ualo a feed
prdBfH‘H‘E‘E-d f"‘lﬁ%‘i’“ﬁ’g““‘%{" fowf%%“ﬂsv TR RP I "Abi S e
C vt @ sepeoneli serging ot qme sy dsiapqgion 8 é‘F""t"é'in“‘"ﬁ‘i“ g H‘EP&'&% along the
U Sdet @it RA5#\a @2 6vessdy P He@AniningGiwtnithe Acldait yne sendedcodsd datyppriiop, # sensed idertity
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mn gtﬂllets cm%asucmngul-t haqgg e.aml,owhm mc Qého@ ofjﬂrdwﬁﬁi thesecurity
| ona ‘y the | A dent
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C @t ekerttily; pergl@dn@ DIdRial, Bgoded dtiadnclpilinhanumdrrof poder ditayrerids eachppriyd data
S Qbrkid| behARERBIve ofBthE ﬂéﬁﬁﬂ( ofodhel sEduJ‘ityl BRumeht @, ok para bt deaig@iture; and,
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t%na‘rﬁ} e sQH{yednéuﬂ&lz H:Qh E]‘gl[e@tﬂll" £380y RIS, WhereinGiRnilthbdydd Srinting the

|g7%|n I nstitution: acc o cine gt
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SR ahenOiAe as*e m%y&Q%h&QQLH%E}%uE R ledeni b ek okt

?b.?ha I ngui Shes that sSub- |ayout from each
other sub- Iayout 20 Optionally, the coded data is
arranged in accordance with at |east one |ayout having
n-fold rotational symetry, where n is at |east two,
the | ayout encoding orientation-indicating data
conprising a sequence of an integer multiple mof n
synbols, where mis one or nore, each encoded synbol
bei ng distributed at n




10

15

20

25

30

35

| ocations about a centre of rotational symmetry of the

| ayout such that decoding the synbols at each of the n
orientations of the |ayout produces n representations

of the orientation-indicating data, each

representation 25 conprising a different cyclic shift

of the orientation-indicating damand being indicative
oW/ 148%r ee of rotation of the |ayout. &?’PHW&W”W‘
the method is further used for tracking a security
docurment, the nethod includigig, in a conputer system
receiving indicating data froma sensi ng devi ce
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t FEERIR ainar ca of . the ty th

've Ldent |

sé?fEH“P‘t"yd* &6@“&%‘1@'% and, tracking infor mat | on
i ndi cative of the Iocatlon of the secLL X.u n:‘—'?onned .
af?Ef’““"H’éf“éP?ﬁ“ﬁFﬁ’é"’“ B G TR TP RCRIIG™ TS et on, 11
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f{ﬁ;ﬂ& fegﬁ%k m%%a@p% a,.la;a m@ls 5hNBE Bpudo @0 ARl SbAT Precd

| nc

d gﬂlhaa (ﬁ?ﬁ"ﬁ ét I t one on ?r 1:939 EILTLdI P&um&ﬂﬁﬁsm&Q QS@ the

c &Pdrle*héyd el o3 gy H'E set ‘tfh‘@‘“&'ﬁ‘ﬁn“t"@} ‘”‘?‘h“'c“l o B BEF<% “““Smr%p"t‘ fprocesser to:
for receiving a nunber of currency docunents to be
counted; an output for providing counted currency
docunents; a feed nechanismfor transporting currency
docunments fromthe input to the output along a feed 20
path; a sensor for sensing at |east one coded data
portion for each currency docunment transported al ong
the food path; and, a processor for determ ning, from
the at | east one sensed coded data portion, a sensed
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docunent; and, counting the currency docunents using

the determ ned values. Optionally, the security

docurent having a security feature, wherein the method
of providing the security 25 docunent includes:
creating the security docunent; determ ning an

identity associated with the security docunent;
gaYEWeNIINEs a signature using the identity, FCR@U2005/000066
signature being a digital signature of at |east part

of the identity; generatingesqoded data, the coded

data i ncluding a nunber of coded data portions, each

C Glclerling] emnthe 9 deast pro pendsd oy dithppitiom @ jsepied 9Fntity for pRsh TRERTdPPYent
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S1 g By mAREminedVakddt | N the coded data on the

security docunent. 30 Optionally, the security
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S @6 pkbtivi syenblO@EUTeN brid bang cored inadat prervig Al ffop dplicatiqriof the scourity document
URskabididagaea.USI Ng the received indicating data, 5
transaction data stored in a data store, the

t r@ﬁbﬁﬂl?lﬂxcﬁ&u:dﬁﬁoﬁunhﬂiiﬁ@dek il ifegady| pro@ctdf, .each hﬂﬂﬂ dshe rpriidn ypoimgf further
tq?eaic%‘é‘& Ft'le&s‘( art JAGHITRAL the ke vhiSrornkdp SRS P teast part of the identity
QLI onalLY, NS ELDOC 1S, LULL UG 8 odRbus WRUh Qe i
t rEMSREEr SRS FRVEIVI Ag Pectr i t aocunent s, the nethad, -

i ieelPUIe b2y, 20 YIS f SRS ACWTFR e SORHm 1 ST e TR TG P o pUstekey.
transaction involving a security docunent:. recel Ei N%ine i

i ety e petgtinfomhere £ SRS RPIOER PR doPRE. BRREICRGE e T 2
dexipeer spemngeeivies pdadizven fon seming Aryice fhe sHns deirs bane rgpomslye ©
0 QREkeAK Be doltd b pendhtcCialitcingdan kioas banply indicativk yf the fditiyadeienniping,
A A T IS P W S i et
P 5 P Sis b e SR gt S L S Lol Wbl e
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PIISSRME Bic Oirendid SoRA@ hding disfe@s Mheredh loo tverein ol dgta ingiging 2 plurality of
Optionally, the nethod includes using a security
docunent database, the database storing security
docunment data including, for each of a nunber of
security docunents: identity data, the identity data
being at least partially indicative of an identity of
the security docunent; attribute data, the attribute
data being at least partially indicative of one or

nore attributes of the security docunent; wherein, in
use, the security docunment database allows a computer
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security docunment data to performan action associ ated
wWth the security docunent Optionally, the nmethod is
further used for causing a conmputer systemto nonitor
transactions involving security docunents, the nethod
bei ng perfornmed using a set of instructions, each
security docunent having disposed thereon or therein
CHEEE050AY% i ncl udi ng a nunber of coded dat ECHAFIPHRYSE
each coded data portion 25 being indicative of at

| east an identity of the seogsrity docunent, the set of
instructions, when executed by the conputer system
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d advie, bk @F6inR deSiRd bSihd WPapBEiv] senes, 2t Thdr@ne @G dan Gortioghgvriergte uiingithe genscd
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the security 30 docunent and, the transaction.
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instructi.ons, whén_executed t he, processor, causing

t MRS Surlieiog ot "t“&?““?/ﬁ“ﬂ‘ég%?“f‘f%%"“ﬁbl AU2005/ 000066
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- Bpiomih e o s P E B o5 B LR 0 A SRR Bl
o @bees i spreine deicg AfepdhecrisprLE dinedls FPTepgnding PHyiE B Fr - ond where
V &k spesin devicedrephies ther pignetire Yeingl e spe Teeret kernadd, @ @iniey ffa public/private
C Wy pRNGY whel 0 1RERY deSicd dBdodgthe sh@mdetig i karegonyisd e key.
Optionally, the nethod is used in a processor for use

| Dptidnad vie Gesed Déntith Bicbrgpadd © &t léan gne€ dagmiprt dat drgGaime trlicre ¢ gerity
5 d&%ﬂgﬁl@&rﬁdcﬁtﬂl n&ﬁity RE bddgkcddd; n€ axlﬁet da @bikati@lof When & seeurity document
! aq'{nca%tidcr\n{igal igcfn Irﬁha? I!'»emgngcu;rhﬁ lttpt%ta&lilg Q%Wd@pligﬁénr&ga sekurity document
di gl%al Sl gnai re of at crde(zaast part of the identity,

t BB %" 8tessor being adapted to: receive indicating

data froma sensor, in the device, ..the se r bei.n i
- OEBEHS PAPLeo{eg A mtien i el Bl ST T e e s
i dgireegit | Nng data at | east partially indicative of the
identity, and at |east part of the signature; . )

ol ©tiopaity. greh cofed dam Pokien i TERFTOTicative P! @A Paref 4P iy fhp Egature being 2
i digiat sighagire ofun Bastaphrt df @a@EntipRel wietiathavinriesdiedre deveings, Eompiay ipdicating
afgh, 3Wldieit idemityCand ROeaf Qfekelednihedl HGAGE prt, 448 kel hil@mputer system
d 9{::%.(& Uﬁ%@er 2 hick e bo¥urif Aok HGiasBboked ﬁs.‘?h% 0 Mfrrmined identicy and the
determ ned signature part. Optionally, the nethod is

f ZieheF dFEid 8 P8hnt i ng currency documents, each
currency docunment having disposed thereon or therein
coded data including a plurality of coded data

portions, each coded data portion being at |east
partially indicative of an identity of the currency
docunent, the nmethod including, in a sensing. device:
sensing at |east one coded data portion for each
currency docunent; generating, using the sensed 15
coded data portion, indicating data at |east partially

i ndicative of the identity of each currency docunent;
and. transferring the indicating data to a conputer
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usi ng each determned identity, a value for each
currency docunent; and, count the currency docunents
using the determ ned values. 20 Optionally, the
security docunent includes anti-copy protection, the
identity being uniquely indicative of the respective
security docunment and being stored in a data store
aMIF1d1726dupl i cati on of the security docuﬁﬁ?(t‘”f"?)smﬂ%’“
determ ned. Optionally, the security docunment includes
anti forgery protection, eae¥-coded data portion being

further indicative of at | east ?
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O fpadkling thé i6lxivg befng at le2Bongesi apgdetermyined nupbeg arid eyandppn number
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aNEhice ¥ adnfigelled 1Y semf a duliRr &F Q/ALIEE AoriibHe BuHaReYdet@:sif tid entire signature.
confirmed using the correspondi ng public key.
Q%h&m@'tﬂeléudmt 438 inhBekN i off upbukishaen 1HGLakhifiRIthe p@TIEMES bligity of

E sg-l'ln Z J encgd 61: 1Eu¥m§j 04 HHEQ{;V rof Je%?d sﬂﬁ%]@&ﬂmﬂg@ﬁéaﬂ% Bfihe lsignadre.

r SS rece|V|ng|n|cat|ng data froma
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the co ata to generate indicating data
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déF@Fﬁfﬁed |dent|ty, acceSS|ng, usi ng the deternlned
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et A e ey R [ et

docunent statu determn in the security
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in res onse Lo a posit det n
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t e @ition: eelivd ofthatrespedtivecshdadidels gordpn prl thprsurfage Aizeyff thygoped data portions; &

2QQ&&;@&&&5mmﬁﬁ@AU%QaﬁﬁﬁﬂaBﬂﬁmmﬂﬂﬂmwﬂdedmdata

portions, the method including, in a conputer system

r Qﬁ&dnany NG chdddl a6 akciuitg) aid@d @nef of: Géiudans @RSdat Gllowdle wroC @yrectidneRecd-

gﬁ.gd;lgmd&yb&@cﬂ%my@mtﬁgdm sense at |east one

ata portion; generate, using the sensed coded
ndft rﬂ;'dﬂl& snénﬁgk B@&dcsnag leg'?‘;n@-ofaﬁ raild%ﬁ%nﬂaraisbcﬁu With the identity; a
aﬁa'mg uhlo}l gae%% the 1 en ty, ye& ]tm¥h 9 at lca.Q %1: dgrl:]é &%mﬁﬁte key, and

a si nat tlngnature %
o S PR e'b‘tff"Waf'Pthéﬁ&Wr% W SR e Py e
ol edxtemrotiiced ypoeryBring proerst i ddertify it e dprp lereend, SipherdEr produsd using 2
I (}&\ﬁte kdy)and vaitiblcusifigpC@ieipadinSiutia ady Lnd cigharridxt produced using R5A encryption.
aut henticating the currency docunent using the
I @p@inang dhei sebexit dckuyned Mkt Idsme one ©C @icwaaty SotgRabou @ cyodiyqr debit card; a
a rr]ngeem!:bﬂ: ERESIIEEES @r cbporla ]Stké@@i&&snf ikant vt e Bl iakiddniitpéard or document,

smgmadengm“gﬁ$gﬁp fhe received identity, a value
associ at e e currency docunment In a sixteenth

P:?gi%ﬂ agllf %ngm;nge i pyenti a@;gﬂpgnpw gia,;e,e, R GkHblet mcnmg WNBAbne of

ant’i - Co r ot curit
h &4TeRRY ia? *BETE PR Ao ?"}bt frding, e e SRSl g ““’M’“ O GHEE e
i irchudii uhgasrapnmfrmeqncyolﬁsu%ﬂeaﬂqaa&ce% BT ""'"’fﬁ SEPAY, fpres check
C eal@thndliaiivn gpd siburinclodiberagicatostiot eard type isepfing inpiniieipgrgong gumber; issue
t RQc; L@k WM ke Ng uni quel y indicative of the
respective security docunent and being stored in a
data store to allow for duplication of the security
docunment to be determ ned. Optionally, each coded
data portion is fiather indicative of an identity
corresponding to each part of a signature, the
signature being a digital signature of at |east part
of the identity. 15 Optionally, the coded data can be
sensed using a sensing device, the sensing device
bei ng responsive to sensing of the coded data to:
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whet her a duplication of the sensed security docunent
has occurred Optimally, the signature is encoded using
at | east one of., a private key froma publie/privatc
key pair, and 20 where the sensing device decodes the
signature using the corresponding public key;a secret
key, and where the sensing device decodes the
SIS ng the sane secret key; and, ZCHABIPYIONE,
froma public/private key pair, and mhere t he sensing
devi ce decodes the signaturesmusi ng the correspondi ng
private key. Optionally, the sensed identity |s .
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coded data portions to thereby determne the entire

s iOgiieaslly the secwsityEermehia ppd in 2 mped efzfa'éfamaar cQuitefel} Sgryn dogument, each
p leadechdsiatpyrtiaf behmfuahst indicatva ohat|lay 0wt of defeiente igraurs being 2 digital
P Qigstatude Offhe 1856t pdt oPind ieadity, bvyereifthe nkthddSdcludy iila Gdnging @4V O ehinsing 2ifidasone
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i nfiared- absorptive i nk 10 Optionally, the coded
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€ B&LigkSnfainatibre Mo seqnie doimentd alpogidd dudipicof t he respective
coded 15 data portion; a position of the respective
coded data portion on the surface; a size of the coded
data portions; a size of a signature; an identity of

a signature part; and, units of indicated | ocations.
Optionally, the coded data includes at |east one of:
redundant data; data allowi ng error correction; Reed-

Sol onon data; and, Cyclic Redundancy Check (CRC) data.




Optionally, the digital signature includes at |east

one of: a random nunber associated with the identity;

a 20 keyed hash of at least the identity; a keyed

hash of at |east the identity produced using a private
key, and verifiable using a correspondi ng public key;

ci pher-text produced by encrypting at |east the

i deevedosn192¢i pher- text produced by encrypt i KG/ANRIF A6
the identity and a random nunber; and, cipher-text
produced using a private keyg. and verifiable using a
correspondi ng public key; and, cipher-text produced
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b’ fiy TR CAt fve » of. the identity of the product

item and, tracking information. Optionally, a sensing

device is used for sensing the coded data di sposed on

or in the security docunent, the sensing device

i ncludi ng: a housing adapted to be held by a user in

use; a radiation source for exposing at |east one

coded data portion; a sensor for sensing the at |east

one exposed coded data portion; and, a processor 20

for determ ning, using the at | east one sensed coded

data portion, a sensed identity. Optionally, the

security docunent is used in a nethod of determ ning a
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coded data portion being f rther indicative of at

| east part of a signature, the signature being a

digital signature of at |east part of the identity,
wherein the nethod includes: in a sensing device:
sensing at |east one coded data portion; and,
generating, using the sensed coded data portion,

i el Deeritgs data i ndi cative of. the 25 i dentPCTAMUZ0834130066

at | east one signature part; in a processor.

determ ning, fromthe indicagi-ng data: a determ ned
identity; and, at |east one determ ned signature part;
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i nicdumelisnty @etind inbeing,of » eodhediohat sepsipoi (56 A%, oEh &7 POEYfErrach
dalrRnd) Qodun@f ghrerbeing dsifelihe Snied @vdaif datatplorgion; dhdirrtingt dpta gf legshyartially
S GGt ¥ el QGHMIEH each AREhcAlockn@ASdnd, Readsferif thd idkating data to 2 computer
S At o8 LA ARG & BEinAAG Bl ety LB nticaing e o
security (focu%ﬁ . ieépu%ptl_ona 1y, the Secur ity @ sl for cach
d seserriastidery foreach e torBEN SHTBPS BIME AET G A secur | Ty

d Gurtenre icunkeei/And: gpu the uEeppy dpaments asing (e determingd vales, ho

i ncludi ng: receiving the security docunent; receiving
identity data, the identity data being at |east
partially indicative of an identity of the security
docunent, the identity data being encrypted using a
public key; determning the identity by decrypting the
received identity data using a secret key associ at ed
with the public key; generating a signature using the
determ ned identity, the signature being a digital
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Optionally, the security docunent is used in a system
for recording a transaction relating to a security
docunent, the systemincluding a conmputer systemfor:
receiving indicating data froma sensing device, the
sensi ng devi ce being responsive to sensing of the

coded data to generate indicating data at |east
PAMOLA0eENIN2625 i ndi cative of. the identity offCT/E2005/000068
security docunent; and the transaction; and, updating,
using the received indicatiimg data, transaction data
stored in a data store, the transaction data bein

i pHogait, th excwify, doduinent s @ @mency Jovefent apdpusedain @ ped iy 6‘&‘1‘1‘%\5%?& and
aBRluadhd ¥ clrfeR S@ichtOft. me®pt belisg, in y sensidg gevise e:0tine Ptyﬁm one coded data
d in uHr?gQﬂ: sbried RodBPdatd QehidnOfidichiRg HakaQuf leddCpartially indicative of: an

} @g@gg{g\' er,ng.%% IR lm@pmflag.%fg GEBRR Bing L TR 1o

ng,, a

t eaghBsE; OF Pooiemtity wesh Wﬁﬁ’“‘ﬁ e TS OB ey e compuer syste

I e rssponsye torthl inkstring gaciertdgierfaing e the iodieting ity o fropipsd idprfly. and @

S memgg.dﬁu paEnuln@ilidag te @EHGN bcurent wWinsShnBesive ighting erd dhy received
0654 glrréﬁoﬁse MQﬁo&%m fBert@tion, d&ﬁrminﬁaﬁ'tg 1he Betekvbdcilichtipy, a value

[ ndllg:si WIJ’/?MWE Jhdentity of the security docunent;

afg ¢ FAnsact o on; updating, using the received

| '6 oS "i}t | 0% %t Reumbr: W&Eﬁd@ﬁm@%@y &B@& ﬁ'ﬁea'cmnn&d Q@ Rortion being
Fa) L an%laC}tu!e MOETE- MY rr]lged PGk }/l@ast%'f of InPftonsty
i ) b oot ? H‘P ;-
t meng s acvep ke of P“""&’E!‘I’fﬁ%\‘f‘?’ PR St"ﬁéh“'t V"’B‘ﬁ“ﬂﬂ? BHBAEA V0" Bhe
O Khe Privitekep Brg ch@itdinr afibeealrity dretmet frD bt confirrhrd s e ?J’ﬁ'ts@f‘%ﬂ pglic key.
the presence or 35 absence of a cash flow anonmaly. WD
2 0pBhalld, 10 RErip GHLIOOE/ IDOBTOEOf recdging 2 ERHMsHRY Wm"b Fhg method
S Giekidids e QRFMIBREm: ctadving lindikafilig dag FomDs tchring Serisel e epsing device being

dog %FEEQJD sc!lﬁh %\t tﬂtrl:&gd datd © exﬁﬁﬁ 'i‘lﬁll:atlﬂé dEl0E \iFE Ry ikt R RSB, identity;

tNe securl ty e ssithgQ i@ hin@ identity,
PR e e (M AE 35% A h“ﬁ“q’nqg; S e 6 e Bnd L
| PR SRR e o e R ReR i Y i B c““f“rv or
adetirgigng, ising the kecyriyedoeyment, Pty if %Eﬂlﬁ@ﬁfﬂfﬂ%’t e FelEge g yEPYse T o
t heitivebrbrhindtiod, Qusthg thesedudty Bgungtt tdbemetersdar ti al | y

indicative of one or nore attributes of the security

Ol GhCa B0 Rerith BAMAE ok th, invirfionTrobiSes 3 sctui dSSTaNnchyneETinaEy Frotection, the
d %@Hﬂeﬁ&mal Ha ANt BoscB THEFRRH rikereih )ik s In€liding B FIE@HIES cofiel Guapartions,
.Senl ca% Ve\éc'rré:uﬁ? ’b:inlgqgi'icgl%! Lfngl ldeQIﬁ}t ﬁ' ﬂﬂtse: Mﬂr Jnll Ql Iéay part of a

e e S 6 SEREET @ Y e ) e 3%38{3 Koy of
amubli¢iiieatedecrinises) terovslihaemety fegumsm g B@i"’l‘(ﬁ?‘fﬁdé'ﬂ"gé]&t ) e
asgiaigionboatut dofumtinen Eeendimiet yingbrarreetdng r8tktonal | vy,
the.security docunent is used in a transaction and a

S @priodily, it givatel B iseREinies withaeichstfopy of @ ST IDrAge EENt B3 f creator of
Slﬂﬁ&e@ﬂ\ytd&mmﬂnb foQiion aGh: dcRMSBEAINEDO®s istubtl ang.@ttim@ frhen the document was
|nstmrduct| ons, when executed by the computer system 10
causl ng the conputer systemto: receive indicating

d % t?onall)rl A Loded A5 ba lth@ &cﬂ@“&%t id ]Jﬁﬁﬁ(ﬁﬁﬂ:&'pﬁﬂer GO pBdr Rudes the

ponsive to coded data to generate
i r'?ﬂ‘i“%ﬁ?l’”r‘i’ﬁ'“é"a‘fmﬁ%gle“fr'}eagx% partially indicative of: the
i denti ty of

t rOalhogaébtaﬁ lt‘daﬁ: some 65%1& co e tat %n Qeos&%'cﬁemlg a sQ.EI&L GE\;IIQ Qh: sensing device being

el ved i nd |c t
(LSRR Jo )4 SREDE|E T T P TR Y PRy S I, SRS decod
tm&msasﬁmmmmddmambaﬁﬁgmmﬂuwcat|ve of : the |dent|ty of
the security docunent; and, the transaction. 15
Optionally, the security docunent is a currency
docunent, and a plurality of currency docunents are
counted wusing a currency counter executing a set of
i nstructions, the currency counter having; an input
for receiving a nunber of currency docunents to be
counted; an output for providing counted currency
docunents; a feed nmechanismfor transporting currency
docunments fromthe input to the output along a feed
path; a sensor for sensing at | east one coded data
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the at | east one sensed coded data portion, a sensed
identity for each currency docunent; determ ne, from
the sensed identity, a determ ned value for each
currency docunent; and, count the currency docunents
using the determ ned values. Optionally, the security
docunent is authenticated using a processorC% '
a YR IP A28 he coded data bei ng 25 fluthee 5 &Pzeog@({%oo'adq
partially indicative of a signature, the signature
being a digital signature ofloht | east part of the

identity, the processor. being adapted 0L 4 eC ' ;
| BRI e e i%g”f‘%‘é""&ré’v. il gy ¥ eas pactally
s dndisative of G ideptity pfahs proity doramanipand, &g ileaspag pTAEEENE 0 ded dat a

-to generate indicating data at | east fpartially
P

i egticoljifhe seofing Bevise detdmnes thagnone ofhrcplurality of|ppblickeysdegpde the FienE the
S i sghht deiic® jperfdi@is @18kt IvE:, of f  reiavil lelesstrogl alditionah gublighep on qgmand from a
dQh ks e, ahaetrnlMioRRE médkoufif @Gime B@vaiglet er ni ned
signature part; and authenticate the security docunent

u %pmally,l'ﬂneorﬂﬁ& Shtlth Hl@gliditg@ﬁfc's&ﬂﬁt}@%&lh e gdsing cﬁ@cdp&@f&k atQe:Cone
0%k & LT o e HIRIBL fin B Sored B oIk b sondn Bev RG] o ranserof
dSEARERT TS "5 "CliTrency” docunent” and I's Used ipa . - "=
et G EtbEr ot 1 B AP YR PSS SOBET RERE EPER ST TR o o

| et lyiedigthe dompulr sgems| ng devi ce: sensing at | east one
coded data portion for each currency docunent .

g mtismailyitha gjenatars is pgfeiplsignasie 9t Masoare dhe identiny 2 @yleeyt B of prodetermined
I ipekdERhé paatingl Beinglar Fehst dneGfutprefegeriinediumyer; andyromdatnovigr. of t he
identity of each currency docunent; and, transferring

t lopridndlgl itE adtiteRignatie tistendodd st ueaite pf cB8d dsip 9eréany and Warein the sensing
C QIR LR murSi SRR St ccbRIROIITbrY B theeby Uik@mihelidicOiatsigngre.

data to: determine, using the indicating data, a

d fpBindi, MR CodbadRR Inbrids o phiiali® Bk oid I E2EhQR Bl detiM@ Ui Hition of a plurality of
e %mmglbn%nﬁﬁanagsalwmeammsmwa leadh pitedk hiighatite.

eac curren ocunen and, count the currency

d%%%@?}ﬁgc&d s Lé}ﬁnﬁgai%ﬁrﬁﬁmﬁmﬁk pigsn, WO 2005/ 111926

P 2005/ 000066 -100 optionally, the security

d oma i a Hrgl:uﬁcg oy aIQGITRAL at RAFonk S¢: MHBAible Ak:@nd, an infrared-
ne%ggﬁjt‘mgf&%ﬁﬁe ticating and éaeval uating the currency
dSEORERT™ the nethod inciuding, in a sensing device:

sensing at |east one coded dat. r.t.i. qn: A
R R S R ST e
at least partially indicative of: an identity of the
cfirtiafg e 8@UW@HF¥“3W@“% TESEFETT of a signature
the signature being a dj italrsignagure Ofd%hmg $§%§£dmm
pptiongly the prtire;signapie;i formed o @ Rl QPSR Fe “Thdi Cat | ng

d apreionteryodsp acemipiva stgpetipet em t he conput er system bei ng
responsive to the indicating data to: determne, from

t IPptidnaiinders pomg of e datm pestiops efratly 3 lere qpeiof g locatigy gf thy respective coded
I @eLioMieila wEIgpn eflths respcqia cbded dempértion b thecitréacet dic of e podqd dyj portions; a
0 QG WA ardes dnlfe@niikylbEa sipRaed pu€ 6haj vekie Btiadicytcdacagiontshe 1 ecei ved
signature part; and, in response to a successful

Al RN, it @bdeDdita itdRleE itTEafl Onc ot SédAGant Mb@; d2@ QEIwing €hror correction; Reed-
[ q’ggngdngaymnig%a%&nda lg%g(@h(gqam th the currency

docunent . lonally, the security docunment further

| LGS S Ak 5@t GEYicsE RELEHE bOR randR Gt ASkEAbe8 Alexdete ideniry; 2
p-(]):r ; (gsrpn opae.tlll:?sgthe JdQ‘lgl ;%%t Icy %Bhogf atqt t]lh% %ﬁlty&ﬁ:ﬁ&eﬂqémgaﬂ privatc key, and
si‘gRat ure, e s;dﬁatﬁ?e_ el ng 1.ar by. encr atjngyalh

| SR ST R S R TR ) et pher
public/private key pair, such that: valid security
docunents can only.be created using the private key;
and, validity of the security docunent can be

confirmed using the correspondi ng public key.

Optionally, the security docunent is used in a nethod

of recovering a stolen security docunent, the nethod

15 including in a conputer system receiVing

i ndicating data froma sensing device, the sensing
device being responsive to sensing of the coded data
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transaction data stored in a data store, the
transaction data being indicative of a security

docunment status; determ ning, using the security
docunent status, if the security docunment is stolen;
and, in response to a 20 positive determ nation,

causi ng the security docunent to be recove

sgﬁﬁﬂvaéﬁ?h broad formthe invention prowél@&?omwgm66
security docunent including anti-forgery protection,

the security docunent haviﬁ@zdisposed t hereon or

t herei.n coded dat i ncludin Iur

pBFTAHE Y s s e d‘“\g{% 5 it ok, B GREE bR »
oPrivatgey.izpfiprifishicysiesp ‘Q“FFE““%‘%’H‘?‘ P W %@ﬂﬁ@ﬁg“’d‘ﬁi‘f g 54 Repgion
part of a signature, the signature beln%ﬁforne g

e Qetiopaly idis gecarity dopument isghletst 9 O b GUTFASL ARG  SHEghs] FRP® gr dedit card; &
P redesmdble tikkeryvopler, B oupentd 1pte Kigker sut stk aip tigket apd, anjdgptity cprp) grtdecument,

V @lch 4 o SRGY hdcksYor@@geHTENt S Can only be created using the

private key; and, validity of the security docunent
C @Briokay, Q{am‘e;mryn?ﬂmdak&b BtG kone QT £ @SRGNGE REbyL ity & Byst one of
09&4.:,9;1 qisieym?,w QenBHhibaidl GoneGiK: .sra.nesm: lufat s mnm ook uttribure

| e one a securl
c fnég "ér“t Iaalst on% cﬁ‘ ecuréeg 8Ulsrsr1¥%/msgt6tg& am:m%nt nu)é%? 3er|“g1 tnmg)m!‘l %ﬁlgiadmc’ cgeck

s edygrand Rpitosard #bpte Makydne pidst) eng of ‘&W&’P“~ igsufng IR RFTFFoYfmber: issue
d aeweveintdawad limicr eat ed. 30 Optionally, the coded data
on the security docunent is printed using a printer,
Wiedoenlly) tieveded) datenib @randed &1l agedeiancd fith at Jypst gng tlayouk baying n-fodsy igfetional
t QG DRRr: bl BaGag helBjoa ifoRlke0Ndhlcyl subddyouls BBSH 1/8 @VABI@E apart
t DRwG e ,‘J@Joél aﬁé@ m.b Rb- ORISR S huith- iR ShaRGr @B that sub-

E’ e Sensi pghersu vice being responsive to the sensing

Yo R &I e s ng the sensed coded data, the

ona I)lfl e cuua {:?ﬂa lsa%u%s urdame.ec\g' g: leasy§r|c %au@ Hﬁmg fo% rutatlunal

nu er o
RS GBS A RO TP e o
gemisieyt redsiple gt nwmw@éws@eﬂeeba% Gaﬂ'af"&dis‘cmbr"d’ﬁmﬂ distributed at

i Retigaibbun g cetlatobrotional spramdry plairetidyeut sugh that degddinalteisxmbolipf eaptp the #

L @m&ioﬁsw @l 1afolt@roBRS Wirdpkedinthlion umﬂﬁmtﬂﬁdndnchﬂﬁgdaat catha@tentation

Pak 591 a ﬁmﬁe%ng E}ﬁ]:c Wi or M&anllﬂdMatm% Jotn ¥ eiSERELNE oARVdes R of
det ?ﬂn}‘F"h hat none of the plurality of publlc keys

»Si gnature, the sensing device performs at

ast one of. retrieyal ast one . etho ;
p§’5‘}°‘|‘“ﬂ’ E‘% UBIH %‘é’“ﬁ’% s e 1rn 8 Hx]atkad a m%sc%un gu@H Lt,qﬂ%l thod dnclud ng,
d@tﬂé?nrwﬁaﬁ%ﬁcf“hﬂgfﬂd'm@ LEASUE Sw%%ﬁ'ﬁ ﬁ?‘s"?ége"f':ﬁ'(?%’& feponsive to
Ophimg aihé sededidma wreehemtc indicagmgrdp iniratiyeeof the fdpntjfy tof they produgy @sem; and,
S Gahting, lsjhe BHORENEMdicaribe Bta, SRRIGY I st aGieta B, FaeHingBauebbing indicative
! ﬁéﬁéideﬁg}eompsmeﬂ FRAMPAHE M haibde | ndi cating data and
stored ta located in the sensing device's store; and

ao&kﬂﬁ]}s L ﬁﬁsmgﬁcwcé 1p|§ed| ﬁ;}gén&%tﬂ{e th:lcp@& aispt)a@d & of R the H:El.ﬁfy document, the
m& g\f 1n§ugg% 5 h%usmg Sﬂ%gtgta g:eeh(r:f gS l.\sgrm: I%E gpa%ﬂlt%ﬁ ﬂom?for exposing at
5 G 5 T 7 O o] e P igndys roeser
d fepytetermining, jugins bt elcest qof serged cpdsgdste Pastipp.2 sspd IEME-| dentity and
at least part of predeterm ned padding, the padding
bepiaglhathe e focemes igfed ing W%@F%ﬂ"h‘i‘ iPPAPONRI T EFerinflqpymeng cach
r el Gl Ppanivh Geing Mberi iplivaivd f, at telvepagvf p signagre,gfhrosizmtes bedg a digital
ERGREHES aMad: Fhk OF vt TCQIIIL‘H’r \a'Jeﬂmh Yoe Rfthog Eleek: 6 aie@inD ONite: GRBE @& Rekt one
mggg%mp o o e%.?eg P £RL00 biliossh, mmﬁ@raaaemmm of: the

er o ta portlons
e K é‘“"sf“&ﬁ’a?“" P “'""Eﬂft‘i DhEPTT % ﬁgm%%%g%é‘ a?%ﬁﬁw des
a plurality of |ayouts, each | ayout defining the
position of a plurality of 15 first synbols encodi ng
the identity, and a plurality of second synbols
defining at |east part of the signature. Optionally,
the coded data is substantially invisible to an
unai ded human. Optionally, the coded data is printed
on the surface using at |east one of an invisible ink;
and, an infrared-



10

15

20

25

30

as

absorptive ink. Optionally, the coded data is provided
substantially coincident with visible human-readabl e
information. 20 Optionally at |east one coded data
portion encodes the entire signature. Optionally the
entire signature is formed froma plurality of
rszg(gature arts, and wherein each coded data ortion
espective signature part. Opti orrgF1A§,2°°sé(l°°°66
| east sonme of the coded data portions encode at | east
one of a location of the respecti ve coded data
portion; a position of the respective coded, data
p OTeRtYE AR letstfge detepingd. signarure B ing {f e SHYBFlopeny s 2 counterfelt
p Glpduineptysing the det@ineg jidenity efd thy atdrastyevadetsrmaned ggnatjreit i ty of a
signature part', and, units of indicated |ocations.
Qftpiicosia| theysecutith gocgmaied vebd tima imateddd agfermining @ grossiblo Prplicgsed: security
I ekl ﬂﬁeraﬂ&ie&uathdﬂﬁﬂadﬂ] ih @\sbripGlcryste®! re@ g Ddtaiing Nista Meedsensing
SQLV@:@@]@ ge! m@ﬁ?ﬂje k&enﬁﬂéﬂﬂ{ﬂéﬂ@m VG R hekate (reibks dﬁiﬂﬁlc&:at:ve_
oI' {hg ndalnlyyo’f tht& hgun t&nglt, erglmﬁ l'hrn tﬁcqgijcgtﬁgﬁmﬁta derJd :denuty

kéﬁf?ﬂ“gh%i%“’b‘f‘"*ﬁ?“‘f 'é’ﬂ%‘f “?‘ﬁ'ég ‘i"&é'ﬂt“?“f Ak g ! “““;?e“é g"ﬁ “ﬁ‘ of“““"“‘

atand, galdne infppadipriedivedve oF tsrlgseoe efdhwwg d%%vﬁ Phdermige, using the

anreckinSifform@ion, ifihahbugty dsemrg isa pedhiedegioendi ng publ i ¢ key;

ci pher-text produced by encrypting at |east the

| dptivhdlly, he seeirpyRienmii(: 2000y 1dbdORE aR@hirdUREDH POOBOG Gocuments arc
- 202ed Qi o Rinekly CAsler DY @BRF YhdiddOnndibpul Bﬂﬁiew{nbe nim@be N ledeyney

angl, St @onsiocmnw rmsm anf;lmﬁ;,g RbEka zum,. RELHHC ewmcmma for

private usl ng orres
DRSSP oot Py s b Bl 5 R i e
er‘?t’?r‘ﬂﬁf F@r?“’“““@ftef*cb FYETFTieY, docymiggt “§’@€ﬁ‘i“|“l°‘§ﬁ “Efcf?fﬂ:ﬁgéhf‘“dﬂ agproggssor for:
| @@shiniog @onohe at Bestouy sereqd cyded ot egrtica, acinesd idgntiey for paghckiutrengy document;
dabinbinife il thPsensEdSiOkaRy 8 Bdi@mibdd GR@tfor e2t0 UERRY docdiontCdid) Pliing the
&Q&}&E%mﬁugﬁ%d%mmcﬁ%ﬁu@sm Wi n ticket; and, an
identity card or document, 5 such as a driver's
' lof drlﬁ:.cﬁhﬁ,tﬁ IthQ Eec@i?%ﬁﬂﬁ&t is gst@’g 'ngﬁg&'oy prov}(i:cﬁg a ';Qﬁﬂtdo&ﬂmk Raving a security
kat).hu t et%iu:ln%: Qr(lﬁ_ ¢ &tth secunt% oc dfuih:rmmﬂgyn 1969 assucugeéiuwgh the
c Wﬁ?ﬂmﬂhﬁbﬁﬂ‘%ﬁigﬁﬁ“ %F’é *dm"aéh* *E?#“ﬁt"f%g" yegaturs g gf leas:
S @4 offhe ity @pnerering esed @ the padtdsle cluding @ T REFoREe AqEPgrEtns, each
O B@edOdata pGrtih MbEiMCiydicative 9L kb GeitiySdf ithe Uitckmin docameuDwd tat ahipa rof the
S @ frarrk; akALIIRAE the BAPbalayn Habny Shimedk. value; and linmt; a
card attribute including at |east one oF. card type;
| Hpcldhalg) thk aasltn'tytdd&uina.n.s uRE HQUEknod 6 FRRiEg 2 icGufitl Aocurddt 10ARgEY security

%BL:E M\e aﬁuﬁhnhﬁﬂ éxJtha wmﬁ 'd&&f’i)éml ﬁénmw‘h?ﬁeﬂ Q:E.Qheq@ ﬂ@} dh@bemg

arran J& hce
atfle&Tr garrlj Ht“%t“?“&%“gf“ i % Wﬁu:ume.nt, t & %en?té fl@be %e{mr;?te& usgg a
t Pl gty B trminng HiF iRt b “FF"’iF'd‘é Prf Fegelypd @’:‘E}B’ dpia U3{38, €7 5 agtogipped pwith
I e publcdibyutencouh 2 Sipaie using the drtermined idpatity, dhe gifznatug beng i digital spypature of
| @dasd pRRLhSikaiy; @il dod Hacdht 3Gt parddla tntiuAveion ehis @antity BIChe security
O cnehu M, ot fhsSask SHEHM g.%ms mfdl}ﬁﬁm?mudcﬁ S¥QhHhe A ARAEH
ot her sub- I ayout .

Opt i onal the coded data is

ab%tﬁrfl q,gtsegmlé}g&é&rng@g%\m i Qmaﬁ ruL %&?&ngqm%m!maaﬁqu;mgﬂ@\slsmw

ﬁocun]e aty ou*rstmg HL&% angaco ll!t?r e%s%:lx {ulr Orcﬁcni-mﬁ anrclllcat Pﬁ rjﬂ 153} ﬁ'odn%sensmg m& the
cﬁh‘;ﬁ‘ﬁ F%’l‘ﬁ'ﬁ‘“&’eﬁ’é'ﬁwﬂ Esasingfof the, ppded gt 0EENeTH |“F'i=ﬂa1‘5edﬂ'ﬁffdfﬂﬂ atialy
Sipditadie of: thpvidentiz ofithe scuriin docwrentypnd, ¢he rererctien.and ordaides. gypeide received
b B#idghe ditS frndadtid g2 st@dtd i a date 06 btk GAScERD O theidy HRIRMIVY o 11 fidentity of
I @t P RAmert hTE ey, t he [@ayout such that decoding
t he synbols at each of the n orientations of the
| ayout produces is representations of the
orientation-indicating data, each representation 20
conprising a different cyclic shift of the
orientation-indicating data and being indicative of
the degree of rotation of the |ayout.
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Optionally, the security docunent is used in a nethod

of tracking a security docunent, the nethod including,
in a conputer system receiving indicating data froma
sensing device, the sensing device being responsive to
sensing of the coded data to generate indicating data

indicative of the identity of the product ite

and
25V APEAIRG, using the received indicating datd: 2003K00h06s
tracking data stored in a data store, "eking dat a

being indicative of., the il@éntity of the product

item and, tracking |nforrrat| otjqna . nsin
QST & GER APk B e (R TR, e S E e
o rdoduments, e pthed iingludips, Gownem systgnhad follewing “rPQ"St";FéRH "e'el“"g o ety
| MiGukdlt REivinglindi@iilg dikOFomnd aiing device this @nsing Beglicd byinprespmeive tg spusing of
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sensed identity, a determ ned value for each currency
docunent; and, counting the currency docunments using
the determ ned values. Optionally, the security
docunent is used in a nmethod of providing a security
docunment having a security feature. the nethod
including: creating the security document; determ ning
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part of the identity; generating coded data, the coded
data including a nunber of coded data portions, each
coded data portion being indicative of: the identity

of the security docunent; and, at |east part of the
signature; and, printing the coded data on the

security docunent. Optionally, the securi ty,
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docunent; wherein, In use, the security docunent
dat abase all ows a conputer systemto:. receive, froma
sensing device, indicating data at |east partially
indicative of at | east one of. the identity; and one
or nore attributes; use the received 15 indicating
data and the security docunent data to perform an
action associated with the security docunent.
Optionally, the security docunent is used in a
transaction and a set of instructions is used for
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responsi ve to sensing of coded data to generate
indicating data at |east partially indicative of. the
identity of 20 the security docunent; and, the
transaction; updating, using the received indicating
data, transaction data stored in a data store, the
transaction data being indicative of, the i ' f
tﬁ@’é’%sé‘dp?(ty- docunent; and, the transact irgﬁ).%%%“&“
Optionally, the security docunent is a currency
docunent, and a plurality ofl®%urrency docunents are
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sensed coded data portion. indicating data at | east
partially indicative of. an identity of the currency
docunent; and at |east part of a signature, the
signature being a digital signature of at |[|east part

of the identity; and, transt rring the indicating data
to a conmputer system the conputer system 15 bei ng
responsive to the indicating data to; determ ne, from
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signature part; and, in response to a successful
aut henti cation, determ ne, using the received
identity, a value associated with the currency
docunent. Optionally, the security docunent further
i ncludes anti-copy protection, the identity being
unlquel i ndi cative 20 of the respective secur

%%hd being stored in a data store t&Tfé‘IUFo('}%“?“gf
dupllcatlon of the security docunent to be
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S|gna ure o east part of the identity, the
met hod i ncluding: receiving indicating data at | east
partially indicative of: an identity of the currency
docunent; and at |east part of the signature; and,
determi ning, using the indicating data, the
determined identity. Optionally, the indicating data
is further indicative of a |ocation of the sensing
devi ce and where the nethod includes causing the
security docunment to be recovered in relation to the
determ ned | ocation. 15 Optionally, the signature is a
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paddi ng, the padding being at |east one of., a

predet erm ned nunber, and, a random nunber.

Optionally, the entire signature is encoded within a
plurality of coded data portions and wherein the

met hod | ncludes the sensing device sensing a nunber

of coded data portions to thereby determ ne the entire
sYNMPYHEE  Optionally, the coded data i nclPGd@y2043/00006s
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portion on
of“‘f't"h"@"“c'B‘EFé‘U“ datha lqs%'Prt Pfotkfsmafr d%fﬂ@% 2’@* 81““51“*%% gﬂﬁt"ﬁr‘&mng
arnferoksiont i thegecadty dpeigengisapossole dgpliee; and, units of
i ndi cated | ocations. WD 2005/111926
P@piliofdlly, 1R 0RHI0E Q6 6 2 cutr@iFy @pitdr dmabuntipg curteesy derdreiits, chach gurrency
i Q%Mﬂﬁwr@dlsh&af&ﬁmﬂrﬁﬁmﬁm coBe@ dadNigkRiding £RinBer ofk@licd data portions, each
a'c!,ama@% ofRh b mﬁlgaw.,%ﬁy Talee oRssgmém ma,nﬂ@@mr "fm,g an input

dlfﬁ Irﬁcg\img a. numrLar ul}cxrcncﬁc?c L u%eua Fn (?19 Ifgr p@owd%%co&n CUITENCY

nat ure feas

n PR 4 'ﬁ?‘%b‘“ﬁ/ﬂsw“f’h%“f“a’edﬂ?‘?’?“? from the p a@'@a“ Rt ogy e

atpatt; @ seasor forhvensifeche kst apsooded decppion fraash cuyproyocimer ERTOH slong the

i dedpaihiahd, Pir@cvccldeusdinig, fam g ket ee beawyd codzdina phytion, a sensed identity

V‘i‘cﬁ- ledctt ﬁm:n?y del&:ln&ﬂ détcrininting, @Scp) e ebhdaQidgatit |al drerle By, value for cach currency
S%I;L?enr 5 Kt RAHGEY d NV meRNGRY R delBiBineilvallgast t he

entlty cl pher text produced by encrypting at | east

haQ}e gitc cL%tyangmgit ﬁa@nﬁ@@ﬂ&uﬁt&' mﬁ% ’wha'ﬁrdulm ﬁéuﬂlﬁ' Gf prJvﬁ%é the security

auce private Kk QY. aﬂ% verif . i
c8?°l’"é"§‘ﬁ?5’ﬁ‘ P o el Kl %RJ;F‘]?"OAJW‘% Pty
L RHRFRETTRUA 8 BT 517 O D GHEIETAEe b AR Py of ot least part of
d de idmewteerkrarinpitoddd das the v datyfinclading @ pymibes @S podeddats portipns fehepded data
a pbific® Giile iRkaiked¥ the iGBiel of 0@ seclirByl@euma| sed, tri ek etr of\io viglaee;, and,

m.‘a&lm%aeaaaaén%mawmﬁéﬁﬁt or instant win ticket;

and, an i1dentity card or docunment, 10 such as a

d'bbt}{)ﬁaql e Lcl:l.ngi@r&&@méﬂ{ beﬂ@ﬁ'ﬁmlﬁn a sm AR, bdbreintuld e AP G rinkn the

ISIn I catl.v

alsetc b?,lc ment melu es aecelvmg rh{: serumg gc{cumcgt rec!elfngg 19&%@ rﬁg% 1&81{}'%&1 bc-mg at

e | nc
c eferhtﬂf“y'y indistiAt ﬁ'arifnwh of the spourity flogynentyfps ‘Pﬁ?%@“‘”\}aﬂ?wmﬁﬁ 8““5 2
S @ublickky: drtsmiining the wentity bicdeeraytin b weeived ifensin) dafal hsing 2 geret ko gigeeiated with
O Be publfc k6t e hieRINE A sigriafiss Wiind Gre Benditinell Wentp e si@ROE IR 2iigiohsdgngure of
S gtrléaﬁban%m@elfnﬂy géﬁmﬂf@/ coftd s ar RREGENHally WAk of R Ciediby B e sedrity
car g, ALl ﬁst% oiE L0 qna,frkmlngaﬁ,fgd&m ofbhe secui) T MERYOLCK

I SSul ng |on account i ssue 5 date;
expiry date and limt. Optionally, the coded data is
arranged in accordance with at |east one |ayout having
n-fold rotational symetry, where n is at |east two,
the layout including n identical sub-layouts rotated
1/n revolutions apart about a centre of rotation, at

| east one sub-layout including rotation-indicating
data that distinguishes that sub- |ayout from each

ot her sub-I| ayout
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20 Optionally, the coded data is arranged in
accordance with at | east one |ayout having n-fold
rotational symretry, where n is at |east two, the

| ayout encoding orientation-indicating data conprising
a sequence of an integer multiple in of n synbols,
where mis one or nore, each encoded synbol P

AR PP at n | ocations about a centre's il fdsooonce
rotational symetry of the |ayout such that decoding
the synbols at each of the nN®orientations of the

| ayout produces resent at.i ons o

o PP GO R U o 8 gy dgmen e
C GYHiST inglhding » gemaiter ﬁ:@ﬁl@ﬁt e imémg'mdﬁ f’°6‘f" SEopjge device, the sensing dovice
O ki Yéspindive Ko-serisial] of ok bodegl daba o aenermlindiveting data) ah disicrartidlly Endigsfive of: the
t hﬁnrﬂ,agﬁhe em@,ty dobuRin@tahdD e BdnsaltBE atdPpiiie, us}p th @xMvkd Hdicating Eata,
meLog, 'da%n hmmr %@%fuarm&oa el RPinBoaE 61! thk fabhrity of the secuy

docune hod ‘i ncluding, in a conputer system
ré%@?WTW&“FHﬂ?Eﬁflng data froma sensing deV|ce t he
sen3|ng devj ce belggiregﬁon3|ve=§o se glg%m the . metod
c CRUEEIE A Feped =JEREPES B MOErESET R AT R AT AT Ve Of
t nslufingeinta epust syepre 27 riefigeing @ Frmesion Sy (oERaE dRpmes Fepeyine
t l@icBil da Gem eehsingndivicate pping deving befng geerenstyg todiansias ft cofed daa o
i Rendraté] Abichifg LRk @ leds! [AGKIY NicAiod & BEidfgy oNdé elriy\docudibry; and, the
cﬁiﬁ'rﬁﬁattnﬁ um the Fetb@eﬁﬁ tsal:a.,' vhB4¥lion @Jﬁi(imroﬁ in @846 5138, the transaction

I q %m&icatlve —for%ﬁ: uPa naJn %’df dpgtmgf d%ﬁlﬂ:ﬁ{s rﬂ%f QA%&’ gngﬁcgmns. conr}]pmng the

u g@sactgn Pa&(fﬂ g clr Bnpfc WI‘E 2 Pfﬁ’ems tg%ﬁ%&?eﬁﬁnme réscané: gbﬁ:-.é'lce of a cash

cfeledomeilyt a portion; a sensor for sensing the at |east

one exposed coded dat a portion; and, a processor for

0 @ptisnay. the meghod ipalidapsing resequpity flosaren: disfise. g TRFSErPaogment

pemt indbiding, dor seNS@chumtehest tdetryy. dodi@=nB00bi dateDRG dentity data being at least
tﬁé QQQQ@@W of hl@&mmtd.u@ﬁﬁ*, hth‘lbutet de, tkdoe ditSbeing at Jeast

‘ guﬁapgmd.&ﬁ%% .,Iegrmdeeatu%m o@mnaqma{ &amwhm I u&%aﬁtydmem
. cach coded data ﬁQO P gndcayn ﬁtﬂrﬂt least partiall
i ACEREVe® BPPAT SFERSE APt of “""“%ﬁ gnat ure, ot he pamey
s ingipaiitef B lepeamne e idmigs el pre gy T@qﬂ?a’f“i'}’l'“@' ‘hf-'ar?wr"-'é a&iﬁtmq&a‘f‘ god the
O kecdriyaloduaanibts b yerfornglye scdanassdciaed i thhodrid docensety | ncl udes:
in a sensing device: generating, using the sensed
C Ophiaklly 3t ancair i§ fuaher usechih @eeing A gomgheitr aysion dit Oepitdr\mansgfions inypdying
| iyl dboyimend, gk, mefhbd BeiBPiforfida Qsirflia G attiMdtn@riopaléabh sedafitg] ddened hyving
d: Mﬁéép Er thegﬁ ‘%:«%E.Jﬂa@ 'm@lgdingfa EMr nhﬁde’d Bﬁl ;Qi:ﬂ)rls.%h %Edadata ﬁortiun

d ?éﬁﬁx@}u g‘%q)f Jt Eas{' thIXIH Plgeg ucumen tI:he Fep?q' mg%tct%nsnl}'[gl? %e«:med by the

d eRTTE ﬁ"t““‘? §““%‘Pgé'1’5 PR S ”“db‘i'f ‘“‘ﬁ%“fa "'f’ Ffé‘““g g devied, th sensing
ol éetvies haigrespongivd eoyserisips,of eppry datq tygenezppe indissgug desgy i deastipertially idigasite of: the
Sidgifigtafitie spafnt doc@pbi anathé yansdtos upatitaoaking ghef repcivdd eindicerme dats,
f %sasifs.t 86aHofdl NG dita ROS Sk rhnGectdbl Bkal voiRd iBGkaiB G b Idyhtity of the security

doCUNENLe sRGLELN the nethod includes, in a conputer
systent rece|V|ng i ndi cating data froma sensi ng

d W.:.Isaﬁy tl ne% ?ﬂﬁﬂaﬂﬂm%\é&uﬁﬁ% cﬁgqm@aummrﬁmmmygepemm uing

€ COo a erat |nd tin

ALY T <5t e SR PP BB R e 4 o e e forin
dhﬂe"é indiFasTerpfac lops gidepritpofiths QImEnsy forpreth ey d%‘["é"rhf‘ﬁ“ﬁe’ﬂ input for
i eiving b ymmtgc ofemgdntygdocumsritany b lhamicdj et eyl fee grovidiRgrrointed currency
t HodEeind) © feeliatcthariistdir Grapority drtendylagtuwhcdh® fidni the/inpaf 1o thil@utput along 2 feed
Ug al.e&syr ﬁq %M@nﬁst o@cn:gded Ila[awd ri‘rg uacﬂ ﬂfrﬁgﬂm@uh‘l&ptmnsported along the

ng té% Ve rrﬁgeﬁslurn gl:: Sﬂuﬂg ll]SlILlCtl?l'h %%l‘l axec ?ﬁd ﬁy tgeupr;clc %P ﬁgﬁ l“g € ]JTGCE?SDI’ ta:
the security docunent is a p035|ble dupllcate 15
Optionally, the nethod is used in a currency counter
for counting currency docunents, each currency
docunent havi ng di sposed thereon or therein coded data
i ncl udi ng a nunber of coded data portions, each coded
data portion being indicative of an identity of the
currency docunent, the counter including: an input
for receiving a nunber of currency docunents to be



15

20

25

30

35

20 path; a sensor for sensing at |east one coded data

portion for each currency docunent transported al ong

the feed path; and, a processor for: determn ning,

fromthe at | east one sensed coded data portion, a

sensed identity for each currency docunent; :

determ nin fromthe sensed |dent|ty a det

val &y ez ‘gach currency docunent’', and, C%UE{AEE‘%@%@%‘G

currency docunents using the det er mi ned val ues.

Optionally, the security docdfent having a securi ty

feature, wher t he od of rovi 1.n S

SR B 1o PP & TR Rrep el Ll ?‘“ Pl dtm

d eeterming, fiprile sepredidesipye § ﬂv'srm&sdsfﬂtﬁ f%rf%“w"fm’“’?*ﬂ@“ LM ‘W‘“““Y

d dlegnn bsing gedteméred valgesa Si gnature using the identity,

the signature being a digital signature of at |east

p a¥ption@lfy, thetritbodi i:0edtii 4 pyqeesgehewsainh b Agicciotebntietingsecutity documents, the

c Q;du%.ﬂdaga}&r Beldgdr l4ali .Ja:gm@.nmmera sihatufeQERGnatlR béing | Gikital sifire of ar
a?t%gtﬁéji Qtﬁ%ﬁe chQ S‘:&:ﬂ&l ret:eﬂg knﬁi@tﬂgﬁﬁa i‘l:bfm aSLnQJ?m the device,
enti t F Ee ur|t ocumen Q. at o

f““‘t’?’?@' PRy “"5‘!’1%””‘ ‘?ﬁ“ef“ﬁ“‘ 6] %i“c‘j ﬁ‘l‘“&’“’“ ”1“{1““‘"’

seb e vderywefb BT Pt oZHT W%W‘“ﬁ- frop e mQ@EW?‘% §y determined identicy

d cod it ool @étangjneg signatoe glaryyird heutentiate the isecwityf dogymept esing the detérmined

Whdh)i i dichRReati B Behmimb sipbdirbifaitng t he  security docunent

i ncludes: receiving the security docunent; receiving

| R ndnl, MneGidingty is hili@r bseberbe dodnling bertetty AEHintghs, ddch clr@@S tocument having .

p %Tsﬁo&a@ knbe¥on 'mr}ﬂ:l‘cﬁ %&de&/ &t& Q’ltlurﬁ@ a 'pﬂﬁlﬂ)t drtedecQn poARBNsSRGebded dta portion

g%g"ilflgirgtel%t gam %mcllc.atwe otJ an ¥len ﬁhutégnﬁ? do%vﬂrﬁ%}%&n%ﬂod%lu% #a sensmg

erm ni
; S jeEne s Vdﬂa’ww P SBERE b iy e
wicoded datp pretiop ingiraing digey leestrapielly eipafvg °§P“°§‘F°@}W&P€ 'i?f“é“‘ﬁw ARFrtefEm
d erbreferfbgnie Ghdicatiga bt toy corfpine sgterg e tanp@er pekm bping reghirgivg ta the indicaring
S 13N B! ddrBin® fusing e FichiMaSh, aRRtbrmdd idei®y brab@n burkngy document; determine,

?\ I‘ %L ﬁaﬂ%irﬁ«ﬂg&ﬂy g@aﬁu@fa%&ch nm do@tﬁrre;tjam J:u}(ut hl%éﬁ%tdbégtﬁents using

of the security document
I é‘ﬁg'fw"’bﬁeflf”f)sf the Si gnat ure; and printing the coded

data on the se [ 05/111926
P(?WDA@? d'U'S'?% 8‘%‘8’ Ee}‘ai dﬁ?ﬁ é‘%? glang ehaluan n% {.l hmﬁncr dn-cumentd the
i rgurmgnex dogymeni o g dispasedheren ez “’t“P"&h@ﬁé‘El}“’ﬁ‘ﬁ“ phaliyiof adrd fag pegtions,
S @e Urfeihidyinciidiae, Ve rstnsing dedce: S efriveit e coddd frg pam@o:ppqmnw using the
S Yh{c@ WekOdain forRGE intibabiy dzidGi R peRigiydindicaive HOBA Glerfi VS kA Gurrency

d %&L&e‘ﬁr m& Q ﬁasﬁpmﬁfa Bg,a&@wc gs.mb@eknpgd@me,em bA4Blcalt Qart of the identity;

Sin a e in
at’" I 5"3@ bar f"gléaf'T nd'? %"5’ @g' e Sﬁfen%m% g gr@vcato e
t fdlcasiaecdate fiof (ererpey ﬁmdacﬁ*ers d%é’“fﬁ“’é%@‘&%‘f 'BR5 reogiug signanre part
upﬂu@ncqtpgme wnsinpycploguiment psing dheyresgivad dgitrarnf Hig Tegkied, signgure part: and, in
t Feapama ftal s@ressthbinfhentitation Sditcimime, Asichtbeorecsibed lidentityf @lue associated with the
t LRBRpktdei data being indicative of. the identity or
the security document, and, the transaction.

%ﬂoﬂ!“ﬁ bk Voeuridy h&urﬁﬁtiﬂﬁlﬂm hr8- r.tfp&l ﬁl’tﬁ[h’.ﬂ(‘n, dkSi@ekinf Wing GRAGHIY ifichtNof the
&g:%&m%”a&umw Bh Yol P Bor AG G f¥e tg&&uﬂpﬂh&tm oFffe sORHN@Ckment

a conputer systemand foll ow ng a

Pﬁﬁ?ﬁ??1%n |nvoIV|ng a security docunnn1 receiving

I g)%iugag; Iﬂg ?‘:ﬁ%.%t dgvgl&%ng glclud sS enﬁ)%érg ggtgémng?ach cod g gﬂ %?‘IDI‘I ?emg :[mem'
o BfeFieebn |SHPE e e FiFngng die siemture peng &g By ‘t"f’&’r"rg;?‘ st At Tea s ity
Ofising a priivate kegl efpbblit/yriva key bpd, saob dut vatidseqitiE dnaengsts capity be erppad using
t mapeadiey; &, valldigbathd stgrity dbSimag cdh BE:onBGE bsihe e doftliofdii bUbE: key.
data, transaction data stored in a data store, the
transaction data being indicative of, for each of a
nunber of security docunents, perfornmed transactions;
conparing the transaction data to one or nore
predeterm ned patterns to thereby determ ne the
presence or absence of a cash flow anonmaly. 15
Optionally, the nethod includes using a security
docunent dat abase, the database storing security
docunent data including, far each of a nunber of
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partially indicative of one or nore attributes of the
security docunent wherein, in use, the security

docunment database allows a conputer systemto:

receive, froma sensing device, indicating data at

| east partially 20 indicative of at |east one of: the
identit¥; and one or nore attributes; use the rz%CsZJu%&d

i et % ‘ﬁ@“ data and the security docunent FOEEE
perform an action associated with the security

docunment. Optionally, the mdihod Is farther used for
causi ng a conputer systemto nonitor transactions :
| FRABTHS gt e i PRI RIS AN cTeR, he scury
p decfrusntrhendng disioprg thereog ot thesgin Goged M@%l}m@aefm%%ﬁ (PPAigps. each
d ey mRapordaMinpigdicatbic sfpoisadn itdnty ¢f@n seauritytdbremagl, the reetigdbigkluding in a
d @ @nglabiicl: UalinR @ 185t BMYRARe Bded 8:RGETond @dn@atifPindidadp Bora aCiB:partielly
¢ %ﬂvedn%@- Rl Rt inef Ry B £RbuPsy @, AL conBRS fyst@eing
I dent P_t

1ty Q e securjty.docunent, the set .of . :
| FOPUED PORU @Bt IV B Lty gy i
C AeHTinpg iderien GRusTPHNIEE St StadpR 15 U ERRTIQRSiete prifp (ogiapiyg g 2 seewrity
d @écamehtrsams; acteg@msising) thel @wrig dycubdnetae e rguintiopment s jyelfon gpd, in
I @HRROS b MBite AeteR@MBin/ tgusife seRBlORctlal @bdi@agener at e
indicating data at |least partially indicative of the
| Qe fuclodotQoad B8 S ErEk fnYenR gum&gn met @ vetifjiely a object, wherein the
UL ARR3EEA0 Y o HRHRE L0G: re velifGrioh RGuE: e Chadeld Bdidz A 1haR Partialt
data‘,g% %t%_&rﬂgﬁsﬂact [ orﬁ’,’%glt ?&gitu%? efg in a&gslét %.%%tm riner%a 4 Qﬁj mz
¢ PR oF PLBFARART A RSP e car St g 1 i e dignal s
t It lagpptqf thyidentitgs defeseiniivie Ve theryFiTeatomELesh ATFEERIE] BiTY: determinine,
Optirig ol aleterpinedt idptityyaddhoeh ¢+ daabags; ehiest @i eriterifrotelatisg tmteiifygjion; and,
C Wlp@Site rébO1GH VeRIaSon refulero IRt REnbiieng); Ppbidsng thaticnis bangritad if
SQL arRle dnbSileliddGldag, each currency docunent having
di sposed therein or thereon at | east one coded data
p@wojlnﬂ)nme Q%ﬂ&; Er%iarpr@lﬁtizs\f@a @fic Altar kSR Dﬁ&muﬁﬂjﬁﬁﬁ'&cﬁ\&d @fification

F Deeue%l‘;l rr!;.l.‘cecll} %i\l‘gdo vga!IHcaiiQnt réunstb; S\rg,cl%nrg?ﬂ&)ﬂvug %Hﬁlctat%E re!ﬂ:@s\éi n g : an

i npu or ‘recerving a number of currency docunents to
bgyptF%Hyn&.?f%it I?Qeﬁge#tirprg$wf Do RO H BO:aGRY OF bbbl deSihfa¥ure: the
35 docunents; a fee rrech_aniglmfor transporting

c PR BB IO R TR PPELRTEHE- PRBET to the out put al ong

a feed path; a sepsor for _sens%%g at | east one coded

d PR 5 PrRpFio R o2k o SFEY™ FECTRent transported
along the feed path; and, a processor, the set of

i REriopafhesh msthed Incljges o s comPE SR TR A OE B SOT L BT AT
t higorp ingiesis i p npreper af@EreoNg B Teteived Yog oo FeANSSD) 651 B OUFEFB BN limit
- dclebminih@f Wikghenerificfrpromuésired b reduatidtoryaTansionste] and.cejeies the object
d athaveRRA if hOBquesthuS R BR Aot bd@ihd doiesdomling BREN currency
docunent; determine, fromthe sensed identity, a

d @Etﬁﬁam RESk Y BihdlResS i fhe SREURr SHEN, BHAGY refRGUNBREifcatRi@quest, updating
cgigl%m[@ currency docunents using the deternined

val ues. tionally, the nmethod is used in a processor

f 8% IndueB Y s ol Aor AL Brirle Glbhvbd ViR EGHEhdsY
dg%'ﬁﬂrrgﬁ]f?{amt ﬁ'eg-ySs code ft%at aS urther bei ng aq%‘ | east

PA ke &.ym'u&gki s W0l amﬁkggot@xﬂulro@mtut]au e HRALNT Re sipnature

b al signature o east part of the

el ng a d] q| n
iﬁ”@ﬁg’f"ﬂ?‘,‘}' "13'?55"8%?3“6 " ¥y adapted to: receive

i ndi catjng d froma sensor in the deyi . i
Sty %ef?wﬁ%gﬁaﬁﬁﬂ&“emf% 2Rk RS B S et o ot
t wsingtideptape o thp obisrranditie rdpagiore vy R8BSt partial ly
indicative of: the identity; and, at |east part of

t Prsionaflydfis Aprifjration requstt is ptjqep partalpy s S an 9Tl AT SR T APE "
determ ned identity and at |east one determ ned
signature part; and, authenticate the security

docunent using the determned 10 identity and the at

| east one determ ned signature part. Optionally, the

met hod is further used for counting currency

docunents, each currency docunent having . disposed
thereon or therein coded data including a plurality of
coded data portions, each coded data portion being at

]
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15 coded data portion, indicating data at | east
partially indicative of the identity of each currency
docunent; and, transferring the indicating data to a
conmput er system the conputer system being responsive
to the indicating data to: determ ne, using the
indicating data, a determned identity for each

cY? ¥y 98 cunent ; determine, using each dé&TAUHPHUEEPss
identity, a value for each currency docunent; and,

taunt the currency docunentsiwmsing the deterrri ned
values. 20 Optionally, the nethod further being used

f coticaally Fe phiertdsepspaintpd 2ithor sentRerl heving idspgseherter prabpecin gffyding a
t hembatizoded fe\port@S sdanded dna portivg bathe Bicsadf 4 lestts @lantiyand » signature
t mﬁn%m@%ﬂ, l.rd'%ﬁsui t(nrﬁlllslﬂgj&vf'@geaﬁ urﬂ'c&ﬂﬁtﬂ:laia bt)ftioﬁ,fa sﬁﬂﬁmv“ﬂ @dnidatcs
P Qe bl B0 8on Lfc:!ge nmet hod i ncluding, in a sensing device:
senS| ng at || east one coded data portion; generating,

Pagallt [ﬂ? venf?‘cgtm es? Q QQ.QS[ %&l@ .HQS:M &t uié::ﬂ?'&i ﬁf(ﬂ@ts:bﬂﬂm d@nﬁ'ﬂ. the

‘o Lﬁaﬁ g‘aﬂé l& ﬂtllegil] I(lee méﬂéeg %ncogeé:l‘ I‘wtrlhm ?e at ‘eas} o¥m sgi{sed cgeligd dara

t rrem@' anua?ﬂec'mwﬁfgﬂ ope EFPRgA sy da%?ﬁ??&?’tﬁﬂé“’ﬁv at | east
part of the identity;, 25 and, transferring the

i rfvioastly e metgd neudesoin Be EOBRR R g‘&‘ﬁfﬁ’éﬁﬁ“‘gtﬂﬁ é"“"é"&?fﬁﬁ‘i"w“ Fequest o
syhgmmmmmrngummpBMVW’éwﬁog the indicating data to:
determine, fromthe indicating data, a received
i cptindlly Yhe malhnd includesein @ cargafer SysigmT ateeiving ayerififation regRsthisTequesheips at
t h@st GartlaliyQmiGtiveldGbl el oftfid oBiger; ke BRcafeE@i off @ cigriache B gmbny, tha Kighature -
t fh%ﬁeﬁ‘aglg\s ﬁigmﬁ;.ggm;&flﬁzwammea&eﬂw i a b3S Igase: dkiimiting, vsing

7 e g e oA g1 old il S e

c &vdr\tfﬂ@ps ‘U@@ﬁﬁ%‘ﬁm@ﬂ“@ﬂi"l‘d&‘ﬂﬁﬂ"&“ sigrpfre EWEEHi ty docunent

includes anti-copy protection, the identity being

urfirtpdly the mefeg oglydrsyia the Fompptes sy 5‘F‘%§ﬁﬁ’6‘t’ﬂ“&7 ing g drypigr ‘d“““ty' akey;

d eeremrinp tusivpribk dyeimingd Sitntiy @ol Pnkeg degetemted tsigreriret ¢mpdrifsoNy fegarated

d Uiglziug ittie CWRcaRRatidn RAheRBC LR did CHO@LHAEME signingde fpemaget er i ned

Optionally, the security docunent includes

an nctcElird @by te pede ibdnixn progdarrideCdxe Gl dighastlan @aTetsinGR. trapdatyata

f %l‘:ﬁﬁﬁl nusribdd G c6aad datd Sortﬁf'ts Gdn cdd@iaigk poRRH dnco@ihe: @ iGh@RBib, W Erigment of a
{ ot G Qo) s DA O st G M e b S

tity usmgaprlvate key of

S%Eﬂ!n ﬁi%%t;clay @%%e %r@%nt B@e’m’i—on Frg\}fl:tgnoctem{a rf10¥ ﬂ.lapbsg oR ?‘%rshrt'a% the coded data
u S usi [

rl]l'la]l-l Wélnﬁmt?fr (=) Wg? d‘%‘ﬂ’g’“gﬂé cac n?e% da] OC ui?rré trxﬁng atﬁ)east Ba@nal?y mde yti‘va of an
C D g ﬁa@'?“l‘f@fﬂtswn@ofkfﬁwﬁavw R BPI Rl o e ety
2 QRIS pdstiibOF Ge PET HakliR BOBIFRO0066 - 111 | n anot her broad

formthe invention provides a nethod of recovering a
S topiiogatly Sigho-ortd daxs pott iEPeledst, partidiie indieativg 1of ¢ data petiing dewsifyt the data portion

" NaMinRBeifbiuS{R0 HEEch bdties dRDFrAK, thé AR p@tioR iaenBifl 6hg Ghlib:five of the position.

30

i ncludi ng a nunber of coded data portions, each coded
d @Bﬁndﬂ?ﬁa& do@B 1A dgoskdrtd bGiih mcafsm@zt layo@ AR ley@d béird @ikatiteor, for
Ofeach A& é@ﬁmntwmgo%mﬁmmzpbﬁm IBhd e gl uding in a
ensl ng evice: sensing at |east sone of the coded
d ating data at | east
%Ft%nﬂﬂflﬁetdg% %g'gt?{%é%gm{c efmlpdent ity; transferring
thmwmdsmmvmgoﬁwmmwcsonputer system the conputer
system being responsive to indicating data to:
determ ne, using the indicating data, a deterni ned
i GEWFHP”‘%”@%’%“““H‘S‘Y'Hg’wt"ﬁé“""'afgt"lé*‘r'ﬁi"?i’éb‘ @ fhgyErpmpERyjne drawings, in
t Meihsacti on data stored in a data store, the
transaction data being indicative of a security
docunent status; determne, using the security
docunment status, if the security docunment is stolen;
and, in response to a positive determ nation, cause
the security docunent to be recovered. 10 In a
ni net eenth broad formthe present invention provides a
nmet hod of verifying an object, wherein the nethod
includes, in a conputer system receiving a
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of at |east part of the identity; determ ning, using
the verification request, a determned identity;
determining, using the determ ned identity, and from
a database, at least one criterion relating to
verification; and. 15 conparing the received
verification request to the at |east one CH
aftP PAVEIAY the object to be verified if Irﬁlb%o %700006
one criterion is satisfied. Optionally the at | east
one criterion relates to a 1t on at |east one of a
nunber of received verjificati requests; a rate of
r ST B E SAEPY 'rff*ecawaﬁw'f*%eté@t“gt‘ S8 tining of
received verification requests. Cptlonallyﬂ;he limt
| Sieget Mot aEpR ot intgeing it e fup oot S fent j ty
of the object; the signature; the 20 si natp
f Figeadine Arthr cxpmplr pfsysm °6‘ﬁ‘“t“é‘t§d’é§‘t’° tb&'8°°9'&°ﬁ‘& P
oﬁlect Optionally the limt is proportional to a size
Bt S PEHeRElr € PEEYMERL . Optional |y the met hod
i ncl udes, in the conputer s& stem deterntnlng usi ng
t Kigury & jop examgle Pfdﬁrﬂtbelqme’g't for the Fﬁ'atﬂ’é“st Figdffi%st or y
i ndi cative of a number of previaous recei ved
v eI § &4t TR ProgrRET g 53’5‘%“”“5\""%"6?’F“5§p0nd| ng limt;
determ ning, using the verificati quest and the
r SRS s uhframpls pLFymba) bj prdgraedt sl or F ‘%t'ﬁg causi ng the
oglect 25 to be verified if the re uest nunber does
tewre & el & e G PREBHIAIETY TP AFY OBt i onal 1y the
nmet hod i ncludes, in the conputer syste and in
r EEWBh §an eEpls o Re NPT R 1 BprRde] 6 26 IFNEERS ¢ he
request history. Optionally the request history is
i igtre Kt iF spaxepple 4f pratingqupiilingof iF mg erps oHEE Ged veri ficati on
request. QOptionally the request history is associ ated
WiFtglre 11t B & ekachpin bfitite rie@datich-maicatilyjc@lid posittol @desiorg Rdidr the B eréul of Figure
signature 30 fragment; a verification request source;
and, the object. Optionally the nethod includes, in

H@m@artpttteﬁ&p@&ﬁtoemm\oeu&mm dolyocafleact by
authenticating the object wusing the identity of the

Ok.&C1s, @Jadmta Cof Rluth@EASIwiRS, & AR 1R 1 P FERure 4;
Optionally the verification request is at |east

p%rgt;rtahmet | f8ljott@r Rhp@agisdgnt i ty of the signature
fragnent . 2005/ 111926 PCF AU2005/ 000066 - 112

ORfehrP18 dn YaknfhEof ORISR Ea rirhe BSSQF brdfp@h; Wi th a surface
havi ng di sposed thereon or therein coded data

| REAART DG eBmpid Ui SRR € 2616 Br Hkalgdrinat biFREss; each coded
data portion being indicative of at |east the ldentity

ARyl 7,154 EBALMMAC ot bAGIRRAL , and wherein, in response
to sensing of at |east one coded data portion, a

Sepsi G: ARV eRnOfGE #l&s; the verification request. 5
Optionally the veri i cation request is at |east

D%tfgtrtﬁlmlayextntmloﬁﬁtttnvsﬁnaatmc@@mtnstantIty of the signature
fragnent, the fragnent identity being based on at

| 8381 20918 gleoﬁiﬁ#ﬂﬂy%%@?&rﬁ%ﬁnmn the at |east one

sensed coded data portion; and, a position of the at

'%%é@z]%faﬁex%ﬂ%mmsaaﬁ&im%%tsabumﬁgtotcgn on the surface,.

ronal Iy the method includes, in the conputer
S¥§L@£B,sagmamp;cﬁu?ggaf%%ttaemwaag@ ved verification
e a

request to east one criterion after a failed
V?'“ fiBC?aL 'exgrnple o%%nl@&cmﬂ%wﬂctlgn%tlmt hod incl udes, | na
ﬁ%uter system recelving a verification request, the
request being at |least partially indicative of. an
identity of the object; a concatenation of. a
signature fragnent, the signature fragnent being a
digital signature of at |least part of the identity;
and a random signature; determ ning, using the
verification request, a determ ned identity;
determ ning, using the concatenation, the signature
fragnent ;
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and, verifying the object using the determ ned
identity and the signature fragnent. 15 Optionally the
nmet hod i ncludes, in the conputer system deternining,
using the determned identity, a key; generating,
using the determ ned identity and the key, a generated
signature; conparing the generated signature
cOFR#EHIF on to thereby identify and aut her T%%fog’%t%%g
signature fragnment. In another broad formthe present

i nvention provides coded datH4for disposal on or in a
surface, the cog) (gata .incl uddi.gg a nunber of coded

d e pbF &1 e Qs ~eBe B gaP Pt t i on encoding: an
identity; and, a fra},gmsnt of a, 20 signature, the

si A AU I & PR PR P MR ir e of at ] cast part
of the identity;, and a random signature. |n another

b rFesaE 26 B Py FrRE OB RIBER R SCRTRTEANT YR 9B vi des coded data
for disposal on or in a surface, the coded data

i g &1 g cxemAle s Byreidpe Bpdredi=@dta portions, each coded
data portion being at |east partially indicative of an
i dase £t i o el 38t PrisgHERT of a signature, the
signature being a digital signature of at |east part
ofFIER & s gestample §f an Obipedescriptipproonnrihig frd dgerp e “BH 8 dat a on
the surface. 25 Optionally each coded data portion is
atFigug s i ansuppplp ol P QRIS TRt 150R B A%™@at a portion
identity, the data portion identity being unique for
ediHe totieaarlt 4 T roHE™he data portion identity

bei ng_indicative of the position. Optionally the

c GHrEa 3% s rgxamele ofipsgbise BHeUi IBF*™n t he surface using a

| ayout, the |ayout being indicative or, for each data
prfgt”F%'sF"d@ﬁP‘F?fﬁ,"a"?Wé“&‘cf??sld'iaw;of t he correspondi ng
coded data portion. Oﬁ_ti onally the signature is

g e 3t B ctpRpingf PRENK X HE YIS 30 BRI EF DESCRI PTI ON
OF THE DRAW NGS An exanpl e of the present invention
wiFfre Foharsempled  rad Ao et #sfce to the
acconpanying drawings, in which: WO 2005/111926
PEERRIRE BSIBEEEE 2 Beckipa Qb MPgEREn oxanpl e of a
docunent includi ng Hyperlabel encoding; Figure 2 is an
e XuHp i lels Bfexamplegf s g herEteY fM*&r acting with the

Hypcr| abel docunment of Figure 1; Figure 3 is a

f rewnd is evesrpr o vss pfag yeomatisieflgmechip er acting with the
Hyper| abel docunment of Figure 1; Figure 4, is a first
eXmpidels tfcxagple Ay 82 b PHTE; 5 Figure 5, is an exanple
of a synbol unit cell for the tag structure of Figure
4 FigurgqGojignaxaple of s Hypprlapel uppppagest Grckaty array of t he synbol
unit cells of Figure 5 Figure 7. is an exanple of

s JiEEet ! bie-appiers? el vlidshe=iwi t coils of Figure 5:
Figure 8. is an exanple of the tag structure of Figure
4 Figere 47 ipperapplgyipse efgpandhed splidigg sgmeri 5 g exanpl e of tag
types within a tag group for the tag structure of
FiFtgut & igan cxemple fpsgpfiagensitg ey 8 oy exanpl e of conti nuous
tiling of the tag groups of Figure 9; Figure I | - is
aﬁiggkﬁnﬁP@‘“EH”f"rfé“dlﬂ?F‘@ﬁl‘*ati on-indicating cyclic
position codeword A for the tag group of Figure 4,
FIPELARER DESGRIPTAON @ ERHPRAYINGE | ocal codeword A for the
tag group of Figure 4; Figure 13. is an exanpl e of

distri buted d d . 1) E, I the . [
L

oplane |58 lgo epcat&s Q'Ircel'uﬂﬂfﬁﬂn with adjacent tags, an identitier of the region contdining the tag.

RS =
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Figure 15, is an exanple of a code word for the tag
group of Figure 4; Figure 16, is an exanple of an
alternative tag group for the tag structure of Figure

4; Figure 17. is a second exanple of a tag structure;
Figure 18. is a third exanple of a tag structure; 20
Figure 19 is an exanple of an item signatur

nﬁ%é’f”""”l’ﬁlgé‘hr e 20 is an exanple of Hyperl abc P%T&%Jm%%mm
applied to a currency note; Figure 21 is an exanple

of a note creation and di stribution process; Figure

i ﬁ‘l ‘B%%E’?ﬁg Hg‘é"a Eg'lf"ﬂ?fr“@ ggnr']rgsg" rJ'a ﬁ‘?‘ecx'“;iw eI’Aélll "o otgthc GBRe] ymnce, such as ane
Séﬁﬁﬁ?ﬁ@“ﬁﬁ@@ractlon detail; WO 2005/111926

PCTI AU2005/ 000066 -114 Figure 24. is an example of
Offypeflrel isSescopARiog of thetNetpage ESOP verdd Wjapegiiom ideqtifjgarion fop & widg ygricty of
anppivedny) induddig ssvelypRgaenPyriccSmaginet repking planmaetticab prarity, supermarket
Fia@safon2Reractie prBucCXBIENcBbr&fsing) E‘npﬁ@ﬁd FFRes SRRk @mail, and many
i nheraction details; Figure 27.. is an exanple of a
Hyper| abel tag class diagram 5 Flgure 28. is an

e% jQ’f" &Q%ﬁ%ﬂé‘ Qchgcjlcgzﬁhgi['l ?sgll:lea:m;]ﬁ{ &t"g ﬁlmge9 of fse§du@n.]$ patent
a da:}: gst |r|c6LHln%P /g{i?ﬁ 158 . D‘Vfl’ Ssubgarliltlagg(an [’F'Bt're surface,
ofsuchs 2 @pfigdlreusatabirk 19g owh@:wwywtﬂﬂ%@& &g dpryph IR Hg By erinting the

3lags in sufraredl-abuerpuivd ink or0dny byt @ichGy iafssed-tiiletiye.diocar-Iiragd wevelengths,
32ud hbre @hﬁ*&ﬁwub& 1k RManQR beGle edsih) shigdd by 4 Slid-stlic &EGFeRERkor with an
1 Qppﬁblﬂké s ﬁcr %?ﬁs anlm% nﬁﬂnn@?&ﬁm nﬁ‘onqgmuﬂo Ve@hda@d l:w@' o129 Ptiok bR Sote or

bI |.Cy
C| %% g@éagea ws%lfc gt onaﬁgngm% n%ngxt or)gm cls uf#‘l;is; ar image
ATEHEFR [HEH<p5: £ 3B af Bt P‘f!ﬁ‘"aw* g ““f“&* B BY %ﬁ'fge‘*‘“’“
ofmdifidglgiaes 'ed Tracki ng Obj ect Managenent; Fl gure 37,

Is an exanpl e of use of a currency counter Fi gure
30 ofeagpleags SUSK BB Iel Geodsd et ey iR 1o 1y P, ¢ byt

meGrhenrgonsistfif grephie daBQ pririteg nséing viehiginkping cogfd dysicforpéd frgm pypeslabel tags 4.

I @H dBdudi mcﬁhe@ b iRerdifiVe elénfint@ AeABN B 7 Ghicterordytin@s b do@itial extent of

f]l“' I} k& %K&U&u tags Eicaura dafh Jmnua4 afild. By BHR) @m{mam? and
ur e

ug%er% ing, anchu% r{%‘?‘l %% d: ca? u€| f m nate B‘nﬁ Eﬂgil ;F@éa?s%e@ iilcg s to

ake el e of use of a sensing pen and, Figure 44 i s

an exanple of a vendin rmchl T D DES

OF Pl RENRIES® YR ﬁé?*ﬁéﬂg@‘%f EE @afL"ﬁﬁa' de%'ﬁ §i °“

a endeserivethin theypgdeie.t The [Drvap a5 betuirg)'s refeeafc RdacErg disEiper whigh F@cr'bﬂ the
O\mtivilu@iGRinén@ @f thatryyiciiabel dpkn@inand icpettivwldir dgeribds So tyBnoiophad extantrizone)
C Qb LRty \hubi hs QLA GARR fickdO Tifss, indils ehafehBI8 fitle E1kr@fin 6 Bis v koRE? which

p%'%‘“g oo5i ‘% "g'g"t Lnem‘#'e@l’gﬂdwglmg 5/ 1]'1;5 ]ﬂl(‘?czé a computer system to interpret

document,

mteractions with

In position indicating techniques, the ID encoded within the tag data of cach tag allows the exact position of
the tag on the hyperlabel document to be determined from the tag map. The position can then be used to
determine whether the sensed tag is positioned in a zone of an intcractive clement from the document

descmiption.

In object indicating techniques, the 1D encoded within the tag data allows the presence of the g in 2 region
of the document to be determined from the tag map (the relative position of the tag within the region may also
be indicated). In this ease, the document description can be used to determine whether the region corresponds

to the zone of an interactive element.
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-lts I'n the Netpage system the region typically

corresponds to the entire extent of the tagged

surface, such as one side of a sheet of paper.

Hyperl abel is the adaptation of the Netpage tags for

use in unique itemidentification for a vvide VWi cry

plications, including security docu

pW&’t’é‘gf'F'Bﬁ obj ect tracking, pharnaceuti ca|"‘3§’éH’E?P“|’°P@}"’“

supermarket 5 automation, interactive product | abels,

web- browsing fromprinted sutd-aces, paper based enai I,

and many others. Using Menjet' T d| ital  pr

téﬁﬁﬁmmlbﬂ'th(wstﬁtll e ?uﬁ@sc@:ﬁi '@(ﬁfeﬂ.d?e gﬁﬁlﬁtﬁﬁ pr hicg%how how a

p endig deyick)B tpefora rvf = netepy lof the!wsn thihw'ainﬁgcqmﬂ* coded data on @

1 QO ifpeidud)docuiippre fubbabaskcutitA@aimert, @ibdh piohti@atkegiagor the like.

substantially an entire surface, such as a security

O @felbifRilfibel peb &0 kenseOd v, usipren P dmagepsered) trid dadcts paéleafic fugeriabel pen 101

u%ﬁem sbrcth Coadagitla be%mr.l iftdactioBYataOhichE trdrgnittel Ga el Bort r@gSradidlink 9 to a
E o %ﬁchmfﬁkpgaﬁ %G a!mﬂ:E(erqgl or%é{mébb@%s @&,escammerhcam datz, via n

it Al ki ok AR TN
afieregtions 1 pPPROETIRE crifcupgances. ol JoppmeTE £EneT Fﬁ'i*&g’e %ﬁ%’?ﬁ iEpgs o o
ampplicafpreop$, shich chatiet @rform Thirspaadilsestier- machi ne r eadabl e
information to be encoded over a |arge portion of the
Not @ abymative thidimey e £EeWebvitrnnal. meipags printgt e relfyfdevice mghcompygnicate
O WikcGly RVl 10d310F r@mdteRifillicalidn s@ivap) ki@thg & Bar £ fMote Websean Rilargly, cutput is
| ﬁéﬁﬁlwﬁ){o bbi hEded by @npﬁtﬁﬁge %ﬁr HRH bR S oR the SO WaB fetmin@f and

surface to SSOCI at.ed a%lje such as
h Qf%
E\" eﬂmtfrfcﬁ‘ﬁ’m Fﬁg“f? Har=fot & or rtem . An

4‘8;%{), q’ﬂ:'o % ll'u'lfeq'lhﬂSBa h%sesre 8 E ;@énsnﬁﬂ& %@g'dl 1 d\QIG(M %&ﬁaﬂes {hec‘ user with an
h T"
e A Ay sl 5 P 5 g AEERLAREL o

usi ng
v intsfagsipredete, dis alloys upers. 19 brd mrﬂ*s& ﬂﬂ‘en&fﬂawsmﬂ ‘FF‘E)W‘F RYpRETEc |

tags 4. The docunent includes an intera tlvcﬁ el ement
GHH?é‘I'“P%éﬁ“’BV‘ e SHTRCAPY RHPE AP LorTrespara e Yot R Bpariap ™
eRent: sgfer 16 T rdeenpori g dg?"alpﬂmﬂcdmﬂmmf pesefBtian “'th‘é?“ 4GS o
€ RGodiEtBn badgheriad dhcumt besglibtiog arginhel ID). w0 Blpw semmpengetdeval otiesdocument
O ReriprRfhsingifn20 determ ning and interpreting the

encoded I D using an appropriate system this allows

t PR 088 &eHCksed toeherdS thi 19 8ta, bOwill RR@csPpBédfirOfdRERiEkail Helaw, ET@re the document is
egamy%e hﬁ,crtaﬁcgpnmmml SindEke bR Inf Be @ hapyout of the

s on the hypcrlabel document based on the ID
eEé%ﬁ’ g? g Fégﬁ%lgédgy E tﬂfﬁttlr]:l @ﬂchdc@&aﬁns tw-Ehcﬁldsl o@el&ﬁﬂm a'i::aﬁst lﬂﬁd g&ﬁﬂent isa
ﬁ‘-@"‘- 'l]“"ﬁfﬁ s{/trwcng lto b’: agE in :ma o a ﬁﬁ:d sur@ce, alrul qb udum%’cnl:t: eedﬁrtomon of

ement s

aﬂramstﬁbep%fmeﬁ* &lfisepnd Hael plgmsp s f“l‘f@’d‘i‘ méﬁ‘a’°‘§b°5‘l°? vl Yofa ity

ektppmhce pbEed. 25 of interactive el enents, such as a

button or text field. Thus, in this exarrpl e, the

elNenert iGeiraschona@reded suriine b huch ¢ oryrae syrdevdis tothe adagied by an optical

S ﬁagﬂlgayma)@hcein bartRiflar By £ Qptic: SRAGIHElILA GargRaRI tkson.in He e infrared. The
Tl YAl S Bela QunloMaff nbi - arcaliRt €7 ACE I ONS

VVI t h t he hyperl abel docunment, In position indicating

: ﬁ%h.-rﬁ Hﬁ&sys&rn %le In:Bo Qﬁi&dﬂﬂu,‘;a%% e BceloAh LRt Arodft ik@RGM0 a

ggue'lP'ldgcbeT t'anOCUFTE%%n ngor%lé:E&s [c]: th umqsc lBgFOQQIwE'FE the fu:é:nwmg
T%%“Sﬁ‘ﬁ's‘f’*t SR PRI (Efssé?f"’tgl ‘3‘8’ g!ﬁ’?-f‘%“ ner vﬂ% & dgp 1P
t tvaespediyalt reapili s positioned in a zone of an
interactive elenment fromthe docunent description. In
obj ect indicating techniques, the ID encoded wthin
the tag data allows the presence of the tag in a
region of the document to be determ ned fromthe tag
map (the relative position of the tag within the
region may also be indicated). In this case, the
docunent description can be used to determ ne whet her
the region corresponds 35 to the zone of an
interactive el ement.
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WO 2005/ 111926 PCTI AU2005/ 000066 - 116 An exanpl e of

this process will now be described with reference to

Figures 2 and 3 which show how a sensing device in

the fans of a netpage or hyperlabel pen 101, which )

interacts with the coded data on a print ed hyperl abel

document 1, such as a security docunent,

pMEUAIEY B¥ckagi ng or the Iike The hyperl abé’FT%H??“ﬁ’“@?"“

senses a tag using an area i mge sensor and detects

tag data The hyperlabel pen11D1 5 uses the sensed

coded data to generate interaction data which is

t (Thrfefhperceding is gisignedsod i teayiskiFrield oLy drep PIRYEN & eyagy ecapigifioq of an

4 fntirendyiiCiivgerveyshitoguanmpa soquisiion of the hyfithe apicgntgpingahe e | Asguisition of -

6 @l tug 7 mg&ﬂtﬁﬁccﬁﬁiﬂﬂﬁf thé ¥&'s| id-drhedicnd] PdditidhantitBin thy feglonaas well as other
m&t‘ﬁ: k) Thd &fﬁc g:@iﬁm&a ﬁ%\éesEnsﬂé)deWMb Gduirld S Ggiod [Mand Prag

. 0 smonde n?o%upe% locg m%mct &wtgl%% BC‘SB’I‘B!: JL’ duﬁl[éq“él'@ll; glrtﬂx ﬁ; coﬁehgurface

eract ate Clreurmst ances,
dd’&'ﬁﬁféfht server sends a correspondi ng rressage to an
application server 13, which can-then lerfgc
C drids Spes ATATTSE™ Be S o1 By Ufeft o FBP R 3T Ve ERE RESH ment
the PC, Wb term nal, netpage printer or relay device

cormunlc te dlrectly with local or renote

AL ST AP e, including a | ocal or renote Wb
S @@M@I show3he@in@ikl V£ 2 @iiiqiitip. EaSh of @ Foud tlaai direleh it Otardp®iThegag, and the

Jvcﬂlf &Qenp ¥as EQ%IM@@%Q\/@%QE@SMML]%V@ an al so be

di spl'ayed on the PC or termnal, and further

I l?:‘gcﬁ Eq etrL B m&é&mﬁl ?ym%&ram&h %ﬁc@ Q'prgsaits Iﬂﬁlrblt.*t d?&Brmation.

paper ace or a'mxture of the two. Typically

%.m!e% ﬁg\ﬁlmeg Q(ur %rsﬁnbglelgéoﬁélﬁrfou%;cmdo@ éﬁgl’ wilidh %kﬁlﬁs the value of

asso tes the user with an

i d‘@r?f'l’yf‘lsgfmﬁ %“F)é’ f“l’f’ef’ﬁg respective hyperl abel pen By
B Pl PR i ISR By B b

all430m bererl anr9iors pristed A giteh of H6PReon pek oty BOWSST. it Higyretiogary by +10%
Hyigaadidigad ] capekdlties wexd devica nsed tg@miges &k poerby  havi ng an |1 D
server generate an ID which is transferred to the
d eigiedRdws Syl nidk@djacdihemieh Clhemeatodos @ecing s wilfgrmchoth within spdistween
asppaument description and then records an
associ ation between the docunent description and the
| Bigurd Dshés ki Wbt BEIbIL Bithin sirito e Nibdero @ thelidae sightieummmetin a syiBot; bit
d Gt s tthﬁ&sBL}n Hé:h,'?«gte th'gl@ustenIpﬁreiatQa lothe Bl‘hﬁﬁlﬂm gl sylaBbl. The orientation

gener at St bk o ol”in the
dg&wmﬁaayg%l w@%} oa%g % H':gwaax\%y tlh p%ntag(% ?(E: pﬂ@fg %&ﬂ? the tag
h s, b gAperab the qisaetiop @ 2ll syraholy g"“‘t"h“eP“B'a“éﬂé &8@'&? iR SHE ARE™
t lsntbting corsignt Wikt bovomg? thw‘emﬂeesf@mf@dmﬁ‘iﬂ"‘%\"f pareer n

whi ch contains two kinds of elenments. The first kind
o fonlg inemeemdots s pag of theaypryeshtationef p gymbal in g pagem. Ahetsqugre puingpie symbol is
| Qe & dbeleatlo hdiBdarly@fucifite @8 shcursalk 2 Cayre & piwmtlof ibwsratidngshows

pql(e &&99&:&&( Q'aghﬁﬁhQFEWbQ&L Qgtethﬁﬁaptaﬂﬁc bvad bit @2 Bfcah Rbeheked.
e second ki nd elenment is macr odot Each nacr odot

D
gq‘lﬂg&l& tnbrﬁina‘ﬁ@vlu&ﬁﬁr Q{I:h a%urmmi dlMtﬂr ok' (tSﬁ.s);‘ %@eﬁtﬁ'ngﬁallgged I‘.CT vary in size by
sence ernis.re n the code
s tifPeaeeardipgte 'Ei%ﬁb‘l “’ﬂ/@{}“ %"‘“ Big TJ(;'“%G "6 be acquir ed by

an optical im ste arti

o PP OBl S = B maﬁa””&e@“&%‘ﬁ%é B v e
neWpsageprfinidy tectapabilities of thaleties psad tp groduipgie 2f™Py printed onto
the surface using a narrowband near-infrared ink. 30
In the Hyperl abel systemthe region typically
corresponds to the surface of an entire product item
or to a security docunent, and the region ID
corresponds to the unique item 1D_ For clarity in the
following discussion we refer to itens and item|Ds
(or sinply IDs), with the understanding that the item
ID corresponds to the region ID. WO 2005/111926

PCT/ AU2005/ 000066
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-117 The surface coding is designed so that an
acquisition field of view | arge enough to guarantee
acquisition of an entire tag is | arge enough to
guarantee acquisition of the ID of the region
containing the tag. Acquisition of the tag itself
guarantees acquisition of the tag's two-di '

pO PR t hin the region, as well as ot hﬁﬁl&h%ﬁl{m“
tag-specific data. The surface coding therefore all ows
a sensing device to acquireld8region ID and a tag 5

position during a purely local interaction wt .

c Jrsee PétEfF‘f"&'E%”,‘g o ey in gralf g o1 W epopdps o e ﬁ*ﬂ’ﬂ'“‘%ﬁ ﬁp“éﬂa"&"é"a s
S profigcthe paint. Ampdegiaion frodn Yui theninglgpplyes wiorded I fhe fag dt2 1o Alipw accurate
Statnetailoblérp@itiendtnpke used, and sonme exanples will now be
descri bed. FIRST EXAMPLE TAG STRUCTURE Fi gure 4 shows

t heGeh Syimbal Qlowd iRthfi sBuchi@ B z@t Shat Biquelzbal. Bach fabel damsish Gilalbhabetic prefix
bla@glgrnﬁhgsgﬁ-,gs is a target. The tag, and the 10

over a pattern, has four-fold rotational symetry at
the physical level. Each square region represents a
Syb@lour and each synbol represents four bits of
infbrrnation. Figure 5 shows the structure of a

S TP arp arrapaed ieteag ETUPFSERFi R AT OHRACHTIY frucess WANEH Ty SatRFs; Roph o therefore
I @ oo fickuSpotsinle g aybuy eceqding toitrdockriop within thettag RywRlEN e Ehe (36 gy o
OliabAE8,N 6,@1 £nZ Al 2 JhowkNEFigRE@r 0dot spacing i s specified by
the paraneter s throughout this docunment. It has a

N@EGh BEln thé @k preup Ofrotarch Bs shodad ftic FRAS B0lmgDype B0 idhotned (Dieirat, Gl typet)0 is

a ek QJhe%Ies, LHOR | PRfoSie 86 dekrid; bna tEIQWRY B Fotated £70 igread] | OV

to vary by 10% according to the capabilities ofthe

d %}Qx@ o 5@? fhwleR R A LS akd1Fa BRhlo tilng oFb U Ay SRS 1 Eny set
a% ‘fé}% | he
|

of N adj ace nbol s. The macrodot spaci ng
Fdfa’é?“rﬁgﬁcc')’?tﬁnsj\?\'ﬁ“t Fﬁacgﬁ'%f‘ bet ween synbols" Figure 7
shows the ordering of the bits within a synbol" Bit

zero is the | ignificant wwthin a synbol; bit 20
thP’g%TAﬁ%N'I ??%‘T'n%‘é{c”‘z‘?"g'ﬂ{’ (lﬁoggnt, Note that this ordering

| The 16y catding @ 2%eq (4, N)Ecydit paiFidnabde@md @ich tdn @e &yodidat any diite four possible
0 ruiinﬁ@tto%t df BB tag Qfdetafmﬁﬁtlﬁl dchidd !oﬂhﬁtat&y Pk 1apVEytnbdisnvhich ere paGF & eyclic
I Q%ltigr]acgﬁgor%veta?Sﬁxc& ‘g{e Q‘:td g't hnﬁﬂeréafo tn%%rdeﬁ:?iﬁére&ﬁfg si&:l' Hcance.

synbo I'n the tag Iagrans. In general, the

Olrhei i%{okit?oﬂ Qdwordlislo, $.¥TEP Niite Mt f Bty hselold Riertnke Sbél hanS £ G RRHgH o
of "t he Flave trL sa ol entation C%‘ﬂuﬂh‘aﬂ‘iifﬁ&a&&m
C MO S RESH RS DR iy S o g il i o
ofreateths an egre. Fymamist e PRV QTS WHENEPT EF FRUISGY CYpIE Srasures rater

I @ypibe srerst thetsymabol valfes we dhyserioiie aj oenly pracetharite BypercuberR ety ar e
outline of a synbol is 25 used in this docunent to
Mmyhegnindrhigredistagce eflthg evickbaresition dade isgt heupe LA CQECting CRRAGY s Pl giTbe in the
0 predate dF@Yto B crishrk, WRing Ginbodiin thephaw of rtidvem@ctaaads. pattern

of atag wth every bit set. Note that, in practice,

e R 1fodDbrthe Gfentition-indLada Eyc IR @asE6N chBwWSES shdniERiuedbt i S
nomnally circular with a nom nal dianmeter of (5/9)s.
However, it is allowed to vary in size by 10%

aceor dioegorbo t he capabilities of the device used to
produce the pattern. A target .is nomnally circul

TR e oes BT P47 S B4 o‘r'éhcﬁ“ﬁ" oot et dnic 5V . he
alcdderrids ofe pynglrsd 3'pry €13.77 ResyrSelogn aode e e Jegion Grepdss P28 bits of
C inpedntidnivtique® tefag.t he devi ce used to produce the

pattern. WD 2005/111926 PCT/ At 120051000066 -118 The

t amnp Igpaut dfek Rcal Bdeadrdl ©beveh i Bzwea.y in scale by up to 10%
according to the capabilities of the device used to
produce the pattern. Any deviation fromthe nom nal

scale is recorded in the tag data to all ow accurate
generation of position sanples
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Each synbol shown in the tag structure in Figure 4 has
a uni que | abel. Each | abel consists an al phabetic
prefix 5 and a nuneric suffix. TAO GROUP Tags are
arranged into tag groups. Each tag group contains four
tags arranged in a square. Each tag therefore has one
of four possible tag types according to it j
V\A“Eorﬁ“?f”fﬁ? tag group square. The tag types PorR6Rb e
| abel  ed 00. 10, 01 and 11, as shown in Figure 9. 10 .
Each tag in the tag group i-d1¢otated as shown in the
igure, i.e. tag type 00 is rotated O degrees, tag
ﬁ%gmfﬁnpgme%fated 90 degrees, tag type | | is

I Ghlg Gib chitfhs HRBERQBiour SaEholdAEhich Y @stidlted abrosk BiE Rir @fhoediifds in a tag
dg& b easwh{cfar%eﬁo en%déum@mPD&menqga U LR Gy 'R @asm is of 2

I nuQus
{ Hemi) D= S gt Ak Bk A g, T P ORP (a1 B
e afmagignsemmoORE FENT AR R2YD| CATI NG CYCLI C PCSITION CODE
15 The tag contains a 2'-ary (4, 1) cyclic position
e Gtrawent of thafpurshmpdetprvodgworddalistjbieed aczpes thefRur agfecept fres If fipg Eroup, is shown
P @SSeutd [ £ The Gritdr 6NtHe Sl LIS thotbg drdngein Figge 10 & tel etie ofithe foer dphig Figure 9.
actual orientation of the tag. Synmbols which are part
OfFighrhR sy Ohel lgout F0 &imblktowg geeoglewor d have a prefix of "R’
and are nunbered O to 3 in order of increasing
significance. The cyclic position codeword is (0, 7,
QBHEE@nMMUmgmmhat it only uses four distinct synbo
é even though a four-bit synbol has sixteen
p035| qe V4l ues. Duri ng decodi ng, any nused synbol

&Ié ?Jz.gewrrd 1 cng(oded(asmé B tpthn%nqrbd pe g% 07) hgeg QD% ?rﬁn B3, "f]l'g c?glie encodes 28

S S R 42 ARA AL AT
e rapBings sixtsyybols {ydyerteonpeing rerpcity sdirs Ykdn t 0 be as evenly
spaced on the hypcrcube as possible. The m ni num

dias thawrcie Figfre therdewprd Icpodingerpet indoned incerdficicn omer. i fie ént bt prdering
€ IFdlll s the QBdwerd bit aigrigapaci ty i s one synmbol in the

presence of up to one erasure, and no synbols in the

P TRSER G 08ry {15)0) Rded-$idimen @deasih veJeduniiingy doabmtsd remdvedt The removed

Ouoﬁmxtéhl:@@mdsﬁgﬁ.ﬁaﬁmguﬁy&bamposl tion codeword is
shown in Figure I I . 25 LOCAL CODEWORD The tag

| @Rbde Wos HOPIRE RN mRARAIEt € codcword which is used
to encode information unique to the tag. The codeword
| @ @ punctured 2'-ary (13, 7) Reed-Sol onon code.

The tag therefore encodes up to 28 bits of

informati on unique to the tag. The |ayout of the |oca
codeword i s shown?®h” Ei*gdre 12. WD 20051111926

PCT/ AU2005/ 00066 -119- DI STRI BUTED CODEWORDS The tag
aMwgode bwithefplieging geggieembeemigit: f our codewords which are

di stributed across the four adjacent tags in a tag
gff@3p and which are used to encode informati on conmon
to a set of contiguous tags- Each codeword is of a
2-ary (15, 11) Reed- Sol onon code. Any four adjacent
tags therefore taqgetherccapnedgeEupt o 176 bits of 5

i nformati on common to a set of contiguous tags. The

| ayout of the four conplete codewords, distributed
across the four adjacent tags in a tag group, is shown
in Figure 13. The order of the four tags in the tag
group in Figure 13 is the order of the four tags in
Figure 9. Figure 14 shows the layout of a conplete
tag group.
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REED SOLOVON ENCODI NG 10 LOCAL CODEWORD The | ocal
codeword is encoded using a punctured 2-ary (13. 7)
Reed- Sol onon code. The code encodes 28 data bits
(i.e. seven synbols) and 24 redundancy bits (i.e. siXx
synbols) in each codeword- Its error-detecting
ca acity is six synbols. Its error-correctin aci t
?HW%é‘%@nbols. As shown in Figure 15, dﬂ“ﬂ? S/00068
coordlnates are indexed in coefficient order, and the
data bit ordering 15 foll ows®the codeword bit
ordering. The code is a 24-aty (15, 7) Reed- Sol onon
c RITRBTEAEOPRRS* Fedundancy coor di nates rempved. The

r eﬁs’a{ﬁﬁmed%m&ds Mn?cﬁcd% ﬁ"tl@ (%05} Ra&l-ﬂlﬂrhtfnlmﬁla e code encodes 44 dam
r ebl n{' da]QvC o?Land 19 mfuﬁc'dmc E%:%ofgﬁ %t’ﬁs) Enn:gch c&uogwmr]:gor—detemmg

pri WE
C GORECI 55?“‘%*1‘1’3’“1! & TP e eRTe 31’“6’?"'?}'8'? yn o m n aI ( EQ 2)
KW- (x+ a)(x+ az)... (xtas) WO 2005/111926

Pt GOBPUD oD B oo Rt e e R RBL® ifgre o

distnnebut ed codewords are encoded u3|ng a 2'-ary (15,

11) Reed- Sol onon code. The code encodes 44 data blts
(Hﬁewm@h@wemmBywbokbwmawdﬂm@Wﬂe@uwda#ey bits (i

four synbols) in each codeword. Its error- detectlng

C dvawiicthys the Slidvangzensryteripelimgminal: t S err or - correcti ng

capacity is two synbols. 5 Codeword coordi nates are

I e@exed in coefficient order, and the data bit

ordering follows the codeword bit ordering. The code
has the same pri Mg Ve« palyrdmdgas’yas the | ocal

codeword code. The code has the foll ow ng generator

pol ynom nal : (BQ 3) g(x) _ (x+a)(x+M2)...(s+et) 10

TAGE S8FEdrNAldE SPACE The tag coordi nate space has two
ort hogonal axes | abelled x and respectivel \When

t e powprdinalpapage haswg orthpegpehixes "t"ﬂ'“%/ﬁ gdy |"@‘f?f“""t‘3h englg gositive x exis
p @gint to theright tigx hepogint nNdxis pesiprn. The surface codi ng does

not specify the location of the tag coordinate space
OrThgiurfacoepdiag doembti sgeeifyale licaigyel dhe tag gvofdipete spagq otising dn@ particular tagged
Ofsir@&} ok the Brichthtioh Bethd @cobrithtcClpdaatvien EPRCE thalsirficel BRSO tation is
t QthQ@on%ﬁéEnf' caﬁ‘oﬁcxar;r;m i?th& Qrsﬂﬁ&' :Mnéeﬁaf 3305 then the application which prints

gﬂﬂftftagscnentu Irhér. pagg'p%y re%ord%}: actu%]roﬁg%(a%?‘ﬁ'l Sﬂnorhznd thes? cu‘i‘n %ng&% normalise any

pl1cation
wiisahinfpbsppuegtiy ppgrrg &@@“Wﬂ‘l"& it et o rray record the
actual offset and orientation, and these can be used
t FHERSTIPR PSR inpridp is defineiin wis of ek By BB EH BRRFPR & 25T (R e Fofiten
C oftharrtt ¢fdntugit tlppest e ariginf ace. The position encoded in
atag is defined in units of tags. By convention, the

position is taken to be the position
TAG INFORMATION CONTENT

FIELD DEFINITIONS

Table 1 defines the information ficlds cmbedded in the surface coding. Table 2 defines how these fields map
to codewords,

Table 1. Field definitions
field width description
(bits)

I . R e,

fi -




of the contre of the target closest to the origin. 20
TAG | NFORVMATI ON CONTENT FI ELD DEFI NRI ONs Tabl e |
defines the information fields enbedded in the surface
codi ng. Table 2 defines how these fields map to
codevvords. Table 1. Field definitions field width
description (bits) rtag WO 2005/ 111926

P RPABEY 000066 - 121 coordinate 9 or 13 FFFAU005/00066
unsi gned x coordinate of the tag allows axi num

coordi nate val ues of approxildgately 0.9m and 14m
respectivel oaordinate 9 or 13.The unsi-aned

chsraivEat e of | PREt R meErebtrerdnne ot R AERBET di nale val ues
off approxi mat ¢ly 0. Brimugegdrdinalepelpes efgepepingely 49 j ve ar ea
flag I b" 1" {ndicas $4m1l3hﬂtthﬂ)f t he area (the di amet er
oi cuorda'late | ot y—p Ui Wgs
tfie " di agona a al roundi ng
the g inters "é'a*-qg‘pré"*?““"’%%%“‘nt flag 1
fl

S

ag indicatipg whepHém et fragment is present
e B g TN T PT uiamamm&&aawﬁma&rmam e of a

dat a fragrrent If th p,g%ent then the
width of the x and coor§' é%[m%“aﬁy%g i If it is
albsent then the T*‘Pf’“ sige of e tag) igynadisge aslé]""“rr‘é“n'f’g‘bc or 8

f agment of an errbe sfatrseerep getsEeam M SS ~ M ncodi ng
f QTR ﬂé%'c OT et |38 irlaiatan o0 H d fragmint TEpridénE $ €Nt
emcodi ng ot her val uEs are j[eserved gion flag$ 8 |ags
controlling the int rpre ation of region datal region
IDis an EPC {: r eglp'rndketpestherirgpnesripdaa rgmgi on has

embedded data If the data fragment is present then the width of the x
tand y coordinate fields is 9. If it is absent then the
width is 13.
data fragment 0ot |A ragment of an embedded data slream:

enc.dg format 1 8 " [The format of the enct;c-i{r_lg.
0: the present encoding

(Other values are reserved.

region flags i Fiags controlling the interpretation of region data.
0: region ID) is an EPC

1: region has signature

D reglon has embedded data

3: embedded data 1s signature

Cither bits are reserved and must be zero.

\Iag size 1D 3 The ID of the tag size.

0: the present tag size the nominal tag size is
1.7145mm, based on 1600dpi, 9 dots per
macrodot, and 12 maerodots per 1ag

iOther values are reserved.

region 1D 96  [The ID of the region containing the 1ags.

i ature 36 [The signature of the region.




enbedded data is signature ifter bits are reserved and
~must be zero. g size ID 8 The 1D of the tag size. the
present tag size the nomnal tag size is 1.7145mm
based on 1600dpi. 9 dots per nmacrodot, and 12
macrodots per tag OQther values are reserved. gion ID
96 The |D of the region containing the tag [ on r
3BYREYUHM ure of the region. WO 2005/ 11193"8W\lug'MQ&"}'{”’;"e
PCT/ AU2005/ 000066 -122 hi gh-order coordinate 4 The
wi dt h of the high-order pertl2éf the x and y wdth (w)
coordinates of the tag ighordcr x coordinate-Oto 15
ighrordy epeEngsa f t Df [ obRsishprreaReE O X PN t ag)
e the njém nunpeediordpfifate val ues to

apRE O aE e 2 aE ™ ‘ Tgfh- or der y

c r%{?cﬁ’é?dgm%)de gm% 4H gh- rder ar t a%‘;mvan%:&/

cdordi nate of [the tlag a“‘“"“‘F &max! mim codr di nat e

val ues to _appr oxi nat etFosmsd e B8 HRt"EEpect i vel y.
Jrer Cinrdimfe| 0 s gHigupdeciatt of the Arpordioatd of e tegewapdf s an

afea within which any Gapdbiechodiditistboul d b

| di ately fprwarded ;Pgm;,rm@,yzqgﬁ,@gmagm\glyh) per | abel

server for interprelt ation '°a.SC aH-oews—t+He

hyB&r | abel sef vér tvoms{?c'mﬁFm'ipo&{ he user that |the

I rlBua twpg'%a Q%g ar@zpwitlmr@lqt!h%f cagttufecﬁﬁﬁm sﬁhl@@@ &Mat&efoﬁﬁrﬁed to the

Cess to prec reqi [ > b BGikdaMeE the wser
aﬁ%’ﬁ“’?"ﬁ'&% hypeiabg e °'t"ﬁ°é‘"surfﬂ’c‘:séﬂe°cﬂgc3“tm Rypeibef WFM?“‘

ecl se

s @1 thyripgut hag had pn ipegediagg efegicinppthe serverppactss Fﬁ“‘&f“gt"h@m“““ any active
hlaghmcﬁuaﬂeimwmdccmMcmbhmmsswlvﬂﬁﬂsr\kmnct@f“o reduces the
width of the signature field by a corresponding
numbeitth of thebliigherder Rudrdina Gigdsclif natzere regnces ol el sipyarure field by 2
p rcﬁﬂ@&mnm:u&aﬁ"ﬁltshﬂ‘uﬂ BooRnslR kre CapRa b frépending ©thchigh-brder bobiginate field

&'1}1 gﬁgtg i nate field. Table 2. Mapping of
f%irsgm?‘g co gs codeword codeword field width
field bits bits 12:0 coordinate 13 all 12:9 data
fr agment : @atdp 29ManpBp pidPiFAR @IYY9%N| | 5. 22 data fragment

S qer AR Bl & sdramaa oY 1 o

;4 coow@dt|l v@evardegd fl aghdd 11 t ¢ fwidthnent MlPag(l al |
bits bits

A 12:0 coordinate 13 fall
12:9 data fragment i 5:0

2513 v coordinate 13 Il
[25:22 klata fragment 4 [7:4

26 lactive area flag 1 1l

27 data fragment flag 1 Iall

B 7:0 cod ing. format 8 Iall
15:8 rapion flags 3 lall

23:16 tag size 1D B —Iall

39:24 CRC 16 fall
. |43:40 high-order coordinate 3:0

width (w)

i 35:0 pighamre 36 r:ll
{3 5-w):(36-2w) high-order x coordmate W lall

3 5:(36-w) |high—order y coordinate [w |al|
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1:0 coding Format 8 all 15:8 region flags 8 all 3:16
as size ID 8 all 9:24 CRC 16 all 3:40 high-order
coordinate :0 wdth (w) 35,0 signature 36 al
35-w):(36.2w) ighorderx coordinate w all 35:(36-w)

i ghorder y coordinate Il W 2005/ 111926
PCTIAU20051000066 -123 3:36 gion ID :0 3,

r FOPOBIRO%N3 0" 0i'on 1D 5:52 ENBEDDED DATA | ’g*’]ﬁ&mw“
"regi on has enbedded data" flag in the region flags is
set.then the surface codi ng!®ontai ns enbedded data.
:Ee dat a Ls-encodedinmuiple—contigrous—ags' data

agnent $£23%nd i £8% W i cated ['n the durface coding as
ny tli 0as It wm&nnf|t 5 fhe enbem@ed data is
o 5352 part)i al scan

6

1 \nr\ +hn+ ~ . Al
eE-G-O-d-%d—L?P et a }
of the sirtace c d?ng containlng the enbedded data

can be sufficient to retrieve the entire data The
SGRRRLRG.SYSt em reassenbl es the data from retrieved
fragnents, and reports to the user when sufficient :
f Hahg regiindas imiyeddehistayflag dttiojreipr Bosts tehibigthe Syfacs rodinpyeontaipss{fppdded
i Butal 20 Hes isencoded 20l bontkedioragds| dag Kegame Gekbis redlig@:d [yitte surfpre coding
dtr@ny a8 Plipgk data is encoded in the data fragnents
of a contiguous group of 25 tags arranged in a 5x5

S m%ﬁd«m& agml;}ﬁ& 20852 2@ thizt a R nd WRES Qanl o€ codin containing

V\?A ‘led% qﬁh %T "Cle;t E&gmgv&ﬂ%{tﬂ'dﬂéﬁﬁ sg.llm\ﬁ'g %an Mserﬁcﬂes the datm from

ed
i ﬁEvalétgfgagﬁcéts )%n 6‘!68? Hnlﬁ g:te en. sintcu:n aﬁ’“’ﬂ“g ?’ghgs : L}Sk@xemﬁm\‘\éﬂm

coordi nat e. ment I

nABTEmR Taklk 3, Iav'zga\:é dét&l;lﬁ;g 5nc?des 1'3?%1% 5 dan. Snﬁbﬁcgk Ea{aqmmﬁd:g m%‘%am
nfragminegf chantgrousiEroBR AT iess PEned %m SquRse- 138 PRARE L bl hose integer
f Ecoiiinad B ttl ady's c@pinae Kiviidd ey 5] Wikin c2Paliiak dE dety [3inranged yniostam gvith

| $cBRG0da ke BindcRuREY @k consisting of a
contiguous set of blocks arranged in a 15 rectangle.

Th Qatnsﬂ'a lQrfay .ltcnﬁ‘salﬁglm% Iz Db Gkterd ab acBRGRORA isipRse dRRevE] t@GhssingMata

Egm tﬁét |s tﬁﬂﬁgﬁggyhghggg?ﬁﬁﬁgfelgfsgggd by the
S Bpmecr)fb a.rb sm’. is %ll:odéélv .M‘é HS EWWEH&E pﬁl Qgtl%u&!@t o‘#ﬂgcﬂs airéngcd ina

arrang n coord

WA TWE?‘EQ%?“W&"?“ g insatp EOHAN B P 8 gt onoss it
r enotdingnis ey blogk'stepradinaty divided by é'tsdvaﬂf@'vfés?ﬂhﬁﬁ?}m ﬁﬂhﬂ’gﬂ‘é@" fip data is
Whrkahged ittb blocksrwth inaléarhgy x pardinitavithip inarkagipgy cpdidénateedges. of t he
surface coding. 20 The data encoded in the superbl ock
et siperlbdi Gheeplimedin e eefhcs epding 9 enapyriimey avi (illoT  incligigeepartially along the
PERGLER siadkding.Nf Or Mati on, and nore extensive error
detection and/or correction data. Table 3. Enbedded
dﬁe%ab'cﬂ&&éd in the superblock may include more precise type information, mors preciss size

information, and more extensive erTor detection and/or ¢orrection data,

Table 3. Embedded data black
field wldth description

data type 8 The type of the data iv the superblock.
Values inchrde:

0: type is controlled by region flags
1: MIME

(Other values are TBA.
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field wwdth description data type 8 The W of the
data in the superblock. Values include: : type is
controlled by region flags 1: M ME rlher val ues are
TEA. WD 2005/ 111926 PCT/ AU20051000066 - 124 uper bl ock
width 8 The width of the superblock, in blocks,

uper bl ock hei ght g The hei ght of the super

b MR m 160 The bl ock data. C 16 CRC g‘lfcqﬂqﬁz"“wmﬂ
data. cal 200 It will be appreciated that any form of
enbedded data may be used, 11r3i‘:rud| ng for exanpl e,

udin A dnn ounh as—p-adHct

A |~J| \Ju\.
i %’f‘“ﬁiﬁﬁ'ﬁt‘"i“’gn, ipp? i oM ngtméf" PU Jata, Busi ness
C ligdbioaktmaght anl ds I eThe@eight dfithé mpcrbloERE@M@kB SI GNATURES | f

t S =TaTla &S °!g C‘tni..}"k%" ‘!Gg H—e |cg| on flags is
$i g';??at ure rierd contains a signatlure with
a [CRB deh BICRGEMtekive daiThe SI gnat ure ils

t . ng“m yrher—assoctated—wrtirte regi on

IDTn a  secufe dat pbase. The signature is ideall

g drvall eeppccusithgnydorto{ fmpedieg fathanay §5rese dgluding 3 e¥pmRlptexy image, audic,
Q Ut dakfaF £ GrOd& inforn@Fion|gplichiicaidind, bontgdam ngies regisign, fnd dirgrtory deta.
random events In an online environnment the signature

can be validated, in conjunction with the region ID,

by =YY WE"a server with access to the secure

d aft@eb‘ﬁélﬁt haskstnabufe hffé@'l thel rbh O@s i1 @5theR D Bgheheel figkbchuitains Blfiature with a
" GRe ! P'E‘&RQPMM' Pre S ﬁs%ﬁ;h Ehacgé alefbed dMGeid8 GhOR: £hAGSn 2

ar e S ataba.-;e c s:gnau.lre ] ‘{J ajl}( g‘ G gaf sﬁ’& a gulflgqurgrr%?ss %ucﬂ' gq quher Process,

raphr ¢~ st gnat u regl on

S|° ‘ﬁré g repdgmast CHHBYT F% one- bl ock super bl ock. In an
onl i ne environnment any nunber of signatur fra .
c dhnsaling sgprm st CERTTETER POt A STHEt el g'ﬁ e} a“““"“ﬂ ?
Optricovithledoss tb hresequedEdHF-Si gnat ure, to validate the
signature by querying a server with know edge of the

f U the “rei6 hes epgreided o e “cmiddce dreriesigprowrl ey n gt repian fuesieg et then the
| Rurfaé cifink bonuies (1 GFbit Giprosramhlc siemuc pOIRTRIYh I e signatur js encoded in a one-
siyghatdbexcan be recovered by reading nmultiple tags,

and can than be validated using the correspondi ng

p qlbin'oﬁl1n§én%ﬁ'ﬁeﬁra§}' H6B0r of §bﬂtﬁ@%&1m\éﬁi te Lded; AitcbrfiRcibSwith the region ID
di Sdcogt‘go 33 thd mndcr)Trpsglg% ngeefu%hﬁﬂm%%p%u M uMrind 235G G kﬁutﬂa&gt‘ﬁ:hc Fall

he super bl ock
cdﬁ‘laﬂf"ﬁ"sﬂ‘“WT“iPF'ﬁ’ﬂ?"ﬁ'E%‘é‘e’f nternet Mail ExtenS| ons (M MVE)
data according to RFC 2045 (Freed, N. d% - d
Bt BAEnE fepgrline YIRS TS L SEREE FREE KT ’E%‘%"‘é‘ﬁ@‘u‘ Bl sy and can
( WeMEE)validateP gaing theypesespofigine eblic sighaturekexer net Message Bodi es”.
RFC 2045, Novenber 1996), RFC 2046 (Freed, N., and N
Bizratetverifigption igdistuesediumpsoisel tela-er net Mai | Ext ensi ons
(MME) - Part Two: Media Types", RFC 2046,

MIME DATA

If the embedded data typc is “MIME" then the superblock containg Multipurpose Imemet Mail Extensions
(MTME) data according to RFC 2045 (Freed, N., and N. Borenstein, “Multipurposc Internet Mail Extensions
{MIME) - Part One: Format of Tnternet Message Bodics”, RFC 2043, Navember 1996}, RFC 2046 (Freed, M.,
and N. Borenstein, “Multipurpose Intcrnet Mail Extensions (MIME) - Pan Two: Media Types™, RFC 2046,
November 1996 ) and related RFCs. The MIME data consists of a header followed by a body. The header is
encoded as a variable-longth toxt string preceded by an 8-bit string length. The body is encoded a5 a variable-
length type-specific octet strearn preceded by a 16-bit size in big-tndian format.
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Novenber 1996) and related RFCs. The M ME data

consi sts of a header -followed by a body. The header is

25 encoded as a variable-length text string preceded

by an S-bit string length. The body is encoded as a

variabl e- length type-specific octet stream preceded

gé?a 16-bit size in big-endian format WO 2005/1%015;‘9]0“06‘5
PREBINE 000066 - 125 The basic t op- | evelf WU’

types described in RFC 2046 include text, inage,

audi o, video and applicatiomi- RFC 2425 (Fbmes, T., M

Smth and F. Daws nt ent Ty f.or ccation
bt Br et T%F‘B?T"““‘w{% < £ g g
REC 2426 (Da -
Ay SRR 5 a1y Ty RIS o PR i,
(4% Biplyeben1 PR e REG BA2G (Pavspiy F - ﬂ??é’&f‘&r“ﬁdﬁFWPﬁFPBﬁmm RFC
S20k4, adpleher 10UR) dessierrméxasubifpo for dprrodifenyationGsuitablp tig e4pmple, for encoding
| Qe bR WA Gk apPeg il 2 vaM@EAR. ON a busi ness card.
ENCCODI NG AND PRW NG CONSI DERATI ONS The Print Engi ne
Controller (PEC) (which is the subject of a nunber of

peeirgnbIBrIRE ebipmpidns cat | ons, i ncl udi ng:
09/ 575, 108; 10/ 727, 162; 09/ 575 110 091

T3 gnt Fngine C@@Qu(l’%(%)éwhl% i C‘)) Jh%g%sphtent applications,

eincwidE: mys'@ﬂost WE2E 163 8USTE, b@ﬂp@ggg) 6 32 &r6p9457 R 6:§32923) supports the
R&eﬁmﬁﬂlma (oD RN ot S(1 T Bleed-Blbmonvadeivarty|agd foyp @ariaticc(pp)-tag) 2'ary
%I 3 %Wméﬁonﬁééae&wﬁﬂ@ﬂmmm G ORRMNRE @Ste ual ol UTEGR schemes.

ot her nunbers of codewords can be used for different

Sﬁﬁl@:ﬂﬁ?&. PECFsH:rerE% mﬁcﬁng & EE; vﬁ%ﬂ&ﬂﬂ’gtﬂﬁ' vhih@n Rvﬁ:ﬁﬁﬁfoﬁt Ncofdfant (per

C%’%é P ﬁaﬁe vana e r.:u uvg}é de u#%ﬁ-&:? nl: un ﬁg thL f?é(toi»btc dloé nol allow unijt

F‘ ose vari abl e codeword dat a
Ny ReyFre i bﬂ'i"‘B?Pé’ 'Ei'Fﬁ "i.‘"“'(?‘é’l‘tl to the next. PEC does not
allow unit <cells to overlap in the di e%}l n of page. .
i YT PPrPRCDIg ith FRGEPTAE BWEEF B “RPTTF PRE Eont ar RS Ta
shinglylAeodenry ygiaesybeoRE R v RRYCsT forr s withigy e 1aegup, P‘%ﬁ'd““" unique B
Qdoeiard:C Diade &vin MGengpded bnsSTvan PEC'sAixoupnhatwormtble) ¢ridepgids. s tag Eravp also
t @BtailoRM Fixdd WL and B RbdivioRds. Qe baktte chn lABBoded s tho telaniipage of PEC's
95040 MQ; mlllrrore %lbgul@odﬁ us:ﬁg@g@y\ﬁm a4 coInh\-eﬁﬁ and @B reRining five can

‘ g%grg% eredl m\{u l-l':t;nnat %ruc%u'c)fﬁﬂppg Var i abl e

etag gr up al's cont'al ns elght fixed C

ag‘%di"‘ﬁi“h“ (LS o e R PR e B0 RS “Hﬁ““ﬁn%‘ A
P LB B P TH6 PG el B T epeat o 8 Al e v

the renaini ng flve can be encoded and pre- reng E’E 5

i Mot foes rresepPiisgiegreiee. 8 PYTRETGF EPt e S I i RSP BIRE modest
ZﬁnkﬁEﬁchmpuselsﬂl@P thtilertiegtablyf Engyding of they B sodpyropd vigchdpobiup a8l mayeso be
TioSQibleOWhe thitiBce@ QEH-S6lin®n Eilde it fyemirit] chly hetefundegs pagkedy thipgear in the
| jodfifeante, PEC @l so inposes a limt of 384 on the width

of the TFS. The contents of the unit cell respect this
limt Note that for a reasonabl e page size, the nunber
Ofavidt] BBt cBonedaRigbisRalons bits in the A codeword is

nodest, making encoding via it |ookup table

t Pha @inimigh anagise feld f vicy “’5'1“’“‘? th euerpes esarision 9 anFptie g FPsggliempe of 396
tiabl e nay al so be possible. Note that since a

Reed- Sol onon code is systematic, only the redundancy
data needs to app@#(!2*@MHe 25 | ookup table. | MAG NG
AND DECCODI NG CONSI DERATI ONS The m ni num i magi ng field
Odilowhip W arbie S AliEr@Ent bdweerUbe serfiteaaling @ the §¢d of Gren. (fiversamagrpro] spaging
t 303, AP Sis Bvedll ARl 8ha Alieddsbam.  Le. (2x(12+2))[2s 30
allowng for arbitrary alignnment between the surface
coding and the fold of view G ven a nacrodot spacing
of | 43Pm this gives a required field of view of 5. 7mm
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WD 2005/ 111926 PCT/ AU2005/ 000066 -126 Table 4 gives
pitch ranges achi evable for the present surface coding
for different sanpling rates, assum ng an i nage
sensor size of 128 pixels. Table 4 Pitch ranges
achievable for present surface coding for different
l i n rates, conputed wusing Optim ze

rrqp@gm W&t pitch = 1600dpl, macrodot pltg%effAbﬁg’gft"%"fﬁ
viewi ng distance = 30nm nib-to-FOV separation - |
nm i nmage sensor size =128 pikels o rate ftd rTg ;
"i' 0to 49 27 to | O to+18 For .t codn
TR BRI Y L e g it et “‘f“o“&*a‘f‘%“
t angreenorgie otl@hpicet e tag i nfer perspective transform
fromtargets sanpl e cyclic position code decode
cyclic posigtdi@n code determ ne orientation from
cyclic position code 10 sanple and decode | ocal
Re &tfch Serlees veivevabls A Repeat surfese eodiogfon AiMTerey sapplive) ey fomped
| Nagog CpBmbalyyperrabel Opbtss: e pignT Hi0ideh reepdetaitgiet § dots, viewing
de Rkt DRmAl :h’h-ﬂi-ﬂw bepiatioh © N, irGuge ﬁ!n&@' suenylzt peat i on and

det erm ne4¢@gaptype sanpl e d| stributed

Reed- Sol omon codgwords (nodul o window alignoent = wikh
repgrence to tag [bypeys  decode distributed
Re=d Sol onobn codgwords  verify tag group data CRC 20
onjdecode error fhag,Rad region 1D sarrpl e determng
en,odl ng type, and reject unknown encodi ng determ ne

r‘%QHﬂQ@m&Je@cﬂﬁ b S1E 148 ddaRBse sl 94 Fidks: encode regi on 1D,
- OC&%IOH nib active area status in digital

[ n,k,owge!}a, e,ggg‘;ngle,g{agl tal ink based on region flags
Reglg cm nlg need not occur at the same rate as
posi |onp" eco |ng and decodi ng of a codeword can be
aVor e PEHR B dewor d is found to be identical to an
al*r éaey ydicepongod codewor d.

= determine orientation from cyclic position code

+ gample and decode local Reed-Solomon codeword

+ determine tag x-y Jocation

= infer 3D tag transform from oriented targets

« determine nib x-y location from tag x-y location and 3D transform

* determine active area status of nib location with reference to active area map
+ penerate local feedback based on nib active area status )

* determine tag type

= sample distributed Reed-Solomon codewords (modulo window alignment, with reference to tag type)
= decode distributed Reed-Soloman codewords

= verfy tag group data CRC

= on decode error flag bad region 1D sample

+ determine encoding bype, and reject unknown encoding

= determine region fags

= determine region 1D

*+ encode region ID, nib x~y location, nib active arca stams in digital ink

» routc digital ink based on region flags

Region ID decoding need not occur at the same rate a5 position decoding and decoding of a codewerd can be

avoided if the endeword is found to be identical to an alrcady-known good codeword.
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WD 20051111926 PCTI AU2005/ 000066 -127 If the

hi gh- order coordinate wdth is non-zero, then speci al
care nust be taken on boundaries between tags where
the |l oworder x or y coordi nate waps, otherw se
codeword errors may be introduced. If wapping is
detected fromthe | oworder x or y coordin it
cORAPAY™S1 | zero bits or all one bits), Eéﬁ.a.&iﬁnsﬁoooéﬁ
correspondi ng hi gh-order coordinate can be adj ust ed
bef ore codeword decodi ng. F#%-he absence of genuine S

nbol h-ord
o B, e o RO PRl Ak e s bl e

ewlremﬂg Tow-oer REBRKIPTIIIAE: WT2RES OMFRISPRNESE A TERTT 1% e INfpdqed: [fgrrepping is
appECiaat @diot-radr xar Iy amytinae fliedit Fanainerlt zowdis oy oo B fen the
t EhesSondingGilght 625 cdordiatdd@n bilabijlisted Btbre do@ivor®deadink. @ thet dencé efgenuine
{:,%Ho?m%ﬁ QR nibordsl Gtdiare FhiGANpr G heéRhaCRGutidn df BRewbord Grrors.

up shown I'n Figure 16. in which the tags are not
rot ated relative to each other. Figure 17 shows an

AR BRIEIR askh@bveNki | 1 ses a six-fold 10 rotational
symetry at the physical level, with each di anond

s hai e wepsimedibent rmagofﬂffwewémw@ PG S YliFe 19

shows a version of the tag in which the tag is

efop el ht Be Eere ks b Fiews 9 @utba TRl ‘ﬂﬁ;ﬁmtﬂb‘a‘f‘ﬂg“ Figure 16, in
ashddntic GBee nothaumd s:ladie wsyatriobdr SFigMyOl thovstas arpirensgyHapilissrsesic-fold
TRBridd Smabtrybf RSBy sicel k@I Widilehel Biarhoadjshspt feEintinee SespeitinGhokdi. Higure
a?sssgu%s Qscggm mﬁ 9:9 lin%mftgenéd lg&Baﬂ&Eh RMBreasd & dgﬁﬁﬁlﬁiy Beddoiss HaManal

nmor e det.ai | copendi ng patent application

nEi’ﬁ‘E@ﬁ"’é‘“bf’W°WmI°1m‘H§“é"a°to I ncl ude a docket nunber

Pﬁ.{fg{e;@% ,gﬂ,%ﬁg?é Lugfm%% ﬁ, in mo&fwﬁ %@éﬁg&%sé%%%}gis Gdkribed shown
D S e pepen ST BT it AT el e g derefr
Openatie bdsdsfythavgnidmi of whidr iy ieopondaneaety e Kéerrdat a and a
signature of that data. The greater the difficulty in
f secgarngm|usiognat ure, the greater the trustworthi ness
of signature-based authentication. 20 The item 10 is
U R dgidbedunabe, titgntedtiorreicspn ervfytethe @mdsendense fetween dataphdpryigpaprreaf that
| fiaaOe | gRier atd Ldlb@ILy| i REn@R sRGRRS Ge préster ME SusABEhinest b dninebased

“glnrﬁlwge may sinply be a random nunmber associ ated

th the itemID in an authentication database

a?h%gtglﬁ II]p ks IEI.Q aﬁm&mﬁg Ofakid AL ﬁﬁ&rﬂ@ Nt dnG@ ta@KenticaiBe access is

ran generat e i@ an authentication
RS 00 kot By MG el ‘”i"lé"t"f oS 9,,25; bl

afoigb Pl Bibe W'ﬁd ogling f‘BrE‘ﬁ‘&’é"t’ iee ']" "8 o""c':c "m
kogtiwd suchzsi 2 deempinitis @iowdandeppeon °’b’é‘ “ﬁ‘f’"é‘?s%"rpa!ﬁ‘l‘“’ép’f'“d“ o keyed
I RENCHD BAcHREEh mSy 1R pefable © @ crndomagmigrsingaitl reguires o pddigpyal cracy Ip the
t Qﬁlen%éltnﬁ WhRRE b, s @Rdofkaipakla 9the sWRANE S 2 kred sRIMEHEG] more secure
fr%%relhatk ef s:gg;turg sﬂ'n%c P s&:@;ﬂiglg R k@ysntt&kskﬁﬁﬁﬁen@ gﬁaﬁeﬂlﬁ:ﬁmh Sgnature

si'gnature since it is not
strEept ﬁ“’bﬁ sé‘“’f%“ RBf‘erﬁfy{’ a@{s Eqw valently, a shorter
random si gnat ur e fer one ur

| B R B B e s 8 OF P Pt bk B i e s
i dicatst Aydniioyy- Hetgee the gfe of & pigferre t"ﬁleaf?@r"é" iy é@%‘ﬂ%"%&“ﬁ‘ﬁéﬂg‘“m’
IteﬁllD in the database indicates authenticit )
Hbuwesyest forgqntrE e e fpr 2p unsighind 4R the Senpprn ryskbe Jrep 81‘"&&% gy exhaustive
f @irgh vidQepkited BBcssEa0 ol attuaichly ingacghit. ddhe sicB@re Eeengmried psing a key

f Q&g Wra:ﬂgmlﬁ 1S 16 MAGHHLE alsObc 1R8 ehbBghirOitdvaditd iger i@ deducing the key
signature nust be |arge enough to make exhaustive

search via repeated accesses to the online

aut henticator intractable. If the signature is

generatéd using a key rather than randomy, then its

| ength nust al so be | arge enough to prevent the forger

from deduci ng the key WO 2005/ 111926 PCTI AU20051000066
128
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EL)

from known | D-signature pairs. Signatures of a few
hundred bits an consi dered secure, whether generated
using private or secret keys. Wiile it may be

practical to include a reasonably secure random
signature in a tag (or local tag group), particularly
if the length of the IDis reduced to provi -
sPRC¥SAYP®: he signature, it may be inpract Fggf\ﬁgtﬂ%sﬁmngrr
include a secure ID-derived signature in a tag. To
support a secure | D-derivedl3i-gnature, we can instead

di stribute fragnments of e Si ure '| qlmg

t ERskmows IDEET e PP SRS SR Bl B el Yl
agapgmttcortelid ki), t hen t he goal of supporting

aut henti cation wi thout increasing the sensing devjce

f iwBilecl 1oy by prevpical g inclods i restpeslly sePHRRRIeR GIPRR T g fiploce! BE EOW).
S hig3dny i ehe B oSthd ID s red@td w@ovide mew pidvetof the signapieritrna bedmpricksal to
S hgﬁh@'a Wofre foed el sigmn@ﬁin fa fg Mo shgp®: 4 RAGID-d@iedaighafumgweniat instead

S i f.or cannot e . e Rtiied inbkS1Ston against
S B RSy Dl b, O B i i
athe Fafren ©neogof ampering SERREca r"‘f‘%"l‘“rf’f'cfe?sgérr@ At VeriTication

S ehieved. TThvasrurivenf e sigreners eon o1t dyriveSromicte fllened pr teriignatupe s then from
S Ok o5d EHBRhines a fager fanrapnadict whivtefrairientaartel Wil pdgmy Fhaggs/ g verify.
P RSk bR PPN S YBrioRE B vesSBicaior sinkkhe® Bhvedutels & Thcike/atdsy the
' 3 Gy 5! a&m-aesb %Qﬂgﬁﬁﬁgﬁoy & El\rJyL S fsle QRen o HébcdeB %o althisek adt@nticator
prevent br ut 8 0r ce attacks on individual fragnents,
ofRefRfse a for ger can determne the entire signature

by attacki ng each fragment i.n t i o i rwise a forger
PR A o QU PRT OPE (i SR o i ol i e
aean HesTrinectaptensive ReppE b SfeckingyafEpreent v%}“, o laE‘?ﬁr Sonent s
abehsitiog the autbintsoraR b peeFRsbatis Heyteter: i fapmieass i e Prumge tping is
Akelfred) Ad dn MRkmbiOe tb BiFotiling thi: ughcrtitaer, Aitiduhentitafoc et brtead fpese 8 limit on the
a Rk Vefith:RN reduetd itiimﬁi&adrc&hﬁ @ iR gﬂgﬂ ﬁaﬁi}mﬁt riQibet. Ben if the limit is
nU el Qfan,vifig Lk ef el OB Gl eRadst it foSa Wheh krefh, kifke there will be
rgl 8Ha To 'or a | Ve r?‘llg nt rt]hunbetrt VEVE\QF]LIIHHIJPQHC! can be
| mpRy tiregments gl "Q{f?”t gl fRgmpme chpsen BY e ST TRETY ~t hat a -
nowmavel. Mo aremplly| the lmmitshoyld be prepotiestl iythytisg ST FEBTRR K e ST
S ifrikent thinialer o Hidit, M@ the BRRevigncd of e wrerrvogd wemiep i variaphsEfmgrpegt size.
larﬁt:tirl ﬁ“‘otﬂ;né 26 OBdMing @E@&ﬁ&ﬁfﬁftioﬁ fifits UapBT serBiBRIOV Gfli'éjfustﬁrl @ﬂaua::ﬁcamr.
My tin Q: Qe n lithi h | l:henh@l&qo RASRET Der-dhgmeht6unt of
I iﬁﬁrf ggﬁ%'ﬁﬂd erggan?) E%ﬁ%%??c;ﬁg{d t1§:;é?;lut he size of fdhe &
f FAREREAP St he spaller the fragment the smaller

the limt. Thus the experience of .the user .
S BT PR PPt Saeee gr gighen BRSlRfin e
authe tae e 184 TGOS HEREIHLTHR LevRopght of asprtegine e FREmE P jpapen can Fiso be
S @bightlof 5 erbphOmregfng thelength sty randymisiaratues AIhenss IpoEeastng s seauty-
Enforcing fragnent verification limts further

I @fgtiettosifbdien auy thi e imom tsespre Poreqriniin the Merfgtion &f 2 finiyPhepber of
C GubbmQfuimtRdslysT i ed verification requests. 25 A brute
force attack can al so be prevented by concatenating

t R@eufehragiftadn nliehtragmdnEinakTinaiei Brmatrsmey erremididdnumprred, totypay more
t %cqnom%iylbg id@d&ﬁedr@m QA Sheaitadl UdoRinGalbF thedr tigh mbtYla tthe Odpeti®ich of the

protecting the fra nt, the fragment can al so be
tﬁ's‘ﬂ‘a’ﬁf"’ma*%“%‘g““%‘isﬂ%?‘; Fhcreasing the length of the

random si gnat ure and h | ' ' bt fiekst /few hundred
TG0 5P DS OGN L imSAEU G o s
F 8D B Nous PG GP0E RESTE 510 BP ST AT R F s g o pddec.

f nidegyrie ffegrive e raddingmesthe &4rigble, 30t gt AR o/ AR thy N el the padding
requires fragnment identification. Fragments may be
explicitly nunbered, or may nore economcally be
identified by the two-di nensi onal coordinate of their
tag, nodulo the repetition of the signature across a
continuous tiling of tags. The Ilimted |length of the
IDitself introduces a further vulnerability. ldeally

it should be at |least a few hundred bits. In the

Net page surface coding schene it is 96 bits or |ess.

To overcone this the ID nay be padded. For 35 this to
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35

.129 is sinply a random nunber, and nust then be

stored in the authentication database indexed by ID.

If the padding is determnistically generated from

the IDthen it is worthless Otline authentication of

secret key signatures requires the use of a trusted
%& g&thentlcatlon devi ce. The QA chi pef/Mimossvodes

& & Ject of a nunber of pending US patent

appllcatlons including 09/112,763; 5 09/112,762;

09/112 737 09/ 112, 761: 09/-14%, 223) provides the basis

fQ%rs S c%mqlgl}{ﬂep G ﬂmt‘hlarpugnm&) rn t]'le amcﬁt@ﬁmpﬁﬁﬁﬁ' ikdxed EFhB If the

]y a si gnat ure usi ng

aP@@E?%W"?E?”@@@ﬂ?@?§gn§T8“““““?% PAternal  memory. In

this scenario, however, it is. i ract

pQF[Iu]e Bll‘]ﬁlﬁlea?nﬁ&ecr%hﬂa mﬁrlam:icsgoqu Pw 1@3 teac c%me a&hciﬂg&%\tﬁ; I,T':;e

M@ rehip Hehich &5 heeryict el BEEY of P%@VSUS Hgiﬁ'i“taf'i’@?ﬂ%?‘ el “3%%

c hwpz mzo:gm BUTIVEGH/IILA6L; 109/51 3 pAapveyidesitiey basiy S eupht 4 dsvies. althopgh gf limited
tﬁ%@ﬁkned b RRIBA 5igR0AS Listhalh 2drd key baniirdy hblihig its intemal

l | C?Lblllnsl slce.tn m I, # 1 |ﬁ|ﬂ"ﬁ£¢&h@§lﬁﬂnw Hﬁﬂn@d@ng.%:f it lk ﬂﬁmctnéaﬂ:ven to

au 'Hoé'yn vi'ce %rl]]? zﬂn
ore th ¥ e cd in this er is susceptible
&R T aveasawg o 5“"&@&*5& r| g’ﬁ"’f"?‘&?{%&bm e

Déer 4 Fhesgi-massede pttcle o oPREIY irHieR, PR

C atafiiddtiGn dofice todigl@ upticaiohens are | i kely to be rel uctant
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a public-key signature is that access to the ID
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a e higmtuie CBrth kinds ofgevireemybe poereiichly 9n% PRrisEm F’E‘H hen th ags
d addiciGheprichcB e a aigtitrent i cati on. Acqui sition of an entire
di stributed signature is not particularly onerous. Any
r auad Nz Publid-Hey WiAdturéSihly PSaubdnticared dnu el dvp bidks Saements fnghoging weyess any
F;xﬁﬁé \@elﬁ:@%ﬁ&l&g e doRG B @ind OWEct kdy, ThOwRHkl @hile YulRTHHr M@y generate
lhc: signature on deman%gzim -~ nvglfe k&yqﬁd TD%!mGiHQB#Ha? stor;r mgs:ﬁﬁﬂtﬁéxﬂﬁnly in the

devi'€e can 0 4t mm#@ e user
wHEpFntjeguion fafabasg T ”fré‘ﬁ échf"g‘l se'%"c ra msn 's and has
conpl eted aut hentication. A scanning |aser can al so
easily acquire all of the fragnents of 30 the
signature. Both kinds of devices may be progranuned to
only perform authentication when the tags indicate
the presence of a signature. Note that a public-key
signature may be authenticated online via any of its
fragnents in the sane way as any signhature, whether
generated randomy or using a secret key. The trusted
online authenticator nay generate the signature on
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si gnat ur e- baud aut hentication may be used in place of
fragnent - based aut hentication even when online access
to a trusted authenticator is available. Table 5
provides a summary of which signature schenmes are

le in light of the foregoing discussi
5“@7%9“#13?28& wor kabl e signature schenmes 5 ggg%gzol%ﬁo%
acqui sition signature online otglne in tags fromtags
gener atl on aut hent| catl on aufhentication ocal Full

dor r act .ore At
Vi gf"’ Fisd] % RS ) eust 'Pgﬁ%r Em’ébe se@%ﬁ%ﬁh e
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t i gnat file (S) empbincit| yek and/ or lF@?Fﬁ“r“H% {he 10

paddi ng (P) used in conjunct|i on vvith$;hecrlﬂl) to

generate tphe signatjure. The [publi c- kgyormitgnat ir e has
ah associ afed publijc-privatd key paig (K. L) 1The key
phir is askociated [FFEKYa orusBP Rbr dPERYEE of i tem
| Ds. Typifally issjuers of sgertbesgugRsEsisrtes |and
phar maceut [ cal s W | bttt Sos; at{ﬂelfdye of—1Ds~ T
entify alrange of docunen;;hom %sccm= i ke- Foll ow ng
is, the |ssuer wiJl then use t details fo
ERebadde 1 DI Verkdps for éfach | t gmpractial’ dog¢unent to
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SECURITY SPECIFICATION
Figure 19 shows an cxample item signaturc object model.

An item has an 1D (X) and other details (not shown). It optionally has a secret signature (Z). It also aptionally
hﬁs a public-key signature. The public-key signature records the signature (5) explicitly, and/or records the
padding (F) used in conjunction with the 1D to generate the signature. The public-key sigmature has an
associated public-private key pair (X, L). The key pair is associated with 2 one or more ranges of itcm IDs.

Typically issuers of sccurity documents and pharmaceuticals will utilise a range of 1Ds to identify a range of
documents or the like. Following this, the issuer will then use these details to penerate respective TDs for cach

item, or document to be marked.

Authentication of the product ean then be performed online or offline by sensing the tag data encoded within
the tag, and performing the authentication using a number of differcnt mechanisms depending on the

situation.



Exanpl es of the processes involved will now be

descri bed for public and private key encryption
respectively. AUTHENTI CATI ON BASED ON Pu8LI C- KEY

SI GNATURE Setup Per ID range: generate public-private
signature key pair (KL) 5 store key pair (K L)

i ndexed by | D range Setup per ID: generat '
(F$OZW%¥}|%ve private signature key (L) by%Fbafg?QQMHg
generate signature (5) by encrypting ID (X) and
paddi ng (P) using private kel1¢L): 10 St-EL(X P)

tart signature. i.n_dat ab i i stively.
(st B Ak o e R e o ey
groups _encode sngnqhur %N%%E across nmultiple tags in

r TR OR TR

e Tragnment - based aut hentication
(user): 15 acquire ID (X) fromlags acquire position
(e fREE gnature fragnent (Ti) fromtag generate
fragnent nunpémdpidichrivansipasi eyenE®, y),: i (- F[(x,

y)r] lookypg, Rk BY iSaker by ID (X) transmt
SID (X, fragn%%%gﬁ(gﬁsagﬁ%%égﬁ%m nunmber (1) to

t resgi @dDaut henti cator 20 Online fragnent-based

aut henti cation (trusted,authenticator): receive ID

(X), fragnenf™ |'{)Pan Pragnent _number (r) from user
retrieve si'gffEf{iPapBrenry Lb"ét'%@‘ise by ID %)X)' (or
re-generate sirgrratmaes (S) Bompaies POy Bl Qgiamrivieryy ¢
wi t h correspardimgri ragment of signature (S) report

10 . ! .
authentication result .to tser. 28, & & dndEr stor padding (7))
si gnat ur e- bagtcér?js'%%ﬁ@r'ﬁ Feati on ( User (: S:e’tcplqui'lr e ID

fromtags (XfPaldth ¥ et i ons (r, y); and signature
fragments (Tedodt sigypnre Ggoross gavpleagt prepptddii®™ nunbers

(1) .frompositions. );: i ¢ F((r, Al
Sgngbﬂlwgﬁdggf%mg%‘geﬁ%r ate signature (S) from(n)
15 fragnent s: -3@cqive iy (veto wpubl i ¢ signature key (K) by ID

(X) WO 200511142 26iuBReTHhAdlZRer HRARAEH ron d32 decr ypt

signature ('S% AR YRS K& pofidofd 50 Obtain 1D (X)
and paddi ng 15%3?% i pe dofes b

i+ F[(x, ]

*» look up trusted authenticator by ID (X)

+  transmit 1D (X), fragment (5)) and fragment number (/) to trusted suthenticator
20 Online fragment-based authentication (trusted authenticator):

»  megeive ID (X)), frrgment (5) and fragment number () from user

+ retrieve signature (5} from database by 1D (X) (or re-generate signature)

+  compare received fragment (T;) with corresponding fragment of signature (5)
= report authentication result 1o user

25  Offline signature-based authentication (user):

» acquire [D from tags (X)

= acquire positions (z, y); and signatur¢ fragments (T;) from tag
+ generate fragment numbers () from positions (x, P}

i & Fl(x, )]

& Sﬂlsll“'lsn— )
= generate signature (5) from () fragments:
30 = retrieve public signanme key (K) by 1D (X)
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XIP t-.Dg(S) conpare acquired ID (X) with decrypted

I D (X) report authentication result to user 5

AUTHENTI CATI ON BASED ON SECRET- KEY SI GNATURE Set up

per ID: generate secret (Z) store secret (.Z2) in

dat abase i ndexed by 1D (X) encode ID (X) and secret

(2) in all tag groups 10 Online secret-ba ;
a1 %% i on (user): acquire ID (X) fro%%?gé%mﬁm"m
acquire secret (2Z2) fromtags |ook up busted
authenticator by ID transmi®21D (A and secret (2) to
trusted authenticator . 15 Onli.n cret - - .
aut hent i caf | SR FEHEFESY S0% ﬁ'g'lﬁtt F%Z(F)o{o)'%bmip?ggg? e e ¢
(X) and secr&tP B3 rom user retrieve secret (Z) from
dat abase by lRpdcAlquired QIR IRELhRQEI M@d secret (Z2) with

secret (2), _repart. authentigation result to user 20
As discussed” gtf%ﬁeufa?} seeret - based aut hentication may

b ewwtgetkatith ERSn prseCker-BEY SwiaTREf r agnent - based

aut henti cati on. CRYPTOGRAPH C ALGCRI THVS Wen t he
publpperiicey signature is authenticated offline, the
user's authentication device typically does not have
access to fhE"FHIHHE used when the signature was

ori gi nal | y - gemerest € dopbes PghaiRi*e verification step
25 nust t her eket @ (Heasypt(Otidesd kgpreprat ure to all ow t he
aut henti catjon device to conpare the IDin the

sighrs e Eeth P HE ¥ acqui red fromthe tags. This
precl udes thgqusm @fromtaggor i t hns whi ch don't perform.
the signatyrg ;¥ekhiiGahi@n step by decrypting the

signature, such as th d Digital Signature
Al gorithm U. E“Ck"p m&“?cr'r@&htt@%g Commer ce/ Nat i onal

ar
nStitute of wEmitiaL wewarE HRHHaNES A7 Di gi t al

Si&l&@&e%t%&sﬁaﬁ%@ﬁﬂn &m&ﬁlmﬁﬁ‘oas 186- 2, 27 January -2000.
30 RSA encryption is described in: Rivest, RL.,

A. Shami r, aneesive BdRendsrrret CAFNMBESR0d f.or Obtai ni ng
Digital Si gnetideesreddodtabbatedy Re)) Crypt osystens”,
Conmmuni cat i, ORgnp@dd rdedhBu LMz W@l s&ker (zNO. 2, February 1978,

pp. 120- 126, R vestohbl Axgham r, and L. M Adl eman,
Crypt ogr aphi B¢ommuni cat | ons system and net hod",

U. /3. didtade® Rirtied , 4D 182 Suthéng:gtise dnaP (be Seqdt ie rdgeunctit® 3@h \fggment-based
2Q0phddik26 PCT/ AU200SI 000066 - 133 RSA Laboratori es,
PKCS #1 v2.0: RSA Encryption Standard, October 1, 1998

CRYPTOGRAPHIC ALGORITHMSE

When the public-key signuture is authenticated offline, the user’s authentication device typically does not
have access to the padding used when the sipnature was originalty generated. The sipnature verification step
must therefore decrypt the signature to allow the authentication device to compare the ID in the signature with
the D) acquired from the tags. This pricludes the use of algorithms which don’t perform the signature
verification step by decrypting the signaturc, such as the standard Digital Signature Algorithm U.5.
Department of Commerce/National Instinxe of Standards and Technology, Digital Signature Standard (DES),
FIPS 186-2, 27 January 2000.

R5A encryption is deseribed in:

«  Rivest, R.L., A.Shamir, and L.Adleman, “A Method for Obtaining Digital Signatures and Public-Key
Cryptosystems™, Communications of the ACM, Vol21, No.2, February 1978, pp.120-126

=  Rivest, R.L., A.Shamir, and L.M.Adleman, “Cryptographic commuications system and method™,
1U.8. Patent 4,405,829, issued 20 Seprember 1983
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RSA provides a suitable public-key digital signature
al gorithmthat decrypts the signature. RSA provides
the basis for the ANSI X9.31 digital signature
standard Anerican National Standards Institute, ANSI
X9 31 1998, Digital Signatures Using Reversible

Jo -sm%% Cryptography for the Financial S$egMiysfoocoss
Iﬁvd) (rDSA), Septenber 8, 1998. If no padding is
used, then any public-key si gnat ure al gorithm can be-
used. In the hyperl abel surfate codi ng schene the ID
is 96 | 0 @Q&@ g bits
prior %&H‘gbmwmg PRESJAE%OSR%II’" paddi ng S)sc%%‘égal y _
0 RBL pradidRch sbiGhO@bIR- ktyrdtglmys:gnaﬂdmwnm s dsBpts B Ahetwps R provides the
A4ty R, Qﬁ@(@@% du[glgaﬂs #lro sedardmerich Rdtibdel Sungres BRDEMAS X9.31-

hne ! forCe G itiaP SRR NYdus
R ROt b R s Tati g
A S 8 i 48 P@ﬁtﬁlﬁ@@&ﬁ@ﬁ@”ﬁ“ﬁ‘a Sl deontth s,

or secret, is 36 bits Ion or | ess

i dreth HyReriayel prefes podiae HemR e 9 “t % ityorp &'r\"a‘omsﬁ%%%é"s‘g" bits priar to being
SE@YRI TY TAGA NG AND TRACKI NG Currency, checks and

ot her nonetary docunents can be tagged in order to

d Shenptding isridedin Gycreted maingy Fubi recdymtyPrecere) such B LRYHRPErcsFD bl or by
| ansingle &hcﬁgnea%rh Mhdbrh &8ms SEimeterHy.pappllcd Drgdrostapty GieandChitipre fpbny Wiley
can hgogal i dated, and tracked through the nonetary
system Hyperl abel tagged products such as

Sbtbi &ﬁ&%o&r@@ch@& thetgh@Osi @Adnkr) W sEughs, iist 36 1W8s Yor@ odiess. 1t is elso
Lhrough the distribution and

ré{em?'megcdf“mﬁﬂﬂguR ?‘mﬂ’ er of exanples of the concepts of

erl e ol @dging and tracking referring
s r ?‘g"aclﬂwis’/ P?’(L)Hu'{)%ﬂnk notes and pharmaceuticals,

h %Aeen:gi chee srgn% Qi'gneonc P g@glﬁﬁ:’rdeym RRet ldlsﬁlq:y Eonterfeiting and

secur t oduct s c "
eXaftp) fewﬁ"%w Fapies e gt eSS bl e s e
D &% SHORSfaly SySterpy We:rﬁlearasewmwbervrﬂaﬁern%'g ﬁﬁé“’ Herre R
Netljpagiendsysdd nushphediniigiee ag rvgeiemi sm f or securel y

val idating and tracking objects. Hyperl abel tags on

t hrenusibe sraptefor Gicoodejted Hyrensbel erairity Hegiterrnd Fogking FrETHE fpesfeally to
Eagi nbdé R thakeduichia Gove @A Hipbrak) wight an BRilly drwstdne feepctlynrg and track

other | 'r I er's cliec arld ASosftDBssort, Geditdl:Ri. Oon t he
I—N%el%\%%g% aﬂgﬂeﬁ%guégaggm &n mal—l?pgopl abel lt ag al so

Lv sétg:??dm Wh‘l'l Qﬁhsﬁﬁ@r g‘ﬁmlySﬁidatlﬁgoﬂnd tracking
a(l}{}fﬁeenh'{Ellstal e f%h *%’Fgeeé{ cgnnlengllasesr or image
ShEBr can read the tags on any part of the object to

|dent|fythe obj ect Jldat
LR P g ot e S R A Bl ] Qg
t Heforpation mdudipgthe ﬁ]’ﬂ‘“éé‘&'ﬂﬂelﬂt’ W%‘B‘t‘ﬁﬁfe‘l’i’l"?"\ﬂﬁ & ”WBR/FP"’E ec surfeee
d e pelitkiad akwi dofains @ bignaigg Gesmeny whitheranshy @isd ojagthentigge the object. A scanning
Pk 8GhigO4ans6H eanGadd hexspe yn anySpaee bf tha stjdvanidentifp the shijectalalidhotgsfiject, and
'tam%M:Ja.lka&m@SiﬁéEteC' ated that the techniques may be '
app to any security docunent. WD 2005/111926
1800066 -134 Currency may be tagged with

Hyperl abels in order to detect counterfeiting and

al ﬁlnc%xm bk @ﬁl&' ﬂ?&bﬁﬂ)f\ oSddifief B NmentE RGO B deschbep el refererdce o atg Specific
C d;ﬁotegmn 8’ curreT:yé duch as %{nk Lcﬂg algngr}gil it @l”%&&ﬂﬂg fhar ﬁlb‘{erfhﬁﬁ;@s Y be applied

smal | er region of the note-
FUb%W“Fﬁ%@W”Fﬁgglng can be used in addition to other
security features such as hologranms, foil strips,
colour-shifting inks etc. A scanning |laser or inmage
sensor can read the tags on any part of the note
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5 to validate each individual note. In this exanple,
each hexagonal Hyperl abel currency tag is around 2.5
nm across, and incorporates a variety of data in the
formof printed dots of infrared ink. An exanple of a
tag i ncluded on a bank note is shown in Figure 20. A
erl abel currency tag identifies the not
r%@&gﬁggﬁﬁtry, and note denom nation. It aFg@Mﬁ%&%ﬁMm
identifies 10 the note's serial nunber, the note side
(i.e. front or back), and i3y contain other
i pf ormation or_ .ex ot X Abere g 424 | currenc
V\,ﬁ‘g'i"'@y PHE® R Bgt(’ ew’\'/]\’/al'? SIEEFI%}? e r.tp%ﬁ;gtm ar gmﬁé\/\%& ﬂ@fﬁ"ﬁﬁ s o “:;
cBPRmRLPrriabe] 285 531be PR Ove Rt Pk "R AHE PR G T e
notien of Fhetet Hygeriatgl/azginasan bervget inchadition jajofhes Y feapypss jueh es holograms,
(toh &%, cabueshifRE inks@tcpedeansiny ! Berionimégh ensbrivengad thiyess ed any F ofahe note
CRIFiad 1 Galhgot. hat the tag is a currency tag, as
opposed to a comercial Hyperlabel or Hypcrlabel tag

AT L ZBR b neRRShkitHyRRab8 @hency PR rbubd/d. S HEn 4RKT 4 ihddPoriia g variety
s 2l ong the NOLE i o aaflik! A%kamB2 5t altdy HRHude@EhS bank note is shown in
spect 'y ng When the tag i s across the note A

cF#Bt¥gr aphi ¢ signature 20 Error detection and
correction bits Each tag is unique. That .is,. oﬁlﬁhLMnnms
t AdEpepabel puprgy theadensifipsthe ARk YN ABER- Bt PO PR RS LR T
Nehe oyt seyiallmimgbert thegpgte yifel (le. frophpisackh andtitpay wrifipotheripfprmptig,dor gample,
d 8 bxg Rhtirdy vorlREwHera S hoye weegridted)i Thire frome aedPs forceash RivFie! takkagip: -
CaR PRl drtedodf 0 @ variety of validation devices.
Hyper | abel currency tags can be read by any Hyperl abel
SERMAGL, asd @€ Scanners can be incorporated into a 25
variety of devices to facilitate authentication and

t r aekiAtignmen marksi(thdse drahedigasteipts b &g imags ¥ e det ai | bel ow. .
TRACKi ANQddRticalidganap e pRSEa efreicy sgkds pgpoan e 4 toeppreial Hyperlabel or
validqgkgﬁmg@e manuf acturer, or other centra

aut hor mai.ntains a.. d ' racks the

| ocat ithr‘?Xiﬁ“rﬁ“ AR a‘_ﬁ"ﬁ% %@E?‘?@%mé &J'ILI?]{G s can al so be
used iAvernt IR rodeatrrerred e RURESEHRY I8  Each time a

not @ isscnpogephiedmantrs | ocation is recorded- This

| ocat i gy dkiirhda biiide@Bn ian be collected in a central

dat abase all ow ng anal ysis and identification of "
aBwovsinwmiaroTiels. ofal/eey et 1sbe arEd QLAnBtor Pl eGP BB I ¥t Pk ™
N ©4&re6 the sk, The aibdlapigiztch & besasiateadoyith f cofisepbrenytha eas b byt eto a variety
i pvaldsbRvee about crimnal activity and the real -tine
detection of the |location of stolen or counterfeit .

N pertabeh eurrprpy19Es F2B EHEH SHAY FReniibe) “HE Tﬁﬁhﬁé’e‘w% SpOmppeted nto a
Fediety & Mexiags bodciliiate athrgicag ! madking gyl bs fsaribed Echor rdidttve s
wher e Hyperl abel dot patterns are exactly duplicated,

t FE™N 11 35 be multiple copies of exactly forged

notes (at a m ni num tag _orjginal. and khe%@r ) aieh

S gt A sl o JGE v dee Bt e s pi e o

- dmipstvitich Saclsypprelatetion Andcriatur of =l preqsy: o Bhisran-lso P aedsiy ghentication o

t tuveey-al | but one of the notes nust be a forgery. Al

can then be treated as suspect. Thus, when a ]

t EANGeCtnw i simeddie Hdegipmie teopisd. fibs leserior BRERHontcHde gRUpFEf &|» cenve!

P GeRA6LSHowidy ardysit aldli@mmEication of abnormal money movements and detection of counterfeit
notes. This allows the creation of highly accurate intelligenee about criminal activity and the real-time
detection of the location of stolen or counterfeit notes at many locations within the monetary system. For
example, in the case of sophisticated forgeries where Hyperlabel dot patterns are enactly duplicated, there will
be multiple copies of exactly forged notes (at a minimum, the original and the forgery). If multiple identical
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a transaction is agreed 5 currency is provided
relating to the transaction the currency is scanned
usi ng an appropriate sensing device the sensing
devi ce sense at |east one tag and generates
predeterm ned data the predeterm ned data is
transferred to a central governnent databa :
th?mH%Hg? the foll owi ng predeterm ned dg?gﬁ&mEMMw(
autonatlcally sent fromthe scanners to the centra
gover nnent currency databasé:‘“S The serial nunber of

t he note The denamni na .
VA PR A P SR b B ke Bl ey o Sy o v

TH@‘“HSFI@“‘and date of the scan The physi cal |ocation
Oy s %en%%%%ﬁ is ?eﬁ'ﬁ:rtnmsﬁg]cm“y he genbrl Prodd & dralsen (for
fixed scanners isis automatic, and for nobile
scanndr&=¥ifa" ical location is determ ned using a
GPS*t reweetes s providphglafgp o 06 R=F8t at i on of the scanner 20
The =i d!erantrne:tcy:s@énntdh@gpeams@nmmkmﬂgﬂqeeport abl e cash

tr ans%gén SevibiidSe at IEMRRS theaRigbrefa@pRMOGY dafiBkes | t
possi bl e “‘ggpﬂ‘,“‘g‘{‘k‘” %@Q&?Fénet%g;ﬁhmagbﬂgehe seri al

nunBer™ s Issued, and it allows
themto be tracked t hrough the nonetary system The

ot this e, te talevinscRrrdgamingd S is agorptjrallygeery rop A HOPIeB P fie faT
b asetheamunkthedasmbet dat i on data received, and its

Pr eSengeuii dunbePde@icte a powerful Well 25 for |aw
em‘orclerq.\mpntm .agenci es to conbat theft, noney |aundering
and *codhterterti ng 1n the gl obal econony. Wth each
not @ BWENGIYdFcked over its lifetime, fromwhen it is
firot Thededd edyeafttsedmnart | s destroyed- Cal cul ations

showy tqlﬂattmmidﬁmlagﬁgase wll need to store in excess

O 20 (COULES: BELn B, S S e o5 WOl (RMGLRI s 5

Sini'l ar IS also.r i's
wel | B Rl e P s S s ks

Sy strerifipe nerwiih lopagonaf the seghngio a | ar ge nunber of

t I RS aGé ibeRimBor thRlpeRbiHREL s repSr@bledagitatsamivaly ed ni | | i on per

day. These are within the 30 capability of

conventional distributed transaction processin

S Pt Eppsrlabdhisdhealagy makes fgosiiiqie puile frispasss EARpIRIpEIF S V‘ﬁrf‘q’é‘rﬁ“?:'a‘r‘?” of
b &1 riotgis@ treatitetbwaticnsiol psrhchedthiraikH e mompeysysten Jhe datp caljesteghegn be used
NEWuild W Al s vlad @msﬁdmﬁtﬁmﬁwﬁfﬂ jts cOWilprovide a powerful tool
t anln~§ g?o‘ckrﬁ:ﬁ%gchcﬂs S ﬂ&g“&t}qgmﬂﬁ{m&é@mﬂhrﬁﬁﬁgﬁﬁﬁe glbal ehodeléy.

drives ese transactions can than be continually
SWLI?%% Eegl PA: K éﬁts ﬁﬁ:tprécésg r“@élllrﬁds fﬁ{@ty ﬂltll it la&ktroyf]ﬁjgaﬂﬂions
systens be su r
t Fhﬁ% mattﬂﬁ%?ta a-;u n%:X}o r.n B:ess otfjﬁb %hfgé Mayma& Ugaolg tv:ernﬁ]nts
C B stemge b ?‘W@“""t"ﬁdaff"“i"ﬁ@?/ Thy if veﬂa'éh%‘hwa%'r“és °§ e g
wel | as basic tracking and validation functio
clZetziora e 2dyis Pt REFGTSRRDEO Y - P! BTGP Y £ OR s Vi e
f eapiblity s ron\ARRnaD @51bhEd] SRBIROFIACIROOSIOOHOBE. the Hggrlabel curency
| ekire@h beGiiblenta R Bd iR}y 15RA@Y: b BMERR Béncriiant duairay Sysievstthai perform
dP'%?aﬁxxﬁtuﬁmn{oﬁdlgmr e Qns&ﬁ% mWﬂ@ NinSse BRARIons@hn then be c.ontmual]y

AR ocat ! OQ%WW tasl( g CL ?tc yﬂ%tl E&\%nrtﬁ;é 5&&[&& nl§tur9 vy the time
(LSS FBFovi‘sFfon of <:y recasts
that a Hyperlabel bas-nd cum:.ncy tracking system comes on- lme that they will be a vm le choice.

As well as basic tracking and validation fiinctions, the database system may have the following additional

features:
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Data mning features that could be used to detect and
prosecute counterfeiters and noney | aunderers 5

Neural network based fraud detection Geographic

trends identification Thus, the central database

mai ntai ns up-to-date information on valid object |Ds,

a ID hotlist (for all suspect obj 000066
ﬂv&ngsﬁ%” of public keys correspondi ng togg"k-)?g??&l Ds.
The central server also maintains an object scanning
history to track an object'g? trovenent s. Each tinme an
object I,S_.SC its ti at

recof dg‘a‘“"q"f’iaal(??a“\f\*}r}m" mﬁqﬁ%ﬁﬁmgg g\% t‘t}egyélmg 'Lr Qgi\‘/\%lémm made
may al §G‘%@”P‘é‘t?6‘r"d‘é’&lt“°r?iﬁ‘°§‘bﬁ?ﬁ8%fé‘t‘?*§h may be known
par t + Ciepiotisjon bfvash v deaesdforedkstsl ar ge fi nanci al

trang aﬁsa .Qmﬁg @mids mamha&gﬁd 16 Aok avll phokbel et WAl feftéreuRA rfbndy Baidriderers
Thi s ?9&99{ J,story data can be used to
detect duct novenents, for exanpl e, the
|IlegaP°°F“FPb'6FT“’"15’P“fE‘Lﬁ“r ency. It can also be used to

d&h.8 Q!‘ic c&pen %UQJ ma@ﬁam?ﬁiﬁﬁ&aﬁ' ARt da GAie bbjdHILL BPdBjS Ma{lie Ifer all
t objecng a.nad alis of ulgt ke¥s cgfim:glldmgtg U@Jﬂﬁﬁj ﬁle tdnBervek asolnfamﬂl& an

{,e

ad @HSW“%W"HHT et ™ ‘B“"ﬁ RS AT 20 T B e
T eesiofieretiorded. If kovgy thesieaits pfthe opiget wgm 50 Peé?f‘”ﬁ% T F‘f"““““““ may be
b GO BRRiCAEE @SB icit & lduo finandial wapsetibris e adanm rrsfeyithdravghfepmgjbprfc This
D @ bieclOmit AR dnd @ 13 hded 10 fidicoil illegyE prédR @ RiR@ 0 Sus, Gt ctalnplé, e ilegitimport

FL%%W i & dish Lémmetsmno&wr enppm-ﬁ,waa&t thoSenbbls YR indy Getindidstive

issem nated to a huge nunber of outlets.

Sl“ﬁ'i“fd‘éfﬁp'ﬂ‘f'w %(tf“g an object is in any other way suspect it
can be  added L2 Lhe hot. t server.
f L7 gas it Fovpmrioe LF e i can ge Clmrrn]l%lat ac{dﬁdng‘&nbohte:% ngﬂbfrﬂt bibend énu:l e
orFhiE feslist is euTadsALly iSOV ¢ &G P"‘%‘E‘t‘?i: e ) ﬂﬁé’" %ﬁf%’"&“ and will be
S @lowhibaded 10 eladfi-lpwscainerdeitnig neyt updstect tishjaie the stqlep sigips it dylamatipgpand
Of capidfy Q@ IhaRE 1o 2 MigEnu@ By GRltleS GRrliiy/i0anabj@t 0% ynyiober AbySmpect it can be

uggﬁﬁgcl@'ﬁmtgu%t1&@&9\1&Es%!lggé%ﬁ%%&ﬁo@lcmﬁlihﬁhgob_]% the obj ect
i s scanned ff-1ine scanner stores object status

d Q\tngn {m@ gcﬁﬁ@ ﬁils llllymnt Qc:@ltd Ve lsdr Ak bioR clﬂgkmﬂoﬁﬁcﬂm at the time of

e T i St b B S| 4O ol e bl AR
g?&ﬁﬁ_&ﬁscanm Ng NI SLAY Y imedl a “D;;ngah .t,,r,OJ,?JEl @&,L,cd oBject. The abject

*ThE ‘de
s Wl@chﬂﬁgt{h& F[V‘ﬂng%?g,ra.gﬂ?rsggl‘? puglm %:5 { s{:tl' ml'ld an % scanning history.

d GEevh Hoxead elgictfisseppned hedesails pre fﬂwdﬂ%léfh?/@_rect seaige e s Jnlgtt;rtstatm data is
S @ahibhdadEdRi iRt cortyl sirgr, urd |the ald@ckedngingt Histrydewplopdsd 1o de papig} server, each
eqGbme dditBodnkk®, SCanner connects. A nobile scanner's

| ocation can be provided to the application by the

S GARRGS scanhef's i&aﬁ@n&:m@ﬁﬁﬁﬂédﬂﬁ&d applidkidnefy IRt scam@t, YF it 13 &GPS-equipped.
S %?tgnqg{gil'y \?\lﬁlﬂ:&ﬁ@'& Tod3fibn Gt Be J?o@:dﬂrbﬂﬁé 8k Bdbudh MBicH e iates.

comuni cates. For exanple, if the

h q:n d. L %ﬂﬁ% gagglﬁﬁrmmﬁﬁlseg [ﬂ?mJEﬁJJAthQ nmm sERfeDbdition Lah e provided

canne ocat| on

D wbﬁ%mqk'léetp{’%? rlgnvﬁrf,: 5 Vld%l'e .ﬂ;]P number rgf?oc.atmnefg: QM%’:& v?nlagp %l‘uJ |§Ass:swd

1 on
R g SEEPAAIGEBY B 1N P TSRS BRI BR oo g
PGigiats ifrgi GFFGaues.{ Bephfrd-nBRER) know m-zgppyc@qzm Jogation &f the handset (in this case
G 18@kiRREH: BARAIOH the Wk:L &) Fid Mol @hif) A hetworknllnte handset which

S ICQ'E glcﬁtesf & %ﬁfnt&ﬁlﬁﬁ:hlﬁo&s %otherﬁ&ncmﬂp REic ol W8 Hﬁuukﬂ@&ﬁnc tobe -

the '?ﬁg‘iﬁ‘{ﬂg)él TTF"% q‘g]e§ SrERee ook Amvalt ‘i‘ n'd'l %tﬁl{u}ﬂg b MOn%ﬁﬁrclass

e scan
suheném Ea% bRt wepgolarion, by eopr i § “e‘f"?“%“ Yifsess ﬁ*ﬁ‘ﬁ%é‘ﬁ“"" to reach
which GPS satellites to use in its position
cal cul ati ons. Anot her technol ogy, which does not
require the device to be 35 GPS-equi pped, is Uplink
Time Difference of Arrival (U TDOA) _ This determ nes
the location of a wireless handset, using a form of
triangul ation, by conparing the tinme it takes a
wi rel ess handset's signal to reach WD 2005/ 111926
PCT/ AU2005/ 000066 -137 several Location Measurenent
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cal cul ated based on the differences in arrival tines

of the three (or nore) signals. AUTHENTI CATI ON Each
object ID has a signature. Limted space within the
Hyper |l abel tag structure nmakes it inpractical to 5
include a full cryptographic signature in a tag so
signature fragnents are distributed across ,pxl, 4

t 2W05/119% ) [ er random si ghature, or secrg??lmgg'ﬁémgg“
included in a tag. To avoid any vulnerability due to
the limted length of the ofect ID, the object IDis
padded, | deal | it h r and n - ' J
CeBru bR drarhn 2y AR HIRE o JCnBRREL Bk e
| Brleutmprkbasad an he fiflrenget i gFival tsobhive Grayi8 vanaged by t he
manufacturer, or it may be managed by a third-party

t rygEEAB®t henti cator. 10 Each Hyperl abel tag contains

a signature fragnent and each fragnent (or a subset of

f rBacIvEievt 1) haxcapsigndtie. Ligpligdjstapegitithin fhe Hyrergbel fog gipcture dpsjSimercpral ©
Oljer@ta filllDeyprdghashicSsiaBartire ib 3/ ta siprimere Giggengstary distribs] cposshaupiply g A
f QM RGmbsitature, | 0PIIGd: Ran@f merbidd @ a8z gnat ur e rat her than
fromthe length of the fragnment, since a forger cannot
prHe g,{?ﬁ tany\éiﬂ:i-eﬁhlﬂ 13 R Himite 16RHET the WekelrD, It Bf@m::ys edaanBallytvoh a
ver |l ; r s i i i e @tgé}ﬁﬁtThe authentication
i dmg':r11""tmi¥‘1’“7l e af}ﬁg‘ggﬁ% rsglul&%gé énrrtg&ufb%gﬁe%cgufi&%bgé% HH'FJ)“% (=T 1.
o iyt o mepged by B PR 5 TS MRS S e -
coordinate of their, |la nodul .o er b f .
R bl Ao A b\ R
a verifigpsin dseloviany pERiaT Bap ebigptdP- TRespPaly Sfdly SETE f‘ﬁ#?ﬁ’,*rﬁa'aﬁ"én ength 0
V @i isifriangra teihey than fom tfeflengiingg i fageent. fifoppioees prujobprodic JANFl fregment a user
P QHiSinddrdy e vedly.l | Nne access to a trusted

aut henticator is avail abl e FSTABLI SH NG AUTHENTI CATI ON
DAGARASEifi2donEquink frhgmerd idkrDifcrioh. IFghereentn @iy treaxpgjetlyofumlcDg or may by
S QiRinsOly YR b AfkeRsicl Qodrdfatlof B g0 mESlb &l I ripSdort dTahe signanure across
aut hent Leatd on dat abase. For each range of IDs a
pBT=pPEVate signature key pair is generated and the

K alr | ! 1r %rdCﬂl'Il 0 | 1 . mﬁéﬁm 15 always
i ﬁ%‘éﬁx“eta "E)Sl)?g‘ﬂ"%m?ﬁamnge. H‘E%)S:}géac ﬁ Eog{l&edc:f?a{aIl;ﬂlbéairﬁ?{%q‘tgitr:e range Y
t eSSyl geoesato A Fr it P e "™ gener at e 1 D paddi ng
and store in authentication database, indexed by

OB BRSHINGAUTHRTICATION PATARASE nr j vat e signature key by

object ID generate signature by encrypt.i bj.ect |
ardor BAtRSEIPEG P rEen Y T roPRFAT R RS I SRS @Eﬂq B et G
aut henti cati on dat abase i ndexed by ob%ﬂect IB.ES an_d/ord_ &
stFerreahrmes 95 Rk Aic-Private sEnEre KX PRT 1y BUETRITPRL iy Ky o 16 stored In the
I eutigggiceipradatdse.slgxatpy fhenet-D, paddi ng and private key
encode the signature across nmultiple tags in repeated

f &ertzichebic@ O i i aneeitht flloivine sewpiericrsd: f or t he Hyperl abel

tags therefore ' | i Gl ARR S RIS L

est abl i shed %??%Fﬁfag#}ggﬁ%gﬁwhe time of',ﬁﬁpri n%liu%gpof

t he Hyper | abwriee prifgy Seposiayy 8576 IBCT/ AU2005/ 000066

-138- SecCuUk i geherateSiEtane bpdn@ypthiz9Gecib edl prddingGingproyay gy |

above-, Fi gug&fs?g;lm&mniﬁmma&s@m%& 13 obiROD AR store the padding,
.0

di stribution notes w.th rl ahel 't \ are
al so | ogged 1H° eHROE S Eh S EB & \%I}D' Faﬁ%’)s? argiyg';ag%gnned

i n circul ati osmde hayEnapicgwossyhrtinle Resayrepsped fehost r oyed.
Wil e the technol ogy to prjnt comerci.al rlapel . .
L e R BT PRI P (e e i

a at 4ty timz eigprinting of the Hyperlabels.
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5 currency printing bureaus of a governnment will be
able to print the codes correspondi ng to that
government's currency. These codes are protected by
2048 bit RSA cryptography enbedded within the
integrated circuits (chips) enbedded in the Menjet”
printers used to print Hyperl abel tags. Thi .
h“ﬁth“gﬁ%ure formof asymetric cryptogrgéﬁﬁﬁmﬁgT%g
private and public keys. The gflvate keys relating to
any particul ar currency mn‘P be kept only by"

aut hori sed pati naI 1Yy agencies. 10 OFF-LINE
psgmnww%% E‘ATl ON An of--line

aut hent i cat.i on deV|ce s‘u SE50 N&&Q&q&@ﬁ in
R g S i A s
k ¢y databapt pebengyst ey e frarped mdrsfe*lﬂ%?ﬁaﬂ‘dl 57“ wipn ey f'“e\?é“’%‘élm t | onal
public keys on demand, via_ a transient iz
© ORI O ATI: MR GRAHAEY Best] B SRET T IS gy phorin
| tourfom printng iodws@S{EOYROmEIGwip BRI 9 PRI (e @F@Wﬂ'ﬁ?ﬁ@’g gt govermment's
Ofc&relncsr ﬁﬁeseaddaehﬁa’mt&ad ty@DM8 bit REA @yptobripBy eribgird vidiceth ingegrated circuits
%§meet?' in ﬂiU ﬁt‘r& QQS tdﬁﬁﬂ erla) (8900 TRE & aQNeRY sebuAcform of
gfaﬁly umﬁg[ngms | pé@;é ﬁely% pAvald IR in 06 m&mmﬁmm

acqui red, as wel
aiwﬁﬁhﬁ@WmEPy%¢ﬁ%%fMW@SFFH@W%H?S and the|r p03|t|ons
The signature is then generated fromthese signature
f oA ERVRSIC-KPHBASFR BT REP i s | ooked up, fromthe
ot s o sy B, s ABLHE: oo
Olpjtdickeys The devide pexciaitiangly, revficve additon pyblia keys pp Wl‘“&'l ‘i‘i‘éﬁcf'“'fsi”’ﬁ (g ine
t Rehndiidg REEh I Entounibh GReSD fohehicd b e ad cofrBoiding publis kitvigsricabel
tag then the object is considered authentic 20 The
OfFfar dfﬂ-lﬁeau&hﬁ:hﬁdﬁl theC @tine Gignanm tihgetied T wthestiratye dyyise i swiped over the
Oy rgith bl 18 o 0Py QU= R DI URICR DY Rgirthe w2
" O8Ol Rl ?ﬁﬂ%cgﬁ Bir bk TNE iRl BLE God}EeNerdA DR these signanire

- t hent i“then
trﬁiﬂ%’t“%l ﬂﬁafbhfe'ﬁf i dog ‘i%?r;?“ “‘“‘“asg“"‘%“ie?q '“9‘%% %E:e{bjé‘tg?ﬂé frﬁ’%ﬁi‘lﬂﬁm

Osipampted vsifshe Pahlic key. o giye sy PRI IR AP Lo g ok
b @nagithek thd dnjest IDi isther Hyprufabeleeg thergthepbipct ipponwderefapfieptci cat o n. Th e
aut henti cation device 25 scans the object and
ACTHk R BSantherdzaidn meroH ean alsechs usedtming, Wiljths trustefathepbigairiayipg he rele of
acgkhkcael, as well as at | east one signature fragnment

and its position. The fragment nunber is generated

f renk Reub-kaahentavpesichi®n. The appropriate touted

aut henticator is |ooked up by the object ID. The

0 n&F dine | afthentR G Rtidd us § g dRmBdnticatad 16l verifly tha eutienitity pligwiokiect. For on-
ang ut%%ntlcaéogn }mg\% taE', Lo 58 ﬂm@s%qtﬁﬁﬁ' I'3Il"s;'ﬁ‘t“‘%[“:h"'-‘"“‘--E'Iﬂ"‘%“ IhieldGheRfdation device

line g
auth tor receives t s
SIFEFRRIPE P BB PR GAY FeaPioR e '““@“‘ﬁ' s s et o
olsjemre fagent PRy i TSsitiom o) F'%,E"‘f“é BT R ﬁ’%g““’“‘ posihon. “he
S Wppdpiisg:Cirufusd caghemtiptorcin boWedhep yUrbeheblegt i1 f W“r@siﬁ“‘t“”ﬁ fagment, énd
I GRRgehtAtinbEr@re sehtithel b authiiDesB005/ 111926
PCTI AU2005/ 000066 -139- ON LI NE SECRET- BASED
AUTHENTY afehiiceid rékkit«@ e adid ane teyiever theudigkintrd fprmethe] aythonficption database by
r 3O, SRRk Rofre SRR iR buphlSd irfdntI e the iuerBaGdn rdsiards réroied to

roup) then this can be verified wth reference

a Copy of the secret accessible to a trusted

authentlcator Dat abase setup then includes
all ocating a secret for each object, and storing it in
t he aut hentication database, indexed by object ID. 5
The aut hentication device scans the object and
acquires one or nore tags. Fromthis, the object IDis
acquired, as well as the secret The appropriate
trusted authenticator is |ooked up by the object ID.
The object ID and secret are sent to the trusted
aut henti cat or.
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The trusted authenticator receives the data and
retrieves the secret fromthe authenticati on database
by object ID. This secret is conpared with the
supplied secret, and the authentication result is
reported to the user. 10 Secret-based authentication
in conjunction with on-line fr
aﬂ‘f%g’g lllff?g{jl on is discussed in nore detai ﬁ’%@g%"‘é%&%g
PRODUCT SCANNI NG | NTERACTI ONS Product Scanning at a
reta| ler is illustrated in #P8ure 22. \Wen a store

rator jabcl tagged product the tag
da am%%cpé%%?s@% e&g{grw ce termnal (A). The service

Altgpnarn]\%J gss’ a%dmlgﬂall hfea r&&%@%@ﬁklopﬂmg gnréluécﬁ’mw#tag (@g%to@ﬂ') &hen this

V\A“T"H“" ’f“ﬁ r"ﬂt'%f?’f“éer“’ T”éf‘f“’s‘g“?‘% ”iﬁg‘fiﬁ'é RO al“g%'h"’rafemr 33“9“9““ then
( @rludeTdipcatg psrdt fobyiath obiesh ¢rd prorigg i e %ﬁf”&ﬁ“%ﬁ“ﬁ‘?ﬁ?‘h‘&%ﬂi E’P"““‘ .
server to send the nessage to fromthe object ID. On

r Sbesimpytntiogron debiee stapsdistobiect anEacayERT O ALROER 8T F iy bl ID i scgivd,
A ViR thsadie® Thet af@opdy t@8dd authefiicdrdn & loweer uf rdte ojesy1D] Te pbjret 1D and
t rlist £ @ind RS htainteadeqts. Al ternatively the manufacturer
server passes the data on to the authentication server

t Gf'hé/ tﬁlgtédfnythmttchﬁ re2de Sl dath LAd AmebeSheGRal fbinQhe @it)nticaliiiatabase by object

back r.r% mggww M.%gnpgﬁcﬁ nda L4k ammﬁm ﬂesqlaz ljcﬁntdﬁu%wmt

manuf act urer server

nuf nm;%r\c/er . oSSt sieakitn s
(o {scBy 55 GO Forboifn °"“°r. sf'“ Jﬂ?ﬁ%p e
ttﬁ’é““f%’é’ﬁ'b‘ﬁ“é’é""{%“"f he store server (F), which in turn

send the result back the store service termnal (0).
THROWETSFA™SLPMTFREITEF Ul d al so conmuni cat e vvi t h t he

rel evant aut hentication server directl Y Hvoerlabel tagged
i FEdieaRepies e fEtdr i© EPeLh Feme Broader p§%‘2{ﬁﬁaf‘sn“ VBT g e
r togiicd theteg dan is 50 oribe sprvigeiteyuipabla Jhe sqryjgs wepie -‘é“"b'ﬁ%?*&’f‘ﬂ?“ data to the
S G@vR Serveit (AR THeyo@ Bdredoserds thia degpedonp withotbroetailor kieys. 3¢ B ypRow acturer server
S Q@dﬁa @168 RRH Riowk fAidh Rnutadger Gveto fed! thelk@ss§E1 Vrbrg ®e object ID. On
t ?J‘cmt r&?‘lhe u:JLE Ghe rf?aﬁ.ﬂ’ﬁl@r(&rvﬂmcﬁ a&tﬁﬁtmn@ Qe oBjEdt) GiStmd rhdnﬁ'acﬂﬁi R the trusted

ermpal | D ner DEr
glfe&lcat% Al?tglr;anvclrﬁhéb 1'nS upacmrn' SeTVeT nssest%lh %Qa oql Lhe S hcgtﬂn LeR'ert ch@ ify

OF € o S ?1 n remﬂtubaac to the
oﬂ‘*t“@““’f R e tHTPPEE O BT MEEIGET SR F%’Ff %P%’E
aurtakvErrrEr gt N Tie grrtfaeyrer pargieshefcks de s gf ea’hJF%lDr(EF“b‘a'Ft"V"' 1D lists
Al d HGHE)) BcekridOic rBsPdniea@y the s@d GreeF)ewhich @gn stdd e Bivjt bagl the store service
S t@hikkb(G). TR Gl SSRQARNIsd SmbidRLe 3@ Bt reafSuefticdibiBervebdiedR
server, and on to the operator service termnal. The
I %ﬁﬁt%ﬁc’n Q&ilqﬁglﬁln& prgd% chituf'ng'at‘. | r&ﬁlurﬂf A GiFig€2he A@e @ratd scans

ethe%l eﬁaﬁel [+ e§ EM%NQ F xﬁ]\eg Hzfl Il?ﬁ a:ﬁtla% ks O BE EeﬂgcQ{enﬂugloThe

S Agded mg i3 e
tﬁ%“%é”ﬁ’ﬁ'ﬁ‘b*‘F“d‘f‘BS%i’ﬁd'°’f%'@"’ PR AR ‘ﬁ“ T he
S @qryer thee sends therfepndt on W hemagydyelpierserver. avpigh Pﬁ'ﬁ‘l"m%‘i“?ﬂs“‘““?'h(?‘@“’ 'm‘“’r via
dattird poty amgneivdtibnhservdiand deeimiineahe obiéet . Bre arpmrer is thaicent badnie the

t thtcaﬁrer aﬁ&ﬂﬁcﬂhe%%\ﬁ?fcrvmgrthﬁmﬁt ore server then perforns
off-line authentication, as described in Section

3 1l iRrerachdd Berilber 2liind pr&ect Ecb}ﬁmgh Ja eidiler el Bwhd So ltldﬂfeﬂulghc dtdreéSoperator

CaCh a m sl 5 fipl to the
L '%"‘\Ré%%lg’? %g{% 36 “Bc'#d’"%t\ygoo ogoa wlpi%ym b

sé‘i"‘(ﬁéf""‘l”@h@r‘é’?“’fﬁ?’%@gﬂ‘ 0 Y n e n er na ob) €

s eterR irYs The Srcoteyer thep gerforne ﬁﬁﬂgﬂeﬂ"%“'i“r?érfs Safited H&E?“‘t“& 3,

t Kiermiop & adjrsEpetpieh @ teeciofisy validghion IR istsrrad publis kpyglpst The store

~off-line product scanner occurs where the scanner is a

hand- hel d, stand-al one scanner. In this case the
cached authentication data is stored within the
scanner Itself and the scanner perforns the 5
validation internally. The object scanning history is
al so cached within the scanner. Periodically the
scanner connects to the central database, uploads it's
obj ect scanning history, and downl oads the | atest
public key list, object ID hotlist and valid ID range
[ist. This connection may be automatic (and invisible
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Product scanning with a Netpage pen is illustrated In
Fi gure 25. Wien a user scans a Hyperl abcl tagged item
10 with their Netpage pen, the input is sent to the
Net page system fromthe user's Netpage pan, in the
usual vvay (A). To scan a product rather than interact
the pen can be placed in a speci ab-pRgSR S
|§’°t2y‘]51'?:‘3?"| y a one-shot node, and can be :P(r:ntl a?qudaﬁ;
tappi ng on a <scan> button printed on a Netpage.
Al ternativel y, t he pen canlffave a user oper abl e

button, whic dovvn du
Crrs g el S e bl e MY el o o

S erRsnorseYitsdsrmmahan a nor mal |nter action. The tag data is
transmtted fromthe pen to the 15 user's Nemﬁgge baseIJI
s hntliemative (8- lingerodusampnearshet oK B EdpYie & amer.
DRI chse th) BgiRe audenti @A, datofs sioted withjploke scapesfrisseld tapricthe SRaatep peFfarms the
d QB & int S 1@ Bbjd: sEhming Tilaery isABLtchbdSvithie khe y@ier t Periotlifplly the scanncr

: HXU%EGELL t@E‘? ﬁﬁgtybgsre uglﬁ):ls 1%&& Jaﬁﬂnﬂﬁtoﬁychnd dEGIa4BsaIE Naltbt Gublic key list,
server

t ﬁlgecﬂ,BHUFaCJtvn’hd LY ran, ?sld 15 co cﬂonoly Ge%ﬁ%agé arﬂfmw |t]§to {hpﬂbﬁ or may

uret 3 %ceg Eckl sratm q'langeCt i f
t TR BT A1y foRsamPle: %‘*f?é“fﬁﬂ‘ﬁgf ed=alif AEnts°ca

AI ternatively the manufacturer ﬁer‘%’ passes th e%imm
o Rrodugt gcannig wish FNTBE PR 5 {1Vl RyE REFTIY 'fl]yewolﬁ
| Bittathedt Nethagrvest. th iapuf iEFnt 1o s ctppes Sprevem: Fraithe; ueshs eBme) B ‘H‘&I& v
t pg. 13 Geardd Hrda @ Yithe€ BudniiDimactrwit’s it ki pdo am lee tlagedtivpospenial madegBiis gingieally @
S %.re\éer m&sLE)md cal1e mmaw‘y apfigloRk <sEF Win pENAICK s Nighe. Steattiudy, the

eCt blc Rl gr? g}ﬁéh n»ﬁ‘ltn IJF.IE dowh %!u"nga tl!];%r ls\hﬁt wlls & ﬂm 1o reat the

hB?"IM%f y o
s é\tegagp ‘%Gyroduﬁ%ﬁ%ne&my o g nglg%l T gnlpr\:/ é‘%;c(%ag data is F%?xﬁt[a% %ﬁ e pen to the

Netereiytazs Josstsatnp. %awmkm SR Fies My berheiupeys g PR,  ERAY opf ey be
t l3gne UG Netpageievice Hygp @y 4 RO Te inpie fsveayedp thé Hypelakglsemvdn €8) and then on to
MaREAC %@J(C)S@ﬁmyﬂﬁal Sayl GSROASENd iBpuf, MEmikBRAIures sy QuI@ntEAR) the
u ghéé@? Rhe DB E the At Gerfidabhr. Remaley b @dcrer sirfer (238 the data on

Cg.orfhesagmmgpm?%geﬁ %‘g% o P@hﬁg@m&@@n YD haleh rfer N e
appceirtpnesalt gkt by mamyfacquyer seryprE); The g‘?’g@{%'f‘% ATV %igl o sias Fof the

S ogRNDItgain itshyalet IINGgtgradyestigh prdjsedssheaawpenicrio 15 PErrabebgver {fele
W%& D@ aCpait GK Gic Bopape@stemi-iyep endvathee |denti guiedivigss efcirciser. The
%FPEJN@ Qeﬁgrew PRy ﬁ?ﬂgl&a&.ﬁeseﬂﬁ@ rdsﬂn;etg i e ﬁmg:fsnrtvag browsing
e n Chas i | =rRF ¥ lkend a
[, 80 S P e & LAY *"%5“‘* prd it
sé"&ﬁﬂ‘e’ﬁ“‘hﬁ“ﬁes ReR p B "éi”ﬁ%“l'“"'%“e’ ver ﬁgy create a new
scanner record for the, pen ma e
s a‘gﬁm%simmp E?ml -ﬁrlga%w{ih la E%algd p§ne IF- show1¥ m Hﬁtae‘zrtshﬁe ﬁegaggclg%? é‘.ﬁc‘ﬁs ¢t th
| Bypetiatig taghert Papduch g NepagiHISR e BiLRgt { P P'(“F“F‘ 58 °o°“'t gt t
A Hfrakbd e er. ISBIpwSD js nyvaliicat sgreietbdot e scna e AN EPRETIE A PN GITY ==t
( Qlnbw\Biinct fe&R fr R frenVdr Shaydusé e pesl LD & begnner UID. I ToeViipalaltc server sends the
S eém}l/ne r I)D %E %Q eaLc? Ecmngelﬁaﬁol? %f Q:mwﬁ)cfo thd ﬂxEHﬁotureT h&vcr, which performs

o Soh L 4 AR PP Bl Bk o

er'’s ce.
SRS e FRC AT HFRACR RESTER DT (R e Fre devi.
Security Taggi ng and Tracki ng obj ect nodel revol ves
asHUNTY TRPEANETRetNC Q58S MSBTtect | Ds, and si gnat-ures.
35 Figure 36 illustrates the rrana%errent and

O Trcfiousitn TASEHS s Tropkig Sec MR Yoles 2y ‘PeFcphiget 1Ds, and signatures.
P@i&ﬁ:ﬁ&dﬂm@&ﬁ@@@%&mmaﬁﬂ&gmmnshmmbmw Figure 27, a

Hyper |l abel tag conprises a tag type, object ID,

t wo- di mensi onal position and a signature fragment.

The tag type indicates whether this is a tag on a
conmon obj ect, or whether the tag is on a special

type of object such as a currency note or a

- pharmaceutical product. A signature fragment has an

opti onal fragnent nunber which identifies the
fragnent's place within the full signature. 5 Currency
notes are identified by a note ID. The note ID

conpri ses note data and a serial nunber. The note
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side of the printed note. The Now ID class diagramis
shown in Figure 28. (Object Description, ownership and
aggregation class diagramis shown in Figure 29. This
is described in nore 10 detail above. The (bject

Scanning Hi story class diagramis shown in Figure 30.
A@voz%% ﬁoltgzahas an object scanning history, pegaiotkodshcs
eac i me"the scanner scans an object. Each object

scanned event conprises the scanner ID, the date and
tlrre of the scan, and the odfkct status at the tine of

t f enh siti a
t éshgv%naig Figurewa 5 S%crla&?%é &%ﬂ'rsg a tatg Ia@? %?g? 3:510—&’:51 N?IQ pB ftiBfand

L T T
t I@ii bypeaftobject HehoawA EwroRtE el dr g Phacenticd Grofng. #é‘é’&?‘ﬁéﬂﬁ“‘“‘)&"“ an
S GRIBAE b SurRcNRicKliceti R Ch ragentls Pace githivalte i) sikrammdr ess,
owner information and a status (e.g. on-Iline,
Ofclurehdy R@Ss are idbhtic@AN i fite IDSThEiotehB Lomgriskpmiy: Hog epresprbumber. The note

WhQS; Qmélffgﬁﬁctdr;@& chffiey %EMmqur issfe, thé n6R denGriimBAAR e notAI@SBont or back)

I ocatl on 1s andrco i rcallgg,ﬁn@c one for each
ourrentwf‘:ocoamné)m':M% F‘.’sur’lém h‘ ﬁfoﬁgf{ygﬁ details z;n(ol

*"‘f"’r%%ﬂ"é‘fi’ﬁ‘“‘lh"é‘@ﬁmﬁ “'“Frﬁ'vgﬂ‘% I{%"‘t'cpage pen, in which
case it will be associate more
o b pres e bt s Sy E@%‘b‘ 25?“%‘%?‘%@”‘“ °
sdasinborg hi story, and will optionally store a publ ic
key list, a valid IDrange list and an ect .
h@hd Ghisg: Searmine Hisiony e flagrmssovgjincFigs A r‘%""é’f’fawr‘ i ﬁ“ﬁr“‘@’&’F gistory,
3 Tacordip@achnre i sedneris@ns,an @yjectFadh SicclsEpred Stnt RERTIS FIF fegpmer 1D, the date
”ﬁﬁdﬁﬂn@bfﬁﬁ sddn, E}ldlmeﬁecﬁkfnmmjheﬁrﬁa of B &0} and thesibagtion efaigscangirtatthegime

u%agbljlc%t Jca%ﬁuﬁ %th hr@y vk mstslaecmlnieﬁ'&l skSted| S IF known, the object
ate aos |st conprises a |list of suspect

ot?]“@[:‘lm'fs 8‘8’&%?’?“& ng the object ID, date, tine,
t at ted t st .
|Srf‘? us susgec & oun %{abaerﬁo?wm ngnﬁﬁon aﬁr}ﬁ%m)us (@gqn-m,r&ﬁ.'i )

ra
i sswefvmelrhrﬁ 3 PF*@&F@N%ZV“’TH‘@“%&HUF‘&@E &P’@‘ﬁ BT Y Wieh e & o
C it cpratant. U b y currere Joriticni qqmpriging thedpeatigh defpii] andye ‘I'"B“““‘P A scanner
I ARSI Nethadytn, ihadhicitkcad Rjwa e askoattdonly eNetregy\Pyo récord. i pacafiricrgy off-line,

C %’Uﬂfﬂa&%uh}cﬁ @caﬁtneﬁllmxp md%ﬁopﬂugllm a@ﬁlﬂie ﬂplmﬁ@tmhh jiv) rﬂnbrhﬁt and an
val i d hm] [ 9{1?5){;{'2“_alnﬂ_li5 s o%mtrglﬁeﬁnt ry was updated.
TRECVEI cf oee fhesy ass lagram |'s shown in

F Tyt o afer IR LAGH rrgrmgrmgrrm%bﬂma b, con with o i
s .5 iy T e v RO VB PP s RS o e
t hie olgieatIPi dere, Ky stfnes (sugecredfopfeerey stodspyjelsd 1 PHSE N ERLH ‘QJ%‘PW‘% 1D Hat
ohjseais dbdonriohae e y2. conpri ses the update tine for

the entry, the start object ID for the range, the end

O lTheemiufdcied @lotérlamsl aurgey, maineins atliftef iAJDirasek Egeh valid object ID range
araraly QiR bt Bompries@id Gkt BJaét ECdnd dnBbbiett ITh (€ vagil WDGMEe) @ Ghetime THa entry was

; mFishewn in  Figure 34.
\/\b’"ﬁ‘&“gg‘fﬁfgﬂz%k T bj ect

19 nsfacﬁ%t b e%lqglho%%r rtr%fﬁ?g JBM: l&:;hﬁ‘ﬁt. AR 1@ Gidy Uit @bnsists of a

a&f‘ﬂ’é"rﬂf fnggi 8‘?}1“%15%&%%&1 LLf’henat IaUt b_]c @ garch vai% oh Y5 Hﬁé@ entry

d@empriteshe update Fme ity caiyt RO rbeea&'%fﬂr ‘h”d?‘l&% ] P for e range,
P e lpiblic keyomplivaile @ chel yhigoidP fnghe gwencingeaBs BrelicAierkist (ifst #ieeBf & shgpo in
M@@e 340 ranges. This is a list of object ID ranges
gentlfled by the start and end ID) and the
corresponding publ i dprivate signature key pair. A
trusted authenticator also 5 holds a |list of secret
signatures, and a list of public-key signatures. Each
public-key signature identifies the actual signature
and/ or the padding used to generate the signature.
Each secret signature and public-key signature is
associ ated by object 11) with a unique object. The
Trusted Aut henticator class diagramis shown in
Fi gure 35.



SECURI TY DOCUMENT SCANNERS 10 Hyperl abel scanners can
be built into a variety of devices. Scanners nay be
fixed or nmobile. A fixed scanner has a pernanent,
known | ocation- A nobile scanner has no fixed
Iocati on. A scanner may be on-line, i.e, have

dj ate access to the central database, oﬁﬁMnoﬁﬁ
ofvpﬁn?qﬁyml—Nperl abel scanners can determ ng[:‘lk‘)ﬁgiuh
validity and the value of currency. Their
determination of a note's V&idity is rmre definite

and F"ém P}@’?ﬂ“s ec q{ ’?f”t omg lg,g e g,&,gmég; Ql By 2 haBARstRQuthenticator. A

![ duspd fYﬁ'F’F'?“@[ﬂa%ﬂ“ mﬁl}em{D 5% Fu]d 8%1‘“? gnﬁ%rteﬁ auqﬁu%capor hot & ﬁ:sl cff bnﬁ‘:ho-

C pfiviie R yaire excindseviated with quesy mie [yranges ibjs =@ Tist pppjest Péﬁé‘f‘ (identified by
S GRXEEL eddNIPER] HdD@hresiedng paligprvagysigrerecib i e thsihautenpiater also

5 ml“:l% it lJfS‘sQJi‘c't Qﬁlarg-@Veln&:ﬁ it of p@lic1RX AFINr&, Eadh pulib oy |sai'zgh @Ergifies the

uch sc an rs e pemBke

ey’ sﬂ%“““esg ot P sca ﬁ? grq%gle ¥ Oéfl é&ngrgl& p0ds ﬂ‘gﬂ;
prsiBnats i estesiet by ghicst ‘DN“%'HF‘F °‘H°§hE‘° H‘Eﬁ‘“& EAERer “hay al's
beigws®¥d to scan and validate currency. \Wen a scanner
scans a note it notifies the currency server of the
NGt@roeb@EMENT StAeeREUr r ent date and 20 tinme, and the
scanner |ocation (if known). Optionally the scanner

10 Malypeadbs ecapeskan tetivailt intde Firiety 9f deyfoest Sramgremay brfixed pRRT bl A fifd scanner
C a&h pirheRiA6 Biok 16:8rion. iAfmolar Gaammer hislin Bxed Ipviiipn. estaum T MBYBR ATENCHE. have

aVAhdsiableQsshd e cGEH BbasDér @ e ofv@Nsact i ons,  currency
exchanges and | arge cash transacti ons Accor.di

n
h bl brerincresa determieny bohaig S ey nd s VEE AP HFET T eiifE %’W%*‘é groe’s
Ofvardiid o deﬂnmhdiﬂrengm than@ymrt erthofs. @ epn bedprlempmed at lower cost,
15 ?%Eéagrgg&?gbe Eq%flﬁﬁc{ aé:g%' < éoduct %pﬁlg%srb sw:}l a?L é%r%@fcounl: |O§ tay be a generic
P o e P Y PR P TGP 5P e o
t Gpbie hodgy P eShel sentehesanuligyrpesncth aise bpybad (A yperfepplied
chﬁtﬁr dostl G pArfted AfafatialsC.Q brhaD Ménd-hokSsc@mer ma@Salsh be ustd e scan and validate

?Rﬂ@ﬂ ccilfh e AED R Y ABHALs 1k QSHey GRE obiRe 130 Adig] thDyprrénkidpte and

akehol d s on
20 | I é&d thcaﬁslnner lﬁ%tzon é g{rn?wens %)l/:&(l:léoﬁg %e %ﬁ%‘m@gl St QQ fAEhity of the pe

ndi

namqvaf@éﬁélﬂ‘@s"gﬁ'é&kﬂwe TPB’"B‘U?“P‘@NSV "ﬂ?g“'*‘/’ FEEEorbS busk tmsctons,
3 Sureehes exchaspecind lgee e @annaiting: consunmer goods and printed
materj al $ 2005/ 111 1490 08 8ine: - 143
I—W‘éﬁ“@ﬁe A %%%43%%{% var ?é??i% of pfoduct s
wi | |+ i ferygetie fol |l owi ng features, currently under

25 deved opnanatd eer nfskhinger br ook Resear ch. An infrared
I mage saie@bst 0 read the Hyperlabel tags that uniquely
|dent|E,é( LEach note. A 32 bit R SC processor with 20
nega [ Secure code space signed using 2048 bit
RSA * SMWIVﬁ%stcaﬂcrhl ghly secure processor with
crypt ograplimwnsand physi cal security features for

30 Ver i f yivagnsrheninescr ypt ogr aphi ¢ si gnature on Hyperl abel
t ags (under devel opment at Silverbrook Research).

I n I‘ Ebcr)t 0 g)fusl nCtLe g:laﬁ:gs Ian Lctxﬁﬁléneﬁﬂn@gwﬁ%h& applications. As 2

rare trum
rcsult, the dervnlopment and dcploymem cosls sha.n:d by the key stakeholders, Of the soven types of

scanner listed, only the currency counters and vending machines arc specific to currency. The other five are

35  also used for scanning consumer goods and printed materials.
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Areal-tinme clock to verify the time of each
transaction reported. 10 Software to decode the

Hypcrl abel tags, record the details of each seen, to
val i date each note scanned, and to facilitate
automati c and secure comruni cations with an online
dat abase Communi cati ons systens to cCreat §c-$ae46H00066
n& WP C&hnections to the central currency
verification database. 15 Various of the Hyperl abel
scanners descrl bed bel ow ard*at so pl anned to include

the fol | owi ng c@q,,. l,,,:tg%gg I ihiusthePtinoaiag r;@la\t.sacuﬁm,r Yhder

i SHFo |n'|caeto operator the anount of
nﬂﬁégllmc%ﬁéﬁf'@w“l’fa’f%s that are suspected of being
count effiiatd imgn sbuspriteredd the Hireraye! tees theteiauplaieth sFdgfiest i ng
repart bl e ﬁ_ﬁ@ Rrobetsa VNGB in@gbits of A @tresp@t sigrad usipg 2§48 [bit RSA
nunber %m known counterfeit and stol en notes. 20
tral

O her filters tuned to e
G A RS PR i popt ond PRAGEEURS Gl B g o
avai | atiPeeHypEEFER YRRy g A apAS APTTIEY T 12 ‘% t he

| ocadt | Pifred biptits) iluging fir@ngngd 10 e Hitpelebebitk infigeed spécim- of use.
CURRENG o AR aammmﬁmn fddES ENCY Count er

\glu: gngnop%agqbﬁla“ !.-.ctgdé 1ehccj| ScachQS gﬁflls QPea&thﬁﬂ & Qalidate each note

tein
the cejftnpegi rﬁ“@ﬁég}mﬂa‘t%a%%“‘r%ﬂ“ ‘g %
examnp| eompfnidiives sysph BIYERE BETEORrVEsE WPIHT“S“S o f&ﬂ WW?“h verification
Fi gur egedthse. These units coul d repl ace existing currency
counti ng machi nes now in use in banks, in foreign

hu%sgn §?Tey(ﬁ){rlfat!¢lcs§a§ﬂars dcgmpcd ulowggxeﬂggpﬁilznc@tg ﬁa&i{a @«.Sfolﬂ:%gﬂtﬂ ng
it e i Pt TR o8 ey iy LGt o of pore

NO Ot hemtedbwisotes are =S PO ceaﬂw&r- Thdhigaty PR §rmon Faetine
does najorddr ek ta@acG@EMUNI cate Wit h any dat abase ot her

than, t hg.q Qﬂﬁmmmﬂmaﬁ BB ok A SiGlen nlesC UT T €NCY
scanne B)gﬁag pl.taa tca&%f securg %ﬂ%ﬁﬁ%&uﬁlw Fhlffg'.g'mﬁl)ﬁﬁ @usﬁnerclally

dat al | transaction processing- To

over coﬁ’E'“R‘“rﬂYg‘"l“"f'H’@ banknote validity data can be

| ocad | 3 Gesteévedn verifndle lerpiba pidy Wh@WFE‘I“f‘“‘EH&ﬁbeS-

Informati on on scanned notes is sent periodically in

an encrypted form Al though the banknote |ocation

USRI CRAJF*be sent periodical ly security 35 and

tinmeliness for detection_are not co Ihi s lidat

befeBmEPeLEATRCY SRR ELEHTRTRT TR 28 n? %]ﬁ“ noraew “"“’ T“a“” ®

b endslesvich gt crbta] oymency [abesk #rd ixspunteh An GrrBRp °if @e ‘f“B'E%‘r‘I“f"S?“ of this

dai sewiredeand accurately included in the data

packet, and the list of counterfeit and stolen notes

| SThaPGhRE @6ld APlacs @M:ngaSrehdy @ointivg @iaewiésinow i vs: imvalks @ lHrdgn exgBnge

20%’@# l.;lbllﬂ%ﬁneﬁ’ M&Qﬁér QREGts, andliff fhormigbrOMRCE ExBechritobabfRporss,
NES "An omatic Teller Machine (ATM is a

6 Abmd) Yansih np,l.oe,mea fmln&n cknr tilady @i  Yoed Hoinedd Soezbinmunicate

! Ol SRt b i gem?n xmmc,% BERAL Riubchey sARRORG oSl nip

t NS *Hre*hor l'idate the nate l
bépaedarqqﬂa\g éﬂcsaﬁaﬁalmel bd‘@j' 8 aﬂ 6wt|3n rocrcsrsxg a g)/ o\écrocanﬁéo% ?%e%@:ﬁnm

t hvfiocdee capbelewty oo HESIATIOFTS S PSS CEFPBEN BLHEpIRT: ° oo
Wigkrudibdyipie i cadppled BoraAkheyzs the tkneth lopatiqy jupdptesrmay by serg peg &dicplpy gagurity
Alye $rRAES Gbr bdidt@n ar@-ﬁot\é&rlpl‘oma&l THisaK i@ tus® dita @fapy dolmerfdfid/btolhgotes

wel Ihﬂl b%%enplﬁgtydmmynﬂc GHJ Jf % Qéén tsrl(ﬁaﬂlk HMﬂli‘le&&Eu&Q&ely fnblhd&d in the data

cﬁ Liol ila
b é:ecaﬁ,gléd thﬂl]g uf(?:uuntcrﬁ:ll %ng ﬁtolen n u‘:s ls t ﬁde %‘%‘% théI%‘ra Inhﬁ blg

noney ta be tracked,
and as soon as the t heft |s
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reported, the noney will be recorded in the central
dat abase as stolen. Thus, as shown in Figure 38, the
ATM can track the details of the account from which
the funds were 10 withdrawn. This allows the
particul ar notes di spensed to be | ogged as stolen if
the real account holder notifies the bank
f MEUALYIRISEC t r ansactions invol ving | ost or sef”fd\Umw‘mnﬁﬁ
cards. CASH REG STERS Cash regi sters can have an
add-on or built-in currencyl%anner for a snmall
addi tional cost per unit. The notes are scanned as
t RETPMATRTEVER AN or t aken out of, the cash drawer.
e B L S B SR 5, DGR 42 e
C ksl gpdly cipboping it. ARpondisigly gy EEROF BAYES) vﬂ*dawa* TS5t N Crog ppiideed and
I @giedisBf Scucndy c@nbrant dey drghgdiethy ABYL. shop att endants.
Once crimnals becone aware that stolen cash will be
i pmeLsl éal bexqyippEdnaio IHeldebel Scamibre which rogistveRpies prabey pre jopshigle. agprell o
t '&%tour%h B e DR we LsGRbifibgCcidindy radkingl e, thidsill slbovdoceitf of, and
%3%.{ s Bhofusd e wa' :&QJ do¥h FRGAVEMES: Bdked) @idian@ort & @re theft s
séﬁ?’%?"h vﬁngﬁ"&'ﬁ%& Bﬁn enlvglﬂgbmgsélecure 20 currency

gerver and a | ocal shop

dat abase. Thus sh r S w
e e B A T i
o ey dbis Wﬁ-“éﬁl’“&é?'%f“t‘ﬁs Aiepenssfo b (g6eg] = §‘7°é?’.'f§‘ “EAP °8“"”‘° pr ot
S e banlc of @Hvidyleniuansaciidhs igiolgipmibst oy sivlén@dsi on or the like is
requi red. Thus, for exanple, offline authentication
maysHreciersed for ‘transactions below a certain

threshold required for In this latter case, a request

f Qrtash vegiktird darciatel a0 sid-on or bililein kyrfkrey wamer fyer smel| addiienal epstippyamnit. The notes
"Mﬁ@ﬁm@ﬁ@bﬂy&ﬁ%&%ﬁo orMREnGolk oWyt basi div@ver, ThEBls@lkdds @arifidative thainhe correct

as39e! %oﬁgﬁ%&y Lol E B Yoo AR oAUt € the request
accor |ng , OWI ng the secure currency server to

pﬁb&&%}{}s@“ DGR L AHhsP il Jaemme 1Rk 6r shY RemlafBBhee criminals
S one v uld be
grm aggcé at ftgen cac.%L( % Jmmed:aQu &E’? Q%kogg gﬁ@ﬂi 41:,‘1@; L iR Q.f: Id b

in consuner where it has
HefsgteRt &l of being the next generation bar code'
aI | om ng automatic trackin )LD i Vi dual ery .. .
i tA8 ghown rprﬁggre éqpﬂlrs 'sc‘ﬁ’(wf"grfcm b¥ gadrlﬁ i ec.aah register g{n%&? ty ith a sect:
S peneBarke via & Higelebi sesven dade 1og BPP 5okt c"?'%“ 'f‘?)?”’h rogister can ransfer
Hyp@ihdiona GhrBing riil@s®:s 16 helodebiatigsebich defyamingdjf lecaliveyifipatiopds sufficient, or
Cl# %&H%;dbhﬁrpﬁ‘rﬁﬁeaht@ks hq@@s.. THE 6 cdmpleVETiie heheptivatioe may bet wed for
eloWacm%m greﬁﬁquijuﬂ fies paynent, as the
am) n noney tendered is sinply determ ned by
P )l E(Qt‘i% m%&lcﬁngl‘o n&ﬁ@ﬂ lflﬂpﬁllalgl scrvwwhmh will then
2358} U 80 yEho:

2005/ 0 006 1 i
TP B SPRRED: TSRO RO PAVRE 50 e e

Wstﬁﬂ@k#ﬁplﬂ@@ﬂtbw%"&i’é’é’@w bed | n nmart detail in our

copendi ng application nunber /cross ref any

apﬁ?ﬂm@qsmﬁw&‘fé?ﬁ%ﬁoﬁb hyperi abel checkoafJ, t he

contents of which is incorporated herein b

¢ ST piaimoTsior TSI OFHEREDAK TP REUREEATERERE 1 A e potntil o
NMpihg te: ‘RiR @eeatibhal codranovany, aitenipur tadidng efindigidwabiregenaiigme fhigagplication
%Dmé\mm%@!aubeﬂﬁtk& cRAGHs DS pRdids PEHYHSIEE!S. Theserhdtipmg &ill of able to

lf 009 tf I onﬁys eﬁa&%ﬁynogp“p&{rﬂ@ t!) §e ﬂ@&d But AR siiplifies payment, as the
uncti o

used
ELASCHARAIERC T UEE I T8 1 U e,
as pharmaceuti cal securl ty, for ensi c investigations,
policing trademark infringenent, and stocktaking, and
is intended for wi de distribution. Tracking currency
in and out of cash registers can enhance the safety of
shop attendants as crimnal activity
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10 shoul d be affected by the realization that all

notes taken froma cash register will be imediately
regi stered as stolen, and that the crimnal will run
the risk of being caught just by using that cash in
everyday transactions or by holding the cash.

HANDHEL D VALI DI TY SCANNER Handhel d Hyperl a dddokey
sé"é’rﬁq@&“%y al so be used where currency Cgﬁﬁ/?iéz;ﬁgdmg?oe
not required or suitable. 15 These devices are

expected to be significantl4hore common than currency
counters, as they have nultiple _uses, .and w S
R R P B PR R Bralls felng Beind

S G Pl inj oR CapPRGINg PP iertifT) rguneﬁcrmrﬂ'MP'Wﬂ%W’%&P¥’HWFé°"”'
d @k adnlentd oNwHO R @GHoragd lRpRP bi cstréfemeenunber /cross ref any
application describing validity scannerJ, the

c OPPRAFHANEN ™ B RSP} ncor por at ed heroin by cross
reference. An exanple of conmmuni cdatli ons husggnhnmdmm e of
i istolitpeprps thaghanendebpil A SR e B AR ER T G "L Canner T &

s troaipns iwlrere iR @y Friomying o Pnormpenciip |1y s YredSer 2] dpyeniyy Qranagement and
Mttty ehe@king Sfificaticnd) e g phiagmapraieal rreeerion) forepsés] Iovetigatign. psjicing trademark
b ARekmER IR sSREkkg] dhd/is imSrlaadk kdisByien. f Or ensi ¢

I nvestigations, and policing. As it is not a dedi cated

C Y8 CibrerdhPiN bifd Qut of dash GRRtErs A Enhah G IIRE skiTkityOAL EhEp antehidame @< chiytinal activity
g e e e Bl (il e B N e et
G w0 e el PhPSG e e LA b sl R S0 S b lson
cormitidisdess directly with commerci al Hyperl abel 25
servers, and any currency rel ated validation requests
araNESYEHICANER he gover nment server. To reduce the
transaction |load on the government server, note . . ...
r SamsieddcHyperigbe) valigityisepneTe B3 afhe Bt e HECY RE BT FRBE S
S Ehatedeyices MUGHRctaISe betizyificanie mors edmendn than SHrigEEy EqyfTrieffdlpy have multple
C QUN B il beldaRh kredplé. ArOeninkpR ofl A haadels @alitip daghert iy ghivwaih [Figurp e, and
r - lerdd i Behin@ing dpPtanbOnuiber sl applkasio i aksyriving Wetidiy
rgléf?'}égﬁﬁ‘\é’gd?gnﬁ.%gé?% b ey = T tatont

or R P AR CAE BEpr opri ate. I nternet :

transactions are secured. 30 [ . <Shown in
PERPHEE R SF b B e Y AP SR o PLEGPBEKE L

cdgire &€ anner for consuner and busi ness use. It uses an

infrared i mage sensor, instead of a |aser scanner, ...

e s e My U8 i PIRBREV D PRt s wodkkin

aganris investigssionsfant oli® 200 5/nerE dydigiebesTFRUFYES | (o) 6B S0t

- ki, D @k pSerifenthtpey keakrok ojpens, lagtaurnhes ef iohrugenygplated messages

€% heBa th Be EuR SRelin UG 9 QifeaddiP PrlninihdtbbsGlitccUVID @smn{esinicHyperlabel

F & @MYy PRk, C @k QR il ES ChubsRiaR PasREEH to hE EeRerfiRi kel So Bducc the
r

WA Ch BT & 1'near porated herejn, b ro erlabel server
TR e JF £ AT GHRER PR HEY BT GRS, Oy M s

wirtuih o tdy et epetdd B BUP"ET exceeding 100 million

units. Wiile its primary apﬂgl ication is a W deb.lr € tio link
of The Jink togipe desabls BoulsAypistlly bemTgy =t YA ATRIKJR pIIo fPEY BP s £ e P

i teanctke SViFi, CBRE PG Outle, Blonsthnae pter {PJink; esraprrapriguy [yt SpgEaFtiops gg gecwed
Prift Relp@dbadkidd r €NCY, pharmaceuticals, and ot her

obj ects. The Hyperl abel network will be managed by
defraka®aHyper | abel servers, and any currency scans
from Hyperlabel pens will be routed through these

S ety BpSateCbeis Shiligr®iol Q@i statler 1rQBRRIEL shdBsiled néelCusS hfaRe ynage
SO ST St o FRAUSE LGB Dl e DAL £LRRIDEF L cuhce
huge ’nur%er ot~ currency validation and | ogging points
can be added to the network at negligible increnental
cost. 10 The pens.do not have a display device, and

are intended to be used in conjunction with a device
with a display
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capability and a network connection, as shown in
Figure 43. As validation is a secondary function of
the pens, they do not communicate directly with the
currency database, and instead transfer requests via a
reI ay devi ce. Only a small fraction of pen hits (nuch
199 are expected to be related t AT bR isvGe
V‘QPF%’E(W%N The pens comuni cate by radio f(D({Ii;pl cally
Bl uetooth) to the relay, which may be a conputer, a
15 nobi |l e phone, a pri nter 1%6r ot her conputing device.

B BB 5SSV A Gy et

server det erm nes
t éppiication mﬂﬁw%ér@c%mﬁéﬁwhahmﬁmﬂﬁdﬂ’gﬁwmﬁg “%e click
is interpreted as a validation ue .. Wwhich i s“ﬁnﬁ(mmmmn
f Dresmaenel el infersied forfigh YPEReFRIETEE We & TR
C bhitd, OER jis Bieury @plicitionjsa vifegangeheinteraetiyc pa“.d and gempp & PAFpfieR! uses. it also
| 968 doRbtneRfro $:H H@ﬁnabu hea prin@d brCde@lcyOphertnivauicalotagd otizes obigesd. The

aﬁﬁ»ﬂr{ ?neggﬁ(t X %E ‘g b& rﬁ@]lcE}Qit ﬁy §'ﬁl§el @lverd) l&m)ﬁlﬁr ,cu&eht? stahsNEom

| cal n
i oy U ok i B S e bl Be G e
i Prestugtchs cots GFIE ey, huarﬁalbw&fwﬁ )oYy oty
Valt cadotkemegitsinqraciieolt t 0 t he Hyper-1 abel server,
which formats the message for the display device that
I Bleayreds ndt heve avisplevaigice fapdorpingervisd 1o Bypsed {Epgipades ABESVRE L Ferlay
A capdiily kndadietivirt @Abtios; @Sshown lyTiere| 48 bad valiigtiam i@ rsesondapnfurglios f the
b&n@ﬁi@%ﬁ odt BrihERGE Bt RANhO@Senty Qaifbls, Widthsitadth@is B nuevie via @&lay
b ctvig: éﬂi av a‘e:'.lllI ﬁdm!m'toé/ 131!]]:9 hltsgsucy "lvssl"lﬁan qt/n) e £d AR 8RR cirrtbncy

hey t ]
nﬁ:pctuh%c Vm;ﬁ@'ﬁ@ﬁ{ % ucir%l gn%uetomh)%l%&eh 1a egﬁiég%ﬁf% ct\'ﬁptnkr,

s oehiewhene. 2 gEtep PricRESeREWE ATV - t hey accept notes,

but do not dispense them Hyperl abcl scaangr S S&mm' that

d Aisreleydeviee pommeticetessia BT wth & Fiyagieby Fperdt By gt o

| b 26 ik @itiad dn@ Purrendy g, thedick ivintrtiedgsa velidationgupry hiph iffhen foppygrded to

b8 SitniRt shiederRe R @Y RfverSaRi ticitentdyald e r@®erk rerionfolshe pen that
°1'HJ:L‘ !;H tﬁ:e%&l: %ell‘:ﬂ otth%r DRlokVe h1¥nutets£}1@l nSERAN B and3Nd dRA Mhe physical

]oeaawéﬂ:f: Bﬂ 1501&\1/%&(@ e S C%gpcrl opens usuLlP(MJ G?g&:&tgw The

t eypricyever Paascwhﬂdﬁﬂlrd@%ﬁﬁﬁée bagg o dﬁﬁlft"@ P

C andiphy dspa dbtedhyiyhe gesresfeomsheoper at i ng online in

real -time. or periodically using batch file

demehomasineH gh speed scanners can cache |ists of

counterfeit and stolen notes locally, to reduce

N edrweisk adtiirial dsCHyBtTiabel sgnier ginjalorbe pRslsaguids maghing iy securely determine

dibduPieed valMity d th MRIUE biTa @) 65)sh54@ InVRiERre 440 Fhey dlar redbre the digk piqumendy theft

t E&n&%a ¥acm| \("cndu%\ﬁﬂﬁmcs%é soBhaQRSlimdn @S 1ot AT81: V MEGltcagnotes, but
8??% he vendi ng machi ne can be configured to

PRty reject any stolen WD 20051111926

PCT' %@005/ 0 gqqﬂ 10 a m%ﬁ seBlre £ R g@hﬁ 1&5&‘::%“ A Birckt Sviretess or

£°10 ¢ e’stalus o c e
S pﬁdéﬂ. I:lebﬂ Eaﬂwgwéqnfh): sepver a?,r[:)a Ss%anncr for aornmum m?’l %ﬂlerplagwly th

i tan oanmuEies WY the seov perversdiseciiugh Sfepragien et e AP °f%ﬂne“’°5)
d @n@ial, Sxiitbile phohe br c@nperr. Fre Saabed can by endaid hyseanPREEC PN OFgfin real-time,
c Qmm&uﬁuﬁé Bl 100 rAIaYs. TelgH2pet kank2ti Edh e4aB:ists df touménitrindistolen notes
o?o |¥i§o¢.§a.§’cﬂ;m& |u.§ﬁ-y\hen the certainty is 100% On | ower

les, It can sinply reject the note wthout

t['ﬁe valqg.lon m&%fﬁrﬁﬁﬁgﬂgﬁﬁé& %ep Brafﬁtlﬂe ge?velf ddlhe %ﬂw WHekh owns

er l.abel
sé’@d?‘f“[“?““’f"é’ﬁt“ﬁ?“’é%‘“"’r e R o P S o A ot oy s
whenever they are scanned - at banks. supermarket
checkouts, vending 10 nmachi nes, cash registers, and
| ow cost honme scanners.

the message for
ase
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The uni que range of currency tag nunbers can be

printed only by the governnment printing agency.

Currency IR ink with unique spectral properties, can

be made avail able only to governnent printing

agenci es. Note serial nunber printed in tag nust

match printed serial nunber. 15 Tags are ' 4
oM”ﬁ%ﬂﬁzasi des of the note. Tags vary acrpgggﬂ%oﬁgwak
note - a forger nust match the thousands of tags
printed on any note.  Additl*bnal proprietary security
features not dis sed | ' =@k hibst Yodin
t & BEEP AR BETTR gy i nE Ry o AR bd Yt
C et 1t PR AP TN TESEIL (bt tupble vendr
C Ufaehine Gy conspiiousfydenibr dpbiapsy eprreapy. Tt phoulq sty aanpri hit el g Ry is) 00%-
e Qowiert certd RS, @ ROFimPly refERatie ndtSwithauk $tatitghvry, of is the qugepl Araciise) fof gnding
t hat,.the cost of forging a note exceeds the face val ue
of the note, taking into consideration |ikely

advances in technol ogy. A good system shoul d al so nake
it easy to detect and track counterfeiters and noney

| SEHERHEF Y™ The Hyperlabel system offers a practi cal
solution that neets these objectives. 25 Table 6

o PP HE SIS BT ?“é"\’fénlgg‘{cébf counterfeiting skill, and

g he £0fi§&SRoRtdtgl Wik iy @t sﬁ wgeg.) alpernar ;neysm?m, teoding
etect c e un oii'tt

H M ['tnaé:FT.gE&rPrEg%{e{s’ {%&Jcﬁ{]ﬂ]@jus Phat ocapy th(;%ag‘%'mmf Qe dency.
No Hyp8rruperet 4 rioTrREr Y- Hyper Fabel . Home = ..
f or ger Cumgnsy Rankpjtineniceesprstal Frepgics £ PRGOS LRI Py thieyFmment printing
pri nt esgegi@puUt ers and printers present but they are

not v aluitherat i e MR il kR RGIHHU2005/ 000066

- 148 canglgse.pﬁméglpmr%%s&%to@m%hj ful forger who creates

Tag serl nunber ert ail ntgﬁ d_-is GQIRULEr - 81 nore.
conput & &y sriiierge iue RSt LSy Stee generat e a
sequeneditioh! prptepty swrin s opdisgerd n Py FEMESbel t ags

Si gnat yifeehilinto deRBhind6dthesblidbabdmdNauataess. t 0 speci al ink
Hyper | abel currency 100% certainty using d tags
printed with currency counters. commercial Sone

20 S ceUREY REQuITRENTS Hyper | abel TR ink (e.g. Hyperl abel

25

I nstead of secure pens) do not detect currency IR ink |
t her Sipedikairmeion knti#rags sisen.dl is FYgRESRSR PP & dosFptfe i gh e
Hyritaifck &0 thete RO fobkiing 1 06x@@l thafartvgluc of the note, taking into consideration likely

advances in technology. A good system should also make it easy o detect and mack counterfziters and money

Jaunderers. The Hyperlabel system offers a practical solution that meets these objectives.

Table 6 outlines various levels of counterfeiting skill, and the corresponding ability of the Hyperlabel system

1o detect counterfeit currency.

FE SOa N rEpovis .
;5% oo
probibilityof=

- pountarfeit
Photocopy Casual forger Mo Hyperlabe] tags 100% certainty
Hyperlabel Home forger, using Hyperlabel tags are 100% certainty

printer computers and printers present, but they are
not valid currency



forgery copies a tag froma note, not vary correctly
and replicates it across over the note the note using
illegally obtained secure i Rink Perfect Conventional,
hi ghl y 100, 000 copi es of an 99.999% certainty on
forgery skilled forger who existing note that are any
note, as the nmeticulously copies every pe ' I
r ¥OFBHEY26100. 000 forgeries dot on the m%{;ﬁ;ﬁ%zgétm?eb?(ﬁkﬁ
including ink and all- cannot be and prints themwth
over pattern of valid disti-iffdi shed from illegally
obt ai ned secure tags. Al 100,000 the original valid
IR ink notes have the safff**note- The forgeries serial
NUEKRIRKics@" Eskfi@iTirkeywhd BaRE T € sdiyl nunibermaN $00Gbuetaibt

rep_erl%lgu%g ascgr@ju@,lsystcgwbermneﬁ,{afc@ct Conventi onal ,

hi ghl'y"100, 000 colFiceeD ofcaDP_mg% certainty (with

f oFYBFyY (WA SRTTe for?é’g "ho exi sting note that
arergi d of ppeirHiedr  di f PRP¥RT ®perfectly copies every
d O opi@Eate© Cito dkdass Blsgecidl @5 peHpSrjabeV@trinéyi C aW0bioemaiod uspe i nt ed
segi al on the whol e notemgstpnﬁenwkgut 10@=RPQumrat es al |
serial number) nunbers) ensures that,the.pnpat ed have
different serial serial nu erﬁmi ncrenent - number s
Large scal e A massive ef PEFEX Ifkre K WBFE t han one
50% certainty on any ef it of ¥l noP@8 HPEED| | ect ed,
copy of any existing onecurakgRrinkas t hhespeqalifeconom c

ang _each ngte |.s .note is j but,sedngie forgery
caﬁﬁ'b[f"ealjndﬁ'%?ﬁya’b'aﬁd?ﬂiﬁﬂfﬁgl H%Jgg%ﬁ ld? hatmzopy t?s per f ect
i nfHEY di st PREFE8 AL PPon™ HYSPTE3t ed. al | respect s-

The the oringicpligdtes t #yss200SFIFPIP6  PCTI AU2005/ 000066
- 149 f or gemsnom it Yis@lyand However, a pattern of copy
one note ajpmReddstRlirGati ons would tine. be evident if

nmore than one forged not S, se a L .
BERIEES TS @"“ﬁ“t%%ﬂ]_yABEL%g%wa??/ m&%@}w
THERTY Hy pilrddiies ¥hec anne PEIEAFHTEE ™ h&™ "8k & ons of
banknot es haicwpusbapsias eery s exert B alyepsBa s B OHFETS t or i es

of cash - doton the whole notz, including ink and ell-  cannot be
and prints them with over pattern of valid  distinguished from
illegally obtained secure  tags, All 100,000 the original valid
IR ink notes have the same  note. The forgeries
serial number are easily detected by
humans due 1o
repeating serial
numbers.
Perfeet Convemtional, highly 100,000 copies of an  100% certainty {with
forgory (with  skilled forger who existing note that are  aid of operator
different perfectly coples every dat  perfect in all respeers,  verification of printed
serial on the whole note, then  but 100,000 notes all  serial number)
mumbers) cnsures that the printed have differcnt serial
seria] numbers increment.  numbers
Large scale A massive effort, where  No more than ons 50% certainty on any
effort many notes arc collscted,  copy of any existing  one note — as the

(ineconomi¢  and cach note is
)] individually analysed and

duplicated.

note is primed, but
that copy is perfect in
all respects. The

single forgery cannot
be distinguished from
the original.
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banks, ATMs, cash registers, arnored trucks, personal
safes - that are equi pped with Hyperl abel scanners 5
have records of all of the serial nunbers of the notes
that should be in the repository. Wenever cash is
stolen fromsuch a repository, the central database
operator can be notified, and the notes ca i
sg’lqzﬁ‘?mﬁﬁ??bers will rapidly be register edggw}s(ms %Sforé}ﬁfﬁ
As the records are kept in a renote secure | ocation
(i.e. the central database)4?the records will not be
stolen along with the cash. The stolen status is
rapidly and automati cal | {reeti sdwtihat Herere 2 R e
nunber of outlets as var iogthneaste tie nan dipigetionsp@uid
institutions and retail egi, Each of bdreigan it ets Wl |
be able to rapidly, accurately and aplQaBbkaahd ¥
identify stolen notes as part of thejr. standard
cash- handl i ng procedures. The stol en status I s al so
r%@&zmori‘ﬁgmﬁ.%ﬁ%hﬁ%&ﬁmﬂ*ﬁﬁm nated to rel evant
agenci es such as stonms, Inmmgration and Police,
| aw enforcenent officers will be arned with
I'le scanners that can accurately and i medi ately

no
a?{C eﬁa‘i,gigcgmhb pgﬁt[h%tl §iurgfuf FRASIRE Gl a dARGSure danbied) Qﬁmﬂhh‘ﬁs of cash -
S cas

en S use n ere there |j i I ers
S P BRGRERH e o e kil B o
pIbeye tecprds ¢fell of e erial pubers of fie g HRFETOulbe B BF FpP ey ‘g?ﬁ?‘."“ fogh o storen
WGkt elict ahpesitdnyg thye@ntsgl debibhsk prevesbricanfopotified. i ths potys G2reipashy 581 negpbers
aRsh mﬁ&l}gﬁéiégisﬁmﬁ_sﬁﬁﬂ) !A.E]thc gﬁnﬂﬁfag"t@n mCha'QhJ%tc Sb?]ﬂp;hlcainab(ed the ceniral
s rsS, Sal & de.egduction of theft in many
si%?&l}%?)itgns, ivﬁﬁlﬁﬂl}?ﬁ!wr%gm&Bank and arnored truck
rqb : slra i Enihat B A ih@l Rlmer o Badelé @ClarB as financial
BB g B 23 ﬁgh'ﬁé%.laggbﬁvmeﬁ L) SERRR ey
t FEngiPns e remilpm E307 T OO SBEE MTAT € ni ght ' shops,  such as
7 sekrongles s payh of tyla gandspdgpep-grRUR Prosesn ot or i ously victins of
smal | scal e arnmed and unarned robberi es. The ¢ such as Custors
r GBS GRNOF ARt Quegrtcy SfstemBHE P R E P RS e :
oGonipaioh o Folise Hstca e mfolapens sffisgs Witk gp a@pdpifhgpobilegspapspyghat can
ATNbratepid immikialely aadkic bagpanof sgmftegss. vendi ng machi nes,
woul d al |l beconme 25 significantly nore secure. DRUG
Diofde Mkt 1aa@isk 1€ Gebd ayywhird thess isadiypediabel basrmer] therpish Wil byggidentificd as stolen. This
AGHdoV hd it Mdn dtzd! O KIRRIa@ASH wokld thubBe Ve BiETRiR fhre I jo digosyof any
not qémg%egmtfng]qyshfor drugs may be registered as
stBI'EN, "As the nunber of these stolen notes _
agcumul.ates, the . " Auafbok lineM¥i20051111926
P eﬁ%ﬂm?ﬁocﬁrbaé&ga?%%%%@ﬁhﬁ%ﬁﬁled as sﬁspi ci ous.
Theref Sfifand SubhGl nl@AILEHS alVorokl vebuliB Hiamdd Brellp Gnagksd o8 sibl” as soon as the

verify_ i hat 'H'QF paid to themwas not stolen or
count e?'?vgsﬁfg&:géré%eﬁca ‘i"y, drug dealers wll not be able

t 0 WseRedi geps| labuikht emmrived ps-ceren gad Epsfsiprioptrear gy ifims of small
cash t RaY ermédCanid ahabined \Mbbdrics. e tridowion eff 1Bi kindi afiibefigshpullomake these
ri sk of..DebideeAt e | f a drug dealer was frequently
verifying [arge anounts of 5 cash, where a |arge

per cenkea gwilap feasprivad TMsareroplcead SOmBPE e tVFdiDe ERsliney gud @l become
i nvest {igitaay ro@kccommney | aunderi ng. COUNTERFEFFI NG As
wel|l as assisting in the apprehension of crimnals,

t PBUEHrI™NSCt i on of this data al so allows the detection

of sophisticated forgeries where the Hép rl abel d%t a
p Andirestivadis enuld alendig g getittiny PR 0B ATHE T3 §7h BFYIRE "Fherg ™
Widhibs rpebe registbred apiiaden oo e pumibe F theseigler ngresagpugdades. g £ flow pagpm wil
| east the original and the forgery. For exanple, if

mul tiple
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10 identical notes appear in different places at the
sane tinme, all but one of those notes nust be a
forgery. This applies even if the note is an

absol utely perfect forgery, as no two Hyperl abel tags
shoul d ever be the sane. An heuristic determ nes
whet her the appearance of a particul ar not g
dMOr22EHPp| aces in qui ck succession is fggg,?g%ogsfm?m
successi ve appearances of a note are determ ned to be
i nfeasi ble, the presence of-l#-forgery is indicated.

15 MONEY COUNTI NG Because. t he erla v (o] id
" p@d@@%ﬁ%ﬁﬂbﬁ*ﬁ-“a%ﬁf’?ﬁ‘é9","““[%‘&“ gﬁnpg%xszlﬁgﬁnhegpt i o

C eerne abt gaddn e cypunignfeit. t he basi s of hyperl abel detection.
This avoids the need for the detection and "
| (oI el adaiers illaht baableitsisbiperlay| spABRe o veRif it Tt ph5Tsh By 5 Pt

[ QAL EES 2l Aldheli BRI PIMDCESESignigplet wrs Fraueptyvirtiringisgse amounts of
S RE Gl lnfe JekcentabhEor o Bkl oV stoth, ey tBuld B @ivrightsd fategicpblatiinu e
to extensive usé. 20 It will be appreciated that in

a g'! lhgn. ko this, as the denom nation is repeated

sg st anjrfﬂrgll Iy over the entire currency, this ensures

t Rl enl DSl il BNGHchlRbAE oeidis DR cElRider oTihn@gl B ebws the dtcction of
i
t VeliRlq qpith o8 £aRe £ YR A éﬂ/k‘lﬂa‘%ﬁﬂn"dl1 5'?3?% %‘eﬁg%e [y pl a@e(%rrentmpl.e
afsehticaDistesvppeRIRiEEreek PloFee B G SP Brpe; 2 bt °&ﬁ qf fhosfy 5“‘%58"?"5& R
t gpties biyn iDhENsEeC an ghsdiaaly rerfeaiciiciergns of e Hysiabdh syl &YFr o BF B
Utal b duSiidhednhe: WiMREEd dplarhncsyf 5 padianlar desSt diffdratblaced bweck sycprssign 13
TRKGR It SEe b bl dorolidba 8bBGEDRIelptiscee of o frgery s
carrred out, primarily as each individual note can be

t i4EREd t hr oughout its life. Accordingly, large

anmounts of currency suddenly entering into the
ciMPEHIQYT™BH will be easily detectable primarily as

there will be a break .in the hi I Yie Qowd Gy dPHe Somnted Qolely on
i PRy B P s el Y oy e Bt o
altegcesistof eperkls! dotesipn: | ThiF aytil e et J& 5 SFGHR S oF BT r ency

©i nhuliveM, wiRhi tgpicallp Feqit complex hage rrdeysing oahe POTEFEdn espsgiplly if the quality of the
| deDk hebyde\@e R@keRiMeual sources of noney |aundering- In
addition to this however currency in which has a

cal \tiﬁ’-mlaﬁrécﬂﬁ@thab 003diMRasls, Bytheomiatnibtian is egdawd ohprteitizllyco the entire
al s Om-,Q ‘%1“{ LACK AT mel Birchey Walu B0 3¢ delcliflnkd T/ pAtORBIG0TARGEe is
- 5T al'l ows patents within an individual's accounts
udHedt o be deternined which also hel ps identify noney
l'aundering  NMEETI NG REGULATORY REQUI REMENTS It will be .

G,

a YPEPETt hat by providing a database which can be
used, to trac L1 currency, ..t hi I auld3AHE Snamdly Fldement and
erfSfFa=Fdylif g"tc@r‘))‘}“ % b(ieﬁeui% %eréﬂﬁl%"g hg;b? 21 ]gdg%?sf i ed. Tegj ]teven

f s NEFEHOWi th this, rules can be defined which
represent the regulatory requir nt.s £ hi tem
| v P & ARG L o STl el B MPRe
t rdesodbedcbive his rekenit dreemely fifiaHide P HR PSR TSR T T
[ Ulot@ Sen bmrabd Biotphaueisilife. tAbwmrdingin itrses eduestofiewrengy fgdRpinmigring into the
Thi Sita¥in Wl b8 £afif® ek bR pbimarify o e te B Brbak O\ bty of the note.
transactions occurring thereby ensuring that the

b %&Eﬁ)@g%kmmﬁmﬁmr @ckeRMoy alEcRERA 15 A tiion largd GIGROBSGTency either exit
B enl intDCc.Clr]\lll-l;tiun ere'b_‘;l"] QHAGE pdidRiaP LofiVds SPmbrSY 1aGHBARES B QANGAEHo this
cofitFBI"° T 1S merel’y Aetessary o conti nuOUS g ve wacked. Tois
NOMPYS FUEes I YE %ﬁﬁxxﬁ‘f"msc 7PEncy’ °<§ocunenFLs. Ia}é

currency docunents on subsequent transactions are
provided in different |ocations
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. e hepredent Bovemyletory remmispryente g e ingipgecs TRER ““"éﬁ‘ is %’5 SeC &

this indicates that the currency has been physically
nmoved t hereby allow ng cross boarder currency
novenents to be determ ned. is SECURI TY DOCUVMENT
TRANSFER It will be appreciated that as the security
docunment can be represented wholly el ectronically, by
use of the identity and correspondence Si gBRitbieoodots
i WORHEL e to electronically transfer security
docunents. In this instance, specialised transfer
machi nes can be provided mhﬂgh operate to destroy a

currency docurre on 2 cei L8 WHRC MABRLs iGily Rehey
cHRverreEy vy B4 51d'€gt“r°°8‘r‘1n| c ﬂ?otr%r%pgvn?dent ifying the

cemdeisggoondi ng docunent | ayout and tag map used to
pl ace the coded data thereon. This information can
t MesTIND REGULAZORS REWRBENT O a  correspondi ng machine in

an ot C " e B MEdId thhckAID GubhErRNthis dowsibenks
?RP:”“&“"%%Q’”@“'}%&% il by

MY d tru [ whil
o B BB T B i AR '%“""" s

tiot

0 06 UsRred & thpjraicipipel nildy msﬂatmlwfémﬂsﬂﬂam B Afiopygble. This il efectivel
%.Qi:h:%ﬁdm hichicht ocibhin@dB PonS g e banksyst G regu@ry requirements.
ADVANTAGES OF A HYp6RI ABEL SECURI TY DOCUMENT SYSTEM
The proposed Hypcrl abel solution can be inplenented to
b ickdtgBoAEiRY Caahoant ages Some of these include:

unobt r%ou > |v]v5‘e 1o lp & Jr:-%J nlecgm t@%htﬁ&ohﬂgncﬁi@&h: [ocation of
h Meli f tBlbcéogséz [ corﬁoldl 15 I I anc 5
3 @urrciRy ¢pgumaRtsg 1f5umency Weﬁﬁn Fﬁ mn? ar9 pmv%ﬁﬁ Elﬁ&eﬁﬁ“h&\

C @iibidiedds avin the gurpnesiaTtyen PEBieH) HRs “ﬁ"“'@’t"’l“’i‘? 7 ”’?J‘é‘f" ?"l‘ &Rt f or
| qydRAeksidve deatig® amounts of cash Efficient way to
share resources across national and international
agenci es | nproves confidence in the financial system
LismmmnmwwaSWI ity of inexplicable changes in
dema qulp schtédlwRy lbctonhlly, by use of the
fllh"ﬁr?:'%ﬁ“‘?fml 5a ut| onsma&éﬁfgﬁg 1 LR locHafk. 1n tis
aUdeBiREpEFoRFeRS “dﬂ‘l"T’i’EQ’@ﬁec'é's )i mcf or, cas transa}: fide A5 upon
DRSS Spellish TR PTENIRE B0 B FU R0 0B SCUEE ?
S GM@ptAThe BiRinGi cA th/@nERde 9 edrmwfﬂ@ﬂbh’ ﬁﬁ'éﬁ’m%‘llﬁ"l‘"@“'ﬁ’e’iﬁmﬁ dpggent
R\éig'%“ ol tag.;.ap%gea 1 bikdd Ge dota Lma b.tlgjnom tisein Ruredtiprkart th:t;i:a; T@&m tosgs
14¢ g othet N«Qxﬁ:ﬁ (RPRY thels@EHty dBéuflent 1014 c@l. TIRQthe
th°8'§"h"8 hot a fq‘?métg 3o 0 oneqncgl%lr b Q,Qmem%ﬂﬂph&ﬁmm%m by ensuring that

t hraly pragesmrigydesupegiit Produd WVQF&“‘B?“P‘ P %T‘“’“ “’{“‘?é”'“"h“ég moree"
ar mméésohrh# nsiﬁicmmdio&ﬁﬁmmter the visible
n

are per| abel tagged currency ad
exms ﬁbﬁﬁdsglﬂydctrlﬁh‘ﬂ scluslot cay w infirdrripied to WWIE%YB‘EF"ST%‘@%""%?’%'“" uee:
pri ng eg dav@bed k@t i re note surface in a highly
redundi-_lr,h ws%r‘}gin @hmagﬂw&&@m manner. 10 Hyper| abel

tags ar€ ver to become unreadabl e due to
not e* dgﬁﬁ;@é IM“WF&"F bel tags can be scanned usi ng a
var i et yrovdes seg prierrent for accepting counterfeit currency

s Frovides a swong deterrent for laundering large amounts of cash

e  Efficient way to share resources across national and international agencies

= Improves confidence in the financial system

« Limits the possibility of inexplicable changes in money demand

«  Reduces risk to integrity of financial institutions

s  Helps banks tmplement and automate due diligence methods for cash transactions
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Currency location and reportable cash transacti on data
are automatically collected. Hyperl abel s support
omi di rectional reading, they can protect privacy,
they can be produced for a |low cost, 15 and the
ability of the scanners to read the tags is
i ndependent of packagi ng, contents, or envjtOonnea
CBRAMIYME. One of the npbst effective net h%)%@ to"ha’hﬁﬁ
reduce the counterfeit risks considered above, is the
introduction of a new forml®r currency incorporating
a machi ne readabl e code, and the neans to validate
notes at key points where cash transactj oNs OCLUL . aridation
Clwern tresebesl pajon slvigect e vREIRp SHTewE BR QYL e d *4E "BANKS),
CliinE1y indddinganges. 20 airports, retailers and bill
pay[e _rﬂlgpcﬁa% ¥LsGR inREY Loty & nRGAR{IbE RimoeEdphipay ment s.
That i§, g}frhe; QO%L.V\Buéngdgggﬁ?[l&mhdﬁplgéswju@mmﬁ%ﬁﬁﬁdwhile:r.hc
count SVIFRPY PRsEES "BeTOr e ey enter the nonetary
Sy st emesn il smdiy. drpede papraps S et DI
dependiyigabe neddrerdnesekrensly dfitul o i58- t he counterfeiter
and .t RE,aRQiugLadirined HEHOI@e yote duifqpein [adipisy refundagti sppfult tolerant
securitn%ﬁagai nst the full range of efforts - from

0

casual" Torgery on a color 25 et | ef et hrough to
mul £ ERPTRO G ST apkeof awwsmg JRiEH B,

Cri mi ritxpesiabel Bys chmbpictas Hting 8 (Frigy ffabel system it

bec QMafma itk afd rtr@ri® Rt essaciinnalaf eprwamsellyseledtgnal and

i nternational cash flow changes, as well as provide
alerts for any abnormal patterns that could lead_to

U Ayyenbe Guppaeoc RSB GioR UPAdDE, S EHpreit Prigey: Rey <& Re ST Ea &r e ow oo
Hya Gike! 48R bof 156/ Sdnf® el rettSthiniagslis infiveendens ob packebinge PP, oraEpigfonmenta!
proviges the basis for additional ways to identify
'suspicious activities' involving cash thgtt ca'rg.ggdg‘:%““
| @necB i @est Sfentive mapsia po| ress fhe ool B PEUIFHSRIR &I At &

| aai Gat cuFdeyincomsities npFtin ireediblefofie. B B miapsdo iidete e A1 Jfy BRIRt
NQL&: falnORRRARN 6ok, Cuiklerfein Gyes Abud BRIy dbrted & chenks. Fhsncy RXchangss,
ink 't Lo HAsRg fgpRY chiOlaghieitg) Thats St igeayould be to
pﬁ%gﬁmb%%% antng a,{.)l%l Elk:gaqger %ge;gfqp Dg:ﬂ%tggek,_, and cannot be

t “&G’i‘d’%@%"ﬁ‘é HOrE = They can rt)e used and read in the
35 presence of radiopaque materials. They su POT L, . choice of
O RDingifdit @t icoIvary inquli - Aegendingsonm e lgvel giskil) f e cpugiets & N

P hd@RhblBEy. {yperib@REEHS sealrlypedirsiatipcfhll rrgy)ef el n Gom grenzl fergery on a color
V‘ﬁholm‘é‘upiem&ﬁmmhhﬂﬁus addr efirit bypRRSionsb@mligs. N0t present a

t hreat of covert scanning providing information to
crimnals. This should nmake Hyperl abel tagged currency
AGH GilcAbiling : HopWiR R0E & bEErSR HsPETY TuPOYS fPTBe OBign! idBjenational
Prisl BGY cREhO 624 RS GRIRGLKHME or alyOibhorban Patgmi thit toyuld lend riee aryanted
not es V"'Jichu%uémest he know edge of the owner. They al so
B EUF T ant and anti ci pated regul ati ons and

gui del i nes for nati ' i 3@ lhe BG© REAdHGonal AdYs to
mﬁ?r"?f?mé*v#aﬁrgvh%%ﬁ'ea%pﬁh ﬁg%%rg%ﬁ%?mad Hyper | abel system

'~ CO

né@ﬁ@d“‘f%‘“&"&ﬁﬁ"'&??é"’f"%‘é%%ﬁ “€CtTVes is provided in the
next section. 5 SOCI OE C CONSE QMU e of
t Heompaior Hapeiy! PRCEHE PM&&%? i n"’%ﬁt\%&ﬂ Jﬁgul B
Hynpre (rédaridasky) ang lthax frossy tp Frad Ehe R ak Jpes Vit g’g i BEEBNOM C o e
C GRS iRiRCE Slectrivade shvsle ehdrgmdy be 1o oyt of the noteyThey, £3n fog psfl and read in the
C QRGhde B rhfopdabtana QB STIYLERPEEorDiidinkdjpe rehdirigesh willese ¥ Iptycogt proximiy
f’er&}(%?ﬁ la&ﬂ%ﬁ@ Eaﬁfo{rlﬁ Irdad HE1k GGl \?tghts&zfizﬁﬁshgggl pGYL 2 mr:aalzf covert

r acki system This u rMbeBiRed ldadyl kgl to
hEFee P e atpTRon Pstim gt lé'?‘g%nid?g”d '\é’?i_‘?‘}e and 10
terrorists relying on counterfeiting or |aundering
cash and it could prove to be disruptive as crimnals
find alternative nmethods to support their activities.
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In this context, further questions ought to be

consi dered before proceeding with inplenentation. Sone
of these include: 15 WII crinme nove to |ess

regul ated and | ess devel oped nations causing further
decline in their socioeconomc status? WII

el ectronic crinme becone nore sophisticated |
HYRSPISAHEY alter the structure of crininal 3%;5'95%%60[16
terrorist networks? The cash econony is often used by
smal | businesses as a form-d%3-tax evasion - what, If
anything, 20 will replace this onc :

£ PR A BT RPN “‘rﬁﬁa’;@ AR OGRE R o
i méer aratuy ad tntiinetedremlatensapd gyideliRs &y mapiggel 'ﬁ‘d‘&i{“@“ Ry ek
Ob iRl key HRAKNE otkOBIAERT Sitem yivairdcto pdhigvehgic Fiecti(SE is pEded in the next
docipent is based upon what it represents, rather than
what it contains. Sonme exanples are: 25 Governnent

c rvomiEEtRisqisrgsied checks Bearer bonds Stock
certificates Lottery tickets 30 Event tickets 150
PaseRerta: aivbihitait dapes inc plegentos ph Symsiale! PR 68 o
St RiIRSomid@u:Vtned fil hekdid B2 CT/ AU2005/ 00066 - 154 The

Hyper | abel infraspvcture i _ . binlRriR sl @fion and cash
aﬁgrq"@af?“aﬁﬁ*s*? HEHERTEE % ?‘H’E‘E“F“?L%?"%“%E%ﬁg'ﬁwﬁk? Bt oL A6t di¥ and
o sy sen B <o) goovepyaaq Ty el it B oghiti

t hoartrkls Felyingors@Giterfiiting ordlevedaring ssh anl i souldeprays tp bS digHBRYG Aipinals ond

- hauhige HiusRasaPorddie eams.or therein coded data

20

25

30

s

i ncluding a nunber of coded data portions, each coded
data portion being indicative of an identity 5 of the

S QLM bdadxt R RERtonsant B bopandderef befreogppding [witks Imglearttioa Sgipe of
Aty §@%d: Part of the identity of the security

docurment, the digital signature conprising a gl ural itV
OF prar W crih Bovst 148 e e e v oRr g e ol b

‘t he stepscddmicstatus?] recei ving indicating data froma

sensing. devi ce. the sehsbigig&yi ce being responsive to
sensi ng the .
= How will Hyperlabel alter the structure of criminal and terrorist networks?

e The cash economy is ofien uscd by small businesses a5 a form of tax evasion — what, If anything,

will replace this once cash becomes traccable?

RELATED AFFLICATIONS

The Hyperlebel infrastructure ¢an also be used to validate and wack other ‘secure documents’ where the value
of the document is based upon what it represents, rather than what it containg. Some examples are:

» Govermment checks

«  Bank izsued checks

¢ Bearer bonds

» Stock cenificates

»  Laottery tickets

= - Event tickets

»  Passports

+ Medical certificates

#«  Postage stamps

» Food stamps



coded data to generate indicating data indicative of a
determ ned identity of the security docunent 10 and
at | east one determi ned signature part; C) determ ning
an identifier for the deternm ned signature part; C
retrieving a stored digital signature associated with
the determned identity of the security do

e¥PrPYet 1™ from the stored digital signat u?gﬂgﬁfg?sg?ogcg
signature part using said identifier for the part of
the digital signature; 15 au?%enticating the security
docunent b conparl st or ed si.gnat

v e N P °“'%1?H"‘““9"&af°9 e ol 32%“%“%@ fhooficve
r egeiemed i ndi cating data, tracklng data stored in a
data store if the security docunent is authentic, the
tracking data being indicative of, the identity of the
security docunent; and, 20 tracking information 2. A
met hod according to claim1, wherein the tracking
information is indicative of at | east one of., the
current owner of the security docunent; one or nore
transactions perforned using the security docunent;

25 a location of the security docunent; and, a

| ocation of the sensing device. | A nmethod according
to claim2. wherein the nethod includes determning
the tracking information wusing at [cast one of: 30
the indicating data; and, wuser inputs. 4. A nethod
according to claim 3, wherein the sensing device
stores data indicative of at |east one of an identity
of the sensing device and an identity of a user, and
wherei n the sensing device gencrates the 35

i ndi cating data using the stored data. 5. A nethod
according to claiml. wherein the signature is a
digital signature of at |east part of the identity
and at | east part of predeterm ned padding, the
paddi ng being at | east one of: HYN -156- 00 a
“predeterm ned nunber; and, C J a random nunber. 6. A
nmet hod according to claim1l, wherein the entire
signature is encoded within a plurality of coded 5
data portions and wherein the nethod includes, in the
sensi ng devi ce, sensing a nunber of coded data
portions to thereby determ ne the entire signature.

7. A nmethod according to claiml, wherein the coded
data includes a plurality of layouts, each layout Q
defining the position of a plurality of first synbols
encodi ng the identity, and a plurality of second
synbol s
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10 defining at | east part of the signature. O8. A
nmet hod according to claim1, wherein at |east one
coded data portion encodes the entire signature. O 9.
A net hod according to claim1l, wherein the entire
signature is formed froma plurality of signature 15
parts, and wherein each coded data portion encodes a
respective signature part. 10. A nethod according to
claim1, wherein at |east soe of the coded data
portions encode at |east one of. a location of the
respective coded data portion; 20 a position of the

r e¥pee™M ve coded data portion on the surface; a size
of t he coded data portions; a size of the digital
signature; an identity of the part of the signature;

and,  unlis oﬂtack'inE glc&% @ﬂun&cﬂQ&tsécQ@Sdocuaﬁn Hat'mg dfpoiad thkred or therein

gt cofed %tarl] IUJmé A mfm%er 0 codc;d ggrt%ns ﬁ%hh:gde@oq& UJn} oh Vemg QELLIR RE an kdSuity

Sorofde B"tc'f"tycdaf‘"ﬂtnt g'rd ﬂd’ﬂrf g dléi@ﬁﬂalﬁr@mrlg ot&;k me part ulf thﬁ adcn(l:[y oglhe security
C odapeem, the digilabpiznagreyroririgieatPluiy page, a'ﬁtmwdn“tuﬁ'ww ““%RH‘H system.
anndsdgrtity card or docunment 12 . A nethod according
to cl a'rcmv;lng mm%rgQ&@fﬂﬁcﬁ:ﬁﬂiﬁdced&h&mhg&e% bR ge@Ehnsive to sensing the

accor daﬂ d%at:\Mo Wﬁé indt &%gltdataQEﬁatlvg’& ol BN 1AM A Ge Reuki® kiddument
rotati o erenis at least two, the

0] ayout “ﬂdﬁ‘éﬂﬂ%ﬂff‘fé’rw}/?%ﬁi ¢4l sub-layouts rotated I/n
r evol udtegrinnzapidm 't‘ﬁ'“db'é‘lﬁtj‘““ﬁ“ EeHE MU BT rotation. at | east
one  sUbrkdig @ udredidigiod sipckitumgpsspaited tvihahs dqiameipcg ieriip) gf thegegyriy document:
that dighdiRGh Bbasedligat sxg‘aﬂbe-alsayomnanfnr;@ms@agh idgities for the part of
sub- | aﬁgmélta,; m.mA rret hod accor ding to claim1, wherein

t he CO r a[l] n rb a (=] % Ac%&ﬁ'ﬂne
’one 6““1”3\’“8%‘“%‘“"" % ttfydc U?%? S i gﬁggﬁsymggﬂ ry,t :

whor e Fffs’“lﬂ‘g“ 8L ast tvvo t he | ayout encodi ng ) ]
Or i ent apditiog uiindhecrestil e grdicteNdapETRCking Gt H * AN & fhh et
a SequeneRnt@fautkiic itregey dambding ingitsdventt of n synbol s.

where mis t@r}@m@rofmg&m fambhrancoded synmbol bei ng
di stributed at Qtl ons about a centre of

2y otational € Wﬁ’e{c’"ﬂmof the layout such that decoding
t he synbol s at each ofthe n orientations of the |ayout
pr bduc asnchodrepriesderiimt. st the frackipgdnformation is indicative of at Teast fne of:
Or i ent @k et dwnd b0idbdcily dodladne, each representation

conpr i %ﬁ:%gﬂo@ tﬂlsiﬂlﬁcﬁﬁﬁlﬂ'{ﬂeﬁ yﬁh the€se&biy bkun@dt; t he

orienta Adfafa and being 5 indicative of
25t he de g'iocapono,f'tpcsccur@}da ?’Bt he Iayout 0

4 location of the sensing dcvmc

3 A method according to elaim 2. wherein the methed includes determining the tracking information

using at least one of:
30 the indicating dala; and,

user inputs.

4. A method aceording to claim 3, whercin the sensing device stotes data indicative of at loast one of an
identity of the sensing device and an identity of a user, and wherecin the sensing device gencrates the

35  indicating data using the stored data.

5. A method according to claim . wherein the signature is a digilal signature of al least part of the

identity and at least part of predetermined padding, the padding being at least onc of:

HYN
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14. A nmethod according to claim11, wherein the nethod
is used in a currency counter for counting currency
docunent s, each currency docunent havi ng di sposed
thereon or therein coded data including a 2 nunber of
coded data portions, each coded data portion being
i ndicative of an identity of the currency M 10
docunent, the counter including: an input for
recei ving a nunber of currency docunents to be
counted; an output for providing counted currency
documefyf Saenfdrelmb&dndeChani sm for transporting
currency docqunts fromthe input to the output al ong
a feed ™ F"HEFHRT 15 a sensor for sensing at |east one
coded data portion for each currency docunent .
t rsans pomtiwd aadringgp derel. whesighesairFienafds cnegdef WAty of coded
5 T Qs podliBrs @d Reherkintg methdd ianided)i@ thatendng drsite. semies aemisadcoged @sportions
d ' rSehsed identity for each currency
dg%ﬁﬁgﬁ%%ﬁggmﬁﬂkiﬁﬁining, fromthe sensed identity, a
determ ned val ue for each_currency_quunﬁg}'Oﬂggm each layout
cdunt i Aol eetimreTRsy | B FE 8 E L e deCer M he
v alkfts@g the foStion A arphitali of fost syrlolsenoadingjihe dtenifty cpd ARl @f speond symbols
10 S Qe §t YaslaCdr BRsidngurd he security docunent havi ng
di sposed thereon or therein coded data including a
nynber , of code at.a .pqrti Gne PR Libr@ibre.
B e T R e i
docunent; and, part of a digital signature of at |east
part oA mithg adcidingtiq dlajm 1. whegsinghegitreatenaaredviamidfam e gHpty S FHge
15 a pRtslihadhbtiyeach@ddedniats togion andyess efesectilreizmtest biod | ncl udes:
30 in a sensing device: sensing at |east one coded
d %a Pg Fnttiwg Qc;corcﬁ@qjo: clafPN Seftln leGs soehe b cc_Idkl‘lQlatﬁ@ﬂﬁﬁ @nc6do 6l @kt one
data portion, i1ndicating data indicative of, the
i&@ntity; and, a signature part; 35 in a processor,
det er nt 'pretegof e FEFAiYSRe] WAPEEYi ng data: a deter ni ned
20 i dent i &ppsitoolche teepeativervese 43 pARiRe Rt SPBEFt ; and an
i dent i §di26rik adedtifiepotiet:er m ned si gnature part; - 40
retrieyipgRq«gkRLaeedi gi tal signature associated with

the determned LASHl fullal he security HYN - 1513 -

unils of indicated locations.

25
11. A method according 1o claim 1, wherein the sccurily document is at least one of:
a curmency note,
a cheek;
a credit or debit card;
30 a redeemable ticket, voucher, or coupon;

a loftery ticket or instant win ticket; and,

an identity card or document.

12 A method according to claim 1, wherein Lhe coded data is arranged in accordance with al least one
35  layout having a-fold rotational symmetry, where # is at lcast two, the layout including » identical sub-layouls
rotated |/ revolutions apart about a centre of rotation. al least one sub-layout including rotatipn-indicating

data that distinguishcs thal sub-layout from each other sub-layout.

13, A method aceording to elaim 1, wherein the coded data is arranged in accordance with at least one

40  layout having n-fold rotational symmetry, where n is at lcast two, the layout encoding orientation-indicating
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20

25

30

35

40

00 document; extracting fromthe stored digital

signature a stored signature part using said

identifier for the part of the digital signature;

determining if the security docunent is a counterfeit

docunment by conparing a stored 5 signature part and

the determ ned signature part. O 16. A nethod

according to claim15, wherein the signhature is a

digital signature of at least,part of the identity

and at | east part of predeteim ned padding, the

DQQQLDH.EF#)@& DG of e @Skr URRle Bfof n HmPNLEIeE o ifTonn ednorUETbGNcpded

ar;)qrﬁbol bemg]d%rié}mﬁ er] %anDME{Pﬂemm Vllr;latimg syrg‘lelrgle thY)Nut such thal decoding
the symbals at cach of the # orieniations of the layoul prudticcs n representatians of the oricnlation-indicating
dala, each represcnialion comprising 4 different cyclic shift of the orientation-indicating data and being

indicative of the degree of rotation of the layout.

14. A method according lo ¢laim 1, whercin the mcthod is used in @ currency counler for counting
currency documents, each curreney document having disposed therson or therein coded data including a
number of coded daa portions, cach coded data portion being indicative of an identity of the currency
document, the counter including:
an input for receiving a number of currency documents to be counted;
an putput for providing counted currency documents;
a feed mechanism for transporting currency documents from the input to the output along a feed
path;
a sensor for sensing at least one coded data portion for énch currency document transporied along the
feed path; and,
a processor for:
determining, from the at least one scnsed coded data portion, a sensed identiry for each
currehey document;
determining, from the sensed identity, a determined value [or each currency document; and,

counting the currency documents using the determined values.

I5. A method of determining a counterfeil security document. the scourity document having disposcd
theteon or therein coded data including a number of coded data portions, cach coded data portion being
indicative of:
un identity of the security documsni; and,
part of a digital signatute of at least part of the idenlity. the digital signature comprising a plurality
of parts;
wherein the method includes: .
in a sensing device:
gensing at lcast one coded data portlion; and.
penerating, using the sensed coded data portion, indicating data indicative of;
the identity; a._nd,
a signature part;
N & processorn:
determining, from the indicating data:
a determined identity;
a determined signature part; and
an identifier for the determined signgture part;

retrieving a stored digilal signature associaled with the determined identity of the security -
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document;

extracting from the stored digital signature a stored signature part using said identifier (or
the part of the digital signature;

detcrmining if the sccurity document 3 a counterfeit document by comparing a stored

L) signature part and the determined signaturc part.

16. A method according to claim 15, wherein the signaturc is 4 digital signature of al least part of the
identity and at least part of prederermined padding, the padding being al least onc of,
a predetermined number; and.

10 a random number.
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