;e3e->-T46T>70 COVMMUNI CATI ON SYSTEM MOBI LE UNI T DATABASE SERVER, MOBI LE

RADI O ROUTER, CHARG NG METHOD, AND VEHI CLE MOUNT AGENT S ER
. THEREW TH BACKGROUND OF THE | NVENTI ON fi el d of tﬁmmﬁm"mwﬁe present
invention relates to a nobile wirel ess communi cat i on d on the Internet,
and relates in particular to a nobile unit database server that allows a
mobil e radio router and term nals that can be connected to the npbile radio
router to communi cate with a host connected to the Internet, a nobile radio

rout er anGOMMIINHCATION S¥STEM, MOBILE UNKE, DAJABASE SERMER: MORWE i on
al so rel at CSRADIO Reirmﬁoememccrnms ANDVEHICHEMGOONTED

vehi cl e- nount rout er particular. that travels rough a plurality of
radi o communi cati on ZBQHQTEFMAWﬁFtRW&H Hied Art In the
field of conputer-based network that relies on fixed connections, |P
protocol has | ong been h the Internet; on the
ot her hand, in the nobi | B2 ; C al so becone possi bl e,
i n recentFigkkbofthe Ioventionect to the Internet However, in the existing

nmobi | e comuni c ortabl e
phone net wor k gﬂ{(f ;ﬁ-@segyﬁ{,% n(rgﬁ{egto imﬁg@%‘t%ﬁﬁ@h‘g@ﬂgﬁﬁﬁgggﬁpt hr ough
an assi gniatermgirdndrrelates srysareml@n teria|megbile ynit éat@bm servauhpallowsagnetilg

addr essesr,gf, HRERAIY RAMRIs HReEar & édﬁaeétg’d mhw/ﬁrobﬂ&ﬁamuee tgised. For this
reason, it 1Is necessarryhet provi de an_interfac way por.ti onewcgetween
the I i erFERmEAlENRN 2hastFoBneciedia shelnterast 't‘)ﬂ‘oh%‘f fideu s Pdemertichddr ess
conver si osf.chi¥p@iy foi thie Sef®&%h./ eﬂhdp}es‘danmeertuoa aas%rreratﬂs té ffgdigrat i on term nal
such as personal ut e’v%lg 1 PDA ( ers a55|§ gn éhgpﬁt

nobi | e co‘?ﬂ’i’ﬂﬂ‘i“ﬂ%ﬁ“ioﬂﬁ ke a'FﬁéO*g ‘Ei'tﬁ’?o “ rf"be'&(‘)'hﬂaé R %‘}Ng%hone

| i ne fir sthrdwghdiphirality ofiradicndvemmurdcrtion lzemest 0 connect to the Internet. Al so,
the systemis arranged such that a nobile radio device (portable phones or

handy phone system) having a contract with a communication service provider
to use th&.&ﬁ&iﬁmﬁmﬂﬂﬂ_&dﬁjﬁﬂconnect ed to a termnal device such as a
pertSﬁnal Conputgrthd ﬁel&@tﬂéﬂiﬂpd ttﬁélf[-lﬁas@dl hflw@ﬂﬁﬁlﬁﬁfehéﬁﬁdib@coﬂﬁwtﬁﬁs snach as

anot her co cte e network usi i 0 Si

Fher of or droRRaiTas TSk Regh eer B CrBpmHERGS Hrasshibe et ol heShetBedary o
pur chase ia thmmeb@eacroynnmnd:monmﬁeldmblak elso betiomedmgsiblesinaekns gears,@o cont r act s
for thei M coner & [h Igtepr?e? OHSWE'{%}? I%?hcr e%gtﬁgn }[ﬁﬂg gorﬁﬂlqni%%m J;Ftteﬁ? gcﬁa% m nal

connect i onNs as nec e conven ens based
on gat ewa%nmmamn IIEYSt@nMed en perale bhcmetr@t%qrhtaaéhmdwhpmgrtwocléngest i on

o hose H o e D B ent Iy,
the exi stPHEPsRR Ak 2 ‘i‘%@%"'ﬁ%’t‘g O%m‘?sn"tsS %8&%‘3{"'\?&‘&&“{%5 e‘e,saﬁ supporty,
the enti rEoranseéarsummoiE nbd:b&eﬁyteipmvﬂadﬁhdafacilogae\bgmmg bdivbdenahid ty in

Ce el oo By e IR0 Rl ol PP SR
terminal att errpWshell(t ls:dnstrad:to connestta general lgfom:t)amomtemalr@uclbes:mmat he nobile
radi o deVé&x?‘pt{té}er e%ﬁﬁl@ﬁ%ﬁi aﬁﬁ&ﬂ?éa?h@%%ﬁﬁ(&ﬁl@ EBhnAARAPietENKE a

capabilit or assig ackets ng to thelr addresses, the
Tobi |6 ol BrossdREds Wisannssh 1o iclPhane inedirp i draligEmes GAd a0 one

connect i 0¢bnn&he<5 ﬂttherndtt ABothe irsamngmwmﬁammmbﬂem dévigtes for a
pl urallty t Sy H ion tﬁe r‘SI nals to stabllsh an _enyironnment in
whi ch eacor'al %ﬂesc?é 'b“rp?/ 0% SYSIERMIANIRg 3 500 ‘ﬁtl‘%‘ B CQRIPUIEALIOn o o1 em of
hi gh mai nseevienprevitiosto. usk tiid doamunidation fiheg icammoacted &t 4 @mingl grvieeisdeldas hr ough
telephone L I [0 the volune
of data tF énlg(r?rltis‘l %agﬁﬂ%ﬁgrcgnl?‘{suggcg%r\g@ %&ﬂﬁﬁ&%{&&g@%&@uﬁh@gﬁ on costs are
i ncur red ¢ympues aennedted tpjthgeneiwerk usingredigisiggalp, anidft engorel avheaa plersliyi bed

above becmﬁnﬁﬂpw&ﬁv@r@bhts HBRBYaUS PuflBideCrecéstry Mumbee ofobilterad@me time,
the tel ephone |Iines wl econe severel y over | oade %{ér eover, .Since |t is

possi bl e P deviies ARIRCEER FMUTACIH R RSTHSE, Qi8S BRE BEPfRa fle¥ishand sty

probl emat ihe teririntdtoridcienslag nelegsdrpp i n which sonme users are not

access t he line. Further, a unit including a nobile radr \H“W W\H
termnal into one body can be used by anot her person, Iost
or forgotten, so that there is a high risk that such a un|t c'apoBe used
easily by others. Nevertheless, solution is diffcult to find for providing
security for the termnal to prevent soneone to use the term nal w thout
aut horization. In the neantine, nobile wireless Internet communication
systens have | ong been used for connecting many in-car devices as card
reader (fee collection), voice dispatching systens, CarNavi (car navigation
systens) GPS (global posrtlonlng systens) to an external netmork usi ng

o o T o - o

2k

=3




al l ows a vehicle-munted control -system data network for obtaining data
sent by sensors in the vehicle to detect the state of the (running)
.vehicle, such as CAN (controlled area 2 3 network), to connect to an
external network by using a portable phone. Also available is a systemto
connect a device based on | P-protocol to the Internet by using a
short-range radi o comuni cati on device such as Bluetooth for data exchange
bet ween the device and a portabl e phone device. However, according to the
t echnol ogi es dedowevesdn gieospayentiopal systeins basediongdteways setweorklisumadei t y  of

radio devigesmielio ulHE 57 fatic Bngllish Aofind M FAGIAS. | ARS, hEkesRED of the

plurality of "communi cati on ces suc hat t nmust  mai ntain

r edundant thpi 488 beefieredareresiricted)to thage that gatbeowpaprtest bsésbe E31$WaK OPETALGTL | al
burden onadd@ns&@ently h%cemsﬁﬁgrﬁuwoeaammommtm AawBH@hoginh present a
probl em t hat because NATI%1 g work ad Ll'ft} ri g{ﬂa ﬁervr ce necessary
for addreSWPPPRLN ERtrGIpertsum RF Intesne g es Hbt'e quffg indeveloping

t el ephonestaidird dplit&ions felthe/itkerheti and tieoattendant @rcﬂ:lms éfflengimsdeaelopane

rel ati ons@n?@(ﬁlﬁgggl P communi cation so that |I'P comruni cation between

controlle are unable to be carried out, resulting in a situation
t hat communi catAlso, whensa mphbild lyrrﬁealwemptshecmusctterhoarﬁd ajglebathetwerkand t hat

applicati

conneot n iy Robifral Ae@*%%&‘?d“‘%&*p& AP pRUBoleycs B e

port abl e 4 eanabiliifer pssigningthe packsisrseqrding t1> aaddEMS(qhembﬂeraélep net wor k)

fsuc h as hC&VlﬁmﬁFltmﬂnﬁM@hﬁmm 8% b¢ Balond %bigﬁbrclion i tTHeﬁfGIQCE&S ary t ot di ?I
or each connection re rso ation as well a cost o

conmuni cal§eEsFaRde PRI "ﬁgﬂﬁ‘?%‘ ﬁ’éesafe g%P@?%?{SgﬁlF 8°rBWBW§§“°“I§9@?F“?JgP°t he case

of connecéstabdisinan elvéoamedtNn sehidh éash Birmiriabcodropeeaté indiviidutadly. n€Thibsesulss ing

portabl e Egnlo%i%g%@l%ﬁ @aﬁ&cngle&ec%?) ry to dial for connection, and the

term nal s out I P-based communi cati ons anong thensel ves,
t hus resul ting Further,grhendbe cq;ﬂmummﬂmus:momﬁqd@lueuglbtcwborwslmeefbep@rssab| e

phones. F&Ha}%lﬁ‘g is g%ﬂér)ill mSdd SdcBHdiY toqgav&ﬁﬁ@‘é?ﬂﬁﬁttﬁnéﬁnh@d,ttﬂ&e i ernet at one

time, so th emexrsts ofternarL he plurality of
t er m nal sPioB Eb‘ﬁﬁ'tﬂ#‘{ﬂ&tcé"W"c“FFaE%FPS&?arﬁércung Yr@‘es'aﬁ‘rlﬂ llqeﬁ.ger Accordingly,

theI probl agedrding Ilyelf thei @bicagemmg@atbem& ﬁ]_iﬁ_]rslaﬁtﬁﬁnhﬁﬁm&h&vim&wf
real -tinme, capapylit e nygntion is
provi ded s g Q\RF S?IX? H@ewgg?p%ﬂﬁﬁ?%fw&ﬂ"g PUEE (?vﬁé &GS'OV TG an
obj ect i ssibe ipisgpossigle that gtdivadual coraicctama iytosdd b@cqrmnﬁe@commualheal nt er net

wi thout ggioBRNRE Qiﬂ&'ﬁoﬁ‘c&ﬁ& %X‘@% p RAELY son dRR! dr€nb ePto a@&k{sﬁ'ﬁhe FndTobi I €

unit dat abase server, I'0 server operating
plurality of te?‘iﬁh?&las“‘tl‘dnﬁP@)‘Bééénqbéﬁé%%?evé%e 36‘14@ t@?’&&‘ﬂ m‘RI°§6b°‘{l3h‘"é‘“pr esent
i nventi onbepmwbgleﬁomeﬁlbmcgr ifghmlh@qbst bﬁfor@ﬂﬁb} mhitahmﬁw,ﬁlgh risk trhe expense

oot pot S ngin B oSI Y GFQhER, | NOTSueRy sSRUBR istulenlf BlaniieP T

comuni capnosmlrg/ss:cmtyﬁbrahe mmabiab@ mecnt sctnyedno t(beserthc terminabetitkhoatn i f t he
user | oseg A5S0bn.t he other of nobile radio router or the ternminal due to
theft or msplacing. Further, another object of the present invention is to
provi de a vehicle -nmounted router that enables a plurality of termnals to

Z Fm"ﬂm't ﬁat € CONmpuhe ﬁﬁhht?né’“rﬁdb‘ﬂﬂ&wﬂglb@ﬁ ﬁﬁ@rhﬁtg:olhfhﬂnﬁ&ﬁbn 5 @éi'ns?fav@:lﬂr?@tmi Cat;i on.
Yo! e _present invention provides .a vehicle rqut.er at enabl es
a plurali P%ndrscrﬁ]&rﬁpchgng,wa g?ﬂ?esd"ls Cfll]ﬁlé'%(ggktgf« gollechom: ¥ out er to
carry out dibpd?cmmgmpsmaCamVa(aanga\ngmm 8 stams), GBS ¢glbbal pesititeing byseamts)

descri bedto Oe\ér?ernclllt?)%tv%rﬁ %Efﬂg rAdiY BViE R Rudl %Vﬂo%ﬁleaphones, business radio

devices, VICS (vehicle information communication system) and ETC (electronic toll
collection).

On the other hand, becoming available are radio communication systems that
allows a vehicle-mounted control-system data network for obtaining data sent by sensors

in the vehicle to detect the state of the (running) vehicle, such as CAN (controlled area



comuni cati on system conprising: at |east one radio server connected to a
network; not |ess than one radi o base station connected to the radio serve
.r, and a nobile radio router that contgols at |east not |ess than one
termnal and carries out communication with said radi o base station by
radi o transm ssion; wherein, when it is necessary for a termnal under
control of said nobile radio router to conmunicate with a term nal under
control of another nobile radio router or a host connected to the gl obal
net wor k, matetodd,Jocesmctito amrexteyna matywarkl by wsing atphgabl®phoitr ess of t he term nal
under control o 5a aﬂBlﬁi%{sfe?rgiooco‘hﬂwtgrdewIQﬁa BSRTPLproBUARS IRD al so
provides a conmunication system conprisin eas ne ra I 0 server
connect edIntesnet byasing aishomgangegadio @h@muowetmh@nvmtfagle asBlyetogth fepdmtect ed to
the radi Og,gRENRbetvidd] the SRR MdlaGsbrab PHbRe ddviet control s at |east not |ess
than one termmnal and carries out cormunl cation with said radi o base
station by radio transm ssion; wherein, when a term nal under control of
sai d nobi | e ractlt@wé\wﬂ,tae&oramlgaeateaSchwpesmesbrme@ammhkn i@ desipédwer net wor k

connected to net wo, and n s 1o co at h t erm nal
under con‘t‘siﬁd"I Etﬁ%(gfaﬁia? devigesy L Llsrnﬁﬁ‘?sﬁar?'g%‘t%ﬂ?m a&’“ﬁ%‘lﬁ“ ctgﬁﬁ%ci‘to«@‘et 0 the
net wor k, pldcilityss comsminicaiiomdévicesisadi that the usey musemhintastithdesdandiing he

term nal cohiicBI B8 Ae hAGOBLAD ASRRE ftirkEPodalPSh e sy ¢ database server
for use in a commun east one radi o server
connected to a Ab@mmnum@twnwﬂmmawhoa@@lu@m!b peesert aprablemrthtonnect ed t o
the radi ObRRHENAT gftwwarkryaatésﬁrﬁmtien Quyies nécegstar,cﬁhtd&ts% rédonltRASA not |ess

t han one term nal carries out .co ni catlg d. radi o, base
station bedREYEr 4aeaACHEL 18R POTRIS tefeR ?teemyﬁl ‘t“ RS el 8ty ver s
S provi de thé ﬁ)hstar-slixbi He]itlbllmhip duﬁn@ﬂF&bmﬁlﬁniﬂzaﬁc&b@&haﬁP@bmnI&Md e unit

informati t hat 0 ent b and/. or il e FQDN
of oard rEavEar SorfPBEFlshhERs aRapleuB R PR Sh i REd & pllaBa i or

addr ess oqiormaurdcattenm sieictly Bﬁtweqmrtbsmaster andditstslaye aafl shat applicatiens above he above
mobi | e unjy Iﬁ%g@lb&ﬁ%n Afsed dt?ﬁﬁé"th@ tﬂ]ﬁrdf'cﬂﬁﬁecgggﬁf thE Mtkmgl, of the rnobile

radi o router nmuni ¢ es W th host connect to a global network or a
term nal and erAEB’rﬁnPHWrBTOb?&ﬁ‘FthH@* bRSAwSER RosAbls t?‘éﬂh‘@f"‘“ﬁ‘?g“t%‘?’]ﬁeﬁal under

the contrgi inQfar LAN lhreahétdio@k)rsﬁuﬁQiCA@Bm&xti‘thﬂ‘dlﬁb%&blaﬁﬂxﬂ&ﬁfaly speci fi ed
r the.control o bile radio

by the host by t

rgut e(ra B nga‘t étx%t“?cﬁ?ﬁa‘a' ‘Qéﬂg&f elagwemngﬁu%grc?téqgﬁMersggl Oétega%ggﬁﬁum cating
party i S welhachigle dod pf eaymoticativa reniltingsrom dieq seafpertatde poots.ng to nobi | e
uni t i nformat i op,&l; tl?edca'sgiaf%%nwﬂhl EWM@’E?‘B]&%&'&‘ frﬂ@?ﬁem@e
present invention also inc uni t abase server,
when a t ebyisieg pertablsrteleppneoit ls(ﬁecmermes:aﬂ for capnestion, #nd thetsmInMF 8%t es wi t h

t]he hotSF1 G&Iﬂ)lbel@]fcﬁ bgt 1PhBasgd @&aintuﬂiam\twslﬁn@h tmlstet%smmlrewmt@rmhtg@t cont rol
of anot her ile radio rou ete n co on party
of anather, MRblL o Lol e Lormnal ac sarl compun el hoot or
t he ter m cal commisricatowith tie laferma at dreertime Iso that thediroblemieixists aftiinakilityl P
address _Ofor ISR Rrmmtis I8 Hmfif {yvs'ate%Hopﬁérta{meﬂaﬁw%ﬁéent i nventi on
al so incl Udes TR e ove nobi un| Jat abase oe en said nobile
radi o routesorilinglyethe problem e eygtmgﬁomn@ltaélpnﬁmm& hastbers thedankeaft ed t o
this nobi & fiddcspabiy.€r. the nmobile unit database server that is the home
of said termnal pro i des to said nobile radio router the address

i nformation necessary for said nobile radio router to issue the I P address
to said termnal. The pr eSSUMMA\lm()'FUI\HEIIMENTIONes in the above nobile

unit dat abase serv e ter the control. of the nobile
radi o router coﬂ%ﬁrﬁeﬁm & CW(P‘HS ali:h ﬂ?@é’t vt?gnoﬁrel& etfk%“’“{‘ﬂg‘f%’"b‘%‘gt‘ net wor k or
the term dalcribmbté:ove,twd@onbjcot! is 6f pravmige haetwarkithas enatdésdo counest fo thée | P

addr ess OntérP@t&' gﬁégﬁﬁoé O?gﬁ% r&@i&'ﬂﬂgﬂ%&rﬁéig ﬁita‘"’%ﬁﬁﬂéﬂ hl host or

said termna cont o router IS notified,
is the IPd%tdthsét%@'V@ﬁ and a ppdionsgryer ézneta&maaovmc‘rlbaﬂowﬁ@ plyrality of tesminaliipch i s

i ssued by @@égt éresg,g@l fupouter to said termnal under the control

t her eof’ o the ddr essS sy stem of .1 he etwor h \i\_;hlch aid radi o server
that is present °c ﬁﬁ&??@d"‘f%‘“@‘épt?"t Fﬁ1° mganesherd thatrena EF&%@HPC‘? nvention
al so provides a nobile radio router for use in a comuni cation system
conprising: at |least one radio server connected to a network; not |ess than
one radi o base station connected to the radio server; and a nobile radio
router that controls at |east not |less than one termnal and carries out
comuni cation with said radi o base station by radio transm ssion; wherein
the nobile radio router is provided with




6 a term nal managi ng dat abase that stores the I P addresses of the term nal
assigned by the nobile unit database server by associating the |IP address
.of said terminal with an identifier ofgsaid termnal. The present invention
al so includes in the above nobile radio router, wherein the I P address of
said termnal is issued based on address information obtained fromt he
home nobile unit database server of said termnal. The present invention
al so includes in the above nobile radio router , wherein authentication of
sai d t er nhaakpénse cdated tetho use dficopuamidationlinesivheneisingraeplurality af tenginads: abase.
The presept LavaRichRh. @l so includes in the above nobile radio router, in
the case that communication is carried out between a term nal under the
control of sai cAlseiihe presentiinyention providesa somppicatinnwsiemthatengdlgs opal

net wor k Ogecrifiy®é Bt RidintaRétEéven AMNthé B8er MseSOMY brahe BIhRE bEmOBIRIradib @otiteror t he
routing of thé IP ack S caglrj ed out according to said I P address. The

present i Wgdsmingld ‘f@ot #ft sumRac8 ount i ng met hod used in a communi cati on
system that i ncFudrs aabthheagécteﬁmerpaeheﬁt ine¢ntien mmﬂ@ﬁﬂeﬁlvélﬁcla-mtrw k; not

Iessthanoelrbqi bsas ritﬁ' ncon ectedu ct %radc':éﬁ ST and a
mobi | e r aPuET! Fg? lesyplurality; by 19, commynicate coneurzentiy Without, | "o i es
out commhlcmasmg)thcwotstﬂoa;hoﬁ]‘:onMrmabase station by radi o transm ssion,

wherein in the gﬁaemt ??ctsetﬁ uwettgat Emaagawatlgignedlﬁwarreuepnﬁ?eﬁa%sfao sai d

nobil e radi o route I scount e ees conmuni cation |lines are

i npl enent BYYr Wﬁm@ﬂwqﬂneommtﬁéthedphlslar'aoer&%&tedo faryPHdifs. The

present i gyfibhi€ftionlasfoni MidmidRes.n the above nethod, wherein the fee for
usi ng comruni cation lines is based on inposing a pre-determ' ned anmount of
charge for a pre-determned tinme period. The present invention also

i ncl udes in theTahdhiererthd digebts idseribedabokienhe presqt invéatiar providds £har ge i s A$

dth nb f *n) $
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esent Irnve fovi des a
mobi | e unless thamagé radiograse statiorcemnadted wgths raslis server; ande uxobdwadio r@cmput i ng

tasks in g.CQmoN aQ‘?éak%t ?ééﬂlﬁmoﬁé’m?ﬁﬁrﬁl ﬂgica?ﬁeslcﬁl@&gmﬁﬁﬁicitﬁﬂ' Wit §iy er
connected to a network [ ess than on, a La | 0 base statl on conpnected to

t he radi ofadiorRass stag%b)éraﬁ@drqr@nqsalgpowpgﬁpew I IS REGRYSRRY| fer ajfe t not |ess
than one tgdeircorttol @afshid mobilemdisubues roconma hicate with ditetraindl urkidi conras e

station using.radi nsm n r control of
sai d nobi ?f ngéhgirgto%g oroumrrﬁn?(t%%‘ctt cgnnecpehl KWH' lsbatégﬁtnwggl?ega{%gsea gl obal
net wor k oresalutien mendtled,msing the dRaddressaff the texmipalhmdenesintriobofrsaifi mobilsut er , t he
program i petpdas .t he steps of the termnal under the control of the m)bl |l e
radio router, as a comruni catiqn party specified by the host or by the
terminal under LRePEEsFR nyentign alspoprarides,y spmsunigation sysgmePmprigiagedt i ng a

L adi o se][ 1ee§ht on® radid Qé?vérgﬁnﬁéﬂéﬂ taalneasom;an& 1@s@mmreaam@b?wdtmm S gonngct ed
y way O t he e 1 0 rout USIn or thﬂ at abase
Dt vont sTecERE eSS subarifa rrgpteR Dl Fentis e oI opi 1o
radi o r outhan oas ssyminal &l cartids qugl emmxnhmeamn WiDb4id cadid Base ddties by sadif

term nal S ira ittt WhdrE vmenl ! Gemtifill o cBRHRr Ol Bl FRfo Ffd nal as sai d

COHﬂUﬂIC&tIOﬂ parf radi o server connecte this terminal to

notify sarfépqufrom Saidonf mwort!mgéﬁotbﬁreneéwth@nnwedatﬁé@ﬁéh%B?tweﬂ% adi o
route [ abasd néeglg td &nﬂﬂﬁtg@a‘ie with att&ﬂnﬁzﬁ hfilidt@on el cg‘%hﬂth@pﬂﬁbiw 1adibireftenar E y. A
conput er -r eadabl e recqrdi.n avi ng, recorde . executing
conput i ng®t 2B cpppegted e&‘&?r o‘?ﬁ@ "é‘SPrbsr‘?"églﬁg ‘gg altnzlgéﬁd’f?ﬁ%ofadl 0
server cotheaedndnali 0 a network; not Iess t han one radi o base station
connected to the radio server; and a nobile radio router that controls at

| east not | ess than one term nal and carries out conmuni cati on WI th said
radi o base st at Thaptsyent érdicotion asspriogislena mohtienw! databdse servertfer wierdmk under
contr ol OEoﬂﬂﬁﬁni@ﬂmnl tEﬁHCyo gea{t l@a@%ﬂé’]’a&x@ @ﬁc%&rﬂe@teﬁ'%i n&@BREGLEd 1O a

gl obal network erm na er control anot her e radi’o router,
t he progkﬁﬁﬂfﬁahépﬁﬂ’é@ base setlerpgorwctpﬁé) thérr%ﬁllmffrverna@daméﬂf‘c@ﬁtqr@webf t he

tmf,b' Ite r ?ﬂialﬂcdlﬁiﬂd&ﬂti}%a@ﬁn@ 1§setl’|murufne@érhﬁm1 H@déa)én@s&ﬂﬁ 'cfamﬁﬁni&}ittldd"ﬁttﬁgﬁ? 0{ by
e termn under coptrol of  anot het i radi.o router etecting a
radi o sert’i’gﬂ ?@e\ﬁmle‘hgt' 1q EpRFHssion, ¥ r&f‘tf?‘gﬁ}ﬂll?ﬁhw&'gf“i“ﬁwsﬁé‘?rt’?l?s connect ed
by way of the nobile radio router by using a managi ng information database
that contains identifiers and/or FQDN and/or nobile FQDN of said nobile
radi o router associated with identifiers, FQN, or |IP addresses of the
termnals, and stored as nobile unit information; and the termnal as said
comuni cation party allowi ng the radio server connected to this termnal to
notify said host or term nal under the control of another nobile radio

rout er about the IP address of the term naI as sal d cormunl catl on party.

T - o o o




8 stores the identifiers of said terminal, and assigning |IP addresses to
said term nal based on address infornmation obtained fromthe hone nobile
.unit database server of said termnal.gThe present invention also provides
a conput er-readabl e recordi ng nedi um contai ning a radi o conmuni cati on
program for executing conmputing tasks in a comrunication system conpri sing:
at | east one radio server connected to a network; not |ess than one radio
base station connected to the radio server; and a nobile radio router
control li prgvmlbd withatmotike uinit sifotnivdion alambaserstoring mobile anit iinformvdtien thate

regl S”atésg&ile idd ?sr(;%rf[er Ic@ﬁ‘lg%r?cﬁ&?%:g{;ﬂesﬁbﬂﬁo?r Qr?dbﬂ%??c{m}o% onnect ed

to said arri e I’ executes the steps

of : carrywﬁgﬂdeelmﬁFﬁemﬂlOchNaMQe? asldrqsnpf)qrarﬁatemmal n the terninal

nmanagi ng dat abapg ﬁr@&ht ﬁr@@x’itﬁiﬁ aﬁ&&ﬁnélﬁ'&é@tﬂ {HeSbavOmobild ¢hif ®fidPafdervéind
assigning | P addresses to said termnal based on address infor mati on

obt ai ned Vheh? temaingbynderemtiol of the mabie M@%P%muarca@aw 2dIoft nal .

Accor di ngcdrﬂeétb@tqodf g!&BzﬂTneMBtE of b wrmnﬁersﬁm&&ohtrom”f&hbmst in6bifd radio@iitet, he
radi o ser er to gro router and the termnal are

connect ed! B}Crﬂ’érf Bn ﬁ*rPoﬁqnéfOB?ﬁ‘ Ugradio ToUter, @5 3 LOMMUPICAUGBRATYE |ini ¢
managi ng spetifivdby therscorrtiytthe erminat undentgicogtrolefiansther hebilelrydiofrded ,ng an

a0 adbd o s SOUMUA 21 rRfhal BV orkudiBife bl oLl

external | gﬁg Nt cat I nal's e processed

t oget her wsy gmbupradrq touter ageariding te mobieunibinéysmatien stpreddn thaimaebile

accordi nguﬁlpm}&ﬁla@(;rp&ﬁmasé nvention, because a nobile unit database server
is provided in a radi o comruni cation_systemin whjch a'aé) zgﬁsllty of

networ ks are cohifcReessat inyentid alsodpelpdesdn fisrabove MR- YHLAAtaISC IS | i ti es
are notI | whtd £ tbriajhaburgieatortell aﬂﬂheg]c%ﬂuraﬂri]@fﬁutethMuQMkatﬁc hexst OIand a
termnal to cq ni ca |rec t he sent entj on_pr.ovi des an
cconom ¢ SREELEnE Rlepal el ok 48 @Rpintl Poff GE R AL SRRBAIRE, | on”) Thes
can be di sdipuotted thhmnmabdsmaal dommuwfication ;rm;aalk)\warthe colmsarveadonnectedobi | e
adt o v Ok (R85 ho fh 1RANT BhL Il uucPbi) b nfierhdbE rdcho | educed.

Further, the present_inveéntion provi e nounted router for use in
a conununt%léﬂrrabwtslysl?éﬁﬁhé@ﬁﬁfrth%Feﬁ'@mahfls ﬂawarﬂaﬂipéﬂléerver connected to

a networKk; not h@esireﬁéﬂaﬂw@mmram iAclR@&an SHealbo P moBild @i @&flabale §dier/ adi O

; d t t | h
Cor m nal TBF nmaRTAERguET Shies 8 1F aieruh el e el Soneied 670 onal s
wher ei n t thés ruetileahdio mawuer et mahile anit |d8tapasre\sed/edthm kmaahcammﬁsmdaemmml devi ce
for routi {d'é’s RAG! &81:&%%%&3‘8?@% Jh@ mfé&ﬂ&ﬁ EJSQJ { cf‘]% ?u
un a er of anot her

vehi cl e- ed router an ermn
vehi cl e- nt%imféﬂter Huisaye thﬁl%mesatmdtwai he | P packet s are transmtted

according to thepd ﬁ%ﬁrnnﬁrveﬂrdhta@mhclmmmaae@v@ﬁeen&amgda&aadwre&s

informatio soci at ack and the communi catjon devices
e ot LR Rehe et g the,ConkoL6F B FSSHS OBt oulen CuRPRBRAEs DDA | 1« b
above vehhaest eermeotet eelthe@ldbat netwbﬂf @ the a:mi eAshdanke ¢omtrol odnother mobile
control -s {8 f Lpyention
o YBEORLIPLLR: AL MRS BRRBEAM B ) S i

conmuni cahésbar mreeemabardbomcpheolmamthg rucbblbamﬂaetreutercis ooiifiedgistthe h | P
addr ess agqireilGfler &iﬁag‘@ax{sﬁiéﬁ fAGth tl%rIPta'E'lﬁreQQ %&hléH is i3Ged l%f Sid'Rbbide control

of another nobile radlio router or prese I nvention al so
enabl es t Futef o said terminghunder ﬂweerrolttaerseﬁ trs@e IP ad%reﬁférrrrmqﬁ theisivakst em
conpri si ng vakich 6468 fadierverdh iSgreseatly cofticcle@3s sdidd @fmakbel@ts0 base station
connected to the radio server, and a vehicle-nounted router that controls
at least not |ess than one term nal and carries out comrunication with said
radi o base st at Thmpresdint gnvestibinlsa providess mobile ridie rpntesfontusé imaent i on provi des

o 2L U1 ol (Sl e AL She' R Sirver Qe o HERBAS Bt O

devi ces transm
less than one radio base statlon connected to the radio server; and a mobile radio router

that controls at least not less tha n one terminal and carries out communication with said

radio base station by radio transmission; wherein the mobile radio router is provided with



The present invention also provides an agent server for use in a

communi cati on system conprising: at |east one radi o server connected to a
.network; not |ess than one radi o base gtation connected to the radio
server, a vehicle-nounted router according to clains 19 to 23 controlling
at least not |ess than one term nal and connected to said radi o base
station by radio transm ssion; and the agent server connected to the

net work wherein the agent server is provided with: an authentication

i nf or mat | oterminabipanagingdatabgsethat steres thed B addresses obihe terminat assigoad byther mat i on
for authe addr ess

i nformati @ﬁbﬂd’%t“ﬂ’éﬁf#ﬁ kggkgeéé‘ﬁ%eelpﬁgﬁéﬁtﬁﬁg tt@‘%ﬁﬁch‘é{hﬁigunt ed router;
and cont rigentifisy pEwadd ©gpingler f or mi ng an aut henti cati on process by recei ving

cgl ent . i nf or mat TliH"prEﬁlht irﬁ@rmd'nfa}l%d”iﬁclﬁdé& nsqrgrheaw Mobild :iaﬁiatroaraﬁi wremustl e
identifier ss inf, rmatr n.for enti eve| re sent
fromthe W&?ﬁ?ﬁ‘ﬁf‘ss&f Jergpn éﬁ‘?f“ﬁ%h Bgnﬁéﬂﬁ?g%’ﬂ gbt%l‘ﬁ\f,)\‘/p% Bcessi ng
t he recei hane mbbiainid dhftzcbramasdrmwmidminiml e identifi er address i nf ormati on

according to t cI| . aut hentj cati .1 nf.o

identifier add?@%e pre E%“Xg t|l°glnathj’(§’o %ha?ér%e%ﬂ}e emgglt]%gg‘rorrga }/Qﬂ, r'rf ormati on
dat abase. aﬂhmtipatmmftsaiﬂn«mmalmaaﬁ@mdt hgsm@mg said terpinabamagingent server, a
feature tﬁg; basfle agent server is provided with information processing

devi ces that receive control-system 10 data to show the status of the

vehi cl e sent frBef prEEent Wﬁmmr s9yinclpdesdn thegbgve, mabilq radiegawiebdn he s, and
process t {hgi éonaRuni@tiof Waridd ot etwaith da&mﬁm dnddreRe élﬁ‘i%l 8t Ridmbbilenf or mat i on

contents. The prese i nventi o al s S a con at i t hod by

Ry R A e R R e R R

connect edariothex niubilesadio ronedr, the ssutinigan thenkP paakiit ds dande] auit at¢ovding onsuddt ed t o

t he radroPsed'ye%E a nobile radio router controlling at | east not |ess than
| a' d

one term hal, and a vehicle-nounted router that controls not |ess than one

termnal and carries out comunication with said radio base station by

radio transm ssj re%@ﬁﬁhﬁhontzﬁ% M@b‘ildésl ﬁcHﬁHﬁfg‘?ﬁktﬁ&Jﬁs%HM§ nmounted in a
vehicle: a term nal under of the vehicl e-mounted router and a host

on a gl obSAMARRIGHIOR syiten t@ﬂéﬁlﬁﬁl&ﬁﬁ?ﬂ&?ﬂ ORYRAAISSRYEr GPnnseted ie f Repvork;
vehi cl e- nhatriéss than@ine eadic basesndtivatoenéctdd teahﬂkadiofbervca,mndradncﬂﬂletrﬂdld) P

P oo ¢t d BB AR b sl QRIS aRE FacHEDSI A RibucBb iy saig

conmuni catl on at a erm na
vehi cl e- ntadio teade stomreby raﬂimetrammimiohcmhfrrgm lm&tcacassthgmelumdlecbfftcmalme | P
packet s rae%b Sl et @alafﬁrcg, o sdio %t&h@s&hﬁgalusfﬁt%‘%rtjéhﬁé chidfnhafidal under

t he control anot er ve - rmun‘t ed router er e conmmuni cation
is carri ehrwaare mw&rrdtme@@rwme nyAPEr of 13t ¢omAegied tegninaly; g

vehi ﬁl e- rmld_nt ledrricoprEwm aivdntionl adsd“iﬁsltlded)m thé1ebdvemiBthad, whefba thefiee fopnt r ol of
anot her veni cl e-nmounted ,r out (X0]§ [ ent nventi a
e L TBRLBH 02 S A RRCHE) HRAME BTl DY ERATH 82, 1 v

under conpreedetasmineddimegreriotle- nount ed router and a host connected to a
gl obal net work 9he fredds HvBRlortkFRIGARLA Ble %v@r}@maarwx@r@in%ek oyt ed
router operate according.to I nternet praotoco ets are
t ransmi t t Be-determined changs is Ak andhthe mymberpidermipals ity an ampenf %ebagagrﬁg to IP
addresseslebgaﬂm@eﬂ*ﬂ)gglﬁ,ermaghmﬂgtelrmggmdd)l of the vehicle-nmounted router,
and the host connected to t he gl obal network or the term nal under control
of anot her vehicle-nounted router. Therefore, the network can be connected

to the InternetTheé pﬂesnmt ingentitg dlsor progides Hmobidd ﬁWSnagh@ﬁogﬁﬁiﬁdnf@lmg)
pr00ess o CBhtibPERHiG of SRR Bk A S i HicaPBE S ol L ERE!

i nvention SO en Ve Securi ni ca nvorvi ng t he
vehi cl e- nowgadi seoigt egnnepied s networki ot Ieesathamnn gfadrrsmse@tatmmeonnected
vehi cl e- Rt ?aflhd LN &! aridsa Me6iRta8i rbﬁ\EP{hHPédn%lssaft RaGhok ﬂ:s§ fandHé henti cation -

i nformati on dat abase, pr esent i nventi on enables a w de- rangl ng services
to be of f kfpima eldtqaenqwer cqmByRieAtioq Wiesai fagiohase station ysingradie car

I n:‘j or rrflt i ﬁﬁhsﬁﬁfﬁcﬂiﬂwfﬁ?ﬁ “nrefﬂ@aérﬂﬁmbﬁnweemtmgm saxdélﬁob‘il@?ddi&}ou&itfﬁ tem ﬁat ?

i ndi cating vari.,ous s s of av n a term in the vehicle
W the viamaruCHEnRBa e oufecliilionsonl Buudlin 4 RamranindgEepniol S
control-systeminformation, it is therefore possible to transmt contents
that report the current status of the vehicle fromthe control-system

out put apparatus to the termnal of the driving user or to a term nal of
the user located within a given distance fromthe vehicle. BRI EF
DESCRI PTI ON OF THE DRAWNGS In the followi ng, preferred enbodi nents of the
present invention will be explained with reference to the drawings, in
mhrch roe eIenents bear fl oe reference nunerals and mherern Figure lis

. Y o o e




Figure 3 is a diagramto show an exanple of a nobile unit information
stored in nobile unit informati on database; Figure 4 is a schematic bl ock
.diagramto show the construction of raglio server in Figure 1; Figure 5 is a
di agram to show an exanpl e of managing information stored in the nobile
unit managi ng database; Figure 6 is a schematic bl ock diagramto show t he
structure of the nobile radio router in Figure 1; Figure 7 is a diagramto
show an exanple of termnal registration information stored in the nobile
uni t managiotiger dwbid eslin robiegthe pdgran mcludesvuhb ateps dhH rthesepinmialumigr thee pr ocess
of regi st ' LGation. Ei .S Lhing the
process O%&gﬂgg%gg%ggﬁagﬁ lJ(())ir%{;}r’lil:s: %ﬂﬁﬁ%l‘%@log p%*géﬁ({%gc? b&@ﬁ“@% fgllhpni ng the
process othe tesminal peder $he qoptrobiefranothenmobily radig rowien, detesting girgdie seryar tps a

f1 owchar tyfeh tRXeHAihA) a8 Saill REmRIuAKEEch Prtydsl b fetel BF Waylof e hesilegadiof or FQDN
in term nal when sending data fromthe host to t,heiiegrm nal ; Flgaﬁre 12 is a

f I owchar t FORiSF by sing aAmangeing infprmation datghasedhatsentaing ideptiiers andfat EOPNom t he

host to t4fR)/drehdbile HYDINio8sHi® mbBilé fadid roueh agsbeihied wathde&itiieRIFQDN, BF ocessi ng

o oo - bR B bk} PRl Bl a1 Gl ST "
mobi | e uncdmrdadiedtion page all@ving Hegradie sérver sormeeted eorthis ternihalaé notifygwaiin t o show
t he struc r ac ' ' i rout er
nthe 104 Gl ide g o0fr S RMING IR RUS Hlr LB MR, [P

t he vehi ctheterminal agisaidbeqramunicatipnrarty6 i s a schematic bl ock di agram for

expl ai ning the radi o conmuni cation group; Figure 17 is a diagramfor

expl ai ni ng an ex control systemdata; Figure 18._.is a schematic

bl ock di agr am A SShpmer readae (RpieE Bram YBRreEtaddrogiem§fre 19 is a
f | owchar t exegtitirxqoirputing) Ghsksiaradiomiun@datio M SystentlcEmSrisinp af least o ralist em
Figure 20_is a flo Qart {“gr ex hasg ian a .cas %ft e ter 'eg I 1.0 o
communi catEVSFePHSEIRS 6 aapiwer Bl j<5s Hafpg raso base tafg semisPted 13 ecy i i ni ng
a case of radiensstver;apdrnanohilke radio rauterghatcbstrols at least not less than one terminal

and carries out communication with said radio base station by radio transmission;

wherein, when a terminal under control of the mobile radio router communicates with a

host connected to a global network or a terminal under control of another mobile radio

router, the program includes the steps of: the terminal under the control of the mobile

radio router, as a communication party specified by the host or by the terminal under the

control of another mobile radio router, detecting a radio server to which the terminal as

said communication party is connected by way of the mobile radio router by using a

managing information database that contains identifiers and/or FQDN and/or mobile

FQDN of said mobile radio router associated with identifiers, FQDN, or IP addresses of

the terminals, and stored as mobile unit information; and the terminal as said

communication party allowing the radio server connected to this terminal to notify said

host or terminal under the control of another mobile radio router about the IP address of

the terminal as said communication party.

The present invention also provides a radio communication program containing
steps for execution of computing tasks in a communication system comprising: at least
one radio server connected to a network; not less than one radio base station connected
to the radio server; and a mobile radio router controlling at least not less than one
terminal; wherein, when the registration and authentication process of said terminal that
is connected to said mobile radio router is carried out, a computer executes the steps of:
carrying out authentication based on information in the terminal managing database that



Wi th increased security; Figure 22 is a diagramfor explaining an
application of the radio comrunication system Figure 23 is a diagramfor
_expl ai ni ng anot her application of the gadi o conmunicati on system Figure 24
is a diagramfor explaining still another application of the radio
conmmuni cation system Figure 25 is a diagramfor explaining further
application of the radio comrunication system and Figure 26 is a diagram
for explaining still further application of the radi o conmuni cati on system
DETAI LED SescCticHdtrtifieSrof 5hil térRbal; RRE Bs GG \ddicSsdsrto tsaid térofinabbased, a

conmmuni capy 9&&@%%@@%%&%%&% 133 the %%ﬁ{eﬁﬁgv(ﬁ{abaﬁae SBRRE bfsajqdi 0 router

in an enbodi nen e present 1 nvention e explained wmth reference
to the drtemnings. Figure 1 is a schematic block diagramto show the
structure of the radio conmunication system In this diagram a network A
network B and network C,are_ connected to the gl O?&J network 2...The networks

A, B may be conhBGPESFnh{nvERtionAlsa pravidesheompierspsadabls repordingpedivia o ¢ hey

gﬁé ?S coostftsihiag adhdieebmmaamqhograhﬁfod 045 e:ékclnﬁxigecfcﬁmmn' g?]uma;laAM rel alt e; to
omaj n_nane syst server relates to a t. A nuner

ol at oo ¢ EOMPOREHOE RS PRt A PPt gaEh SRt B0 B g nePHTEP o wor i

2 is the lestthamene rafdiorbasx statidreconAbqibditrethe detio spredri andsa rpbik nadioabatet o

e C(ﬁﬁ{g')llﬁféaamaﬁ’no?ﬁts %oﬁ% %%%W?{@,%@X%%ﬁg&%ﬁé& ed by an

intranet w thin®an assoclation, or a nétwo ) nging to an Internet
servi ce pawhentisationprecesn af saithtiermimal thrSBCermiegted te said mobile gdioientst onnect ed
to the gl ghatd b@t H‘@ér%i/&tﬁer dxREUEs hE'spS oB%&%Eg 60 HiAfenBchtion baseaH network 2

t hrough a, firewal | , and radi o server i s cannegted tq gl obal network
2 t hr oughinformapigmn ¢ e%mﬂaaﬁl% aRbasIBAL stares gwﬁan%msoéﬁwie ble IP
aﬂdr esz tand ztseigﬂmbill’eddraskbi Qtorsaidgeﬂmﬁﬂ' basaiam fldests inforntatiop bbtained g*om’re Wi t hh
the radi o,server | and at.t time associ ates and stores the
oo | o0y SlR o pdHe g ﬁag’?séﬁ?”ﬁtﬁ\?“flﬁ'ﬁﬁ%‘r‘@' Qual i fied Domain Nane), a
nobile FQDN to the assigned IP address. In addition, the |IP address
assigned to the ' aohid r; ' on fromthe
i dentifier of tﬁgﬁ’gﬁ’%ﬁgﬁ?ﬁ%ﬁg‘rﬂ%ﬁ% ﬁ’otf&%%s?tlth%aﬁgg}ofﬁehdr%?g’qraglht er and the
home m ob&&Verip which the mobile edinaoutst andiths teraingl Age c qnpegled by pyinga mebile an | P

addr ess t pgin@taba86 sériv & Ravigth thébiRAMitEEha gidam}afketaaHgtahﬁ)Hnemh Adhagiig a NAT
Itselft.. re
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terminal externally, a plurality of communication term inals can be processed together as
one group without having to use telephone lines.

Also, according to the present invention, because a mobile unit database server
is provided in a radio communication system in which a plurality of networks are
connected to the global network, communication capabilities are not limited by signal
relaying equipment, thus enabling a host and a terminal to communicate directly.

Also, the present invention provides an economic advantage that, because the
fee for using the communication lines can be discounted when a plurality of terminals are
connected to a mobile radio router, the cost of contracting for a plurality of lines is
reduced.

Further, the present invention provides a vehicle-mounted router for use in a
communication system comprising: at least one radio server connected to a network; not
less than one radio base station connected to the radio server; and a mobile radio router
controlling at least not less than one terminal for communicating with the radio base
station using radio signals; wherein the vehicle-mounted router is provided with a

communication device for routing IP packets between a terminal under control of the



on needs (for exanple, radio servers RSAl - RSAn, radi o servers RSB1~RSBn)
Desi gnati ons BSAl --BSA3, BSB relate to radi o base stations connected to the
.radi o servers RSA, RSB, and one or a pburality of radio base stations my
be connected to a ach radio server. In this exanple, three units of radio
base stations BSAl, BSA2, BSA3 are connected to the radio server RSA while
for radio server RSB, one radio base station BSB is shown. Firewall FWA is
provided in network A and firewall FWB is provided in network B.

Desi gnat i wehickpmuntedgowter angl ahasher & terminal yndsyeeiiegl phanetheor k A, and

desi gnat | %hlﬁgl%uhéldq{)ﬁﬁr n%ueh mTaiﬁ‘d’tYl?erI o tfaﬂsrﬂﬁfe&@&&r&n% {b reference

nuneral 5 relates to a radio co nication group that connects To a radio
server Rste(latermet pyoge) anghipuisd agcordingdo pedressdniormatipnpsgociated witsthedP r adi o
signals, phdketsSadihb chmimdicatididivices hredhfalleddh Bie vefiiclehat communi cates with
t he rad| 0 base station BSA (or BSB) by radio signals, and termnals 51--Sn
connected to the nobile radio router Sa. Al so, m)blle radi o router Sa
connects to at Adsasthepnessentrinvantion ireiudcs il the bboweadhmleah@rméc‘srout%o,r this radio
communi ca t licable.

Bl uet oot hhhg%(ianr Xsh%ﬁ 8,§e31 Vﬂ%‘?cﬁlt%‘? Erﬁl"?g&mhgﬁ e‘; "t/goﬁ{l?@pap%as"ésd on 2.4
GHz band. In thiThe pr&s@nt mwtsnmrndscsmmdessn tmwoaewnbdpmuntcdtrmtembl le radio
rout er Sawh'ei%&rﬁme%mhﬁﬂfcaua{weme gea‘f ﬁmefr&nm lpackEBRYacB6rdiitBGRYPd by wire

to the nobile radio rout er and tan one ?g[hetermnals

and the nBerEs %S%EE?QS“Pé'Eﬁ'éFmSQJQfﬂV‘ wtﬂb\bgéﬁmmlan%ﬁﬁw @&gimber The nobil e
radi o r oukRbilSaditADuler 6r fle®osid 1 dentifiers for those termnals that are
table to | | f. A t I d it tr.Qql t h
capabi 11ty to adbR B ENEnFLER viablee 1 EhTepoles fraisda BT B Bonnect ed
to i tsel tommukieatpontdystemi comppisinglal kasitoat eadid\searocr, hdtdesslivinl ameiradio baseout er  Sa
LTS i DLANAPLMCRRd 83l SEULA P bUlRle houh BB BOAF AR o RAUS!

and curren Istratron s oSe connected

itself, t eﬂtrﬂp-ﬁdhaﬂ eneriemminalragd garics Pt qomnpunigatior Bithsaid Tadio bassi stationadi o

router Saughégdﬁggirg%ngsfog own identifier and an IP addr ess assigned by the
radi o server. addi tion, the nDblle radi Q router stores the
identifier, t he[}pquenct HAYERHiR PravIepfeature i t T’%V‘F iclt-ghorpisdarutth sel f as
wel | as tkhattlﬁcﬂddmmimlaus&\gdsusdrahmbﬁlyﬂa@m(emer ver to which the nobile
radio router Sa itself is presently connected. The nobile radio router Sa
performs routing of I P packets according to the I P addresses, and sends the
| P packets to tHb¢ preden tinveatioroalsa providesiam agent sasyenthewsedn a equeRinichiion

[ egi St at kaferh SorAifing? Yt Rad 8nTAA s ibnh il HRIRRYERANoHSS il deed Lo

connect, e request deni.ed thereby assuring securli conmuni cati on

bet ween t ﬁéh‘?rB‘t?F IS@“P%H‘P’BICF‘GEH%F‘C&HHO ts?féf""t & MRRiflg rrgounted F?i“FF& IaSCOSdIEg togn

r epr esent cneﬁ§mlz3mmumﬁg st lea naDéss thiat cﬁi&\/tbrmb iasldind @bhifudtedde viia eadidavi ng

conputing, ¢ arable co sition

sensors ( S??ﬂﬁ)ﬂ b\’/’é?‘?i%hgnsnﬁ?sé rh'&{‘d g% 48E&P rﬁeﬁ’gf gorme ngkl?rﬁ’tc nce)twcFﬁat can be

transmi t t adhetelir haggentBervet ispraddesiivith: ag avthenigaatios arferoration Hatabast |having or a

vehicle, dalR GRESShind Qutﬂghf&%tl&fﬁ:f gmmﬂ,r Qﬁﬁénﬂfch cé&r@&thb% Qnpehol d
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dat abase server NMDBSA exists in network A, and the nobile unit database
server MDBEBOEEi sts in network B. A plurality of nobile unit database

servers NMDBSA (mﬁkemehaorpm@cywmes fih thle dbevd égénWeH"drrh ﬁaﬁh: fetther k. The
nobi l e unit dat abase se ver, NDF) l%ESJd%ntlflgl’S and F ?s of
agent server 1s prov1 ed with orma lon processing devices that receive con rol-syste




15 radi o server RSA, radio base stations BSAl-BSA3 under its control. Al so,
it menages identifiers, FQN, nobile FQDN, and |IP address of nobile radio
.router Sa for which it serves as a hongyserver, , as well as identifiers,
FQDN and | P addresses of termnals 51, 52, ... Sn. The nobile unit database
server NMDBSA as the hone nobile unit database server for the nobile radio
server Sa sends to this nobile radio router Sa the authentification
information for termnals 51, 52, ... , Sn connected to the nobile router
Sa, and ndatawy shoslidic stusiaf e vehidosent romitssiermigaliyewdPofadidr ess according to

t he requi d that

t he nobi | g&lﬁ?ﬁgﬁ{eaba‘gg’agg@&g %&@B%gfggﬂcw‘%oﬁg ogg#éér{l: S%ggﬁ’ ﬂtcggeﬂgéét hose of
t he nobi | eardsformatigngonisatsser ver MDBSA. Next, the structure of the nobile
unit dat abase server NDBSA i n Figure 1 will be explained in detail with
reference to the draw ngs. gure 2 js a schematic bl ock diagramto show
the structure ofh§ WQS%B}VPQHWQO RIavidena eorappnigationpethod by @i 2 e 1. In this
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conmuni cafsde tma;bnnselonawheremomeeteblcletm@m@bmter usenourmd mwelet@ﬂqmnal s, and
FQDN are ﬁ:%ﬁfhﬁ] ﬁ{cﬁﬂcénﬁroﬁféﬂfte%ﬁi@l’é-m@tﬂﬂecﬁ{oﬁtd?raﬁd b RE5InS] ngzﬂﬂ@tw%trﬁbﬁg The

nmobil e unit | nforpation t abase 63 stores . as infornation related to nobile
radio r outeé'PJ“S]a““qebFO‘ESPé ther yghiclgapeyntsdiouter gompupicate Wit fachgther e radi o
rout er Saaccefding ldl:?prditb@cﬁlﬂﬂid, asmecesdary, IR pekewlaid @nE@ﬂ frdtathel s obt ai ned by

of "t he bR it ipup o ederbital Sha el of RRL R AR T ons

under t heraiers the komfnunicetionoditd is genctated fout the IBpackats redeimed from sdigbost 3.
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t he |dent|8 %éﬂ?gét%%ﬁﬁhét ent ﬁrﬁﬁrﬁ'&: tog?%étf(aa e nli% addr esses
assi gned Wtftrh@drfbtrpb:ecqra@mcatmtlwareeﬂ o DevesH thme@mm wder thewontald by t he
nobi | e unbfsastﬁtet;mﬁma%a%ut%%aldmm thStebfiRal@ider ileRbholWihhotflat abase
server. Su h.informgtion is stored as nobile unit information, and, when
there areV lﬂﬁm?é‘f]ngfm‘t':t%‘rmm cat ion groups, information on respective
nobile radio routers and termnals under their control are also stored. The

identifiers rel g E@q}dﬁgﬁ%&ﬂféw ﬁtm&&tfdﬂ'%dﬁ%ﬁ%ﬁﬁéd?&ﬁkﬁ@ fhuidedgach

equi prent during urin uni t aglng section 62
control s APWRlEdn &Hﬁhtawaﬁ@ahaatcmwabgndqpmmgf thp yehiplegpouptedoquier andd i n t he

nobi | e unhést checrEaib Qi3ldbal RdRsk &% t%ﬁﬁmhae dofitrbEsTuRsther f or regi stration
of nobile éﬁg i nformati on sent fr adi o ser veLaR(gﬁ)éP% radi o server

RSB) . For Veudfrplountediianfer operale gqox F IEEt IRACh giHfni cati on
group f rommdnﬁtthdcefaﬁﬂg/toamnﬂﬁhetcbmaxdormﬁlebmed atordingtdWraddeddses server,

aut henti f bile unit

"t ormat 1 Bask? heALAGEAThAR don SR miinBRROAL, R IIBlD 0 € UL
to the nopennected @ergmmbmetsaﬂwrdm tenminabetidsr eantspdof angthghi ch t he radi o
communi Ca‘ixétﬁ&le—ﬂfo‘ﬁHfédb@@ta@%@raf&@Qh@hetwaﬁk /B ddnfRcted S the IMERRNL I fi cation
has been carle b gge~eF t hat EnOWSthe resentﬂgfflllatlon of
the rmobi | &vﬂ i1 toegh galevaayss thus enabAng,lp naesss a plwslity secti on

62 fromtggeiﬁ@.&g@fe rb@pradl 0 server sent flrjomthedradl 0 server of thg
nmovenment destination nmobi io router Sa stored in
Mvance. and t hontSitsaR inishio htbles oY ot of shikpie | <
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updat ed. hivobzditg the echicleaiomared ravidr, becamse fwhentieationafluserydf thé62, ... Sn
connect ed 1.0 [ radi o
connect £0ub b Rl b B UL B s ARy

synt hesi zé@tabasem the identifiers of termnals and net wor k addr esses st ored

in advance. In @'Héibntebéiﬂm%ﬁﬁoﬁ&ﬁbie@a%&é—ra‘ﬁ@iﬁ@gbﬂ%ﬁ&%é SerbfioROdsert he new
synt hesi zed. | P addresses to the radjq server BSAl that is presently

connect edncBidingdh ﬁBBYIPS“F“éo*?eGa‘FSS&P’éW?% atiothePI{ES 6 RIPRFCAY TEFRVIABDI | e uni t
i nformati on database is updated. Al so, in the case that any anong the

termnals 51, 52, ... Sn and a host (for exanple, host C42) or a term nal
under control of another nobile radio router carry out communication via
the nobile radio router Sa, the termnal 51, 52, ... Sn under the control

of the nobile radio router5a, as a comunication party specified by the
host or by the term nal under the control of another nobile radio router |,
detects the radlo server to V\/mch the term naI 51, 52, ... Sn as sald
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requirements sent fromthe nobile radio router Sa and responds either with

a permssmn to register or a refusal to register. In the case of

.permssion to register, the |IP addressyjis issued to the nobile radio router

Sa and sent to the rmbile radio router Sa. At the same tine, security

information of the nobile radio router Sa is requested to the nobile unit

dat abase server NMDBSA, which is the hone nobile unit database server of the

nob~e radio router Sa, and in addition to storing the received security

i nf or mat i @nntIiOhS!Smn datbiindicating vamans statusrf@atehislessenty a tehreinaFn ghfovebicles of

the term . radi o router
?r i v ﬁ@cle lli_’hgurrted routerggg ngg&scg%(gﬁ@ te&i&%@ntm BiyLiem

recei ved e unit ver are transl at ed usi ng

the NAT finfrrmation, dtgs Bisredergpessible &%‘tfmf cqmienty thatwsprrt thy qysfeatstatus pk

gf fil } at eghe vhisk, frdxﬁtﬁaeeemtdstod ysRACSUtAN appariias &ode t&rﬁﬁﬂﬂl‘ Bf thedroing@B&r at i ons
y referrin

to t, tion, stored.i he un managl ng dat abase
54" Conmith Dartpaing ot thegherecaics p18e agi eﬂéimfﬁ SR P AehEkn tho. bl Lo
radio router via the radio base station BSAl, 2, and 3. As shown in Figure
5, nmobile unit rranagln at.aRas s / QS P ormation, for
exanple. That is, it st Slomm T II.Llardl ng the nobi | e
radi o router SalmthcfQBdwmg prbémadfqndmshrmntsﬁéhﬂpmwmnmdﬁ@w&heer Sa, the IP
addr ess SRl t hadtle ver
presently onnect@%r&%&n‘%&g?& @%ﬂ%ﬁﬁﬁ%‘%?ﬁ‘%ﬁﬁt%@h. ngﬁitr eEFQDN of the
radi o ser JReraly h‘éhthyDI\l of the nobile radio router Sa, security
i nformation, anpt ghifee 94 RBIRmatit bIREIdRpPE Bf 4 AIAD dhdhrBuiE#dh sydiém &P kifP!  Of
the nobile ra o router Sa, and al so associated information regarding the
term nal §ARI9¥BEMy the identifiers for terminals 51 to Sn, the FQDN, the IP
addr ess of the Figunei nis b sclenaitic dibck rdiagrann e sholoi ﬂhesmmturedﬁtaa:hﬂﬁleuﬁmr ver NDBSA
which is {kﬂ Eé;ra:obl | e unit dat abase server of the termnals 51, 52,
, Sn and e no e’radio router Sa , during registration and
aut hent i fi cat i ofigerie ine diagim to shaw an frxemphofsano @it irformmtign stasedinaf t er

transl atlﬂgbﬂmlﬁggy,ﬁatmdtm | P address of the term nals using the NAT
function into the address sy stemizf the network that is affiljated with.

This infornati oﬁ‘gP@ 45 g sehemptic plnck diagram o shemothesensipictionef radiosgaet ase t hat
there areinsFighrgngl ity of radio 18 comruni cati on groups, the | nf or matl on
for each nobil irarq‘l:il?a r%t#?téer ﬁ’%‘o terml jls under hei.r c th

stored. The nobi P& unf f HHEiEy i EA RN I ‘%1“8?‘8%“1 *W&H& ¢°

i nf or mat i mabileounitematagingdiatabasesmuni cati on group in the case that there are a
plurality of ra gamma&a?atutggb IR 1d %o@dtﬂbkirﬁ’auretdf%cniﬂgﬁdeq'a&iﬂht

managi ng dat ahas€ 34 i1s provid or "each radi o server. Moreover
st ruct ur efosfer iy Eigueesliy server RSB is identical to the structure to the

radi o server R34 dtespi'abmgrzahm/ﬂ;owmﬁcﬁhrptbcdfu&m régiNvation indehmatibput er Sa
in Fi gurestl eg/i.l l be egca%ﬁ1 altned W t Ei {a§f erence to the drawings. Figure 6 is a
schemat i ¢>Bi &?(hﬁi ala? Y6 B e 188 uct ure of the nobile radio router Sa
in Figure 1. | nFigwies idiadlgwehart fwerplainingt the prosesstaf oegistation/aunthremticatieres Wi t h
the radi o base ghLafl i \ tion C52
requests a regi s%?ﬁaetﬁg%ﬂ#?ﬁ%tefo?%@ sg L? ssd}rz%gfrf]{a%&t{e&% H@@g radi o base
stations that ob8p%tld is p floweharhiop explainingdhe P@é‘PSF of matiof (95 detae

i nf or mat | @pd qlguy@géwﬁ .the tine of authentication in the nobile unit

dat abase 54. t ntrol section, contro i st ation o eration
of registrati onﬁlgateﬂﬂdt I A AN A SR AR
aut hent i cfor FQDN @r termiahl whencsandlmgdatalﬁfortathe(hbslitﬂgletterriuﬂ:ilpr mat i on st ored in

the pre -regist 4

regi stering a tg fi mwh{flﬁwg @% sec |t§?tpr8§%§%ffqﬁ Jf%%engﬁ Wi gns the
| P addr esﬁomﬁb@th@smwﬁhéwmail,er of the termnal and the network add ress
received from tﬁgmlgq@els H&bbl’xa‘?t fdpheplg?,},?lﬂaéﬁmgéggmggfmen issuing IP

addresses to terninals egistrati Control section C52
al so f unchgﬁﬁéu%a‘ﬁ#“ltlp‘“mt}t‘ é‘te cayhdhat the ra‘l‘)‘ﬁ%’@“&b‘ﬁwﬁ'ﬁ@' gmoup idroanesdied assi gned

to the tefd AdloSeret trﬁotstxmtantohed HeSvmethotiR Al Hafdbid seRRr;r outi ng path
for a packet sent fr%Hmth neth{ tde to termnal ac or?‘déng to the IP
address assi gneti8t§ Hdas Fﬁaﬂ OC’BE‘%E%H%% SLRUGIYES Of 3131 5

comruni cates with another host, the termnal that has the | P address
specified by the host, according to the nobile unit information stored in
the nmobile unit database 54, establishes comrunication with the host

t hrough the radi o server. Communi cation section 53 establishes
conmmruni cation with each term nal




(termnals 51, 52 and others). 19 As shown in Figure 7, the nobile unit
dat abase 54 stores associated identif ers, |IP addresses assigned by the
radi o server and the nunber of term ngh registrations assigned by the radio
server as the information related to the nobile radio route r (itself).

Al so, the nobile unit database 54 stores associated term nal information of

identifiers, |IP addresses assigned by the nobile unit database server and

regi stration statuses (has been registered or not). Here, even when the

mobi | e r asbinonumication sBtem,atebicht-mounted siuteriim therfssthembadiment,of radi o base

stations, if r@qB‘?s??crh\éﬁ:rati%B?%raHPfaﬁgfﬁajﬁﬂs BAURRINASEn3E Rhligns TN the
me as betore, re hd

rel ocated zone |.§£t he sa ) s ewm ng of registration_an

aut hent i cat i on Hgeredétis 2 schgmatieibloeki disgram.for exnlaining shgragio copmmunigaien wi t hout
i nterruptgp, Wien the nobile radio router travels to another zone nanaged
by a different radig_server, the control section 2 requests registration
al | ocation to Figwaild isediagram jorexpiainingan cxamplgobths.contraksystemifataycat ed

W thin t hte_ rangagﬁ:erls_q%? @aﬂéﬂiaﬁabio_eladtagﬁ:mmrshwlme ﬁﬁ}[c'td?abf fxﬁﬁgeinn%@*er; i
communi catl on | 0SSl . nicgt.lon process, . pe en e . |1 e radlo
Couter Sa and tREVEPI hapuSTRH BeskAiyRE oBrRGET 8 eI pmipFlRRs e | AN

based on dysEmM302. 11 and the hlce. Al so, comrunication between the nobile
radi o r oug; . ] i 0AL Ok : poi nt

Pr ot ocol )uﬁg%rr? n%gcl??gﬂ@grr@ﬁ%g ,wils]%&agc%%?&s%engglﬂ#ﬁ%&] %@fﬁﬁg@@@hgﬁtggﬁ l e radio
router Saageph¥ryesns as t he access server for the termnal. Wen the mobile
radio router SaFiEu"&‘é 21h€a HEWERdFEP c)?pﬁaj%g%rcﬁs&m&%fe%cﬁ%ﬁ’f&!a%hic% .

Bl uet oot h pet hod, device information for establishing comunication with
the ter i WD INCERAPRASEEYW0 t he nobile radio router Sa is further stored in
the term nal neFigarer?Q isiathpARefobéxplifingaxappliction bEthe eadic Corhmbmitatiini on nmay
i nclude information on Bl uetooth address, Bluetooth clock and |ink key for
comuni caﬁyiStﬁgl’wi th the termnals 51-Sn according to Bluetooth nmethod. Next,
in the struct urEgdednhadiagtzavior explaining@gsthenapplieativinrog thtatadiof r om t er mi nal
51 to hosg EnitMd fxplained with reference to the flowharts shown in
Fi gures 8,ongﬂar%¥? fgsy%f gure 8 is a flowhart for the process of

regi stration andgwtHtdhe dizgranyior explaining syll protherrappligatian of theradipe process of
addr ess r@smhuditAdn spdieémfi gure 10 is a flowhart for the process of
confirmation r onse .for,. dat a. sendi.n nd recetvi.ng..ln this case, it is
cosumed that 1 CHRRRZS i dpgfinttop sRoRB e SPRieAiaPat b b o “host 2.

Al so, it c¢conmwscatied sydtah; dde nobile unit informati on database 63 has in its
20 menory nob~7 Il 5l [ ' [ ggm ithin.the radio
communi cati on g$§% 2{31& &giag h%? folrgg%}'friﬁe{{sng\éﬁgg%ﬁ{ [ ncfgtgg‘uegsf{’@%éﬁmt hi s

enbodi men¢omEeHEEAION§YHEPr ocess of deducing an | P address from FQDN. First,
process of registration and authentication will be explained with reference
to Figure 8. r_the [ oloH i he term nal
51 is switche ,I L D] M@"NJ .M@ﬁ&l&on request
and this own i darthe fallewirtgda tamuaidaiionssysteny; a Rishil¢ ahiegatabgse sthemat he radi o
server RSpLifCEHNGSulkPf e Hbdhiniint SFtnk $IUERE in6ioh Win be ERhhihi Ehith

reference to the drawings.  Figure 1 is a schematic block diagram to show the structure

of the radio communication system.

In this diagram, a network A, network B and network C are connected to the
global network 2. The networks A, B may be connected by way of the global network
or in some cases, they may be connected directly to each other.  Areference numeral 41
relates to DNS (domain name system) server, and C42 relates to a host.

A numeral 2 relates to a global network connected to the host C42. This
global network 2 is the Internet, for example.

Alphabet designations A, B relate to networks. For example, network A and

network B may be constituted by an intranet within an association, or a network



formthe nobile radio router Sa, the identifier sent fromthe nobile radio
router Sa and the random val ue generated by itself and its own FQDN are
.sent to the nobile unit database serveys MDBSA, and the request for
authentification is carried out (step S2). Further, the radi o -server RSA
sends the identifier of the nobile radio router Sa and the random val ue
generated by itself to the nobile radio router Sa, and the request for
authentification is carried out (step S3). Wen the nobile unit database
server MB3sngigrteiandstetree seruicdprovider.ue sent fromthe radi o server RSA, the
identifier of the nobile radio router Sa, the FQDN of the radi o server RSA,
and the request for authentification, it is determ ned whether or not the
i dentifier of tResignaiensRIANRSEBIrelatedaraslio snrvass connepied &q the@pbahnetwerkhobi | e

uni t i nf op MR} HH sFHUEAPIRR c@ﬁne&é@to%oéﬂiﬁnéﬁﬁﬁcilﬂ?& haaﬁ%{vﬁll'WA,%d' s carried

out usirig the identifier o e radi o router nd the received
r andom vafadio serer R is FPIBW“CE‘H%gl?B%‘nI!CE’VQIhztth@&gBBa@ewég & MDBSA
synt hesi zes theRﬁm@séreerﬁ@N (absinseXresently useable IR addbassto themBbilecradio

t t hat at t ffil bi | di
o e L L S o VT ol RSl TR AR, 25
radi o routiree assbciates andstarbs direcrmobiledtadih eoutercidentifidr, FQIDN (Fdl 'y Qnailﬂeﬂe
t t
e e BN oAk ADIELAR o UL il EIPE U L
" 1. 2. 3. 2" address assigned 2o Qlerter)mml bylike mebile router bmﬁmmfomtmﬁona@ar ess (for

exanpl e, 1d1~nt§ie$ oPtht térihi dfder c@ﬁtr&l%tﬂ%&)ﬁlﬁ rﬁﬁg 'r&htéroiﬁﬁfi‘ﬁc l§?mé pébpeion IP
addr esses to the term nz% the identif s (far

exanpl e, unit azabase servenp }hlgteam@alzﬁ ﬁssga%?ﬂeetm Ié’w s 5%%%13@ Ltomaaithe

t er m nal sIPdddreésg assigned to fbie térnilke bg @INKT {Neiwbtk AddresiOlrhnstatioayfudctisiuéer Sa.

I n addi t| ?n the result of searching for the identifier of the nobile radio
rout er %fhe identifier of the nobile radio router Sa, the nobile FQDN,
the r esul ts of Here, zplucalityaofiradip setversmaayirerprovidelt withins nedwerksdepynding t he
mobi | e ragh ?eerdggfo? a'ﬁ?plé Qacﬂéiérggri'k%ﬁi‘#s%??&m% Serb&s %@%Lﬁsﬁgd the 1P 21

addresses o sent tot di o server

RSA as the aut h@ﬁ&lgr@apn%ﬁSAésBSAéeB%tr@ﬁe@ radio bage stgHonsonnecigrble thée nobi | e
radi o routadio severERSAI RSB iﬂzﬁodechara lkra R of Fdafo Ee@@d@ﬂbr\b&h%e efledtbe

aut henticatio guest the r 0 serve it carr

ol cul at | BreRB I FEe abPieampRntirociani 2k Vst saformBSRLIRAZ o i s
cal cul at i BAA3rage ¢dnrecteld nt the radio sereerdRSA whide fdreadiaskroerdRSR,eame RaHio baset he
aut hent i c&h %osq{a% (step S 5). Next, when the radi o nobile RSA
receives the au ent| cation response fromthe nobi |l e unit database server
MDBSA and t he nBEswall FWiivpropided in nsaworky s apdfirewal W B is pipvidedine esear ch

resul ts ofietivdgk Bdentifier and the reference of the calculation result are
carried out. In_the cas t .there roblens with the result of the
search for the Pﬁ%gﬂﬁt‘f’flm%&l"tt%tor"‘e@ﬁgts fpff’ﬁlé‘e‘ém %W%'iki‘grf‘“ggr ee, the
radi o ser designfigh BdNSisrelans to a PSS savergrodidepinatetvosrkBt | fi cati on and the
security information request, and the identifier of the nobile radio router

Sa to the nobile unit database server MDBSA (step S 6). Furthernore, the
radi o server RSAreferedee nmeriﬂd%wﬂatefﬁ tera radio communpisition graup that eenneets 8a, t he

mobi | e FQPMNdid svdrRd arl'ﬁ@h%al% M%%Agd?fw ifQfioassi gned to
t he nDbllequF:i\dlo route |tself totiqe nobi | e dio rodter._Sa as a
regi strat 8 %16}3 ;Ségmp&ﬁmggtrgfpﬂgrﬂxo ropptery tgattcPWB‘““l%@SW hiheiradiabasgar t he

radi o ser stetiorISPA llersBSBsbyordid sighalshandweimihsls 5&8roconaedted toSae hobdenes the | P
addr ess of dtohe Q: t section such that the nobile radio router Sa is

connect ed¥E &Y f§ radi o base station that is~under the control of the

radi o server RSAlso] mobitkdiatliognytet firecanmeets weat leasbon ecormigdbltarfinalsebyafadiohe

nmobi l e ra o] . h sy

are store%glgar%% Lﬁo al%é?i)dﬁr& "um&atﬁna‘fd"ﬁég erghgsﬁé&e%%mﬁw% §etzhe result
of the seamllhabl@r Blhetoptigafers m@rshaﬁdrang\@ccrmweatm t@ﬂhnohey bassdion 204 t he

cal cul ati oy, HaRa! eAAnRicast, f&mlsrﬁtsg BreC@MRESEd @MhdRbbid Giol Blker 5a.N€ radi o
server RSA sends to the npbile unit database server MDBSA a_notification

i ndi cat i nffetenatleasbameeneptithiterminglsmay hecopnectedhy Wiketo the mopils @dicns ¢ he
nobile radio router Sa (step S 6), and sends a registration rejection to
the nobile radio router Sa (step S 7). By the processing descri bed above,
it can be confirned whether or not the nobile radio router Sa that has
carried out a fraudulent registration request, and thus it is possible to
prevent a fraudul ent connection. Mbile unit database server MDBSA, upon
receiving a registration conpletion 22 notice, the security information
request and the |dent|f|er of t he nDblle radlo router Sa fromthe radlo
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Next, address resolution process to be perforned after the conpl etion of
the process for registration and authentication will be explained with
.reference to the flowhart shown in Filgure 9. Here, address resol ution
relates to a process for deducing an | P address that corresponds to FQDN.
Wien a request for address resol ution, containing FQDN of host C42
processing address resolution and an IP address for termnal 51 show ng the
original sender, is sent fromtermnal 51 (step S11), the nobile radio
router SarostsrSaidnd ab Rastday ess obthe términalsirnddhe mabie radiotrentessa may bhe addr ess
resol uti ofs g@ﬁﬁ%&g&ﬁﬁgnt ains FQDN of target host C42 for address

resolution and t ss of the original sender of the address

resol ution requEka mobileradiesenter Fachagprersiosed identifiers for theps/\erminala that aeey S12)

When t he é&ﬂh&aﬁ@ﬁd’f?{ckﬂsﬁm&eﬂﬂ&gm@t@ﬂﬂfa&i&d&ﬁ@dﬁirbpﬂ haSauSsdbilitp@t sets
the | P address, of ra io se SA in,the addres resggtaﬁtl on,request that

cont ai ns Bthgtigate thosg te tgﬁ ¢ nesslsd jq be conppeted o idse FIRhERINt he | P
addr ess obpdritste Safegi Ao, &ﬁnﬁtﬂjﬂeezidnds hﬁucﬁddrs&ﬁe‘s mﬁsmhmin @ﬂthbﬁ!ﬂlﬂﬁﬁihalst he I P
address o

b |
trans! at e%l {08 ayEoBAflo it dha i oo s br HRAERIRGE BRI SE  [OPSA 1S
net wor k Acanmeethd mtaelfetenmga]gdmﬁmmg@mm TRasldfesses. aThe mob dor @moum's

trans| at eg, ﬁlg)o ﬁgf& fis %w'nsiﬂéﬁ’iﬁ&r 4 atnhﬁ a@&ﬁsssﬁ%gﬁéd o bdiGerdr i n of the

request (st e trans ress_of the termnal

51 is a céddi 'Lfm FTV mehilsiradip lei‘?:rcﬁaéé(‘s'efa@é |1‘{fﬁgﬁ°fb9wrFé}PN @EF‘P@F‘C FSRN pbom a
range of {h@ nasbile eRfE foubdlitséNasPWMPAC icP alldiess BSizRe BV the radRSéervdiasause t he

DNS server dog; itse e C42 t he address

resol uti ofh }Bgld@e@t)b‘iﬁﬁaglﬂ rowes %?d‘é‘fnﬁﬁwgf f—e&'\lﬁ‘?mﬁﬁg host C42 that is the

obj ect of addr eFke mebild ratiioqoutanth pdiforing angingtof tP pdekerd deasdingfo thedPt er m nal
51 that | Sd&r@s%es hﬁ&&ldg the I?‘gzaéﬁ%k%qh?%aes%ﬁ% on tgnﬁgﬁs D’\ﬁlsg e\{rf(c(?]ra r é¥es¥ step

S14) . DNS™S Cel Vi ress resol utron reque romt he
DNS ser vefor U@Matmemadeﬂ:watmdmél@s ﬂm@rthwﬁbﬁdﬁm@lwdﬂﬁéomthﬁ t he
target hoglguéd% deﬁi’edﬂﬁ’&&%%"ssﬁﬁ&cﬂcb'ﬁﬁt?ﬂf c&muﬁlbﬁloadﬁwe%ﬁ th€#bil fa@id ' esponse
that sets the IP addr ess of the C42 that was read and the transl ated
| P addr es®OUr pAthe teminals 51 that is the origin of the request is sent to
the DNS server m&&(ﬁﬂpsﬁlépresemﬁers@favwm@&é@mm& Idhrmkd,rms/aneml ution
response ‘t;‘hat ets the | P addrgﬁt Elét ost eqz veod ernglsS .server 41
and the t FaA® gaglcg;ngtéxmgecgga 8RR AET T vgef:a{ O 1 8 (W?Ibl n of the
request t sensors (G688) andserives inRgma(ien epmidal)(infiRemlion thet canrbeRBAsmIlidn
receiving, }ﬁg\g‘ghaﬁq{eﬂ%ctkg ﬁﬁ:ﬂlagnlhl%hs s@r?s%?ﬂﬁgm{a[]gmfcgrmevﬂmﬁ %Qtra\ﬁ@ esg\EA sends

t he address

esol utlon response set C42 and

the | P adBeigster 6‘?0"Y1H&°P‘§?‘Fﬁ“ﬁ}h$‘at5&°f wcmem@cﬁ@@lﬁwm a%@erliléemest to the

mobi | e r adbothbsedenicedthal Sdn@pt Setibrm Ipacket itnsatishicsingeseatdts amdhe dikgonse i s
recei ved from io router 5a sends to the

term nal 'iméglgatcﬁgorg(ﬂ?'gg%lo? 8§ﬁmﬁ%tr{n?’yescpc§ﬁ1§%a?(ge recei ved | P address of

t he host C42 (sTh@me@radiﬁheutpr Ha ermimlls Slddnessgivers cither therméhile unftus been
d

carne OUH aﬂ_a%%gh(}@nj M%S(f? b Sﬁ?ﬁﬁh@@hﬁl&lﬁﬂ{o‘ﬁﬂé Pﬁit hffﬂ?ﬂﬁ’%&%ﬁ Ofip fifpst C42.

Her e odi ment IS praovided in
t he net mﬁaéeﬁthabomn anabile it dafalsg seruerifor theanabile sadio (G &34 andtexmindls n t he
net wor k Aspuh sho®/AGR Fikare/1 ISMSsunfdds be SHROKIR dfiatabaiiesehver MBBEAFVA,  but

t he expl anations here related to a case of having one DNS server DNSA in
behal f of two DNS servers. Al so, 24 if a network does not have a firewall
FWA, it is sinpThe mobildiirgr daaatdsd svever MDBISA ib eororetted antheQbas sstwerk 2 The
process of n af.t er t e letio d process
N T be oxinal RelRnENE B bRhakd tpE BRI o th RSt B R G Bty

packet havommgcteddo Whlcadath@squf ﬂbsmOQﬂQumsdatalsaw scuenMDBSAlexistein P addr ess
of term natwatk ASar ﬁaeﬂ{obgf 0 e PSEESerl Mb%swmtm&%&kr@ut&r Sa, using °

the | P address o e nobile radio router Sa
plurality of moblle unit database servers MDBSA (MD SB) may bc provided in plurality

within each network.
The mobile unit database server MDBSA manages identifiers and addresses of



Mobil e radi o router Sa, upon receiving the packet fromterm nal 51, sends
to the radi o server RSA a packet which has the | P address of host C42 as
~the receiver and the | P address of terypgnal 51 as the original sender (step
S22). Radi o server RSA, upon receiving the packet fromthe nobile radio
router Sa, exchanges the I P address of termnal 51 as the original sender
for the translated IP address, sets this translated |IP address as the
original sender, and sends a packet to the host C42 (step S23). Host C42,
upon r ecefadiosgrien & Spa cidio biscomtivasBSAIeBSAB uRd itssonolt hdlsoPit amtaiagss  of
host C42 (emiaRaeebRambui FIDA! A IPHABASY oRGLRTAES rdled AfoPARRYET RSA

ir at

t he recept Ion co mat 1 on resEonse set t rans ress as
t he dest i aYSSHN ahomesersen) as ReH ppidsptifiess, @N%%ﬂ%@@s\nfr\gﬂw Yeception

confirmatsmn Kgs pﬁ@ﬁoﬁﬂ&fﬁﬂ&%a@s’ewe&ﬂDBﬂAa& Qhetlhﬁne' RoiRkAmASHtaBhse he
origin the transl at eggl P address of the ter t hatf has been set as

t he dest i $#AYSTder the me %F?d?%%rﬁétsinqﬁé‘athlﬁﬂ“a réélgrw}elt%t fobile radio
router Saaaserttﬂﬁeamﬁsﬁfoﬂﬁiﬁdarfo( &HRRAalS3D) 52, VoS eonhacte 1o e irdbilSfoutdtpon

recei ving.the rece t| on, res om radi.0 [er RSA, sends
o the t ortiid nE&ERk i dllorhRn B RE R B a0 dsE hSreRedt et s ¢ ur ¢ her
dat a to tieguirenars from tb@mbblﬂermdlocmuteeSq)odsmouidbmtcrbthnanhnmdbﬂeumP addr ess

of host %%y@agegmexg%b%ﬁaﬁﬁg&%cf d&gggﬁ%ﬁ ﬁgjl?»gﬁfﬁl%s xﬂébnfe%ﬂ‘d‘ﬁ%bas%l il

receiver e radio router Sa as the
ori gi nal s&yIeMD p S26). The process of sending data has thus been
conpleted. In the enbodi nent described above, it should be noted that the

present inventign s applie onn tionl ess ni cation system
such as UDP (ung"t:Aﬁ‘Qﬁ"BgP'é? r‘%‘iﬁ‘g\“@’t a}a afftﬁe“fqﬁéxﬁ Béééﬁ‘u%“ﬁ‘i/ on may
?I so be ab@éx;ﬂﬂnddqn@eﬁﬂm&ntfe@ehcbycpmewmgs C Higure 29y S schematic bloals TCP bed
transm ssi_on_can PLoL nuni cat yst.em descri be
above hasa ERBP S &.‘5 tl? Ss}fuﬁgur? ﬂ%‘thﬁ&ﬁ?g? ngs%{c%asffgvﬁagb%%‘%%cghom to be
DNS server 41, luhisidiagram,itbe ponmkmiostipntsketiont lccobiiBurgeatesevitlf othetdtieerhost C42
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hi gher DNS servers (i.e., root Ititon, 1n the enbo
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t he process of addres reso termnal .51 will. be expl ai ned
with ref el ¥R ¢ ‘ﬁF’{j B 121 enil_t?/ ‘Sﬁ"toﬁg%g{&'é’f‘}%ﬁ%’ SYEUEY IHYTALERy

pr ocessesFQDN, el mobikt FQIDNahat inobtainnd by synitlesizargehe #ODNedf thutradxe!;mﬁn t he
nobile ra t erm nal
51 and t noesh hifechd At @D?@thfm%ﬁ%éﬁw§§§ffer?%‘*Pﬁ?@‘@@@%% he process
is the samnmgl registratinme wnderthee oghe B40 routed S2,~0BhP WA it Bightenal 51,
V‘CQ'ZCQn'dStheIntf&hﬁﬁ&n 8h tlﬁﬁ?{ngﬁa?? ﬁxﬁééﬁg‘&dr@d‘ fOR&a !eglrﬁ 2§fﬂﬁgﬂtng mgdress of host
server 411@@%1%5 W@ﬁégﬂr‘éé@‘#‘% Bf trrmi %Séggé&lt%dié afdyepses 6?51&'\5«#?%’65? 51 to
D:\IS ser\(/emosl}&di@wodessgbmd 0§ infbendtidn pesli @ﬁ&h dge hesbile tAiPdAsbase1Seroér gi na:c
client (s rver t he addgess. eso utiop request for
FaN of | & MRS Wiy B noPhe g s S SOF nfsantions Ye f
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t enni nal 8ored. The identifiers relate, for example, to unique numbers assigned to each

equipment during their manufacturing.



26 and detects that the radio server presently connected to the nobile
radio route r is the radio server RSAbased on the nobile FQDN of the nobile
.radio router 5a, and at the sane tine,jgletects the I P address of the
termnal 51. In addition, the nobile unit database server NMDBSA sends to
the radi o server RSA a nobile node information request that sets the IP
address of the host C42 as the address resolution request source and sets
the I P address of the termnal 51 as the address resol ution destination
(step S 36). WhMobilhenit mdnagirgesecton 625¢ontrtsamotsle unitanfoobatioa byagbdatingf or mat i on

U e RO the IP
Ldr exs ofte RERRERESIAPIITRO ofnd i} A bR BR Ao d AR, 1€ L
confirms fosaegisteation phmobile ynit ipfosmatinn spnt-em dhe rediorssrvenBSALar mdiser ver RSA.
I'n addi ti goverlREBY. aqhbpe)ﬁﬁdﬁl@ R 15 hédssarpiotswiichehd Bdﬁ%ﬁﬁﬁi&l&iloﬁ he

termnal 51 recei edfromt ermé) e unit” dat apase_server to the IP
addr ess ogr"HBt e gurrepily -conngeted padio servarde anqlher radig gerver au 6‘“ ali%ohi | e
unit dat apms rls/earmé&aﬁ/bya;smm Mhblﬁleﬂmdenfoﬂfmfdﬁﬁiataﬁﬁsd@sdﬁpeﬁ&ng step S
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by i he r;?w T 56 o e OpiE ol RSt HE OB PR A oot
in advanc® \blylchtlgmdldlcomammmnor@éup has mbecdyandat théisamotime,evheni t  dat abase
o oot PRk B SERICL RN At L DM o 1
server DNtha maehile madie ruiteriSads syrdhesizgd by snobide vhitmanaging:spstion 62 erﬂ‘!% the

transl at egqDR s0E 8o @rvér'&@nttff‘dnmﬁé%dlé %eﬁéﬁéﬂﬂ@ﬁo@&nérﬁ %eitﬁﬁh&h SRItKEr RSA

to DNS ser that .re uested address resol uti.o
resol ut | oﬁ&mﬁ%‘ﬁé@ U¢ eystiogeyier Sprigreddp adyangs, m&ﬁ@mcmp@mqgn@#e addr ess

resol ut i ognit mﬁmﬁ@ dasthngs istipeatedankd z&idﬁid)nl Petad el amseseés mhemmmsnal 51 to
t he host tion re st as f@er ddr ess

. ec? tgﬁ ag 1€ roﬁ%g (N 0] (W h¢ mo
resol utio résﬁ’o‘f%’g %qé) ?t pJ ?grtpﬁ%sl s B e the IP
addr ess ofouterrSaj ared at Bie saBy timy, Ilbawlchgﬁstsh%r mmum&mencjelscyntbmtedlimne host

A2 is ablh% 1&%&&%’& f@ﬁnﬁ%’ﬂd%t@ﬁk%d&@s&e@&d&éﬁ% ac"—iJanc@CC zﬂl'd{iﬂ, Yth

becones ato transmt _ sendi or exanp or I'TB.'[I on

col | ect i onwbﬂwagr@araaswﬁ&tﬁe@ RsEads Vaemew sypyhesizag) Ié’r?é@ieﬁseﬁ Hatheriﬁ‘ilo be
connect ed séroertmmﬁt Isprésefllyoconfedied toSfe nidbie faAidHolftk Sa,dndthedontémnbr ol | er s

used inr ed jnspectian e ment. Next, the process of
transmttﬁﬁ @éﬁ ﬁé“ 8‘3?3&10\%1‘]? ab ’%R%&i‘?‘ﬁed with reference to Figure 12.

27 Host CA2, usAisg, inhbe tasetisit abyeaindrg the deraimisafl, 6Re...t5arand ndlostyforobt ai ned
accordi ng, k@iﬁ ] nsl at ed
| P addr essﬁag?ﬁ?gr(% na g&?&%ﬁﬁuﬁﬁgg??%@?gﬁﬁherﬁﬁfe%@ hglge esgytgP?host Cc42
as the or Fnmunicationdds themppbilg gadio riteren, HsAermipd 31552)... Sryaderdll o server
RSA r ef er gortfef ofMh0inobile! Fidio fIuRASH, A9 alvhdRaictidd mﬁgﬁcmdbpqmaﬂo@mﬂ ated IP

address o er nsm. .on of the
o e el natn BeeniaLel sl bR 55t AR T L1, e
term nal fiwhieb éievednihaliSt) $2)e...onls b#id comtmudiehttpysetyseconmectdDBEivay dfie so
found I P smtted to
tho mobi | Sy adHiE shdio Ritherd Sy \sild P HRYASLAE 5L GTop BREG LA RET | o0

t he transmobig wnit inérmatien st@rt@d(m theh@omla@nénnfmwm@ldtabm@t arel fontlieo server
RSA i's theydidsepvtd rtl?a‘i ﬁaéjlf)eeh%te’éﬁﬁn& %heé% mﬁ&eusiﬂr@hk ?Iﬁﬁeﬂh&ﬁfnqwlﬁﬁﬁa
transmts the packet having dr ess ost C42 as the
sender tothteﬁ’é’S‘t%rrth? Warmnslluw@f %cpsltrgl a%anoﬂmmbae fadio rouiss abYR dkesi ng, t he
packet i saddressoTilic tefinihdlaftet tlﬂﬁlsl‘aﬁﬁ tHeAlP atiaretsmssigﬁédrby\ﬂie nwbilddalliess. A

B o pon Touhetf5im s, B irseh S i @53? T af Hhe BgtociePd Bt gl "

recepti onwitbnfirmati on response to host C42 (step S44). By so doing, the
reception confirmation response is sent to host C42 by way of the nobile
radio router Sa and radi o server RSA. (steps S$S45, 46). Next, a case of

syst em oper at i olNe¥lhthe struetaits thhﬁmﬁnﬁemB&A@erm & wil he explained with

reference to the drawing.  Figure 4 is a schematic block diagram to show the structure
of the radio server in Figure 1. In this diagram, network connection section 31



been operating inside the network A travels to network B will be expl ai ned.
Figure 13 is a flowhart for the process of setting an |IP address in the
.communi cation system5. First, after tf4e radi o communication system5 of
nobile radio router Sa travels to the conmuni cation area of radi o server
RSB, authentication process takes places between nobile radio router Sa and
radi o server RSB. In this case, as described in steps S1~S3 in Figure 8,
the registration request that sets the identifier of the nobile radio

rout er Saccbmmamnates with the DNBiserveeDINSA drgihd mobilet urst damhakesmwﬁMDBSAt er Sa

(step S = aaddif, hAGHH Liriteiph sl B Al AR hidueline BASAIFWRM val ue

gener at ed

and the awithether eetwodﬁs byevaefitheglebalastwarks, dedicatesblines, andipubliplingsase ser ver
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nmobi |l e radi o router t he random value that the radi o server
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nobi | e r afheGnobile 8nit dutaBise SarvesMEIBSAS3) . Wien the nobil e unit dat abase
server MDBSB detects that it is not nmanaging the nobile radio router Sa, it
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nobi | e radi o r oTheconfa)] sdchien B2 natans mlauﬁtenaﬁuauomeftﬁwgmfanbme radi o server

RSB P bi |
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request f tooegissbpr erafusal toaaglatsasdnél@rw 0 smbemgﬂcr,tthe Iwcse i¥ adi o
router S Rs@Ado HRYHbBIRIrAdIS rduterTh zﬁ:ﬂeseMﬂG%e hbBileGadib TQhter SLNIG 1AEsame
aut henti cati on conflrnatlon resp including the identifier for nobile

radi o roull®f. seguriy informatiop of them g r#CB? rq%rrnﬁaﬁaregueied tgthe mobicunk her

mobi | e unditatske aaaa_eMwspe rwHEIBSithe( lﬁdmnaﬁﬁ)umtldmbasmwe{ Ioﬂt]tetditﬂ)i]c
nse,., when t server
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the nobile unit ata ase server aut entr cation response that
i ncl udes iraeslaterbusing the NAT fupgliontgian addressisystemmfithe network taviichyitdsy| at i on

resul t cahfnited. edAkl& I the céthﬁﬂ &tioh 32 %amag&%hmim@no@o%ealmdxﬁ bg%rﬁtgor S
e radli o router a

exanpl e, net a r s, networ kb he

that is s%"ﬁ’ﬁé‘kf? O?Ft(? ?‘&ﬁ‘(%rmwg tab r5a. ndbsa. net wor ka) of
t he nobil e radi 60mnmh£eatuﬁaseatxd1 331earﬁ@¢t(cbmmumcamﬂ with giz. mehileaadib) of t he
radi o ser Eﬁﬁ’l sary for the nobile radio router
Sato ass?logllritert e Fgadq(? %%s?gdelgggﬁtsi (g%?n nals S1, S2, ..., Sn, the IP
address that it synthesizes itself fromthe network address and t he

identifier of eagbhdin inhﬂgﬁr@[i”]n@ﬁﬂ&urﬁ rhanaginhg database ﬁ”‘stoéﬁ%ahﬁglﬁ mation

ndicating_.that. it e termblera 0. router Sa jt tep S
58y T ARG ot Sl | 0 ¢ gaES BOsHEa o RS Rt BB T g o

server RSBdidwutentShacludigg idemifiesssyfoinsmobikaadioedutbr Santlic P addizss assigned

dat ab

otaivoe PYESAGEIoE: RSAPANERY he HUC QI G send o BLE SACMETARR,
rout er Saobiaued hy symhesizing the FQIN of the radiaiserveraandid FO@DNaefi the mobiler Sa

cal cul at ep,dRpRatkraR §e@@nt§' ﬂif&rn&a@ﬁ%ﬂtdnii'tﬁé mi’rﬂt?erto'f‘ g&di&@&f@rﬂlﬁﬁﬁ un@fagm nunber

(step S S/). Inad’ltlon he ‘case are _no bleps 1 n the

conf i r mat FYHrobPE the @"%’éﬁf%ﬂ‘P roetﬁyrS@, ad aésr@esmattq mf%maﬁ?mregwéntgdhr i rmation
resul t of idrmal EleRting itiey idemafersioe fermidalsr5afte5n]! e HYDN e tRAddEBIOf B resul ts

dth | | at t th
(riggl st (raat: 6'%1% W%?g?c{li nlbets?lg%a‘ﬂ“o‘hm ?%ngeb%&mﬁgﬁ&%@b’églﬁdﬁ g ﬁf or mati on,
and t he i dwehilé aniedatafas¢ servermifthectermaidale 51,002 er, SBaankiah¢ mebikmhadiosrouter t

dat abase ger Hrﬂhg@ﬁ?atﬁgé%dﬁaﬁ&%lﬁ%aﬁ t%ﬁ’l@‘i’ncf%‘ﬁﬁgfmé }Hufté} B &J&etpé maddr €SS

that the radio assi gns | I dentl |er o) e nobile
radi o routddressafteptransiating thel @ovamcothrwdtlgﬂdcsasxcﬁﬁhq)temgl)s using theATase t hat
there is ﬁml@ﬁ&pin?(mh'e @d@h‘é% s%r@@ﬁ]‘?df tl'ieeﬁé&vbﬂ&itatt@@ﬁh%@%thf I %mqﬂgnhzhﬁm

reference, of the ca ation result, instead of regi stration conpletion
notifi cat nérpre%amebl@eumtrrm%eattr% ap@ip th Fé@ﬁeéharté‘t"rfﬁﬁf nirty HaaHoal | owed i s
sent to the nobile unit database server MDBSA via the nobile unit database
server MDBSB along with the identifier of the nobile radio router Sa (step
S 58, S 60), and the registration rejection is sent to the nobile radio
router Sa. In addition, the nobile unit database server MDBSB sends to the
nobil e unit database server NMDBSA the received registration conpletion
notice, the security information request, and the identifier of the nobile
rad|o router Sa (step S 60) and mhen the nDblle un|t database server VDBSA

S " o -



and carrying out an authentication confirmation request b ased on the

nobi |l e unit database server MDBSB in this comuni cati on system nanagi ng
.server M DNS. 30 Next, a nethod of gfgarging will be explained. This
exanple relates to the case of one user having a nobile radio router Sa and
a plurality of termnals, an d charging is related to charging the fee for
using the comunication lines for the termnals. A charging nethod is based
on a pre-determned fee of A$ and n terminals, and the user is billed at

pr e- det er cinmedhicatioagvaips, the irforaiatian feneathmbbildwadiolranigeand/the teytimaisc eed
(A*n)$. Fg, e Ais $10 and n is 3, then a fixed anpunt not
exceedi ng egn%%%g@%yag ?I |l ed on a nonthly basis to the user of nopb-~e
radio router 5 a through the termnals. Al so, this charging nethod may

reduce the fi Xeﬁaecrhamquasnm mglaatasase% sﬁ&éiﬁh@@ﬁaﬁxa%ﬁg irfedatioNeleacmNOt her

met hod of charging . w || eex Ialne e nobile radio
rout er Saradio Gomypcatign srcmyan qaﬁ%ﬂéb@ﬁeére gaﬁfﬁ& ﬁraé@éﬁg@?@%m ng

t er m nal sgrogpyIedh addiiort emainasiles\nﬁﬂnﬁhgmmwbeserMs Provadéddor &aeh radio t hi 3 |
case, comunic on section t he ter rOVI ed in
each seat ¥ t rﬁ?é@"g@}fg’é‘i”gt“f hﬁ?&%ﬁg&?%ﬁ“d@%@ﬂéﬁ he\lﬁ?'?‘ Wi rel ess
short-ran@erWtMAde&analm&ads | P packets using own IP address
(local, global) while traveling around in the transporter. The charges

arising fromthe use of the lines by the passen?ers for data sending and
recei ving may bEhytagtugedf mebile radio sower 34 ndligure 1tillbe explainedwithng nay be

based on GrdERUR IR(@abligs MBYul® lgsgérfc%ﬁucﬁmzk%@mhﬁ)shba thogriisareer of

connect abl e terE] nals iIs gter t he nunmber “of conmuni cati on secti ons
53 provi deidhs mo %Taélodﬁﬁﬁer S g“’& ar ges may be based on the nunber of

seats. Accordi nml tms dfagfam, G@mniundiatio@ sectien T5¢doinuaichres with thdRdpassenger s
connecting t1:0 the term.nal,s installed in a nobile radio routers Sa in a
t r anspor t SPUINSEPNGEAIO HEPA: case a bus for exanple, |ocal information (town
and civic information) and digital -coupons and the |like from nerchants, so

that the Corm“”Aﬁﬁtéo‘}l{}oﬁéé%&ﬂtﬁé%\%'ﬂgstyé?%ﬁl%n&f [ofthe fldid & ?Yér'tl‘{zﬁ | nformation

in highly public ‘ocat I ons vi ce of reglona ronoti on. O her
pot ent i al maeages these radiq kage stawrfh@tmetaﬁeambwatr@rarﬁ%asatq:liand Slt‘EICﬁHWber s

whi ch mayinegmatsdiRdeivesataneltint of Rithélicassitia thenobile uniteibasasy. be verified

separately fro not her catio o _reserve a.taxi n such a case, by
T eberving a t Py BRI R G2 o eaE i i Shraih A SO u TR, o
i mredi at ehythemioaticarsoithrat|detenminiadon afswhdtherion nof totawehenticitd a wirtnimalids wai ting in

a long li ds&t%ﬂg&gﬁé?@ﬁg mfa\‘l&? stbﬁﬁdtlﬂ%e\?‘;}}g ”Egﬁiepéhbrﬁgéﬂ%%ﬂ éa[h?»aém e

radi o router rmna usin ra-red
radi ation that Aloyadhestime pbiggigicriag a(tgrminal, 1h%°%%ﬁ¢ﬂtlenfézﬁmth¢srﬁe§rfere

Wi th ot hegndAasiEROH. TP a@a&essaﬁcﬁﬁ mcl ierftifiBSORE te?ﬂm'fahﬁldlﬁé hétwonehddessat i on of
seat, connect&g and g(gg 'J&} ‘gaul d be nOt\ﬁwpt haj e radl 0 base station
and radi ofSSEVeLiromy ¢ MPBs uedptabase ST t‘?S“E‘lg RAERTHI L i on may be
t hr ough | GBhinglsat thg ntirdead registvatior. di gi tal network) or other wired |ines.
Radi o stations and radi o servers nay be connected by radi o signals.
Control section C52 also functions as an IProuter. That is, based on the IP
addresses assigned to the terminals, it controls the process of determining the routing
path for a packet sent from the network side to a terminal according to the IP address
assigned to the terminal. By so doing, when the terminal communicates with another
host, the terminal that has the IP address specified by the host, according to the mobile
unit information stored in the mobile unit database 54, establishes communication with
the host through the radio server.
Communication section 53 establishes communication with each terminal
(terminals 51, 52 and others).



In the above enbodi nent, when noving between networks, it is possible to
provi de an area nmanagi ng function to the nobile unit database MDBSB server
.so that radio servers under its controjg may manage current information on
nobile radio routers and termnals connected to respective nobile radio
routers. In such a case, when a nobile radio router and termnals enter
intoits own area, the nobile unit database server MDBSB is able to carry
out tasks including inquiries and confirmati on and data collection and

st orage, at theAs showvmin Hignge 7ethie mabile unit databasae 04 Istones assadiaed dentifiesss, to a
nobi | e unj leﬁ r it dat abase
server. l\l!)fi?cg?%:sg%?%ﬁgto the. éﬁ%#é“&nﬁnﬁggg g}g@afs’%&\k/t]éfmggn al so be
made ever §ssignad by thegadip serveinsthel informatieirelatedhto the mokilgradio raurdiiselyan be

assi gngd Msoeﬁae lindblle gm datgbdst '34|sﬁ>re§s§&1at$ﬂiﬂéﬁﬁiﬂﬁﬁﬂftonﬁﬁtldmn!thﬁuﬂ&btl}P trrﬁy be
carried ou recor rogram.to performthe task functigns o e
| e oargier e AP s uri dpyaF server andaegitAonISASet (BR8N | n i g.
4, and thegentédeingpction C52 in Figure 6 in a conputer-readable recordl ng
medi um and | oadi,ng the pro to.a el ter syste ecut e

functi ons. Hereh l(Ezh%velne nﬂé h{]]eﬁﬁdwglt’nﬁ#afeﬁo ﬁ“&é‘ér&] WQ’FEZ%C as OS
and peri ptadroetbasdetmimsslf thd radio sefvet that mannrgesntlsrra&ybhmﬂtatmmﬂnmes t he www
system t (or

i spl ay eI Sn e XShEHnd & IRAG redih Gl OB IRIE R AR MR 0
port abl e requisediandromsaynicasion kambe ¢onsinperd Eltmlﬁmtm@m@nn&gnetl c disk, ROM

CD-ROM  and recwiéh itk AOBIR Al SoRbicta R tbaﬁ&h&lz%lﬁems Fd3h differdnCONpPUL er
system Conputer-r adabl recorcgérrgqme i a urthgﬁw ncl udes f hose conponents

that st or BSpIehR C‘P'B?O AR YsaIs reghratign fiomioR RERSENEE hr ough
net wor ks thacharages headicbase 3ation iochetleﬂmm {hie nigetftvedo tunamisatdon dnde 32
prograns, _as o\[gego has Oggﬁua%s and ipternalayol atile menories operating

i nsi de conpu ste B eI ent e thd ltore prograns for a limted
durati on. Such programs may performa part of the described func t| ons, or
may be operat edCanﬁHﬁhﬁMrb@éls%Meﬂﬁﬁ: hEHR &Y rwt%aadﬁﬁ tﬁé@

computer systens. Although fhe enbodinents were exsgzal ned eference to

the drawi “W“tﬂﬁéEgt?éf&tf pewielessclANDased on IRRHE #ﬂtae@thedﬂcphoééso
descn’ bedc¢mnmeatmbﬁdwmnhémoaMamwout@f:Smi&i €heB n@ﬂﬁaan haéoraing ttehi N t he

scope of sent vent i tion
system i nbgﬁg&‘fg toetf%'g r?}gﬁql?gqnnfﬁé %tg(é%t's 'fsmr}’gﬁﬂc%dﬂ atvﬁlgttﬁﬁgigu g’?"‘
vehi cl e- ntadint rodter 6a|ﬁmctl<nresmsel$emcpssqcmefmmlhn tesninaldi o router will be
explained with reference to the drawings. Figure 14 is a schematic bl ock
diagramto show the structure of the radi o communi cation system and

vehi cl e- mount edWhsn thsympbileiradio souserst anandk the fesminalssSlySn gregonnested el ates to an
agent E er ¥&br x@%ifoﬂil&&bbﬂhgnéth@i ldesite inforhRifien mtfestamisﬁﬁxTr &lon&)dngcalﬁoﬂbv‘itha' -
network t the agent ,Ser v is.c i.s_ gl obal. networ

may be th@‘ t?‘ff%‘?ﬂ@?""ef%ﬁ tQ, 45 glre rf—?ﬁ?é‘?‘ﬁ ﬁﬁ&'f"é\fto ﬂ"?&ca{?@" o a radio
net wor k t hmahagdussdaatiasn54.i olerfeaamphn&gdngcmlﬁorhmtwmmapmchmndnfofmzmonnect ed to

the gl obaj, ﬁﬁfe a&)dresw ﬁﬂle{o @chﬁék 4 lfn? cgnﬁﬁﬁ)ﬁ{l}%ﬁﬁga shown in

Fi gure 14, ent setrver ost on network is
able to c@mﬁlsé rén mm&nggﬂwanMeth@d .ng the gateway, with termnals
under the control of a vehicle -nounted router 105a connected to the radio
net wor k 2A. hou] d, be noted that the conmuni cation system shown |n
Figure 14 may b@e’&pm th%am%ura%eifgﬁswwaae@ﬁﬁ%cf?rsscpsmsﬁétalﬁr%mml hr ough
convent i ofifilo st Cabhell pbexslained whli kferched toaReflewehaks shavgh indFiperesgs9 Al so, a
pl uralityaﬁ)&ldadi 0 networks other than the radi o network 2A nmay be created,
as necessary, ‘and connected to the gl obal network 2. Mobile unit database
server NDBSN i sFigorerfeisadldwchant fuitioe protens ok registratiend andaathergicatidm Figuré on on
whi ch radt 9&1?23{5 I i nn{ddetails -
w il be eg%lé;l ne Fat em)grﬁr&%%ahart?gﬁalgﬁgﬁ(?pgg?g#gg{%%?\Cﬁggcmgﬁ ttrlrérsmages

i denti fi eP@Céﬁﬁd’fF‘P“fﬁﬂ’Gﬁ@‘s%@éBm@F forslatasending and pSgjvingr adi o base stati ons

BSNL1, dBSN1t2 rmchwmqg assemedthaf @mapﬂsle uﬁwsemn%‘ﬁw?ekp aahéespe%fbwlhl ch t
are under i ont [ o ssi ave .a al i of .nobi |l e uni
dat abase E‘é‘?@ég |\45|§£§8N‘\9§ acsﬁ‘i“ﬂe‘f‘ﬁé‘n}’ﬁmo ﬂ?\lé‘? qrmgiion 89?;1??5? ﬁé?(‘és WS 3 nunber

of radi o networks, at | east one




33 nobile unit database server is provided for each radi o network. Radio
servers RSNL, RSN2 are provided in the radio network 2A, and include a
~function for connecting to network 2A.jRadi o server RSN2 has a simlar
construction to radio server RSNL. Further, a plurality of radio servers
RSNI, RSN2 may be provided, as necessary, within the radi o netwrk 2A
Radi o base stations BSN | -BSN12, radi o base station BSN21 are connect ed,
respectively, to radio server RSNL and radi o servers RSN2. One or a

pl ural i t ymefmosgumbbilcaniitdnfoasatics fat varives desjicdsevitomtheabdid communieatien di o

server. | i<S

stations %gkIPIS Egﬁﬂﬁf%aﬁéﬁg&sggﬁo{ﬂ%%t%{h@?@e ra ?%eéggeg?%Whas one
radi o basdedicingiapdP Bdiiess fronFQANI t heret 0. Vehicl e-nounted router 105a is
di sposed in a vehicle VA, and is connected to at |east one or rmre

term nals 151-15n by neans of wires or radio, sighals. Al so, .th

vehi cl e- nount edFIF%tRTB?esiefS@g’ﬁFé‘&qu@Sd quiheaticationpyll by °Eﬂﬂﬂﬁ¢1Wéht’?f6W“?fet ween

the term pafigurd®der its control and a host on the global network, or

term nal s cont r - mount r h

veht i o- mount ecARgkne Powgect e ot oDt Stk il i pdieheloncor di ng
t o I nt er nthe npobilt caxdid rcunat Sacendsu legtshalqnaemmsSamhhm roskinnideritifieatbcthe salio
|nfornat|9é}vd8rk§x|e | P packets so as to transfer packet s between its own

t erm nal termnals controlled by a host or other vehicle-nmounted
routers, as wel (B SI)-th a host on the global network, or other terminals

under its own CQ/Hch®e radddeRE REANOETRS kl%}egﬁirﬁicﬁsre st AHdth8Tehfer! OF
identifying a parE% desi gnated as the recelver, represents such

i nf or mat i BFmghe g rpytega%uttlt depfitisp sent Omalhsynog farqdr@ OYtFF 2R Anong
the term flréndobdvaldgenepited tigitselfand it pwa FODN afe 2at totthé moaﬂé ulib2 a PDA
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Sret s gt ‘é‘%@% ‘et ey AvBeie e S FRERC PROGtP SR put
appar at usFurItlmr the eadid servar RSA/senids the-idantificreaf thomobile ra@®aouterSa andthaal s
151150, b Rl & Rl A0BEE (ETBlc ABRIEPSASE B fudsDiy adl o

netmnrk 2A serves e uni ase server ncidentally, in
addi ti on P‘ﬁhQM@C%‘mléF%fﬂ%OU‘tﬂﬁ@Peg &re a nany ot her vehicl es having a

veﬂ! c: o- \r;DuRt edmutlwrﬁbMurﬁr@t%@wwefmmBSArﬁdeWeathet?n&fm vaaekdarl s, but
venl cl e | a veni a D, er ,L,.S_snown | | as one
exanpl o. " 7D e i SRR A% R BEG Flobh® r Bher Sarie FOTRESF €'
connect edradid seadtir & S raué theRSHiR st for authbntification diinddiersaneat whéther B3GR 1. 34
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reference agr amto explain
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control s Sl%ﬁ‘ﬂbt%rl?d”%f @€ 2adld SIvGRSA pﬁﬁhﬁhﬁoﬁ”ﬁ@ﬁ’n&ﬂﬂ@ uhﬁﬁﬁ%ﬁ%k%eﬁr@nat are
under its.own_contr ol In addition, the contral carrlesot

aut hent i CMI?%%AﬁY‘BE@é@F s 1P rddiesgHon ‘t"ag’@&f chés. ¥ or1 3é@nt ihi ere-B)

term na: su&gaﬁxﬁ@hllﬁ@mﬁmemrﬂe@@e@ (Rg eRAmMplAL‘ 1. 28108} mairdarforrtﬁamtlef r om t he
term na er

trol d bl t he .t I
However, f47%H8 °5§§ ggsﬁrg(f)‘ IPp nff%ﬁ%ﬁf% ef%ﬁ’ﬁmﬁﬂn'egs ‘?h‘ efl et n2ecuri ty
of the co(ﬁmeuauqﬂa G, 2,s.. gnigrstomédeinchdioance eyhactt arngsﬁgnedrt@@estmmhalmﬁl 52,
Furt hermore, s b%%gnr?%?e% tU\?etrP&l?tE g&@'r&h@r dSaWDHH%&ﬂtx&f%{JeﬁJtP&ﬂ moves and
ara

connects vi’a di fferent

radi o ser searchingsfontheridentifign of thempbile fadiorraytenda theidamtifier efithe gnabie rasdie hi s

Fadi o ser K B R o e s eChon Ts |
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enabl ed. p&creésarief%mﬁwe%tle raﬁgoa%&tsr papish 44%?%0&?%%%@%&5 dBca andor
control -systemdata. Information -systemdata, in the context of this
exanple, relate to data comruni cated through subsystens for the purpose of
provi ding entertai nment or route information for the driver and passengers
such as car a udio, CarNavi data, as well as to data exchanged wthin the
vehi cl e-nount ed networ ks that connect the subsystens to each other. On the
ot her hand, control -systeminformation relate to data communi cat ed t hrough
subsystens that are. constltuted by a pIuraI| ty of processors, |nclud|ng

o - oy o, o




35 section 510 carries out routing of |IP packets according to |IP addresses
of receivers and sends | P packets to a target host on the gl obal network or
.term nals under control of other vehi @je-nmounted router (for exanple, agent
server), and receives |P packets sent fromthe host on the gl obal network
or termnals controlled by other vehicle -mounted router. Simlarly, com
muni cati on section 510 enables the termnals under its control to send and
receive | P packets to each other. Comruni cation devices refer to any
conbi nat i asiresses©f theuaiminals bh e ct,i Sorare sant imthe gadio severdRSA apthe520. I n such a
system I, 10 sends and receives |IP packets using FQDN
or IP ad ressﬂgésﬁgrhg&ggﬁt&gh:eﬁg@r dual termnals 151--15n or the host on the
gl obal network or I P addresses set in individual term nals under control of

ot her vehi cl e rmléaﬁt%ét ~eéh&he mveihu ﬁhi% NS £fbceved Bie iddpbtifierad raddonpne of
the termn 4'513:‘ are ener a onn cted Wi.r ed li nes such as
eagt ﬁrgébt

Et her net V 5’6‘%‘?}1 Fapest qgggcr éE‘EarrB?fso“ then using a
radi o rretdahﬂlanan aking theridergiier adi the mﬂamataue. 53W%e nasult b€ this calduiheidniand t he
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exanpl e. Bluetooth refers to a short -range communi cati on techni que usi ng
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termnals 1511 are connect e ort-ran appar atus 530.
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from the thosdsestbh kdigitdbfaR@ldenEienand the!r efeféndt BAIhE chledRfio RBEI S cafrieat her

vehi cl e-nounted router according to their |IP addresses to ternminals

151-- 15n 4vat are under its control, and receives conmunication data sent
fromterm nal s Ih%Hie casd thatithdeer are he pmbhmsmmth thelresultadfitheesearthtfor thee host on
e o or Ble B kesl i O B RO S theaBLBSE: KSRGS UL ed rout er.
Term nal ‘managi n assocl | ers w | P address
assi gned ngglsmt@nmm;)dﬁt@emeﬁcaagn and dhrerrgcardy mf@tlnzattled rttquesth@dﬁbhr cl e- nount ed
rout er 10agifles6H the mdBfle IR itet BE I WARTHRILIL bk BhGAE SEYer MDBSIRYstepl O e

managed. Al so, term nal nanagi ng dat abase associ ates | nformation

rel ated tDO} hFurBemaig|the saeweasen&?&ﬁmﬂr @Pédenrlﬁeraﬂfdheeee@&c r3digirg¥el by t he
vehi cl ~nsa) tirtnstilk IREYD N ahe 0P addresifandnid nddwofk Lddrdsh tfbroiiionassidned wdi t

dat ab d i t at b t t).
er o, - ovene el R R o bk B8R Bobl I IR TE S AT EETARR her sone of
radi o basapphicationgsiep Si7). tAethisting theclPagdreshthat thenadje servérdR$Ada0 base
stations ds@lﬁﬁ&letortﬁé REBiIEAIHIBE et §a b BOMRR TR BB RSO bEthe hERSRELRE sBEh

regi st ratr on aut hentication_is not 36 required and conmmuni cati Qn can be
cont i nuedthdf theagbils rrdioroutst Po i corpsated tpzferrrar radipnbass Sationdhatdy vadsethgi | | pe
expl ai nedcomrbhofithd RIdR Weever R AL gllhadd;ﬁon Ehgteeava&mbsﬂapenbmmm 6f thk ock
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term nal Jsldtedy a GPS 630 and term naI 154 by a control -systeminformation
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-system i nf orma | on in appar Vol ce apparatu

car d- r eaded theplererced Hﬁ‘ef@ﬁléUOfﬁbe edleulation, instead efarogisiration eoreplesion,

tshor t-r fir\rﬁ?ﬁbﬁﬂjnofhetrﬁdiﬁ%&'v@} RSARsQE tHeOHWIle uhitRtabhst §ePde$ MDBBSA at hose
erm nal s

a tob br qught out of vehi cl e ible to
Carry ouriEH N s e Bt FoERithAD A RoA PPBIPIE PR e SeTiner'of SBePOB ¢ hi n_a
gi ven di Srhdiocreutf:f Sa{stelpeS o) bhd senrdsrm rettistrhtion rdjetiod @bthe niabilt radio fyusdreSan
mformatr& ut/ out put apparatus 640 has a comruni cati on section 700 for
recei ving cBnt ol - system data output fromICs (Integrated Circ uit)
provided in t heBytetpradessitgdesetibasd abovi iseaotbeaonfmyidvehetikd ar notrthkes 640D,
doors 640 -skid
br aki ng s@gbd‘#%algi%gwﬁthg%ﬁ?ﬁ%%&ﬁ?&%ﬁ%i ;k sa E@I e F%ﬁﬁﬁéégﬁht and such
control - sl?ﬁ!?ﬂbht@meé(eme%@@l\ﬂélfn!?Pltnﬁ@l%'omrunr cation section 700 are sent to
t he vehicle-munted router 105a. In this case, ICs provided in the engine
640a, brakes 640 doqr . 640c and ni cat, on section 700 can
conmuni cat e achIF)’hﬁl%‘b‘mt dat aé‘b?‘m“’dﬂﬁgggt URPHICGEES 12 TREStRIoR CQH’(E’E’F“B’% CA N
(controller area network). Also, the comunication section 700 of the
control -systeminformation i/o apparatus 640, when the received
control-systemdata is to be sent to the vehicle-nounted router 105a, has a
capability to generate | P packets fromthe control -system data and sends
t he packets to the vehicle-nmounted router 105a, and has a capability to
generate control -systemdata fromthe |IP packets received fromthe
vehrcle nount ed router 105a, and assrgn |dent|f|ers set in advance in the
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vehicle, and, vehicle speed and acceleration are utilized as cruising
information, and information such as anbient tenperature and humdity is
~utilized as climate information. Vehighe handling information relates to
information on the status of vehicle operation being perfornmed by the
driver, and includes information such as steering operation, braking
operation, accelerator operation which are ut~ized as neasures for driver
skill, and direction indicators and hazard indicators operations are
utilized micelthe smtitydnfoanatiqnatcdpiemg ahd)theiidﬁrmiﬁnmﬁtbmmObﬂe stivubdtebBa not ed
that 't hesgod ldiafiRlSnaf gsa?eahs SRchifif) shfbriRition'dine HOBIARRICRNE 8h afy St em

i nformation | npo arat us, are various devi ces
havi ng codepuing hélt%lpm‘srﬂqfﬁ Elsth? mebile et information dﬁ@baabla@d@mﬁguhed@a to and

various iRt sdiesdrodt KS“A(E'! 82 Ir{‘tflﬁérdﬁé 's%n't)hﬁforﬁlﬁﬁotpﬁlatté’saaﬁfbﬁﬁa?ﬂnt hr ough
| P networks such as various $ensor inforpation for a vehi cl

accessi ng"9P6sTRIngrghethas shnego 6&@?%@%@“&%?%?‘8@%%‘8%9@ aé\p(gil'{e]r i cal
appl i ancegmiasid Stup S8-akeares cdﬁﬂfol bhaake sbeun@eﬁ“tﬂaﬂicr 6xa:tmm<b eqisblishr m | P packet

transm ssion di. [e er th s NSO t.hey may be
connect eacqngmfrh%a h °§“Hg’3ﬂ '(S’ut%és f’bg’g °6" c[%tpfal&gyf or

t ransm ssorcarvef andthdukket Next, agent server ES w |l be expl ained with
reference to Figure 18. Figure 18 is a schematic block di agramto show t he
structure of the agent server ES. Communi cation section 110 is connected to
gl obal net wor k Afterdisdegigrationiandauthenlication haneheam sompleted Whensthpynokdly of

radi o serMgicSofePSefebEided e ?é’g‘i‘st{aﬁgﬁ 135 ﬂ@ét Wﬁfnﬁ Swith thé idénﬁﬁer§ forehd i ons and
vehi cl e- nount ed rg ters. Informtion procesSing section 120 per.forms

processi n§MBYH 3% -ss 20 (LN S Qb ¢ “&P?‘tﬂ’? Pr%qese%tqrarc ‘§9§‘P%‘ﬁ~f data sent
fr ?m t he ¢aeried Al Ia thé cae [hat eadhi tblymﬁ:f.l wahhainested,amdPge&essafoe sachadf the

in ornat|on.c ntent ares a C tents

it abaae EhEs ShhelPAS Pork e PR bdafbsd RS ERE SLRIAE MHBEREOWECT B
140. 381de:m1ﬁer of eashof th@rtemﬁunlac@ml th| synthesizkd]f addressior eadhorfited i on content s

stored i ntehﬂ*ﬁalﬁ%ﬁ%%aaﬁehﬁﬂ'tahﬁo eé\@ltltl ek ﬁta?mﬁ%ﬂﬁi%l@rgaﬁd)th% h@en‘f‘iﬁért and v

ehi cl e-nmounted routers th rou conmuni atlon section 11
i nformat i @WP(%]fﬂ)ent“sth&Féses‘Eﬁt h‘? Ws‘l‘légﬁ)'aﬁ§@hF?t&411?%B’°F%ﬁSWgﬁ§i!ha%| de connect ed

t o t he hogithentidatiabvdseok pesbld, auwégstfation rejedlRR iINQACEHSBE YerminaB(sfepS agent
server ES][HT de to the term nal side connec ted to the host and

vehi cl ted routers. Also, the control section 130 authenticates the
users and cont r’ﬂicsregfaeattwrandrautlmhudauombtmssa&ﬂmunbmple'tetdn duc tderahong t o

i nfor mat i 9y 3fREG R §3h§5%fré‘8£hk£§$t68ﬁrév@£t°£ ﬁﬁdut%ﬂb%%ﬁ?ﬁ‘&e 8&62 in the

menory sectlon 140. mory secftio as content

aut hent i c%ltt‘il@ﬁc?‘t?rlcnf?@??%“E&P&B%Fi@"?@?mlﬂ:bht usieg steps $4 B4st ores car
information contents processed by the information proceSS| ng section 120.
Aut henti cation j.nfor ion t abase stgres a nticati.on formation
used to establ |Ig %ﬁf@g 8'?1%%??/%8??6 5’3 gél%\% eggmgf?g rl.‘ﬂt:ﬁ]‘f’errn' nal s
connect edprbcess lfier rbgistratin cind ahihehdcation milkbe cxp]mmcbwnlamﬂerbﬁbead theesses or FQDN
and i dent yd n

operation ﬂg‘*&{ﬁsn%?i%pﬂ%hkg nlq{éggﬁdg%gsyes ]9t1 reﬁ? é}%%ﬁ gr\ﬁ%ttdﬁr éji}%escri bed
above wi | #n Weaddygss Hiahearespendsite FMNce to F| gure 19 Figure 19 is a

fl owchart of thWhEﬁQ‘i st%ricﬂ%s@ré‘s@lﬁ‘ﬁﬁﬂ'&ﬁ& FOPINST hokhCg2 exanpl e
relates to a c,asee&ggsreg‘ﬁesm ng of c tro syst d ta sent froma

pl ural i t yPTOFeSyag 2 igndP ta dregsy gx@gthptonggl ssumed
that IP asédda'siseentcfforﬁ feeminal 51 @Mlﬂgnﬁembbﬂh xtadlotrbaevsmsdté tieTPuddress routers

f I t h | t th th ti
o 2Ll B 55 e A a5 B o B "
i nf or mat i @rget host §j4@ doraaddsess aBplution and the IR addressiaftthe oniginal séndes pithem
| nf or mati gyl r&%ﬂnﬁ&ﬁ‘}&@gétr eﬁ’dsot%‘é 46t So Aiabib sQ&QFRSRAQEQ Qﬁﬂer ated from
n ut fe

control -systemi or ma Irst, wth reference to t ntication
infornmati on data base 142 for the term nal s connected to the

vehi cl e- mount edWhehltrerradlafse@epksmtﬁdsxh@&ddf@daIr@doﬁﬁmqeqﬁegtqhat%eetth@m 130 of
agent serq\;@r ES sel ects tmgq% unber  control - stem uéﬁ%@ga par at uses
of vehi cl Mr&gAOf (AdioeRYES dﬁﬁsstrﬁfoam%é?ﬂ“f:?té i erRialng he one

shown by numeral 800, and calls up these control -system out put apparat uses
using the I P addresses stored in the authentication infornmati on database
142 (step S101) to request sending of control-systemdata. The call up
process for vehicle VA, for exanple, is nade by way of global network 2,
radi o server RSN, radi o base station BSN11l, and vehicl e-nmounted router
105a. 39 Vehicl e-nmounted router 105a, upon receiving the request for
control -systentdata tenporarlly hol ds the IP address of the agent serv er
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Also, in this exanple, |P packetized control-systemdata are sent fromthe
ot her vehicle VB to the agent server ES through a vehicl e-nounted router of
.a vehicle VN Agent server ES tenporarddy stores packetized control -system
data sent from each control-system output apparatus, and subjects the IP
packeti zed control -systemdata to processing in the information processing
section 120 (step 5104a). For exanple, cruising information, obstacles
information, blind spots information and the like a re prepared on the
basi s of wrgeetidss€42lfor address résnfutionrand the, IP addqrass ofitinf onigiwel sender bfthat i on
| nformat | Qe -aBluiBRYeduBa! TP GlEHEARARNIYIOLARDY B mdiRpi eI I ©

i nf ormati on, steerlﬁ fmat i on, raking and acct ating | ormati on
cont ai neddatabasegereerVIPBSAly sranslatedh tooamiktaddress dgpsading en dheelPasldress of ext eri or

and i nt eré)@{en{ STREAAWEHEA KNG AIcHTRAE ABio setvePREA itsBif R A1BlahQ afM B§ESSi ng 1S
per f or med toia%rdglpare information_on clinmate conditigns surrounding the

I
crui si ng F¥H Paddeess 13 sontdp thedpNg sprvsh BN asthe arigiaof therrequsshsiaRt i on
c ]9 nt ent 3 sw)ﬂ A$ tHS Gmelané trﬁﬁis\m&d EB’?d'dFés@ bfr%'e it€rthinad 81 ?sad ¢upgentlf _asa?w fpousness
of acci dent, happeni to.the v e on_the i.s of impact informtion,
ocat | on' MBS RS by et SRS A Fom aebaf fadiesies sFTE agvashe Pkt acr s of
| ocat i on radiocrerseer RSA. Brdassafthe PDNSeenler DNSK dedsinonitself mhamagd HQDN of
di st ances r . e ) cation
nf o mat | % g0t s?igﬁss(@?%‘ﬁ?g%gaﬁéﬁ%%%?§1°§“?‘%§?’3§’#§?ﬁ. R A g
S104e), disshephiect phadsdressiresolution 9aé thei trapslatedd adrngast of thejterminalh sty 1p
i nformati %8 oRigMCTIR JéQuésﬂs%@ntStéQlfegﬂ)NS%ﬁkfl@h?sgs,tdirasllﬂl).ng information
processi ng (step S104h), severity of precipitation i hformation processing
(step S104i) and fog information processing (step S104j) are carried out on
the basis of | oDNSisefver #1,aipohréceivinglths hadregsreicdutionGBiuesnfiom ¢t DXNGhi cl es,

road/ vehi ¢l e infox mat i o lip, vibratiaqn t i nf.or mat i br aki ng,
accel erat f'eﬁ‘éeri[ﬂ}]%%"rﬁ?ésotﬁ? ié\f‘?f{%%sscpﬁg?gpgmé e @\;%?él:)lg%f hﬁ tﬁr& (hc’? §??rati on and
f og- 1 anp fonfiddmasstresniutionhand the laddress resdlationeresponsgthatsetsstha §P addresmgfithe ed,
agent ser L @gzg{ , L L o

aut hent i cgﬁgﬁ%’hﬁ?g}?}é‘%@?ﬁh?&ta g‘s%e 1 2ad&i{(;yfs§é|;fntg‘|E \%r@%lg{%%l?{n??\ﬂzﬁngé%nnect ed
to the vefthe Edystit ¥t loghe DNS seavra DNRAGIeR 5 )car i nf or mation contents as
| P packets to the termnals of PC, PDA , portable tel ephone, CarNavi and

veni cl 6 - mount SRNSSEF DRSSt e S0 REisSo i Bepanshibrets B8R recel ving
car i nf or addressiof bostiC4Btrec ederdtfrdm PINS seeverdibiahé theadinslatedUPaddressudfighie s car

i nformati Ls i i € exanpl e, of
a plurali %&n%?rgtlg@%néwngﬁqggab%ﬁg{g{%ugﬁ@g?{@ﬁgé }éag%%ccgf&o v@ﬁipc gs nount ed
router 105a displays cruising information, obstacles information, blind

fS|oot s informati Rgﬂi@mvéx’r%Aj I@n(}@ce?\hﬁg fheragaiess r%?&ﬁtior%’&kﬁ&sé‘ﬂ@ﬁlrtﬁé us 650i

or exanp erfar conyer si of crujsing information to voice signals.

It e hRAReRrr BNSA B E aliieS getoniioh reponth B b addbs Epevrod +o

t he needsCé2 ahdthalIP nédresst thatethinalfdsthst wds thebdginef therequest tofthoniohile

pl ural i tyra(aogoﬁ{epggl §P73i ndi vidual term nals of vehicles. Next, a case of
' tin

one term na[ conmrun (t: "with an agent server will be explained using the
flowchart in Figure 20. This exanple relates to a case of making an

;axt er _n?! reques“{(h@ﬁ'tH%_d?Qs_@ﬂ&olﬁ?&i‘?éﬁ;b&ﬁe‘iéJAﬁel&'@:iyé’@?bﬁg%e feyjaiomewéém,er 105a
oinitiate r e,.noni i ng, of vehic, . First, sends

nf or ot | B 9 afada@/rq%%rav%ﬁ&s s D s e Aidpdsp o BB ERAPRRSC B or
105a as | RRcpieekHt fidréds bfithemgstaC42RiepiS1BRr mation to identify the client,
vehicle identifier addreﬁé 4 nforn?tti on tﬁ'léli gent i%}{%h\? vehi clafj 1and renot e
moni toring requb®t PTORTSS ORAITeEYs Te9iytion has thus Pesh Mt of NP ihe vehicle
(st ep S20thus able 4d sedetti tht &P adinesseof hosn @4 105a sends | P packets received
from PC 610 t hafy.i.ngl \: | | [ ' d L ress

i nformation andﬁ(ra%h%t_tgg%ﬁ%’%@?#tndgeg‘%%ggé{)&epPﬁh \éﬁgaﬁ?%"gﬂnf lﬁggég ljr?'? i’déag%er ES by
way of raticachensk Assdndieated indtiguse d ethoreris a NS srevey|voitan theareiwrerk Apandsa ep

S202) . Agﬁﬁbn&a?{ DS fevdr @& Fds¢@ ab&el tROTirewAll HWR B the ekplinglichsidgnt i fi er
address in o‘%{m ion apd renot ni torlégg r,eggl?eaiqt(gj nf i?rﬁn?tl on sent fromthe
vehicle - O Fasg Pepavinge SR Aig v PIT¥ETS-adat8s s
information and renote nonitoring request information to user and vehicle
aut henti cati on processing, using the information stored in the

aut hentication information database 142 (step S203), and when

aut hentication is established, sends control -system data sendi ng request
information to the control-systeminformation i/o apparatus 640 so as to
request the control -systemdata using the |IP address of the control-system
information i/o apparatus 640, which is under the control of
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42 driver other than the owner (vehicle theft), danage sustained by the
vehicle while the user is away, abnormal rise/drop in the vehicle
_interior/exterior tenperatures and pregares owner alert information (step
S209), and sends owner alert information as |IC packets addressed to PC 610
to vehicle-munted router 105a (step S210). Al so, requester com di spl ay
access authorization processing (step S209b), diagnostic information
filling processing (step S209c), car nmai ntenance request formatting
processi nifja pstwepk 8069w} haser firswhlk FWA, dhie sigeph § routerand thra¢ wionld herasbes si ng
(step S2 ?fjﬁ) N§§F rvkfiSUrance cost estination processing (step S209fJ,
driving s ]? I'i'ng processing (step S209qg), car status information
processing (step S209h), car location - and areainformation |inking
processi ng {St EPheHO&ss ofAdR %ﬁtaafté?ﬁk%ﬁfplenbﬁ)@ﬂaddr&@@&@ldﬁﬁn péksslat abase
consul ting dre i r1f or t| on processing (step S209j) are carried
out accorﬂﬂ]ﬂ{f ai“}‘\"flé‘ﬂ cb“t ‘to generate requester com di spl ay

appar at us addr €Flfe ﬂcﬂﬁﬁﬂrﬁﬂtsleﬂdk { &k%avﬂg&ﬁ@lmad&as BOhdst CAR s as raztiven

(S210c), nan vat r safety,
emer gency eEfm&e 4@?88 % g“t?;?e'\ragrs@qﬁhﬁ‘sgﬁ ?‘%ﬁorﬂ?}'ﬂ tion
(S210f), migethdﬂPaddrgsssxﬁﬂmnmbﬂcrrhdmmmtem c®pB23d)., pre -trip checks
information, safety margin, residual |evel information (S210h), I ocal
information, district, climate, road condition, shopping, accunulated
i nf or mat i on ( S2Miobie radistputer Sampan easeiving the padkshirer terminabs hosends to the

cont ai ni NG3RWRRJer RISAd pdcREGHITERY haAhé ﬁ“idcfré@%‘fﬁéb@@Z%@ﬁh@‘écﬁ&rtaﬂdﬂﬁ 610
(step S21 0 rece ves, owner al ert %Prgé tion contained in the IP

packet s sé)rﬁddf‘i% i 45| the Arigipal sen B(ﬁt 5a, and di spl ays the owner
alert information on the screen. By so doing, the owner of the vehicIe IS

abl e to det er m gElRlerdien SIh Gt B YD KB YA Iiolid SMAORRRBLC 19

cation. Al so, erm ssi nt from
t he cont r@tch@}gﬁﬁﬁlﬁhPmﬂdeﬂtmnalélap[ﬂmmgml saglef fmthq tmlatﬁdtli’on ot her
than the 5&9&%%e@ﬂ1§tﬁh&l£‘t@d IPEAIER s Ak S1fHE] ORE: 3hoved: 8 ﬁaatettcymthe .
termnal . For exarrp I's possible to™process for fil a di agnostic

i nf or mat i Bst £ a G52Y as to renotely determ ne the mai ntenance condi tion

of a vehicle, bﬂsaatmnupdmfreémhg emt&rdﬁeﬁadtdhewwmw@thm&aaﬁwat a for

the vehicle su sst tio VII’I i.,nformation,

el ectri ca?ﬁéc\f &e?‘rg or’gﬂffal Se"gia am&%gsa §F‘é ﬁﬁ}ﬁé}?‘h&tl on,

speed/ ac cek:qnmmconﬁmnuhon msspmme tha sttahé trandated Il’mtcﬂmss as thendestimtion estep

i nfor rratigﬂ,,) and inpact information, and send such renote diagnostic
information’to the termnal. It is also possible to send safe driving

i nformati on based on real-tine vehicle steering information and the |ike so

as to offer advRado Eé?{/erSBSR,rupéhlrh!dei\gn @w&&%gti@htdﬂﬁ@mﬁkﬁddb@ﬁpdﬁﬁ@ﬁ'@ﬁﬂ ng the

vehicle curr in er cas per or m ng
Ferot e oot Gegbms B luPadacess o oBEly R R i adubdpring et

expl ai nedsmtﬂahhaséfeem set@e thealeRtimptine, aad sefris thd fetiwraed P adurass tatheomobdiat er ed by
an owner éfdloamgé 5 h@qg{tﬁ'tﬁﬁ&fj c?) S’%?nt server ES to the vehicl e-nounted
router suc orrra rrgay contain client information, vehicle
identifler address |nformat|on along with a renote control request on

control itenms |pebiciap roﬁt@%élehpéﬁ féceiviiOhe AR8pEIN RtirAdtionGedHdhdd ONi Ng
operation; door Iock|]¥|§1/un &c Hg ﬂ%{%ie w ndow gpeni ng/ cl omg}g

oper at i onfm’i"é 0 STV ot fod tfﬁ'g‘"‘? i lf?!’e(’g?'bff"%i‘}m IGAaNES Wahpunt ed
rout er 10éess faethelsdatd ioathé rdcﬁlﬁtm’nmﬁ\hﬁﬂmtbﬂdespehsec mldhdaeﬂtaiﬁsltleer [Podiidre3s of

i nformati m)te cont r.ol ugst.dinfo ent. server ES by
way of 1 ol CAa ek PERERE Wng g B AT Aad L OF RBblnalst & RESRMBERY S0 07y
Agent ser d@rgnE@g thpdP add;cmaflrm@ilc radiontoutenfSe astitei ariginmhskndehstepS26dlent i f i er
address i nf or meqgy, f Laformation, perfornms client -
confirmation procé) 8?%8 ste Eé%%%asgl#}uéb\%gﬁ?%%k@genti ty access processing
(step S304), on the basis of received-data on client information, vehicle

identifier addrgsfe bmbsdif®htl REcritRd abMNQ it ¥RbH1ABe HbRHMShAL Kk ;sreenaut hent i cat i on
i nformati on dat abase en aut hentication is estanli Shﬁgé erforns

renot e coﬁf?%tonmﬁéeqztﬁf“cﬁoHﬁt‘i“Bhleb‘r‘éSB%%‘gP‘HE;“‘%%loaéyttﬁ‘“rslé sV Fol the
vehi cl e according to the renote control request information (step S305),
and sends renote control command i nformati on and control -system out put
apparatus access information to vehicle-nounted router 105a by way of
network 2, radio server, radio base station (step S306). Here, the renote
control command information includes commands including engine control, air
condi tioning control, door control, w ndow control, lanmp control to
correspond to the renDte control request |nfornat|on Vehlcle nDunted
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fromagent server ES to PC 610 (step S312). PC 610 di splays control action
confirmation information sent fromthe vehicle -nounted router 105a on the
~screen. The vehicle owner is thus ablesto find out th a results of renote
control request. Accordingly, because the steps are arranged so that,
control -systeminformation i/ o apparatus 640 of the vehicle is controlled
after authenticating the renote control operator through server agent ES
according to reno to control request information, the nethod is able to
reduce i nditalgnaeprowicol)ian theopreeadinogeiont mayalsd be t;qahvdetd L tannbytion typs r d
party, th operati on,

Conpar ng@dﬁ?%m&%ﬁ%ﬁétaﬂ sﬁéh SF(?P{&M?%PE g&B}oﬁ‘ Ip?o%{ R control -system

i nf ormati on i/ oAlspghe a@mmumalmstbmelesgmw@bwhaﬁ@lhoste@ﬁ inside thser at ed by a
remot e OpEJtﬁBHJDaﬁﬁltﬁ’ s’j‘leb W 1082 §§e,1v9.f4>1rgﬁ$ ﬁrkri&qmo@m thgem nal

| ocated within a gilven stanc romlns e or u5|eave|ce|sset
froma ra@P@N}%ﬁwf@t @eaog CF%&DN%%ﬂmrréluwﬁ@swwqumeé@rrema&iﬁ‘@tﬂaem t he

present lih‘é‘ﬂ@iw&lat@ﬁﬁgﬁér%NS@éﬁémié o,@otgydsg_ sent to agent server ES. Al Sso,
in addition to enbodinents descnbed above, "vari ous-system of services may
be of fered between the term nals and agent server ES using the

vehi cl e- nount edinradditien, ih@heemBddimént|desaribad aboveatheitmnslated $P addressabqlies. 1.

As_shown asglgﬁ;&wtﬁe ?eg,gp%?ggg}g'r@xm AR Buls® rifited () 49%15&3 IFRREQ] - system

i nf or mati on ent server ehi C - mount ed
rout er 10#Bdhe fresva dgengzéne adﬂreamrea@lummbet the ¢rapslated BReafidress assignedag thet sever
ES to genghfiy he radkyserfdr QaABE b QR baPIP fafess. according to control -system
data, and th l%ﬁt P orsrrarﬁron congents taﬁus generat ed are sent through the
vehi cl e- rmunt ed rout er 105a to a termnal inside a vehicle or an external

t er mi nal connecme;el 4 Gask laetrmedﬂmtgl}mrg @zda ﬁamttﬁa&t GO5e tehhiRhIS 1usHIMRS

di st ance. tjon_to can ing to.a server
of “an aut BRISRERTEHRE HecBpeLboyE MG he et rat Frtgrone b obhatiSin oy
contents BigussdljkX i dakhiycaserit jsussuateddhatdiost GARCs awaret of HQDN of rfrminaht i on,
congesti ogy i I aat f fd crui sing
mformaugln qﬁa@%a’%ﬁg a? gtc]% ? ?%%hc%oﬁ#%fﬂa?@ess@gdnﬁgﬁgh%u?E[pdg? gby t he
cont r ol - sigemiagd 31nis subngtwek A-/ o apparatus 640, and sent to terminals corn
ected to the vehicle-mounted router 105a. 3. As shown in Figure 24,

control -systemdata, are sent. from co trol info tion i/o apparatus
640 to agent seF¥skrth qucW&gdﬂérG%ﬁfFﬁ@‘O“rﬂ;m Pﬁﬂ?‘gﬂa{gﬁ “nd using the
renot e ope;r;ﬂmhengwitlufuférbmsmﬁguﬁ-hm ag@mtthsepseraionEsesoﬁ:bad amive; proogssat i on i S
sent tot V'S |nformat ar.at [ t he

vehi cl e- n%fe rﬁggln ztit}ogluatng au%g atlgg are Caﬁlﬁp out %8 g gh%errHoz'R adlé qgrggqa anla

condi t i onthe mgbdle servenBS Amandietisedndhe mwt $bnd tag mebil¢ ragip mtqs ﬁé@m

spreadi ngs®f 3bir 1@ tﬁ’ih’c&éérihb@ﬁo&ss i R ARRIBhat ShowIPinFIQWR 8l N Figure 25, a
term nal external to a vehicle may communicate with a“terminal inside the

vehicle or with a control-systeminformation i/o apparatus 640 through the
vehi cl e- nount edHo1042rseAGEQDN ofAertiidlShalhich isah eliget loeadd%ed?.avdoﬂlgloa

havi ng = R e, SRR BB oriBR, fR glelets R RESH RBbedo BASURGHS (o

remai n i ndtGitgpa®33). I n thi s case, as shown in Figure 26, even if the vehicle
VB does not have a vehicle-nmounted router, data may be sent to a
conmmuni cati on devi ce 690 capabl e of processing |IP packets. It should be

noted that the RDISiServer 44sendsdan addresymsokiian requestof FDIY fardermiral 85t ned
into one mwssenl%ambm&sﬁeﬁg@tmgm IPRNdRSs SFhesnbiess thabﬁgﬁalrcﬁemgstssr ver as

a unit. he a s, | P addresse 0 be

o onar 1 PSE8y, DR SR G INGA SR U ks resabiih ey dor FOPREFBRRAlS oy

al so be uf1 by designating thIEaddmsasoﬂ‘%It CAdshe brigidalrotiest tor ansHilatunitn) f uncti on
shoul d be e fir or 46 radi o servers. Al so, the
functi onsdéé%@a}%g&g%ljn qt s(g{epls‘éﬁ?SZO in the vehicle -nounted router 105a
shown in Figure 15 or the information processing section 120 and control

section 130 of RORDIMBAE URI ddiabasb S4Ver Muﬁwﬁe ﬂaébmxdia%ﬁt%@ihwed by

recordi ng an apB Ication programin _a conputer-read recordi ng nmedi um
and | oadi fRptioke wmhﬂﬁttbeaob@frﬁdpépmyémwg@eé@lﬂpét Hé""!lﬁfﬁéttons
Here, the term "conputer systent includes hardware such as OS and

peri pheral devices. Also, in the enbodi nents descri bed above, the

vehi cl e-nount ed router 105a was connected to gl obal network 2 through radio
base station and radio server, but the function of a radio server may be
provided in the nobile unit database server so that the vehicl e-nounted
router 105a may be connected to gl obal network 2 by way of a radi o base
station and a nobile unit database server.




Also, if the "conmputer systen utilizes the ww system "conputer systent
is meant to include hone-page environnent (or display environnent). Also,

. conmput er-readabl e recordi ng nmedi um i ngkudes portable recordi ng nedia such
as flexible disk, opto-nmagnetic disk, ROM CD-ROM and recordi ng apparatus
such as hard disk contained in a conputer system Conputer-readable

recordi ng nmedia further includes those conponents that stores prograns for
transitory periods in a dynam ¢ nmanner through gl obal networks such as the
| nt er net and desbisdlanthd nadio setvar presentlyeonneckad tp thymebile radio romk Ik isdbe ser ver s
and i nt erggh sxﬁhﬁﬁsk%mmrthemoeﬁépebwafth@ﬁioﬂﬁe FRITYSLRE S8Rl GlTheas clients

that store prograns fq |1 mted duration. ranms may perfonm a
part of tsﬁ@edlélﬁcﬂ?tﬁéﬂﬂ"fedﬁ@@%ﬁsdtb‘?tcﬁﬁ‘}‘abﬂ 0 EPQ@‘ %P’l mebife it i on with

pre-r eCO[&%aﬁH&E{eﬁMDBSNs@ﬁHs' to tlfe?ﬁ&iétsﬁvcﬁ RSAHobil!dolde m&:ﬁa:gen errt)odl tnrent s
wer e expl ai ned w r e e.specific structures
are not IrFﬁh‘?etsb@attﬁ?tstthf)Lé ‘gﬁ ‘Eﬁ%s lggrﬂe‘éfﬁ?é'ﬁf"g utio JBYESLSOUFRE ude
desi gns tdndiset3tife M dddteds bivhe mﬁﬁl M astdhe afidressresolutivnadustiation (stdpyS\What i s
clainmed ig. 1. Acommuni cation system conprising: at |east one radi o server

connecte ‘0 a network; not |less than one radi o base station connected to
the radio server; and a nobile radio router that controls at | east not | ess

than one term r\%emg 1586 SdrSer @%&ewymem&me Rodd inforifatich f eﬂgés?,or ase

station by radio transm_ ssion IS nhecessar

term nal SGaeBes theAople urt managing daabage %laassd Pamfelrl’ atdéreé@ﬁf}mmmlﬂt h a
term nal vuﬁudmh@@auressl resaﬂutwﬁqiewauaptunhezoﬁmﬂisqmqma] g1 1s3'pr95b$ﬁ] connect ed

to the gl obal addr e re J.0n nabl ed ddr ess
L e e P B K re 5 IR o theraE s RUPhstalso b1
comuni cadddfe’s sfthe emimib Pl rexeivgd frain the avbiloust dasbase seeveraVDBSAeched to0 a

t K; (|
corver dRddgreRe S Aol Gl 3 M REndhEl IPRFROITEL FoiE shE GaBBer 1 one
t er mi nal ssrwgr YHPBEASs thetmahilemede odermationiashonsgi(step 83i7p bEkis translatedIP by

radio tr %ﬁf@éﬁ'a%rrem‘}%s%ﬂ IP%&%ssaasEigBEH WJheH‘M@Eer@MﬁRh QFanEé‘bfj mobi | e

radio router_rel ocates from sal d one network to another networK connect ed
to sai d gheHardduessebihe netyerkfetsin adyancshyths radioseryer RS-t Fuihsemorgnder

cggt rol ahe aioblldrexit (ﬁmiﬁabesd‘rﬁgiMDMﬁhds rtha DINSsdervied IDNSA éit rt:aﬁdalle net vvor K,
address re uti,on nabl ed usi ress 0 na

mobi | e unff dﬁé’tog%ggor PQEFSP?%SF aﬁér% Z}d%regs ((%ﬂﬁﬂ Eegwlgﬁt(sq%é%Wconprl Si ng

at | east one radi o server connected to a netvvork not | ess than one radio

base station CqmESLeE HRSMIRpbPilOAg Ll @s@qiega]uﬁemésﬁoﬁ&dmdg giter that

controls at | east not ess n one m a carnes_out_conmmuni cati on

with sai dranslated IB&Q@‘*?&%ftth‘?)?‘?”ﬁlyak%ﬂoqsé‘gﬂ?‘h?ﬁéW%‘p‘bPFWW‘%F% NSeSef¥5i | e uni t

dat abase glehyaeqicstedaddicdCtsotutibh & tHObddressitsidiutionfrespaBsd @Rp$3bpbase storing
nobile unit information that associates identifiers and/or FQDNs and/or a

nobil e FQDN of said nobile radio router with the identifiers and/or FQDN
and/ or | P addr €3NSeérvendJ upen micaixing the addressiyedodutioniréspdasea basls theer ver

accor di “Qr&n?la&'d"’lb'&h&ess‘%}‘?ﬁ@{e Wfl Nodnd ﬁééf“(ﬂ%'tladf?&‘aé tlﬁoﬁgF&ﬁr&B ulilf mobil e

radi o router communi C st connect vvork or a
t er mi nal r@ﬁl‘éf‘étfasctbﬁ@‘ﬁdfpssdﬁscéﬁmﬂﬁésfmﬂﬁcﬁste@ S48%i o router, the termnal under

the control of HAEOIN thes BEIEresavé Bfe [PAAIRSSEITERIEAASY] ON party specified
by the host or By following the procedure described above, host C42 is able to transmit
sending data to terminal 51. Accordingly, it becomes possible to transmit sending data
to, for example, information collection storage apparatus used in PC, PDA, telematix
that may be connected to the mobile radio router 5a, and terminals such as controllers

used in remote automated inspection equipment.

Next, the process of transmitting sending data will be explained with reference
to Figure 12.



48 by the term nal under the control of another nobile radio router |,
detects a radio server to which the termnal as said conmunicating party is
. connected by way of the nobile radio rmguter according to nobile unit
information stored in the nobile unit information database. 5. A nobile
unit dat abase server according to claim4, wherein, when a term nal under
control of the nob~e radio router conmunicates with the host connected to

t he gl obal network or the term nal under the control of another nobile

radi o router, tHestC48; wiingathe frandated IR addressiof thei tenmipad 51 pbtinedwwscdriingr adi o
Server C ﬁé:ﬁt?ﬁ'efp?octegg ?entdg fy aa?elt &cglgﬂmﬂg the h%lﬂ%ﬁ drctsg'gf ﬁ'iﬁg@‘i under

control ano 10 rou ress o term nal
as said c@rfh@uﬂ‘?séla{lti@rﬂﬂéahﬁgp adglresp\ofjanst CéZQﬁme afiiginabseaders &y sadio s§e€br di ng t o
claim 3, pbgyaéps4pyhen said nobile radio ro uter issues an IP address to
said termnal that 'is connected to this nobile radio router, the nobile
unit dat abase server that is the hone of said termnal provides to said
nobi | e radio roﬂie&ﬁdibfser\@ﬂl?lSASrsfetsﬂﬁ@frﬂBﬂet ot mm&fgadayaﬁa@é%sasddaﬁmd e radio

h b
Corver actiRryPRdiessfhS Epints{ Rafs ME Fiiiivsion desifih af et ot a -
control ofrartshtteddiom éherlaat 42 nmndicafno ﬁndnherP(adduss ofi thrtermimahSisteceivethect ed t o

the gl Oba{ e"‘@&&'{ edinit Eﬁé&b&&r ' ?hﬂy?gﬁr sS?c%El% a@dre@NOLAGE robi | €

radio ro ress i d conmuni ca |on party,
of which @msunssmtdeamagam,@ndér@mwapd mgmqbﬂeraﬁmmmr Setbydhoradir robi | e

radio rouée?sFer'RfS Eepfs @% BecduBE theRraastdlsSiss d@Jth@ﬁorﬁ%tHQ dkehetat&d fromthe
IPaddres \ggelrc iSis

e radi o_router aldt m nal
under t h griosrmee B S“’E @‘etlﬁédgfpssa‘lfdé‘%@@%‘%ft%FHeo‘PO‘?i‘?éaﬁiiet’%F % o which
sai d radi gariSaiity e padhdt haemgltmmudﬂ;essoflheofm Host 642 ﬁisﬂhersendeﬁto thel ongs. 8.

A nobile radJ {er comuni c;atl em co ing: at

| east one F&'&% @?eegrbgon# {o tE' taBove ‘?{8?%1% %B?‘X(Ie lgéraflﬂgl e ﬁgmr adi o base
st ati on cthahesite4? tbohd tegminaldilmddess.er; and a mobi | e radio router that
controls at | east not | ess than one term' nal and carries out comruni cation
with said radio base station by radio transm ssion; wherein the nobile

radio router isAPagket msdhys besnentdram thehostldryiorthe ieamimhl t hat stores the
| P addr esses of Tdrfighal §1, rﬂpﬂﬂkcoaﬁfﬁiglﬂeﬁaémétﬁbﬁdﬁﬂﬂb'rﬁ@%tﬁcr@lﬁﬂ@@ server by

associating the | P.address o t denlfler .of said

t enm nal . ge%’@ng‘m B Feép?%f‘&t%h?%@é%tﬁﬁgé% :b@' og}ga r8CCplifRr ei n t he

| P addr eseonfitmativindrespoinse i aéntits hos S42dyhesyeaf thamablittr mdis routeoSaratd mdioobt ai ned
fromthe ey ktydat abase server of said terminal. 10. A nobile
radio rou{kg‘?@accd s(l[fei)ﬁngF 4631 aim 8 wherein authentication of said term nal

is carried out by searching said term nal nmanaging database. 11. A nobile

radi o router aCN@:EtdA Be bPsyslen ap&atmeoglednm rﬁﬂi& dohﬁmﬁﬁcﬁlﬁoﬁ ﬂiud(SQH%ﬂH;ab cat Id on
is carried out tweenatrm er e. cont nob~7e radio
rout er anlge R RE m&mﬁgé@w?wgrkﬁgﬁgﬂ%ﬁoq?&%‘ﬁwﬂ &Wﬁ under contr ol
of anot her nobiFigureddiina flowtleart for the procedss n@seﬁhgtdnd?la@drps&hehe is carried out
accordi ng LR ess. 12. An accounting nethod used in a

conmuni ca‘f(l;"glﬁlé@kﬂ ny{*grgts i ncludes at |east one radio server connected to a
network; not | eBissttafignthsmadie gdinmubiseéorstystemonoiomebileradid rowen Fretravalsi o
server: ap(ngcsfbhieatdatre di3ulissel BARSBORAAKERArb &Sk 223 term nal

and carries out com nmuni catl on sal d radi o statio radi o
transni ssPEneeRapils radiojruierea @aisrédlpwa&veaREBur érnhtlwa% aﬁé‘P?ﬁ"ﬁ%‘l‘%‘ are
connect edstéss $iS3 i Pipukes, rtﬁarsglstr@narﬁrequ&t #0561 e umag& 6feﬁém6mk t he

t I t ed h
connect eatt i misRra s to e ARkRite KSR, TR gP Ok Rt ST R S he 1o
f or usi ngShotheudentifier afthd innkile radiolyastedSa) the rapdan value gpneeatdébye theiradid anount
of char gesc{xﬁcrr R%B)ﬁs\%}{dﬁlte%ﬂﬁ%gthte Jad Mo REVEPRSB Lihd tﬁb H&L%gﬂaécgfx%ﬂfi’ési‘gret o claim:

12 or erm ned charg nunber of
t er m nal ssdngtothe awbdmmhdatwase perveri MPBSB fremdhe Wéhﬁ) serven REB (steprieS2),

pre-det er pdqge 1dehﬁ§er9ﬁme0rﬂobﬂ%5ad18\r6m£¥ 3£ tHethAdTROAGE (hdt fhe Q8id Bereant ai ni ng
steps for_execution_of uting tasks in conmmuni_cati on sy

conpri si n§SB a&en;réwts%ﬁ]emﬁ |a@th§etr%pn &ﬂvﬁ@@rfemaqsau%qfettb&)mbﬁ%élo| ess than
one radi o base station connected to the radio server; and a npbile radio
router that controls at |east not | ess than one terninal and carries out
comuni cation with said radi o base station using radio transm ssion;
wherein, when a term nal under control of said npbile radio router

comuni cates with a host connected to a gl obal network or a term nal under
control of another nobile radio 50




router, the programincludes the steps of the term nal under the control of
the nobile radio router, as a conmunication party specified by the host or
by the term nal under the control of agother nobile radio router, detecting
a radio server to which the termnal as said comunication party is
connected by way of the nobile radio router by using a managi ng information
dat abase that contains identifiers and/or FQDN and/ or nobile FQDN of said
nobile radio router associated with identifiers, FQDN, or |P addresses of
t he ternmnouatesda tep S6Bx ed as nobile unit information; and the terminal as
said communi cation party allowing the radio server connected to this

termnal to notify said host or term nal_under the control of another
mobi | e radi o r oWhen theeabile upit databasg servssMIIBIB deteets thap it is npd magaging

?22”3?3;8"’2‘5 RiobDe adl ofter S TrseRs Bl ulBARNIGn Tl XnfTRts R BMAIRA st em
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communi cat i on eﬂnébdfdmp?fbasggggeg@?égﬁ, ‘W“r’ﬁ%ﬁ“ﬂng ﬁ1 E‘fa%ﬂ wher ei n,
when a t ecomfimadtionmrelgresicfoorh na@bile finit Hatalasb s¢reer MDBSH, (bﬂd:ause ﬂmmnhllecat es with
2005t CORRGHAG: 4uft BHARGL SROIBE nll 18 chike] BBl UOARRofiORiGiO! of anot fer
a 5 S0
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t he cont rcmnﬁanattonéesmmq, mch@mgdh? islgntdfier f@@@@dﬁ%m%mﬁmd@?ty speci fi ed

Pt or " Gl LR, Splo o hOSICON Aol tgaiopmice 1ol o
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a managi r@tabaﬁe)semtrMDBsmra&asqs tlﬁd‘laith@maitiﬂnﬁSqueﬁemmfthﬁhﬁbl&ﬂdﬁtor FQDN
FODN. | or e ronies SUDBRB, i BBEkts o Bk el g FRRIE s ol S pelE ™ |1 O
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era a €ess an radlo base

| east on ' server connect ed et wor k; not

station c®®ected to the radio server; and a nobile radio router
controlling at least not |ess than one term nal; wherein, when the

regi stration and aut henti cation process .of said terninal, that js connected
to said mobil e lpganEasdht Bdq serea RSBecdvies rom thsrpehileradi suiere? thee st eps

of carryi 1gemm¢t ofamf Wﬂt fa@id m;eﬁ gs egd e dfamﬁnn@ﬁds@lts thik thé ﬁlobﬂtlf mdm)alj

managl n a al, S e .l S, 0 S rm na as

T onrng” BRlehar deud®; piiedof The M ekt antihe noammifelehiom sbmer BP0t ai ned
fromthe $i6We rhnbdldmorunn thectasabatslberscam/m problesmiinitheeonfimzation btheA

vehi cl e- ’E%H{&h‘%gsuﬁt%‘fﬁlﬁrld&ﬁfﬁe}‘éfd BE‘ c@nﬁ}ﬂﬁﬂ?gﬂ‘}eﬁgﬁ bﬂ’ﬂe %c?é%ﬁé}‘tﬁﬁ'méé #4¢ng:  at

| east one i 0 server connecte an one radi o base
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| P packets between a term nal under control of the vehicle -nmounted router
and a host or a term nal under control of another vehicle-nounted router in
.such a way that the |P packets are tragsmtted according to the Internet
protocol and routed according to address information associated with the IP
packets, and the comunication devices are installed in the vehicle. 20. A
vehi cl e-nounted router according to claim19, wherein at |east one term nal
is a control-systeminformation input/output apparatus. 21. A

vehi cl e- nisteptSesB)y and sendsinctherdthe §P sdvress ahantlieradiotserver RSBhassigmmitsaliiandit i on
devices PRESQNTELNE HHbRGa8h HREFE!S BRI Ao Bull'sd Ridddigissyassi aned

to the termna term na e€r con er nmobi | e
radi o routhecasgrthatiikere isspprablem in gige searchaesudt|of thegdentidigr thtl@rfefat?@@?@ﬁ ng to

clai m 19, thweSIERh ot Jeeuwﬁméah%f tHEGH d@ﬁtﬁ’ﬂthUﬁ)ﬁetlb§ n&%duarn adhofiegmuni cat i on
east one r.adl o_seryver not | ess e radi o base

system conpri Si
<tation COAR gégattrsglﬁtmém hasinet egp gliowedis gent %ﬁm@e NBIB i deehase MR ¢ hat
control s RIDBSAGHh tmobmlﬁdmmﬁee MDBSB aldhg weie the Qﬁenﬁﬁér of@eTuni cati on

with said radi o, base sta transmsswn
Veht cf o BHRUAIP 0 SasteR 1t () BRsiceapRiEisefon faendhieni cati on
devi ces tmabiteradioooutyr &2 packets. 24. An agent server for use in a

comuni cati on system conprising: at |east one radio server connected to a
network; not |ess than one radi o base station connected to the radio

server, a vehi cinaddition:thelmobile urit dajabaseiseryert MDBSE sepds ® thempbilewnit r ol | i ng
oy east Bl MDBSARHL R Rl MGORTAILI foicBThdccilyo Droc
netvor K vRETEAROY we%?@éﬁﬁ taoideaiber g% F bl el mteréﬁ?%mﬁéﬁl, PB4t i on
:c nf or ma:] i wnexdﬂnbahmseumuataasesavéfmﬁmlreegwmﬁ; peglistarion e@?plefbn m;I ormation
or authentic a _copnection cljent, vehigle identifier ress
i nf or mat | §HF }‘ HQ’n‘P ‘E%‘gf"&“‘v éltléeaﬁgg}ﬁbof%g Wgﬁf’ Eﬁdé WBEFHS&d router;
and cont r the selewityciaformatiompard tbe idengfiaf thetrhabikeiradio rancfracee sant ytheecei vi ng
I t hj
O et | faBlerTacP R s IS GahieSBRBPEIDINtE B RN e RO ©

identifier address in ormatlon ch are sent
from t he todherpbpye spguengs; cyen indheicase that the- Iﬁ?hlhtfé‘élo FUereta meyed id9 apr ocessi ng

the r §C6I &ﬁﬁ}n@dﬁéﬁﬁlh atd%fdﬂli@ftahHi@%e%ﬂRSBhvlﬁ?lﬁsldiiﬁsﬁﬂd thé esmadaicash dréd 6F mat i on
according,t e client. aut i n ion an

i denti fi e'lheé e tﬁzﬂd‘? fFratEe ﬁ éh’bﬁ’te é‘& “P é ﬁﬂf?féﬁﬁ%x’o‘ﬁhﬂ‘mfsor mat i on
dat abase. th2 homémabile nhit database serven commynicaticn anrstilk Be caried entn t he agent
server is provided with information processing devices that receive

control-systemdata to show the status of the vehicle sent fromthe
terninal by waylnghe akavg einbrfimeat, mnbile anit datgbase seryauMRBR was able g ecei ved

control - saesﬁeémﬂ%aleaﬁtsbﬂmﬁﬂ d9RBNeRERAeF i nioblie F4uRs toQ&rSQﬁh@erﬁma%G A

conmuni ca a conmuni cati on risin | east
e oL 0 e, oY iR Balor @i fo the o ing tb ent HaORR sepst P RS A
st ati on cHowewdrgifla homt halic saver camot de dedudasﬂbwéxeaﬁemdéxmmg)aﬂ aanhemnittoml li ng

at | east pgted g5e! N0 Ll Rbrocr MBER R pUEiEtealRUDL fLout er L hat

controls t han one term na rrie conmmuni ca POR with said
radi o bas@olslieamﬂcdatawsw seaves byrsmsm%y inguiring tor ether, mobile upilidatabasenpunt ed
router isgRoMISBSM a vehicle; a termnal under control of the

vehi cl e-nounted router and a host on a gl obal network or a term nal under
control of another vehicle -nmounted router conmunicate with each ot her

accordi ng to | PTigrehRaher peovédur@s for@ie@sity ¥ home mobile unit database server
from the mobile unit database server MDBSB in addition to the successive inquiry
approach described above. Such methods may include a process of deducing a home
mobile unit database server by providing a communication system managing server
M-DNS that stores all the home radio servers of the mobile radio routers on the network,
and carrying out an authentication confirmation request based on the mobile unit
database server MDBSB in this communication system managing server M-DNS.



1P packets are generated fromthe communication data output fromthe

term nal under the control of said vehicle-nounted router, the

. comuni cation data is generated fromtgge | P packets received fromsaid host

on the gl obal network or the term nal under the control of another

vehi cl e-nounted router, and thereby communication is carried out between

the term nal under the control of said vehicle-nounted router and said host

or the term nal under the control of another vehicle-nounted router.
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terminal is wireless, by using infra-red radiation that is transmitted directly, it is possible

to not interfere with other passengers by carefully considering the positional relation of

seat, connector and people.

It should be noted that the radio base station and radio server may be integrated
into one unit, or the connection may be through ISDN (integrated service digital
network) or other wired lines. Radio stations and radio servers may be connected by
radio signals.

In the above embodiment, when moving between networks, it is possible to
provide an area managing function to the mobile unit database MDBSB server so that
radio servers under its control may manage current information on mobile radio routers
and terminals connected to respective mobile radio routers. In such a case, when a
mobile radio router and terminals enter into its own area, the mobile unit database server
MDBSB is able to carry out tasks including inquiries and confirmation and data
collection and storage, at the time of the registration and authentication process, to a
mobile unit database server MDBSA serving as the home mobile unit database server.
Notification to the home mobile unit database server can also be made every time data
are renewed.

In addition, a fixed IP address can be assigned to each of the terminals.

Also, management of mobile units may be carried out by recording a program to
perform the task functions of the mobile unit managing section 62 in Figure 2, the
control section 32 in Fig. 4, and the control section C52 in Figure 6 in a
computer-readable recording medium and loading the program into a computer system
to execute the functions. Here, the term "computer system" includes hardware such as

OS and peripheral devices.

Also, if the "computer system" utilizes the www system, "computer system" is
meant to include home-page environment (or display environment).

Also, computer-readable recording medium includes portable recording media
such as flexible disk, opto-magnetic disk, ROM, CD-ROM, and recording apparatus
such as hard disk contained in a computer system. Computer-readable recording media
further includes those components that stores programs for transitory periods in a
dynamic manner through networks such as the Internet or telecom lines that transmit the
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pre-recorded programs stored in computer systems.

Although the embodiments were explained with reference to the drawings, but
the specific structures are not limited to those described in the embodiments, and may
include designs that are within the scope of the present invention.

In the following, a radio communication system in another embodiment of the
present invention that includes a vehicle-mounted router representing the mobile radio
router will be explained with reference to the drawings.

Figure 14 is a schematic block diagram to show the structure of the radio
communication system and vehicle-mounted router in the embodiment.

In this diagram, ES relates to an agent server representing the host. A
reference numeral 2 is a global network to which the agent server ES is connected.
This global network 2 may be the Internet, for example. Reference numeral 2A relates
to a radio network that has a function for managing mobile radios, and is connected to
the global network 2.

With respect to the radio network 2A, as shown in Figure 14, the agent server
ES that is the host on the global network is able to communicate directly, without using
the gateway, with terminals under the control of a vehicle -mounted router 105a
connected to the radio network 2A. It should be noted that the communication system
shown in Figure 14 may be applied to a system that connects to the Internet through
conventional portable phone networks that operate through gateways.

Also, a plurality of radio networks other than the radio network 2A may be
created, as necessary, and connected to the global network 2.

Mobile unit database server MDBSN is connected to radio network 2A, and
manages information on which radio communication group is connected to which radio
server (details will be explained later). Also, mobile unit database server MDBSN
manages identifiers and IP addresses of radio server RSN1, radio base stations BSN11,
BSN12, radio server RSN 2, radio base station BSN21, all of which are under its
control.

It is permissible to have a plurality of mobile unit database server MDBSN
within the radio network 2A. When there are a number of radio networks, at least one
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Radio servers RSN1, RSN2 are provided in the radio network 2A, and include a

function for connecting to network 2A. Radio server RSN2 has a similar construction
to radio server RSN1. Further, a plurality of radio servers RSN1, RSN2 may be
provided, as necessary, within the radio network 2A.

Radio base stations BSN11~BSN12, radio base station BSN21 are connected,
respectively, to radio server RSN1 and radio servers RSN2.  One or a plurality of such
radio base stations may be connected to one radio server. In this one example, the radio
server RSN1 has two radio base stations BSN11, BSN12 connected thereto, and the
radio server RSN2 has one radio base station BSN21 connected thereto.

Vehicle-mounted router 105a is disposed in a vehicle VA, and is connected to at
least one or more terminals 151~15n by means of wires or radio signals. Also, the
vehicle-mounted router 105a provides Internet-based communication between the
terminals under its control and a host on the global network, or terminals controlled by
other vehicle-mounted router. That is, the vehicle -mounted router 105a has a function
to transfer IP packets according to Internet protocol and to route the packets according
to address information on the IP packets so as to transfer packet s between its own
terminal and terminals controlled by a host or other vehicle -mounted routers, as well as
with a host on the global network, or other terminals under its own control. Address
information relates to information for identifying a party desi gnated as the receiver, and
represents such information as FQDN (Fully Qualified Domain Name) and IP addresses.

Among the terminals 151~15n, terminal 151 represents a PC, terminal 152 a
PDA (Personal Digital Assistant), terminal 153 a GPS (Global Position ing Systems), and
terminal 154 a control-system information input/output apparatus, for example.

For vehicle-mounted router 105a and terminals 151~15n, the mobile unit
database server MDBSN connected to the radio network 2A serves as the home mobile
unit database server.

Incidentally, in addition to the vehicle VA, there are a many other vehicles
having a vehicle-mounted router that are connected to a plurality of terminals, but
vehicle VB having a vehiclemounted router is shown in this diagram, as one example.
The vehicle-mounted router provided for the vehicle VB is connected to radio server
RSN2 through the radio base station BSN21.
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reference to Figure 15. 1gure 15 is a schematic block diagram to explain the operation
of the vehicle-mounted router 105a.

In this diagram, control section 520 provides control action for the host on the
global network and terminals that process communication data through the
communication section 510 by routing the IP packets sent from the terminals to the host
or other terminals controlled by other vehicle -mounted routers, while for the IP packets
received from the host on the global network and terminals controlled by other
vehicle-mounted routers are sent to respective terminals of the intended destinations.
Similarly, control section 520 controls sending and receiving of IP packets among the
terminals that are under its own control. In addition, the control unit 520 carries out
authentication processing in which it searches for identifiers of the terminals stored in
advance depending on the registration request from the terminal under its control, and
enables communication in the terminal. However, in the case that the terminal cannot
connect with itself, security of the communication is guaranteed by rejecting the
registration. Furthermore, in the case that the vehicle -mounted router 105a moves and
connects via a radio base station to a radio server that has a different radio server than
the radio server it has been connected to up to this time, the control section 520 carries
out its own registration request in a radio server at the mobile destination, and continuing
communication is enabled.

Here, communication data relate to informa tion-system data and/or
control-system data. Information -system data, in the context of this example, relate to
data communicated through subsystems for the purpose of providing entertainment or
route information for the driver and passengers such as car audio, CarNavi data, as well
as to data exchanged within the vehicle-mounted networks that connect the subsystems
to each other. On the other hand, control -system information relate to data
communicated through subsystems, that are constituted by a plurali ty of processors,
including sensor information, as well as to data exchanged within the vehicle-mounted

networks that connect the subsystem to each other.

Communication section 510 enables the terminals 151~15n under its control to
communicate, according to IP protocol, with the host on the global network or with

terminals under control of other vehicle-mounted router. 'That is, communication
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sends IP packets to a target host on the global network or terminals under control of
other vehicle-mounted router (for example, agent server), and receives IP packets sent
from the host on the global network or terminals controlled by other vehicle -mounted
router.  Similarly, com munication section 510 enables the terminals under its control to
send and receive IP packets to each other. Communication devices refer to any
combination of communication section 510 and control section 520.

In such a system, communication section 510 sends and receives IP packets
using FQDN or IP address assigned to individual terminals 151~15n or the host on the
global network or IP addresses set in individual terminals under control of other
vehicle-mounted router.

Vehicle-mounted router 105a and any one of the terminals 151~15n are
generally connected by wired lines such as Ethernet ®, but it is possible to have wireless
connections. 'When using a radio method, a short-range radio apparatus 530 may be
provided in the communication section 510. The short-range radio apparatus 530
utilizes radio communication techniques such as wireless LAN or Bluetooth, for example.
Bluetooth refers to a short -range communication technique using 2.4 GHz band. In this
example, vehicle-mounted router 105a and individual terminals 151~15n are connected
through a short-range radio apparatus 530. Short-range radio apparatus 530 provides
routing of IP packets received from the host on the global network or terminals under
control of other vehicle-mounted router according to their IP addresses to terminals
151~15n that are under its control, and receives communication data sent from terminals
151~15n under its control to be delivered to the host on the global network or terminals
controlled by other vehicle-mounted router.

Terminal managing database 540 associates own identifiers with IP address
assigned by the radio server as information related to the vehicle-mounted router 105a
itself, and stores the number of registered terminals to be managed. Also, terminal
managing database 540 associates information related to the terminals such as identifiers,
IP addresses assigned by the vehicle-mounted router based on information from the
home mobile unit database server, and registration status (has been registered or not).

Here, even when the vehicle-mounted router 105a travels to another zone of
radio base stations, if the radio server that manages the radio base stations in the

relocated zone is the same as before, renewing of registration authentication is not
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Next, radio communication groups will be explained with reference to Figure 16.
Figure 16 is a schematic block diagram to explain the operation of communication
groups. In this diagram, terminal 150 is represented by a PC 610, terminal 152 by a
PDA 620, terminal 153 by a GPS 630 and terminal 154 by a control -system information
input/output apparatus 640.

Terminals PC 610, PDA 620, GPS 530, control -system information input/output
apparatus 640, voice apparatus 650, card-reader 660 are connected by wire or wirelessly
(for example, short-range radio) to vehicle-mounted router 105a.

In this case, those terminals that need to be brought out of the vehicle, it is
possible to carry out short -range radio communication, if they are located within a given
distance from the vehicle-mounted router 105a.

Control-system information input/output apparatus 640 has a communication
section 700 for receiving control-system data output from ICs (Integrated Circ uit)
provided in the part of the vehicle VA such as engine 640a, brakes 640b, doors 640c,
furthermore, for AT (automatic transmission), ABS (anti -skid braking system), ACC (air
conditioning control), suspension, seat, and such control-system data received in the
communication section 700 are sent to the vehicle-mounted router 105a. In this case,
ICs provided in the engine 640a, brakes 640b, door 640c and the communication section
700 can communicate according to a control-system protocol network such as CAN

(controller area network).

Also, the communication section 700 of the control -system information i/o
apparatus 640, when the received control-system data is to be sent to the
vehicle-mounted router 105a, has a capability to generate IP packets from the
control-system data and sends the packets to the vehicle-mounted router 1052, and has a
capability to generate control -system data from the IP packets received from the
vehicle-mounted router 105a, and assign identifiers set in advance in the generated
control-system data to engine 640c, brakes 640b, doors 640c, and sends the control data
according to these identifiers.

An example of the control-system data is shown in Figure 17. As shown in
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this diagram, control-system data include vehicle information, vehicle cruising

information, vehicle handling information and the like. Vehicle information relates to
information on vehicle body, but drive system, electrical system, hydraulic system are
also utilized, in addition to mechanical information on body in tegrity, as safety margin
information, while information on oil, gas, cooling water is utilized as residual quantity
information.

Vehicle cruising information related to information on the status of a cruising
vehicle, and, vehicle speed and acceleration are utilized as cruising information, and
information such as ambient temperature and humidity is utilized as climate information.

Vehicle handling information relates to information on the status of vehicle
operation being performed by the driver, and includes information such as steering
operation, braking operation, accelerator operation which are utilized as measures for
driver skill, and direction indicators and hazard indicators operations are utilized as
obstruction and parking lot information.

It should be noted that these terminals are not limited to PC, PDA, GPS and
control-system information input/output apparatus, so that, included are various devices
having computing capabilities that are termed "wearable computers", and various
information terminals (information that can be transmitted through IP networks such as
various sensor information for a vehicle, data accessing point for showing operational
status of household clectrical appliances, and the like). For those devices that cannot
perform IP packet transmission directly using sensors other than control -sensors, they
may be connected to the vehicle~-mounted router 105a through some interface for
transmission of IP packet.

Next, agent server ES will be explained with reference to Figure 18.  Figure 18
is a schematic block diagram to show the structure of the agent server ES.
Communication section 110 is connected to global network 2, and communicates with
individual terminals by way of radio servers connected to the radio networks, radio ba se
stations and vehicle-mounted routers.

Information processing section 120 performs processing, such as statistical
computation, of control -system data sent from the terminals of a plurality of vehicles,
and generates car information contents which are stored in the car information contents
database (referred to as contents DB herein below) 141 of memory section 140.
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contents DB 141 to the terminals connected to the host and v ehicle-mounted routers
through the communication section 110.  Car information contents are sent in response
from the terminal side connected to the host and mobile radio routers, or when necessary,
from the agent server ES side to the terminal side connected to the host and
vehicle-mounted routers.

Also, the control section 130 authenticates the users and controls whether or
not to allow communication according to information stored in the authentication
information database 142 in the memory section 140,

Memory section 140 has contents DB 141 and authentication information
database 142. Contents DB 141 stores car information contents processed by the
information processing section 120. Authentication information database 142 stores
authentication information used to establish communication between agent server ES and
the terminals connected to the host and vehicle-mounted routers, and IP addresses or
FQDN and identifiers for specifying the party to be connected.

Next, the operation of the radio communi cation system having the structure
described above will be explained with reference to Figure 19. Figure 19 is a flowchart
of the process of radio communication system. This example relates to a case of
processing of control-system data sent from a plurality of vehicles, and sending to
terminal 151. Also, it is assumed that IP addresses of the terminals connectéd to the
vehicle-mounted routers of a plurality of vehicles are stored in the authentication
information database 142 of the agent server ES. Also, in the control-system
information i/o apparatus 640, it is assumed that, control -system information is generated

from IP packets and IP packets are generated from control -system information.

First, with reference to the authentication information data base 142 for the
terminals connected to the vehicle-mounted routers of a plurality of vehicles, control
section 130 of agent server ES selects certain N-number control-system output
apparatuses of vehicles VA~VN grouped according to a specific rule such as the one
shown by numeral 800, and calls up these control-system output apparatuses using the IP
addresses stored in the authentication information database 142 (step S101) to request
sending of control-system data. The call up process for vehicle VA, for example, is
made by way of global network 2, radio server RSN1, radio base station BSN11, and
vehicle-mounted router 105a.
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Vehicle-mounted router 105a, upon receiving the request for control -system
data, temporarily holds the IP address of the agent serv er ES, which is the original sender,
contained in the request, and answers the request for control-system data received from
the agent server ES. Control-system information i/o apparatus 640, upon receiving
request for sending control-system data, responds to the request for sending
control-system data and sets the agent server ES as destination for the control -system
data output from each CPU of the vehicles, and sends the control -system data as IP
packets to the vehicle-mounted router 105a through the co ntrol-system information i/o
apparatus 640. The control-system data sent in this instance include, as shown by
numeral 801, @ current speed and acceleration of the vehicle; @ vehicle exterior and
interior temperatures; @ impact information; @ location information; ® distances to front
and rear vehicles; ® road/vehicle information (slip, vibration); @ steering information;
braking, accelerating information; @ winkers/hazard information; @ wiper information;
and (11) fog-lamp information and others.

Vehicle-mounted router 105a, upon receiving IP packets addressed to agent
server ES from the control -system information i/o apparatus 640, sends the IP packets to
the agent server ES through the radio base station BSN11, radio server RSN1 and global
network 2 (step S102).

Also, in this example, IP packetized control-system data are sent from the other
vehicle VB to the agent server ES through a vehicle-mounted router of a vehicle VN.

Agent server ES temporarily stores packetized control -system data sent from
each control-system output apparatus, and subjects the IP packetized control -system
data to processing in the information processing section 120 (step S104a). For example,
cruising information, obstacles information, blind spots information and the like are
prepared on the basis of speed/acceleration information, impact information, location
information, front and rear vehicle distance information, road/vehicle information,
steering information, braking and accelerating information contained in the
control-system information. Also, on the basis of exterior and interior temperature
information, climate information processing is performed to prepare information on
climate conditions surrounding the cruising vehicle (step S104b). Also prepared are
other car information contents such as accident severity information indicating the
seriousness of accident happening to the vehicle on the basis of impact information,
location information indicating the location of the vehicle on the basis of location

information, and safety level information on the basis of distances to front and rear
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vehicles (step S104c).  Further, location information processing (step S104d), safety

information processing (step S104¢), distance information processing (step S104f),
driving skill information processing (step S104g), obstacles, parking information
processing (step S104h), severity of precipitation information processing (step S104i)
and fog information processing (step S104;) are carried out on the basis of location
information, distances to front and rear vehicles, road/vehicle information (slip,
vibration), steering information, braking, accelerating information, winkers/hazard
information, wiper information and fog -lamp information.

When all the information processing is completed, agent server ES using the IP
addresses, which are stored in the authentication information database 142, of individual
terminals connected to the vehicle-mounted router, sends generated car information
contents as IP packets to the terminals of PC, PDA, portable telephone, CarNavi and the
like by way of global network 2, radio server, radio base station, and vehicle -mounted
router (step S105, S 106).

Each terminal, upon receiving car information contents sent from the mobile
radio router, outputs car information contents contained in the received IP packets. For
example, of a plurality of terminals, PC 610 under the control of vehicle -mounted router
105a displays cruising information, obstacles information, blind spots information and the
like on the screen.  Also, voice apparatus 650, for example, performs conversion of
cruising information to voice signals.

In this manner, it is possible to deliver selected information tailored to the needs
of local regions on the basis of information sent from a plurality of terminals to individual
terminals of vehicles.

Next, a case of one terminal communicating with an agent server will be
explained using the flowchart in Figure 20. This example relates to a case of making an
external request using PC 610 connected to the vehicle-mounted router 105a to initiate
remote monitoring of vehicle VA.

First, PC 610 sends information input by the owner of the vehicle to
vehicle-mounted router 105a as IP packets including client information to identify the
client, vehicle identifier address information to identify the vehicle, and remote

monitoring request information to initiate remote monitoring of the vehicle (step S201).
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Vehicle-mounted router 105a sends IP packets received from PC 610 that

include client information, vehicle identifier address information and remote monitoring
request information to agent server ES by way of radio base station, radio server and the
global network 2 (step S202).

Agent server ES receives client information, vehicle identifier address
information and remote monitoring request information sent from the vehicle -mounted
router 105a, and subjects vehicle identifier address information and remote monitoring
request information to user and vehicle authentication processing, using the information
stored in the authentication information database 142 (step S203), and when
authentication is established, sends control-system data sending request information to
the control-system information i/o apparatus 640 so as to request the control -system data
using the IP address of the control-system information i/o apparatus 640, which is under
the control of vehicle-mounted router 105a, by way of the global network 2, radio server,
radio base station, and the vehicle-mounted router 105a (step S204, S 205).

The control-system information i/o apparatus 640, upon receiving the
control-system data sending request, responds to the request for control -system data
sending request by sending control-system data addressed to agent server ES as IP
packets to the vehicle-mounted router 105a (step S206). In this case, vehicle identifier
address information, vehicle structural information, vehicle driving system information
and vehicle electrical system information and the like are sent.

Vehicle-mounted router 105a sends IP packets to agent server ES by way of
radio base station, radio server, global network 2 (step S207).

Agent server ES temporarily stores packetized control -system data sent from
the vehicle-mounted router 105a (step S208), and, according to information contained in
the control-system data, including: @ vehicle identifier address information; @ vehicle
structural information; @ vehicle driving system information; @ vehicle electrical system
information; ® oil, gas, coolant system information; ® speed/acceleration information; @
vehicle exterior and interior temperature information; ® impact information; ® location
information; @ distances to front and rear vehicles information; (11) road/vehicle
information (slip, vibration); (12) steering info rmation; (13) braking, accelerating
information and others, to perform a problem detection processing to generate

information to examine questions such as whether or not the vehicle is being driven by a
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prepares owner alert information (step S209), and sends owner alert information as IC
packets addressed to PC 610 to vehicle-mounted router 105a (step S210).  Also,
requester com display access authorization processing (step S209b), diagnostic
information filling processing (step S209c), car maintenance request formatting
processing (step S209d), car safety, emergency rescue calling processing (step S209¢),
car insurance cost estimation processing (step S209f), driving skill filling processing
(step S209g), car status information processing (step S209h), car location - and area-
information linking processing (step S209i) and area-, weather-, road-, shopping- and
database consulting address- information storing processing (step S209j) are carried out
according to information @ to (13) to generate requester com display apparatus address
information (S210b), remote diagnostic information (S210c), car maintenance
reservation information (S210d), car safety, emergency rescue information (S210e), car
insurance cost information (S210f), safe driving support information (S210g), pre -trip
checks information, safety margin, residual level information (S210h), local information,
district, climate, road condition, shopping, accumulated information (S210i).

Vehicle-mounted router 105a sends IP packets containing owner alert
information sent from agent server ES to PC 610 (step S211). PC 610 receives owner
alert information contained in the IP packets sent from the vehicle -mounted router 105a,
and displays the owner alert information on the screen. By so doing, the owner of the

vehicle is able to determine what the state of the vehicle VA is from a remote lo cation.

Also, it is permissible to process control -system data sent from the
control-system information i/o apparatus 640 into information other than the remote
monitoring information described above to notify the terminal. For example, it is
possible to process for filing a diagnostic information request so as to remotely
determine the maintenance condition of a vehicle, based on information contained in the
control-system data for the vehicle such as structural information, driving system
information, electrical system information, oil, gas, coolant system information,
speed/acceleration information, exterior and interior temperature information, and impact
information, and send such remote diagnostic information to the terminal. It is also
possible to send safe driving information based on real-time vehicle steering information
and the like so as to offer advise for safer driving to the vehicle driver operating the

vehicle currently.



7-10907& ()-0 10947& ()- @ @ 10997& ()- - 1094& ()- FYadEYNC 10- 10;! F10%@& ()-|

109 ()- @ 10%@& ()- ! 10%@& ()- f10%@& ()-L10%@ ()-a< ~ +dEYNC 10- 10;!
. 3(10%@& ()-3 &@LO%EE ()-L! 10%@& ()-  43310%@& ()-S 310%@ ()-S

10%@& () -+t xnbC 10- 10;!s10%@ ()- 10@10@10@ 10%E ()-

y, 10%@&' ()-+ 10%@& ()-3 )10%@& ()- UB4dEnbC 10- 10;!° 100/@&' ()- 109%@& ()-

GLO%@E ()-L 109%@& ()- 10%@& ()- 10%@& () - OxnbC

Next, in another embodiment, a case of performing remote control oper ation of
a vehicle with improved security will be explained with reference to Figure 21.

PC 610 sends information entered by an owner of a vehicle addressed to agent
server ES to the vehicle-mounted router 105a; such information may contain client
information, vehicle identifier address information along with a remote control request
on control items including: engine start/stop operation; air conditioning operation; door
locking/unlocking operation; window opening/closing operation, lamp on/off operation
and the like (step S301).

Vehicle-mounted router 105a sends client information and vehicle identifier
address information and remote control request information to agent server ES by way
of radio base station, radio server, global network 2 (step S302).

Agent server ES, upon receiving client information and vehicle identifier address
information and remote control request information, performs client confirmation
processing (step S303) and vehicle identity access processing (step S304), on the basis of
received-data on client information, vehicle identifier address information and
information stored in the authentication information database 142, and when
authentication is established, performs remote control command information processing
so as to remote control the vehicle according to the remote control request information
(step S305), and sends remote control command information and control -system output
apparatus access information to vehicle-mounted router 105a by way of network 2, radio
server, radio base station (step S306). Here, the remote control command information
includes commands including engine control, air conditioning control, door control,

window control, lamp control to correspond to the remote control request information.

Vehicle-mounted router 105a sends control-system output apparatus access
information and remote control command information sent from agent server ES to the
control-system information i/o apparatus 640 (step S307).

Control-system information i/o apparatus 640, upon receiving control-system
output apparatus access information and remote control command information sent from
agent server ES, performs control of various sections of the vehicle according to the
remote control command information. Then, when the control actions according to the

remote control command information is completed, control action confirmation
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105a (step S308).

Vehicle-mounted router 105a sends control action confirmation information to
agent server ES by way of radio base station, radio server, global network 2 (step S309).

Agent server ES stores control action confirmation information temporarily
therein, prepares to send the information to the vehicle -mounted router 105a to send to
the client terminal apparatus by way of global network 2, radio server, radio base station
(step S310), and sends control action confirmation information to vehicle -mounted
router 105a (step S311).

Vehicle-mounted router 105a sends control action confirmation information sent
from agent server ES to PC 610 (step S312). PC 610 displays control action
confirmation information sent from the vehicle -mounted router 105a on the screen.

The vehicle owner is thus able to find out the results of remote control request.

Accordingly, because the steps are arranged so that, control-system information
i/o apparatus 640 of the vehicle is controlled after authenticating the remote control
operator through server agent ES according to remo te control request information, the
method is able to reduce incidences of unauthorized operation of the vehicle by a third
party, thereby improving the security of remote control operation, comparing with a case
of a remote control by using the control -system information i/o apparatus 640 and the
remote control terminal operated by a remote operator.

As explained above, because information from a terminal located within a given
distance from inside or outside a vehicle is sent from a radio network to a g lobal network
using the Internet protocol, the present invention enables information to be sent to agent

server ES.

Also, in addition to embodiments described above, various-system of services
may be offered between the terminals and agent server ES using the vehicle-mounted
router 105a. The following is a list of some examples.

1. As shown in Figure 22, control-system data is sent from the control -system
information i/o apparatus 640 to agent server ES through vehicle -mounted router 105a,

and a server of an automaker is accessed from the agent sever ES to generate car
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information contents according to control -system data, and the car information contents

thus generated are sent through the vehicle-mounted router 105a to a terminal inside a
vehicle or an external terminal connected to the vehicle-mounted router 105a within a
given distance.

2. As shown in Figure 23, in addition to connecting to a server of an automaker,
an Internet service provider may be accessed so that contents of statistically manipu lated
data such as traffic information, congestion information, accident information, climate
information, cruising information may be generated from control -system data output by
the control-system information i/o apparatus 640, and sent to terminals conn ected to the
vehicle-mounted router 105a.

3. As shown in Figure 24, control-system data are sent from control -system
information i/o apparatus 640 to agent server ES through vehicle -mounted router 105a,
and using the remote operating functions of the agent server ES, control information is
sent to the control-system information i/o apparatus 640 through the vehicle -mounted
router 105a. For example, door operation and air conditioner operations may thus be
conduction, as well as to prevent spreading of fire by turning off the engine.

4. As shown in Figure 25, a terminal external to a vehicle may communicate with a
terminal inside the vehicle or with a control-system information i/o apparatus 640
through the vehicle-mounted router 105a. )

5. Acterminal in a vehicle VA having a vehicle-mounted router may communicate
with a terminal in a vehicle VB having a vehicle-mounted router, thereby enabling the
two terminals to remain in contact. In this case, as shown in Figure 26, even if the
vehicle VB does not have a vehicle-mounted router, data may be sent to a
communication device 690 capable of processing IP packets.

It should be noted that the mobile radio router 105a and the terminal may be
combined into one unit. Radio base stations may be assembled into a radio server as a

unit.

Also, in the above embodiments, IP addresses are assumed to be global IP
addresses, but within a radio network, local IP addresses may also be utilized. In this
case, NAT (network address translation) function should be provided in the firewall or
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radio servers.

Also, the functions of the control section 520 in the vehicle -mounted router
105a shown in Figure 15 or the information processing section 120 and control section
130 of agent server ES shown in Figure 18 may be realized by recording an application
program in a computer-readable recording medium and loading the program into a
computer system to execute the functions. Here, the term "computer system" includes
hardware such as OS and peripheral devices.

Also, in the embodiments described above, the vehicle-mounted router 105a
was connected to global network 2 through radio base station and radio server, but the
function of a radio server may be provided in the mobile unit database server so that the
vehicle-mounted router 105a may be connected to global network 2 by way of a radio
base station and a mobile unit database server.

Also, if the "computer system" utilizes the www system, "computer system" is
meant to include home-page environment (or display environment).

Also, computer-readable recording medium includes portable recording media
such as flexible disk, opto-magnetic disk, ROM, CD-ROM, and recording apparatus
such as hard disk contained in a computer system. Computer-readable recording media
further includes those components that stores programs for transitory periods in a
dynamic manner through global networks such as the Internet or telecom lines that
transmit the programs, as well as servers and internal volatile memories operating inside
computer systems as clients that store programs for a limited duration. Such programs
may perform a part of the described functions, or may be operated in conjunction with

pre-recorded programs stored in computer systems.

Although the embodiments were explained with reference to the drawings, but
the specific structures are not limited to those described in the embodiments, and may
include designs that are within the scope of the present invention.
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1. A communication system comprising:

at least one radio server connected to a network;

not less than one radio base station connected to the radio server; and

a mobile radio router that controls at least not less than one terminal and carries

out communication with said radio base station by radio transmi ssion; wherein,
when it is necessary for a terminal under control of said mobile radio router to
communicate with a terminal under control of another mobile radio router or a host
connected to the global network, address resolution is enabled using the IP address of
the terminal under control of said mobile radio router.

2. A communication system comprising:

at least one radio server connected to a network;

not less than one radio base station connected to the radio server; and

a mobile radio router that controls at least not less than one terminal and carries

out communication with said radio base station by radio transmission; wherein,
when a terminal under control of said mobile radio router relocates from said one
network to another network connected to said global network, and needs to
communicate with a terminal under control of another mobile radio router, or a host
connected to the network, address resolution is enabled using the IP address of the
terminal.

3. A mobile unit database server for use in a communication system comprising: at
least one radio server connected to a network; not less than one radio base station
connected to the radio server; and a mobile radio router that controls at least not less
than one terminal and carries out communication with said radio base station by radio
transmission; wherein the mobile unit database server is provided with

a mobile unit information database storing mobile unit information that
associates identifiers and/or FQDNs and/or a mobile FQDN of said mobile radio router
with the identifiers and/or FQDN and/or IP address of said terminal.

4. A mobile unit database server according to claim 3, wherein, when a terminal
under control of the mobile radio router communicates with a host connected to a globa 1
network or a terminal under control of another mobile radio router, the terminal under
the control of the mobile radio router, as a communication party specified by the host or
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by the terminal under the control of another mobile radio router, detects a radio server to

which the terminal as said communicating party is connected by way of the mobile radio
router according to mobile unit information stored in the mobile unit information

database.

5. A mobile unit database server according to claim 4, wherein, when a terminal
under control of the mobile radio router communicates with the host connected to the
global network or the terminal under the control of another mobile radio router, the
terminal as said communication party allows the radio server connected to this terminal
to notify the host or the terminal under control of another mobile radio router about an
IP address of the terminal as said communication party.

6. A mobile unit database server according to claim 3, wherein, when said mobile
radio router issues an IP address to said terminal that is connected to this mobile radio
router, the mobile unit database server that is the home of said terminal provides to said
mobile radio router the address information necessary for said mobile radio router to
issue the IP address to said terminal.

7. A mobile unit database server according to claim 4 or 5, wherein, when the
terminal under the control of the mobile radio router communicates with the host
connected to the global network or the terminal under the control of another mobile
radio router, the IP address of the terminal as said communication party, of which said
host or said terminal under the control of another mobile radio router is notified, is the IP
address after being translated from the IP address, which is issued by said mobile radio
router to said terminal under the control thereof, to the IP address system of the network

to which said radio server that is presently connected to said terminal belongs.

8. A mobile radio router for use in a communication system comprising: at least
one radio server connected to a network; not less than one radio base station connected
to the radio server; and a mobile radio router that controls at least not less than one
terminal and carries out communication with said radio base station by radio
transmission; wherein the mobile radio router is provided with

a terminal managing database that stores the IP addresses of the terminal
assigned by the mobile unit database server by associating the IP address of said terminal
with an identifier of said terminal.
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9. A mobile radio router according to claim 8, wherein the IP address of said

terminal is issued based on address information obtained from the home mobile unit

database server of said terminal.

10. A mobile radio router according to claim 8 wherein authentication of said
terminal is carried out by searching said terminal managing database.

11. A mobile radio router according to claim 8 wherein, in the case that
communication is carried out between a terminal under the control of said mobile radio
router and a host connected to a global network or a terminal under control of another
mobile radio router, the routing of the IP packet is carried out according to said IP
address.

12. An accounting method used in a communication system that includes at least one
radio server connected to a network; not less than one radio base station connected to
the radio server; and a mobile radio router that controls not less than one terminal and
carries out communication with said radio base station by radio transmission, wherein, in
the case that a plurality of terminals are connected to said mobile radio router,

discounted usage fees for the communication lines are implemented depending on the

number of said connected terminals.

13. A method according to claim 12, wherein the fee for using communication lines
is based on imposing a pre-determined amount of charge for a pre -determined time
period.

14. A method according to claim 12 or 13, wherein when the pre -determined charge
is A$ and the number of terminals is n, an amount of charging is less than (A*n)$ in the
pre-determined time period.

15. A mobile unit managing program containing steps for execution of computing
tasks in a communication system comprising: at least one radio server connected to a
network; not less than one radio base station connected to the radio server; and a mobile
radio router that controls at least not less than one terminal and carries out
communication with said radio base station using radio transmission; wherein,

when a terminal under control of said mobile radio router communicates with a
host connected to a global network or a terminal under control of another mobile radio
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router, the program includes the steps of:

the terminal under the control of the mobile radio router, as a communication
party specified by the host or by the terminal under the control of another mobile radio
router, detecting a radio server to which the terminal as said communication party is
connected by way of the mobile radio router by using a managing information database
that contains identifiers and/or FQDN and/or mobile FQDN of said mobile radio router
associated with identifiers, FQDN, or IP addresses of the terminals, and stored as mobile
unit information; and

the terminal as said communication party allowing the radio server connected to
this terminal to notify said host or terminal under the control] of another mobile radio
router about the IP address of the terminal as said communication party.

16. A computer-readable recording medium having recorded programs for
executing computing tasks in a communication system comprising: at least one radio
server connected to a network; not less than one radio base station connected to the
radio server; and a mobile radio router that controls at least not less than one terminal
and carries out communication with said radio base station by radio transmission;
wherein,

when a terminal under control of the mobile radio router communicates with a
host connected to a global network or a terminal under control of another mobile radio
router, the program includes the steps of:

the terminal under the control of the mobile radio router, as a communication
party specified by the host or by the terminal under the control of another mobile radio
router, detecting a radio server to which the terminal as said communication party is
connected by way of the mobile radio router by using a managing information database
that contains identifiers and/or FQDN and/or mobile FQDN of said mobile radio router
associated with identifiers, FQDN, or IP addresses of the terminals, and stored as mobile
unit information; and

the terminal as said communication party allowing the radio server connected to
this terminal to notify said host or terminal under the control of another mobile radio
router about the IP address of the terminal as said communication party.

17. Aradio communication program containing steps for execution of computing
tasks in a communication system comprising: at least one radio server connected to a
network; not less than one radio base station connected to the radio server; and a mobile

radio router controlling at least not less than one terminal; wherein,
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database that stores the identifiers of sa1d termmal, and assigning IP addresses to said
terminal based on address information obtained from the home mobile unit database
server of said terminal.

18. A computer-readable recording medium containing a radio communication
program for executing computing tasks in a communication system c omprising: at least
one radio server connected to a network; not less than one radio base station connected
to the radio server; and a mobile radio router controlling at least not less than one
terminal; wherein,
when the registration and authentication process of said terminal that is

connected to said mobile radio router is carried out, a computer executes the steps of:

carrying out authentication based on information in the terminal managing
database that stores the identifiers of said terminal, and as signing IP addresses to said
terminal based on address information obtained from the home mobile unit database
server of said terminal.

19. A vehicle-mounted router for use in a communication system comprising: at
least one radio server connected to a network; not less than one radio base station
connected to the radio server; and a mobile radio router controlling at least not less than
one terminal for communicating with the radio base station using radio signals; wherein

the vehicle-mounted router is pro vided with a communication device for routing
IP packets between a terminal under control of the vehicle -mounted router and a host or
a terminal under control of another vehicle-mounted router in such a way that the IP
packets are transmitted according to the Internet protocol and routed according to
address information associated with the IP packets, and

the communication devices are installed in the vehicle.

20. A vehicle-mounted router according to claim 19, wherein at least one terminal is
a control-system information input/output apparatus.

21. A vehicle-mounted router according to claim 19, wherein the communication
devices perform the routing of packets according to an IP address assigned to the

terminal or the host or the terminal under control of another mobile radio router or the
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than one radio base station connected to the radio server, and a vehicle-mounted router
that controls at least not less than one terminal and carries out communication with said

radio base station using radio transmission.

23. A vehicle-mounted router according to claim 19, wherein the communication
devices transmit only IP packets.

24. An agent server for use in a communication system comprising: at least one
radio server connected to a network; not less than one radio base station connected to
the radio server, a vehicle-mounted router according to claims 19 to 23 controlling at
least not less than one terminal and connected to said radio base station by radio
transmission; and the agent server connected to the network wherein the agent server is
provided with:

an authentication information database having pre-recorded client authentication
information for authenticating a connection client, and vehicle identifier address
information for authenticating a vehicle having the vehicle-mounted router; and

control devices for performing an authentication process by receiving client
information for identifying the connection client and vehicle identifier address
information for identifying the vehicle which are sent from the terminal by way of said
vehicle-mounted router, and by processing  the received client information and vehicle
identifier address information according to the client authentication information and the
vehicle identifier address information contained in the authentication information
database.

25. An agent server according to claim 23, wherein the agent server is provided
with information processing devices that receive control-system data to show the status
of the vehicle sent from the terminal by way of said vehicle-mounted router, and process
the received control-system data and then generate car information contents.

26. A communication method by using a communication system comprising: at least
one radio server connected to a network; not less than one radio base station connected

to the radio server; a mobile radio router controlli ng at least not less than one terminal,
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under the control of said vehicle-mounted router, the communication data is generated

from the [P packets received from said host on the global network or the terminal under
the control of another vehicle-mounted router, and thereby communication is carried out
between the terminal under the control of said vehicle-mounted router and said host or
the terminal under the control of another vehicle-mounted router.



