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WD 2004/ 057796 PCT/ GB2003/ 005107 1 METHODS, APPARATUS
AND COMPUTER PROGRAMS FOR GENERATI NG AND/ OR USI NG
WEONDTI7GNAL ELECTRONI C SI GNATURES FOR REPORTI NA/6B2003/805107
CHANGES Field of Invention 5 The present invention
rel ates to nethods, apparat usl and conmput er programs
for generating and/ or using electronic signatures
and/or for reporting changes of status of nessages,
dozurers, samadaTtishern reessurekesrockOuBacK HsaEvthtN® anD/or USTNG -
O rNPETTPNAD FLECTRONT © HICNARAE [FO8 , REFHORT BNG( BT ATES CCHINDRS
for people to add a handwitten condition above their
signatures: conditions such as "subject to contract”,
rielEbEVEI¥nERGUI red wi thin seven days", "paid under 15
protest”, or "w thout prejudice". The |egal force of
sone of these annotations e questl onabl e, but to
The HEF 58%'s GAVHHG Otir T /@S F hied é‘@ﬁ%@rﬁ APBRAR ) @ dn fprouter programs
fomapemrratinghatndirat t esisigi S1lebatonpeopleanargs tandddd tdesesporting
ch&QRAI b+ QRSeud Br AlRBEg&LASBSauneRPHiahl S PBdEsBEr&isuci al
to a business negotiation. 20 In el ectronic conmerce,
there is typically no opportunity to specify
Bagkgygumd ons in this way, and so a decision has to be
made as to whether to electronically sign wthout

In %&qhgxépgén Qarleggong.g gdmgg céA Lerlqo&ul%yc&g&)ﬁhf&nplaépﬁ% to add

ecause m nor %éesu on v%1
a %ﬁdéfﬁf?té?“ %%E*%ég%‘f‘e BP%F néfgrf 8f *5b 8" &lf’%‘%(ﬂlvlé as
“sepieck nes, cortractlst dabiveroragoesed gigHrnasvaredeit er tedd under
préferr f WrUr el vt € hasesdicenhappyl «ast ivee Sofl @of@to£C Oiese

anxg lﬁlorﬂ']ﬁé}e b%xéﬁ"@t%naﬁﬁé tB{RI E@lthgf%erson who writes the comment
usl ness-to- COﬂSU I‘ g%gi:l cati o

e Pt F e HBRAELE MRS ot oo

cofffigr.enhave Paen caﬁﬁéss:orlép‘@pps o Be Brsgijosa st iPHGETES

nef@iagesn . Who was asked to sign what appeared to be a
delivery note for a vending machine and who did not

r ze .he was in fact signin er sonal reenent t,
o] SRSEE e CRRATHY CREth iAo Pare el gt apPouar Sty e dy
@@rﬁaam idethigedry .o aehditge BBieEMdPaYy-titabhinieesifpppivdether to
elédos il evigappithach ednihe orRNagast per sofal hywenfior may lose
onbinmet Qal]c Ql }géclalusé hﬁ g%tngécieggg éieg@f‘(qt Wﬁﬁgﬁrtgals %%eﬂ’cflal

oI d the contract
PR "0 HT] ACARG® CHERPBr EEa G, oF (* VLF A Rl co°s
sigeanybe ldé'l'ﬂerfl”éiél fqee FvEgerurichadns - h‘él‘dlaﬁéér?usﬁ%‘l‘eé”st%o not come
vaa&ld a condition (preferably drafted by his conpany's
| egal

These examples are typical of business-to-consumer applications, but
business-to-business applications have the same need. There have been
press reports of a busy goods-inwards manager who was asked to sign what
appeared to be a delivery note for a vending machine and who did not
realize he was in fact signing a personal agreement to lease the vending
machine for several years. When his company decided to change
vending-machine supplier, the supplier approached the manager personally
for him to fulfill the contract he signed. Regardless of whether an
individual court would uphold the contract or find it invalid and
unenforceable, it would have been better for the manager if he had been
able to add a condition (preferably drafted by his company’s legal
advisers) saying that he was signing only to confirm delivery. This is not

made possible by typilical electronic commerce solutions.
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40 advi sers) saying that he was signing only to
confirmdelivery. This is not nade possible by

W yiosi79€] ect roni ¢ conmerce sol utions. WO 200B¢DEBI®8/005107
PCT/ GB2003/ 005107 2 Digital signatures can be used
for the sane purposes as handiwitten signatures - to
confirmthe signer's acceptance of an agreenent and to
aut henti cate a docunent or nessage. Generally, a

pigi @it al grSicgRa! WES H¥U§§ec'p§or a:l?lleesatn@ kEdNakhBandwritten

f th f di I
51%93 ng:egy 9 g n% sl QQ s:Lgner s aggeﬁ%anger rcr;lfo a? Iegrh Q an% to

nature Tor a mess
(PHPSTiete must be

aut]?fa{%ﬁca"c?r "Ry orfmﬁ%ﬁ%n Geu%%% Yak erw
abds toheolEgsage Digesty alfgotd shandvDoTior sitdle Secupé a digital

in@e?t'ﬁk@%d%l gQﬁésEng@ §E|Afol)a_plt>ﬂ/ %h&ﬁgmg.lé OopRERd WG @ gest”
fu1ac (%_rogq us1 anhafgr eis_helptsluglg thghe ?4% saeg gfesg alg-lc;h?tknndNDS or

the e&ﬁﬁr ﬁaﬁ@lli%élq*%éhhff @ﬁéf 3 ﬁot‘éleaﬁeﬁ%‘?ﬁattc\/\ﬁif%@?cfoa rfdprt
dipestofreptarpstingnyhd engidy. mddwegdi gt digest henhesicrypptieds a
fliﬁéét RitHQLrShy ﬁ%@d@eﬁrﬂwaﬁﬁ.ﬁhgn@le”ﬁ@sﬂ(@i{nétﬁow & gnalnput which
ma¥ Il’%n %‘E uarlt%a?tl‘_ %%knaﬁ%l%r teh%h J.gte%t lSDElirn %ﬁ(.% ltgd lflﬂsltﬂ gthe
Sl?rffé‘ sﬁ”’dﬁé‘f% rségﬁtéIER ketyhgo éfllﬁé‘ﬁ i% ﬁﬁ%ﬁa&é}éﬂ hfl@Fk H5<§’§ h?}rfg message

(fen exeneley psiman th@@dgatai\/aylgnafcundomagmmgmt lhsasi gherihsssage, the
sigadhii-e ey art@leaéllgo_%ﬁfﬁnst@sédhgof %@bﬁrﬁ;}ngn(ﬂ’w&icﬁﬂﬁloﬁB and a way
ofc?%al?:talurlmsgt gﬁe \{sglgrlledrl ts ?u%fll%:ﬂqg :: Jgenagg: :e E: SCE byre%?pbentgwho can

%%ﬁﬁ‘a?lil%c}faﬁ%tife%% che r?@g%fdlrrﬁ gk s hasiring B Feesaesy
degraypthvey thersiexanpleehlwist admiedofyagima tiiegidsallting short digests.
Th@%fu?a&ié @{@ﬂ/ema?y §§|U@gr ReaRpid, U?E@zﬂn@ﬁ' fx@mpﬁidtl}ﬁltaaoc&tlflcate

at ubl.i Y. cryptographic systemis

lsdle% F% grLI&eef%} rge]?(a nﬁr e, US patent nunber

5,157,726. US 5, 157,726 di scl oses such a system for
A @utlhentvacatiubdia ke gitvakogiaphat wyeterA idoditaeoded $n, for

exéﬁﬂ@edfjévl%la%tt Hﬁnbe§e§rl§t7 key a8d, &Bﬁrvz%f@seybéésc HEY a system
Pr ocesses

L ticit
for au%ﬁenqzlcaglng aI 1|§n9alat%u?2r¥:ulrg Ay un\emfllgd I%le%sus:Lng the

i'gna s are exe
Se‘b%’ftteh?y Z’Bdn efhe Bpugde Wls4u9§@9f%9he¢1825a®?6n‘awdty
Prdd®sded 50 r4ddeaaingy idhgitant ergratioabrsteaapdsridsed SO 89 Y tent

nudddd s CCl gk, X509) 3oBy9wg@h@gn oh&@nansk Kesgia9s Kind in

:Ln%%lalé%onaihatna%g nast l%(9|9t7§ SldggﬁI‘%r}§§09&rUS| ng

I ona oSi'um on ypt ogr aphy and
I nformati on 30 Security (SCI S) 2002, 29 January - 1
By¢wlychegry L2OCGRJ Shinpah&im, ‘JFapargxzchefwy sf tijgital Signatures
UsifePREhdiit0Bad1 $iGNRALKEES sympbaksn ! WS SEHRBL - £IROSL b rmation
Se&ﬂq_ggt Js%?é ZtOQ% b%9u§ar%ua9s o—p I‘ I ¥é¥r1e1€rn3g%§Bb atslhar?hama eJSapan,
refqrspap t |Cea‘ihaﬁl°6?ql tsh%“a&éﬁ?%veﬁ%%ﬁ agtovs siggier-ehisRangpEditions
todfe uemt eadprtivehalnegograt or esatemanes pignseo{party communications,

and efokhit At h 0fn-0f c0andéd keB & ch3dvslean erU 5 esfal-lrr@{change * of
unco%%q g:!.cgnag ngignélugre%t Wl erséspgrfs eLg ¢ Lls taica%l & 39! %%llijl[,lonal

31gnatures The ‘conditional signatures’ of Lee et al are signatures on a
message and condition together, and specifically a signature using a
conventional signature scheme to sign a combination of the message and a

function of the condition.

There remains a need in the art for solutions which address one or more of

the problems which are unresolved by the above references, such as
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message and condition together, and specifically a

signature using a conventional signature schene to
w@r@a/osr7eo©nbi nati on of the nmessage and a f uncPCDGBRG03/005107

the condition. 40 There remains a need in the art for

sol uti ons which address one ot nore of the problens

whi ch are unresol ved by the above references, such as

WO 2004/ 057796 PCT/ GB2003/ 005107 3 sol utions which
sogjﬂcl%ﬁs UsEES ¥elE byl Q%m@pcp;aﬁ:ﬁgtapbgﬁrﬁaﬁ%}egg&f'f@chi!ﬂlx:Lty of
no elec?Omlectrgnlc solutions. Summary of I|nvention

f The T present i nvention provide nethods,

apparatus and conputer prograns for generating and
sutisixf Qo andédtdional el ectronic signatures. A nethod for

generating a conditional electronic signature

accor dj to a first aspect of the invention,
As%eeﬁrfo?éré’g °i RF P EpIALE TE™ FeVLTe mHe o WERET TS0 AR computer
prégriong Ereepdfdrediforndmséhecrondiiiionsl giaturaiofsigndatrgs. A
metH@MEor GRAPLHLSRS a BenGtepsa10tl e RREAYPLEGRUPE Labiding to a
flal_‘étegkp&%cgymh' nﬂqvtelagl %nep&_rforlq&{ %@J&%bﬁée"% one or mor

ar at romthe data 1tem conblnlng he encry 8

co‘?ndgttéo?st g%%&f’?ﬁéléﬂcﬁpﬁp%&%ﬁ%maﬁc PR CERdPt |aoﬁ§ta Tten,
copgrd sendipptliang theeneomrbimatherdats HYenerencevetidiogiitealne or
motd ghaditiendleekrddaal Arohernentibys 1bedi cpbRs@Ahs tHReetiatfred
daid m@%ataﬁe OE BBk @Rgfiggﬁélﬁags €138! &8.rvpting the

g raphi c veri ation Q data jtem an
COBHESBHE. b SROPE"cOrthet FonE LoTHE At Kt O ey <BE Y
repressae tha dde urtent andaihe mageorf iMoee qopdaripnetdyer engdfes
cr@Riogri@sow&a fiddtian PEupadt tie Ofats ondint LONSh&lRe or more
cospecifd ed by different sources or at different tines,
each condition is preferably separately encrypted
(i.e. separate fromeach other as well as separate
The (dght tfendeRYaPE teeApsiPororae dRsutpaitngprc dmdenédleandr any other
dafaut-bbeircencr ypt ed. The encryption of the data item and
separate encryption of the conditions are preferably

one- wa has e roduci ng conci se, verifiab
e Pt e e B6F P Gt o Ftsrelpcpoutces or at
diffement itdnss. seciligenditdps iof reofrsphlngerdrathis radrdted (i.e.
sepdrane airdmcandi diRRSaandll hense@Raty fronHeh@ata item) before
ﬁﬂﬁ@&ﬁﬁhb@%mﬁrﬁh%&épk%cﬁgﬂﬁﬁtSe_the steps of:
concatenating the hash data item and hashed
condi tions, hashing the product of the concatenation
Thg gnprigtdee of findptalilgestandapebarare marr@miérymth Ale tdeaditions

ard ippaferably one-way hashing steps producing concise, verifiable

representations of the original data item and conditions.

The steps of combining the hashed data item and conditions and then
encrypting the combination preferably comprise the steps of: concatenating
the hashed data item and hashed conditions, hashing the product of the
concatenation to produce a final digest, and further encrypting the final
digest to produce a conditional signature. The step of encrypting the
final digest preferably uses a private key of a public/private key

cryptographic solution.

In an alternative implementation, cryptographic processing other than
hashing - such as Cipher Block Chaining (CBC) - is used for encrypting
each of the data item and the conditions, and for the step of encrypting

the concatenand which results from the concatenation of these two
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35 digest to produce a conditional signature. The step

of encrypting the final digest preferably uses a
w@einasEeIkey of a public/private key cryptogrB@hG82003/005107

solution. In an alternative inplenentation,

crypt ogr aphi ¢ processing othet than 40 hashing - such

as C pher Block Chaining (CBC) - is used for

encrypting each of the data itemand the conditions,

en@ﬂﬂ)tE@rltteRg %@pc%t@g%gxpé Ipagcestshgeféa@e@tf%&laﬁ@rfwﬁg the

res%lts C(%%n enatloho t eelg roS2ss - _which

B%r 085157~ #Bnet Fpted p ? The®
Opeﬂfafﬁﬁo%irfésﬁ?r&lpr%ésgh delecrfethg @pnﬁﬁéreﬂe?#naﬁ@mt%@g to what is
inetter yphdrohaldf, theheontat enangdtie dbheck obtCiheaSoya efBypting the
com&%g% coWH 6B HRPEE&LiGSa dayf E@gﬁﬁ&éw gﬂcﬁ%@bnmath %fa1f of

e _concat d accordin %k
th«ﬁ ﬁo]pcatenaflﬁaatn heeneﬁ%r}cat?l onngl o 1S opbrov:Ldes aBsurance that a

%F?b’fqnn@ft%élglt@én%“ﬁﬂéh% apptiled FfbtthBeCO@BP%ﬁ“ﬁé@ 1 not
gigepapadialiye ercnyptifng neasipdhahd a0tondiheor Gireapenangether by
sofdtihel e sconrakenati fdh M sprovi des assurance that a

verification of a digital signature applied to the

concatenand will not give a positive result if a
In s sAkRrrahiven cEntirer o fafhe puventéget HeF IppuringEdpe documents
wivhie bBSclekd aubhordfzpd-tioighntsovhol Bré muahowdlze@rsiahbveries, the

flﬂﬁog%é@cnhapfbet @ﬁnea\@ahbohsy&u%tr@ewk%l ngly to members of

en

docunents . w t @ osed ar icip % wha
the g rou% ach me er o tf rou do ve iL vy the szl.gnature
are ~aut hort 26 I ges be

toshgREdthasgi Hep éa‘é"yﬁﬁé‘t‘ raFlél Wlkm/ﬁawlb?el% c?lﬁ%?ﬁo@ﬁfsa @fember of
thé hgrogpoup. Each nmenber of the group will be able to
verify t he si gnature 15 to check that the data item

a(i‘i 1%39Pd151|1 C{:erhave eerclztg’cla&ned rrbeche conteI;]c of the
g R ?al nat ure eCtI‘OI’]I C Signature
Pr?%?nf:h%‘?%ﬁ’t fLOTt‘)far?h EF%S]éﬁto% ﬁéﬁ}tfailcﬁlché‘ﬁsja"fgeof g item

whi@s ehtisleobuithegt i@t ipr @fesisd ngef ocate idienal2d wigned, any

ch&RRbl @o aubhenhibgatban,:0h %Jg%lttl%%n%ﬁtpﬂl%iélﬂoxs of
aughe%rt]e an hanges to the SI itemw.l | ul t

an i i'f Hbl & T65 S B "Nt h J;(l cllﬂfJLe d ctﬁlsl erl?g fulreé:§ of a
%WOB‘é R?éfﬁ#l féiSaEﬂl eudgheni-t arknogépigsti e‘?% aBIProé[eréH@ﬁéP%]r“yq both
thésughtasndnttagt hdrchoac knéidiedegst image apprieyeigner’s handwritten

s1¢1rﬂsﬁ:|uk|g| Rfe Qi BratiRaSE With 280:-41h0sesM QML 1 &nown in the art.
190' Eltzthe %Q?OWlngrQaﬁSC§£ gﬁ%glgaé%%g?e\é\fslf’%ftLOHSZSWlll be described

Wh%%? Ido n?%ﬁld?h%lcér%mageﬁ“o sinplify the foll ow ng
description, exanple solutions wll be described

A vmﬂn@htﬂﬁl ‘Nt th@ccldﬂ@@xts%@htﬂﬁ?%ntpsp&@ﬁmatth&ﬂ mak/bd R

abg F,Xteq%];.retmegtprw%§§nt S? C Ic(::q'x bc%ra co%glders his or
a SO e requi renmen ﬁh rﬁ %t

he%l%ﬁﬁi@rrﬁ L giua:g.lng rﬁh§ 6q>nd1t:|_on may or may not require some

action such as an explicit acceptance by the recipient of the signed data
ltem. Alternatively, a ‘condition’ may be a comment or preference which
states the intention or understanding of the signatory but which is not an
absolute requirement. The word ‘condition’ is used herein to refer to both
absolute requirements and comments. The present invention enables
conditions to be linked unambiguously to signed data items and to the

identity of the signatory.

Preferred embodiments of the invention enable more than one condition to

be specified and separately signed. In particular, different conditions
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her signature not binding. The condition may or may
not require sonme action such as an explicit

waewmepsance by the recipient of the signed datBCT/GB2693/005107
Alternatively, a "condition' may be a comrent or
preference which states the ¥ntention or
under st andi ng of the signatory but which is not an 35
absol ute requirenent. The word "condition' is used

may Qfeebﬂecﬁ@l&?fb@‘ dltﬁepéﬁthpaﬂ%gl w %nr&%hcf&{{%néém@ﬁgcatlon or
e SOmENt S, ﬁ%g sent invention enab gl conditions to
r%’és Frhved uaha %58’&%I537a?%s St 89355 P ens and to

the identity of the signatory. 40 Preferred

Prefthodd nebbdinehtd e tiw entvéran o napberdronecithameereges or other
3a€PNdLtd @Rk Qus rBE- S PELIfLEd rRNG %%8%‘%&%%&% €dgndd) combined

am@%f %ul %%af]@%%% 7 egtdlsggdbutcgge0| i ed c(kr)m/ ¢ g%rrmen§upport is

algpprpedefdof gnmel Eete csrmsea hc a¥e Gac rlntﬁli&%m’s 5ethon
intgllapildief teraffershagesipferasnegat ivatdhoare Rnefwrte@dusing the

pum@wééf@ Bk Sth%f sﬁe!&fi@‘é%giﬂl%t§ %@ogée %HH&@&%@%@%@
ens .from |ffer sou

I C
oy Bt g AR Cal 15 SFOREE L BAbi TRad AT ERrchY to ensure
thainepypredor dig RS of IMsaeeePs hrarPeehctypestt form

Support is also provided for nmultiple nessages which
Seﬁgﬁtsa&ﬁrml%ﬁd@ﬁ egtéogtemg]taﬁélaogaml%ngo s@bgfaecreeeﬁcrypmon of

eacr‘<h %prl e é.ll% éNh 1t§£§s encéya%ﬁﬁ%lngr eneﬁtll ?%l[ sdl,glilature to a

Speti e redi
Comké&ét%%oicﬁh@l FERSr Bkt eﬁé@%@ésltemﬁi BreFi fce At S aCEMPLFSE that
eadheotbh@gest dunebarehyfied ehsheereliehait Bogpaute dflotke are
avaiQbnod f@?svsér9§§cah:@§n b%ﬁgtﬁ‘é}ﬁe%dspé,e_LFfQEaérﬁ:rWdyg&hﬁ%Bents may
be O(Iecdat aedI %P%ug 1<) gé):{]dl L ons grrl*?st enenclﬁx texg Porm This
eEChYRR piATHal § or° condﬁ FOH(‘P and

may ibgi ?%?ecéﬁ at“éﬁ*%llt were 9% ééhtﬂoﬁﬁ‘wlé’ﬁt%ffg Pﬁ@@éﬁd?aéﬂee
augnet ygi edceédsem®,alpr caipdesntsher adv ani:dgeed hatkagacthe original

dat%oqurﬁleaﬁti %ﬁlpﬁn\égréﬂ‘d @gfﬂegeltiip%n[:@rll%\éaﬁgveshlgﬁﬁg:yfﬁ to see
tbg are avail Iefor VerIfImetIO EJ:J

di eremf .com [ er eren s gnat‘orles
SpeciTIiC %ncr pt e 5nentas may Cft) ecr d

letVﬁ@LFtn éxff@@ ﬁgtréflﬁ%?rtl@@mﬁéﬁ]érﬁ@n?‘i?ré’ %‘}té‘éifttéf)??s‘ﬁwg a

doddwiest mya b&apesmlcaaidnyoﬂslef) ubr whevalingtarakbproval or other

cor&%@fﬁy Ni,C é&ﬁcﬂgl&'ﬂé | bl % rBAY @ oRDorRMED A 264 RELESY bP aifferent

on tles r}'pogegl eren F ncrypt ed package (the original
At8° i Yef and Condi |ons) and different entities have

authority to see different conponents. There may be a
In reinbetatdfre dinfobéinent s sitgpatroreneson nay deveskd ho eensbhgl e
autgl'fe@l@§@§ttlb§ n(!Vélthlﬁb gat Q[ﬁheﬁti&l%{z dd @nﬁégsta.ﬁé négldaassoc:lated
coné%.%lil.gr?s t Wg.tq{ou% S qu ]1.:0 ogn orealc'lt QC 58S H'_r o¥h ?sa%e or
oV the E% MAENL S” O condi t1 I ons.

%nﬁ%cwdbtéof}e?ﬁ F‘l %?ildﬁ)frl%ﬂ fPet SREe ERR Jt~°1 ééccéﬂpamed by
th@tstdpfd@gemrattmms new hasglh tvelmatorve ewbhétiirehts gnathee, and

thé\8BtH-0R FRYicber Usgthtli0e 6RADL& uded within a transmission package

which also includes the data item and the condition.

A method of verifying an electronic signature according to an embodiment
of the invention comprises the steps of: decrypting the signature using a
public decryption key and comparing the decrypted signature with the final
digest resulting from the previously described hashing of the product of
the concatenation. In this way, verification of both the data item and the
conditions can be performed - potentially without ever converting original

messages or conditions to a cleartext form. This maintains security - for
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aut hentication (validating the authenticity of a
nmessage and associated 30 conditions) w thout any

WO e®i05796 on on read access to the nessage or PCT/GB2003/005107
conditions. Each addition of a condition to a data
itemis acconpanied by the step of generating a new
hash value or a new digital signature, and then the
hash val ue or signature is included within a

exdABSE sl%tgampggmg@pan\e@ &h aal:élgnuhﬂ&lﬂigﬁsartehgu@@t:@zed to see
et Ep P S, R s RhBT o0 t OB e ABOT ALY Bfins che
PuURHE K$Xrenti on conprises the steps of decrypting the
signature using a public decryption key-and conpari ng
Ancgﬁl%rdﬁﬁifo)ﬂ@&rﬁ:d pgtegﬁfilgy rb%n&‘f {thot hgof bf@ent dirgestion is reduced

networg T | I}g cf:,r °rc‘>” are ¥1 x(/geurslleca e%gré t3.hg:v_o as Qflancg requltreereturn
pro of “ 4G THE concat enat’i

Lo V&¥ei PF@&PPW of %bﬁﬁtltaﬂed{%ttallqoé‘ﬁmbtf%e B apEi fgRation
prosssbey penflgoted sinpetoant éndoljmanitt 6D the e et ivesitiing

in®1kEk ﬂ%turﬁ]’eﬁségﬁ%ngd HaQh q}atlhg 140 Qkﬁ%i%tapEPf dBtion in

Thi secu 04 057796
Whﬁ&%?ﬁz%’ %Si%fmp%aséégﬁps T 4 no‘fgh SP1 Todft TR SERE of @
signedadGnitieit ¢BP i Ghat foarRMEYi Fed & U@ééterteﬁeverswn of the
daigr Lgemalas dufcebdhiey larnecaidior Raeenig wesidngd digest to the
seridr-hest ieghibde WEL NGnbdie to F&&L:hf& QY- v 1 APABEl the decrypted
aidJIROr L %r;t%gotgnél al benefit of the present invention

1< r eudice network traffic, conpared with-

verification solutions that require return to the
In Gmi gitnatioenofinarhiabtaakseigi tal coordimasitdréfbrdesthed for

ai MREEAE Rk ceP) Qﬁe§<§ix@gsé‘eawh@%|snmo SlkBg eﬁanIﬁ‘aterlal addressed
nbodlnegt of the Present nvent|o€ |nvolve
| C

to Sfomeone jned Rash value - onI meAan ar aﬁﬁp yi Eg%ellgrl]ng only

dlqeﬁtiooﬁ/vl‘?ﬁ?fﬁnteﬁ?% TBEfER t |s errphaS| zed |s one in which
it is the sender of a signed data itemwho w shes to

Tn WBEL T dordnBade @.Bplh'l%l:l&fseda \&%E%Qa@ltoéf tahglgrféét ﬁes‘sﬁ@énu\é@§ the
meisuccessf ul | received. turnin a SI neda di 90

Fa® seRder can enabl et he "Sendsr r t andOI = payment
ingrgrrtiPn hatt Fhe derey feetrt Hitidse ‘F% sign é"}/i‘ﬁe‘ﬁséége FFactly as
seriin hix embloel Aetdntipnsvuith ke megsafjereantc aht ajeripient if his
or MRk-e&dali ¢ dest bf‘@ GhabiOlavadli fhar entnaddi -85 S88SKy %.'ddlng a separate
cor%qgrgnssr%§?er %ha a ngdlr%%’?d tfhorm rgastaeé It%l bea‘dsq_r esdseghe resent
feone €l se Can save Network tine and storage space

IR QI SO HFSonIBPChH GRSty aﬁdﬂésat F‘é‘ﬂ“eé&%d%t’%”“rl al . 20

In many comrerce applications, a recipient of a signed

AcdRESBPoUSRTHER %spg@cs a0end @n‘perne:@&ﬂ € t@QBfe Gk MK Eded an
elgc%gfggj:c %H&:bat%%e ogeéjs%ng a%%gpr saftprax_;eneratlng a conditional

digital signature in accordance with a method described above.

A further aspect provides and apparatus for verifying the authenticity of
a data item and one or more associated conditions in accordance with a

method described above.

The present invention may be implemented in a computer program product,
comprising program code recorded on a machine-readable recording medium,
for controlling the operation of a data processing apparatus on which the

program code executes.
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instruction. If the signer is not willing to sign the

nmessage exactly as sent, his or her intentions wl|
wheoonstoe! earer to the recipient if his 25 orpP¢EGB2003/005107

conditions are nmade avail able to the recipient by

adding a separate condition father than by editing

the nmessage to be signed. The present invention

provi des a nechani sm for addi ng such conditions.

FuPeeRr gingek Q) @ @9& hel.askg C;;ronL dé réle métfh\é@n t éﬁ%ﬁra&ﬂe E&a Ic%mput er

Dravi Qerdd electronic_signat ﬁr()(:%is, n
Prappar atus T %ermla%%lénrga? i'ng & con ona & 9?“‘ such as a

dO%LF‘&ﬁEt Lfrné’l}l‘i‘ﬂnéfcéb?sﬁﬁh@élw teﬁa*auw%w aéwﬁaew apovreh
redifignt her thspect iprowldes wndiagpahatdasafl tfemveriokytdighe
stihe @hﬁrﬂg%nt $1faht ¥ sQiflut%nd§§ aadlvg.l@{gg@&gs QB@ I%rndﬂpr{ge countermandlng
lnat%SOC g Qec %plz‘?cal accgrgl Ce é/l\ﬂltts % an[:aElrst
escrib HRE" Br e et T AVERTTEH ey He

au*ffr?ﬁlléﬁ%r?@o@aoweﬁ al%nﬁﬁoéﬁmwogﬂf M?@dﬁétlndléﬁ?pﬁpﬁﬁwgl and
ther egramncogie-hoetordd epbronea muetdasecicadabteat ecor di ng

medium for controlling the operation of a data

rocessi.n tus_on which the 40 program code

S %%Pgmo SBGHRBL 706 PCT/ GB2003/ 005107 7 Fur t her

aspects of the invention provide a nethod, apparatus
Prafiedt red npib@imenps agr e boesdits Serannadd Bge alazbangd of more
deLle@t H@ré%ffté‘r d@yawa{yt @fnegcgﬁgl;h.easwﬁ:h gQEé&%ﬁ@é 'tol E]k(r‘é légkcghg)arly'lrlg
dram%sg i nafing status change information to each

recrpi ént™of ‘the data item which received the data

itemprior to the 5 status change. Such a solution is
riacheant geous skqlierhandl ispgoCcolnd ererpsdirng gdnBrdithiag a
cokRt 831 Qf rel@el 1B ARLLY: S LIPLL  dORIIRALS. oPN8Le: & ention;

first aut%orl zed approver signs a docunent or conment

to indicate approval and then a second authorized
FigBsr VE1OVE v peedicehalt shpyr 60 at metieBEpefvepbEdmopt jqrditional
sigfatDrawicngsiiByet e rneshbethodi- nenhtthe ofnviehei g esent

i nvention are described in rmre detail hereafter, by
Fi V\?r)éwg Lsé'ls%%(v? n%v%st%g t(?_%ra’ezlf etrh% C or é\gqg gé&e%ﬁ n%%ldb?lons to a
meeEpsa BT dl et g ﬁmod@@ﬁé‘r ati fﬁ@ anvepghent it podal

signature according to a first enbodi ment of the

FiddPeention; sch%l‘ngt%.rce rgpl%lagﬂ\@atéor? Qﬁugﬂ%&agus $hePs :Qf s@ table for

usegr%tnhgd f.or va%[:gr ond|t| onal 20 signature
accor ding oao FERtUSFUENE i nvention: Figure 3

shows the steps of a nmethod for adding sever al
Detggidd tDepnsigtdoa ofmbssiageed@Eebsdiimegtd 0 an enbodi nent of
the invention; and 25 Figure 4 is a schematic

Figu eJ:*%r ?S%ggvsata{ %rllocogssapcp é uc%n"‘@'u%rgléﬁc’ uzl:l ts%glpfe fcgltlditional
signature. The inputs to the process are the original message 10 to be
signed, the statement of the conditions 20 that the signatory is attaching
to his signature, and the private key 30 of the signer’s public/private
key palr for signing. Controls (in IDEF0 terms) to the process are the

hashing function and the encryption function to be used.

The message and the condition are both hashed 40 to produce digests 50.
These digests are concatenated 60, the digest of the message first and the
digest of the condition second. The concatenand 70, or double digest, is
then itself hashed 80, producing the final digest 90. This is then
encrypted 100 with the private key 30, producing the conditional signature
block 110.
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use in a nethod according to the invention. Detailed

Description of Preferred Enbodi nents 30 Figure 1 shows
w@2rosEse for the construction of a sinple copdi/GBRWA05107

signature. The inputs to the process are the original

message 10 to be signed, the® statenent of the

conditions 20 that the signatory is attaching to hi s

signature, and the private key 30 of the signer's

Th&&hggéé‘g/eg:%eaksndl%%p%ggee‘hgr c&iéﬁgi%l %ta%?ié bib&k are then
et R V5 L Ee AR TR P ELP Gr thE: Beohogd, Pafidns ana

engrysShge st Fhichelauentl tubhicakey bor hitfashed oporqggrding how to
obffiadune oh gesStsSFis@t imphesetdtest sharechdraatienabed to decrypt

the6 an&lh:q_ ogélg %§5nag:furg 1}?1 o@? S&aggtrfl e(ré t tl'%n glﬂaﬁ_edld:gsg eséndogl so to

con tion,secon concat enand (% 4
re%lﬁ@'s? Fshasﬁbngf raf wgaﬁnaﬁa%fhéae%% on *i' dﬁE’r%&a H‘éessage an
corfdifdn gogestcrog@ie Fhe sfinsl tdiemsten é‘hsﬁpﬂ éwlo M@Psigfinshcarhghen be
corair¥@t erkene 30 REehicl 8f thbeficanditdeotaldreSegnat Ut message
anJJ'cgﬁéflé%Q ax\éoa %ﬁé?@ﬁ?%fq 2003/ Qgééa% ar?a Ib&htlon

condi t] on e _condi,tion

HBEB R FPEFhER. SehER 5 e PRCEREHEOF ogBERR oI fectriction
on tiead A agee$ thentheigedsdasr ohashiltig cand thén%crlyapmlmsantf the
hadi@gSig@nesthapid bed k@yr{@ii oh NftepaBide0to reaghr«livagi fiewtion of
audnePBEBIiN i t). In this first inplementation, the

recipient is able to decrypt 5 the conditiona

signature block to retrieve the final digest, and al so
In tap seeqdl fuditepentpdinasiii Aep anﬂercteﬁ@at@ﬁatﬁf@nfmaépél@ﬁture
blddkeadd it@k nali tIEEISagestRA dneszafd izt Ofa shed renat eathe (tHee two

inddi0al dldjel@ét arJ heSBadMRY &% Shw%emehhe&nb@ms case,
WO versions o

r
o AR o Be e e BT (TR e bl Hehtd Gofape or che
corgti@tu dhrinchehewsshjeabint eerrfisEieh I@l&:@ﬁﬁ%k%b’éerlflcatlon
to el b&fFolied iy &hicatity &hidhTpt etenb@iHoonzed Rercesva@he

orlg%ﬁgi LLLEOL 208/ d:L8GLACEESSnt O e BESAGE OF
condition - the sole purpose of the hashing,

concatenation and encryption steps are to enable
Figuaei § isbars on sefuengat Hemters €9 vESifying zeEpptrional signature
gerldipterentatdiay of thheiray enbl @entanigy dhehki fadention described

abcﬁ}eg n’ﬁ{é'l LEci leQE: K:aﬁngoﬁflﬂgm |t@1'at: | t%.lel yect@%@@ Q:oggn.stsﬁaggl a.srignature
rgest sc}( are

to ARG ECol ' B S T GETRTBAES. 11 PH & SCaa (e produced by
megpgr Pf i gt #eRyecrrPdses p@llfl% rtrl?éda%V?hHLHUt§X]?¥o§F?@1@9ttﬁ’@r final
didere ALSBDAGE 206 ddiParimndt tlizonsi Wuthagetdle ¥R idfi ¢atrivoning 140

th@rcgﬁ&féloﬂgl siBhsehabler MR Liigati oORun2Q &8y D80 of the
an_entity which is not authorized to

puﬁé@éﬁorlva fe*0rPYi"al message and/or condition in
cleartext form Figure 2 shows a sequence of steps for
They @rbéaasngf asepandicily Onahisd greatages and conditions provides a

mechanism that allows the recipient to separately verify that each of the
original message and conditions are unmodified, since alterations to the
original message or condition will change the values of the respective ‘
digests. When any such modification has taken place, the signed final
digest will not be equal to the calculated final digest. Such hashing of
the initial inputs also saves on communication overheads in cases where
only the digests need to be transmitted for verification purposes - as
compared with solutions requiring transmission of original documents and
conditions to a verifier entity. There is also a potential security

benefit here - 1f one or more messages or conditions is not to be revealed
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generated according to the first inplenentation of the
i nvention described 25 above. The recipient can
w@eitios1Tvé hat t he recei ved conditional signat uP€r/G82003/005107
valid-that is, that the conditional signature bl ock
was produced by neans of the’above process using the
above i nputs-by creating the final digest as above
and conparing it 120 with the result 130 of decrypting
to Ja%oadééagsg@n%&'s%aa o%' gr@o%gqé%l Q@K:h%slgeéés\:gg:rtaﬁ&lt the

o BaEL SS90 BRSPS eD8 e ARt ons

provides a mechanismthat allows the recipient to
HaGAparatehyansabtfon bhatheealtdesof ddieltioni gidrakepmasane hashing

th@rﬂgsg d%utac’i %ﬁd%l%ny rhrgogésfﬂx%gle %'198@ 1@' g.ﬁ_ @E' @%t&&lnatlon of
Wh%%%ﬁg OI‘I ssa e.or on itio

n
OPe 88]? éonsd a\é%tbgenw}gﬁr%ﬁ‘y gru%ﬁso assures the
reeipdptrl caetk d?lileﬁa‘gerleak@ﬁﬁlpﬁ%@@ theheigigne@ i Agme eafg@sion
alyddikhigt che caqualthbse tWheck aochdtatied diphat rdbge $haiBSuegh (CBC)

thg%§m‘jﬁglgﬁ oftg dn%%.%él%!tlbl{]g.lét §héa|s§19e SRVESR @Bncatenation of the
connunlcatlon overheads In cases where only the

en'fﬁy& §t%'need to be transnitted for verification
E (ppepeses v) Jas 4ocediipr st Bkt 1 )sol utions requirin
e om quiring
transm ssion of original docunents and conditions to

Su% tfogﬁgprﬁ%t Ilnéafmdl f&rasl%glfgl ﬁgggn&gas@ﬁangl a sc%aa{%lgox
cof et en (eR YT &8, Gef 0P JOBaT IR 08 Pes EaIntr ookt
solutiign g thitt itas seeserhersedinen P fs the drusariden ofarndh@ryptographic

sigigad 4 thé arstltingheina0r dgjesal dvessagehore edndipirblolen.
mai ntains the required security. Hashing a

concatentl n_of th ests resulting fromse tely
GORR e Bl ot et BER T n i e e e iR § SRR
en@iyr@éeon ﬂ<en>| lepprres derteche fanpbriilgpst \ilfettrdicerdid e without
def@S$age iaphuebatiict oys Thase peenal debeathenbUtndlo8® except the

515}1%%”{1@55 at:@gss Egcﬂh@ ﬁﬂtvatgaﬁe Q{?ﬁy sWrﬁKCQk@@Q&&Jebeaﬁ t}!)%rform

one encryption algorit typically
the ﬁ%%l%?]éhen%y%tdtonme Ci pher Bl ock Chai ning (CBO),

the encryption of a concatenation is the sane as the
The Ptoads@naésanbed sbhee nbd @ner ypifions thi kitcoac ahexsiphpr

hlﬂrsqun&athegehfxw)lhﬁ(:!f*eé/t)eh %El&{%ﬂgggﬁ@pgi&) H@r&ﬂ%}@ that
n Lﬂu tg’L UsSe so a OITE%? ﬁq‘_lon Ca(\)fg I tl onha g n
*tH&y WS Aot aﬁ%l%n;% g shed Hotbl & & geset
COIl‘BLtS@PEG{ FoFnakE i OFlhévaEr@”seéﬁFdenbodl ment of the

i nvention, and cryptographic signing of the resulting

thé I;ﬂ@keg e@;;mbg@ %oo@tcahayee kbirieR rablreﬁa-aéhg NiRdcddi8tenation

oo b BFGHA Bh W8y TRt COCLR CLIRE | Al OOy Ry & Fibure 3, a0

th%ﬁqalrswegr dBPEHRLY Ho o wird 138 st BTy Vi Es daﬁw@ﬁfﬂiﬂlﬁa in
cotrthei prteisentr erbodiantat), caobddymaxdept skberate conditions if

required. Further extensions include applying procedures for timestamping

of the conditional electronic signatures.

When there is a sequence of conditions, either created at one time or at
different times, it is satisfactory for some applications for the final
double digest to be signed. However, if this alone is signed then a
recipient is unable to check interim signatures and has to take the word
of the final signer that the whole structure is authorized. In the case
where all the conditions are being asserted by the same person (for

example when a house purchase is subject to contract, subject to mortgage
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signer has access to the private key and so only the

signer can perform the particular encryption. The
w@e@smestIdescri bed above not only confirns thapPCT/GBM#S/005107

the signer 25 hinself or herself who created the

signature; it also confirnms t#fat neither the message

nor the condition have been changed since the

condi tional signature block was created. The process

an@@@@)ﬁé@ﬁ@oa@ﬁ\(zﬁypaﬂe e%éﬁ@éqggdorhyz 5@%§&ﬂaﬁgré %r the set of
co%@l@ggﬁse natc': en ggcea tg_er si uatlro?lsuI t er ?A re are
) te& ) that*tsers

gur e
seﬁﬁi‘és?’cﬂnfr% Hb]ltthaﬁr |1ti9n’féftyL%feP§e izt ﬁ‘”ﬁﬁ Pff effenfnfesivssiopers is
togbe Gepmsercet.i On isneget | dsiighdmny ocody wedfimallt djdeet can be
adSepagade.conditions if required. Further extensions

i ncl ude applying procedures for tinestanping of the

condi tional electronic signatures. 35 Wen there is a
Houd e ne Cof et dRdMICBnidiere| #fePetraht Ygmars Gre Tqchpliemnts need
togte alld frer emtfitmredg, thd ihserdat s xhactasy 410r tBOnMEgnature blocks
nu@PRei Hatih oMt f Oko ting1drRdhei cdOURes £l 885 nd Onhe requirement are
2sSigned,. However, if this alone is signed then a

reC|p|ent is unable to check interimsignatures and

has to take the word 40 of the final signer that the
1. whol'ke stongictugtéon ofaetdhonew ddublendt drvstcas @erivhere at |
coﬁd’h@eﬁﬁlﬁibt NS r &R B cﬁgb:.aeS segdLd tQYtI'fehﬁaélaH? dHel 84N condition

an& g.ghln%x @Hcp | r%s\l\ﬂ:e n%ﬁl nelé%sesaprg r icl%%s LS Bgaf?ggare tcgen sent to

tract, sub
th@é?f-‘f%f@é%/adeewﬁe E]E)lsaﬁ%iﬂ%tﬁbf"éé’[ﬂ t%“ §éﬁivéw fchéhe final
sigegsendéodf, ¢he\signetwiegnatclis ef frotntdr@ms@tubdé digests are

ne€fREH$ 118NShdse OfdBNrACGaplinbl €.5:ARtakt &inkUatd @BqiiSed to be
vedigLe there are several signers but the identity of

one or nore of the interimsigners is to be kept

secret. In this case, signing only the final digest
2-canI@emsaadxaﬁtage@u@emHawe&emheh@nqawe&xmmewhbehtis
coﬁg&eﬁ@ce@rsys&ylea@naaw%ﬁg R284: SechpieRb S rﬂ)@s@k tkot}peehash of

th@l% $ éo%dggr!{ 1{2& %ash:E he lllentr%gl!lﬁabjlﬂglnat urleementatlon (ﬁ)es not

fure b € avai
al%ﬁbﬁ%ﬁéﬁ?dﬂPﬁﬁ%“*@F %%FF§$?FW§“PHF% requi rement are
10 as follows: 1. The construction of each new doubl e

An dbgRgle | Badi@btOr &M rbynen€ONGALRNAL iRGet NI cRIBLEG RYgure 4, in
wh%u !ﬁllqe.l g%g%rté)ﬁm%)&?%]%%a :9; éonne&:e\é{ %ondl:rtlelt%rprk a{h% - gsuch as

necessary si nat ure ocks are

gt
9 HEHEEH Yo B FHETPECTD GHEE AVORESI et rumming computer
pregyast rvcichopnabple sodidtiorendo reheivfinpabf sidgnatamte to and from

otKHrO&Ktwdﬂkec&ir@B&&d”&mBh%S 3oy idut enbm dﬁ&émﬁrgt:t 0&sdoSter 300
op@;a@es NeCesSAandd & Sc%mg%e?fspﬁ or.wbigh ald shaning . computer

actions are require .
readable medium to perform hashing, concatenation and

encryption/decryption steps either for generating (350) conditional
electronic signatures, verifying (360) such signatures to check

authenticity of received documents, or both.

As described in further detail herein, preferred embodiments of the
present invention include a data processing system comprising one or more
computers which operate in accordance with computer programs installed

thereon to generate, verify or use conditional electronic signatures.

Some portions of the following description are explicitly or implicitly

presented in terms of algorithms and symbolic representations of
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verified. 20 2. In an alternative inplenentation, each

new doubl e digest is constructed by concatenating the
wW@e@ios1Ige si gnat ure bl ock to the hash of the PEWNGB2003/005107

condition and hashing the result. This inplenentation

does not allow for the onisstlon of interim

signatures. 25 An exanpl e hardware environnment is

shown schematically in Figure 4, in which a first
opdS&IicaoNPL erda380 KSreennect %@mﬁ&e@ NGEMIRK 340ese SUGHorithmic

de§§r1pttggné rgn%r Q%E)r sen@atlloggrgnet ﬁq h g Wo)téﬁktlon P%]Jnd most

t
runni ng mput_er grogra ena '€ sen

S ﬁg SFOtocHeAES 10 B FHEmPrOEHHng arts to convey the
supgtaneek o€ obmdct @driconputteerss 3kA118R0Gn 386. adthe fanr sllgorithm is

cotedprdtieto 0 a3@e0pRLat B chh AGHOKLANGE s%ﬁsh 1%9&%@1 €b a desired
regﬁpcgr%?‘gr%néeh % Séh%r‘sgdrgnlrlrtlg{ Ut J.ecr 1 mgg:gpuqatlons O.I!:J physical

concat ena
qué?ﬁfﬁjlﬁﬁ oﬁﬁeluc'f‘é&}’ypg‘?%lﬁhs{“%‘bsn%ﬁsﬁ%‘fljﬂor tyesrer@ophgties take the

fofB50)f cehelittriiombl orel medmeond ¢ siogabd Urcesableer bf yitdgng stored,
t b @) r 841C RoShGRAT WRSat&y, Cgﬁfl&thé‘i&ﬂl@@%&rﬁgﬁyat%ﬁ Tt has proven

co%x?&ﬁlexteda dg%l%gs %inc:Lpa ryte?or red’;ls %o%ﬁ on u?ag{eheto refer to

her detal erre
e sERPA fivant ]Pjo‘hg q ﬁ’@FLE%Fe S1gatts: pre&é‘@%%ﬁsng °§§913<tné*ﬁ’FSr symbols,
cheornpersi igrohe norbarer eor chapduker s whi ch operate in
accordance with conputer prograns installed thereon
Ho&l@vegen%ﬁ'lgt %b %gr !a}clé, Q l'i%e %%:rf]dsltl onaL e g.(:tarsggc:L%ted with the
natures.” 4 ortions of the forl ow ng

ap%“”e"%&ﬁ?bet RS 55 @%ﬁﬂl?l&ltﬂ% VA6 SFRpPERSY| gonyspasentieliel s applied
tot ghere gfuamtigoekt hnBhanvdhsymbdlei ereepresentaticonionof d¥ussions
ut 20044585 706 PCH &B2QQ3/ 085:1Q¢ingk] Opgél%hﬂ%%g@n defeRernining”,

“c%ﬂagh.ﬂlg”a QBQP&? S!Ln&'mm Xl -Ehg ’E a‘logg ttln%dl o(:)r t%lcﬁellke, refer

descri tl ons an re resenta ns are %engk or| éHﬂiﬁlﬁl’ ﬁ%ectronlc
i t

tOnB]feaﬁCGhorf otiiTd Pi"rﬁ%etsseéf Pect |'%Pé‘PbEFrt 588
deyitea prhotesshimplaces bod cormmfotie dsubstamegergfedt hei rphysical
(eVertkoh )OS £ 8kd [Wi€did nnbhee@lter Anal oMot BMdsS the computer

Sy eaclﬂrl]é’oe@tﬂé’r gﬁSI . eg“hi? egn?%psrtegr%rtlte:dtGgugpncglgfl %Earﬁ:ltles within

t ?eﬁﬂlf‘l?”i%ﬁﬁ SRt alSHEAPDUPEL |r8ﬁlsgt€ffspWS|C&§Pr such information

steprant | triapsmidgdoaldry distfiengleviiods.necessarily, these
quantities take the formof electrical or magnetic

ThéI g%eﬁtchéﬁﬁCQ%loplel%goStdggquysest L a%r)]grfa] ;:% ggbr Pe%formlng the

herw se ma
Op%?&%'%l%egﬁ EGRVBRTSHE - at STCihnégpalmﬁuﬁcf%wey SPGFl%léﬁséﬁ%StruCted
fopf theomeoniupslagurrdsesy epermto copbeise Sngnat smas kiehsral purpose
confltHES, ofli GESS,defl &R NS ecERRNONEBE SratSY NMHLI $econfigured by a
cor&ﬁ@g@cﬁﬁﬁ§am ts% g@d 1'?1qugrc%‘mp19t!e ! he’I‘]Lé kaej‘_gorlthms presented herein
are not inherently related to any particular computer or other apparatus.
Various general purpose machines may be used with programs in accordance
with the teachings herein. Alternatively, the construction of more
specialised apparatus to perform the regquired method steps may be

appropriate.

In addition, the present specification also discloses a computer readable
medium and a computer program recorded thereon for performing the
operations of the methods. The computer readable medium is taken herein
to include any transmission medium for communicating the computer program
between a source and a destination. The transmission medium may include

storage devices such as magnetic or optical disks, memory chips, or other
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However, the above and simlar terns are to be
associated with the 15 appropriate physica
wQ@aanstdes and are nmerely conveni ent | abel s apEi/G8e003/005107
to these quantities. Throughout the present
specification, discussions U4&ilising terns such as
"conputing", "calculating", "deternining",
“conparing", "generating", "selecting", "outputting",

stQEagTehﬁex; ke, Sl[l%fagfe 0 E{L%r@&fm%nw?&{j P 8&&%§e§uﬁosé gomputer.

uter system or sim ectr evice,
Th?‘m iaﬁﬁ‘Pjﬁtséé TGt ﬁ‘ﬁgfﬁsﬁslrhﬁi‘lﬁe rae% iéﬂfeé(g med ur Or a ereless
meghypsi Gakh el esemdaftdd guanthiet i @8 wicbhle tdHerhersi stwsitsm) . The
comil eE @by EMmsOf irphen@ Mt €he SYEdrRHbE NhOe OhbEr idédmlled to be

11r§3!t@dl 5 | é{iyr %th%.%%@gre qugérm)(ﬁé Cﬂnggé[@entolrt hﬁe%ﬂ@t@on thereof.

e _conputer system mendries or I 'sters or
Its‘”ﬂfclﬁ PRf FPrECT 7 §t%r ag‘éarlFFﬁén%ﬁnpggﬁFli?ﬁ“b?g &iaﬁ%?a%‘?s and coding
thejeepif clezy, bR5UsHde tprigpeenenspeled freecitingsn ol $he dliselows contained
hedgipar atus for performng the operations of the

met hods. Such apparatus may be specially constructed

e required._ pyrposes, i se one or

WG 5P T B o B TR pIGPte G BEirePCabVA Bagstbanyind B rings co
steps epdiarelfgatacervatedh deve edenftigpredetsyca BOecdputierse steps
an@fo@Qr Bdacst &y edavan fdie conppiirbsed her algos | Bbfdiption the same
fulpd’tq.gﬁfg egr h&fe?ﬁ@:.onqgfs ﬂﬁieésngﬁé %El:ﬁ/argzekl%e%glcgrp aﬁﬂé/ars

partlcular conmput er or other apparatus. Various

general purpose machi nes may be used with progranms in
A specof darspeodigienh afhehe davdrithgs Weéd edqv, bA| desendtsdv elging a
ma tHiaCORGt hoteition. ahe MKBtoHPEEL @ brs&duap pRisatiksdt Below
(sWeﬁ:PIénkte? eﬁc@Qﬂﬂloﬁg 1r£eggoéj<a§1£fé)%f r@}éu@@abl:éscryptographlc

appropri a 1 t1on, the resent_ specificatio
pr%%&&“%u@&f“%?é’?%s &gﬁpﬁiioé?sﬁ;élg brEs Sedrifin® éhedm&t”e
CrwpaBricpsdgit Arne ebor déten FeewosriRiogperificr ppergtidns may be
us@penat iensldafert hev1aetigdancribei@onput er readabl e

mediumis taken herein 40 to include any transm ssion

medi um f or ting the conputer ram._ between
Lo BT ko THRSET i P rf e HE PSS LS GRoHad T tne
copgpyf ehaeiondet bét“—oﬁ‘téfg@g dfevn@@éts%na@f ‘magnetic or

opti cal disks, nmenory chips, or other WO 2004/ 057796
LetP ﬁé%géé%glgg beltghneztsﬂcgﬁggltg%\sﬁerﬁggz tﬁﬁt% terr%g!l?c_lg;@{”om applying
eng PRRb o PR Lr o R ATy T b NP U CPER i 1 od

medi um or a wirel ess rredl um (such as exenplified in
Ittte &SM pbbid ehdel ephane et eoridive sefIpEHLE DS,

wngg{e @[‘@c)' R @%‘s@&etshgr%&\é&mﬁhgg ALenf\of. Ima%n_@l@d even if I

ar

know agg‘pt%‘ rerﬁncffI %g h%}r/rég? * %’J \?'\irl Ipr aggﬁﬂ gm a eaaLig%rlthm b,

at 1o
lttlr?atfelav \ﬂaﬁfjéwtotfo 6%%%%%@@%@@%& arfdecddilagst of which
istdi€efendntmayorbe arsed +-0 suapleaaent the teachi ngs of the

n (SR6L QSW 6n GANS Ald\€Gncat (n(x) ,h(v))) .
Very difficult in this context means at least as difficult as finding p
not equal to g such that h{p)=h(g). Therefore, "double digesting" does

not introduce any weakness into the system.

Let E(k,x) be defined to be the bit-string that results from encrypting

the bit-string x using the key (also a bit-string) k, when k is not zero.

Let E(0,x) be defined to be equal to x.
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herein. 10 Were reference is made in any one or nore

of the acconpanying drawings to steps and/or
wo e@sE36¢ wWhi ch have the sane reference numeredBHGB2003/005107

those steps and/or features have for the purposes of

this description the same fddction(s) or

operation(s), unless the contrary intention appears.

15 A specific enbodi nent of the invention will now be
Le€@8Gribed, . Usd Nghde FBINEMIL cale lQE@gteWbe IhE messages that

crt)épgogs Qh C, Qrocedijre descri be(glﬂhgr . it . b

& ener §pt i6n) " i's™An exa‘?rﬁ]é St PaSidie ditgoer) be

th%r%?ﬁﬁb@"éﬁh‘?“% copppEadiee e ER kevererchefe processing

del ays of sone alternative cryptographic solutions,

Le@lﬂl ol\tai]er kriﬁWBe th)ép]_glﬁgﬁé%y@ @Jp%ﬁéténQQ§1é£ay7h£@l gpe to be abkle
o reag C%h ? sI ower gubl i c key encryption.
conca X,y e U Agd to be the bit-stri ng that

results fromthe concatenation of bit-string x and
Diffidrest mengagas 2bmddett hiXferrat defdineehtsoble st figedS he@Fdther are

usek;)ﬂutl' sty ﬂgy tﬂ?ﬁaimﬂc@%%g $ofd %@tpaqty{:@ Gnol h:%a@aa? RubAle®Shas

t-st
s Aededshe 4 G B ek 611 R Qi TR Ve ever che
melﬁ(héah cHeE hle% DREY P) kipe e @e%alclﬁypf GG apifitenst sepgolnt , the

custivabr | Siout¥ ere hld to3eknataldforhéei®nofortfi@ential. It may be

:Lm],kH::ttaﬁ@ ldoN@heX inatb Q:obhz;vesgrcﬁl@gs’y wHABg ﬂi@ﬁt?ﬂlggrt{ﬂeh M-dhsaction
ver I%dtlffl cul t e% find b|
a

r

ol iy YRkt o itared, S FRobaRt FPrd B o now wnac
th% FERCMeAL ¢ is buying and the customer may wish to retain
coffiidemciatiffia) , h(b)))) =h(concat (h(ax), h(y))). 35 Very

difficult in this context neans at |east as di fficult

as . findin ot .equal .t h. t hat . h( )
Letl’f?efe‘%dr eg %Eoﬁ%lthe u%éé ﬁ{ﬁ:‘g Yos8® K6 pél%tw %%r any °e able
to feak mest ?%tt@et%dé‘ylﬁném Let E(k, x) be defined to be

the bit-string that results fromencrypting 40 the

3b|pt m_stof BB S 10 2 ENE 1 Ke¥he( 81:SQsBoriha Stk ok, cMI€Pion is
not o d% %U Let E(O,x) be defined to be equal to

%‘ §641057796 PCT/ GB2003/ 005107 13 Let mi, n2,

... nk (where k is a positive integer) be the nessages
Lett radt r2ar e.t okbangsitgned, and €0, beClkand@d, symmeteir (kafiere n

is a positive integer) be the conditions or connents
The [}aflltairp etrrcl)esks)gg?attac qldt‘?’helé:lﬁ pp: %rﬁes gsgsarﬂe set't oml m2,

Té‘édaseécﬂ et He thels sgeked E’)f-ffer ent rressages ai ned at

different recipients but signed together are useful.
v1dd (e(RY, BE) | MBOFAREY IR BLdRI ERANL 1] qskamct:&@a@ M1,

custoner has 10 sent a nmessage to their

aut hori zi n% payrrent However, whenever the

If i>1 then Mi=h(concat ((M(i- 1)), h(E(ri,mi)))) and the digests
h(E{(rl,ml)), h(E(r2,m2)), ... h(E(ri,mi) and the crypto blocks E(pl,rl),
E(p2,x2), ... E(pl,ri) are to accompany Mi.

Mk is then a multiple message digest which represents the complete message

set ml, m2, ... mk as a whole.
Let s1, s2, ... sn be the secret keys of the signatories of conditions cl,
c2, ...cn respectively.

The "conditional signature", which represents Mk and the conditions cl,

c2, ... cj as a whole, is to be called Sj.
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mer chant does not need to know the details of the

custoner's account, the custonmer should be able to
whemp/ostias i nformati on confidential. It nmay bePCT/GB2003/005107

important to the bank to have a digest which

identifies the transaction f6ér which paynent is

request ed, but the bank does not need to know what 15

the customer is buying and the custonmer may w sh to

Sl-[E.e(ts@lp coﬁgzgcf lMQeIlD Ef @!L'J:LX{ )L)etan@]thquigests }P(@: % tl'f'e

are to be

Wh
oY, Spts e Lo Ry s L be Al e
E(plerzer & (P?. 12he cor Eé&Spokdiand BEdsage ereceondftdrppny $1-

not confidential. Let rl, r2, ... rk and t1, t2, ...
Tel 12%&&@9@@5? p?ggétgnggya )y, 2@ (Thes) Jtlagéechmfgaeg@s
N N R S etk fstﬂee?} HF R -

h(EW6 etlypnd @IGOGWPE(DpM,qCM §(®ltgacEorpany ML: E@B 7% and

E(¢>l cihem (&4 =h( concak ({iVEs - Bx, # ECEdmpahy )91). and t he
digests h(E(rl,m)), h(E(r2, er)) ... h(E(ri,m) and

the cr 2), ... E(pi,ri)
Snairset]?%yéhrf?%o%ﬁgﬁ %Eggfé’%aklflgga Sn a nultiple message

di gest which represents the conpl ete nessage set m,
ThémbodimeAks @S shaielétibetdeskbrit®?, abave &M daeailhese

puk?ﬂ.q_%r/ﬂlvléggﬁce feﬂé}%'@ic&n@EP 18§1r%r thé)rfqh&i Qi@.ée&! Whﬁl% this is

cn, res ive The "condition
o GHRVER Fep EREHEE 1R R (TP COROPLT oG eh, kg ol dnagpe
tegmigueshghesh ugetd kb kealh el gj to WD @@@M%W%f aie albo
suPGHLEB2003/ 005107 14
S1=E(sl, h(concat (M, h(E(tl,cl))))) and the digests
(_E(rl,m% h(E(r2, m2)), .., h(E(rk,nk)) .and..
ot B 1B AREE A ety B ST BLRE o EBT P LoEg2e B, £he
final dffqsik, Pk )ocapbrBAgritht )svametnis bRt RpEhYRSL tosthq group.
Eadt> hetithtan o 5) trE( iquip( @0nc ahdr{ B6j atlhy) td (et} ,thp))ghptw@rdand be
su£ % Q‘E Q@létrrct‘essggg(arnli me) corni(l'%g.grg’hg% )been s:l.ggésg(ﬂyka er of
E cl ) j H
th% I%&:l ﬁB}b E}i no wi, de i‘( h melaber of the
grgqpionet) | SuEhge, ﬁw;ﬂetrlc kE/( qpl‘t‘]l)ma%se gﬁ@eraaéébrﬁ%n?ccsrtable
whd0 s&Sding hdeagbheutshil acdnded ignab, sigoatinr ehat case sending a
key which enables checking of the signature also enables creation of an
alternative signature using different messageg or conditions. Signing the
message using a private key solves this problem - although in some
applications it is acceptable for a private key to be shared by a group of

people.

Symmetric key encryption is generally faster than public/private key
encryption. However, when signing an MD5 digest (16 bytes long) or a SHA/L
digest (20 bytes long) the size of the item being encrypted is not
sufficiently long for the faster processing of symmetric-key encryption to

be a significant improvement.

The conditional signature solution described above handles the situation
where a document signed by one person has to be forwarded to another
person for approval or verification before action 1s taken. Another
situation which is not solved by known solutions is where one person gives

approval, but another person countermands that approval. For simplicity,
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The enbodi nents of the invention described above in
detail use public/private key encryption for signing

wao b@4057198 di gest. Wiile this is a conveni entPCT/GB2003/005107
techni que for many applications, other digital
signature 15 techni ques whi chuse a key known only to
an approved signer are also suitable. Wthin a cl osed
group, it is acceptable for some applications for the

thbi flﬂ|loxﬁlir@68éserpb§mSwmegsy\ﬁﬂehtl@atsﬁﬁﬁg%ﬁh@erlﬁﬁﬁdmo%ﬂ\&son has

thgnglgghgpltgpFe roup Couﬁt?]ﬁnac menber of the group wi

hen be ab chec e Signature and be sure that
t he nessage and the condition have been signed by a
Depeirifyefl Isflow tive agiaappradeshioughypoessall v pojceknpvimplementable
inf e4rtaerd, alhi Miceh HamALe Uk dhiftergbORSI gned. Such a
synnetric key solution is generally not acceptable
when_sendi ng nessjges outside a closed group, since in

Ong (il Lofdd O8 i d PG L 9% Ik EVIRATTESE dfal dandifeekiqrymert which
needre typ rratoree sapisrueaalieésreibatd enpiofvedn Takt £Rat siveatory

sighQRat WoRukksd thgadhinkf %ﬁﬂ%eé@%ﬁ@%&m&{t GeA . Q&,%-nd s:Lg'natory
an§|r&%59§ar&h§?llgﬁs§gﬁ%8mﬁ§f ngnéﬁ s@%xjr V%E%res Tt OITVQ ng an exa.mple

bl em
=L CERRRIRE. FoPTHeBr FrahecKey PPoLise SIRaPEFBYE achgr 56 to an
ofpfciapeipphés BEhQymnetffice Key remby yp¢ itenti flgemesimal gll, the
offﬂﬁbﬂ?reddbasﬁbsplﬂbéi}:ﬁ‘/oﬁr‘iﬂiﬁ‘iﬁ deBYat €N6F YRbERIhg HOWBMEIn its

wa%enTﬁ‘é ?ﬂ%l[ﬂcg)yt a2 ong%n%%ﬁée (t%g bb eS:hmngQr?Qtegr a&ng‘A_[eJt it be

est e size o
Eﬁgﬁy ted is not sufficiently long for the faster
processi ng of symretric-key encryption to 35 be a

Th& i @i ficzant nioﬂ'pIiQMQQE% aﬁh%p@&rﬁht&&@ﬁénts isgRALUr Bor example,
« EShULLOBoaRp ed ROV .ANS! 5 Lhe, SLLIALLET BNELS soprovas
InEERL Y Béer §6W?t6FedpgpF%Cto?° G@%lf PERRFl0RT Prergines (for
exgetleorforstieakeniodAndtarer aril isihisatieaaii inki folr tlse Moling of an
apix@liyed by known solutions is where one person gives
approval , but another person counternmands that
approval . For sinplicit WO 2004/ 057796 o
5o PE%%@%?SOO%W ah kv )ﬁféeﬂfroPF o\iehY [WeBRiS AEFbHonF 1gnd
auigwsipe deheenthe adsamldomariti Agpqrépsdn shesriorfief those officers
to adsiuAodrrbid tthel 5SS AT QiRLEFIFROOS: . Q@&%ﬁbl@%uﬁ@éﬁ%&ﬁl@w:ﬂl not

|emen
alvgs@tsab@r oagéﬁcjaa%el %géﬁmeangi p'r ogef?'ee‘d k%r nan tlon Wajﬁéh

sof tware can handl e such coun
ha%%ﬁﬁ R BTeBR 1 A8 TPER%H Ss 1y &P BT SR PTG Mw%wzsl the
Prafyé apeist Poiiched-needs two or nore signatures before it
is approved. The first signatory signs the docunent

a AAdLA LAY REEeRRALY ARITBAL A1 LN 8eeRd; SIOBRIQT Yunicn
ensure that everyone who has received a copy of the initial authorization
will receive a copy of the countermand. This includes those to whom the
original signatory sent the signed document, but also those who have

recelved a copy by a more indirect route.

The Open Group standard X.509 version 2 describes a related solution for
the specific case of documents which are public-key certificates. When a
Certificate Authority (CA) issues a public-key certificate asserting that
an entity known by a particular name has a particular public key, then the
form of the public-key certificate contains an address from which a
Certificate Revocation List (CRL) can be obtained. The CRL contains a

list of those certificates which were issued by the authority, but which
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10 any necessary followup comment and signs the

result. Taking an exanple from Canon |aw, a priest
wer®hiosgo¢ o publish a book sends the text to aPCT/GB2003/005107

official in his bishop's office who reads the text.

Al'l being well, the officiall%ndorses the book "nihil

obstat" (or "nothi ng stands in its way"). The bishop

can then endorse the book "inprimteur” (or "let it be

nal® AsBERat)y bERE SQbLWEd qQRubS a@oﬁedahgé ted t& 3MYer has left the
ASQe&xlgfahz?zaqggllim%Qt esc;a%t gsc'hel:gc!r Vdﬁcké Q'lasr@e}/come
even be_si @ Jecf con ons Ch' ¢ h
CORBRYF & - Orrﬂa%ceﬁﬁ%d:hﬁycetrﬁéfgqa&ﬁa‘ﬁﬁ és$‘§dsalbjeé6t°r @r because
theegitidppeal wapr obeditieddsy Cfard)20 Breangpluee dOr the and the
fo@ﬁa& ed ofpudnyc-appliLabkadeadh Aidgt, the £ idrk.Ng-Oh1BMetined
9B§%k%a Sqme enterprises, which allow their officers
make §EC|S|ons and authorize docunments, also allow
the functional superiors of those officers 25 to
Ascwelit es reidg theetihittedato aut e Zatr ofi.mefkbidroughe CRL process
deGOHIHAr IBREL NG NEd 4 ROte AbVWSYS DO AL Ihaldr to anyone, let
alﬁﬁgglt I g\?ér herw oI S argc:eeed Eiotrheaorsn]%'llylg. (I)r{éﬁg\gglye(:h
es CSunt er nen I ng of approval’s In
enterprises in which the practice is permtted. 30 A
Theystlam @andupmtridds foopnisatmandigot dererpsabltbneaperts:
descri bed bel ow, which ensure that everyone who has

r eCe’AX@QIe cgr&pe}/ltpfjtsL agtomak:%caql cq%(%eg q};ll T n oncilthon when

receive a Includes t
Sofﬂﬁo%b%"’t“h@rga@ﬁ@?w&l HtgRATTH %ﬁ?eﬁnﬁédéﬁ%ﬁéws 2 document
Thdomaieatconberit aks et hoslenpiedhaving Heoeisved” actOpK byntrols

ord 4OHE &I@bf&%&ré@ﬁ&n@len&%tgﬂ%n@@sn aGFLmp: S&@l‘%@ar&mprls:mg
en&ag?s%%?ﬁ/eecf &L lr’llbb ?rur? L el a&a%gt %@At%fnle OSQ/S(:em ont any

I C case O

PleE#OcPFw Feapesh t%ﬁ é??sgag%éﬁt F?ritc at @GA%?%FFtiﬁleéﬂen is
inflgmapdsnia ofubild spk@Elficerdtifeé caheerss$eolt uagdt Eatry aAme the

doBihidnlYiK ¥V dAd A PBbhd | @fseNanm shast idePaddteft!1@f executed and
1tpyg‘ld!sctﬁ<ee¥.ddge@§ n ( gol}e exa%‘ncg))l%j 8 ;t@eog t h .Ie. ivl%%?c%sc) K %yeach recipient

ficate contains an Fom
t"@rﬁelgf?"rf‘éft gf F%@\‘ib%]aeﬂtérf“aﬁ%i‘l”@éﬁ@ tearragensttaPhed. The
CRL contains a list of those certificates which were
2.1 SSlAﬁdatii/)énI:&B et NOLLEdem e, \é@&@ievﬂk%oﬂétl&5ﬁc7t%m
1@?@1’0913é9&§/]&95 fﬁ_%g ﬂ)%%g Dc"elﬁlrg§ F 4o¥fp a Vr%ic(:ggnlzes the
suc as because e Key owner the™
di %r&HF%fhelt%?ﬁn rEeat lF]hé*‘OBB"i”rnésﬁo?‘}&Phﬁ eﬁﬁ?%’tee ‘P&%’;Flfymg
thha@ltbecdwbicfcanpld)mesmrgeér Hugcehist ishedeardtef foatest informal
e-Masl )i sslednédbaBl MichOfs BECRUSEypdoBeiRELl f 68&:RaAASing the

au Jralsn]&qvgye fkre ud'_;he .]L-Q:ecegaéﬁ{ geof.foraegﬁhlgglr e%glgeo%ﬁ can find

format [ic- cerfificate i
t masgw%‘rdaltpe daél.Fp?f"edlse to protect the' private key. The

countermandlng solution extends the e-mail system so that the e-mail

system:

1. recognizes the presence of active content in a signed message, and

executes the active content whenever the message 1s forwarded;

1. creates appropriate active content when a message is signed (a new
option of "sign as instruction" is provided within the e-mail system
to allow for an organization's wish to use the additional feature

only when necessary); and
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in the standard. As well as being restricted to a
fixed formof nessage, the CRL process described in
wo be4psancdar d make no effort to send the CRL tPBPCHOBRWE/005107
let 10 alone to everyone who has received the
original nmessage. The sol uti ol supporti ng
count ermandi ng conprises three parts: 1. "Active
content" is automatically included in the condi tion
e e n.organi zation that er !
lygunr}tegrlérrﬁl%gg%%s?%tné@aco german e At ve &8}%1tt§lﬁte ~mail
may Séfét‘F“nﬁIe@@ﬁsﬁPe*dﬁmgﬁwgBtMcr osof t TM ActiveX controls
or, as in the preferred inplenentation, as a JavaTM

3 aglz%te uﬁ@tm;ax%l 5g th@ngcﬁe%y&@flgdufeogs 1V¥'EE§hnhci mﬂ thirﬁléd into

thb J Euntl rrghs% é ormto
meydall Fetetae i 3t quera® Lot derois Shegefomation 1t
reFﬁH@ﬁe%@h?a@? “phenedpesiihperustipve neerrvent asdet. Ubed.a
cobvgsrypatd MR tdreivedcurend-nksl fs@rvar dethid anso %Qﬂ@exﬁ&lﬂﬁ& to all
adtipés%eécﬂ:é;g\igt&r%@t §chakr§n{§§géﬁtv%g %dor:ﬂgtln f I}l%%

for ‘exa dr ess
a0 BREN O SR BT ot o= BT o oHTCAAF ) Fiigpancs oo
thehe i6r grmicE diiconecipients ApterdVariceds echenintssyst eme(feartra
peex@npkiss rebitstent 451 Nt TM steanFitpecaid 08 SR WaltCextra person

cnbrQmulotidss Revelppnent Cor poration) recogni zes the
di fference between a nessage which contains a sinple

epi l ogue identifying the author (which could be
Sipet GBe, adbive ieresnt dagideguit @ Port absthei pdrotifgn attached to
the-mgkhde aheh dtMes sagreahh6bodyScdrD rbowes YRé egllaphii€ahdty

al §éﬂﬂ dtHéS liﬂ&stthgf 3&@1e %%QElO?l erldl V:‘E%? E §%¥1 hd-g'%’n& Q:tng e%lgning and

njy i.f_ soneone can e passwor
ca??lerlllﬁgf t?‘ Sdélgrjty 6prdtect the private key. The

count er rmndl ng sol ution extends the e-mail system so
Motdi@lent:a 1¢; Mthiel solsyséeMesdbibkd ARCOUH ZeBatlile ¥ @S@MCLmanding

canbeaGEééV@oﬁ %ﬁ:?f‘ic thﬁr’l o%l wqh 2ag9¢e ’stg'ags ?Xa?%ld&%? nt or

ot edggatllecntent vvhee the rressaels orwar de

?LT creates BYe At crﬁs\‘?%gec&ﬁ SGHeT §2He8Sage more
gepgradi gagtiop W We ép@Q%lﬁe@tf s" 8fajiisase RSt FFeUED MY & ssubsequent
deptgwhdedhai tdui srdthe exnvhkladpat@mehd Gotamaltl o therwan

de@cfxg.@@& Za@E{erfo§ WesSRoAL ises it be r?a.QQ£é l&@%lJne%M €he new status

when. ssar
co S0l ealioh DRcasBetY) . 206,10 SO 00k gt the stasas
Ch%llﬁ?nfl‘éfrlr‘?éﬁ?ﬁlﬁ@ %Olh‘ésgfage which the e-mail system
sends to the registry. 3. The third part of the

AnSeWt &:QRpi S abbﬁlcfa%gbl§to%r tﬂ@'s@g}tdss chd egeﬂomc_@n it on is for

re$orgtja.‘:ln%a?1¥8}eecm€ssJrftéLE%tJ‘})élso %%@%Hen rgr%tRaelstrlctg to Secret,
Saymoﬁn@?ﬂ’ma%eqrﬁ&?%é‘?i’cﬁ?crﬁ'@ssage s aglet. Wen a

Method steps which achieve the status change reporting according to an

embodiment of the invention include:

® creation of active content for appropriate messages, using an

appropriate active content writing mechanism;

® recognition and execution of the active content by either the sender or

the receiver of the message;



countermand is received, the e-mail system sends that
countermand to all addresses registered as having

w0 e@eisEg t he origi nal nessage. Additionally,PC€T16B2003/005107
regi ster keeps records of nessages and count ermands so
10 that, if one of the recipi®nts later forwards the
nmessage to an extra person, the register and e-nai
system cooperate to send that extra person the
count er.mand well. Since_the active content (aglet)

o PRRSHTE Pre BT ont SOvA B o 1Pk« pReSh 6
Whentus i acSesdigged repobedywiGan hemyend becaglete i bh@mution
_aiits%r fcﬂ:g sE@r@ sg!iigﬁs_tch _gegh&é:gg]gﬂrt:i.!bgﬁn%ng rIle:'@ication of the
i nvalidating the signing and cancelling the :
d%?ﬁg??iﬁtf “*More general ly, the solution described
above in relation to countermanding 20 can be used

Thé afegheddrf i €ailif ameyobe anyii chamgesd @finstiah Usndfimpl emented by

co&%‘:‘dgﬁ{g r8 :Lst@fr@,ereagl@to% W R A QUM %ﬁ%@@giﬂﬁ%gi%gﬁst of

recI: 3 el?egg’% %gg:ct{fﬁgﬁr? ?a%e%{ag{duhgorg\%gig% éi%?% ; glgascét&ggtlle%gpients to the
regifysey et thedEciusiagn. HoTREehe W STrARLSSaC Ao Fey adede tt®
impleeetdOcUREN el AediBeemdy: clesestdneds abeve d aull hedit record of
cn &1 &4 QRS HLENALULESOL Wi 80ewRRE 1Ne.paW St at uS 25
can be communi cated to all recipients of the docunent
using the status change notification solution.
Anot her exanpl e application of the status change
reporting solution is for reporting the
reclassification of a docunent; from Restricted to
Secret, 30 say, or from Secret to Top Secret. Method
steps which achi eve the status change reporting
according to an enbodi nent of the invention include:
35 creation of active content for appropriate
nmessages, using an appropriate active content witing
mechani sm  recognition and execution of the active
content by either the sender or the receiver of the
nmessage; 40 WO 2004/ 057796 PCT/ GB2003/ 005107 18
responsi ve to the subm ssion of countermands or other
changes of status, accessing a register which
mai ntains a conplete distribution |ist for such
status changes and distributing a notification of the
changes in status. 5 The register itself my be a
di stributed function and inplenented by cooperating
regi sters, each of which maintains the distribution
list of
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recipients inits own area and forwards details of
other recipients to the registers for their areas.
WOoMeMET796 an or gani sati on nmay choose to 10 i npPENEBR003/005107
single register in circunstances where a full audit
record of changes of status ¢f the nessage or
docunent is required. WO 2004/ 057796 PCT/ GB2003/ 005107
19 CLAIMs 1. A nethod for generating a conditiona
el ectronic signature, perfgrymd in response to one or
nore conditions being specified for an 5 el ectronic
signature of a data item the nmethod conprising the
1.st epshefhod Eycegprichgng hecemtiaionadnplesteeyist Bignathee,
pepfigmel ikeswasdiid 616 Sepafatehdith oty dabei dik@Mor an

el@@éﬁ%% @ghmr@n&f lép&%da qgérffl 'tﬁ@'?&e@ﬂ?d tcgﬁprelggﬁé{ rq:titlgdsteps of:
one or ﬁg tgxoncgl tions, and I0 encr ypting t

conﬁ?ﬁﬁ@ié ?@Th?@la d|g|tal signature block

t haenFrmeientthy ¢r@ppé§@ﬂrﬁscctnldetveraztsas¢rtaém@wfd fréte thpedata item,
cofiifin 1R e He0 Bfhrlyb 66S datdd ten allaesha ky pi@gedieCor more
cod&@rdibheatihgn of both the data itemand the one or

more condi.ti A net hod accor to ¢

TherEE Rt T SR Or P Geiai et (iR BE RS Plock
thel igbpegratlel spreerany ptide dath ¢oeisnddthel ke toffemore conditions
anenskypéedrisiogridiam vaidivhabei 6 bhen cashidtat i€m bSd the one

orthen fudihes,s encrypted. 20 3. A method according to
claim1 or claim2, wherein the encryption of the

data item and separate encryption of the conditions
2. ar e AeBRProg MmEcingi noh B Hilagn st epaenedn (raver @t @ veytaflitblod
spé€fies arthat tions of stheradata ehteprancthndC etiihb®RE th 2he
enétyp%e&'%a@gdlt%ﬁc Oé[‘nql \ngertegn Céh%l Q&n%m}é.‘&%ehé‘ t‘h@ﬁ‘ ﬁ&%gexo f

ing the hashed data item and conditions
en%r ??ses concatenating the hashed data item and

hashed conditions, hashing the product of the
3. coneahemat i @ot@ingptodlaen d bindlaifli DeghereaAndcHdlehfi8ition of

th€ nﬁﬁ:)i piﬂeﬂlgartd‘] geﬂiér%@é chggﬁ‘élohoo@ %g% 2%?1@1@10@5 géfea each one-way

nat ure m 1
hasshl%gl steps Po \%ﬁ ra]tﬁ Yeﬁelf%?b Jé?preéﬁl&WE)?l?%ﬁ%t *ﬁl’ée gata item and
%%M%Pﬁ%tlon uses an encryption nmethod for which the
result of (a) conmbining the encrypted data item and

gt heAeﬂ&:‘h}égt&QOP&%goEo rgi‘é@m 380Q1gérteﬁlqr§leaggept B?rbomblnln the
r I n he.co l nat fers r es

a5 R JOE A OO e REPG G BT eRp oy FRES dace

1tgﬁ§p9r}}a§ge<&m@n@¥t%?e hashing the product of the concatenatlon to

produce a final digest, and further encrypting the final digest to

generate a digital signature block.

5. A method according to claim 1 or claim 2, wherein the step of
encrypting the combination uses an encryption method for which the result
of (a) combining the encrypted data item and the encrypted one or more
conditions and then encrypting the combination differs from a result of
(b) encrypting both the encrypted data item and the encrypted one or more
conditions and then combining the doubly encrypted data item and

conditions.

6. A method according to claim 5, wherein the encryption method

implements Cipher Block Chaining encryption.
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condi tions and then conbi ning the doubly encrypted
data itemand conditions. 6. A nethod according to
W@ k@insB96 wherei n the encryption nethod 40 i nptEGBRG03/005107
G pher Bl ock Chaining encryption. W 2004/ 057796
PCT/ GB2003/ 005107 20 7. A method according to claim1
or claim2, wherein the encryption of the data item
and separate encryption of the conditions each use

7.Ci pﬁﬁﬁet@doﬁi‘cogﬁﬁhd"' kD O-18RGT ¥ R o1 :HES h%érel@ ghe %ncryptlon of

d in any_ one. o
thge&egr‘tgll n@t&hgnqu St Ea eIYnccP’?thol n§£ pﬁg ‘é%l(r%r%t | 8?13} gsé Cipher
BlgehéPateind BGvPaiorsieyiedare bl ock uses a private key
of a public/private key cryptographic solution to

8.pr odugermacondi-binak aﬁiyggﬁ"é l(')%ethel grgcedé‘n&r&.tlgﬂgs o wherein the

cor ane
St§§ ok g#%ncrgsg%{l ng rJLe‘ﬁit(l:%rrlrt)l ng‘frfegﬁt?oa ég?fetlaglt%lg&ature block
USEF di Pé%"aéﬁeglf%ﬁ Gf & brotic/asbwts ke Armmtopeanbdy wflugion to

pregyneet r¢amdkeionet yEogreehi ¢ sol ution to produce a
condi tional signature. 15 10. A nethod according to

any ,f recedi ng cl ai i.ncl u t
9. of rg%csh%] t%c!?:%r&tng ao raé'l .one o{tchE]hemsda]t %Ee.‘f%g télﬁee step of
enii“fypﬁb?% th&o?ﬂﬂibf%tﬁgn alrfd gﬁlﬁ%faﬁﬁgﬁl td&Fl%qlgﬁJaQWér%lbéekk uses a
symugthic Hety of reeyngicentc-kehocdyasogm@ebhs solwtioheto produce a

cofidypbegr aphitups ocesses used for performng the
encrypting steps and has access to a corresponding

decry tion key, is enabled to: 20 decrypt the digital
O5i gRAtUPRIAGCERITE br Gticeeaof i thst PFassiing clafwsnyprcluding the
stethefdatanphigineg rror y ptect hisenonehe@@an®rieeg et dr@NSr more

coﬁcﬁﬂ@&l@% %E& thel @f@lttgﬁ ﬂghétd&eﬂ%oc@nds&@nm&e tn_ha%lplent, who has
r mand _encrypt e

ac%%%d??ltgns%éo cce P3°SEE 8% usregsg TP eﬁﬁocfm&%?rﬁ%eert"ﬁ@tmg
stegs &t 47 %Fé:@é"ﬁ cFor BSTATESSREOiRY SR yRE i dieteria lagblegsto:

mat éacrybt. the Aiditetl sicoerwdienfldak b girgtidd: ai ficdstididrgit;

tr aeseyoti g e 1@&h¢r%éﬁ&f3@>@ @leggﬁé tcﬁnﬁoﬁé) cglﬂﬁltlons separately
[ od accordin

frgnfglhgnd%%g Jit%g‘f llj?%ll n% FAnsmt E1ng> lc?@ Fh2 lrtgr& i ﬁ]f‘crtyﬁ'éed one
OF {MoF & FHRAL Bt & @F"%hae?%l"y‘i)tﬁeéhl%/t ébd conpri si ng:

t hecemary pthed f dattaand errorandesdiesenc Ay pé@dnongefheNhey
ma@Ndi tions. 35 13. A nethod according to any one of

claims 10 to 12, wherein the step of encrypting the

conmbi nation to dgr oduce_a di cp;l tally signed data bl ock

1 used BEPPTVEFRKEY & chePubli crpridiggetjeeypmitting the
enqwy bt g Rhgshiichsolcat frenreimdent .

12. A method according to claim 10 or claim 11, including transmitting
to the recipient the interim results of each encryption step, comprising:
the encrypted data item; and

the encrypted one or more conditions.

13. A method according to any one of claims 10 to 12, wherein the step
of encrypting the combination to produce a digitally signed data block
uses a private key of a public/private key cryptographic solution, and
wherein the method includes transmitting to the recipient the public key

of the cryptographic solution.

14. A method according to any one of claims 10 to 12, wherein the step

of encrypting the combination to produce a digitally signed data block
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wherein the nmethod includes transmtting to the
reci pient the public key of the cryptographic
walmnsom 40 14. A net hod according to any oneCD{B2003/005107
clainms 10 to 12, wherein the step of encrypting the
conmbi nation to produce a digitlally signed data bl ock
WO 2004/ 057796 PCT/ GB2003/ 005107 21 uses a private
key of a public/private key cryptographic sol ution,
us@fdy p%@ﬂtt@a‘ Rey R J.'%B%/b?%a{{@eﬁel; @ﬂ%gbt:z;ﬁ}ﬁg &&Lutttﬂgn and
i n r, or n
b EEPLED el ILOLIELIN e AR T D AL i ption ox
ObERJLTHRAY” Cife PLic| et 1t ervitostarbiiadiadgticvonpi l i ng a
set of encryption results which set includes the
15 esyl fn§t1’9fd a&ﬁ?@n@t %9 aglfy &E@fotépéia%s @ngovﬁerﬂ&uhbﬁg

en  of ns
co?‘? ans?n?t N énﬁncr rgﬁ‘g]ﬁ?p‘t’]i”oﬁlr Pes &Ffiudteﬁ fifgresults of
earl SE6P et enqmtengrAan%tvneaelabém ditay tfotEdngmitging includes the
stepclfutiargnt heingt 8 eét tafaasdrvbtidigré@lta teehpiRtipidie.
hashed representations of the data item and conditions

and [ nature | oc uch
% eci Elg&tog fllt a%cce%%m % tlﬁglu%&’?%/ﬁﬁ%gsrtfﬁh?% transmitting to
a ﬁ?%@éeet &eedlaeée%éﬁpﬁ%ntﬁ@oeﬁéﬁ &he etrcp ysingnd enditions and

the ohiloil bl isdonzande hdsclacmesstHad a eetpespondionfdas access to the
crﬁWgY%Hl@anKﬁz)éss |L§e§n§bb@gforgn5tﬂéjst$ %&yéﬁcr&g@lrﬁy ghd al

L R T
todi gest ; and conpare the decrypted signature block with

t he deordmicnelte digiest ¢ignaP@-edelerkri ne whet her they

mat ¢Bmbiké. i RBRIMRA-GCoEM NGt O o¢l AldsdE 1 WBET-8lNd 8t 10ns

S onbining the hashed representations to
£e ée%&rf%lt‘ee%a rr%e@ délgeft esrtl(bcorrpn ses the steps of: 25

conEHRATEL T—}r?g detrerhad Fdeneprdserk atitbnshe sogeimedadiwegt to
dedoumbhe whegtigasthevandtdiashi ng t he doubl e digest to
generate a final combined digest. 18. A nethod

accgrrges%ltgd ccg 1ng g‘d c\ﬂ'her I n waeg:gl Oft g & uranﬁ:.oﬁ.‘%:ldnng the

separ at ‘encrypte
haghfd f%’eé%?rﬁthatﬁ GA Q%lerﬁteena Pt Aed déﬁ%%tyﬁPléR}’lSi@ the steps
ofmet hod for verifying a conditional electronic

Sl gﬁaﬂdapcematg@@etﬂ'ét 8&knBYr&RBLhed;: &6 QL dde?lgrat% Ql Al e
Qggpr|5|ng the followi ng steps 35 perfornmed in

response taq receipt by the recipient of the
traﬁgﬁﬁlp_getaﬁedg?%le digest to generate a final combined digest:

18. A method according to claim 1, wherein each of a plurality of data
items is separately encrypted and combined, and the combination is then
further encrypted.

19. A method for verifying a conditional electronic signature, generated
by a method according to claim 10, comprising the following steps
performed in response to receipt by the recipient of the transmitted data
item, one or more conditions and the digital signature block:

decrypting the digital signature block to produce a first result;

encrypting the data item, encrypting the one or more conditions
separately from the data item, and combining the encrypted data item and
encrypted one or more conditions to produce a second result; and

comparing the first and second results to determine whether they

match.
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item one or nore conditions and the digital signature

bl ock: decrypting the digital signature block to
wee@dosEsI@ first result; encrypting the data PCEGB2003/005107

encrypting the one or nore conditions separately from

the data item and comnbining %*he encrypted data item

and 40 encrypted one or nore conditions to produce a

second result; and conparing the first and second

20t esul E&nﬂlﬁeﬂ%egﬁfﬂnﬂgoﬁﬁ/}g %%{)7 J;@aém E@iecbnst\@@ctlons for
co%&&%lﬁ@ Jagét(.%%% th Qata 8rocessm%% UE{)I oag':g odlr which the

risin ramc de i ns

b % ﬁ Ctuﬁ%S'ogér TLEH Gf mathpst acqreERs $onglaim 1.
apparat us on which the program code executes, to

21per ﬁozmpatémbh@@:aﬁcﬁ&r&ﬁhgﬁlgt Qr&‘g}r%m:ohe gqs%;u%ﬁonts for
lx;@rg@y L i.s ram code instructjons

° If?grttro i n l%ﬁg%)pe?&t% gn of 4 f)%arﬁrtlcl)?:e%lsf”}ﬁ b the

pr‘?ﬂfﬁﬂr%‘i s STITART ¢ o 13 OB GyPaiicdoteosdisutesslado 19.
performa nmethod according to claim19. 22. A data

22 pr ogegtangrRRPSRt MSodratud eBer PG 168NN Ask PNHa1 electronic

Sl&ja@g}(gsonh o058, gnatures, conprising: one or nore
t ogr ap fi c_conponents, responsive to one or nore

con § PEME e F G CEFEPRE F eRPrPOReTdf  SleSBPRUNECt S ogAatumere
corgfi t jorhabaina epgciffoed fencary pl.ecigobhhe sdahacurbed a data item, for

en@RBEWRY kRY b 1Re (gncg%ﬂnsoﬁ@ LLOnS = aggﬁda'iltyonsf gggrately
frotrrﬂghg%tc\ Item CO rlllrlll ng}% encr¥ ted t at a Id h g

& encrypted 15 6he FPRESEHET t996R s EeRnpd the Srcrypted
N RE e ﬁ‘g‘ldtlﬁjeonéonﬁ}%&{l?@@tmﬂ Feaerabienatiodityl paerate a
digitghatignecuredelockhatati niterently regpsesentse tdi@adtded and the
ond bﬁm&@dciﬂ&@tl&@eaﬁ eﬂ%ﬁscg%tk%%lg ?E]ﬁgt?&l of %oth the

dat%r XPémOQnépch' c nver| fi gratl og of "bo t he at ailteman
oné or nore condrti ot nE%hs for transmtting

to %ealnécﬁf EFRnSPhRtidat B it éﬁ?lptlh@t che @tanbrey, PP one or more
conglondhirtsi amd taadiiphealdisgidaalirsigeakur e bl ock. 23. A data

processing appar atus for verifyi ng a conditional
a net hod accordi ng

eI e&tdr oni ¢ Sqnat ur e, tqlener at ed

>t o CIG TP EoRP iR Fr%%ﬁ@”"ﬁ%’rmge%éio’?}‘?]ﬁdoflﬁe electronic
sioppgiem @%r@a‘aa%ﬁ fvia esthowhecorrding ao25lciontd t icomsriandg:

t henedingi f r&degRratginge blQ6kni 2R HRE enOEL o0r more

conﬁgyﬂ}nggglgplg# Cdﬁg%r‘g ent sat{lor decrysél ng the digital

signature pro uce a st sult; encrypting
t he®"faPh TPEBRTYPEYERYPE rgmRdrenbneosr drsreotdonditi dhsital

siggeparcabeick fo orrdlre datiarsktemulandnce@thhfivng &0 item,

enc@ﬂﬁqtﬁtgtﬁda Gl?é Brl A& @&gil%g&{é/ %%}g%a?gfy Q:'Efoﬂncrh data item, and
s to ;

o L b RS et G P aai it oneoot dBFersipAbtions o

prow;'%et ﬁei;ectngyreﬁ;aiLEh and comparing the first and second results to

determine whether they match.

24. A method for disseminating status information for conditionally
signed data items, wherein the conditionally signed data items include
executable content for updating a registry in response to one of the
conditionally signed data items being forwarded to a recipient or being
identified as rejected, the registry maintaining a list of recipients of
the data item, the method including the steps of:

in response to forwarding of the conditionally signed data item to a
new recipient, executing the executable content to update the list of

recipients in the registry; and
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24. A nethod for dissem nating status information for

conditionally signed data itens, wherein the
waeendiosi7emal | y signed data itens include 35 eR€DGBa®BB05107

content for updating a registry in response to one of

the conditionally signed dat&3itens being forwarded to

a recipient or being identified as rejected, the

registry maintaining a list of recipients of the data

I terh dgoh®d hedd Qﬁ&ﬂ:@'tﬂ&l tthgt %@péonﬁgtldnglif%qgﬂeq(? data item

t r e condj tional
is B Bl Ba HRE SRR RS e e b e bRy and
digeripeiding %rhénﬁﬂrf@ttl@rf thapdibsi @¢ﬁaslt¢m therejegist ty; eaidot the
redii2004 /10579 6ePACETLEB2@03/ 005107 23 in response to an

indication that the conditionally signed data item is

srej c&%d reoxcecutl ng the executabl e content to update

the regrstry and® grEEaRhACT iy SR C s oY AatoTREion for
Cord%ttém?at th Fignp|dege eldeme. emphrigfinghe recipients in

t hearegiistiy fbt Stainni2ing A daéd off AERSSEMG APRALSAMUS ionally
sidRl gissenmdpating status information for

condltl on al II%C nqned data items, conprising

r egl STy RRREHhithY BYePPaTe 8f ar“e&?“iﬁ”éﬁ]f’%e GPrgpnent within
a HHOIHGH%N Isffgn%ﬁ grled 1dem anilt erpspa0siveatrs therdata item being
fonweedghitai A ghelvhe=dip BSEN C o0 finfiN ;2 XLF Wxabl 8 o6 P OAL NMxecutable
conoh BhiN toaquﬁBgH:tl'ﬂeof@tl ¥s %legglgﬂanqgtﬁ_tlhgg Py %npeglstry and

res]Ronswe to the ata It new

reclpient’ o For-ini if & i Y 15%30% ?lbaﬁc 6Fe tdﬁéa eXERut hfrdected,
fore SRFeRt thepr BpEare ttohéncllicé}tie dfher eediegbbant sndyifioli ¢ sslewinating
an redgisttiyn thad treadsta LespaBstasectel ab édtti 6atdhenrddigients in
thd hes@data itemis rejected, 15 for updating the

registry to indicate the rejection-and for

di ssem nating an indication that the data itemis
261 o] RBEES Beramfcophel viagi piognts dode imkerddtstns Zér A
conteOPiher tipy OpERM GOAr & SHaRg RRYEAMCOSIRrbASE BHQ,FHlQHSthe
prot_:@g_m %ngoé}JeEQtl,ésl ngo tp@?f%egarﬁétﬂgdcg c@r&% a. P19 n‘?"%l ng

appar at us on whi ch the program code execufes, to

performa method according to claim 24.



