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DYNAMIC COMMAND EXTENSION FOR A MEMORY SUB-SYSTEM

PRIORITY APPLICATION

1601] This application claims the beneft of priority to U.S. Application Serial
Number 16/749,558, filed January 22, 2020, which is incorporated herein by

reference in its entirety.

TECHNICAL FIELD
{662} Embodiments of the disclosure relate generally to memory sub-systems

and more specifically to dynamic exiension of memory sab-system commands.

BACKGROUND

[663] A memory sub-system can include one or more memory devices that
store data. The memory devices can be, {or exaruple, non-volatile memory devices
and volatile memory devices. In general, a host system can utilize a memory sub-
systemn to store data at the memory devices and to retrieve data from the memory

devices.

BRIEF DESCRIPTION OF THE DRAWINGS

1664] The present disclosure will be understood more fully from the detailed
description given below and from the accompanying drawings of various
embodiments of the disclosare.

EHIRY FIG. 1 illustrates an example computing environment that includes a

memory sub-system, in accordance with some embodiments of the present

disclosure,
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18861 FIGR. 2A-2C are da flow diagrams illustrating interactions between
COMPONents in a secure communication environmment in performing an example
method for dynamic extension of memory sub-system commands, in accordance

with some embodiments of the present disclosure.

{667} FIGS, 3 and 4 are flow diagrams illustrating an example method for
dynamic extension of memory sub-system commands, in accordance with some

embodiments of the present disclosure,

{608} ¥1G., 5 15 a block diagram of an example coraputer system in which

embodiments of the present disclosure may operate.

DETAILED DESCRIPTION

(661} Aspects of the present disclosure are directed to secure command
extension in a mermory sub-system. A roemory sub-system can be a siorage device,
a memory module, or a hybrid of a storage device and memory module. Examples
of storage devices and memory modules are described below in conjunction with
FI1G. 1. In general, a host system can utilize a memory sub-system that includes one
or more components, such as memory devices that store data. The host system can
provide data to be stored at the memory sub-system and can request data to be

retrieved from the memory sub-system.

1662} A memory sub-system controller typically receives cornmands or
operations from the host system and converts the commands or operations into
instructions or appropriate commands to achieve desired access to memory
components of the memory sub-system. Typically, a memory sub-system is initially
configured with firmware capable of supporting a set of command types that enable
certain functionality with respect to the memory sub-system. In some instances,
these command types incinde vendor specific command types that enable
functionality that may be specific to a vendor’s system configurations or processes,

However, each command type can provide an attack vector that can be exploited to
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gain unauthorized access to data stored by the memory sub-system. Further, certain
vendor specific commands may create security vilnerabilities that may be exploited

to gain unasthorized access.

1663} Memory sub-system firmware is normally validated by the memory sub-
system before being installed o ensure that the firmware originated {rom a trusted
source. As an example, a public key of an asymmetric key pair may be provisioned
to a mernory sub-system by an original equipment manufacturer (OEM) prior (o
shipment while a cotresponding private key is secured by a hardware security
module (HSM) of a secure system (e.g., operated the OEM) that is external to and
independent of the ruemory sub-system. Firmware is digitally signed by the privaie
key to establish a root of trust and the corresponding public key s used by the

memory sub-systern to validate the digital signature beflore installation.

EHIE Y Io soroe instances, 1t may be desired to extend the functionality of the
memory sub-system beyond that cnabled by the set of command types that the
memory sub-system fivroware s initially capable of supporting. That is, it moay be
desirable to enable a memory sub-system to process additional command types that
were not included in the original set of command types that the original memory
sub-system firmware is capable of processing. In an example, it may be desired to
initially configure a memory sub-system without any vendor specific commands {0
reduce the attack vectors {or the systern and later add capability to the system to
process vendor specific commands. As another example, it may be desired to

teraporarily provide certain functionality to debuag the memory sub-system.

[665] Conventional techniques for command extension in memory sub-systems
require downloading an updated firmware file that includes functionality to handle
the additional commands and the memory sub-system must also revalidate the
updated firmware file before installing. An updated firmware file may, however, be
large, and the download and revalidation may consuroe large amounis of time and

MSMOTY resOurces.
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18861 Aspects of the present disclosure address the above and other issues with
systems and methods for dynamic memory sub-system command extension. The
command extension is dynamic in that functionality to process additional commands
may be temporarily added to a memory sub-system without reguiring an entirely
new firmoware package to be installed and without requiring the firroware to be
reevaluated as with the conventional methods for command exiension discussed

ahove.

1667} Counsisient with some embodiments, a comruand processing component
is capable of adding functionality to the memory sub-system to process command
types that the roemory sub-system is not initially capable of processing. To extend
the commands of the memory sub-system, the host system may provide a command
extension module to the rmemory sub-system rather than an entire firmware package
that must also be reverified. Consistent with some embodiments, the command
extension module itself may be subject to some form of access control to cnsure
secure access and prevent unauthorized access. For example, a command extension
module may be password protected and the host system may be required to provide
the password to be able to download the command extension module. The command
extension module is provided with a digital signature that is verified by the
command processing component before temporarily installing the command
extension module on the controller. A command received by the command
processing component that corresponds to a command type processed by the
command extension module is forwarded lo the command exiension module and the
command extension module processes the command. The command extension
module is ondy temporarily installed in that it 1s loaded to a volatile memory device
and as such is lost upon reboot of the system or expiration of a time to live (TTL)

value associated with the command extension module.

1668} The techniques for dynamic command extension described above reduce
vulnerabilities in a memory sub-system by eliminating a need for firmware to
process vendor specific command types or those whose need was not recognized at
the time of creating the {irmware. Moreover, such a manner of dynamic command

4
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extension allows for firmware to be able to process only a himited set of command
types given that functionality to process additional claim types can be added at a
later time. Reducing the number of command types also reduces the number of
attack vectors that may be used to gain unaunthorized access to memory sub-systems

thereby providing an adduional security benefit.

[609] FIG, 1 illustrates an example computing system 100 that includes a
memory sub-systern 110, in accordance with some embodiments of the present
disclosure. The memory sub-system 110 can include media, such as one or more
volatile memory devices {e.g., memory device 140}, one or more non-volatile

memory devices {e.g., memory device 130), or a combination of such.

18816 A memory sub-system 110 can be a storage device, a memory modnle,
or a hybrid of a storage device and memory module. Examples of a storage device
include a solid-state drive (S5, a {lash drive, a universal serial bus (USB) flash
drive, an embedded Multi-Media Controller (eMMUC) drive, a Universal Flash
Storage (UFS) drive, a secure digital (SD) card, and a bard disk drive (HDD).
Examples of memory modules include a dual in-line memory module (DIMM), a
small outline DIMM (SO-DIMM), and various types of non-volatile dual in-line
memory module (NVDIMM).

(6611} The computing system 100 can be a computing device such as a desktop
computer, laptop computer, network server, mobile device, a vehicle (e.g., airplane,
drone, train, automobile, or other convevance), Internet of Things (IoT) enabled
device, embedded computer (e.g., onc included in a vehicle, industrial equipment, or
a networked commercial device), or such cormputing device that includes memory

and a processing device.

[6612] The computing system 100 can include a host system 120 that is coupled
to one or more memory sub-systems 110, In some embodiuments, the host system
120 1s coupled to different types of memory sub-systems 110. FIG. 1 illustrates one
example of a host system 120 coupled to one memory sub-systern 110, As used

herein, “coupled (0”7 or “coupled with” generally refers to a connection between
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components, which can be an indirect communicative connection or direct
comumunicative connection (e.g.. without infervening components), whether wired

or wireless, including connections such as electrical, optical, magnetic, and the hike.

(6613 The host system 120 can inclade a processor chipset and a software stack
executed by the processor chipset. The processor chipset can include one or more
cores, one or more caches, a memory controller (e.g., NVDIMM controller), and a
storage protocol controller (e.g., PCle controlier, SATA controller). The host system
120 uses the wmemory sub-system 110, {or example, to wrile data to the memory sub-

systeny 110 and read data from the memory sub-system 110

(6614 The host system 120} can be coupled to the memory sub-systems 110 viaa
physical host interface. Examples of a physical host interlace include, but are not
limited to, a serial advanced technology attachment (SATA) interface, a peripheral
component interconnect express (PCle) interface, universal serial bus (USB)
interface, Fibre Channel, Serial Attached SCSI (SAS), Small Computer System
Interface {SCS1), a double data rate {DDR) memory bus, a dual in-line memory
module (DIMM) interface (e.g., DIMM socket interface that supports Double Data
Rate (DDR)), Open NAND Flash Interface (ONFI), Double Data Rate (DDR), Low
Power Double Data Rate (1LPDDR), or any other interface. The physical host
interface can be used to transmit data between the host system 120 and the memory
sub-systern 110. The host systern 120 can further utilize an NVM Express (NVMce)
interface to access components {e.g., memory devices 130) when the memory sob-
systern 110 is coupled with the host system 120 by the PCle interface. The physical
host interface can provide an interface for passing control, address, data, and other
signals between the memory sub-system 110 and the host system 120. FIG. 1
ilustraies a memory sub-system 110 as an example. In general, the host system 120
can access multiple memory sub-systems via a same communication connection,
multiple separate communication connections, and/or a combination of

communication connections.

0015 The memory devices 130,140 can include any combination of the
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different types of non-volatile memory devices and/or volatile memory devices. The
volatile memory devices (e.g., memory device 140} can be, but arc not limited to,
random access memory (RAM), such as dynamic random access memory (DRAM)

and synchronous dynamic random access memory (SDRAM).

[6616] Some example of non-volatile memory devices {e.g., memory device
130} includes a negative-and (NAND) type flash memory and write-in-place
memory, such as a three-dimensional cross-point (“3D cross-point”) memory
device, which is a cross-point array of nou-volatile moemory cells. A cross-point
array of non-volatile memory can perform bit storage based on a change of bulk
resistance, in conjunction with a stackable cross-gridded data access array.
Additionally, in contrast to many flash-based memories, cross-point non-volatile
memory can perform a write in-place operation, where a non-volatile memory cell
can be programmed without the non-volatile meroory cell being previously erased.
NAND type flash memory includes, for example, two-dimensional NAND (2D

NAND) and three-dimensional NAND (3D NAND).

0871 Hach of the memory devices 130 can include one or more arrays of
memory ceils. Other types of memory cells, such as multi-level cells (MLCs), triple
level cells {TLCs), and quad-level cells (QLCs), can store maltiple bits per cell. In
some embodiments, each of the memory devices 130 can inclade one or more arrays
of memory cells such as SLCs, MLCs, TLCs, QLCs, or any combination of such. In
some embodiments, a particalar memory device can include an SLL portion, and an
MLC portion, a TLC portion, or a QLC portion of memory cells. The memory cells
of the memory devices 130 can be grouped as pages that can refer to a logical unit
of the memory device used to store data. With some types of memory {e.g.. NAND),

pages can be grouped to form blocks.

{G018] Although non-volatile memory components such as NAND type flash
memory {e.g., 2D NAND, 3D NAND) and 3D cross-point array of non-volatile
memory cells are described, the memory device 130 can be based on any other type
of non-volatile memory, such as read-only memory {ROM), phase change memory

7
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(PCM), seli-selecting memory, other chalcogenide based memories, ferroelectric
transistor random-access memory (FeTRAM), ferroelectric random access merory
{(FeRAM), magneto random access memory (MRAM), Spin Transfer Torgue (STT)-
MRAM, conductive bridging RAM (CBRAM), resistive random access memory
{(RRAM), oxide based RRAM (OxRAM), negative-or (NOR) tlash memory, and

electrically erasable programmable read-only memory (EEPROM).

[6619] A memory sub-system controller 115 (or controller 115 for simplicity)
can communicate with the memory devices 130 to perform operations such as
reading data, writing data, or erasing data at the memory devices 130 and other such
operations. The memory sub-systern controller 115 can include hardware such as
one or more integrated circuits and/or discrete components, a buffer memory, or a
combination thercof. The hardware can include digital circuitry with dedicated (i.e.,
hard-coded) logic to perform the operations described herein. The memory sub-
system controller 115 can be a microcontroller, special purpose logic circuiiry {e.g.,
a field programmable gate array (FPGA), an application specilic wnlegrated civcuit

{ASIC), etc.), or other suitable processor.

[6626] The memory sub-system controler 115 can include a processor 117
(e.g., processing device) configured to execute instructions stored in a local memory
119. In the illustrated example, the local memory 119 of the memory sub-system
controller 115 includes an embedded memory configured to store instructions for
performing various processes, operations, logic flows, and routines that control
operation of the memory sub-systern 110, including handling communications

between the memory sub-system 110 and the host system 120

16621} to some emnbodiroents, the local oemory 119 can include meroory
registers storing memory pointers, fetched data, etc. The local memory 119 can also
wnclade read-only memory (ROM) for storing micro-code. While the example
memory sub-system 110 in FIG. 1 has been iHustrated as including the memory sub-
system controller 115, in another embodiment of the present disclosure, a memory

sub-system 110 does not include a memory sub-system controller 115, and can
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instead rely upon external control {e.g., provided by an external host, orby a

processor or confroller separate from the memory sub-system).

16622} In general, the memory sub-system controller 115 can receive commands
or operations from the host system 120 and can convert the comumands or operations
into instructions or appropriate commands to achieve the desired access to the
memory devices 130 and/or the memory device 140. The memory sub-system
controller 115 can be responsible {or other operations such as wear leveling
operations, garbage collection operations, error detection and error-correcting code
(ELC) operations, encryption operations, caching operations, and address
translations between a logical address (e.g., logical block address (LBA),
namespace} and a physical address (e.g., physical block address) that are associated
with the memory devices 130. The memory sub-system controller 115 can further
include host interface circuifry to communicate with the host system 120 via the
physical host interface. The host interface circuitry can convert the commands
received {roro the bost system nte command instructions {o access the memory
devices 130 and/or the memory device 140 as well as convert responses associated
with the memory devices 130 and/or the memory device 140 into information for

the host system 120.

(66231 The memory sub-system 110 can also include additional circuitry or
components that are not illustrated. In some ernbodiments, the memory sub-system
110 can include a cache or buffer (e.g.. DRAM) and address circuitry {e.g., a row
decoder and a column decoder) that can receive an address from the memory sub-

system confroller 115 and decode the address to access the memory devices 130,

130241 In some embodiments, the memory devices 130 include local media
controllers 135 that operate in conjunction with memory sub-system conirolier 115
to execute operations on one or more memory cells of the memory devices 130, An
external controller (e.g., memory sub-system controlier 115} can externally manage
the memory device 130 (e.g., perform wedia managerent operations on the

memory device 130). In some embodiments, a memory device 130 is a managed
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memory device, which is a raw memory device combined with a local controller
{e.g., local controller 135) for media management within the same memory device
package. An example of a managed memory device is a managed NAND

{(MNAND) device.

{6025} A commmand processing component 113 of the controler 115 receives the
commands sent by the host system 120 via the physical host interface. The
command processing component 113 may be included in the controlier 115 or any
one or more of the memory devices 130 or 140, In some embodiments, the
controller 115 inciudes at least a portion of the command processing component
113, For example, the controller 115 can include the processor 117 (processing
device} configured to execute instructions stored in the ocal memory 119 for

performing the operations described herein

16626] Tnitially the controller 115 may be configured (e.g., by manufacturer
instalied firmware) to be capable of processing only a limited set of command types
that are previously determined, for example, by a manufacturer of the controller
115. The command processing component 113 of the controller is configured to
allow for dynamic extension of commands. That 1s, the command processing
component 113 is able to add functionality to the controller 115 to process
additional command types. To extend the commands of the controller 1135, the host
system 120 provides a command exiension module to the controller 115, The
command extension module comprises a set of machine-readable instructions that,
once installed, enable the controller 113 to process at least one new command type
that is not included in the predetermined set of command types that the command
processing component 113 has enabled the controllier 1135 to process. The command
extension module is provided with a digital signature that is verified by the
command processing component 113 before temporarily installing the command
extension module on the controller 115. For example, the command processing
component 113 may load the command extension module into a volatile memory
device {e.g., the memory device 130). The installation of the command extension
module is temporary in this way because the command extension module is lost

10
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upon a reboot of the memory sub-system 118 In some embodiments, the command
extension module may be erased from memory based on expiration of a TTL value

associated with the module.

166271 if the command processing component 113 determines a command
received from the host system 120 corresponds to a command type that the installed
command extension module is configured to process, an extension redirect
component 114 of the command processing component 113 redirects (forwards) the
command (o the command exiension module and the coromand extension module

processes the command accordingly.

[6028] FIGs, 2A-2C are data flow diagrams illustrating interactions between
Components in a secure communication environment in performing an example
method for dynamic extension of memory sub-system commands, in accordance

with some embodiments of the present disclosure.

16629 n the context of FIG. 2A-2C, an asymmetric encryption key pair — a
public key 200 and a private key 201 — are pre-generated, and the command
processing component 113 may be provisioned with the public key 200, while the
private key 201 is maintained in a separate secure environment (e.g., comprising
one or more processors). The command processing component 113 stores the public
key 200 in a key store 202. The key store 202 may be implemented within a non-
volatile memory device of the controller 115 (e.g., local memory 119) or any one or

more of the memory devices 140,

[6836] As shown, the command processing component 113 may, in some
embodiments, be included as part of validated firmware 203 installed on the
controller 115. The firmware 203 includes a set of machine readable instructions
that rnay be executed by the controller 1135 to perform a number of functions. For
example, the firmware 203 enables the controller 115 to process a set of predefined
command types received from the host system 120. As noted above, the host system
120 may submit commands to the controller 1135 via the host interface of the

controller 115. Commands that correspond o one of the set of predefined command
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types are processed by the command processing component 113, The firmware 203
is validated in that it has been digitally signed using the private key 201 and the
digital signature has been vertfied by the controller 115 using the public key 200.
For example, as shown, a digital signature 204 generated based on the firmware 203
using the private key 201 1s provided with the firmware 203 and the controller 113

validates the digital signature 204 using the public key 200.

16631} To extend the capability of the controller 115 to process one or more
additioval coromands, a user 205 of the host system 120 causes the host system 120
to send a command extension request to the controller 115. The command extension
request includes a commmand exiension module 206 and a digital signature 207. The
command extension module 206 comprises a set of machine-readable instructions
that, once instalied by the controller 115, enables the controller 115 to process at
least one new command type that is not included in the set of predefined command
types that the firmware 203 enables the controler 115 to process. The digital
signature 207 is generated based on the command extension module 206 using the
private key 201. In some embodiments, a security version of the extension module
206 s included in the command extension request. For example, the secarity version
may be specified in a field of the extension module 206 or otherwise in a field of the

command extension request.

15632] The comumand processing component 113 receives the command
extension request and verifies the digital signature 207 to ensure that the extension
module 206 has been provided by a trusted source. The command processing
component 113 uses the public key 200 to verify the digital signature 207. In an
example, the digital signature 207 may be generated by creating a first hash based
on the extension module 206 and the {irst hash may be encrypted using the private
key 201 to produce the digital signature 207. To verify the digital signature 207, the
command processing component 113 generates a second hash based on the received
extension module 206 and decrypts the digital signature 207 to produce the first
hash. The command processing component 113 compares the first and second hash,
and if they match, the digital signature 207 1s valid. If the first and second hash do
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not match, the command processing component 113 determines that the digital

signature 207 is not valid and the command extension request is rejected.

LHISRY As shown in FIG. 2B, the extension module 206 1s temporarily installed
on the controller 115 based at least in part on the saccessful validation of the digital
signature 207, In this manner, the commands of the controller 115 may be extended
beyond the initial capabilities without having to provide the controller 115 with an
updated firmmware package and without having to verify an updated firmware

package, which can be much larger in size that the extension module 206.

(6634} In some embodiments, the command processing component 113 may
verily a security version of the extension module 206 prior to installation. The
security version is used for anti-rollback support (e.g., to prevent a validly signed
extension module from being installed on the device). For example, the command
processing component 113 may maintain a security version countler to frack
command extension modules that have been installed on the controller 115 and may
verity the security version of the extension module 206 by performing a comparison
of the security version with the security version counter. If the secuority version of a
downloaded and verified command extension module is cqual to or greater than a
stored security version counter value maintained by the command processing
component 113 (e.g., in a NVM of the memory sub-systern controller 115 such as
tocal memory 119), then the downloaded command extension module can be
installed and used. Otherwise, if the security version of the module is less than the
stored security version, the command extension module is rejected by the command
processing component 113, If the command extension module is accepted, the
command processing component 113 updates (e.g., increments) the stored security
version value, if the security version of the command extension module is greater

than the currently stored value,

[3035] In various other embodiments, a TTL value may be used in addition to or
in the alternative to the securily version counter to control the life time of the

command extension module. That is, the command extension module may include a
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TTL value and once the command extension module is downloaded and verified,
the TTL counter begins to count down. Once the TTL counter reaches zero, the
command extension module may be erased from device memory and a new

extension module will need to be downloaded.

HEHIRY With continued reference to ¥1G, 2B, the host system 120 may send a
command to the controller 115 (e.g., based on input {from the user 205). The
extension redirect component 114 parses the command and determines that the
command corresponds to a command type that the extension module 206 is capable
of and responsible for processing. Based on determining the extended command
corresponds to the new command type associated with the extension module 206,
the extension redirect component 114 redirects the command to the extension
module 206 and the extension module 206, in turn, processes the command. In
processing the conymand, the extension module 206 may perform one or more

callbacks to the firmware 203 to invoke functionality provided by the firmware 203,

fB837] The extension module 206 1s temporarily installed on the controller 115
because the extension module 206 is stored on a volatile memory device {e.g., the
memory device 130}, and thus, the extension module 206 will be erased upon reboot
of the memory sub-system 110. For example, as shown in FIG. 20, the extension
rmodule 206 s no longer loaded on the controller 115 after a reboot. In another
example, the extension module 206 may be erased based on expiration of a TTL
value associated with the extension module 206. As noted above, command
processing component 113 will be unable to reinstall the extension module 206
because the security version of the extension moduie 206 will no longer correspond
to the security version counter maintained by the command processing component

113,

{6638} FIGS. 3 AND 4 are flow diagrams illustrating an example method 300
for dypamic exiension of memory sub-system commands, 1o accordance with some
embodiments of the present disclosure. The method 300 can be performed by

processing logic that can include hardware (e.g., a processing device, circuitry,
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dedicated logic, programmable logic, microcode, hardware of a device, an
integrated circuit, etc.), software (e.g., instructions run or exccuted on a processing
device), or a combination thereof. In some embodiments, the method 300 is
performed by the command processing component 113 of FIG. 1. Although
processes are shown in a particular sequence or order, unless otherwise specified,
the order of the processes can be modified. Thus, the illustrated embodiments
should be understood only as examples, and the Hlustrated processes can be
performed in a different order, and some processes can be performed in paraliel.
Additionally, one or more processes can be omitted in various embodiments. Thas,
not all processes are reguired in every embodiment. Other process {lows are

possible.

166349 Prior to the method 300, an asymmetric public/private key pair — a public
key and a private key— is pre-generated, and the processing device may be
provisioned with or otherwise have access {o the public key, while the private key is
maintained in a separate and distinct secure environment (e.g., operated by an
OEM). Further, the processing device includes firmware that enables the processing

device to process a predetermined set of command types.

166481 At operation 305, the processing device receives a command extension
module and a digital signature as part of a command extension request. The
command extension module coraprises a set of machine-readable instructions that
enables the processing device to process at least one new command type that is not
included in the predetermined set of command types that the firmmware enables the
processing device to process. The digital signature is generated based on the
command extension module using the private key. The signing of the command
extension module with the cryptographic signature may occur in a remote and
secure environment, The digital signature may comprise a asymmetric
cryptographic signature generated using a cryptographic algorithm, such as a Rivest
Shamir Adleman (RSA) algorithm. The cryptographic signature can be associated
with a public key that can be shared with one or more devices, and a private key that
can be shared with a limited number of devices. The combination of the public and
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private keys can be used to verify the integrity of the command exiension module
nsing the asymraetric cryptographic algorithm. Consistent with some embodiments,
the command extension module may also be encrypted, for example, using a

symimetric cryptographic algorithm (e.g., advanced encryption standard (AES)).

(6041} The command extension request may be received from the host system
120. In some embodiments, receiving the request includes receiving one or more
commands {rom the host system via a host systern inferface. In some embodiments,
receiving the request includes receiving the request from the host system via a
communication port {e.g., a UART port or other serial communication port that
supports two-way cornmunication). In some embodiments, an out of band nterface
can be used for exchanging data between the host system 120 and the processing
device (e.g., a system management bus (SMBus} or an Inter-Integrated Circuit (12C)
bus).

16642] The processing device, at operation 310, verifies the digital signature
using a public key correspounding to the private key. As voted above, the processing
device is previously provisioned with the public key. The public key way be stored
in a key store {¢.g., key store 202) maintained in a non-volatile memory device {e.g.,
local memory 119 or the memory device 148}, The combination of the public and
private keys can be used to verify the digital signature based upon one or more
cryptographic procedures. For example, the digital signature may be an asymmetric
cryptographic signature that can be verified based upon an asymmetric
cryptographic procedure that uses the asymroetric cryptographic algorithm used to

generated the signature {e.g.. RSA).

[6643] In response o a successtul validation of the digital signature, the
processing device temporarily installs the command extension moduale, at operation
315. The installing of the command exiension module comprises storing the
command extension module in a volatile memory device {e.g., the memory device
130). In this manner, the installation of the command extension module is

impermanent because the command extension module will be lost on system reboot
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or expiration of a TTL value.

{6844 At operation 320, the processing device receives a command and
determines the command corresponds to a comunand type capable of being
processed by the command extension module, at operation 325. The command may

be received from the host system 120 via the host interface.

15045} Based on determining the command corresponds to a command type
capable of being processed by the command extension module, the processing
device forwards the exiended command to the command extension module, at
operation 330. More specifically, the processing device may comprise an extension
redirect component (¢.g., extension redirect component 114) that is responsible {or
redirecting commands to the comymand extension module that the command
extension module is responsibic for processing. The extension redirect component
may parse the command to determoine it corresponds to a command type handled by

the command exiension module.

[66046] The command extension module, at operation 333, processes the
extended coromand. The command extension module may perform one or more
actions in processing the extended command. In some instances, the command
extension module may perform one or more callbacks to the processing device for

support functions needed to process the extended command.

(60471 As shown in FIG. 4, the method 300 may. in some embodiments,
iwnclade operations 311, 312, and 316. Consistent with these embodiments, the
operations 311 and 312 may be performed prior to the operation 315, where the
processing device temporarily installs the command extension module.

16648] At operation 311, the processing device deterrmnes a securily version of
the command extension module. The security version of the command extension
module may, for example, be included 1o the command extension request in which

the command extension module was included.

(004497 At operation 312, the processing device validates the security version of

o
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the command extension module. The processing device validates the security
version of the command extension module based on stored information used to track
command extension modules installed by the processing device. For example, the
processing device may maintain a security version counter to track which command
extension modules have been 1nstalled by the processing device. The processing
device may compare the security version of the command extension module with
the security version counter {o determine whether the cormmand extension module
was previously installed. Hf the command extension module was not previously
installed, the processing device successfully validates the security version and
installs the extension module based on the successful validations. If the command
extension module was previously installed, processing device determines the
security version is invalid and the processing device rejections the command

cxtension reguest.

[6O50] Consistent with these embodiments, the operation 316 may be performed
subsequent {o operation 315, At operation 316, the processing device increments the
security version counter based on installing the command extension module. As
noted above, the security version counter is used to track which command extension
modules have been installed by the processing device. After updating the security
version counter, the cormmand extension module will no longer be able to be

instatled by the processing device.

[8051] In various other embodiments, a TTL value may be used in addition to or
in the alternative to the security version counier. That s, the command extension
module can specify a TTL value that is used to control the life time of the extension
module, Meaning, once the command extension module is downloaded and verified,
the TTL counter begins to count down. Once the TTL counter reaches zero, the
extension module is purged from device memory and a new extension module will

need to be downloaded.

[6652] Example 1 is a system comprising: a volatile memory device comprising

volatile memory media; and a processing device configured to process an initial set
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of command types, the processing device, operatively coupled with the volatile
memory device, to perform operations cornprising: receiving a command cxtension
module and a digital signature, the digital signature being generated based on the
command extension module using a private key of a key pair, the command
extension module, once wstalled by the processing device, enabling the processing
device to process a new connmand type that is not included in the initial set of
command types; verifying the digital signatore using a public key of the key pair;
and based on a successful verification of the digital signature, temporarily installing
the command extension module on the system, the temporary install of the
command extension module comprising loading the command extension module in

the volatile memory device.

[6633] In Example 2, the subject matier of Example 1 optionally comprises an
extension redirect component to: receive a command; determine the command
corresponds to the new comumnand type; and forward the command to the
command extension module based on the command corresponding to the new

command type.

16634} In Example 3, the command extension moduole of any one or more of

Examples 1 or 2 processes the command.

[B055] In Example 4, the command extension module of any one or more of
Examples 1-3 performs one or more callbacks to the {irmware in processing the
command.

[6856] In Example 5, the command extension module of any one of Examples

1-4 is evased upon a system reboot or expiration of a TTL value.

16657 In Example 6, the operations of any ove or more of Bxamples 1-5
optionally comprise determining a security version of the command extension
module; and validating the security version of the command extension module

based on stored information.

{6858] In Example 7, the operations of any one or more of Examples 1-6
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optionally comprise validating a security version of the command extension module
by comparing the security version of the command extension module to a security

version counter.

(6659 In Example 8, the operations of any one or more of Examples 1-7
optionally comprise incrementing the security version counter based on temporarily

installing the command extension module.

{6860 In Example 9, the subject matter of any one or more of Examples 1-8

optionally comprises a non-volatile memory media to store the public key.

166611 Tn Example 10, the subject matier of any one or more of Examples 1-9
optionally comprises a host interface, wherein the command extension module and
digital signature are received via the host interface as part of a command extension

reguest.

{6862} In Example 11, the operations of any one or more of Examples 1-10
optionally comprise: asing an asymmetric cryptographic algorithm to verify the

digital signature based on a combination of the public and private key.

[6663] Example 12 is a method comprising receiving, by a memory sub-system
coutroller comprising one or more processors of a machine, a cornmand extension
module and a digital signature, the digital signature being generated based on the
command extension module using a private key of a key pair, the meroory sub-
systen controller comprising firmware that enables the memory sub-system to
process an initial set of command types, the command extension module comprising
a set of machine-readable instructions that, once installed by the memory sub-
system controlier, enables the memory sub-system controller to process a new
command type that 1s vot included in the 1mtial set of command types; verifying, by
the memory sub-system controller, the digital signature using a public key of the
key pair; and based on a successtul verification of the digiial signature, temporarily
installing, at the memory sub-system controller, the command extension module, the
teraporary install of the command extension moduole comprising storing the

command extension module in a volatile memory device of the memory sub-system
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[6864] In Exampie 13, the subject matter of Example 1 optionally comprises:
deterrining the command corresponds to the new command type; and forwarding
the command to the command extension module based on the command

corresponding to the new command type.

13668] In Example 14, the subject matter of any one or wmore of Examples 12 or
13 optionally comprises processing the command using the extension command

module.

16666] In Example 15, the command extension module of any one of Examples

12-14 is erased upon a system reboot.

{6667} In Example 16, the subject matter of any one or more of Examples 12-15
optionally comprises determining a security version of the comrnand exiension
module; and validating the security version of the command exiension module

hased on stored information.

[6668] In Example 17, the operations of any one or more of Exaniples 12-16
optionally comprise validating a security version of the command extension module
by comparing the security version of the command extension modale to a security
version counter and incrementing the security version counter based on temporarily

installing the command extension module.

16669 In Example 18, the subject matier of any one or more of Examples 12-17
optionally comprises receiving the command extension module and the digital
signature, from a host system, via a host interface, as part of a command extension

reguest.

[6676] In Example 19, the subject matter of any one or more of Examples 12-18
optionally comprises: using an asymmetric cryptographic algorithm (o verily the
digital signature based on a combination of the public and private key.

(6671} Example 20 1s a non-transitory computer-readable storage medium

comprising nstructions that, when execuoled by a processing device, configure the
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processing device to perform operations comprising: receiving a command
extension module and a digital signature, the digital signature being generated based
on the command extension module using a private key of a key pair, the processing
device comprising firmware that enables the processing device to process an initial
set of command types, the comnmand extension module comprising a set of machioe-
readable instructions, that once installed by the processing device, enables the
processing device o process a new command type that is not included in the jtal
set of command types; verifying the digital signature using a public key of the key
pair; and, based on a successtul verification of the digital signature, temporartly
installing the command extension module, the temporary install of the command
extension module comprising storing the command extension module in a volatile

memory device of the processing device.

(66721 FIG. 8 dlustrates an example machine in the form of a computer system
300 within which a set of instructions can be executed for caunsing the machine to
perform any one or more of the methodologies discussed herein. o some
embodiments, the computer system 300 can correspond to a host system {(e.g., the
host systern 120 of FIG. 1) that juclades, 18 coupled to, or utilizes a memory sub-
system {e.g., the memory sub-system 110 of ¥IG. 1) or can be used to perform the
operations of a controller {e.g.. to execute an operating system to perform operations
corresponding to the command processing component 113 of FIG. 1). In alternative
embodiments, the machine can be connected {(¢.g., networked) to other machines in
a local area network (LAN), an intranet, an extranet, and/or the Internet. The
rmachine can operate in the capacity of a server or a client machine in client-server
network environment, as a peer machine 1o a peer-to-peer {or distributed) network
environment, or as a server or a client machine in a cloud computing infrastructure

or environment.

166731 The machine can be a personal computer (PC), a tablet PC, a set-top box
{STB}, a Personal Digital Assistant (PDA}, a cellular telephone, a web appliance. a
server, a network roufer, a switch or bridge, or any machine capable of executing a
set of instructions {sequential or otherwise} that specify actions to be taken by that

22



WO 2021/150719 PCT/US2021/014366

10

15

20

25

machine. Further, while a single machine ts Ulustrated, the term “machine” shall
also be taken to include any collection of machines that individually or jointly
execute a set {or multiple sets) of instructions to perform any one or more of the

methodologies discussed herein.

[6674] The example computer system 500 includes a processing device 302, a
main memory S04 {e.g., ROM, flash memory, BRAM soch as SDRAM or Rambus
DRAM (RDRAM), etc.), a static memory 506 (e.g., {lash memory, static random

access rmemory (SRAM), etc.), and a data storage system 518, which communicate

with each other via a bus 53(.

[6675] The processing device 502 represents one or more general-purpose
processing devices such as a microprocessor, a central processing unit, or the like.
More particularly, the processing device 502 can be a complex instruction set
computing {CISC) microprocessor, a reduced instruction set computing (RISC)
microprocessor, a very long instruction word (VLIW) microprocessor, a processor
inplementing other instruction sets, or processors implementing a combination of
instruction sets. The processing device 502 can also be one or more special-purpose
processing devices such as an ASIC, an FPGA, a digital signal processor (DSP), a
network processor, or the like. The processing device 502 is configured to execute
instructions 525 for performing the operations and steps discussed herein. The
computer system SO0 can further include a network interface device 508 o

communicate over a network 320.

16676] The data storage systern 518 can include a machine-readable storage
medium 524 (also known as a computer-readable medium) on which is stored one
or more sets of instructions 525 or software embodying any one or more of the
methodologies or functions described herein. The instructions 525 can also reside,
completely or at least partially, within the main memory 504 and/or within the
processing device 502 during execution thereof by the computer system 500, the
main memory 504 and the processing device 502 also constituting machine-readable

storage media. The machine-readable storage medinm 524, data storage system 518,
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and/or main memory 504 can correspond to the memory sub-system 110 of FIG. L

88771 In one embodiment, the instructions 526 include instructions o
implement functionality corresponding to a security compounent {e.g., the command
processing component 113 of FIG, 1), While the machine-readable storage mediam
524 is shown in an example emnbodiment to be a single medium, the term “machine-
readable storage medium” should be taken to include a single medivm or multiple
media that store the one or more sets of instructions. The term “machine-readable
storage medivm” shall also be taken to inclade any medium that is capable of
storing or encoding a set of instructions for execution by the machine and that cause
the machine to perform any one or more of the methodologies of the present
disciosure. The term “machine-readable storage mediom” shall accordingly be taken
to include, but not be limited to, sohid-state memorics, optical media, and magnetic

media.

[6678] Some portions of the preceding detailed descriptions have been
presented in terms of algorithms and symbolic representations of operations on data
bits within a computer memory. These algorithmic deseriptions and representations
are the ways used by those skilled in the data processing arts to most effectively
convey the substance of their work to others skilled 10 the art. An algorithm is here,
and generally, conceived to be a self-consistent sequence of operations leading to a
desired result. The operations are those requiring physical maunipulations of physical
quantities. Usually, though not necessarily, these guantities take the form of
electrical or magnetic signals capable of being stored, combined, compared, and
otherwise manipulated. It has proven convenient at times, principally for reasons of
common usage, to refer to these signals as bits, values, elements, symbols,
characters, terms, numbers, or the like.

[0079] it should be borne in mind, however, that all of these and similar terms
are to be associated with the appropriate physical quantities and are merely
convenient labels applied to these quantities. The present disclosure can refer to the

action and processes of a computer system, or similar electronic computing device,
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that manipulates and transforms data represented as physical (electronic) quantities
within the computer systern’s registers and memories into other data similarly
represented as physical guantities within the computer system’s memories or

registers or other such information storage systems.

{6080 The present disclosure also relates to an apparatus for performing the
operations herein. This apparatus can be specially counstructed for the intended
purposes, or it can include a general-purpose computer selectively activated or
reconfigored by a computer program stored 1o the computer. Such a computer
program can be stored in a computer-readable storage medinm, such as, but not
himited to, any type of disk inclading floppy disks, optical disks, CD-ROMs, and
magnetic-optical disks; ROMs; RAMSs; erasable programmable read-only memories
(EPROMSs); EEPROMSs; magnctic or optical cards; or any type of media suitable for

storing electronic instructions, each coupled to a computer system bas.

(6681} The algorithims and displays presented herein are not inherently related
to any particular computer or other apparatos. Various general-purpose systems can
be used with programs in accordance with the teachings herein, or it can prove
convenient o construct a more specialized apparatus to perform the method. The
structare for a variety of these systems will appear as set forth in the description
above. In addition, the present disclosure 18 not described with reference to any
particular programming language. It will be appreciated that a variety of
programming languages can be used to implement the tcachings of the disclosure as

described herein,

166821 The present disclosure can be provided as a computer program product,
or software, that can include a machine-readable medium having stored thereon
wstructions, which can be used to program a computer systern (ot other electronic
devices) to perform a process according to the present disclosure. A machine-
readable medivm includes any mechanism for storing information in a form
readable by a machine (e.g., a computer). In some embodiments, a machine-

readable {c.g.. computer-readable) medium includes a machine-readable {e.g., a
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computer-readable) storage medium such as a ROM, a RAM, magnetic disk storage

media, optical storage media, flash memory components, and so forth.

16683] In the foregoing specification, embodiments of the disclosure have been
described with reference to specific example embodiments thereof. It will be evident
5  that various modifications can be made thereto without departing from the broader
scope of embodiments of the disclosure as set forth in the following claims. The
specification and drawings are, accordingly, to be regarded in an llustrative sense

rather than a restrictive sense.
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CLAIMS

1. A system comprising:
a volatile memory device; and
a processing device configured to process an initial set of command types, the processing
device, operatively coupled with the volatile memory device, configured to perform operations
comprising:
receiving a command extension module and a digital signature, the digital
signature being generated based on the command extension module using a private key of
a key pair, the command extension module, once installed by the processing device,
enabling the processing device to process a new command type that is not included in the
initial set of command types, the command extension module comprising a time to live
(TTL) value;
verifying the digital signature using a public key of the key pair;
based on a successful verification of the digital signature, temporarily installing
the command extension module on the system, the temporarily installing of the command
extension module comprising loading the command extension module in the volatile
memory device;
the processing device comprising an extension redirect component configured to
forward a command to the command extension module based on the command
corresponding to the new command type; and
the processing device further configured to erase the command extension module

based on expiration of the TTL value.
2. The system of claim 1, wherein the extension redirect component is further configured to:
receive the command; and

determine the command corresponds to the new command type.

3. The system of claim 1, wherein the command extension module processes the command.
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4. The system of claim 3, wherein the command extension module performs one or more

callbacks to the processing device in processing the command.

5. The system of claim 1, wherein the command extension module is erased upon system
reboot.
6. The system of claim 1, wherein the operations further comprise:

determining a security version of the command extension module; and
validating the security version of the command extension module based on stored

information.

7. The system of claim 6, wherein the validating of the security version of the command
extension module comprises comparing the security version of the command extension module

to a security version counter.

8. The system of claim 7, wherein the operations further comprise:
incrementing the security version counter based on temporarily installing the command

extension module.

9. The system of claim 1, further comprising non-volatile memory media to store the public
key.

10.  The system of claim 1, further comprising a host interface, wherein the command
extension module and digital signature are received via the host interface as part of a command

extension request.
11.  The system of claim 1, wherein the verifying of the digital signature by the processing

device comprises using an asymmetric cryptographic algorithm to verify the digital signature

based on a combination of the public and private key.
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12. A method comprising:

receiving, by a memory sub-system controller comprising one or more processors of a
machine, a command extension module and a digital signature, the digital signature being
generated based on the command extension module using a private key of a key pair, the
memory sub-system controller comprising firmware that enables the memory sub-system to
process an initial set of command types, the command extension module comprising a set of
machine-readable instructions, that once installed by the memory sub-system controller, enables
the memory sub-system controller to process a new command type that is not included in the
initial set of command types, the command extension module comprising a time to live (TTL)
value;

verifying, by the memory sub-system controller, the digital signature using a public key
of the key pair;

based on a successful verification of the digital signature, temporarily installing, at the
memory sub-system controller, the command extension module, the temporarily installing of the
command extension module comprising storing the command extension module in a volatile
memory device of the memory sub-system controller;

forwarding a command to the command extension module based on the command
corresponding to the new command type; and

erasing the command extension module based on expiration of the TTL value.

13.  The method of claim 12, further comprising:
receiving the command; and

determining the command corresponds to the new command type.

14.  The method of claim 12, further comprising:

processing, by the command extension module, the command.
15.  The method of claim 12, further comprising:

initiating a TTL countdown upon installing the command extension module; and

detecting the expiration of the TTL value based on the TTL countdown.
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16.  The method of claim 12, further comprising:
determining a security version of the command extension module; and
validating the security version of the command extension module based on stored

information.

17. The method of claim 16, wherein:
the validating of the security version of the command extension module comprises
comparing the security version of the command extension module to a security version counter;
and
the method further comprises:
incrementing the security version counter based on temporarily installing the

command extension module.

18.  The method of claim 12, the command extension module and digital signature are
received, from a host system, via a host interface of the memory sub-system controller, as part of

a command extension request.

19.  The method of claim 12, wherein the verifying of the digital signature by the processing
device comprises using an asymmetric cryptographic algorithm to verify the digital signature

based on a combination of the public and private key.

20. A non-transitory computer-readable storage medium comprising instructions that, when
executed by a processing device, configure the processing device to perform operations
comprising:

receiving a command extension module and a digital signature, the digital signature being
generated based on the command extension module using a private key of a key pair, the
processing device comprising firmware that enables the processing device to process an initial
set of command types, the command extension module comprising a set of machine-readable

instructions, that once installed by the processing device, enables the processing device to
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process a new command type that is not included in the initial set of command types, the
command extension module comprising a time to live (TTL) value;

verifying the digital signature using a public key of the key pair;

based on a successful verification of the digital signature, temporarily installing the
command extension module, the temporarily installing of the command extension module
comprising storing the command extension module in a volatile memory device of the
processing device;

forwarding a command to the command extension module based on the command
corresponding to the new command type; and

erasing the command extension module based on expiration of the TTL value.
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