1 APPARATUS AND METHOD OF Cl PHERI NG | N W RELESS TELECOVMUNI CATI ONS USER
EQUI PMENT OPERATI VE W TH A PLURALI TY OF RADI O ACCESS NETWORKS BACKGROUND
5TECHNI CAL FI ELD [0001] This application relates to nobile

t el econmuni cations systens in general, having particular application in
UMIS (Uni versal Mbbile Tel ecomrunications;System) in general, and in
particular relates to an apparatus and nethod of ciphering in wireless

t el econmuni cati ons user equi prent operative with a plurality of radio
access networks. 10DESCRI PTI ON OF THE RELATED ART [0002] In a typical

cel lular radi o syst emAPRARIATEISESSD M HEONORTIEHERDNG de WIRELESSMUNI cates via
one or nore radi o access radi o networks (RANs) to one or nore core

net wor ks. | n TINTES CRYSIUANTCATUONS S ER ) (AP RIENIPD RER A PIVIESK BIrH APTIUR Ad S TUS BT

Equi prent (UE) and in GSM such devices are typically referred to as Mbile
Stations (MS). Such devices CONERABKE XGCESUNSET®ORKPes of equi pnent such as
nobi | e tel ephones (al so known as cellular or cell phones), lap tops with

Wi rel ess conmmuni cation capability, personal digital assistants (PDAs) etc.
These may be portable, hand held, poBREKGEHOEWD installed in a vehicle etc
and comruni cate voice and/or data signals with the radi o access networKk.
[0003] In the following, reference will be made to UMIS, GSM and to
particular standards. 20However it shouNtcAlermger stood that the invention
is not intended to be Iimted to any particular nobile tel ecommunications

system [0001] This application relates to mobile telecommunications systems in general, having
particular application in UMTS (Universal Mobile Telecommunications System) in general,
and in particular relates to an apparatus and method of ciphering in wireless

telecommunications user equipment operative with a plurality of radio access networks.

10 DESCRIPTION OF THE RELATED ART

[0002] In a typical cellular radio system, a wireless telecommunication device communicates
via one or more radio access radio networks (RANs) to one or more core networks. In UMTS
system such devices are typically referred to as User Equipment (UE) and in GSM such
devices are typically referred to as Mobile Stations (MS). Such devices comprise various
15 types of equipment such as mobile telephones (also known as cellular or cell phones), lap tops
with wireless communication capability, personal digital assistants (PDAs) etc. These may be
portable, hand held, pocket sized, installed in a vehicle etc and communicate voice and/or
data signals with the radio access network.
[0003] In the following, reference will be made to UMTS, GSM and to particular standards.
20 However it should be understood that the invention is not intended to be limited to any
particular mobile telecommunications system.
[0004] A radio access network covers a geographical area typically divided into a plurality of
cell areas. Each cell area is served by at least one base station, which in UMTS may be

referred to as a Node B. Each cell is typically identified by a unique identifier which is



[0004] A radio access network covers a geographical area typically divided
into a plurality of cell areas. Each cell area is served by at |east one
base station, which in UMIS may be referred to as a Node B. Each cell is
typically identified by a unique identifier which is 2 broadcast in the
cell. The base stations communicate at ragi o frequencies over an air
interface with the UEs within range of the basc station. Several base
stations may be connected to a radio network controller (RNC) which
controls various activities of the base stations. The radi o network
control |l ers dr®dtagpincial delf. Tlmrecttatbnt conanaitae an eddiwdirdquerdbit® 0G5 in BEMtdriaca
so-cal l ed second generation public | and nobil e tel econmuni cati ons system
UMTS is a thiwith the bés atithmnrapiebifitioc baan statinmbi Jegerhlchaee aaivns neg bt oonmsytsd e
Vari ous standardi zation bodi es are known to publish and set standards for
UMTS, each i madihe¢tworkespecitar (RNEy earh @bntedsnpeioeneeivitieonf thadhsng@ions. n&@hd GPP
(Third Generation Partnership Project) has been known to publish and set
st andar ds f oradsShdté&kabattollSy ateappitdly cMptetteéto dddrGemmuki cat i ons) based UMIS,
and the 3GPP2 (Third Generation Partnership Project 2) has been known to
publ i sh ;and @105k tGiM &rade-chibad setavl gércedion Pitticdandmmduiit telgobremAtice®s) sys@ased
UMIS. Wthin the scope of a particular standardi zation body, specific
partners publUMES anch siétd germratian dsbiie lddde obile s¢ie@otmmueicaiona systelrD 0 0Gdkiohn
t el econmuni cations, typically ciphering is used to reduce the likelihood of
15 unaut hori seddarditaios éptliie arcakbvax@npubdith emd oft stdndardofidretMTSf egthtia their
transmtted between the nobile device and the network. Signalling protocols
are typi cal | yespetide tageas etf aoppetepdee Fondnstdntd)i the rasibPo(Thir n@ateratins Partdership
ci phering information is transmtted between the w rel ess conmuni cations
devi ce and t Reojevet Msibken kimsumeas pobljshainid set sdudarda foni GSM €é6bileS ysemnfionMobét | ons
devi ce handovers during a call fromoperating with a first radio access 20
net wor kit 0 a Cosrondatiad) rsaCURES, nelttivodGPPHThird Gstantea,Pattheship Plogci 2)chas
protocol used in the first radi o access network may not be appropriate for
t he second r adindknawo és gubtiel wat det starklafie 7dr TDERe(Cade Divition Mubipstdes) batdgi es
for apparatus and a nethod of ciphering in wreless tel ecommuni cations
devi ces oper &M Witlih tlee obper afl 4 payticdar saddodiagioe dedy epasdicksrings pubiisk andf
such strategies are detail ed bel ow.

set standards in their respective areas.

[0006] In telecommunications, typically ciphering is used to reduce the likelihood of
15 unauthorised interception and examination of the content of data transmitted between the
mobile device and the network. Signalling protocols are typically used to set up ciphering
within radio connections and ciphering information is transmitted between the wireless
communications device and the network. Issues may arise when a wireless
telecommunications device handovers during a call from operating with a first radio access
20 network to a second radio access network. For instance, the ciphering protocol used in the
first radio access network may not be appropriate for the second radio access network.
[0007] There are thus proposed strategies for apparatus and a method of ciphering in
wireless telecommunications devices operative with a plurality of radio access networks. A
number of such strategies are detailed below.
25 [0008] Other aspects and features of the proposed strategy will become apparent to those

ordinarily skilled in the art upon review of the following description of specific embodiments



25[ 00081 O her aspects and features of the proposed strategy will becone
apparent to those ordinarily skilled in the art upon review of the
foll owi ng description of specific enbodiments 3 of apparatus and net hods
of ciphering in wirel ess tel ecommuni cati ons user equi pnent operative with a
plurality of radio access networks. BRI EF; DESCRI PTI ON OF THE DRAW NGS

[ 0009] Enbodi ments will now be described, by way of exanple only, with

reference to the 5attached draw ngs, in which: Figure 1 shows an
overview of two radio access networks and a wirel ess tel ecommunications
devi ce; of abpGatie ard infettddf lodWiheaig amwileless tal@binmynigatfonk stsereeduauhianent

of a nethod applicable to a wireless tel econmuni cati ons devi ce operative
with a pl uralpéntivefwithadil@aiag cesgiotaeebnmogkes; 10 Figure 3 is a flow
diagramillustrating a second enbodi nent of a nethod applicable to a

wi rel ess tel econmuni cati ons device operative with a plurality of radio
access technol ogi es; Fi gur eBRIOFDESGRIBTIONIOAGHENPRAMWIEGSat | ng an enbodi nent
of a UMIS protocol stack apparatus provided with a RRC bl ock, in accordance

with the pr es{ﬁﬂ)b] apRbb&idtehQ@Will now be described, by way of example only, with reference to the
5 attached drawings, in which:
Figure 1 shows an overview of two radio access networks and a wireless
telecommunications device;
Figure 2 is a flow diagram illustrating a first embodiment of a method applicable to a
wireless telecommunications device operative with a plurality of radio access technologies;

10 Figure 3 is a flow diagram illustrating a second embodiment of a method applicable
to a wireless telecommunications device operative with a plurality of radio access
technologies;

Figure 4 is a block diagram illustrating an embodiment of a UMTS protocol stack
apparatus provided with a RRC block, in accordance with the present application;

135 Figure 5 is a block diagram illustrating a wireless telecommunications device.

The same reference numerals are used in different figures to denote similar elements.

DETAILED DESCRIPTION OF THE DRAWINGS

[0010] An apparatus and method of ciphering in a wireless telecommunications device
operative with a plurality of radio access networks are described. In the following
20 description, for the purposes of explanation, numerous specific details are set forth in order to
provide a thorough understanding of the present invention. It will be apparent, however, to
one skilled in the art that the technique may be practised without these specific details. In
other instances, well-known structures and devices are shown in block diagram form in order

to avoid unnecessarily obscuring the proposed method.



15Figure 5 is a block diagramillustrating a wirel ess tel ecomruni cations
devi ce. The sane reference nunerals are used in different figures to denote
simlar elenments. DETAILED DESCRI PTI ON OF THE DRAW NGS [ 0010] An appar at us
and nethod of ciphering in a wireless tel ecommuni cati ons devi ce operative
with a plurality of radi o access networksgare described. In the foll ow ng
20 description, for the purposes of explanation, nunmerous specific details
are sct forth in order to provide a thorough understandi ng of the present
invention. It will be apparent, however, to one skilled in the art that the
t echni que nmay0Hé] dihaotdds edbniificiouhe fovgoimg Haekdréund, dult cihdr siceds andpbiegts that

i nstances, well-known structures and devices are shown in bl ock diagram
fonn in ordemwill degomsi abparene frewsthe i fhiovohes derciiptipnt hee phispos by imednh gdpect, 2
[0011] The needs identified in the foregoi ng Background, and ot her needs
and obj ect s wmietitodwif |ciphbrangoimes applagsaptecdmamidahiensf dsivicowpergtiviexidr & pluraity, ofar e
achi eved by, in one aspect, a nethod of ciphering in a wreless

t el econmuni cadionscesentwerkspe fmtoihge agpecty, thepinyemiont sncohpasendi appareioesed a
networks. I n other aspects, the invention enconpasses apparatus and a 5
conput ers r eadempuserreadiabimneadivini genfigared ¢o caryr gut gt fordgeingacégyei Ingradistiianrike | n
particular, the nethod may be inplenented in a nobile tel ecommuni cations
devi ce, wi t hmgthodimadydwtimplsineated apabiobild felesommunicdtioay devicecvitiopi witlhaw veies
such as handhel d or portable devices. [0012] Figure 1 shows an overvi ew of
a t el ecomuniceabilites omeghenslekiremadeaicauth sddedheld @lpegable d&viseommuni cat i ons
device 500. Clearly in practice there may be many such devices 10

oper ati ng wi (W1Zhdigues Wohtwhan ovémiewt blea selkomofunsitigisi rsivropk afid gumeltihodn| y
shows a single wireless tel ecommunications device 500. For the purposes of
i |1 ustrati onwiRlegpielecommyniatistsalegicaSHetGlearky imarerting therd may bomporsasit devicks

W ll be clear to a person skilled in the art that in practice a network

wi |l i n®l udeopaantingowith Sempdwmektbyt, tfhathetsaks ef sitmpligity, Figurd & romyr dhowFjagumgle 1
shows only two radi o access networks. Again it will be clear to a person
skilled in twarelgpstelecommunications device 500. For the purposes of illustration, Figure 1 also shows

a network having a few components. It will be clear to a person skilled in the art that in
practice a network will include far more components than those shown. Furthermore, Figure
1 shows only two radio access networks. Again it will be clear to a person skilled in the art
15 that typical mobile telecommunications set-up may involve more radio access networks
and/or different radio access networks.
[0013] Across a geographical area, there may be one or more radio access networks (RANs),
each operating according to a given standard. For the purposes of illustration, we will
consider two radio access networks. The first radio access network and the second radio
20 access network operate, again for purposes of illustration, according to the radio access
technologies GSM and UMTS respectively. GSM and UMTS are typical second and third
generation wireless telecommunications access technologies respectively. Typically each
radio access network includes radio access devices 6 to provide the physical radio link
between the wireless telecommunications device 500 and the rest of the radio access network.
25 These radio access devices 6 are known as base stations in GSM and Node Bs in UMTS.

Further components of the GSM radio access network are indicated by reference numeral 10



5 that typical nobile tel ecommunications set-up may involve nore radio
access networks and/or different radio access networks. [0013] Across a
geographi cal area, there nay be one or nore radi o access networks (RANs),
each operating according to a given standard. For the purposes of
illustration, we wll consider two radi o access networks. The first radio
access network and the second radio 20 access network operate, again for
pur poses of illustration, according to the radi o access technol ogi es GSM
and UMIS respectively. GSM and UMIS are typical second and third generation
wirel ess tel 8breIpIsE deT srinple dbdbile t iThigR defintes (MSpRc Brtre PiptionTFppiEaliersy
each radi o access network includes radi o access devices 6 to provide the
physi cal rad(B349-rkSMetwisking Ceatres el @4 Gogg NeBerusir-c ALt soueeces %58y and
the rest of the radio access network. 25These radi o access devices 6 arc
known as bas&Mtpfigrsceprnetsivk airdudentrd tegefeinevrgierat it pMorREfsheRmecof
the GSMradi o access network are indicated by reference nuneral 10 5 and
conpri se for RedianPetworpisrbsystans tRSay Radin Nebvqriveeanfrollgs S&NSisyt 3@ pmobile
Controllers (BSCs), GSM Switching Centres, the GSM Core Network etc.

Fur t her SconpdHiihing csntres k3G MIES ffﬁgéﬁrwnaé?ggs sunpertieie (3P SGShE) et @I Fore
reference nuneral 12 and conprise for exanple Radi o Network Subsystens
(RNSs), Radi deNerisick Eprieally| aeh sadiRressys ngeeirplsi yldmatelysegnpectrdny” & Enblices
(3G MsC), 3G serving GPRS support nodes (36 SGSNs), the UMIS Core Network
etc. Typi cal Pyitghse Heleplipne Ngeods@SABY Whrk is ulti mately connected to a
Public Sw tched Tel ephone Network (PSTN) 14. [0014] Wreless _

t el econmmuni c O nigplsss cdecsmpupigstione depss PRO wiay Hheninebile pithinothe grdie gocess
networ k. Radi o connections (indicated by the strai (Ight dotted lines in
Figure 1) ar petwerkg Radig gerpections (indicated by the straight dotted Iines in Figure 1) are established

10 between the wireless telecommunications device and one or more of the radio access devices
6.
[0015] The radio access devices 6 (e.g. the GSM Base stations and the UMTS Node Bs)
control one or more cells. Typically the radio access devices 6 are mounted high e.g. up a
mast and may be co-located e.g. GSM base stations and UMTS Node Bs on the same mast.
15 Figure 1 shows some radio access devices 6 as being single mode (e.g. 2G or 3G oanly) and
some as being dual mode (e.g. 2G and 3G). A UTRAN access point is a conceptual point
within the UTRAN performing radio transmission and reception. A UTRAN access point is
associated with one specific cell i.e., there exists one UTRAN access point for each cell. It is
the UTRAN-side end point of a radio link. A single physical Node B may operate as more
20 than one cell since it may operate at multiple frequencies and/or with multiple scrambling
codes.
[0016] Consider a wireless telecommunications device 500 that is operative with a plurality
of radio access technologies e.g. one that complies with the 3GPP specifications for the
UMTS protocol and also complies with the specifications for the GSM network. The 3GPP
25 25.331 specification, v.5.19.0, incorporated herein by reference in its entirety and referred to

herein as the 25.331 specification, addresses the subject of UMTS RRC (Radio Resource



t obetween the w rel ess tel econmuni cati ons device and one or nore of the
radi o access devices 6. [0015] The radi o access devices 6 (e.g. the GSM
Base stations and the UMIS Node Bs) control one or nore cells. Typically
the radi o access devices 6 are nmounted high e.g. up a nast and nay be
co-located e.g. GSM base stations and UMI& Node Bs on the sane mast. 15
Figure 1 shows sone radi o access devices 6 as being single node (e.g. 2G or
3G only) and sonme as being dual node (e.g. 2G and 3G . A UTRAN access point
is a conceptual point within the UTRAN perform ng radi o transm ssion and
reception. ACOTRAN patesel sequoements detrssochatlBdlwitoregnd Bpdieifdcesschiptivoik e. |
there exists one UTRAN access point for each cell. It is the UTRAN si de end
poi nt of a r&dTBAN) akd th wirelegsetclpbppmnunidatididdsviBe.-nabheojfeitattp06Es spepifieat0t han
one cell since it may operate at multiple frequencies and/or with multiple
scranbl i ng coder.0, orapteChersinderrefarenterialite sirets] addsnes thie saltj¢cd nEGHH\Rad® 500
that is operative with a plurality of radi o access technol ogies e.g. one
that conpl i esubaisidm dihke cQCRP pspiewl fréquirtthons bétweent the GINF Fepreditiad drdicaddcesd so
conplies with the specifications for the GSM network. The 3GPP 2525. 331
speci fi dat i oNetworlsantigh@wiréless dalgromatueidatives déviceby reference in its entirety
and referred to herein as the 25.331 specification, addresses the subject
of UMIS RRC (Mddi dhRedrelgssctelecommunications device typically operates with a physically secure

device, typically an IC card (or 'smart card'), that can be inserted and removed from the
device. In UMTS this card is known as a Universal Integrated Circuit Card (UICC). The
card may contain one or more applications. One of the applications may be a Universal
10 Subscriber Identity Module (USIM), which is an application used for accessing services
provided by mobile networks, on which the application is able to register with the appropriate
security.
[0018] Ciphering and its implementation are set out at many points in the 3GPP
specifications and a person skilled in the art of ciphering in the UMTS field would be familiar
15 with this. For instance, one instance that relates to ciphering is clause 8.3.6.3 of the 25.331
specification, which relates to how a wireless telecommunications device handles handover to
the UTRAN when operating with another radio access technology (RAT) (for example GSM,
WiFi, cdma2000, GRPS, EDGE etc). Sections 8.1.3.3, 8.5.2 and 8.5.9 are also of interest.
[0019] In ciphering, typically a key is used to encrypt data to be transmitted. So that one
20 device (for instance a wireless telecommunications device) and another (for instance the
telecommunications network) can ensure that each is synchronized, ciphering data is sent
between each based on ciphering parameters. Typical ciphering parameters include a
ciphering key, which is used to encrypt/decrypt the data, as well as a counter number which
typically is incremented each time data is encrypted. A ciphering key is typically a code used

25 in conjunction with a security algorithm to encode and decode user and/or signalling data.



6 Control) protocol requirenents between the UMIS Terrestrial Radi o Access
Net wor k (UTRAN) and the wirel ess tel econmuni cations device. The 3GPP 45, 008
specification, v.5.22.0, incorporated herein by reference in its entirety,
addresses the subject of GSM Radi o subsystem |ink control protocol
requi renents between the GSM Terrestrial fRadi o Access 5Network and the
W rel ess tel econmuni cati ons device [00171 The wirel ess tel ecommuni cati ons
device typically operates with a physically secure device, typically an IC
card (or "smart card'), that can be inserted and renoved fromthe device In
UMTS t hi s cal®20k IkhdWS, spical tipherieg pakmetatsagphatcadcidicrivaikey, €asqhefoein@@per The
card may contain one or nore applications. One of the applications may be a
Uni versal  10SMSubdgpearfoene twharer (HENMydwal Rad{d Btaxgr (Rithnerhbdrs Tha ciapgying kay ison
used for accessing services provided by nobile networks, on which the
appl i cati on usedablescrypt/degyptsthe datai t Fhetshgueagepmmprer 430 is dourethenjed daglo igp a
Ci phering and its inplenentation are set out at many points in the 3GPP
speci fi cat i ohbchnfidae pengppted kThd wdudnpe tumebeatypicelly bisphoiimymivalue hed WVRS
field would be famliar 15with this. For instance, one instance that
rel ates 5t o cilphéricaged,she [SAusere®t, 306 irBtanfe tohasr2 5 TBS hypond nemlpar dHFNWES ch
relates to how a wirel ess tel ecommuni cati ons devi ce handl es handover to the
UTRAN when opwreatented eatlt limanbe requeneediwontze desssett edhe dadigy B¢aRATIRB) frgmber
exanple GSM WFi, cdnma2000, GRPS, EDCE etc). Sections 8.1.3.3, 8.5.2 and
8.5.9 are al gulicafes jorwleeleRB the[cliheBig i appticghier Theys istalspiacaihbyngpakemnpter snayged t o
encrypt data to be transmtted. So that one 20 device (for instance a
wirel ess tel ecBRihvbEhisonsd @evitialesy teddSBaadtti@Ns. (f or i nstance the
t el econmuni cati ons network) can ensure that each is synchroni zed, ciphering
data is sent [2iddrneadttldasbdonnuairyiay davipe prtiaiess redio compepliiandfor disgrhes i ng
paraneters include a ciphering key, which is used to encrypt/decrypt the
data, a¥ wel o estabhishcovmiteesalloyaisiere aghitection)ythe wikless telscamroyrietipnsedgvisaedads i me
data is encrypted. A ciphering key is typically a code used 25in
conj uncti on Wemoa-veketiler hepors|of she ddvireton feomebd dnaveeball Setsddben ddentitydpdyide
signal li ng dat a.

J J (USIM) of the resident smart card the value of a variable START. This is then used in the

ciphering procedure. The wireless telecommunications device then overwrites the value of
START (in the USIM or non-volatile memory of the device) with the value THRESHOLD

15 stored in the variable START THRESHOLD. At the end of a call, the wireless
telecommunications device looks at the stored Hyperframe Numbers (HFNs) for each Radio
Bearer and calculates a new value for START (for instance as set out in section 8.5.9 of the
25.331 specification). The value of START is then written to the variable known as START,
stored in non-volatile memory of the device or on the USIM of the device if present. The UE

20 also stores a variable START THRESHOLD which has a value THRESHOLD.. When, at
the end of a call, the value of START is equal to or greater than the value of THRESHOLD,
the value of START is not reset. Next time a UMTS call is made, the UE reads the value of
START as being THRESHOLD. This may cause the ciphering authentication procedure to
begin and the value of START is then reset, for instance to zere,

25 [0022] However, if a wireless telecommunications device exits an RRC Connection

abnormally it may leave the START value in the wireless telecommunications device or



7 100201 In UMIS, typical ciphering paraneters include a ciphering key, a
sequence nunber (SN), a hyperfrane nunber (HFN) and a Radi o Bearer (RB)
nunber. The ci phering key is used to encrypt/denypt the data. The sequence
nunber (SN) is increnented each tinme a block of data is encrypted. The
sequence nunber typically has a maxi nrum val ue and when 5 this is reached,
the SN is reset, for instance to zero. The hyperframe nunber (HFN) is
i ncrenented each tinme the sequence nunber is reset. The Radi o Bearer (RB)
nunber indicates to which RB the ciphering is applicable. There is also a
ci phering palUsidtsetrto RRBREHS DSThiRMmawfpprien ifey insteade if dheidevice erpsheponthebaysBs of
HFNs. 100211 When a wirel ess tel econmuni cations device initiates a radio
connecti on ( fsoempyedtdariega caDIfithe wizelets|téleomaunisiticas dedide then amgapma cell of a
connection), the wireless tel ecommunications device reads from non-volatile
mermory of t heetdetki ethergharf tho VA niekviovle prhtheSmiages ¢ oell on deah mptwprky/isdign ghe
(USIM of the resident smart card the value of a variable START. This is
t hen used i ndeties togythdpidogerphoodde R TSTHeswarkrthe BYES: Sebwdn iada Prageduahwill
device then overwites the value of START (in the USIMor non-volatile
menory df théidbwichy SWARR velnebsing TERESHEEPOLD 15 stored in the variable
START THRESHOLD. At the end of a call, the wireless tel ecommunications
devi ce | ooks [&R23} Akers tiv therkfady peprdlemdoiy mivétingode HFNgss talecomauhicRinah deBesar er
and cal cul ates a new value for START (for instance as set out in section
8.5.9 of thewhen 88Hegpeaids e aitherejphefitmpayahairs sofingSthaRTedns thahelipheng camapt t o
the variabl e known as START, stored in non-volatile nenory of the device or
on the US| M pfoctdden dengivenek pfiompip eg emthentithigon ifoceg@re athep an atierary ig ngxh mjagd foe
START THRESHOLD whi ch has a val ue THRESHOLD.. Wen, at the end of a call,
t he val ue of h8WART ajcgnneefisalto thet mtwerkeat er t han the val ue of THRESHOLD, the
val ue of START is not reset. Next tinme a UMIS call is made, the UE reads
the vall@e of [(9PARThers i Biersford HRESIADIaDNete of pinlering s evhidhea iujiimeadp rgreless
aut hentication procedure to begin and the value of START is then reset, for
i nstance to RscommpsrgRRLevidswlarconpdoted towp fiest eadip acedserBHAikAne HSIENSE evi ce
exits an RRC Connection abnornally it may | eave the START value in the
wi rel ess t el egdislupicerettinmswittey isecond radicBacgss ek, cyamipRESHEsDIne T hs vty
happen for instance if the device crashes or the battery is renoved during
a call. If theappteefossse withdbopeond redid wgess deliosle and erhep giprastopneLIRSTINE of a
network other than the UMIS network and then nakes a call on that network,
when the devpwemeter wauld profabiti ieefevidselreralapplyias NN itte B ksecqnd gradipipgoess
Security Mode Procedure wl | ,

15 network, sets the ciphering parameter to a default value such that ciphering may be applied.

[0025] Figure 2 is a flow diagram illustrating a first embodiment of a method used by a
wireless telecommunications device. First (102) a wireless telecommunications device
operable with a plurality of radio access networks establishes a call with a first radio access
network (for instance a call with a GSM network, a WiFi Network, a cdma2000 network, a
20 GPRS network, an EDGE network etc.), the call with the first radio access network being
ciphered. The wireless telecommunications device then reads (106) at least one ciphering
parameter of the second radio access network. The wireless telecommunications device then
determines (108) whether ciphering in the second radio access network would be feasible
using the ciphering parameter. If so, the wireless telecommunications device uses the
25 ciphering parameter (110). When the wireless telecommunications device determines (108)

that ciphering in the second radio access network would be infeasible using the ciphering



5fail due to the START val ue bei ng THRESHOLD. [0023] There is therefore a
problemfor a nmultinode wrel ess tel ecommuni cations devi ce when the device
ends up with a ciphering paraneter setting that nmeans that ciphering cannot
proceed in a network prior to an authentication procedure when an attenpt
is next made to handover a connection to ®hat network. 10[0024] There is
therefore provided a nethod of ciphering in which a nultinode wrel ess

t el econmuni cati ons devi ce, when connected to a first radi o access network
and attenpting to esgablish connection with a second radi o.access .
networ k, | xafRHEECRLY WHEEss SFECBIRRARIISR J5iea Hist &P, SlusoF (4 FRhega ond
radi o access network and, when at | east one ciphering paraneter would

prohi bit the PR Ebm appl yi ng ciphering in the second radi o access 15
network, sets the ciphering rameter to a default value such that

ci phering mayl%48! dis ?éﬂ{eieﬁb%%?miﬁwa@ﬁ@n%d%ceaorf PeRdngi oG %WP?TF%%%W % hfg a
first enbodi nent of a nmethod used by a wirel ess tel ecommuni cations device.
First (102) &°%H°f S1disccss PeFaintiofsCat FISHE! Wabir & SPTEEIBIRtET ﬁ’r"?t 30‘39&}33% ty
of radi o access networks st%%:ishqf call wth a first radi o access

net wor k Y f or PHSIPAFENE WoHGPet B RDIE ebi PrReriBE R bR BERGRRSS 2°88HR2000
network, a 20 GPRS network, an EDGE network etc.), the call with the first
radi o access [ﬁ%?%ﬁkbsﬂﬁwh@%%terﬁ@% rel ess tel ecomuni cati ons device
then reads (106) at |east gne ciphering paraneter of t second .r adi o.
access net V\or[ng)ﬂl'ﬁég‘\?\ﬁ’ P& %E%W dEEREbRIR %P?%ﬂ%boéﬁ?ﬁnﬁ%p‘gﬁgﬁﬁ’ﬂgtwéﬁe%awgﬁd
(108) whether ciphering in the second radio accea% net wor %%ﬂ&d be d
feasi bl e usi g PhE @igherThgeparateteihis qrbodigient H nfseier 853 15 assumed.

A R SR AL A A A
second radi o access networ K uld he j asj pbl.e using.the cipherin
paranet ¥, t AEWHF oy IBL SR b i ol DR ot RAEReifebde £ ¥ IT 1o Br e
o7 Lhe cf pher 00 RALATRLSL (Ah2) i 9020 TR, MEEESe s s vt
radio access v&pl tun errs%éndtoa?t er\]/glEle %Elt glt rltlatitvgl %g gtor%dcl:rix BQ&(I; i r(])gthpe)%g\?igg ter that
woul d mean y y 24
[0028] As shown in Figure 3, a wireless telecommunications device operable with a plurality
of radio access networks establishes a ciphered call with a first radio network (e.g. GSM,
15 WiFi, ¢dma2000 etc) (200). The device then reads (202) the value of START, from the
USIM or non-volatile memory of the device. If the value of START is not equal to
THRESHOLD (204) then the multimode wireless telecommunications device sends the value
of START to the network (206) and this value is used by the wireless telecommunications
device for ciphering purposes in the UMTS network. The device then monitors (207) whether
20 the call is ciphered and handed over to the UMTS network. When the device monitors that
this is so, the device then writes the value of THRESHOLD into the variable for START in
the USIM (208) (if available) or non-volatile memory of the device. The device then
proceeds with the UMTS call, incrementing the value of START in the device in the usual
manner (210). When the call is terminated in the approved manner (212), the device then

25 calculates a new value for START based on HFNs and writes (214) the new value of START

into the variable for START in the USIM or the non-volatile memory of the device (214).



5t hat ci phering would not be enabl ed when operating with the second radio
access network. Instead a substitute ciphering paraneter is used. [0027]
Figure 3 is a flowdiagramillustrating one enbodi mrent of the nethod when
applied to UMIS radi o access technology. In this enbodi nent, the presence
of a USWis assuned. However, as is well ijognown fromthe 25.331
specification, a UMIS conpliant device does not 10require a USIMand in the
case of a USIM not being present the device stores values for START in
non-volatile nenpry. Wiere it is stated that a value is stored in USIM a
reader will Ufadestamarctonnhasthscqrd|of shavgjueatft i pahisved methe mosteigedqnhcatleror y
of the device. [00281 As shown in Figure 3, a wireless tel ecomunications
devi ce oper al5Ff@blithech by thy wrisleps (elespmpasicelione devige. nekhgopesse sheabtids Hek0)a

ci phered call with a first radi o network ge. . GSM 15 WFi, cdma2000 etc)
(200). The deNmidalytifthg cpldsdreverippged dver (pd @Jbl%@fs IBTRGRE, therr Bemptdsessysntivuey
non-vol atile nenory of the device. If the value of START is not equal to
THRESHOLD ( 204! tb%éﬁMtCH’é18%%@%%@@@@%8@?@@&%ni cations device sends
the value of START to the network (206) and this value is used by the

wirel ess t el dUBHNTHE SAARS Yelugdsvpigallyosentdiyghedavieg tpthe fios easli ascesh actpkgin
network. The device then nonitors (207) whether 20 the call is ciphered
and handed oW °ase theHESNUwRS oFfe twhithidhendpetardhide indormetomiorhe ereend tadio apdehs i s
so, the device then wites the value of THRESHOLD into the variable for
START i n t he"¢i8oN (1t cags PMAVAi Indhe ease of tha Y M edtwerk] the informetjoromay bgesent
device. The device then proceeds with the UMIS call, increnenting the val ue
of START in fhige aevpkasing thed IRAN FLAEHNARK proggduraphen the cal | i s
termnated in the approved manner (212), the device then 25cal cul ates a new
val ue for STHR$Obdbearossiurariescrivad sovfar iprelation &) Fighre 3niewpiagkdrse ¥ WiSTARTl nt o
the variable for START in the USIMor the non-volatile nenory of the device
(214) . 1010 TH brevisele nt HEr termypaied, Hsamanpapst dnaghert Héoweyrevhet aSTMRS cakbis eved
in the nost recent call established by the wreless tel ecommunications

devi ce. The BHoBRwSer somseasar @20 pthey thesplyp phhe yarigble e SEART sforedria therUHMnded
over to the UMIS network, then the process continues until the GSMcall is
t er mi nat ed (?rl%vmgriﬂ Tﬁﬁ@%@é@es@%hﬁ@@ﬂ% START that may cause the initiation of an

authentication procedure should a ciphered UMTS call be established with this in the USIM.
The next time a call is established on the first radio access network (200) the multimode
15 wireless telecommunications device reads from the USIM (202) the value of START. If the
value of START is equal to THRESHOLD (204) then the multimode wireless
telecommunications device sends a substitute value of START to the network (222) and this
value is used by the wireless telecommunications device and UTRAN for ciphering purposes.
On handover to the UMTS network (210), the device then proceeds with the UMTS call as
20 before, writing the value of THRESHOLD into the variable for START (208) and
incrementing the value of START in the device in the usual manner (210). When the call is
terminated in the approved manner (212), the device then calculates a new value for START
based on HFNs and writes (214) the new value of START into the variable for START in the
USIM (214) or the non-volatile memory of the device. The USIM therefore has a record of
25 the value of START achieved in the most recent call established by the wireless

telecommunications device. The process then ends (216).



5[ 0029] The START value is typically sent by the device to the first radio
access network (in this case the GSM network) which then forwards the
information to the second radi o access network (in this case UMIS). In the
case of the GSM network, the information may be sent to the network using
t he UTRANCLASS MARK procedure. [0030] Thgiprocedure described so far in
relation to Figure 3 is a procedure in which a call 10 has been set up and
term nated in an approved nanner. However, when a UMIS call is dropped for
sonme reason (220) then the value of the variable for START stored in the
USW or devi céd08%] PpRESHOLDsttThivalud r TORIUe thefneSaRAqvwsahe malinvdewéeletse
initiation of an authentication procedure should a ci phered UMIS call be
est abl i shed ¥dlechmmhiigations ddveve USHM a THkbintlexathdr irgdio accesaltdchiodogyde.alfliihad on
the first radio access network (200) the nultinmode 15 wireless

t el ecommuni céit hapdever theicglk i UNIS fadioraceenetetiBloMgy 202) whednghe gibbgging haGTARE. | f
the value of START is equal to THRESHOLD (204) then the nultinode wreless
t el econmuni caipicdes thedlSIMev gihusandhs gipbeditaweldzdt be faosiblS PAIRE aneuthbicaésnwor k
(222) and this value is used by the wireless tel econmuni cati ons devi ce and
UTRAN f ér ci pteeeduregis puripbswis ThOdethahvidueemayt be 1 bansta®riestanos Q00020000 00G0he
devi ce then proceeds with the UMIS call as 20 before, witing the val ue of
THRESHOLD i nP®l0tinbingey) prabdyebef aicuBEARY tife2@iBdlesa triecomumpaingivns deyidelaecopdingiy of
START in the device in the usual manner (210). Wen the call is term nated
in the appro%déermunfreinsgadTHRERHOHByhives ¥.helrere alicuatiesly ar peswdy sdndemiyor
START based on HFNs and wites (214) the new value of START into the

vari abl e f or SRR nupberivemp$iling § bitive trtegenia tronanged! ta THRESRGHP4).0of t he
device. The USIMtherefore has a record of 25the value of START achieved in
t he nost rect982ichigiredshapioeshews dyethhding widless teleceinmpninations devideoneraivevi ce.
The process then ends (216). 11 100311 Sending a substitute value for
START t18 t hewikewdirklitalof cater adeess maiworlsothe mitiras] coswrising evehhishing e aell with a
device to start a call in the other radio access technology (e.g. GSM and
t o handover ueUMdB|radip aggorsnatwerkoreadivg she tabughaic! UM Sevpeinblo§d AR heom the

ci phering paranmeters stored on the USI M woul d nean that ciphering would not
be feasi bl e #&isr andaiheuthhemtviecaft SIOMRT %o theoteritarie efuwnl ¢apriebd BIRESHMED,
default value may be a constant (for instance 0000 0000 0000 0010 in

bi nary) or nepdibgagdiséuicarig S TARE witheictsaktashawioensendingdbs v d&FARE
according to a fornmula, for instance THRESHOLD m nus y, where y is a
randonl y or Wdkadsyice irfdondtyodfener at ed nunmber conprising a positive integer
in thelgange 1 to (THRESHOLD-1).

[0033] The method has been described with reference to handover of a call from a first radio
access technology to UMTS radio access technology. However it will be appreciated by a
person skilled in the art that the method has application to handover between other radio
access technologies, in particular those that involve a threshold value that means that
ciphering cannot be applied before further authentication has occurred.

20 [0034] Figure 4 is a block diagram illustrating an embodiment of a UMTS protocol stack
provided in a wireless telecommunications device. A Radio Resource Controller (RRC)
block 432 is a sub layer of Layer 3 430 of a UMTS protocol stack 400. The RRC 432 exists in
the control plane only and provides an information transfer service to the non-access stratum
NAS 434. The RRC 432 is responsible for controlling the configuration of radio interface

25 Layer 1 410 and Layer 2 420. When the UTRAN wishes to change the configuration of the

wireless telecommunications device it will issue a message to the wireless



[0032] Figure 3 therefore shows a nethod in a wirel ess tel econmuni cati ons
device operative 10 with a plurality of radio access networks, the nethod
conprising establishing a call with a non-UMIS radi o access network;
readi ng the value of a UMIS vari able START fromthe device; and when the
val ue of START in the device is equal toija value THRESHOLD, sending a
substitute value for START to the network; otherw se, sending the val ue of
START in the device to the network 15[ 0033] The nmethod has been descri bed
with reference to handover of a call froma first radio access technol ogy
to UMTS radi ¢clesemanicativah foigppntaiageeneomnand i involsea spopifie RR& mrdcedyrealliser son
skilled in the art that the nmethod has application to handover between
ot her radi o &&&elsyer hdt pinbt vieless, telegpnprimiqatiensalevicthdrsedes s micsros] apd injtiates
t hreshol d val ue that neans that ciphering cannot be applied before further
aut hent i cat i the drarroge RRCeproc2o) O8dcralli whanethd pfosedardhascieenlicergpletad (cither
illustrating an enbodi nent of a UMIS protocol stack provided in a wireless
t el ecomruni catdcemilly ey hetkthem IRARRG sRuls guepensCorrssagt fte he (RN Kviadle 148 s a
sub layer of Layer 3 430 of a UMIS protocol stack 400. The RRC 432 exists
in the dontr dAyers) avierming the IAERHNooki e utnmenit ochordd ibernotadaihetf Breresae i & t o
the non-access stratum NAS 434. The RRC 432 is responsible for controlling
t he confi gur aenaies gtheredleti RRE wilbndt dxsec 2B bropey mdssagt 00 ha B TRANand2inAlxge caggsen
t he UTRAN wi shes to change the configuration of the wreless
t el ecomuni céecifdisnage potand feeswplikplyssue a nessage to the wirel ess 12
t el ecommuni cati ons device containing a conmand to i nvoke a specific RRC
procedure. THY3SREL sixptagics §2 cipheringainwiireddseislscararhedestipnpriseraadb pmsnicpetate
decodes this nessage and initiates the appropriate RRC procedure. Generally
when the provéHarrburpliy obeediv asorsp networks(agidishessedsaborewih gdfprgnasrto thst drawingsn t he
RRC sends a response nessage to the UTRAN (via the lower 5 |ayers)
i nf or mig t haayrRamieenied by thetRdfarblock $325houl d be noted that there are a few
scenarios where the RRC will not issue a response nessage to the UTRAN and,
in those cast¥3¢hduming revedo ddgurard iews hat ar@ptky diagram glygsitingye wireless
strategies for ciphering in wireless tel ecomunications user equi pment
operative wi tefecampipipaiion §evise, Whieh ernsctasasUR ardipinkesegithel prrarpsisagd g1680¢s wi t h
reference to the draw ngs

of Figures 1 to 4. The wireless telecommunications device 500 (also known as a mobile

station or UE) is preferably a two-way wireless communication device having at least voice

15 and data communication capabilities. Mobile station 500 preferably has the capability to
communicate with other computer systems on the Internet. Depending on the exact
functionality provided, the wireless device may be referred to as a data messaging device, a
two-way pager, a wireless e-mail device, a cellular telephone with data messaging
capabilities, a wireless Internet appliance, or a data communication device, as examples.

20 [0037] Where mobile station 500 is enabled for two-way communication, it will incorporate
a communication subsystem 511, including both a receiver 512 and a transmitter 514, as well
as associated components such as one or more, preferably embedded or internal, antenna
elements 516 and 518, local oscillators (LOs) 513, and a processing module such as a digital
signal processor (DSP) 520. As will be apparent to those skilled in the field of

25 communications, the particular design of the communication subsystem 511 will be

dependent upon the communication networks in which the device is intended to operate. For



10may be inplenmented by the RRC bl ock 432. [0036] Turning now to Figure 5,
Figure 5is a block diagramillustrating a wirel ess tel ecommuni cati ons
device, which can act as a UE and i npl enment the apparatus and net hods of
Figures 1 to 4. The wirel ess tel econmuni cati ons device 500 (al so known as a
nobile station or UE) is preferably a twasway w rel ess conmmuni cati on device
havi ng at | east voice 15 and data comruni cation capabilities. Mbile
station 500 preferably has the capability to conmunicate with other
conputer systens on the Internet. Depending on the exact functlonallty
provi ded, t h&xdRre| Bale giajiop &Ofaman dckise e pupmenication gubsyiem ndd sdsgienry o
device, a two-way pager, a wireless e-mail device, a cellular telephone
with data mesBHHFnYilapatipityi el radio wiceess easiwarky éﬂﬁétasaﬁlﬁl Mohe™ omobiledat a
comuni cati on device, as exanples. 20 [0037] Were nobile station 500 is
enabl ed for PWBm%H?ﬂ@éﬁwﬂﬁPcﬁﬁlBWﬁTAQ“VﬂmwﬂPﬁﬁwﬂWOWQF@ gysteamam cratv ek
subsysten1511 |nclud|Egdboth a receiver 512 and a transmtter 514, as well
as associ at e Bursverl e @ naiberk etepr ef er abl y enbedded or
|nternal antenna el enments 516 and 518, local oscillators (LOs) 513, and a
pr ocessing nﬁ%ﬁpbb§ﬁﬁﬁkﬁ@ﬁﬁ“ﬁwgﬁpﬁﬁs@ﬂbﬁ@hmﬁ%39@§§6WP@DQPPTB26““%@*mf@l be
apparent to those skilled in the field of 25comuni cati ons, the particul ar
desi gn of t h&x&Wreminitkeapbiirxsudsharien Betwowis| mobite gelinendfidnis regswercd Re the
conmmruni cation networks in which the device is intended to operate. For 13
exanpl e, rrobirlﬁtm@wtrig@wnme ideaiificaien nerabea agseeiftah ith epcdrmehils stpsee ngisM,
designed to erate with a plurality of radio access networks such as the
Mbbi t ex(t m Y enddFrRruprteerks. daWevest sy ork peseddt asToeytedyy it Biliseriber or user
comuni cati on_system GSM network, GPRS network, UMIS network, or EDGE
network et c. o5 ¥obie tatign 09 e ceias ey isi previdesk f sbparibgs Sfer yspjioridpe e ng
upon the type of network. For exanple, in the Mbitex and Dat aTAC networ ks,
mobi | e 1§t at | BiresBoeomEEictardsvien AHPReraRidctaisn Hipreors ieayies a subscriber
identification nunber associated with each nobile station. In GSM uMIS and
GPRS net wor kentiiyeadsle, (SR wardkinadaste qpsraiesatn i @REY neiverc a Suiilselrd HeM or
user of nobile station 500 and a smart card is provided to subscribers for

i nsertion i ntgckesidelecomnynications slevied wawraasteaich isntie wodwe @U\@F’P@ IRBEY e
station therefore requires a subscriber identity nodule (SI card in order
to operate off YRS ﬁ&%flﬁtwoéi ) %W%W@Msﬁlﬁ@%@l%@l’fé Wit FRIBEESi ons
device requires a_subscriber identity nodule (SIM card in order to operate
on a GSM net Wo¥¥sahAgPserivonmes nwrr@dé&(%rﬂ&%e%ﬁwaqdera&ol%ﬁ@ tegavt EMTRRRiVPEs a
unlversal subs%rlber identity nodule (USIM card in order tg qperate on a
UMTS néPwor k Vithes aypililotipartacard) ¢ ovislesy teleearfleumaatm é?Vé%eslstl@#lE%mﬁ.f@é}t i ons
device is unlikely to be fully functional. Local non- net wo

conmmuni cat | oPr‘nFttﬂ‘i‘élt i Al oangvél?ﬁwoa% CP%%PIF%POPefé}W‘I"é% Fuket 2d rlﬁga’(ix feayiisa
such as "911" ener calling, may be available, but nobile station 500
will be unabfi@ctogs gﬁw sgtas anll RE eI SRR oeY P%%)’&%l‘%hl‘hé’“b’&ﬂ‘ﬂﬁrﬁ"éla’ﬂ P&hs

over the netquk The npbile station 500 therefore includes a SIMinterface
544, which i ¥ B Vg 1|e>}o €373 Qub any gthgr functions involving communications over the network.

The mobile station 500 therefore includes a SIM interface 544, which is normally similar to a
20 card-slot into which a card can be inserted and ejected like a diskette or PCMCIA card. The

card has memory and holds many key configuration 551, and other information 553 such as

identification, and subscriber related information as well as applications.

[0039] When required network registration or activation procedures have been completed,

mobile station 500 may send and receive communication signals over the network. Signals
25 received by antenna 516 through the communication network are input to receiver 512, which

may perform such common receiver functions as signal amplification, frequency down



20 card-slot into which a card can be inserted and ejected |ike a diskette
or PCMCI A card. The card has nenory and hol ds many key configuration 551,
and other information 553 such as identification, and subscriber rel ated
i nfonnation as well as applications. [00391 Wen required network
regi stration or activation procedures havia been conpl eted, nobile station
500 may send and recei ve communi cation signals over the network. Signals
25recei ved by antenna 516 through the conmunication network are input to
receiver 512, which nmay perform such comon receiver functions as signal
anpl i fi cat i oonvierseguEHeryngd elvonnel salegtipnvead shahke, fapd i therggampln ahivien sbeyedt i on
and the like, and in the exanple systemshown in Figure 5 analog to
digital (A DFigsendensioprio digits) @Ry eamsprsenofA/R qoavsssivedf &ragpiaed sibhadwlowor e
conpl ex communi cation functions such as denodul ati on and decoding to be
performed i nnosecagiexsRoumupisationsiundtiony sugl andamodulaigmednd deeyding te bapesfarmeded
are processed, including 5 nodul ation and encoding for exanple, by DSP 520
and i nput toin thendbf tR@r I asithidyr roingen aignale tahalteesndbedvare Prasassed, risdudrecy up
conversion, filtering, anplification and transm ssion over the
comuni dat i omodelatier dedenepdingtiengramplesby DSPSH @ drenut tnkapsipitteceldsferdigital to
communi cation signals, but also provides for receiver and transmtter
control . For aeslegysinecrsiph dreganpsuragephireon, tidteduenamplifcationond Spgpussionjoyer the
receiver 512 and transmtter 514 nmay be adaptively controlled 10t hrough
aut omat i ¢ gaicomEprication nehvwk i vich aeferinapd 18me RSB A Z0nndbSRLY5 PECesPG LT MUNNS i pre
station 500 al so includes a m croprocessor 538 which controls the overall
oper ati on of sighdés,deidlmrodGinnienteeatcr ol tfapsitietestroli fet exdinply, te ghisnarlight a
and voi ce conmuni cations, are perfornmed through comruni cati on subsystem
511. M cropr écexwpniGgen sigrals inneesivee 62 wid Warsuitich 614 they be edaptibdy sewipdeds uch
as the display 522, flash nenory 524, 15 random access nenory (RAM 526,
auxi | i ally | nﬁﬁ?‘l%@?@@@ti‘(&¢m9on§9ﬁ;ﬁé%ﬁmmm€n@ém1a$P&QFt 530, keyboard 532,
speaker 534, m crophone 536, a short-range communications subsystem 540 and
any ot her deV(048 ¢ stations Seeplee ancludeyia shigieatoessasd38 avhicl] opurels e vecrelf t he
subsystens shown in Figure 5 perform comruni cation-rel ated functions,
operation of the device. Communication functions, including at least data and voice

communications, are performed through communication subsystem 511. Microprocessor 538
also interacts with further device subsystems such as the display 522, flash memory 524,
15 random access memory (RAM) 526, auxiliary input/output (I/O) subsystems 528, serial port
530, keyboard 532, speaker 534, microphone 536, a short-range communications subsystem
540 and any other device subsystems generally designated as 542.
[0041] Some of the subsystems shown in Figure 5 perform communication-related functions,
whereas other subsystems may provide “resident” or on-device functions. Notably, some
20 subsystems, such as keyboard 532 and display 522, for example, may be used for both
communication-related functions, such as entering a text message for transmission over a
communication network, and device-resident functions such as a calculator or task list.
[0042] Operating system software used by the microprocessor 538 is preferably stored in a
persistent store such as flash memory 524, which may instead be a read-only memory (ROM)
25 or similar storage element (not shown). Those skilled in the art will appreciate that the

operating system, specific device applications, or parts thereof, may be temporarily loaded



wher eas ot her subsystens may provide "resident” or on-device functions.

Not abl y, sonme 20subsystens, such as keyboard 532 and di splay 522, for

exanpl e, may be used for both conmunication-related functions, such as
entering a text message for transm ssion over a conmunication network, and
devi ce-resident functions such as a cal culsator or task list. [0042]
Operating system software used by the m croprocessor 538 is preferably
stored in a persistent store such as flash nenory 524, which may instead be
a read-only menory (ROM) 25or similar storage el enment (not shown). Those
skilled in thetoarvolaiid mempprael at BAMAZ6-t Recedse cammupicalipst sigmels Ipycilyd e

devi ce applications, or parts thereof, may be tenporarily loaded 15 into a
vol ati | e menstopedsuBAMAE26RAM 526. Recei ved conmuni cation signals may al so be
stored in RAM 526. 100431 As shown, flash nenory 524 can be segregated into
di fferent ar 8043 g¥s shovih flednmpenay Spt ergroanesr@BRd aniel disiesgt aiens dertbath<osipalge

550, 552, 554 and 556. These different storage types 5 indicate that each
program can @rdepszst S8 anppegicorvatfstdriesSa0.fe oY a&“i%ﬁﬁ orheserifferens wioragg tymes
storage requirenents. Mcroprocessor 538, in addition to its operatin

syst em faunct iishieate {hrtedagh atvizsrne prabdlissate renotiono flsph msmenat?d B@pPheircatn on
the nobile station. A predeterm ned set of applications that control basic
oper ati ons, istpedgadpavirements. e dicrogepcessentd Sy di Q‘ggtmnﬁ@uﬁﬁ engrdting supem ifenetipisns
for exanple, will normally be installed on nobile station 500 10 during
manuf act ur i ngrefaely efables exteutistofaefsvapppliesionben thajrobide Hatipar daedetermined

i nformation nmanager (PIM application having the ability to organize and
manage data isttent appliationigtheb confeolubasic epergtinasniisiudings elat¢asin dafactndagoioput
not limted to, e-mail, calendar events, voice mails, appointnents, and
task itens. Nempwaicdtipn appléicatenspfor exampim il sowradly bropstdlep ongpehiiegbttien gA0 t he
nobile station to facilitate storage of PIMdata itens. Such PIM )

appl i catd on Woting manufacturing. A preferred software application may be a personal information

manager (PIM) application having the ability to organize and manage data items relating to
the user of the mobile station such as, but not limited to, e-mail, calendar events, voice mails,
appointments, and task items. Naturally, one or more memory stores would be available on
the mobile station to facilitate storage of PIM data items. Such PIM application would
15 preferably have the ability to send and receive data items, via the wireless network. In a
preferred embodiment, the PIM data items are seamlessly integrated, synchronized and
updated, via the wireless network, with the mobile station user’s corresponding data items
stored or associated with a host computer system. Further applications may also be loaded
onto the mobile station 500 through the network, an auxiliary I/O subsystem 528, serial port
20 530, short-range communications subsystem 540 or any other suitable subsystem 542, and
installed by a user in the RAM 526 or preferably a non-volatile store (not shown) for
execution by the microprocessor 538. Such flexibility in application installation increases the
functionality of the device and may provide enhanced on-device functions, communication-
related functions, or both. For example, secure communication applications may enable
25 electronic commerce functions and other such financial transactions to be performed using the

mobile station 500.



15 preferably have the ability to send and receive data itens, via the
wireless network. In a preferred enbodinent, the plMdata itens are

seanl essly integrated, synchronized and updated, via the w rel ess network,
with the nobile station user's corresponding data itens stored or
associated wth a host conputer system Hdrther applications may al so be

| oaded onto the nobile station 500 through the network, an auxiliary 110
subsystem 528, serial port 20 530, short-range comrunications subsystem
540 or any other suitable subsystem 542, and installed by a user in the RAM
526 or pref elf®dfl Iha ddmeqpynuniation Biods: @ reosiyed Sahpchpdp tekBesstacon Wsh Pegse

m cr oprocessqor 538. Such erxibiIitX in application installation increases
the functiondPVilgadofvill e Bregesssd Andherygmppaivatips aivpireed! brandeippieto the
functions, comrunication-related functions, or both. For exanple, secure
communi cat i oFNAPPPTERE P oh v hikyprefpably duise posesswrihereedradeisal oupupytdnsicand
ot her such financial transactions to be perforned using the nobile station
500. 16 1064y P37 gr digmativednimanewdtisn HOrdsdise 528 bt Yapobile giaae 29aryas a
text message or web pa%e.domnload wi |l be processed by the comunication
subsyst ém 51#safRmRospiate HEn el 1 Erdpnweaessior oserle, thicthe peydpad 4B yWhdy t her
processes the received siqnal for output to the display 522, or

al t er nat i vel ¥ RT6feshlyaticmplele pinhprymealg ikebogigor talephoae-type kepsid) 81 CEMFEH 500
may 5 also conpose data itens such as emai|l nessages for exanple, using

t he keyboar dW8B2he dipplasnS32sang pessiiypr gwdliasy M) @V@eégﬁhéhﬂh@mpesqéégﬁwaw or

t el ephone-type keypad, in conjunction with the display 522 and possibly an
auxiliary |/ &cndgitpasmysgl oy rroapipiaden netwprk thigyeh Hsrropaupicaliiniube§moy er
a conmuni cation network through the comuni cation subsystem 511. 10100451
For voi ce coffuni cations, overall operation of nobile station 500 is
simlar, except that received signals would preferably be output to a
speaker!534 &’ﬁ&sls FRfneics cpmmupicatitiig siab Rpapitne meebye sation ¥ ibjimilakierseBphone
536. Alternative voice or audio |I/O subsystens, such as a voice nessage
recordi ng subiéyeseyr sigayls ypulg Préerabiy Pe pihitéde sisakmp B4 adsteapls &y tppuission

Al t hough voi ce 8r audi o signal output is preferably acpogPlished primarily
t hrough the W89 opaspewfeddy s migiophngp36oAlteraafivg Vaise preugiodd $1§systeny: Weh an
indication of the identity of a calling party, the duration of a voice

cal |, or ot h&MOHiTRaE S ITPEOFEE by S5 JP#a A e fiBPleaigaifh o, motyig 44108eY00 3|
port 530 inpgk ure 5 would normally be inplenented in_a personal digital
assi stant ( ‘?Q%&»pveimi%uewsi%&aﬂ SHIPEDIS BifeEabls 9semRPEhFS afmantyviiayel thiser ' s
deskt op_conput er ot,. shown) may be desirable, but is ap optional deyice
conponént . six’eﬁ‘eag%*ofiisplawz)s@av SesUieoehiare i rdutionign ebipe &F&W%Péﬁ&ﬁ%ﬂg

t hrough an external device or sg%tma e applicatiaon and woul d extend the

capabi | i ti esPP B6BHREONG AMPI5R BB O Pherpeiss rdl KA R OmMAEP MY PP sof t war e
downl oads to ile stati .500 ot her an through a wireless comunication
net wor k. TheldFes QO%éﬁyl%gtsubea?ﬁv nergelly aﬁﬁpléms@efgba%%é%ﬁl R
N pg;tvgg' 22nﬁa§§f$§ﬁ]&t etpigere\“ %%ﬁg%ggggr A e S Stk Sh | 3BhE A0,

computer (not shown) may be desirable, but is an optional device component. Such a port
20 530 would enable a user to set preferences through an external device or software application
and would extend the capabilities of mobile station 500 by providing for information or
software downloads to mobile station 500 other than through a wireless communication
network. The alternate download path may for example be used to load an encryption key
onto the device through a direct and thus reliable and trusted connection to thereby enable

25 secure device communication.



25secure device conmunication. 17 [00471 Ot her communi cati ons subsystens
540, such as a short-range comuni cati ons subsystem is a further optional
conmponent whi ch nmay provide for conmunication between nobile station 500
and different systens or devices, which need not necessarily be simlar
devi ces. For exanple, the subsystem 540 may i nclude an infrared device and
associated 5 circuits and conponents or a Bl uetoot hTM comuni cati on nodul e
to provide for conmunication with simlarly enabled systenms and devi ces.

[ 0048] When nobil e device 500 is operative as a UMIS user equi pnent,

prot ocol st ad¥47k5Lher romupaicatiavmsbpseme cHl0, stecks faophortrrpias meamuiyrications
appar atus and nethod of ciphering in wireless tel ecomuni cati ons user

equi pment op&¥ay§iems ing tither pitipnal| domporsht whigh enag peedds foOeemuRidetion pOGED]
There has thus been provided a nethod in a wrel ess tel ecomuni cations

devi ce oper atobie giptidn WOpsAnd diffareny systenpsaati dsvigese adishmeedveat iscestahly bretimder
conprising: when operating with a first radi o access network readi ng at

| east one ci pAEsssndov ardnale, dha piisysteaab 540 may tihdudseanoinfiarcd dedeeaarslesssocimsadnor k
when at | east one ciphering variable applicable in the second 15 radio
access Het wofkeuitaneish sompesiselsi py 4 Blediects’dc snamupiditinaswodels wetpwide for

i nfeasi ble without further authentication, using a substitute value for the
ci phering paf@nBudeatioh@ith sigtilgty prabled gvstersenddetideon with t he second radio
access network. [0050] When the second radi o access network is a UMIS

net wor k, t he[09d8lhSthepmpbiledavive 50@ sroperadye as WREMTS nser ewineesn drotasdlestagks $rica
first radio access network, reading the value of a

include a UMTS protocol stack for implementing apparatus and method of ciphering in
wireless telecommunications user equipment operative with a plurality of radio access
10 networks.
[0049] There has thus been provided a method in a wireless telecommunications device
operative with a plurality of radio access networks, the method comprising: when operating
with a first radio access network reading at least one ciphering variable applicable in the
second radio access network, when at least one ciphering variable applicable in the second
15 radio access network renders ciphering in the second radio access network infeasible without
further authentication, using a substitute value for the ciphering parameter when establishing
a connection with the second radio access network.
[0050] When the second radio access network is a UMTS network, the method may further
comprise: when in connected mode with a first radio access network, reading the value of a
20 UMTS variable START from the device; and when the value of START is equal to a value
THRESHOLD, using a substitute value for START and sending the substitute value for
START to the network.
[0051] The substitute value may be a constant (e.g. 0000 0000 0000 0000 0010 in binary).
Alternatively, the substitute value for START may be calculated according to the formula

25 THRESHOLD minus y, where y is one of a randomly generated number comprising a



20 UMIS vari abl e START fromthe device; and when the value of START is
equal to a value THRESHOLD, using a substitute value for START and sendi ng
the substitute value for START to the network. [ 0051] The substitute
val ue may be a constant (e.g. 0000 0000 0000 0000 0010 in binary)
Alternatively, the substitute value for SFART nmay be cal cul ated according
to the formula 25THRESHOLD m nus y, where y is one of a randomy generated
nunber conprising a 18 positive integer in the range 1 to (THRESHOLD- 1)
and a pseudo random y generated nunber conprising a positive integer in the
range 1 to ( PhiRESHGEE: In) the rapQOLR|(THRESHOLSE 1)raadlh pseadc@sd®niie papraked riimber
exanpl e, may be one of a GSM network, a Wfi network, a cdma2000 network, a
GPRS net wor k campkisary afloGEvaiateperrik the idrg® 5 34 (THRESEIG1As1)al so been provi ded a

wi rel ess conmmuni cations device operative with a plurality of radi o access
net wor ks, t h¢00day iTae ficso rgdiol ®kevg netvotk, &re@hplermdydse dne aifia IGIM netgyosnd Wifi
receiving radio signals; a processor; and a nenory having stored therein
one or nore newbiknesdnsedLictbdre, HFPROectpoiaesd SOEDGEhetworke or nore routi nes
bei ng adapted to: when operating with a first radi o access network readi ng
at | easts one [@Ws5phadhem gay also dbdneprapidtd e atitedess RohenisgioandevickOopeadi® with aess
networ k, when at | east one ciphering variable applicable in the second

radi o access phedliyootkradie ncessnetw ke thendevica coigrisgr antnscaisieofonaaesstineamor k

i nfeasi ble without further authentication, using a substitute value for the
ci pheri ng parapeing radihegnaBsd pbtdssin;j ang aanct@ny Bo/ingoored théreihloae seaan doutiael 0
access network. [0054] Wen the second radi o access network is a UMIS

net wor k, t heexventobly byrthy pliaessor, thd osd armele tdueingibringadaptad torovten bperbtigrwith a
routi nes executable by the processor, the one or nore routines being

adapt ed to: Weemdinacesnmettosld raadae anildabt @efdiplsting adtiableappimblene tthwsdeond
reading the value of a UMIS vari able START fromthe device; and when the
val ue db STARWid scesguatwotlo vehew ak lkastToRESHEHEY varkablegapplicblesini these@ondtade f or
START and sending the substitute value for START to the network. 20[0055]
The subst it ut@essatetveorkayndoss @pleoingtiarhe §eogd rQ)@cS0NOAR0in@GAHRe OAMHOui N

bi nary).

further authentication, using a substitute value for the ciphering parameter when establishing
a connection with the second radio access network.
[0054] When the second radio access network is a UMTS network, the memory may have

15 stored therein one or more further routines executable by the processor, the one or more
routines being adapted to: when in connected mode with a first radio access network, reading
the value of a UMTS variable START from the device; and when the value of START is
equal to a value THRESHOLD, using a substitute value for START and sending the
substitute value for START to the network.

20 [0055] The substitute value may be a constant (e.g. 0000 0000 0000 0000 0010 in binary).
Alternatively, the substitute value for START may be calculated according to the formula
THRESHOLD minus y, where y is one of a randomly generated number comprising a
positive integer in the range 1 to (THRESHOLD-1) and a pseudo randomly generated number
comprising a positive integer in the range 1 to (THRESHOLD-1).

25 [0056] 12. The first radio access network may be, for example, one of a GSM network, a

Wifi network, a cdma2000 network, a GPRS network and an EDGE network.



Alternatively, the substitute value for START may be cal cul ated accordi ng
to the fonnula THRESHOLD m nus y, where y is one of a randonly generated
nunber conprising a positive integer in the range 1 to (THRESHOLD-1) and a
pseudo random y generated nunber conprising a positive integer in the range
1 to (THRESHOLD-1). 25[0056] 12.The firstgradi o access network nmay be, for
exanpl e, one of a GSM network, a Wfi network, a cdm2000 network, a GPRS
network and an EDGE network. 19 [00571 There has al so been provided a
conput er -r eadabl e storage nedi um havi ng stored thereon instructions which
can be execuf@d7pyhaedeyibe btan pravidyd oubmplrer-@edablensorade medumthating stmeddhods
descri bed. EXTENSI ONS AND ALTERNATI VES 5(0058] In the foregoing

speci fi cat i ofherdohénsirmatient whinh bashelraetutcdsycr ddved tovardy auethe neivoe of anyspdei fi ¢
enbodi nents thereof It will, however, be evident that various nodifications
and changes methobedasaibed.t hereto wi thout departing fromthe scope of the
techni que. The specification and drawi ngs are, accordingly, to be regarded
in an illustrative rather tIEXTENSEINSIANDV BERNATIYBE00591 It is to be
noted that the nethods as described have actions being carried out in a

particulsar of@ss} HHeeeREeing tspdbitithtbnd @reCn@afioh RadbRAT EotibsKinlithedfetdcd e art
that the order of any actions perfornmed, where the context permts, can be

varied and t BysifichentodidRhds Mekrébs. deRAT, ihb®evdieteedviichSthRiOtariol ABEiEeations Bl
limting. 100601 It is also to be noted that where a nethod has been

described it changetl &8y bBtnRdad QRbréth abithodd dePaRin@Clidr@Mhd Scopé 9O tigeOkGIMiqUeOr TiRe
device arranged to carry out the nethod and where features have been

cl ai med i ndepgRgRMonYan@fdr&Asd 8t NREHAEITE toTBY rdpfrdets Blant MgQtAes rafher Mhaatarer
clainmed features.
restrictive sense.

10 [0059] It is to be noted that the methods as described have actions being carried out in a
particular order. However, it would be clear to a person skilled in the art that the order of any
actions performed, where the context permits, can be varied and thus the ordering as
described herein is not intended to be limiting.

[0060] It is also to be noted that where a method has been described it is also intended that

15 protection is also sought for a device arranged to carry out the method and where features
have been claimed independently of each other these may be used together with other claimed
features.

[0061] Furthermore it will be noted that the apparatus described herein may comprise a
single component such as a wireless telecommunications device or UTRAN or other user

20 equipment or access network components, a combination of multiple such components for
example in communication with one another or a sub-network or full network of such
components.

[0062] Embodiments have been described herein in relation to 3GPP specifications.
However the method and apparatus described are not intended to be limited to the
25 specifications or the versions thereof referred to herein but may be applicable to future

versions or other specifications.



100611 Furthernore it will be noted that the apparatus described herein may
conprise a single conponent such as a wirel ess tel econmuni cati ons device or
UTRAN or other user 20 equi pnent or access network conponents, a
conbi nation of nultiple such conponents for exanple in comunication with
one another or a sub-network or full netwgrk of such conponents. 100621
Enbodi nents have been described herein in relation to 3GPP specifications.
However the nmethod and apparatus described are not intended to be |imted
to the 25specifications or the versions thereof referred to herein but may
be appl i cabl ¢0063] fAparien ofdresliivsurepf tishetens@wuinéiit cattainysateri2 @hfoB G68ipjies
portion of the disclosure of this patent docunment contains material which
i s subj ect t ¢ cwpyglitghttecppot Eat dopyrighThenadpy ne gijectionsrethe femsimile refypductionon t o
the facsimle reproduction by anyone of the patent docunment or patcnt
di scl osure, &s anyorapyfethe pafent ddvemBEt @npatandistloade narik apfchiscie thatPerent fid e or
records, but otherw se reserves all copyright rights 5whatsoever. 21
Trademark Office patent file or records, but otherwise reserves all copyright rights

5 whatsoever.



Claims 1. A method in a wireless tel econmuni cati ons device operative with
a plurality of radio access networks including a UNITS radi o access
network, the nethod conprising: when in connected node with a first radio
access network reading the value of a S5UMIS vari abl e START fromthe device,
when the value of START is equal to a valye THRESHOLD, using a substitute
val ue for START and sending the substitute value for START to the network,
and usi ng the substitute value for START when establishing a
connection with the UMIS radi o access network. 10 2. A nethod as cl ai ned
in claiml whérmisn the substitute value is a constant. 3. A nethod
according to claim1l wherein the substitute value for START is cal cul ated
accordi ng tolthe ffomathbdinEHRESHOBCcommuEcajionsdesice operitive gid aglurdity afradin y
generated 15nunber conprising a positive integer in the range 1 to
( THRESHOLD- 1 pe@sohetw pheindoudingntidifiSyradje nescsstng tivonly itiseneteesiaomipssingy a positi ve
integer in the range 1 to (THRESHOLD-1). 4. A nethod as clained in claim1l
wher ei n the subst ivtheh & soaheseedingde STARTIrt 2009 00FOXOSTIOE BOTTHUOYFO i n
bi nary.

Y 5 UMTS variable START from the device,

when the value of START is equal to a value THRESHOLD, using a substitute value
for START and sending the substitute value for START to the network, and
using the substitute value for START when establishing a connection with the UMTS

radio access network.

10
2. A method as claimed in claim 1 wherein the substitute value is a constant.
3. A method according to claim 1 wherein the substitute value for START is calculated
according to the formula THRESHOLD minus y, where y is one of a randomly generated

15 number comprising a positive integer in the range 1 to (THRESHOLD-1) and a pseudo

randomly generated number comprising a positive integer in the range 1 to (THRESHOLD-

1).

4, A method as claimed in claim 1 wherein the substitute value for START is 0000 0000

20 0000 0000 0010 in binary.

5. A method as claimed in any preceding claim wherein the first radio access network is
one of a GSM network, a Wifi network, a cdma2000 network, a GPRS network and an EDGE
network.

25



5. A nethod as clained in any preceding claimwherein the first radio
access network is one of a GSM network, a Wfi network, a cdm2000 network,
a GPRS network and an EDGE network. 22 6. A wireless comunications
device operative with a plurality of radi o access networks, the device
conprising a transceiver for transmttingzand receiving radio signals; a
processor; and 5a nenory having stored therein: one or nore routines
execut abl e by the processor, the one or nore routines being adapted to:
when in connected node with a first radio access network reading the value
of a UMTS vafi abl & GTARTcdmmpwni¢diensdisyice eperative with a pluralitypfarpdie pesessal ue of
START is equal to a value THRESHOLD, using a substitute value 10for START
and sendi ng bpéfwokslibe devige eomppiising f or START to the network, and usi ng
the substitute value for START when establishing a connection with the UMIS
radi o access net weiRnsceiver fox thasmigmgard wreavingdiosigrhlai m 6 wherein t he
substitute value is a constant.

a processor; and

5 a memory having stored therein: one or more routines executable by the processor,
the one or more routines being adapted to:
when in connected mode with a first radio access network reading the value of a
UMTS variable START from the device,
when the value of START is equal to a value THRESHOLD, using a substitute value
10 for START and sending the substitute value for START to the network, and
using the substitute value for START when establishing a connection with the UMTS

radio access network.

7. A device as claimed in claim 6 wherein the substitute value is a constant.

15
8. A device as cla'imed in claim 6 wherein the substitute value for START is calculated
according to the formula THRESHOLD minus y, where y is one of a randomly generated
number comprising a positive integer in the range 1 to (THRESHOLD-1) and a pseudo
randomly generated number comprising a positive integer in the range 1 to (THRESHOLD-

20 ).

9. A device as claimed in claim 6 wherein the substitute value for START is 00600 0000

0000 0000 0010 in binary.



15 8. A device as clained in claim®6 wherein the substitute val ue for
START is calculated according to the fornula THRESHOLD m nus y, where y is
one of a randonmly generated nunber conprising a positive integer in the
range 1 to (THRESHOLD- 1) and a pseudo randomy generated nunber conpri sing
a positive integer in the range 1 to (THRESHOLD- 201). 9. A device as
claimed in claim6 wherein the substitute value for START is 0000 0000
0000 0000 0010 in binary. 23 1 0 .A device as clainmed in any of clains 6
to 9 wherein the first radio access network is one of a GSM network, a Wi
networ k, a cdim20B80eniet wsldmedinGRIRGE Ao tko ahdeiatheEDEadieiones ketwbiklis A
conput er - readabl e st orage nedi um havi ng stored thereon instructions which
can be execubetbflyGSM dewbikea Wafi aetwoik, O tdmd2hE) @t drbSGRRS aenyorRfanCirafDEEL t O
5.

network.

5 11. A computer-readable storage medium having stored thereon instructions which can

be executed by a device to carry out the actions of any of claims 1 to S.



