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1 Method and circuit for encrypting a data stream The invention relates to a
method of encrypting a data stream comprising at least one stream of
audiovisual data. The invention further relates to a circuit for encrypting a
data stream comprising at least one stream of audiovisual data. 5 The
OERIOR ISR IR IBES R BtRgefhatdgarypting audiovisual data. The
invention further relates to a circuit for decrypting audiovisual data.
Furthermore, the invention relates to a computer programme product
comprising computer readable instruction for programming a processing unit.
The invention also relates to a data carrier carrying such computer
programme 10 product. The invention further relates to a programmed
computer. The invention furthermore relates to a data carrier carrying data
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requires the possibility of encryption when storing television programmes
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This requires implementation of encr q n hardware and/or software in video
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besiiasf e.g. DVD players does not support encryption. This can be solved by
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legacy audiovisual material can still be reproduced. Furthermore, not all
programmes TR BNEY B e riries WitiidA CATHsFR R SRaIRg ey pted

asiatype piegtantoesingentibayeatond them. Besides that, the new video
recorders with

Current legislation requires the possibility of encryption when storing
television programmes received by broadcast. Television programmes, in particular digitally
broadcasted television programmes, can be provided with copy control information as meta
data. Options for the copy control information are among others: do not copy (recording not
allowed), copy once (one recording allowed; copying recording not allowed) and copy free
(free distribution of the content allowed within the personal environment of the consumer).
And even when the copy free information is broadcasted with the television programmes, it
may be required to encrypt any stored part of the television programme. This requirement is
set in a further broadcast flag.

This requires implementation of encryption hardware and/or software in video
recorders like DVD recorders. The problem is, however, that the installed base of e.g. DVD
players does not support encryption. This can be solved by buying new equipment, but this is
expensive. And on legacy equipment, legacy audiovisual material can still be reproduced.

Furthermore, not all programmes recorded by video recorders with encryption functionality
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encryption functionality will be able to play back encrypted content.
Therefore, it is not always directly necessary to discard the legacy DVD
players. However, as content on a DVD may be mixed, i.e. encrypted content
is stored 5 next to non-encrypted content a user may try to playback

BRSHIRIRTFARRA ReA MEPrEORRHANt BAReP XStV \RSRSRRders with

reproduction of video data, this will result in not very interesting blocks on the

SRERA VAR m'}&ﬁm%a.eﬁyo?%&wgﬁsd foRiehi Taeiens: et
titkeyetiretdyenastssinycaniibearlite leyidy Thed glayéreise may damage
equipment (speaker %ﬁ%ﬂ ohthe s g@t{%% [hg ehigsPsealy \Ye&% Qﬁt I(??tored

wears headphones. 10 Itis an obj e invention to pre
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a data stream comprising at least one stream of audiovisual data, comprisin

Liepestigy Rlogin Rt HECB WA BIPALHR RBIAAUGHE /Y dito Qé@rﬁ'&'ﬁ&”” resuft in

poedios e data wapmentDewithe Rudateninian Hiisegmetimiye Eguiatant

in t from |ID data bein det rmined to identify the type of data
R L P R R e Bl O e
leaving the ID segment unencrypted. 20 When during encrypting audiovisual
data for storage on a DVD for example the ID data of audio data is modified
to ID data not compliant with the DVD standard, a legacy DVD-player will not
recognize thé! & ANPUEEQEHSHLY OHOALP FEE:YEJHL%@’BW YN §OR Piidamaging

S@Mﬁmfe@pyqdmn @sjigpsnent will not be damaged. European patent

appiication wiih agplieafion AUTHer 03104402 1 AoROSED2, 25 Haviagion
structure to s |ee] encrype e Bntent trom Jegacy devices thiough specia

AR iRitigre deit praptoRpVisive Bt thistoreistienne e susiptizy dhdetth aomtisidg steps
gp 267 Efﬁﬁ\t%% GhdihatRlaye Y %fé%qafméhﬁﬁté"’ Bo#HA H@%Q't?ata segments

naV| ation shield. In practise, this cannot always be guaranteed
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dﬁi@rﬁ@lm@tﬁpﬁheﬁamhqmmmbthameﬁmoﬁm@rrcdjrpgrt@/ Werypentian data
th emea}] a treamth%oer%rlses multlﬁle s{rgams of different types of audiovisual
AR A Galt %egmenfg OF" P [EASPERE stream of audiovisual data are

encrypted. Ugdminduingievtsyietitpaadioyeosidet lansieiegs anayisVat feastaipe

e and o¥ iR datR sﬁﬁ&ﬂﬂ‘?@d ‘ﬂEﬁb A9 ARG FYRBAMRITIRBYY Standard, a

applications may be provided
legacy DVD-player will not recognlze the audio as such and will not reproduce any audio. In

this way, a speaker of reproduction equipment will not be damaged.

European patent application with application number 03104402.7 proposes a
navigation structure to shield encrypted content from legacy devices through special
navigation commands. However, this method relies on the fact that recorders do a perfect job
and that players will never find their way around the navigation shield. In practise, this
cannot always be guaranteed. For example, some players allow direct playback of a file
comprising audiovisual data.

In a further embodiment of the method according to the invention, the data
stream comprises multiple streams of different types of audiovisual data and data segments of
at least one stream of audiovisual data are encrypted.

Usually, audiovisual data is provided in various ways, at least with audio and

video data. Besides that, also data related to interactive applications may be provided. An
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3 example of this is Digital Video Broadcasting with Mulitmedia Home
Platform (interactive) functionality. The different types of data are provided in
separated streams, multiplexed or to be multiplexed in on single data
stream. In yet a further embodiment of thé method according to the invention,

@ﬁéﬁ\;ﬁ%?@@%ﬁﬁf \Bass PR SEERARY Rﬁtﬁ%lﬂ’i\{iﬁé@b @ﬁ%@%‘iﬁbﬂﬂ?ﬁﬁé’ﬂ&@tive)
ID segments comprising ID data being different from ID data being
it‘){/"ﬁ?

BrectRaVRiddg %&ﬁéﬁi tyiok ey ipea senakalit steritioMieliaiagtLor to
Weheaultiblexddtm stremglecdanptisesimultiple stream of audiovisual data (or

h d ion of ian of f
streams combrne [ TR b RMET L e LSRR CHAT O\ PSS, ae,

prEcRents ffratHeast oexstdaasolonbd Qs deta s pheyivdeswBhIlPdgenentheamprising
PEIdEN i SRR eMIFRRT S JERIRINCSY-BUEIRERAN JRYIGE: tWhEse8E dAS in the

data of other stream will be reproduced. In another embodiment of the
SHERTH AT AHEIPENE! e invention, the data segments are provided with
further 1D datatierie Hatsegeaendoiieifustinartifledatameing miislal data (or other
etermined to identify the type of data in.the stream of audiovisual data and
R B R B I S AR e

ngin a fu I step replace ng
diffestrpartrimaasdrethen lydieg Préataietdataipenkats faettystieannyins ©f itabangedeln

Blieaay Arvdiey suRkdakachR 3RYAN R PR Hé%ﬁf@&lﬂ‘é%ﬁ@l%&@%evice,

standard, already existing circuitry can be used that provides the data
YhrRRYIRS WatA BhatpresherBrwilod 1B @4tssr identifying 20 that type of data.
Of course, this ia@héhensinsti Db seprrakeaddittanahgite ik il enadifyingddtae

presdstermined IR A31A ANRTYOlion Aravides i A aeond AsnRCL A dicltre.
orencrypting a data stream comprising at least one’ stream of audiovisu
deteamdasd poikslenfiti tedyivenfidgtainiiiestsegnoéatidigviseaktaiaandthe further 1D

aadioNIRIR SRland SRASRAMERShE It bRV R H ¢ SR EGRIAG Ble-

with ID data in an ID segment, the ID data being different from ID data being
BREsrQEea Aot e iipg Pﬁé]%?d@ BegHeamatRidioeisilsudiovisual data;
and an encryptiatvaitdgistpmgbheaantiehing the satasegments cleaviggitbétry

D seqmentunencyeted e Iventionpravides .2 thid 45Peet 80 uervitying
dapparatus for storing data, comprising: a receiver for receiving data; the
tiet typaof detiing ftoookamtHiojseat tha stsiraireseparate viddi tionatteiringt faemodifying

%%ydg@gmyé@m%rage medium. The invention provides in a fourth as
aspect a method of decrypting o _
The invention provides in a second aspect a circuit for encrypting a data

stream comprising at least one stream of audiovisual data, comprising: a segmenting unit for
segmenting the stream of audiovisual data in data segments; a unit for providing the data
segment with ID data in an ID segment, the ID data being different from ID data being pre-
determined to identify the type of data in the stream of audiovisual data; and an encryption
unit for partly encrypting the data segments, leaving the ID segment unencrypted.

The invention provides in a third aspect an apparatus for storing data,
comprising: a receiver for receiving data; the circuit according to claim 10; and a storage
device for storing the encrypted data on a storage medium.

The invention provides in a fourth as aspect a method of decrypting
audiovisual data encrypted using to the method as claimed in claim 1, comprising the steps
of: decrypting the partly encrypted data segments; recognizing that the data carried by the ID
segment is different from ID data being pre-determined to identify the type of data in the
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audiovisual data encrypted using to the method as claimed in claim 1,
comprising the steps of: decrypting the partly encrypted data segments;
recognizing that the data carried by the ID segment is different from ID data
being pre-determined to identify the type #f data in the 4 stream of

awcliovisuakideta ansieesroriznu e fetaliyBRobiain comprisedpinihata

data segments; and forming a stream of audiovisual data from the data
SRUTRBIS SN R THOB A AT SUiaet M syaltiRta R g SRR RIBIEHECrypting
audiovisual Tatareratiptecbiddhim aififtitaasectaioirdiirfadberyidinganfioissigl
e ] nit for.5 d ting th il [ dat ents:
R A e AR T
defferetndiberpanlv ansrpieydote sdemeantsiraad denidésatigntieit fopeeesioniriadrirgidhe

Hia A REBYHRIBLRLARI RRGHEERAENG WNRAdiE! MPG R e COTRAtAPthe

by the data segments; and a streaming unit for forming a stream of

HRgiBU AN Gk stramh dha didssak A T@%H@'ﬁ%&%ﬁ&mﬁ%{%%&dﬁ”a

sortiprissdest e dppso@ivatioaneadetagiagdnitfiduingngudiovisual aat@yisual

8gtrglprrisinlgé %gora e gevice for retrieving data from a storage medium; the
n

cwcwtog]ctcor I ags?g craim 15; and a circuit for rendering the decrypted stream

of audiovisudheléteertion pivddedin pibvidlesphetasaneaittiaspaendedoandgter
RIPRIATY NRIRKASIF Hald CHPPRERINS %%eewvr@@%@%%imﬁw&&%m a storage

programming a processing unit for executing the method according to claim
Meghignidie AKEHIFSOIIEYR SRIBIJR: AXhREISUHAR EafsEne 4ifyiRE YRgd stream of
aadipugesl gragramme product as claimed in claim 1. The invention provides

in a ninth aspﬁ]ct.a V;Err]ﬁ%ramm%g clﬁrglg)uter enablc?d to 20 execute the mgangtd

. e.1n n_provi eveath aspect.a c?ﬁn%uter B{ogramme pr
accordlng to claim e inventon provides in a ten spe computer
prowprisinceopdercteasiehig isings domfpupsegreataibia nreastion Uit for executing

O HARE R IR RESEIRLUNIt for executing the method according to claim

13. The invention provides in an eleventh aspect a data carrier carrying the
25 computer PIOYRAMIAB RIRYIHIRSH A ST AIRF AR L8 MR 83V iEEtBH Computer

preyislaménpmtvelihchspestadupgrammed computer enabled to execute the
method accoﬁin% to claim 13., The inve tionep{ovides inat irteen¥h asgﬁcé?
e mven C ed to

data carrier carrying g)tréprowdes In a ninth aspect a programmed computer en
execute the method according to claim 1.

The invention provides in a tenth aspect a computer programme product
comprising computer readable instruction for programming a processing unit for executing
the method according to claim 13.

The invention provides in an eleventh aspect a data carrier carrying the
computer programme product as claimed in claim 13.

The invention provides in a twelfth aspect a programmed computer enabled to
execute the method according to claim 13.

The invention provides in a thirteenth aspect a data carrier carrying data

encrypted using the method according to claim 1.

The invention will be further elucidated by means of Figs., wherein:
Fig. 1 shows a video recorder 100 as an embodiment of the apparatus for

storing data according to the invention;
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encrypted using the method according to claim 1. 30 The invention will be
further elucidated by means of Figs., wherein: Fig. 1 shows a video recorder
100 as an embodiment of the apparatus for storing data according to the
invention; 5 Fig. 2 shows a flowchart depicting an embodiment of the method

for encryptingig gajaal ‘é@l&/\ﬁﬁﬁﬂrﬁ@ﬁ&t‘iﬁd@ﬁ HRAtABK NS &@fhWé_i%rdata
pack produced by the method depicted by the flowchart shown by Fig. 2; and

BenPUNgRdiRe SBAPPHRAVHRGY D¢ ANMBSWent of the apparatus for

retrieving areigehstenvich datapack rdingdo i ehinwethivariepiged shidw s @vchart
gﬁ)(\)/vcrpgrtﬁiep#c ir%g an embodiment of the method for retrieving and

ren enXg dafa according to the invention; 10 Fig. 1 shows a video recorder
100 as an enfithdirhens afvdappratian acvorimrtoftie AppartiesfoT rsrieving

YHERIES R 35t49&&%d§ng§g§e%(@ﬁﬁg@r 101, a de- multiplexer 102, a video
processor 103 as a rendering unit, a coding circuit 110 as an embodiment of

the circuit acEErRII WAL ANAERTATPIHLe 40iFYRAAETR™M 2btRe Mphehiya etgeving
andltiglasreigldda ascaronny piite Lwidntidh; and a packet identifier unit 106. The
video recorder further comprises a DVD recorder drive 107 as a storage
device. The operation of the video recorder 100 will be described by means
of Fig. 1 and a flowchart 200 as depicted in Fig. 2, showing a recording

process as ap;emiRgimeNdeh FE&‘)M@P%%%@&?@H%B&ﬁ%ﬁ?@fifh\éedgﬂﬁiétdghe

processes of the flowchart 200 are labeled as 20 indicated,in Table 1.
RESREAEIEID ENeHBY Bit|ord ddsvide rasararAPOSOD RIS AdeertiiTgl Phokdiure,
Haetiprxet 1204aRrieeiyiogeskaial o8 aqaetider My liptexittgingcksur Q60 as an

?%96‘8%‘%%‘%%? t rg%{%ﬁigg&cﬁg%g %lt edlr?\t/%ntt?oﬁ,e g'(?o%g circuit 110 comprising a
multiplexer 104, an encryption unit 105 and a packet identifier unit 106. The video recorder
further comprises a DVD recorder drive 107 as a storage device.

The operation of the video recorder 100 will be described by means of Fig. 1
and a flowchart 200 as depicted in Fig. 2, showing a recording process as an embodiment of
the process according to the invention. The processes of the flowchart 200 are labeled as
indicated in Table 1.

Reference Label of process step

numeral:

202 Start recording procedure, user input
204 Receiving data stream

230 Multiplexing packs

206 Segmenting streams

208 Adding ID data to segments

210 Putting segments in packs

212 Sequencing packs

214 Encrypting packs

216 Alter ID data of basic audio stream segments
218 Store stream

220 End procedure

Table 1
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210 Putting segments in packs 212 Sequencing packs 214 Encrypting packs
216 Alter ID data of basic audio stream segments 218 Store stream 220 End
procedure Table 1 6 The recording process starts by means of a user input
in a process step 200. In a further embodfment, the recording process starts

by means of fh. aetQaH Gl eSS R IRAMRN RS ﬁs@l“@%fmiﬂg)é@@gstep 200. In
caonceived to programme recordings by the video recarder 100. Next, a data

W EOIRYHEIRTY: iRt 4o tHBE R 5era cATR VOYaRs PA@RipPTY cal Y gpnerated
megess stepradaiddenitdatansireanogaoghenec edeed iny s byg eivingle ségoalel 200.
comprising t t ireless copnectian, dcast wired.conneciti

like cable, ork:‘ag 3ir 33?%%?\%# {508 %Bﬁﬁfné%%%‘ﬁ ig%%@%t{rgc%g and |rr]1 é%ﬁ%%’;ap{bl
VagipresesAiteiAPR ritkesiathstierre kAN §eiesebss iteproivinaadionel Asdiomplioing
%@d&?ﬁ%ﬁ%%%@é@‘&)ﬁﬁ@&%ﬁ%ﬁ%aﬂ%ﬂé@’cﬁ?ﬁn&ﬁ@\ sikeamis o%t(@ﬂ@éi) point

from_the'signal and provided to the de-multiplexer 102. The extracted data
QRS 5 PEGHCEhI ke REBRRRAE S B G SR R e TRy SHG BB A REpess
vielepodaial stkcroes/tprial tetepassiiep Fagiagvareivieu tine Sigibiersootiseaed stisam is

d%?é’é%&’cﬁ'ﬁ%r%‘é"?% & 308 P‘%'g‘\}mg‘d R GEAY &?‘rSlBE‘.t‘?ﬂ‘é applGal It Re
ypes of data will Be referred to as audiovisual” data, even when there'is on Yy

sddithisievibedindeitba Tarspist SiERIPIexePriORyRdir atdsyiteo vatictiwams for a
BHRYAYRb BRI SRS AP TRISES WIS SHIRAIERIP IEaRRIg S eam

to usually an elementary audiostream and an elementary videostream. A
AFCABIRRY i PN GRE G R gFe ahete WA R ERSeS omracioieyel
pseg e Stnban iswyedaeicomyidizedatstream with data for interactive

television apqlri{:a ions f'anld a sﬂs am with data for enhancin ﬁhéa elementary
) € de-myltiplexer ?se arafes ﬁle varlous al._%IOViS%% ata streams
audiostream ‘and/or the"eleméntary videostream. Tn Fig. 2, the

dempiistihlesxthe strstssknsegiBreoperiBad U2y ahelestaianigptioseeaseag an
eRAehBR SIRMERER AUdaRIreR R AR e Ble RIe R Y SRR RMAPEG-2

provided'to the video processor 103 for rendering the audiovisual data

EIrmpkid 88 HYLREE18 AHEATA RIS HIERRIEIRESP ATE GBI fHaEmY Yheans
bt thienMbthiGatbadad iNsease wittheapresenheomMptimenikitdeeompiesaed

h otrr %nesé errrrpe% aIf/J (/lrge%rs?r%gr%tl?r? &’.E;’ ﬁﬁ’e‘? (L.(-enqu][t%&e?(ri]ndg %r-gé/e%s step is comprised
by the receiving process step 202.

The elementary audiostream and the elementary videostream are provided to
the video processor 103 for rendering the audiovisual data comprised by the elementary
streams. For this description, rendering means that the MPEG-2 data (in case of the present
embodiment) is decompressed and transformed for reproduction by a speaker 120 and a TV-
set (not shown).

Besides rendering, the video recorder 100 is also capable of recording the
received data. To this, the data received by the receiver 101 and de-multiplexed by the de-
multiplexer 102 (both in the process step 204) is segmented in data segments in a process
step 206. The data segments are also known as (data) packets.

Subsequently, ID data is added to the segments in a process step 208 to
identify the type of data comprised by the segments. The ID data identifies the type of data
comprised by the segment and is pre-defined to facilitate playback of the stored data by a
playback apparatus like a DVD (Digital Versatile Disc) player. For the DVD standard, the
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25 set (not shown). Besides rendering, the video recorder 100 is also capable
of recording the received data. To this, the data received by the receiver 101
and de-multiplexed by the de- multiplexer 102 (both in the process step 204)
is segmented in data segments in a process step 206. The data segments

QERIAN AN BSATRIRINESHRIR RRHPseAYRRIY dR-datdisadkdes) o dha

segments in a process step 208 to identify the type of data comprised by the

SRMEHY SARPaskReRfEhtifies the type of data comprised by the segment
and is pre defurdel 2alfacititatesetayifaotandilne sioredani®bySab plaghacke

3
R B il D Pl ST S B S0
@mq@ﬂée@hbylaf@mnan@egmewemﬁnwyatw@l@@lm@atl@anufa(méozia@&xamples are
PQMPiSER  HPETBHARIOMSHR %S/?O@}f;]? IBSDRYBAYGRRSAED BRIIREERE) P M

private stream comprised by the data stream on a DVD. The sub

W@%gugep?BQﬁjM?QWﬁB?r? ASFhRLRREN, complementary to the basic audio and
V|deo data. Examples are AC 3, audio| Erb&m{Gepital TheatrguSygtem) |8DDS

{1 :r\laar Pile od l\llr\rhulﬁf

namic Rigital-Seund), LRPCM Pulse-Cede-Mgdulation)-and
Mﬁ’gﬁ §Fj a%b%fguab stream |d} MPEG Aj& 10 CBgse) 1100 O N/A MléEG

MRHEG @sud)ol(@8) Oxxx N/A AC-3 1011|1101 @6G0 Oxxx DMEA011 1101

1 MN\1 N

%‘?9 bxxx—SBbS1011 11611661 6x% "1(1'1?"1?1“611011 1161 Oxxx—Tabte
n a subsequent process step 210, the segments are arranged In data

P&'éks 10 Data packs comprise data setfdeAfdbf one type BI0Sdeern. This

jigs that a data pack may comprise gt ghnuitipie sub sHEaRs:

although this is not the case in the preferred embodiment| as this is not

iSIVed by the DVD standard. OptloanIWHa%é%cks compheP*¥¥dding

pack when not enough data of one stygggis available to fill the 2 kB of the
agreed data ack size. The acks ar% i]ﬁ‘rowded with a header

identification '3t Y8 E RO IR G Ao AR SRR %%?fﬁ?%%%gd%ﬁc%dé%d

Dele@at&tacomprise data segments of one type of stream. This implies that a data pack may
comprise data of multiple sub streams, although this is not the case in the preferred
embodiment, as this is not allowed by the DVD standard. Optionally, data packs comprise a
padding pack when not enough data of one stream is available to fill the 2 kB of the agreed
data pack size. The packs are provided with a header for identification and to provide timing
information for synchronizing audio and video data.

In a subsequent process step 212, the data packs with the audiovisual data are
put in sequence in one data stream. As prescribed by the DVD standard. These writing units
are expensive commodities, so limiting the number used to one is important.

Process steps numbered 206 through 212 form a sub process 230 which is
carried out by the multiplexer 104. As a person skilled in the art will appreciate, these process
steps may also be carried out by separate components.

After the packs have been put in one stream, they are encrypted by the
encryption unit 105 in a process step 214. This encryption is done partly, so a playback
apparatus is still able to read at least some data segment and data pack identification
information of each pack. Preferably, the first 128 bytes of a data pack are not encrypted.

After the process step 214, data packs are obtained as depicted in Fig. 3. Fig. 3

shows a data pack 300, comprising a pack header 301, a data segment header 310 and a
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In a subsequent process step 212, the data packs with the audiovisual data
are putin sequence in one data stream. As prescribed by the DVD standard.
These writing units are expensive commaodities, so limiting the number used
to one is important. Process steps numbeéted 206 through 212 form a sub

BEORRAS 2O HEYaRIRAAF ATICD AHE ey TMHiRIRNEnd e AR PRR A data

skilled in the art will appreciate, these process steps may also be carried out
BRPEIEPLREREeE G heeRitses AR PRI pEUIGLALNRN B SR THP6RE akenmPtissy by
arepeplypied y shieowe nemghlion) UTiik 30aribke priocesssiécahdriddiisy two bits in

cryption i e partly, sQ.g playback apparatus is still able to read at least
g%rﬁée/'%dﬁﬁga é%e%](r%r'rw?écn %ﬂg iEfa%%?[oack identification 25 information of each pack.
Preferably, tHe dipgbsepgenyrsecesss@atalpdor Hialxasegioeppeddatadeamenss
BERGRRMEERIR M AIRRRARKS B e RIS thiesifePifiRddp. TS g tBe audio
shows a data pack 300, comprising a pack header 301, a data seé%ment

R E 258 BOL FREHSTRASHE DY R FHAPPREYE U PT A MBI R mIFvs
meanifying togdatatpaskiblbplaaiacksaeomiznicoeidés Xt Qo mopisspane Packets.
ment 312 identifying the t f data camprised by the payloa (as. .
o A S e S RO B s S AL e B
st eieanidi oo @aedicinipio biesiBeatisnneddieragoizataprenseysiestdpckeGistbenipising
dadR %%%mﬁé‘ie%élﬁﬁ\ﬁ?ﬂWéﬁ_ﬁoGlfafﬂpgéiﬂQ@HQ&Qr@%&%J?d@H@E@%’%&D&n erlot

packet identifier unit 106. In this way, the audio packets are not recognisec
Yueadesh ByssiiBfssiole dpaiardigdslared Sagte Jatsy hemyseaRtal - PHA SR e
D PreRRNtROMSIgerpiybagiacks ssteyiaedimatisanotrahiectiead @t ymytizemprise
ckets., Wh legacy DVD player, i.e. a DVD pl not.comprising an . .
S B B a0 o T iR R e A e
tedagnidealamage eryinedyipivket st sprisirsgindudiisil atayethbakkgeuey Mwdphones,

Rigyehvaild fry fePiadbagkibReaagryRied data. Although not intended, itis

still possible that audio is played back. This is because not all audio data is

encrypted; th&/fF81AAHIS BRifd AERE ST daCaHSa (PARPRFE SHeaTe-tdapatiaund,
ARG SE pigial wivikaritenBMie plpicarnvitk@sir isyplahsamiaakiahisistielyary
s ers A ot alnoise Lo (et could domags gudio equipment such a
speaﬁer and, when pl%lyeé)tbac over P pho esY Karm the ears of a user
wearing the Hexsdpive nesovy neadificatiodiof dea atisam ciolgpnid edbbsiteans ddalues as
DIBRAT P EAR SIS 110 {oK Bk daq AP G WM P RaYSE BRSHTRIAGAEBE this scheme

decrypted video will be played back. This is not very Interesting to watch, but

BGROTHR Pral AR TRl PO ViERpRRyERbodiment.

original modified

stream_id sub_stream_id | stream_id sub_stream_id
MPEG Audio 1100 Oxxx N/A 1100 1xxx N/A
(base)
MPEG Audio 1101 Oxxx N/A 1101 1xxx N/A
(ext)
AC-3 1011 1101 1000 Oxxx 1011 1101 1100 Oxxx
DTS 1011 1101 1000 1xxx 1011 1101 1100 1xxx
SDDS 1011 1101 1001 Oxxx 1011 1101 1101 Oxxx
LPCM 1011 1101 1010 Oxxx 1011 1101 11110xxx

Table 3
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15

20 Inventors propose modification of the stream id and sub_stream_id values
as shown in Table 3. As a person skilled in the art will appreciate,
modifications of this scheme are possible; Table 3 merely provides an
embodiment. original modified stream id %ub stream id stream id sub stream

id MPEG Augliphd BR\aRoer i 2id0thberehiAidRanel MidkfeoAmdiadldde
Oxxx N/A 1101 Ixxx N/A Beo)ét) AC-3 1011 1101 1000 Oxxx 1011 1101 1100

SRR B3FSI9 01 17 4908 £ PHOO GRS 218 TR0 T EH 0NobRe Spd e 15 1 ifleo.
A3 Loxubl Pictuiel QledrdOaré houk all Rid8énl AlladdifidnhOddy xage dOAdt intQibing
10xxx Tab ot the private stre o) regm | n
o ot el L e Y B R AR R ot e
AYGaIMeR, #fot ihalways sawedrin tes18Tibwis, obihdipagkd sub picture streams are
now all hidden. Anggditiona advapiagis; of not INCiggiRgethe sub_stream_ids

is that it is not negessary to parse the stream to find the location of the 5

stream ID, as it is|always stored fHER®-18th byte ¢

of the pack. Stream id

Medifetddi®pasaent sioenmkid MRES-audio base
mapped to valid MPEG stream

streamnumer +8) MEG-Audio ext 1101 OX
to valid MPEG stream Audio st
number + 8) Video stream 111

video stream number 8

audio streamnunj

reamnumber, not
D 0000 1110 1000

1380 fapped ORIy Pt

ber, not used DVD

G U IRE gy

Used My (DVD §DadDrstneam
1lI_)g;}ta mapped to unused

MEG-Audio ext 1101 Oxxx

1101 1xxx

Data mapped to valid MPEG

stream Audio streamnumber, not used
by DVD (DVD stream number

+8)

Video stream 1110 0000 1110 1000 Data mapped to unused video

stream number 8

Private stream 1 1011 1101 1110 1111
(used for AC-3,
DTS, sub-picture,

LPCM etc.)

Data mapped to unused video

stream number 15

Table 4

Having modified the ID data of the audio stream of the data to store, the
encrypted data packs are stored by the DVD recorder drive 107 in a process step 218.

After all data has been stored, the process ends in a terminator 220 of the
flowchart 200.

It will be apparent to a person skilled in the art that altered 1D data can also be
added directly by the multiplexer 104, instead of by a separate unit. Also, the order of the
encryption and altering the ID data can be swapped in a further embodiment.

Fig. 4 shows a DVD player 400 as an embodiment of the apparatus for
rendering and retrieving audiovisual data according to the invention. The DVD player 400
comprises a DVD drive 401 as a storage device, a decryption unit 402, a de-multiplexer 403
and a video processor 404. The decryption unit 402 and the de-multiplexer 403 form a circuit

410 an embodiment of the circuit for decrypting data according to the invention. The video
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Private stream 1 1011 1101 1110 1111 Data mapped to unused video (used
for AC-3, stream number 15 DTS, sub-picture, LPCM etc.) Table 4 Having

modified the ID data of the audio strea

m of the data to store, the encrypted

data packs are stored by the DVD recordé} drive 107 in a process step 218.
ﬁ'&%&s@@r%@cﬁﬁ%@@rﬁlﬁbéf@d%@' a NP BEPGEUANER i BEBIPRE A LPIHODVAD

lowchart 200. It will be apparent to a person skilled in the art that altered 1D

B CAD YUb s U drier RYLRER B AL HERASISOO A 6 mAGRIIIRE pyyieval and
seoar e puodtsiisantbvabort e of dheheanahyoltisfreariel migemag itz lidgctatta acording
Poetﬁé’\’l%gn { An a further embodiment. Fig. 4 shows a DVD player 400 as an

embodiment of the apparatus for 15 re

ndering and retrieving audiovisual data

Retasediegtongidd invention. The DVD p

dyaheloproessiptiees a DVD drive 401

d52 storage device, a decryption unit 2

+Hﬁti§l 2 glplexer 4Us ana a video

processor 404. The decryption unit 401
efftuit 410 an embodiment of the circy

? and the de-multiplexer 403 form a

iRESARBtAglaukeGccording to the

Bpeention. The video 10 processor 40

- decoder. The method of operation of tk
59/8means of a flowchart 500 in Fig. 5 d

6eE papleodied as a MPEG

e DVD player 400 will be elucidated
SPFOLRY AR RIPMSnd rendering

process as an embodiment of the mett

elitd eRiifeniny srgdrendering data

°§"ording to-the-invention—Reference r‘"énerﬁ'i: i_abel of proeess step—502
ﬁwlgate playback 504 Retrieve data to play B‘giﬁﬁ g)ﬂggifggrypt packs 508

fdentify proper streams 510 Build elen

nBataky dneantsy580aDe-multiplexing

é ks—512 Renderelementary stream
elected data played back

REpTodOER TAITrS giered data 516

516

Selected data played back

Table 5

When playback of encrypted data stored on a DVD is requested in a process

step 502, data is retrieved from the DVD by the DVD drive 401 in a subsequent process step
504. Next, the packs are decrypted by the decryption unit 402 in a process step 506. The de-
multiplexer 403 is adapted to recognize modified ID data. This means that it is able to
recognize data for the MPEG audio stream, even though the stream_id is different from what
has been defined by the DVD standard. Identification of the proper streams is done in a
process step 508.

In a subsequent process step 510, the de-multiplexer forms elementary streams
from the packets, delivering it to a video processor 404 for rendering to provide a signal that
can be reproduced on a speaker 420 or a TV-set (not shown). The process step 508 and the
process step 510 form a sub process 520 that in this embodiment is carried out by the de-
multiplexer 403.

Next, the elementary streams are rendered for proper reproduction by a
speaker and/or screen in a process step 512 by the video processor 404. Subsequently, the
rendered data is reproduced by a speaker 420 and a screen (not shown) in a process step 514.
The retrieval and rendering process depicted by the flowchart 500 ends in a terminator 516
when all data to be played back has been played back.

In a further embodiment of the invention, the stream_id of the original audio

stream is modified and an empty audio stream is provided with the prescribed audio
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5 Table 5 When playback of encrypted data stored on a DVD is requested in

a process step 502, data is retrieved from the DVD by the DVD drive 401 in

a subsequent process step 504. Next, the packs are decrypted by the
decryption unit 402 in a process step 506-1The de- multiplexer 403 is adapted
E‘i’ré&‘rﬁogﬁ'?ﬁM%%B Eptg aldibnRamastoriel & l%?tl?o‘éta JRCPEIERERtApty

for the MPEG audio stream, even though the stream id is different from what
A2 Ea S ERRRP L L ! Sah SRR AR S SO IE B8 ms is
comienimebipaecesamsaep HBam ia Gukisen vepibyratess, &ieps Eﬁ@nﬂjmjlment of the
ltinlexer I tary str r h elivering
LT GO i TR SO B SR e e b

FassRsd d@ﬁa@mfb’&té?@@akéﬂ@mbrTﬁﬂNas;bQCéﬁdﬁ\Sﬁﬂnwﬂi)aWée@ﬁmégﬁgt@pcﬁbw
?ﬂ?@ﬁ?%@r&f&e&%@ﬁ%@l&f%%@ﬂ%@e Kﬁ;ﬁg@gaﬁgo that in this embodiment is

carried out b\{{the de- multiplexer 403. Next, the elementar ééstreams are

rendered for pPO9E? ?WWLR%WW&”%QNEWME%% R YA tBOHrdeeREing
sien m%do)aetloe mwmoqntmmessoemm|§lahaﬁquertiémgh&sa{bee et datidets out

E frr?d g%% neaker aAF%Q & ug a scrﬁe ot S Esa \l/n a pracess step
AMrheTe rlev I and rendering pr dcess eplc ed by the fowchart 500 ends

in a terminatéM®1 &evdatarmaly dastoredsen plafett izge hfaéatﬁe@mrprayé@gmdkomm
@EJMY h@&rﬁ@?%&@%ﬁééb\ﬁtﬂ‘v&mﬁ@tm% %@@b'{%&ﬁﬂﬂﬁs@@'@%é%ﬁlo
strea

m is modified and an empty audio stream is provided with the prescribed
&ameaitlD%@arﬁ'Ww@tw%%ﬁm@wﬁd '5@18@%@%’@% WFGBBS@PBBM%”

daipisiesdifiaMaieg @pepty data streams does not mean that all data
streams are m%%lnde For {mp{ﬁzé the m|n|mum bltﬁate ng%n AC-3

stream is 64 RPIA ]a?gléndewce as ér}]v%%l odiR GhHE ap'ﬁgraastﬁs for

mﬁ%t%gralmwmwnwﬁadw$m m@@d@ﬁdm@emmectmrefﬂr@mwmmmg a
?EG@srﬁnq'ﬁnﬁer?té(x%Hﬁ%@tﬁé BRI LORIRIAYIRE IEIOR, ‘é('Ha?al%‘arF%?‘BQWﬁg

he moditied stream ids and decrypt and playback the de

cr
GHel GQTBHERE PERRISEUNH BTALUBE QH@%WﬁWﬁ?éﬁBB@?Eﬂ@Wﬁ%B& @%&ﬁlﬁ@e or

friore henseaqroal Haeoaetiome uestka@mple, a function being described as

being carried out b one element may also be rled out by multiple
elements andél \ice '3%? . 10 AT %ﬁs%ort'ﬁg c}astéorﬁ]ay?a}e e 46Ped on a whole range

of data carnéﬁgrramigﬁg@h}bnm regiices tbarpusggolhta@cf@mwmg)wheaasﬂmum
HRORAHB B rAMRRSLRISE ) broHREE HBifever, legacy playback apparatuses will not

be able to play back such encrypted data in a regular way, but possibly in a wrong way. This
may result in problems like damage of speakers. Therefore, the invention intends to hide any
of such possibly damaging streams by intentionally providing such streams with a wrong
identification during the encryption process. The invention provides among others a method
and circuit for encryption and a method and circuit for decryption. The invention is especially
suitable for DVD recorders, but may also be employed for other video and/or audio

recorders. The invention may even be used for encrypting non-audiovisual data.
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Compact Disc (r), BluRay (r) to solid state carriers like flash EEPROM circuits
and even comprising digital video tape. As a person skilled in the art, the
invention may also be embodied as a 15 computer programme product
comprising computer readable instructiod4or programming a processing unit
for gi@suting the methods according to the invention, a data carrier carrying
such computer programme product and a programmed computer enabled to
execute one or more of the methods according to the invention. In summary,
the invention relates to the following: 20 Current legislation requires the
possibility of encryption when storing television programmes received by
broadcast. However, legacy playback apparatuses will not be able to play
ack such e n a regular way, but OSSIb in a
Fray resutt mTRIACOIRY HEr Aoy oA et SR RS 8 i
pfteutisvisual datarspnadrisindhsteps sibly damaging streams by intentionally
proyiding SHehhstsaheitanepngr2adienifieationduing frrmopsypfion

process. The invention provides amona]others a method and circuit for’

enc@p@f@H'ﬁWl Q%ﬁbf%@?&rﬁﬁ%d&% dExegisierntResamentioh 43 the 1D data

especipdiyigiitakia fRinP i secsig iseisteray alse iaenamphe ek for taes the
video a(\lind/or audl recordeﬂsq%l;he invention may even be used for

encryp fﬁ%sﬁgﬁn& Slgﬁ'aﬁ‘ 2, aé] CLAIMS: 1. Method (200) of encrypting
a détp srdaenappbipg$Rig)ahéedett srymesita IstraagrihofRuetiovasualadatgpted.
comprising steps of: (a) segmenting (206) the data stream of audiovisual data
in data segments (320); (b) providing (216) the data segments with ID data in
&n 1D segmeltetBadfceREIIT fueain heigrgiféhe m fintlpiteomprisgs the step

@f%r@lﬁtﬁgqnm@ﬂdb@aigmfwm %@&dﬁtﬂﬁdgd BotRBrislateasiEaashe tiad diyisHend
ta; an artl n e data se eavi

O R AP e S SR e AP A i e dta
fagiinentage oercypttie step 10 of creating (210) data packs (300), each data

pack comprising at least one data segment and wherein in the step of partly
encrypting the data segments, the ID segment of at least one data segment

% unencryptddeBo/ASAEH NCORHAI R VORI e fRErBikhe tiMRESelesta gream
MikEG-2 data stream 15 packs.

4, Method according to claim 1, wherein the data stream comprises multiple data
streams of different types of audiovisual data and data segments of at least one data stream of

audiovisual data are encrypted.

5. Method according to claim 4, wherein data segments of at least one data
stream of audiovisual data is provided with ID segments comprising ID data being different
from ID data being pre-determined to identify the type of data in the data stream of

audiovisual data.

6. Method according to claim 4, wherein the multiple data streams of audiovisual
data are provided simultaneously and the method further comprising the step of multiplexing
(212, 230) the segments comprising data of the multiple data streams of audiovisual data to a

further data stream.



10

15

20

25

30

4. Method according to claim 1, wherein the data stream comprises multiple
data streams of different types of audiovisual data and data segments of at
least one data stream of audiovisual data are encrypted. 20 5. Method
according to claim 4, wherein data segméﬁts of at least one data stream of
audiovisual data is provided with ID segments comprising ID data being
different from ID data being pre-determined to identify the t¥pe of data in the
data stream MCRQARRALTHIHIAS2HB b KHetIB ds dakt ErRg B LR RV IR &)
thiehrfuwrttiple D déga strerns siaediptisfiathdalD daea peinggee ditaniane aLiskntify
achiheqnenad fuiher sompising ie.oiee.of muHRIBKAG (12230 0L,
segments comprising data of the multiple data streams ot audiovisual data to
durthetrséandadif)sweptaped b3 te Nictmigdeing ortirigntdremite daiwheinsmigdetritained
RS DRALSA S REQYIgas iPPB M B lurthgal RidAtadNHig 1D segment, the
further ID data being pre-determined to identify the type of data in the data
stream of audiovisual data and the further ID data being in a 5 further step
6216) replaceddmpthadbrdiagadding djfferestritoem DRistatseingip@-determined to
e-determined . to identi e type of data in. th ta stream of audiovisu
g e S R DR R e By iDvo
piesddedermined to identify the type of data in the data stream of audiovisual
data is pre-determined by the DVD 10 standard. 9. Method according to
claim 1, further comprising the step of providing an empty data stream of
dudiovisual d4EAN6F e B/HRIRS! tHd HEt SRR DINA SR OTRIAY BiRY afbr
whigh daenspeard eteimiodsuHDodatafhas sagrenypeoid decddhs emptyf datiosiseaata

f 15 audiovisual data.bej rovided with 1D. da; re-determingd for
e R 18 B s e B S S IR o g
atidivdsuahdathabai sgrervidstl wittlitvidaiabcataiesminpdisonddeijifiingtbys bpe of data.
receiving the data stream; 20 (ii) encrypting the data stream comprising steps

of: (a) segmenting (206) the data stream of audiovisual data in data
é@gments (%shod of storing a data stream comprising at least one data stream of

audiovisual data, comprising:

0] the step of receiving the data stream;
(i) encrypting the data stream comprising steps of:

@) segmenting (206) the data stream of audiovisual data in data segments
(320);

(b) providing (216) the data segments with ID data in an ID segment
(312), the ID data being different from ID data being pre-determined to identify the type of
data in the data stream of audiovisual data; and

(c) partly encrypting (214) the data segments, leaving the ID segment
unencrypted; and

(i) the step of storing the segmented and encrypted data on a storage medium.

11. Circuit (110) for encrypting a data stream comprising at least one data stream
of audiovisual data, comprising:
(a) a segmenting unit (104) for segmenting the data stream of audiovisual data in data

segments;
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(b) providing (216) the data segments with ID data in an ID segment (312),

the ID data being different from ID data being pre-determined to identify the
type of 25 data in the data stream of audiovisual data; and (c) partly

encrypting (214) the data segments, leavifig the ID segment unencrypted:;
a”d(kf i3 the s166) %r%%%r%%@%gﬁ‘?é&%@n@mt@m%?&‘ﬁﬂ shaip HYRSHOROFD data

medlum 30 11. Circuit (H?/ for encrypting a data stream comprising at least
one datS"rdLieTeRTHRIR A1 PP TECTRISHEIRGE tR)de iy e R LR 102

for seglnlammgﬂhﬁalmina\ﬂttaaﬂatafawdlowsual data in data segments 14 (b)

unit (106 rovidi D). dat ent. .the

éﬁtgrberl)ﬁ FI;dtp gruenrll Qfgogﬁ?%%ia a/ g@ t@etlaeargranm t0| entl nh e type
of datémf’ﬂﬁét dRercetptesim of audiovisual data, and (c) an encryption unlt
(105) for partly encrypting the data segments, leaving the ID 5 segment
unencrypted. 12 Circuit accordlng to claim 11, further comprising a E)ackln
bfrit (104) forCHRHHATEY f&b%&'l@{ééoﬁ“@é%ﬁ%’?&%%ﬂ:& RAGKIPRSHG (B0 5
ometm@tmmmmmwwhammankm@m\gfapwm @M&lﬁ&ﬁgﬁbﬁ Cmtawherel n
IS ”tsofthaer¢D e t?r?tﬁ Aige50 008.dgi8 L2 seame '}‘ f 1eDSORE
s 3\ SAraths 1ors ata, oo ISing: %)arec |ver? G1)°F6r recelvmg
mqm Ialmamrvmem) for encrypting a data stream comprising at least one
data stream of audiovisual data, comprising: 15 (a) a segmenting unit (104)
for segmenting the data stream of audiovisual data in data segments; (b) a
tRiit (106) for PHeAFRiHTd the Ul Ay FREPRNSIY'ID data in an ID segment, the

() data being ditisivent foeyfdiDr«daiapdag piip-deteramined tt@ ide Riifyritigptiige
gfda a in the data str m of alé’dtovisual d ta;,and 2 an encr tlon unit

553 foi barth ’é?%?;%/ptu%ag“t%”e At e meR AR é?ﬁ"‘e ?H“é’eg fioa

unencryptedfand (iii3 segmertting deﬁi@@{l@l}sﬁ@mtﬁmghhéa@rwwm@f dadéowiqual
a SIpage dadbgMentO”)-

(b) a unit (106) for providing the data segment with ID data in an ID
segment, the ID data being different from ID data being pre-determined to identify the
type of data in the data stream of audiovisual data; and

(c) an encryption unit (105) for partly encrypting the data segments,

leaving the ID segment unencrypted; and

(iii) a storage device (107) for storing the encrypted data on a storage medium
(107).
14, Method (500) of decrypting audiovisual data, comprising the steps of:

(a) decrypting (506) the partly encrypted data segments (320, 300);

(b) recognizing (508) that the data carried by the ID segment is different from ID data
being pre-determined to identify the type of data in the data stream of audiovisual
data and recognizing the actual type of data comprised by the data segments; and

(c) forming (510) a data stream of audiovisual data from the data segments.

15. Method (500) of retrieving a rendering data, comprising:
0] the step of retrieving (504) data stored on the storage medium;

(i) decrypting audiovisual data, comprising the steps of:
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25 14. Method (500) of decrypting audiovisual data, comprising the steps of:
(a) decrypting (506) the partly encrypted data segments (320, 300); (b)
recognizing (508) that the data carried by the ID segment is different from 1D
data being pre-determined to identify thé-®ype of data in the data stream of
audiovisual gata angdaegaanTinslie Asupkimmehdaia somarisen byt
data segmenqas?; and SO%E)[?%r%minéfﬁogpzdmtream ofgaudiovgt%al dgac_b?a
from the datdBegmdht8918 NYEABNEI0; HAHIEGhEY 4 e esatp igdifrerent
confiprisimyddia Heénglap-ofteeitniesting (D dmatpioredtian ithehstitageearedium;

O SRR RN TS e

thatfde data carried by the ID segment is different from ID data being
pre-determingg to idgptifindhe fopedalddan sheudrasiram abrRudiayisual
data and recognizing the actual type of data comprised by the data
segitRERREIS:HRAhd (c) forming (510) a data stream of audiovisual data from the
ddta segmenis sepdfiigntieesj€p10f tendemygebda) theateofyptisl datd data.
stream of audiovisual data. 10 16. Circuit (410) for decrypting audiovisual
data, comprising: (a) A decryption unit (402) for decrypting the partly
éhcrypted datdredyAENtEr(@dcamtine atiflvisaldate(40Bpfsingcognizing that
the @R AKIBHINHRE AR, S RABEN Saing TSI Qﬁ@ri@t&?&%t??épﬁwents; _

pre-determined to _identléy the type of data in the data stream of audiovisual
datiPhAY 1ERYIRHeY th @&%)aylofjﬁéoeﬂHﬁ%@éﬁ&r%ﬂ%'ﬁ@ﬂ%‘%@éwmem 1S
segmeditssramcris ADstkeaneing proiti¢dod el o einthatitiodgpsbead of the data
audiovisual data from th ta_segments. 17. Apparatus for rendering and
oo A A T RS Yy A2 R L B R e
retrieviﬂﬁjadawmmﬁltétorage medium; (ii) a circuit _(11_0) for encrypting _a_data
stragfnacarantizigaat {8as! aPR AR sleary el RUriavRvRl drisaPeibg

(a) a'segmenting unit (104) for segmenting the data stream of audiovisua
data it ¥&gments;

17. Apparatus for rendering and retrieving audiovisual data, comprising:
Q) a storage device (401) for retrieving data from a storage medium;
(i) a circuit (110) for encrypting a data stream comprising at least one data stream

of audiovisual data, comprising:

@) a segmenting unit (104) for segmenting the data stream of audiovisual
data in data segments;

(b) a unit (106) for providing the data segment with ID data in an ID
segment, the ID data being different from ID data being pre-determined to identify the
type of data in the data stream of audiovisual data; and

(c) an encryption unit (105) for partly encrypting the data segments,
leaving the ID segment unencrypted; and
(iii) a further circuit (404) for rendering the decrypted data stream of audiovisual
data.

18. Computer programme product comprising computer readable instruction for

programming a processing unit for executing the method according to claim 1.
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segment, the ID data being different from ID data being pre-determined to
identify the type of data in the data stream of audiovisual data; and (c) an
encryption unit (105) for partly encryptlnglﬁhe data segments, leaving the ID
segment unencrypted; and 30 (iii) a further circuit (404) for rendering the
decrypted data stream of audiovisual data. 18. Computer programme.
product comBii& i3 E5hTAIRERG S LANR R PIRIIBI TS PRtk HANRe In claim 18.
processing unit for executing the method according to claim 1. 16 19. Data
rrler carry ( Las laj

D oarammed Lo e e B e e

5 21. Computer programme product comprising computer readable

pstruction fof:o‘ﬁ'iﬁﬁt@r;%%jF%%@EPE&%‘WI%%WMa%%I@]ﬁWﬁon for

according to claim 14. 22, Data carrier carrying the computer programme

BrOY A B LARRER IS iHh N exq @y Tﬁ?da‘?g}?ﬁﬁ%o%ﬂ%ﬂt‘é@'@hé‘bled to
execute the method according to claim 14. 24. Data carrier (107, 401)

Egrrylng dat encr r?t_:‘rd cgrS mg %% E?)%th graccorg%n rogha n lla]ir?]ezas |m 21
carrier accor |ng ‘fo craim Qﬂ Whereinihe data cameris a?)\ﬁ)c recorcpa% '

disc. 26. Data carrier according to claim 24, wherein the data carrier is a DVD
39 rewritablepdistammed computer enabled to execute the method according to claim 14.

24, Data carrier (107, 401) carrying data encrypted using the method according to
claim 1.
25. Data carrier according to claim 24, wherein the data carrier is a DVD

recordable disc.

26. Data carrier according to claim 24, wherein the data carrier is a DVD
rewritable disc.





