SPECI FI CATI ON DATA HI DI NG AND EXTRACTI ON METHODS BACKGROUND OF THE

| NVENTI ON TECHNI CAL FI ELD The present invention relates to a data hiding
met hod for hiding message data in nmedia data and a data extraction nethod
for extracting the hidden data. BACKGROUND ART Due to the devel opnent of
mul ti medi a-oriented society, a |large anmount of digitalized i mage and sound
i nformation is distributed over Internet or as recordi ng nedia such as

CD- ROVs, , DVD-ROVs (or DVD- RAMVB) ,SERCIBPYCGATIONNCe anyone can sinply nake a
-conpl ete copy of such digitalised information which is unlikely to be
degraded, its unfair use is a problem To prevent a third person from
unfairly copying medi a PR ammz%m a, attention is
being paid to hiding technology that bides in original media data,

i nformati on such as the si gRa~pin d alized imge data is
illegally copied, the sign=tm T pe checked to idenitify
Its source in order to determ ne whether it has been illegally nade. Such a
technology -is called data hidiTeCHNICALIFTELR hal f tone inage conprising
digitali Zode Galdheitd WvaRe o bl c5TPALICREALRY MRHAP TRAIATAIAYCH aS

a "nurse
méssaqe data in media data and a data extraction method for

extracting the hidden data.
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o - HACKGROUND ART

Dua toc the development of multimedia-oriented society, a large
amount of digitalized image and sound information is distributed
over Internet or as recording media such as CD-ROMs, DVD-ROMs {or
DVD-RAMs), or DVCs. Since anyone cap simply make a complete copy
of such digitalized information which is unlikely to be degraded,
its unfair use is a problem. To prevent a third person £rom
unfairly copying media data such as image,K oz sound data,

. attention is being paid to a hiding technology that hidezs in

. original media data, information such as the sign of the author.
" If digitalized image data ig illegally copled, the sign hidden
in the copy can be checked to idenptify its source in oxdex to
determipe whether it has been illegally made. Such a technology
-is called “data hiding". '

Pig. 1 is a half tone image comprising digitalized data shown on
a ds.splay. Photo description (measeges) such as a “nurse*, a
" *xiver®, a "kindexgarten pupil", and a "bird* is hidden in the
nedia data, that-ig, the digitalized image in Pig. 1(a), as shown
in Fig. 1(b). Media data can be obtained by dividing an image
from a photograph into small points and determining the numerical
values of the brightneas and ¢colox of each point. Ia this case,
the original numerical values of the image'aze inteationally
-scmewhat changed. Very small changes in the nhumerical values do




"river"
that is

, a kindergarten pupil, and a "bird" is hidden in the nedi a data,

, the digitalized image in Fig. 1(a), as shown in Fig. 1(b).
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Bach of the messages shown in Fig. 1l(b) is hidden near a
meaningful region on the image. For example, the message "bird*®
ia hidden near tha ragion in which the bird in the image is
present, and acts as & caption. To hide a meszage such as
information on the owner in the image, the massage is preferably

distributed over the image. This is because the message, which

is locally hidden, may degrades the quality of that region when

.its amount 1s laxge. In addition, 3if paxt of the image is cut

aff, it is likely to be able to extrast the massage if it 'i.s
distzibuted over the image. Thus, how to determina where each
mess'age piece is hidden is important, The positions are
determined on the bases of a state sequence 5. That is, each
elament of the state sequences iz associated with each message

. and the. message is hidden at the corresponding position

detemsined on the basis of the element.

' According to conventional data hiding methods, the state sequence

§ has bean determined by a raadom number seguence. Fig. 2
schematically shows a layout of meszsage data distributed on an
image accoxrding to conventional methods. The image shown in Fig.
1{a) is divided into I image regions, each of which is numbered
from 0 to 9. Then, message data is expressed as a message array
{(m), and an array element is described as an axray value m{n] (0
S n £ 9). Each array value i{s associated ‘with divided message
data. Bach message is hidden at the poaition in the 1mage
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I nformati on on the owner in the inmage, the massage is preferably

distributed over the image. This is because the nessage, which is locally
hi dden, may degrades the quality of that region when its anmount is |arge.
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he massage if it is distributed over the image. Thus, how to

where each nessage piece is hidden is inportant. The positions
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n determ ned by a random nunber sequence. Fig. 2 schematically

é out qf ngisage data distributed on an i mage according to
fBd

4 The image shown in Fig. 1(a) is divided into | inmage
S&Gmeoﬂra\mec!igi% mma-eﬂalle)rWQPmaﬂt)Then, message data is
PRRIR] gﬁsgagg S\ hdy and an array elenent is described as an

[err]n [err] 9). Each array value is associated with

Each nessage is hidden at the position in the inmage

The ahove egquations indicate that after a constant has been given
as the 1nitial vale af the state value Sy, the remainder of I
(the number of image regions) relative to the state value g ia
P, The value of the position P, is any integral wvalue between
0 and (I -~ 1). By associating the integral values with the order
of the image regions, the message m({0] iz hidden in the i-th
image region. The locations P, of the Ifixst and subsequent

'messages m{n] on the basis if the following equations.

[Bquation 2]}
S- = Rnd (sn-l.)
P, = S, mod I

. Thegse equations indicate that the preceding state value S, is
uged as the seed of a random number to generxste a pseudo random

number atray, which is used as the next state value 8,. The
remainder of I relative to the state value S, is the position P,.
The message m{n] 15 hidden in the image region corresponding tTo
thisz valua. .

) The hidden message can be read only by users who know the state

value S, (initial value). If the message i5 extracted, all the
stata wvalues (8,, .-., Ss) following the state value S, are
calceulated on the basis of the initial wvalue. The positions
corresponding to the state values are identified and the messages
hidden at these positions are extracted.
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the initial value. Conssquently, once the initial value has been
identified, the atate sequance S can be determined to identify
all the positions of the messages distributed over the image and
to extfact their hidden contents.

I1f the initial value has been published or known te a thizd

‘parson despite efforts to make it secret, the third person can

use the value to identify the positions of messages easily and

_erase the meassge data or write a different message data ovar the
_first data. It has been difficult for conventional methods to

effectively prevent a third person from erasing the original sign
to make the souxce unknown or writing a different sign over the
original sign to act as if he or she was the author.

e ninj

It is therefore an object of this invention to propose a new-

method for distributing and hiding message data in media data.

- It is snother object of this invention to provide a data hiding
. method that prevents a Third peraoh from modifying message data.

SUMMARY OF THE INVENTION
To achieve the above objects, a firat invention relates to a data
hiding method of dispersively hiding the array elements of a
message arvray in a media array based on a state value S

.specifying a particular array element in the media array if the

media data is expressed as the media array while message data is’
expressed as the message array. Specifically, the €£irst
invention comprises tha steps of: -




this val u The h| dden nmessage can be read only by users who know the state

val ue S[e is St BGallRapabade) If the nmessage is extracted, all the state
val ues (S[ ﬂ r]) foll owi ng the state val ue S[err] are
calculated f the initial value. The positions corresponding
the state val ues are Identified and the nmessages hidden at these
p03|t|ons are extracted. -3- 4 As is seen in Pig. 2, since the state
val ue S{a)udetermintng thenci<the (Jo2i @) mtake vadunandje of the n-th message

m(n] de@swda&eﬂxamngh?58hath-\eﬁl 'é%a@e'—’vaiﬁ‘@ 8L,at sayed Ugn StheaR kg

determ ned when_the sfaté va , - det er m ped. vilse e sState

val ue SBFa%@p¥aiueq khe ATrRE ét% vSFuEh% media &FWC 1cat ﬁg B¥eat i ng

t his pr chedj+th stdtd iralabermmd théSoiray, elé‘sient af She nesddye astratg;sequence

S can b et er m ned. Thus, all the elenents in the state sequence S
depend only on the constant initiall given as the initial val ue.
Consequdfi] HiddAgedata Vﬁ?‘h%ﬁsﬂﬁﬁ%é% Be RETRY RN £ the Jedia

sequencazSagadndecavedrby ek (g wdentth ystaite viaduposyiji ons of the nessages

di stri buted over the imge and
If the message axray has J array elements, the above steps (a)
to (c) are rescuzrsively repeated until the J array elements have
been hidden. If j = 0, the initial state value 5; is determined

~  on the-basis of the data in the array elements of the message

array. Specifically, an initial function fox determining the
initial state valua S, ia provided, and a value based on the data
in all the elements of the message array (for example, the
exclusive OR of the data) is input to this initial function.

In step (b), the (j + 1)-th state value S, is determined on the
basis of the exclusive OR of the j~th state value Sy, the data in
- the -array element of the media array iadicated by this state
value, and the data in the array element of the message arxay.,
Specifically, a hiding position translation function is provided,
and the above exclusive OR is input to this function to cobtain
the (]+% l)-th state value §,, as the output. The hiding
positidn tranmslation function may be, for exzample, a function
'uaing as a pa:amater, a secret key used in public-key
‘cryptography. The hiding data may be the exclusive OR of the
array element of the media array indicated by the j-th state
value §; and the array element of the message array.

In addition, 2 second invention relates to a data extraction
wethod of extracting a message array from a media array basad on
a4 state value specifying a particular array element in the media
array {f the message data is expressed as the message array and
if hiding data inc¢luding the message data ls expressed as a

THIS SHEET HAS BEEN
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to extract their hidden contents. If the initial value has been published

or known toTﬁllsgrgir erso %espite efforts to make it secret, the'third
person can u a PaEed dentify the positions of messages easily and
erase the ma%m ite a different nessage data over the first

data. It has for conventional nethods to effectively prevent
a third person fromerasing the original sign to make the source unknown or
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value §; and the extracted array element of the hiding array; and
(d) extractii:g an array element of the message array based on the
arxay element of the media array indicated by the (j = l)-th
state Value 8,, and the extracted array element of the hiding
array.

The stepa (a) to (c) are recursively repeated until a extzaction
finish condition has been met. In step (a), the state value §;
used to start extraction is provided beforehand to an extractor
as information required for extraction. The state value S, may
be, foy example, the last state value generated when the message
array was hidden. In atep (c), the (j - 1) state value Sy, is
determined on the basis of the exclueive OR of the j~th state
value S, and the data in an array element of the hiding array.
- The arrajr elament of the hiding array is extracted from the array
element*of the media array indicated by the j-th state value 8,.
. In addition, an extraction position translation function may be
provided beforehand, and in step (¢), the exclusive OR of the j-
th state value S, and the data in the array elenent of the hiding
. axray may be input to this function to obtain the {j - 1)-th
gtate value §,,; as the output. The 'extraction position
" translation function may be, for example, a deciphering function
using as a parameter, a secret key used in an enciphering key
method. In step (b), the array element of the hiding array is
be the exclusive OR af the array element of the media arzay
indicated by the {j - 1l)-th state value S,,, the array element
of the media array, and the array element of the meesage array.




(a) determining the j-th (j [err] 0) state value S[err]; (b) determning (]
+ 1)-th st%gSh\é based on the j-th state value, the array el enent
of the medi &I}H&eeiﬁe aeéld by the j-th state value, and the array el enent
of the rress IWH (c) hiding data with respect to the array el enent
of the rredl ed by the (j + 1)-th state value S[err]. If the
nmessage array has J array elenents, the above steps (a) to (c) are
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of 'the block.

~ The refersnce valua may be the chazacteristic wvalue of another
block present in the media data. If the first and second blocks
are identified in the media data, these blocks are pai.red.and the
characteristic valua of each pair is detarmined. ' The
.characteristic values obtained are compared and manipulated on
the basis of the translation rule (for example, by exchanging the
¢haracteristic values) so as to hide the message data. If the
message data comprisas a8 plurality of bits, the steps (a) to (<)
are repeated. -

A £fourth invention provides a data extraction method of
extracting message data from media data in which the message data
18 hidden, comprising the steps of (a) identifying cne block in
. the media data in which the measage data 1s hidden, (b)
detexmining the characteristic value of the identified block, and
(c) extracting the hidden message data according to the
characteristic value of the block by referencing a translation
rula that associatas the contents of the data to be extracted
with the difference betwesn a raference wvalue for the
characteristic value and the characteristic value of the block.

The zeference value may be the characteristic value of another
block present in the media data. If the firat and sscond blocks
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using as a paraneter, a secret key used in publlic-key cryptography.
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a second aspect of the present invention
n nmethod of extracting a nessage array froma
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extract i ngharacteriseiemaiueioft kbanfisstydlockalsbdaggesnthan thatyofl enent
of the nedhg fddcha bIdEkat@thDErbi814t10n LhibhedlAlctsvBhiaErde biggy the
extracted array, el eprent of th% hlglngt . ,

- and them se, extracts the othexr bit.

A f£ifth invention relates to a system for implementing the above
dats extvaction method. That is, the £ifth invention provides
a data extraction system for extracting messaga data from media

- data in which the message data is hidden, comprising a

translation means fox translating the media data in which the
maessage. is hidden, into digital signals, the media data being
transmitted as analog signals; an identification means for
identifying one Plock in the media data in which the message data
i5 hidden, the media data being transmitted as the output of the
translaticn means; a characteristic value calculation means for

~determining the chazacteristic value of the block identified by
. the identification means; a storage means for gtoring e

txansla.'_t‘ion zrule that associates the contents of data to be

: ext:a_qf;'éd with the difference between a reference value for the

characteristic value and tha charactexristic value of the block;
and an extraction means for extracting the hidden message data

-agcording to the characteristic value of the block.

Furthermore, a sixth invention relates to a semiconductor
integrated cirecuit with the functions of the above data
extragtion system provided on a single chip. That is, the sixth
invention provides & semiconductor integrated circuit for
extracting message data from media data in which tha message data
is hidden, comprising a means for determining a characteristic
value of one block identified as the one in which the message
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array. The steps (a) to (c) are recursively repeated until a extraction
finish condition has been net. In step (a), the state value S[err] used to
start extraction is provided beforehand to an extractor as information
required for extraction. The state value S[err] may be, for exanple, the

| ast state val ue generated when the nessage array was hidden. In step (c),
the (j - 1) state value Slerr]is determned on the basis of the exclusive

OR of the a al ue, S d.t data in.an arr | e f.{he
i ng ardasR LbEadedf dri gb SGdkic Ry €8P LA EBp Bladelh, e
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ef or ehan i.n e _exc rr at e val ue
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to this Mg cﬁplt hehehpracherigtic I"F—l’!lﬁ ardiithe ghagactgristicasaluee
out put. ofihthe AIAELT ON p05|t|on translation function may be, for
exanpl e, a deciphering function using as a paraneter, a secret key used in
an enci phering key nethod. In s E s t he array el enent of the hiding
Qﬁfg’ af

array i: be the exclusi BRIBR BES F TR eMAINGShe nedia array
I ndicated by the (j - 1)-th state value Sj-L, the array el enent of the

medi a arrgyg ang s §engif Rodd IHRGE SdmdliSiNESIPE A {74 data shown on
. a display;
Pig. 2 schematically shows a layout of message data distributed
ovar the image according to conventional methods;

Fig. 3 describes a media array and a message array;

Fig. 4 schematically shows the relationship among medie array
values used in hiding procesging;

Fig. 5 is a schematic drawing describing an object to he h;‘.dd.en;

Fig. 6 is a flowchart showing 2 proceduxe for h.i.d.ﬁ.hg megaage data

in media.data;

Pig. 7 shows the relationship betwaen a state value §;, and a
_ state value §; .m hiding;

Fig. 8 i3 a flowchart shawing a procedure for extracting message
data from hidden data;

Fig. 9 shows the relationship between a state value S§; and a
state value §,, in extraction;




7 In addition, a third aspect aof the present invention provides a data.

hi di ng nmet hod of hiding nessage data in nedia data, conprising the steps of
(a) identifying one block (a pixel block in imge data) in the nedia data
in which the nessage data is to be hidden, (b) determ ning the
characteristic value (for exanple, a pixel, brightness, or variance val ue)
of the identified block, and (c) manipulating the characteristic value of

that adbs atl JeheHiRec e cosRintildon! oF RhARARED L boRRa MM 0T 1L °
bet weerfeS§asde A2y Yalue %Ertlﬁlé’ﬁﬁﬂ-&ﬂééﬁeﬁ’f sthe apAsdgeind t he
characteristic value of the block. The reference value may be the

char acterd stig 43! e AndMALAY’ ddhpEiaPhBSEMy 8 LhawERdi? wliid, b+ the

first and second blo ntiftred 1nt di a data ocks are
pai r ed RPHIRS T h AR | Sequency,| & hae é%?ﬁﬁ" (Eenerated (dus nitR !
The chasadigidatiion;val ues obtai ned are conpared and mani pul ated on the
basis of the translation rule (for exanple, by exchangi ng the

charact eristic val ues) sgﬁas t o hide the massa‘g’e dat | f the rressage dat a

conpri S a 37 deq PR hiding apd,exprgctipn methods using BBC;

Fig. 12 desoribas a hiding method with PCB uesing a single pixel
as a pixel block;

—— ~

o am e mmere g - b = -

Fig. 14 describee a method for hiding a message and positional
information in an original image; -

Fig. 15 shows the case in which concentric circular arcs are uged
as positional information;

Fig. 16 descrlbes the identification of a' refarance position B
in the case in which concentric circular &arcs are used as
. positional information;

Fig. 17 describes hiding and extraction wethods that use -
concentxic circular arcs as positional information:;

Fig. 18 is a block diagram of a broadcasting system;

Fig. 19 is a block diagryam showing a transmitter and a receiver
. in Inteznet;

Fig. 20 is a block diagram szhowing a server and a client;

Pig. 21 is a block diagram of a finger printing and warter marking
system; .

-~ 10 -



A fourth aspect of the present invention provides a data extraction nethod
of extracting nessage data fromnedia data in which the nessage data is

hi dden, conprising the steps of (a) identifying one block in the nmedia data
in which the nessage data is hidden, (b) determ ning the characteristic
value of the identified block, and (c) extracting the hidden nessage

dat a accordi ng to the characteristic value of the block by referencing a
translatl ﬂe t hat assomates the coptents of the datatto be extracted

with thE gdl et R PLARK ddagrag of A gxtyarpion (gystan;,

characteristic value and the characteristic value of the bI ock. The _
ref erencegyal 2'9 I?BA Bﬁoéﬁedﬁlﬁa%b?rasédn&c%huétéi ﬁﬁﬁd}.@tdﬂ %@Ecﬁiesem In

t he medi a. heflrst and se ntified in the
medi a daP’ %c%t%iﬁgl F@ﬁgﬂ'ﬁ@ﬁ'ﬂ’é%@aa?ﬁc? e%’é?d‘f ue of each
pair is determ ned. Then, the hidden nessage data is extracted

accordi ng tO the Chﬁﬁsﬂtmbﬁtﬂm CARREING G e QNveNTIORS erencing the
transl at | éL‘Fé?ﬁ’e“ oci ates the contents of data to be extracted with
en

the diff cterlstlc val ues of the blocks. If the
char act eFivete the ufollowing arreysband ksdguengegeare hdefined. of the second

bl ock, thiy fedds! sty il € extracts one of the bits,
: {(2) Messaqe array: m
(3) State sequenca: §
- {4) Posxition sequences: p

(1) Media array M
.Media data includas image and sound data. Media data, in which
message data is embedded, is defined with a media array N, and
a media.array element u[i] that is an arzay element of the media
array are expressed as follows.

[Equation 3]
KE- {&) H" suey u’.' s sy 14;_1} OI’.‘ u[i] 0 s i S I-l IS Lemth
of media data :

If the.media data is, £or example, an image as shown in Pig.
l{a), the image is divided into I image regions with the firat
one having a 0-th media arway value M[0], as shown in Pig. 3(a).
The i-th image reglion has a media array value M[i], and the laat
image region has a media array value M[I-1]. Each media arxay
value has data that ia the image information af the image region
to which it corresponds to. The image information is a density
for monochrome acreens, while it is brightness for color sareens.
If the number of image regions is equal to the number of pixels,
the media array value M[i) is the pixel value of the i-th pixel.
If the image region camprises a plurality of pixels, for example,
3 x 3 pixels, the image information is respective pixel values.

-1l =



and otherw se, extracts the other bit. Afifth aspect of the present

I nvention relates to a systemfor inplenenting the above data extraction
met hod. That is, the fifth aspect of the present invention provides a data
extraction system for extracting nmessage data fromnedia data in which the
nmessage data is hidden, conprising a translation neans for translating the
nmedia data in which the nessage is hidden, into digital signals, the nedia

data b | ' o
dat 2, el e ) Sl o, 297uB8nd, 0004 nAlh) ] VIOW T o
hi dden, Ae%m as hapmidtiage: yalngiat: bime d ilhe Tin fataointdach @yt i on i

means; avam-reamar]l Skl &saametl v ibellekbiregsdads & @M Botar Mhtegert he
char act eri geagL %hénfl ock identified by the identification neans; a
st orage n‘e st orrn ranslation rule. that associates the contents

of data ﬂ?’aégéxﬁ‘ﬁﬁ%‘!i kg embedded it medig data \ideAvderef £9% RMAMAYG)e f Or
t he char deiformationven theapdoticer ol ahbeinsge m\mhqemeﬁt tdrvef dnatid.onand an

t t { d t h
chat act oh & $i3ap8ta G ‘E‘%%‘ﬁ] 0l (il Tpaaedt d8d hAfelidia g (e
present jBRr@dESd ﬁnr fax cdupbi %P"iﬁﬁn coMaBsagR HAALagrid e‘!P%’r‘?ﬁu’!"-ﬁPtrﬁthe
functi onmaﬁsargbeaebmye(ﬂahadexwmnasm LTl jipd:m fsSan Hrphi p

That is, Qﬁsﬁ e t p .a sem conductor
I nt egr ate Cl rcu?’? r ex %% nig %%ﬁgg&@i’%ﬁ%@%ﬁ] %1% dta in which the

-message data is hidden, corrprl sing a nmeans for determni ng a characteristic
val ue of (Eemationk4ijdentified as the one in which the nmessage

ms {my, my, veor Ryr v~y My} oF m{j]) 0 £i g J=1 J: Length
of media data-

If tha message data is, for example, as shown in Figure 3(b),
*DATAHIDING* compzising 10 alpbanumeric characters, the j-th
lettexr is associated with a message array value m[j-l1, which
! " thus has data indicating the corresponding letter. The data in

.éach drray value m[j] is assumed to be expressed a B, byte (1
byte for alphanumeric characters) integer. In this case, the
message data has a length J of 10.

(3) State sequence $

The state sequence § is defined to determined the locations
(media-array values) that are subjected to hiding, and a state
value S, that is an olement of the sequence ave expressed as
" follows. '

{Equation ‘5] .
8% {S¢) 5iv. «--¢ 8l oxr 8 0 £ 3jsJ J: Length of message data

An algozithm for generating the state sequence § is one of the

important factors of this embodiment. It should be noted that
the number of the elements J of the state sequence S igs (J + 1),

=12 -



data is hidden; and an extraction neans for extracting the hidden nessage
data according to the characteristic value of the block by referencing a
translation rule that associates the contents of data to be extracted with
the difference between a reference value for the characteristic value and
the characteristic value of the block. BREF DESCRI PTI ON OF THE DRAW NGS
Fig. 1is a half tone image conprising digitalized data shown on a display;

Pig. 2 sc Qut tr ted oveR t he
i mge accgﬁggﬁ ﬁf‘%nﬁ@ %ﬁsﬂe%ﬁ‘&geég@%&g ‘f)é’; 2‘ felPa%a¥®ay and
a rressageaaﬁny(m):ﬂg! On%chemat ically shows the relationship anong nedi a
array val ygy ﬁeﬂti&mdiﬂi&ﬁ& g¢ssing; Fig. 5 is a schematic draw ng

o Lt

b ocedur o 1p8 PRFfidn ebalfndel (] s e ke Fafubi By I bo3iTtRE Frae

rel ati ons®Fe lﬂé!‘i/ﬂ@ﬁ%ad stait bidirae Spéng] thed éplslscmmq/aemasg.em] i A

hiding; Fpgsition ng fdnatC Har fanS B0EmERt S0P ERE Poss th6h Sé&ﬁéﬁéénggiﬂﬂﬁage
S

data fro 9 shows the relationship between a state val ue
Slerr] ”éﬂgﬂg Ifuéézn%["@ _

'r] in extraction;
[Equation 6)
Pt {Por P1, -« PypOrp 0 €£jsJ J: Length of message data
Py = 83 mod I
The position sequence (p) has (J + 1) elements as in the state
sequende 8. 7The position p; that is an element of the position
sequenea is determined as the remaindexr of I relative to the
state value with the same index value (j), that is, 8§, Thus,
the value of the position p; is an integer between 0 and (1 - 1),
and the image region corresponding to this value is subjected to
hiding.' 8Since (1) is an constant that is the number of image
© regions, the value of the position p, can be uniquely determined
-once the ' state- value S, has been aestablished. Thus, the
positions that are subjected to hiding are virtually identified
by the state saquence S.

o

B. Hiding algorithm

The data hiding method according to this invention is closely
zelated to an algorithm for extracting hidden data. That is, a
-third person who attempts to extract hidden data can view the
mesgage if he or she has especified information. In this case,
it is important to effectively pzevent the third person from
modifying the message during extraction. In view of this point,
this invention hides data based on the following three
characteristics.

(1) Determination of the state value §, based on the
characteristics of the message

- 13 =



-9- Fig. 10 describes the determ nation of whether a generated nessage
array value is the beginning of the nessage; Fig. 11 is a conceptual
drawi ng showi ng a state in which an incorrect state sequence S has been
generated due to nodification; Fig. 12 describes data hiding and extraction
met hods using PBC; Fig. 13 describes a hiding nethod with PCB using a
single pixel as a pixel block; Fig. 14 describes a nethod for hiding a
nmessage and, positional information in an original image; Fig. 15 show the
case i n \2ijcheterménation cof cthanrstates saquonceds Ragessian e mesisageat | on;
Fig. 16 daachiiaga bheaidentification.of a reference position B in the case
I n which entric r arcs are used as positional information; Fig.
17 descrﬂggs%ﬁtﬁl ﬁanﬁf % action methods that use concentric circul ar
arcs as positional |nfornat|on, Fig. 18 is a block diagramof a

broadcastiig DaddBinkitdonl%EsS 8nél agkath aoraAes @y NBadel 2BaNI ther and a
receiVer naracteristics of the message

The state value S, that is the fixst element of the satate
sequence is the cutput of an initial function £ to which the
exclusive OR of all the elements (m[0]}, m[l], ..., m[9)) of the
message ér:ay.' The state value S, and the position p, detarmined

‘'on the basiz of this value are detexmined by the fallowing
equatians.

'[zquation 7]
Sg = £ (m{O] ¥OR m[1] XOR n[Z] xon ess XOR M[n~1])
Po= Somod I

Conventional methods have det.‘ermined the initial state value S,
as a particular constsat regardlass of the contents of the
mess'age to be embadded. according to this embodiment, howaver,
this element is determined on the basis of the contents of the
message, that is, all the message array valnes. Fig. 4
schematically shows ‘the distribution of message data ovexr an
imaqe.jm'rhe .initial position p, is identified from the initial
state value 8§, as shown in the figure. '

The determination of the initial state value 8§, from the
char'aate:.i'sti.cs of the megsage array (m) is ona of the
characteristics of the present algorithm. This not only makes
the determination of the initial state value complicatad but also
effectively prevents a third peraon from illegally writing data
ovexr the message. Tha initial funation fun 18 also used as a

' function for determining the end of the message during
extraction. This prevents a thizd person from writing a
different massage other than the original messags.

- I -



in Internet; Fig. 20 is a block diagramshow ng a server and a client; Fig.
21 is a block diagramof a finger printing and water marking system. -10-
Fig. 22 is a block diagram of a data extraction system and Fig. 23 is a
bl ock di agram of a sem conductor integrated circuit with the data

extraction system provided on a single chip. BEST MODE FOR CARRYI NG OQUT THE
| NVENTI ON A. Data definition First, the follow ng arrays and sequences are

def d. (1) Med M(2) M 3) .St S (4
Posi 11 0n {30 DRSErpREEIonRf Fha EEACH NAGHER T HARSELOEs SRaBReAAESSound.
dat a. %dhﬁdd&higelﬂaﬂbl ch Message data in abedded, is defined with a nedia
array X gé} g stage [ g¥186 o8P | Bt} hed Nibor St PASY VRIBTH,.Of the

medi a arr as f
The atata value 8 is identified by the following eguation.

{Equation 8]
S: = SK (S, XOR m[0] XOR M{pol)

That {5, the next state value S, is determined as the autput of
a function SK to which the eoxclusive OR of the curreant state
value S,;, the media array value H[pg] :Lnd;.cated by the state
value 5, and the message array value m[0] is input. The media
array value N[py] is the Iimage region at the position p
‘caleulated from the state value Sg, This is true of the state
value S; and subsequent state values, and this relationship can
be generally expreesed as the following equation.

[Bquation 9}
Sy = SK (S; 20R m{]] XOR M([p;]) -’

_.rthe function SR is a position " tyanslation function for
‘detexmining the next state value and receivea as an input, the
exclusive OR of the current state value, a message array value,
and a midia array value. Thus, the state value is sequeatially
'datexmi.ned by recursively executing the above equation. Since
(J + 1) state valiaes must be deterxmined, the last state value is
S;. 1f the message array has 10 elements as in Fig. 3(b), 11}
state values are generated. By determining the state sequence
$ in this manner, all the image regions that are subjectad to
hiding are identified. Fig. 4 shows the relatlonship among media
"array values that are subjected to hiding.

While a position sequence according to conventional techniques

depends only on the initial value, the position sequence
according to the present algorithm is detexmined by taking the

- 15 -




[Equation 3] [err] of media data If the nedia data is, for exanple, an

I mge as shown in Fig. 1(a), the image is divided into | inage regions
with the first one having a 0-th nedia array value MJQ , as shown in Fig.
3 (a). The i-th imge region has a nedia array value Mi], and the | ast

| mage region has a nedia array value M1-1]. Each nedia array val ue has

data that is the image information of the inage region to which it

cor r'espond &%ne rTﬁ,? 15“5?{-{@%&'};455 iﬁtpeaﬁhﬁi’déﬁti’mﬁ‘mfff)@e tHiFa®NS,

while it is or color® sc

i mage tegi.ons
i s equal t@%@“ﬂ&%ﬁpﬁf ﬁPxWéﬁet%émanﬁrW3§’m RV ihe %ﬂ%ka
val ue of tmessage,pithel ovetwrbeiagreie vexy diffdaplt shecaugwe w a:mﬁgemrm

pi xel s, forg Q@g%&mﬁcél% Eﬁ'ée& hegt.ﬁ!ﬁgfs 968" BB %‘l’f hSth SR Geld % e

pi xel val ué a in sound, e media array
Mi] can béﬂf@ﬂlﬂ?&d‘&s“&d“ﬁlﬂ%d@a\% d8t%: tine (i). The data in each

array value Mi] is assuned to be expressed as a .SM byte int eger. (2)
Message arr@y, @ika to be hidden

Pig. 5 ie a schematic drawing deascriking an object to bhe hidden
The position sequence (p) that undexgoes hiding is assumed to
have been ldentified. First, data is hidden in the position p;
and subsequent positions, whereas no data is hidden at the
positidn pg. Specifically, the result of the exclusive OR ¢f the
media and message array values ig subjected to hiding.

Pirst, the media array value M(0] is simply taken from the
position p,. Then, the exclusive OR of the message array valus
w[{0] and the media array value M{0] obtained is determined, and
the result is hidden in the position p,. This hiding opexration
~changes the <contents of the media array 'value X[p,]-
Furthermore, as the processing at the position P, the exclusive
OR of the message array value w{l1] and the media array value

- 'M{1], the contents of which have been changed by the preceding
processing is determined, and the result is hidden in the
positiéi"pg.

Data Rhiding is completed by repeating such hiding processing
until the position p;,,.. The exclusive OR of tha message array
value m[(9] and tha media axray value M[9], the contents of which
have been changed by the preceding processing is hidden in the
position pg. The number of the elements of each of the state
sequence § and the position sequénee {p) is larger than that of
the message array because no data is hidden in the position pq.

Acoprding to the present algorithm, if hidden message is
extracted, the extraction is recursively executed in the reverse

- 16 =



Message data to be enbedded in nedia data includes, for exanple,

I nformati on on the producer of the inage, nmanagenent information on a
production nunber, a date, and a place, ‘and i nformation on perm ssion for
duplicates. Message data is defined with a nessage array (m and a nessage
array value n{j] that is an array elenent of the nessage array are
expressed as folloms [Equation 4] [err] of nedia data If the nessage data

f I
;ISpha(r)urJrrg;(?gchc ar act er S, ‘kﬁ %EE Iel%p)me% o%%t%d‘;ﬁn%l ﬁt%gssage array
val ue nij - hiding 9f Jd':ﬁa? § iche axaly stiﬂé OB PEs fheyiMRPS28® nd  The

data in eaqiedia aarrayﬂe agcpkdifg asounh tpzémarﬂx pabgoeiitian Bier rdldnslyy (1

byte for al cas at a
has a | engt {gﬁ‘@ﬁ%gﬁgﬁg?? %Eebéséta;t%ee Z%htfer%i%J s%?f%jl ned
to determ "t”r?’é"ﬂdof:ﬁ REAFS S*VEAGRIOP°: Fagt ‘?’é soBj

hi di ng, andraseiste elb‘airdlbhﬁ@ efox] achually kddiskedats aye chpcedyabiee a‘m

expressed g5 Jeidnd'embb&tant O'pel (BExé] Block Coding) is explained as an
example of an algorithm for hiding data.

C. First embodiment

A first embodiment is specifically described in conjunction with
- the procedure in PFig. 6. Fig. 6 is a flowchart showing a

procedure for hiding message data in media data. In the

following description, reference Fig. 4 or 5 as appropriate.

ulation o e j i te v 100

To hide data, the position sequence (p) must be determined. To

do this, the initial position p[0] ls first determined. The

initial positien p[0] is determined as the cutput of the initial

function fy; using tha initial state value §, as an input, and

the variable &, is dstermined by the following eguation.

[.Eéuatio_nl 10]
8o =+ fun (m[0]}, m{l], m[2), ..., M[J-1]) _
= Bl.{m[0]//m[1)//m[2]1//...//4(I~1]) /

-

‘In the above aguation, Hl is a hash function. 2In addition, tha
operator "//* means that the elements of the message array are
connected together. The speclfic operation may be, for example,
the exclusive OR of the data in the array elemsats. If, howavex,
the exclusive OR is used, the ozder of the message array values
is not reflected in the results of calculation. That is, the
*DATAHIDING" in Fig. 3(b) has the same value as “TADARIDING".
Then, for example, the method called CRC (Cyclic Redundancy
Check) can be used to reflect the ozder relationship. This
algorithm is one ¢f the algorithms for calcuylating check sums,
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An algorithmfor generating the state sequence S is one of the inportant
factors of this enbodinent. It should be noted that the nunber of the

el ments J of the state sequence Sis (J + 1), - 12 - which is | arger
than the nunber of the elenents J of the nessage array (m by one. (4)
Position sequence (p) The position sequence (p) iz used to identify the
positions that are subjected to hiding, wusing the follow ng equation.

Gpr ossochad asppaftes offoft Tl Bophilf 4f Sild DRRRAE 304 Blriss pe_

L) el ementBealatd &FE3¥+¢ate sequenre S. The position p[err] that is an
el enent of the position sequence is determ ned as the renmmi nder of r

| at i he_st.at ye Wi h ' | t is,
Serr] © ¥Rgk"Spalble ufR § bk SpREIP qd A mel” (ehB aikuy’ B1nk®; .
(1 - 1), =b#i))acthachash Synchicn il gedatAtes af PHEpubvLEN (& MdfSpEenstd to

hiding. Spgee (ldngth aR cRNSha@shed Nealid) & he ginterthisi tBJea one-way
function, it is virtually impossible to estimate (x) from (y)
when H(x) = y.

This X byte -hashed value is used as the initial state value §,
for data hiding. The hashed value is simply used as an initial
value for data hiding, so it must only be ensured that different
outputs results from different inputs. Thus, the hashed value
y has no particular meaning. Importantly, the operation results
‘in the output of a value indicating the characteristics of the
array, that i{s, the hashed value is uniquely determined on the
basis af the contents of all the array elements and may depend

* on the contents of the overall array.

I£f the message data is the "DATARIDING" shown in Fig. 3(b), the
output of the hash function Hl from the exclusive OR of the data
indicating all the alphanumeric characters (the data in the array
value m{i]) is the state value §;. The remainder if I (the
numbar Bf image regions) relative to the state value S, is the
position p;. This allows the state value §, and the position pg
to be obtained as the initial state values. '
el value e + ep 2

The image information in the image region corresponding to the
value of the position p, obtained in step 100 is determined. If,
for example, p, = i, this is the media array value M[i]. This
data is expresged as an By byte integer. '
Hext station calculation {giep 300)

In addition to the state valua S; determined in step 100, the
next state value §, is determined from the media array value
M[ps] and the media array value m[0] identified from the state

- 1l -
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}egions. the value of the position P[err] can be uniquely determ ned once
the state value S[err] has been established. Thus, the positions that are
subjected to hiding are virtually identified by the state sequence S. B.

H di ng al gorithm The data hiding nethod according to this invention is
closely related to an algorithmfor extracting hidden data. That is, a
third person who attenpts to extract hidden data can view the nessage if he

or she has | fied Informti th| ng.,to

o focti VaTSLYR dren Tt FAHR el S 2o, fe, Befatne ke Roe. B8Lidfing,
extracti oequagianew of this point, this |nvent|on hi des data based on the
follow ng three characteristics’ ([err]) Determ nation of the state val ue
S[err] ba $d org‘_rth c]haracteristics of the nessage - 13 - (2)

Det er m na St at e sequence S based on the nessage and image data
(3) Data $p=H&Khi(8eXOR W( eXORNM[P¢lilon of the state value S[err] based on

the (XOR is an exclusive OR operation)

That i3, the exclusive OR of the state value S,, the message
array value m[0] and the media arxay value M[pg] is determined,
and the result is input to the function SK. Then, the output of
the function 8K is the state value S;. This function SK is
called.-— a position translation function, and a position
translation function SK for hiding message data in media data is
particularly called a hiding position translation function.
Since the position translation function SK is closely related to
an extraction position translation function PK for exrracting
hidden data, it is also described in detail in the following
description of the extraction pogition translation function.

The state value S; and subsequent state values ¢an be determined
by executing a similar procedure. To generalize this, the j-~th
state value s, and pogition p, can be axpressed by the following
eq:xat:.ons. '

[Equation 12}

S; = BK (S). XOR m[j~1] XOR M[ps.])

Py = S, mod I

{SK: hiding position translatien functioen)

It should be again noted that the posgition p; depends on the
contents of the message and media data as well as the praceding

state value §y,.

The state value S;,, message array value m[j-1), and media array
value M[{p;;] used as inputs to the hiding position tranalation

- 19 -



4haracteristics of the message The state value S[err] that is the first

el emrent of the state sequence is the output of an initial function f[err]

to which the exclusive OR of all the elements (ni[err]], m[err]], -

n[err]] of the nmessage array. The state value S[err] and the position

Plerr] determned on the basis of this vaI ue are determ ned by the

foIIovmng equations. [Equation 7] S[err] = f[err] (n{ 0] XOR n{1] XOR n{2]
mm e ww rdiﬂﬂmr:g leﬁgﬂrvemxpnnl. rextdOBls Dyebess,

?i;i?&?&%ﬁ% iR cof i S FORRRS meihte B eilipary Bhe Z%‘c%*ﬁ%‘l to this

enbodi mOR ,ofhdapats wiitihs dartda:emtlm ngthad bRt phe RRGusHV
Coﬂt e“: SLPPFE ezdB2 azgﬂcth&tedl St hohherﬁvﬁfgs%ue Bipwes 6al that thdiﬁ g. 4
schenati Ca

2
how t t Th
initial %‘!s)d’o eF‘IH t:?&é%l fraﬁg‘sﬁnsiﬁg Wil ?’l‘%%ﬁ ‘?’EE 2S[grr]
as showrandl H-’n@lﬁ Rmead tmgoaegef-nt-hmtﬁmtef sphéhm?’r%u"%t%lﬁ‘ \hsﬁ‘tﬁ: S[err]

from t hea clergad ¥ K bytedl abhin NBfs 2gatervsdud) is one of the
characteristics of the present algorithm This not only makes the

determnation of the initial state value conplicated but also effectively
pr event s thihashy Suneshipnofer | genpuetingr t¥ Ryt@at@shed value from a

B, byte integer
H3: a hash function for generating a B, byte hashed value from a
= By byte—integer

That ig, the hash function H2 is used for the message array value
m[j=1] to genarate a K byte hashed value from the B, byte integer
in the array value. In. addition, the hash function H3 is used
for the media array value M[p,,] to translate the integer with
a bit length of By bytes into a B, byte integer. The hash
function H2 is further used to generate a X byta hashed value,
Equation 7 described above includes the case in which inputs have
been converted by the hash functions in this manner.

Message embedding {gtep 400)

The exclusive OR of the messaga array value m[j=-1] and the media
‘arrxay vlue M{p,,] i= detarmined and the data obtained is the
' hiding array value Mm{3j-1]. The data in the hiding arxay value
Mm[j-1] is hidden in the poaition p, determined in step 300. The
hi.hing array value Mm[3j-1] is an array element of the hiding
array im. ’

[Equation 13}
'lﬁl’lt {M£01’ m[l]' amasyg M[j], soay m{J_IJ}
Mmfj] = m{J] XOR M[p,]

It should be appreciated that the hidden data iz not the message
array value m[j] but the hiding array value Mm(j] generated from




over the message. The initial function f[err] is also used as a function

for determning the and of the nmnessage during extraction. Thi s
prevents a third person from witing a different nessage other than the
original message. - 14 - (2) Determnation of the state sequence S based

on the message and i mage data The next state value S err] is determ ned
fromthe state value S[err]. The state value S[err] is identified by the

fol | owi RGec@eiugive( BRUSE Ehe Slesdate hriky (FhEid InpEOR dﬂ@]tﬁ@iéﬂi@[ err]])

;rnﬁtct:gr?zgé EV\}‘III c#‘j{’ﬁe e)"(!’!H‘E ‘3#@%5%5‘5‘9 E\'gﬁ'%ﬁﬁg@" h’?e va Csi[ﬂerr]

t he rredm&eappajctmanm; byPEBer fangtiginc &t eoﬂ-‘w changest ‘éheawéa qzzamh]e and
{ho | maataty RsayevIlusl Nind ' orene BROLIT ke [ouLle WL A
S[err]. %ﬁﬂtfgﬁ t8 P& S‘g’f"'l"‘ltoﬁﬁ M g?%“vé}qi'lg [éFr faélﬁﬂd ﬁbg]gdu‘ent % FIe val ues,
and t hi spegifiicogohtentanodclye fanaktion akpridasedsasthacalghtioviimfeaquat i on.
(Equati §3llhg the hiding array in its specified position, PBC is
dascribed in the second embodiment az one example.
Detie ati I e
It is determined whether the value of (3j) is equal to J {a value
larger than the number of the elements in the message array by
it one). If j = J, all the message array values have been hidden.
If (j) is smallezr than J, 1 is added to (j) and the proecaes
veturns teo step 200, Steps 200 to 400 are thea recuzrszively
executed until (j) becomes equal to J. This procadura enables
a state sequence S and 2 position sequencas each including (J +
1) elements to be obtained.

[Equation 14] f
Sﬂate saquance 8: {Sas 8;, 53, Y S;)
Position .sequence Ps {Par Pus P27 «oe2 B3}

Due' to t.he luding of the data, the elements of the media a:zay
M are changed asz follows.

[Equaticd 15)

(Media array prior to hiding)

Mi {M[0), -ov, M[Pals v-er MIDL)s +oor M[P13)}

(Media array after hiding)

M*'s {M°[0], =<=¢ M [DPols eov, WIP)s -¢vs X' [Pra] = {M[O], ...,
MiDols »ees MWBr]ls ooy M [Pr.]

M’ means the media array after hiding, and M‘[i]) means that the
contanta of the media array value prior to hiding have changed.
That iz, the media arzay value M’ means that only the contenta
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e

S[err] - SK (S[err] XOR n{j] XOR MP[err]]) The function SK is a
position translation function f or determ ning the next state val ue and
receives as an input, the exclusive OR of the current state value, a
nmessage array value, and a nedia array value. Thus, the state value is
sequentially determ ned by recursively executing the above equation. Since
(J + 1) state values nust be determned, the last state value is S[err]. If

goner at oo ga%"-‘?ﬁ? R B R TE N Y- TR
igmage reb‘\i%"h*\s{i fﬁff hgréhg&ﬁ%'& AR, gi ﬁ@v%rcgaf‘gsﬂfi fsq"g"%ne El"ﬁ gﬁr%}smws t he
r el at i onghepertf{Piiechrrespandingl te $hehatare vy Sctiad subiprgpdgto Wil e a
posi ti onp§esk! ﬁptﬁgﬂ'nﬁ,tgofq@vg@;pn@é gm?ni gues depends only on the

initial value, The position sequence according to the present algorithmis
determ ned by taking the - 15 - nmessage and nedia array values into

C(ﬁnsi dermigon? diows tther sepatbansldpt bepveen khe istate ldﬁlﬁtr&pi ambigg;a over

(15 & SHChERaE omd U il 80chl M el by skatngadsdy [ ren
e exclusive OR of the state value 5,,; and the hiding array

Mm[3-1] (M°{p.]1 XOR m[j=-1]) and inputting the result to the

position translatioan function SK. The media array value M’ ({pj..)

has already had its contents changed during the hiding of the

praceding state. In addition, the hiding azrray Mm(p,.;] is hidden

in the position p; by the function X. This changes the data in

that position M(p,].

e val xErxacti ) '
The hiding of the message is finished by extracting the following
two places of information.

(1) Media array ¥° after hiding ’
(2) Pinal state value S;

The media array M’ is £inally obtained by hiding the data in the
media data at step 400. . The final state value §; iz the J-th
state 5;511;3 that is calculated last. These information are
required when extracting the message data asa described below.
When extracting the hidden message, the extracitor does not need
to know the state values S0 to SJ«1 prior to (J-1)-th Be long as
he or she knows only the J-th state value. This is because these
gtate values can be identified by inversely converting the final
state value, Of course, the extractor must have reguired
information described below,

{Message data extraction)

The following three pieces of information axe provided to a thizd
person to extract message data.



attenpts to nodify the image data. (3) Data to be hidden Fig. 5is a
schemati c drawi ng descri bing an object to be hidden. The position sequence
(p) that undergoes hiding is assuned to have been identified. First, data
is hidden in the position p[err] and subsequent positions, whereas no data
I's hidden at the position [err]. Specifically, the result of the exclusive
OR of the nedia and nessage array values is subjected to hiding. First, the

medi a array value M O] is smplé taken fromthe position p[err]. Then, the
excl usi ¥&) Hedia HerHe g eer Byd488 ue n{0] and the nedia array val ue M 0]
obt ai ned2j)s¥iaadr stacs  vadvk tstae result is hidden in the position p[err].

This hi ??Qgﬁﬁg?ﬁé&i&peﬁéﬁ;&t tRans PN S.Euﬂfct%Bﬁ pgdia array 'val ue

MPlerr er nor e processing at the position Plerr], the
exclusive OR of the nmessage array value ni{l] and the nmedia array val ue
MI], tOnfoezmaepon (X) mcmmm(szdmylmywmmgmmessi ng
is detetils éaag h esplh t dgfed N t P Qe a hiding
i's corrpl et e% ngaﬁfn sucﬂéﬁsﬁeﬁg prdocesglﬁﬁg un?nﬁlatiﬁe 5;5| tron [err].

The excFaensIation| f?%’-‘-#ﬁ%%é“a 8y 1pEPmmatiyt hd kndascdikedr A8y val ue
M 9], thkendgontthbs eithhiteh Wishiagbpesi titmdadnalathen pfwmeciory. processi ng
is hidden in the position [err]. The nunber of the elenents of each of the

state
a. Hiding position translation function SK, extraction position

translation functicn PX

As the Riding position translation function SK for generating the
next state value has been defined in hiding the message, the
extraction position translation function PX fox generating the
preceding state value is defined in extracting the message. The
hiding and extraction position translation functions SK and PK
are xeverae to each ather as shown in the following equations.

[Equation 16] : )
PK (SK(x)) =
8K (PK(x_)) = X

Thus, the initial message array (m)} can be extracted by using the

hiding-pbsition translation function SK to convert the message

array (m) and then using the inverse function PX to further
. convert the. zesult .

Var:l.oi:s flunct.lions that meet the above equations are conceivable.
' Po virtually prevent a third persocn from reproducing the hiding
poeition translation function SX using the provided extraction
position translation function PX, an enciphering function and a
deciphering function in a public enciphering method are
preferably used. There are several algorithms according to the
public key method, and any of them may be used. By way of
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séquence

array because no data is hidden in the position [err].

S and the position sequence (p) is larger than that of the nessage
According to the

present algorithm if hidden nessage is extracted, the extraction is

recursively executed in the reverse - 16 - order starting with the |ast

nmessage array value ni[err]]. The hiding of the results of the exclusive OR

of the nessage and nedia arrays according to the preaent algorithmis

closely rel at
descri bed® ¥

The details are

al gor i t hrihe 82 dmatdiod, 1 dsngobl-'emas-are concei vable. In a second
enbodi rrent PBC (Pi xel Block Coding) is explained as an exanple of an

al gorith
specific

data. C. First di ment. A first enbodi
|y T e B Ron oy a5 B, 21 (ISR ATRCORIHgER 0 = Fi g 6

s a rovE rg- showi ng a procedure for hiding rressage data in nedia data.

In the foatl omm:zms;er ki Dom(p-ef L% aqeaEdQseﬂséH ( 1ﬁiauéi.li@zlwe “'@éf%de,

Cal cul at i
posi tion

the initial state va step 100) To hide data

S quelhce (p) nust be determ ned To
Determiie (e) such that e * d = 1(mod z) and 0 < e < ¥,

4. Publish (e) as a public key and alse publish (n)., Make (d)
secret as a secret key.

5. To encipher a megsage (m), calculate (c) such that m® =.c(med
n). This (¢) becomes the encrypted message.

§. To decipher an enciphered message, calculate (m) such that

c! = m(mod n). This (m) is the deciphered message.

By applying this algorithm to this embodiment, the :Eoliowi.ng
hiding and extraction functions SX and PK are obtained.

. [Equation 17)

SX(m) = x%(mod n)
PX(m) = x*(mod n)

That is, a publisher who has produced the image has a secret key
(d) and--uses it to obtain the h.td:.ng function SK. The function
8K is~ used %To generate the poaiti.on state sequence 8 for
embedding the message data and embeds the data in the media data.

A third person, who has obtained this distributed data, uses the
public key (e) to obtain the extraction function PK. The third
pexrson uses the function PX ta generate the position state
sequence S Ilp order to read the message. In the public key
method, the public key is published to third people but only the
author who has produced the image has the secret key, so the
third people cannot know the contents of the image. Thus, they
cannot know the contents of the hiding position .transglation
function. Since the calculation of the secret key from tha

- 24 -
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do this, the initial position p[0] is first determned. The initial
position p[0] is determned as the output of the initial function f[err]
using the initial state value S[err] as an input, and the variable S[err]
is determ ned by the follow ng equation. [Equation 10] S[err]= f[err]
(nfO], mM1], m?2], ...,MJ-1]) In the above equatioin, Hl is a hash
function. In addition, the operator "//" nmeans that the elenents of the

”Essalge a?aﬁnér Re{ORBREL 65 | 28 CaSmoub @ndRAL! biEC cAReUBAtDBnSRYibeisf Or
exanpl e, e

exc) usi ve, f the . data_in the arr . er,
the excl u® 8’%%’?@%&‘@?,3 ?F\'E %rﬂgl"dgpef%%“ ﬁ:e"sgggé %&?g‘%&%b&#?%y
ref | ect edtranshaties ufunctiion §Kcul Thimmethvacan sef fegt IVBAYARKBVRGE An Fi g.
3(b) has &ngraa?grg@*u&ﬁ n;bmggﬁpgl\ﬁe obi¥inafioaagxanpl e, the method
ec

cal l ed CRC (Cyclic Redundancy ) can be used to reflect the order
rel ati onshi p. This algorithmis one of the algorithns for calculating
check sunthe imgpdtgshenateseoufpexsludive @Bscmequiredetoomppiadinantioor der

of the dapasakgayexErastooh ipiitediireNid Q¥éerimtih driRe by ERe10ERGear r ay
value i by LBEx0800nE HiRd Phe' ol EORLA Ghelle? Midn Yird' dkdlidsi¥eBR

of A and B is determinad and the exclusive OR of this result and

B is then datermined, A ia reproduced.

[Equation 18)
(A XOR B) XOR B = A

(Extraction algoxitlun)
Pig. B is a flowchart showing a procedure for extracting embedded
message data.

itial st v e calculation 110
Pirst, the position p¢ in which the message array value m[J-1) is
hidden is determined from the final state value S; that has been
provided to the extractor, according to the following egquation.

[zquatjan 193
N P;: = S;mod I

n b g
The media array ¥’ (py] has the hiding array value Mm{J-1l] hidden
in the original image information in the position p,. The array
Mm{J~1] has been determined as the exclusive OR of the madia
array value M’[p;;] and the message value array m{J-1]. A
function X* is then defined to extract the hiding arzey value
Mumf{J~1] from the media array value M°[(p;)}. An example of the
specific contents of the function X’ in the following equation .
is degeribed in the second embodiment. )



byte length K (a hashed val ue). Since this is a one-way function, it is
virtually inpossible to estimate (x) from (Y) when H(Xx) y. This K byte
hashed value is used as the initial state value S err] for data hiding. The
hashed value is sinply used as an initial value for data hiding, so it nust
only be ensured that different outputs results fromdifferent inputs. Thus,
t he hashf q%%{ hg@ no particular nmeaning. Inportantly, the operation
results fn e out of a value indicating the characteristics of the
array, t¥Bfdri] Thg X/a(¥e(Pslduni quel'y deternined on the basis of the
contents of all the array el emént s and say depend on the contents of the
overal | : > wWATAHI DI NG' shown in Fig. 3(b),

t he out pt n e excl usive OR of the data

i ndi cat i ngxab | tltuh ep@qﬁ%qanéwee d‘f?d-t“&cﬁ-er &s( fptegmined Py f215adasivg) ue
ni]) isthbeesthisiwslonre of| clig ]stanihﬁmﬁrrsb I‘tdﬂl’ the hidide aamigemmﬁel mage

regi ons) ativ t ghi's

al | ows t fgt% e&v%%)&e"b%[ds {nﬁ éﬁ? ?ﬁ‘éﬂ%%l{ ]E P’Pﬂih )B %‘f]ﬁ"é as the
initial $bgtBathemaiical i‘éF“Fﬁleetbﬁtq‘% 8?5‘: 'éf%‘be )LST‘I'm%e

I nf or mat gasel.n the i nage regi on corresponding to the val ue of the p05|tion

[err] obtained in step 100 is determned. If, for exanple, [err] =1, this

is the nedia array.value Mi]. This
[Equation” 21]

~ PK (S;)y XOR X' (M'[p;])
= (8;., XOR Mm[J~1]) XOR Mm[J-1]
S

That is, since the extraction position translation function PK
is reverse to the hiding position translation funetion, it cam
be used to reproduce from the state value §;, the result of the
exclusive OR of the state value S;; and the hiding array value
Mn{J=1). The exclusive OR of this reault and the hiding array
value Mm[{J=-1] determined in step 120 can be detexmined to
identify the preceding state value $;,;.

o 2 4
Once the state S;,; has been deternmined, the corresponding media
Array value M‘(p;.) can be identified. The message arxay value
‘m{J-1] can then be extractad using the following egquation. If
the message in Fig. 3(b) has been hidden, this step allows the
trailing letter "G" to be extracted.

[Equation 22)

M’ (P31} XOR Mm([J-1]

= M‘[R;;] XOR (M°{p;,] XOR m[J~1])
= nfJ=1)]

- 26 »



data is expressed-as an B[err] byte integer. Next station calculation (Step
300) In addition to the state value S[err] determined in step 100, the next
state value S[err] is determined fromthe nedia array value M[err]] and
the nedia array value nf0] identified fromthe state value S[err]. The
state value S1 can be determ ned by the follow ng equation. [Equation 11]

S[err] = fite (extHaideisnRos] Qﬂa@@armﬁidd hrﬂ@:im:eum canchuasgeme i ly
operatlog !E?{ éd;r?cft ﬁ)é u&g kgg!\f{err] uq Sl gr gl gyt he nessage

array val Gt |aa sdet rmnd and the
result is input to the functlon SK Then t he out put of the function SKis
the statergphaeiod e23). This function SKis called a position transl ation
function,cand a position translation function SK for hiding nessage data in
medi a dat%"* s particularly called a hiding position translation function.
Si nce t hePBobS)i ARt Kan¢alPyn function SKis closely related to an

extraction P@ﬂ)tﬂtﬁ? (sgaillﬁtt X6 m;crg:.tlllon PK for extracting hi dden data, it

i's alsodesg ed I1n détai'l in the Tollow ng

m[ j=1]:
X" {P;.1] XOR Mm[j-1])

- = M'[pr:l XOR (MN’[p;.1] XOR m[§-11)
= m[3-1]

Pig. 9 shows the data relationship indicated by the above
egquations. ' This figure shows the relationship between the state
value S; and the state value §;, in extraction. A comparison of
this figure with Fig. 7 shows that the extraction procedure is
' Teverse to the hiding procedure.

Determinati 150

' Each time the messzage array value m[j] is generated, it is
" detexmined whethex it is the beginning of the message array. If
80, all the elaments of the nmessage array (m) have bkeen
extracted. Since the message array (m) is extrasted in the
reverse order starting with the last element, the message is
extracted in the order of "GNIDIHATAD® in the example of Pig-
3(b). At step 160, the order of the mesasage is zreversed to
. generate’a complete message. " If the message array value m[j) is
not the beginning of the message array, steps 120 to 140 are
recursively executed until the result of the determination at
step 140 becomes positive.

The determination of whether or not an element of the messaga

array (m) is the baginning is equal to the determination of
whethar the generated state value §, watches the output of the
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description of the extraction position translation function. The state
value S[err] and subsequent state values can be determ ned by executing a
simlar procedure. To generalize this, the j-th state value S[err] and
position [err] can be expressed by the follow ng equations. (Equation 12]
Plerr]=S[err]nod | (SE: hiding position translation function) It should be
again noted that the position [err] depends on the contents of the nessage
and nedi ek Lvactich| Bhis (The mxcdudive QRsad adluthg[slegentphofitthee val ue

S[er {] tmmﬁ actay ?ﬂxﬂéﬁ'&teﬁ.ﬂe ﬁ{i‘éa&?%@erﬁrgﬁstﬁbrlabaea%[ﬂi \ﬁ wefl as
i nput s | S iQn tr atiaon ncti Y eren
byte Ieng"'['ﬁ“s%l hB{ ‘%ci ‘Bl e ] }biltse%at &Iﬁé %F Eﬁ L (Petﬁ%e
possi bl e genexalted dime the cevhnsevordRr pf am\pm‘-hs vautiputi fﬁérshe Byash

lengths, fHeedy %ﬂhﬁm{&ksua Qia&am&srﬁw gRl i %beﬂoaiﬁgremm% Jjng the
i nputs so t hat has .t he sane byte l?eg‘?fé or?phe follomng two has

functi ons"lﬁz v&rki‘el—lg aﬂe’-ﬂsé‘a"‘f o Se5h FERRE uts so that all of them have

a length of K bytes as in the state val ue.
[Equation 24]
S; = £ (m{J-1] XOR m[J-—Z] XOR ... XOR m[j] =

The above equation {s established only when j = ¢ and not in the

other cases (j # 0). Each time the final state value 8; is

generated in the reverse orxder, it is compared to the cutput of

the hash functien based on all the extracted message array

values. Fig. 10 describes the determination of whether the

generated message array value i= the beginning of the meseage.

First, the state value §;, preceding the final state value S; is

determinad ‘and the message array value m,,; is determined. The

output P of the initial function (£f) obtained when the message

array value, m;.; has been input does not match  the state value S,

1+ If the state value §, is deteimined, it matches the output F

) . of the initial function and the message array values is

- detaxmined to be the beginning. Thus, due to the following

characteriatics, the present algorithm s very useful in
praventing a thirxrd person from modifying the message.

' (1) Pravention of the averwriting of a different message
According to conventional techniques, the generated position
sequence $ has depended only on an initially provided constant
regardless of the contents of the message. By simply knowing the
constant, third people have been able to erase the message or
overwrite a different message over an original message.
According to the present algorithm, however, the generation of
the state sequence also depends on the contents of the message,
different messages result in different position sequences. Since

~ 28 -



H2: a hash function for generating a K byte hashed value froma B. byte

I nteger H3: a hash function for generating a B[err] byte hashed value from
a B byte-integer That is, the hash function H2 is used for the message
array value nij-I] to generate a K byte hashed value fromthe B, byte
integer in the array value. In addition, the hash function H3 is used for

the med! enal 'RYadeét Uga EE.G{JUStﬁaié&m%hatﬁx%h%ohﬂw%r é’&&dbn%eb't | engt h

of [err] ﬁéesmtoa err % t{ﬁClo H2|sfurther
used to GEHEREERT MRS é& $8F c@lfﬁﬁf‘f‘ﬁn"%“ Rt £0o¢8 #ncl udes
t he casepoaithonhat naﬂutr.m theothmdomessaw ilsy preeentish Tuimctisondson this
manner. bWpggage gpakesddaseh (step 400) The exclusive OR of the nessage array
value nij-I] and the nedia array value M[err]], is determ ned and the data
obtained is the hiding array value M j-1]. The data in the hiding array

val ue M(R}) Prevenhicucof ithe dddogi of on didfefredbswesngein step 300 The

h'E di ng. a&h%y aeahuﬁt'\@ri Pdiisd cRBeRE' Be @oaa&ezoﬁfsﬁm flxdlaaﬂa%r :
iR st R et oo T g )
message when the contents of an extracted message axe the same as those
of the original message and when the extracted message has the
same length as the message data (J). Extraction is not finished
-~ unless-this, requirement is met. Thus, if an attempt is made to
"hide data other than the original meesage in the reverse order
based on.the final state value 8;, the requirement in Equation 24
"is never met and the calculation continues permanently.
Consequently, attempts to hide a message in positions other than
. those in which the original message is present fail because the
calculation is not finished.
If a third person has modified the message azray values as shown
in Pig.s 10 and 11, a different state array 8’ 1s generated on
the basis of the modified mesasage. This prevents the thirxd
person from erasing or overwriting the original message Jocated
. in posirions other than those positions identified by the state
aeﬁuenee S’. The state sequance S‘ generated by modification as
~shown in Pig. 1l nevar allows the determination that extraction
“has. bean. finished., Sinca the wrxiting of different messages can
be virtually prevented, modification by third people can be
effectively prevented.

D. Second embodiment

This section dascribes Pixel Block Coding (hereafter referred to
as "PBC*) that is one of the methods of embedding in media data
to be hiddea and extracting the hidden data. With PRC, data
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array value n{j] but the hiding array value Mn[j] generated from -
the exclusive OR of the nessage array value nij] and the nedia array val ue

M([err]].

20 -

The hiding array value Mi{j-1] is hidden in the position [err]

by the function X This changes the data in the nedia array value M[err]].
The nedia array value M[err]] the contents of which have been changed is

cal |l ed

Far_the_ speci ont ent n th
t he-al gm{‘ﬁﬂgf o‘?mhl cﬁ’ﬁ@vﬁqﬁl Ri d%’é ra?mée specé%&{ d‘od; ?’bt &
descri betiransiaticn cone dessaibed: balowne exarrpl e. Determ nation (st ep 500)

i S,
PBC i s

It is determ ned whether the value of (j) is equal to J (a value |arger
than the rrger el enents in the nessage array by one). If j =J, all
t he mess&gg have been hidden. If (j) is snaller than J, 1 is

added t oThe) Pﬁmamélﬁmlﬁéﬂ-aﬁ net tthes pépedovalud: ol By addagentar e
then recgige¥f! yeRuedlledhivéi b hiighbeser@rarivml (This, d¥es REOgRAgure

g%gagt FRENTRES Bedfloid ik SEHELRE SRR, "Bl * O

enabl es
el enent s

not be v sibly degraded In view of thizs aature, the
pxesent algorithm defines an image region with at least one pixel
as a pixel block, and hides one bit data by intentionally
éxcha.nging the characteristic values of adjacent pixel blocks
based ®n a particular translatien rule. That is, data is
expreased by exchanging the characteristic values of adjacent
plxel blocks. In addition, data is aextracted according to an
extraction rule determined by this trxanslation rulae.

Bit information is expressed by exchanging the characteristic
values (for example, brightnass) of two adjacent pixel blocka
according to the following.translation rule.

Bit on <1>: the characteristic value of one pixel block (PB,} is
larger than the characteristic value of the other pixel block
(PB;)

Bit off <0>1 the characteristic value of one pixel block (?B;) is
smaller than the characteristic value of the other pixel block

(¥B;)

In addition, Dbit information is extracted by comparing the

'characteristic values (for example, brightness) of two adjacent

pixel blocks according to the following extraction zule.

The characteristic value of one pixel block (PB,) is larger than

tha charactexistic value of the other pixel block (PB;): bit on
<1>
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State sequence S= {S[err]/ S[err], Serr], ..., Serr]} Position sequence
P. {Pl[err], Plerr], Plerr]... .Plerr]} Due to the hiding of the data, the
el enents of the nedia array M are changed as follows. [Equation 15] (Media
array prior to hiding) [err] (Media array after hiding) [err] [err] M
means the nedia array after hiding, and M [i] neans that the contents of
the nmedia array value prior to hiding have changed. That is, the nedia

array vEpecchazagierismiis vadue 9f gnemixednbiack (PB1) Ls smadfleghghagnarray

el enent ghaf chifatéistilc FA3IRA06E AleabthbiMPiGle1a R ocke bRy cBikyokhe state
seguencgay have changed. Since the array element M[err]] corresponding to
the state value S[err] is subjected to no change in data, M[[err]] is
equal to MJ[err]]. Fig. 7 shows the relationship between the state val ue

Slerr] ®2g.SQer desoribedi dataThEdshgt &nd abiErattion WfingepRiel er ghaed by
cal cul abﬂgl blocks PBl and PBZ may be defined as a set of a plurality
of pixels, for example, 3 x 3 pixels or cne pixel may be defined
as a one pixel block. Since adjacent pixel blocks have a high
correlation, the exchange of their positions does not visually
degrade the image (Fig. 12a).

The positions of the pixel blocks in tha original image are
assumed to be as shown in Fig. 12(b). It is also assumed that
as the result of a comparison of the charactexistic values of two
pizel blocks, the characteristic value of PB, is laxrger thaa that
of PB;. YL data *1* is5 hidden in the oxiginal, ' the
- characteristic values of the pixel blocks have already met the
condition for the data "1 in the translatiocn rule and are thus
not exchanged. Wwhen the data is extracted, the datd “1" is
‘extracted becausza tha extraction rule specifies that this be done
if the characteristic value of PBl is largez. ‘

On the other hand, if data "0 is hidden 'in the original, the
characteristic values of the pixzel blocks of the original are
exchanged hecause the relationship between these characteristic
values does not meet the condition for the data " 0-. This
exchange, however, camnnot be visually zecognized. During
extraction, the data "0" is extracted on the basis of the
relationship between the characteristic values of these pixel
blocks.

In this manner, PBC selects from the image a sufficient number
of pixel blocks to hide information to be hidden. One of the
selected_ pixel blocks and the adjacent pixel block are then



t he exclusive OR of the state value S[err], and the hiding array Mij-1]
(M[P[err] XOR nj-1]) and inputting the result to the position translation
function SK. The nedia array value M[[err]] has already had its contents
changed during the hiding of the preceding state. In addition, the hiding
array M Plerr]] is hidden in the position [err] by the function X This
changes the data in that position M[err]]. State value extraction (step
600) Theabdrednctmf geheratesage axyayi s aurlbypakrs act iThe t paLEs| lagw ng t wo

pi eces @FaqulhfiHRLyORidddn dRHitAnd’ Wi XhaHeinhidgnas (e RiFmystate
value S[err] The nedia array M is finally obtained by hiding the data in
the nmedia data at step 400. The final state value S[err] the J-th state

val ue t s anralycgiay & [agsociatad selimftheritiake sequesgei Sedniirbe

extract igigsthamBBaEneer datrmrasxafsXd, Refikel Whocken Laddidddt Wikg i dden
nmessage, .t he_extractor d%es not Req
S

Slerr] B"Pleorafﬁa'{'\]ﬂ])eﬂeﬁ o“f'bn& as an%léé]g e%%ﬁ:ﬁig (:Iiéa![ﬁges\]ij%rsr atg
val ue. Tmbedimepssausipahhgoray ®lemeatuéstatd valvuelehi) fdaguantiallyr sely
convert iqueldatel] RAkiREHEAVRY dhd cndl aBuEafe ADDLL drA q,_ralfi%&ta:é&ave
requi req Yy ™ ol S Tlalel Y Yheho U it Eb At above
precessing. It ia also possible to make such determinations
based on a pseudo random number sequence generated from
particular seeds of random numbers.

During extraction, the same block array as in hiding iz scanned.
The overall image is axtracted by collecting one bit afterx
another accoxding to the extraction rule by determining whether
each pair =zrepresents 'bit on* or *bit off", If <the
charactaristic values of the paired pixel blocks are the same,
this pair is skipped as in hiding. By making the block azray or
the array genevation method secxet, the hidden information can
be hidden from third people.

In PBC, the embedding positions are preferably determined in view
of image quality and extraction accuracy. That is, if the
difte:;nge in the characteristic value between the paired pixel
blocks 15 Too laxge, image quality may be degraded by the
- axchange operation. To restrain such degradation of image
quality, a fizst thgeshold (an upper limit) is preferably
provided such that if the difference in the charactexistic value
is equal to or larger than the threshold, no bit is embedded in
that pair.

In addition, if the difference in the characteristic value is
sufficiently small, image quality is not substantially degraded
by the exchange operation. In this case, however, noise may
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The follow ng three pieces of information are provided to a third person to
extract nessage data. - 22 - (1) Media array M after hiding (2) Final
state value S[err] (3) Extraction position translation function PK
Information (1) and information (2) are finally generated during the
enbeddi ng of the rressage data The extraction position translation

function RKd h@,‘én 288 62 ehg glas&lxheleomm@&l Oncdrdby he
h|d|ng p05|t|ontrans |on nct.i on. osition, translation
f unct i on By@vanting esh ‘H%n%?%{‘h ng’FF’c'ﬁFW B‘?P B3 dithg

posi ti on Aasstxniai i euchuru:t dear&kee oﬁ.ngea:emacmgnt haecouxacyst age sagandl has
been defi g ha
-Bf%%éor geﬁ Mok 1E3EF0 ggfefa%wg&bommssaemm P! Hd

function I ng val ue i.s defi ned
extracti rif thmec”fﬁ’&i"ﬁsréﬁ'&l"‘gﬂarlé\ﬁ i eoral i%h ¥ a‘ﬂ%?‘]a)tQ%n
functi ons:tﬁiﬁ amrb Hﬁmaorldyenaebm imnahbedded ixs thadwvpaiw.t he fol | owi ng

equations. [Equation 16] PK (SK(x))= x
Those pairs which correspond to these cases are skipped without
being subjected .to opexatvions. The bit information to be hidden
is then passed to the next pair.

. {Block™ charactexistic values)

The values of the primary and secondary characteristics of pixel
blocks can be used as the charactexistic values. .The primary
characteristics are direct pixel value parameters such as the
brightness and chromaticity of pizxel dblocks. The =acondary
charactaristics ara those values such as the mean and variance
of the abova parameters which indicate statistical natuxes, and
can be obtained by analyzing the primary characteristics.
Furthermore, the characteristic value may be the result of an
operation with an array comprising a plurality of pixal values
and a specified arxay (mask) or a specified element value
obtained by frequency conversion. The primary characteristics
exhibit a high correlation between two adjacent pixal blocks.
The #&econdary characteristics, however, exhibit a high
correlation between two separared blocks that are not addacent
ta each ‘other. It should thus be noted that pixel blocks that
are subjected to PBC are not necassarily limited to adjacent
blocks. The brightness value that is a primary characteristic
and the variance value that is a secondary charactexristic are
described below as examplaes of the characteristic value of pixel
blocks.

First, the use of the brightness value as the characteristic
value of pixel blocks is described: If a single pixel is
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SK (PK(x)) = x Thus, the initial nmessage array (n) can be extracted by
using the hiding-position translation function SK to convert the nessage
array (m and then using the inverse function PK to further convert the
result. Various functions that neet the above equations are conceivable. To
virtually prevent a third person fromreproducing the hiding position

transl at | ' j r Quled ' ¢ Lol | ation
functi oreBReCLBELY ol LA, REGCK, el SELILAGHS vATud gt onits RLAE!
public €aRiPRAIFRETIE! ‘ar@‘%r%ﬁéﬁﬁlﬁib&“ﬁﬁ’@r é’faFB@eVéP‘é*' :
al gorit hpn meenorall dgages) el fadenkcpial srof benl haveda dnyglotorkebatignpe used.
By way Ofa.- 3 ) I h | Gal i ai : e

al gorit h%nooi'!a%%% %%%gg nlgfg g‘g’%ﬁ#ﬁ?% aersr eZ‘Xﬁlrfi che uﬁ%%r s P, O
are sel eBrehangedcy) Bifar &3 ndescribey éﬁ'\fﬁf‘g pvi!_;h}’\@ p® ;‘c\gt“l T sB| ect

(d) suchpthel bloéki, conprishs 3. sDegle rpixal(.e) such that e * d = | (nod r)
and 0 < e cr. 4. Publish (e) as a public key and al so publish (n). Mke
(d)

Next, the use of the variance value as the characteristic Galue
is described. When a pixel block comprises n x m pixels, image
quality may be significantly degraded, for example, a striped
pattern may occur on the image if tha brightness valuas of pixels
s are exchanged betwaan blocks. Thus, it is not preferable to
directly use the pixel value as the characterxistic valua of
blocks. Consequently, the use of the vazriance value of pixel
brightness as the characteristic value is contemplated.

It is mown that when the natura of the brightness value of a
pixel block is divided into a mean valus (h) and a variance value
(), image quality is not substantially degraded if the variance
values (d) are exchanged between adjacent pixel blocks with the
mean values (h) remaining unchanged.  Thus, based on this nature,
the data c¢an be hidden by using the variance value (d) as the
characteristic value of .pixel blocks and exchinging these values
between -adjacent blocks according to the translaticn zrule.

m e e e et o ——————— = tdm Rame i e A we =

It is assumed that the pixel block PB, has a mean value h, and a
variance value d, while the pixel block PB; is assumed to have a
mean value h, and a variance value d;, as shown in Fig. 12(c).
If the bit "1" ia hidden, the condition for this bit is not met
because d, < d,. Then, only the variance values (d) are.
exchanged between the two pixel blocks, This is equal to the
exchange of the crests of the distributions between the twe pixel
blocks with their mean values (h) remaining unchanged.
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secret as a secret key. 5. To encipher a nessage (m, calculate (c) such
that nferr] -c(md n). This (c) becones the encrypted nessage. 6. To

deci pher an enci phered nessage, calculate (n) such that c[err] = m(nmod n).
This (m) is the deci phered nmessage. By applying this algorithmto this
enbodi nent, the follow ng hiding and extraction functions SK and PK are
obt ai ned. [Equation 17] SK(m = x[err](nmod n) PK(nm) = x[err](nmod n) That
is; a pybmoshtrofhinfemenatistudbatt dan ibmddddes)a secret key (d) and uses it

to _OPF aig ?Bg, hixl %ﬁé&n%&%\% ocf(-th-gg;ﬁnémtdfoﬂn%rhﬁtiéﬁﬂfhéw c@anBaat teht he
positiop,state, sequence, or in e S e
data i nPEASeReLR zpingd ﬁFr%%oﬁ?iﬁ#rﬁwg?iégﬁa?ﬁ?ﬁ@g&%gp glgbut ed
data, ushe plmepubleckkey (e) to obtain the extraction function [err]. The
third person uses the function PK to generate the position state sequence S

pubI | Shdd=age: RLAR) §EBLASE eakn A8 HE i who has pr oduced the. i mage
has the secret key, so the third people cannot know the contents of the
i mge. TS gothakamBlat 1 KROW $41R1C D1beRs Safd 4l f¥diven apBF4t ix01256
transl alyde, "RE' 2bper ANRE LI°tR8' SR Q8 Shebiifacfid Yndt¥kal 30 1N
hidden is 6 Xbytes. The actual limit, however, is smaller
because all the pixel block cannct be used for hiding as in the
" case in which adjacent pixel blocks have the same characteristic
value. In addition, this amount may be further raduced because
despite the pos=sibility of hiding, the exchange processing is
occasionally avoided to prevent image quality from being
degraded. :

(Image preservation and degradation)
oo adjacent pixels on an image with an edge feature extending
between the pixeles are known to have significantly different
brightness values. Thus, the exchange of such two pixels may
break the edge featurs, rasulting in the obvious degradation of
image quality. thus, to prevent the degradation of image
quality, a certain threshold is provided for the brightness
values ta be exchanged. If this threshold is exceeded, this pair
can be effectively skipped without exchanging tha charactezistic
- wvalue., ‘The threshold may be determined on the basis of a
varxiance value calculated from the image data or local variance
. values around the blocks.

If the variance value of a block which 1z close to zero is
exchanged with the variance value of another block which is far
from zero, the small block is significantly changed, resulting
in the obvious degradation of image quality. Thus, the smallexr
variance value may be compared to the threshold, and if it is ~
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- 24 - public key requires an enornous anmount of calculations, it is

al nost inpossible for a third person to know the hiding position

transl ation function SK. This nethod can effectively prevent a third person
fromnodifying the original data. The inportant nature of exclusive ORs
required to explain the nessage extraction procedure is described in brief.
Excl usi vgm@R1 @perifdrongheavhdesholal | alengexetiangs Ypevatienexayisbee OR of
A and B is ggfgrn1ned and the exclusive OR of this result and B is then
deternin83° 'S reproduced. [Equation 18] (A XOR B) XOR B = A (Extraction
algorithm) Fig. 8 is a flowhart showi ng a procedure for extracting
enbedded (gRaGRERcdaGL. PHQY t i aI state value cal cul ation (step- 110) First,

éﬂfef%s'néaﬂ?ﬁo%h%e&ﬁf#%‘é bPfc [RSALE 8t M ant B %e%L“?%‘S#"“g% o the
extractommseﬁdlﬁf\'@-t‘éhﬁhéiﬂﬁél I‘tﬁ/ﬁ%j-aﬁﬁﬁat‘{‘&# F@E]u&f‘i“ ﬁnﬁ e
characteristic values is hidden, the hidden 1n£ormatxon can be
retrieved correctly so long as the relative relationship between
the blocks is maintained. Thus, sven if a hue adjustment or a
correction is carried out, the hidden information is expected
to be maintained on the basis of the difference in the
characteristic value. In addition, if, in the variance value
exchanga method described above, the pixel block has a size of
8 x 8, the hidden information can be extracted accurately even
after JPEG compression processing. Our experimant showed that
90% of informatien was maintained even after "compression with
loss' was carried out 50 as to reduce the file size down to 5%,
The variance value aexchange method is axpectad to effectively
! maintain the hidden information aven after D/A and A/D

: conversions such as print/scan operations.

(Extension of PBC) _
It should be noted that the above PBC is only illustrative and
that many other methods are concelvable. As apparent from the
'.above mmbodiment, the manipulation of the characteristic value
of pixel blocks accarding to the xule on the difference between
. characteristic values is important in data embedding and
extraction. In this sense, jin addition to the exchange of
charxacteristic values as described abova, a specific value may
be added to one of the characteristic values or subtracted from
the othexr (or both manipulations may be executed similtansously).
In this case, the specified value may be a constant or be varied
depending on the conditions of the pixel hlocks to be processed.
- In addition, as an extension of PEC,.a rule for associating the
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[err]= S[err]nod | Hi ding value extraction (step 120) The nedia array
Merr][err] has the hiding array value M J-1] hidden in the original inmage
information in the position [err]. The array M J-1] has been determ ned as
the exclusive OR of the nedia array value M [[err]] and the nessage val ue
array m(J-1]. A function X is then defined to extract the hiding array

I g@% : I XAy h
\S/Segff :\/Lﬂ%gﬁ% e&“? ga}(;%gigﬁe us’r?b]’[q{ (r)n u\eérgr }HF?{I F E%i%%l ovmgng e (ﬁla'?f‘ %*I |§%
descri be e?ﬂ“?ﬂe‘%m SFHEEEFAGE datdaccording-gimittidd Rlevn] J-1] =
function X (MJ[err]]) Preceding state calculation (step 130) Next, the

b “the o8 Ay U ASE thykRelGh I EO O e ST hoq
from t he{ FORcBXBFPLYs ( P18 PLpirEEMe Pn‘g!@d Rlogks: Ha alaasedatal Bature of
t he abovsanigtlste an@Rotbensgikdlnblbck arordingbrpiad meanihgful rule,
That is, data is hidden by manipulating the characteristic value
' of one of adjacent pixel blecks by referencing a translation rule
that associates the contents of the data to be hidden with the
difference between a reference value for the characteristic value
and the characteristic wvalue of this block., In this sense,
according to this invention, the referance need only be cleax and
able to manipulate characteristic wvalues, and need not
necessaxylly be a specified region (a pixel block) in image data.
Thus, the raference may be cbtained from data other than image
data. For example, a fixed maszk pattern with a specified value
(2 reference value) and the same size as a pixel block may be
used as a refarence for characteristic value manipulation. In
' this case / during hiding, the characteristic value of a specific
pixel block may be manipulated relative to the refersnce value
in the mask pattern, and during extraction, data may be extracted
on the basis of the difference from the reference valua.

E. Thixd embodiment

This section describes a method of hiding information the
reference positien. -The above data hiding technique selects and
processes pixel blocks from an original image and extracts a
message from the processed pisel blocks. Thus, the positional
information on pixel blocks ig essential in extracting messages,
The positions ©f pixel blocks are relatively identified using a
certain region in the image (in the first embodiment, the upper
left corner of the original image) as a refexence. If, however,
a third person edits the image, for eaxample, cuts off part of the
image, the referenca position of the image cannot be identified,
thereby preventing the message from being extracted. Referencing
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PK (S[err])XOR X (M Jerr]) = (S[err] XOR M J-1]) XOR Mt J-1] That

hi di ng

state value S[err],

IS,
since the extraction position translation function PKis reverse to the

position translation function, it can be used to reproduce fromthe

the result of the exclusive OR of the state val ue

S[err] and the hidi ng array value WM J-1]. The exclusive OR of this result
and t he_hi di arra e MiJ-1 deter ed in s 120 can be determ ned
Fo i GonFhey Tear pdtag HE Stk 87 e 5rEalhY inpgectEhe dxes BAeiGneg.: p

140) Onb¥ tm sbmie%[ ding Has theefigixtedr rﬁ.meéutt e for the pemdghgabedi a

array vaézezéﬁca[ﬁééidwiﬁrwaa ‘begLEidn Mo Jhetmwgwyaﬁwﬁbﬂe n J-1]

th t ted
3(b) hatmoibR MeRRHe BRFEFL SBAAFT O (I RIA PR, FOF “esaiflpg
sgFrefBquation 22] M[[err]] XOR M J-1] = M[[err]] XOR (M[err]

extract

nJ-1])

the fol |l ow yati,o

=nfJ-1] - 26 -

The important requirements for data hiding azre that hidden
information cannot be removed easily by a thizrd persoa or can be
extracted correctly even if a third person has maliciously
modified the data or if the data has been subjected to image
compression with loss such as JPEG. Then, in addition to a
message, information for identifying the reference position is
praferably hidden in the original image as shown in ¥Fig. 14.
Hiding such positional information enables the message to be
extracted correctly even from a modified or compressed image.
Thus, information for identifying the reference position for
media data is also hidden in the message data. This information
on the reference position is hidden all over the message data.
If part of the message data has been cut off, this information
enables the refersnce position for the message data or any
poaition relative to the reference position to be detacted from
the partial message data that has been cut off. For example,
concentric clzcular arcs around the refereance position may be
hidden all over the image, as described belaw. '

(Use of toncemtric circular arcs as positional information)
Concentric circular arcs as shown in ¥Fig. 15 are used as
positional information. These concentric circular arcs are drawn
at a sBpecified interval arxound the upper left corner (the
reference position) of the original image. To correctly extract
the reference position from a partial image that has been cut
off, at least one circular are must be included in a partial
image assumed to be cut off. Consequéntly, the interval among
the concentric circular arcs is set assuming the above
conditions. -

e in Fig.

XOR



The extraction of state or nmessage array val ues can be generally expressed
as follows using the index value (j) (1 [err] J). [Equation 23] PK (S[err])
XOR X' (MJ[[err]]) = (S[err] XOR Mij-1]) XOR M1 j-1] =S[err] = M[[err]]XOR
(MJerr] XOR nj-1]) =nj-1] Fig. 9 shown the data relationship indicated
by the above equations. This figure shows the relationship between the

;E azﬁl ‘S"ﬂ{é'ecﬁcﬂérlc@ stﬂ%&og';] aamg !{@'iﬁlﬁ{ﬁﬁéh hsmgtcgethmrd\ cﬁrmg\r/ ';22
20 1 he SRR b strELe it A, ABtnt "f i By el RepEtlEEraRad o 000
array vef Lmonp;q: ai'rcgenasatbel centars Lueseehi o apyvibaseborh cireles

begi nni .ﬁf:wesm&i-aa&uar I e dxfavﬁociﬁb\&miéﬁrﬂ@miluspﬂﬁstﬁﬁrmage

array (

ave been ct ed e acted in
the revEtRe SGHEE P& tﬁ‘ﬁ W‘{‘W ff%]tﬁ el e%%tg ?% Y e |sé%é<tract ed
in the mMiﬁcammlmmmﬁqxeme praipion B i the(ease Ain swhbcho0, the

or der Oéoﬁé@ne@ﬁwechm%sseset@eae@ﬁmﬁmcmﬁbmmsanmﬂ the
Teasa0e A Rrae pdinkl! {a,), 52110, ) BEebER Wl -8l ddHdMRTIVELBELAYy St OPS
“ares (Cyr Cas G, respectively, present in the partial image that
has been cut off are identifiad. WNext, circleas with different
radii (ry, X3r Tir Tes ++.) are drawn from the respective points,
In this case, one of the intersections of the circles at which
the largest number of circles intersect one another is identified
as the reference position B. $ince, in digital images, pixels
are divexrsely arranged like a lattice, the reference position can
be identified very accurately by drawing circ¢les as described
above.

For circles (with larger radii) remote from the upper left cornex
(the reference pogition), the interval between the circular arcs
may be reduced in such a way that the partial image includes two
or mora circular arcs. As the radius of a circular arc becomes
laxgexr and larger, the cirecular are contains more and more lineaxr:
elements, resulting in large differences in the calculated values
of the reference position. Reducing the interval enables such
differences to be reduced because the partial image includes a
large number of circular arcs. In addition, by setting the
reference position, that is, the center of concentric eirculax
arcs, in both upper laft and lower right cornexs, the size of the
original image can be determined from thesze two centers,

(Hiding with concentric circular arcs)

Pig. 17 ‘describes hiding and extraction metheds that use
concentric c¢ircular arcs as positional information. In Pig.
17{a), a message is hidden in the original image using the method



recursively executed until the result of the determ nation at stop 140-
becones positive. The determ nation of whether or not an el enent of the
nmessage array (n) is the beginning is equal to the determ nation of whether
the generated state value S[err] matches the output of the - 27 - hash
function H . The exclusive ORs of all the elenments of the nmessage array (m
whi ch have al ready been generated are input to the hash function HL. If the
state vashmwib inthehsacandenbogdment} ethd Bohbentaieciacnlder ares thide
out put ' t t he | owi n

Put Chubdignlinity Upeadan Eﬂeﬁns b guhmany EnEB%i&x # g

equati on, t e 'va ﬂl% IS zero ee Equati on Equat 1 on 24] err] =
f(n(J- 19%angie |LBROQE theypixeis|on- thy é%qnfe?ﬁs SHETECRRAR I %RB | S

est abl i si:uedsmlayt: vihiem | LBPOiambéu)tbelcauhbeclﬁﬂqu dasehif] valie]cdlise Each
conpar ot (ST GHeldls Pnckhe uiade A HadiRabh? LEVFLA" ETPELL o
message m#%?i%he@f°%1°m igedéademsin nhbhgecosiginmk i Brags, wind her t he
gener at efles®aga 0s atutdequahdtyi Niddwn hgranihng of the nmessage.

{(Extractian with concentric cirecular arcs)

A two-dimensional vote array T is created. The sige of the array
is determined by considering the maximum size of a partial image
expected to be cut off. If, for example, the array has a width
of (2m -1), it can deal with partial images 1/m times as large
as the original image at maximum. Each of the slements of the
vote axray T represents a candidate in the referance position B,
and the value of the element represents thas number of vote for
the candidate. BRoth coordinates are associated with each other
in such a way that the partial image is located in the caenter of
the vote array.

The partial image is scanned, and when a point with an LBP of "1*
is encountered, circular arcs of all the known radii on the vote
array are drawn around this point. The number of votes fozr each
element of the vote array T is then increased by one. In this
case, 1f this is the point on the circumference at which the
" point corresponding to éas:h element is hidden, at least one of
the drawn circular arcs passes through the original centex.

The partial image 4is alternatively scanned vertically and
horizontally, and the above procedure is carried out each time
a point with an LBP of "1*' is encountered. This allows the
position cerresponding to the element with the largest number of
votes to be identified as the reference point B. The largest
number of votes concentrates on the array element of the vote
array which corresponds to the reference position., Thus, the



First, the state value S[err] preceding the final state value S[err] is
determ ned and the nessage array value nferr] is determ ned. The output F
of the initial function (f) obtained when the nmessage array value-njerr]
has been input does not watch the state value S[err] If the state val ue
S[err] is detetained, it matches the output F of the initial function and
the nmessage array values is determned to be the beginning. Thus, due to

t he- f ol | present Rdgaatishnsenaisled hhe prefasencal paiitim to ey fdeatidiedn

preventieareewim&gﬁ@ntaéoamsf BENL i "PRE AEsaddle é?{r?}égx%hi gg of the

overwiting of a,different message Accordi ng {o. conventiona n| ques,
t he gene?ﬁ?ﬁﬁcmi fPBROR %st%pgﬂgﬁ’dﬂnn paga Barses (9m Fhe
provi dedidentifind resfoxtiness pogithen contents of the nessage. By sinply
knowi ng the constant, third people have been able to erase the nessage or

ot esent SHGF | TR NG, LR Fidn S4AL SRATSPR, LaRE AR # o REBORRS0 |
depends biddém thexedm,sthé extractssags thefinformatioosaay Laidsuhless
differeng mash!heBiAGIHERABA- xebiS€ant %b randd'Gdlisdelk PASd! 1 OApks based
on the pz?lg'nglog tn i‘?.g‘fe{‘-??s) ,ahowever, does.not change the hidden massage

until it is extracted, so it is more rasistant to noise than the

method in Fig. 17(a). As a result, this method allows various

data hiding methods to0 be used. It should be noted, however,

that part of the information on the reference position according

to this invention may be broken.

F. Specific applications
Specifically, data hiding and extraction methods using the above
algorithm avye applicable to the following system.

(Television image CM occurrence count)

Whether a commarcial iz broadcasted a requested numbar of times
is important to the person who has oxdered the breadcasting. The
present algorithm can be used to construct a system as shown in
Fig. 18 in order to automatically count the number of broadcasts.
The broadeast station has a storage apparatus, an encodey, and
a broadcasting apparatus. The atorage apparatus stores a
commercial image, and the encoder hides in the commercial image,
information used to count the aumber of broadcasts. The
commercial image with <this information hidden therein is
broadcasted by the broadcasting apparatus. Thig system uses the
above data hiding method to encode the commercial image.
Encoding 1s carried out based on the data in the counter
information, which is dispersively hidden in the commercial
image. In addition, a receiving station has a receivexr, a
decoder, and a8 counter. The receiver receivee the commercial
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d| fferent message with different contents cannot be hidden in a position at
which the original nessage is present. This is also tre of nedia data. (2)
Prevention of the hiding of a di fferent nmessage The present al gorithm
checks the condition, shown in Equation 24 to derterm ne the end of
extraction. This condition is net .only when the contents of an extracted

nessage are the sarre as those of the original nessage and when the

extracte t ta act i on
e ot 1 YR She' BEnaRHY LTS LSO WEetR 1 d qqelddic]

made to IARkTaRfE ‘bhﬂelcl?!m&ﬁrt Hatornation fremaghe rpmncé\aér sfm&gaier
batsegm gn Aded ldmltrﬁs aé:ﬁ:z\a&ua Sbune&e ﬂmrmawam E’g“%*ﬁ? 861&11%1?5 nfver
nme er mane se e e S
to hide a sr;s% é%g?dgﬁgt bt h E%n‘ecet%d‘?\é i’ﬁ”&ﬁﬁ“gﬁ ’ﬁ%&t‘)’? aﬂﬁ]np
message |%°‘§3¥T@§érﬂﬂmﬂtlé§6ab§ée¢h@cﬁt¢mbﬂmﬂ=% astrachiomauethoda third
person haedadlidg dé caeriRdSo@e By idunvtying ands baeRablifg gas:alozmd 11 a

di fTer enteslal eogbifont o PEDCEARAEA! N5aBEShE Qhnsld naﬁj bk S sage.

This preve er son from erasing

nmessage IB&%&’E@F‘%W"po&ﬁt s idnated. tﬁ‘&ﬁ“?h%etstidﬂténé-nl |¢¢‘§§=€§§/ t he
st at e seqlrefommeifiem.]. The state sequence S generated by nodification as
shown in- Flg. 11 never allows the determatlon that extraction

‘Thea broadcast station broadcasts the commexcial image with the
"hiddea counter information that enables the number of broadcasts
to be counted at the receiving station based on the hiding

" algorithm. Therefore, the receiving station can count tha number
of broadcasts by extracting thie counter information.

'(Censorship at a firewall)

All the HTTP transmissions inside and outside a topology such ag
. rizewall flow through a proxy located at the topology. This
_ ' natuze ‘can be nsed to censor images and sound data on the proxy.
-If media data with a water mark hidden therein is detected, it
is left in a log. This enables illegally distributed data to be
" datected. Fig- 19 is a block diagram of such a system. A server

" has a storage means in which media data is stored and an encoderxr -
for hiding message data in the ;nedila data. The gexver controls
the encoder so as to hide message data in the media data read
.from the storage means, and transmits the output data to
. Internet. The abave hiding method i3 then used to dispersively
- hide the message data in the media data based on the contents of
the messaga data, A receiving station has a proxy that recaivea
. from Internet the media data that has been subjected to the
hiding processing at the transmitting station, and a decoder for
extracting the message data from the received data. Bxtraction
is executed by using the above data extraction method to identify



has been finished. Since the witing of different nessages can be virtually
prevented, nodification by third . people can be effectively prevented. D
Second enbodi ment This section describes Pixel Block Coding (hereafter
referred to as *OPSC) that is one of the nmethods of enbedding in nedia data
to be hidden and extracting the hidden data. Wth PBC, data - 29 -

hi di ng.and_ extraction can b rqcessed .according to,t ransl atjiop.rul e
descri bed®H8| KASLEALBBC gﬁ?‘?t ﬁirf‘g‘f%‘tﬁq rﬁ??%ﬁr%@r%@??ésqﬁo ?ﬁ% pi xel
val ues of conveats o theinesaaggedrtal |y have a high correlation. Thus,

even if the pixel.values are exchanged between adjacent pixels, the inmage
wll not be v e%;aded. Ian view of this nature, the present
[

al gorithm‘ﬁ@?#‘%é‘gé%?fgi JFavedi BReGFY FRVeFBAst one pixel as a pixel bl ocks
and hi desaAddétbonalidinfaspationrmycinas|thedeacniptipn 08 Banrok Besighte
val ues of gadiAgepladh xehr bhoTks hiFcithatflod PaEhi 44! ORLt S8NRLA&&RNLAVAE.
Thal LS, ohakBgkiph Bk °6NE G ithe 246008 Phdd 2 UH1aah"bh"h e olgod
S oparatad by a travel agency. By using the WWW Browser to
network-copy the photograph, the map can be extracted later from
the photograph to chack the description, transportation, and
route. As shown in Fig. 20, the additicnal information can be
extracted even after the client has been disconnected from the
WWW server. Compared to the method of separating a file forx
. additional information from a file for photo data, the use of
hiding enables the close relaticnship between the photo data and
_ the additional infoxmation to be maintained, thexaby allowing the
data to be filed easily.

" (Pinger printing and water marking)
Pinger printing refers to the hiding in media data to be issusd
‘to a_third persen, t}i a mark that enables the issuex of the media
éati to idetitify that pexson. If anyone conducts an illegal aat
. such as ‘illegal copying, finger printing enables the souzce of
“the act to be identified. - Thus . if this person is illegally
digtributing the copy, this illegal copy can be charged on him
- @r hex,’ : :

On the "othe': hand, water marking refers to the hiding in media
' to he issued to a third person, of a mark that the {ssuer of the
‘data to identify him- or herself. This ensures that this data

has not been modified during distribution, that is, has been
' issued from the legal issuer and not modified Auring

distribution.



pi xel blocks. |In addition, data is extracted according to an extraction
rule deterninod by this translation rule. Bit information is expressed by
exchangi ng the characteristic values (for exanple, brightness) of two

adj acent pixel blocks according to the followi ng.translation rule. sit on
cl>: the characteristic value of one pixel block (PBlerr]) is larger than
the characterjstic_value of the other pixel block, (PBlerr]).Bit off

-<0>[er e & &ﬁ‘é"a@l‘é’?‘?st PcoVEETR RE BRRER Mo #‘1‘( [+t 932 iRe snal | er
than t hecorietimxcted.st Whenatata ofs timsuadheo pi third| paksgiBlemddk lis
addi ti onys didn 5B LRERIAA, [ B0 ! Bfle HarROTRE! 14 GaitdRctBEr BESR I | ©

val ues (jor example, rlﬁght ness). of two adj acent pixel blocks according to

the fol AT PaBained; fzam . the t EREPSRRteristic value of one pixel block

(PB[err]) is larger than the characteristic value of the other pixel block

PB g e S gl f ' | ock
(Po orr 117 | i, ' the 4plU8, EPELER Pty SabBatEeR 1O SRILESARIA") oo
(PB[ err]§° Whiqseigyakems which use cable ox satellite communication ox

storage media such a3 DVD-ROMz (DVD-RAMs). In particular, if a
ODVD=-ROM (DVD-RAM) is used to distribute media data, the data
includes hidden information on a permissi.én for copying, that is,
whether copying is prohibited or allowed. DVD players used by

" epd users to dupli.i:a'te the media data include a function for
limiting copying. Thus, {f the copying player extrxacts a copy
"permission condition from the medium to find that copying is
prohibited, it operates to prohibit copying.

G. Data extraction. systems and semiconductor integrated circuits
implemantin_g such sy'sﬁems '
. N ) ]

- Specifically, the above data extraction method can be implemented

' on systems of the following configuzation. In addition, most of
the functions of such a system can be provided on a single chip

" as a semiconductor inteqrated circuit., The detailed dascription
of the characteristics of such systems and semiconductor
integrated circuits is omitted to avoid duyplication, but the
ftems and their extensions and variations described in tha data -

' extraction method are also applicable to these systems. The
detalls of the following items will be obvious to those skilled

in the art from the description of the above methods.

Specifically, a system for extracting message data from media
© data has a translation mweans, an Jddentification means, a
characteristic value calculation means, a storage means, and an
axtraction means, as shown in Figure 22. The translation means
is an A/D convezter that converts messaga data comprigsing analog
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Fig. 12 describes data hiding and extraction using PBC. The pixel blocks
PB1 and PB2 nay be defined as a set of a plurality of pixels, for exanple,
3 x 3 pixels or one pixel my be defined as a oné pixel block. Since

adj acent pi xel blocks have a high correlation, the exchange of their
positions does not visually degrade the image (Fig. 12a). The positions of
the pixel blocks in the original imge are assuned to be_as_shown in Fig.

12(b). | tsignadsoimsehinhl massage. dane fdhiddes, intenpamisah 8ignamds,
char act eriggi &l avad ua&n%uﬂp\& Byxale Rbaokster he'rnéairdisﬂﬂrﬂmhmouahm@f

E?l[glr:llal Ifd%'ﬂ%‘g%fﬁié a@ﬁ% ?t @%ﬁpig‘%}a t“ﬂ{e mgﬂe? %?ocksaﬁgve ea. y rrte?e

t he condlﬁ#WI-Qﬁl%em n jwhiche ‘!“F%ﬁigﬁat dagar yie Md&“e thu‘ghﬂot
exchangedghaxaesrifheiglat &allﬁeex'[éﬂlc&ﬁ.d,ubhe dadsns | " deteetinagt edeRgcause

the extra cif th be i f ac is | ¢ val ue
of PE[ er rfﬁégwﬁéﬁﬁf% FhiSs, 3¢ | M DPplROF | SgbRELELA TR S

ori gi nal ﬁét%féﬁ%ﬁiqn|Mﬁ4&?ﬂuﬂTh§;ﬁﬁ°ﬂ?§6 PERAF BEOERS BftFﬁéséﬂFQPhal are
exchangedrgegatnaet B8s6eistéd Nl [oditiontenofheke ahtaathebeskekeruaty@, does

T eunl s wgﬁcoeﬂét I 8E£E%I’I ng C@ I’aC?,I on, I}hiegéﬁgéngﬁal@g %(I’ act eanOt e

visual l'y ogni'zed on the
basi's of Fh#?%?ﬁ?*%%l"&%t%ﬁ’leﬁ RFRGYRTIAELS T’El\ﬁl%é"h&[s Phesk- pi xel

The extractica peans references the translation rule to extract
the hidden message data depending on the characteristic value of
thia block. :

The xofarence value is the characteristic value of a second block
that is present in the media data and that is different from the
first block. The translation rule stored in the storage means
states that one of the bits is extracted if the characteristic
~value of the first block is larger than that of the second block
whereas the other bit is selected if the characteristic value of
the first block is smaller than that of the second block.

In addition, a semiconductor integgzated circuit comprising the
above system incorporated in a single chip has, as shown in Fig.
23, at laast a calculation means and an extraction means. The
salculation means detezmines tha characteristic value of thé.t
block in media data coﬁpzising input signals which iz identified
as the one in which message data iz hidden. The extraction means
extracts the hidden message according to the charactexistic value
of the block by refersncing the translation rule that associatesa
the contents of the data to be extracted with the difference
between a reference value for the chazacteristic value and tha
charactexistic value of this block.
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bl ocks. In this manner, PBC selects fromthe inmage a sufficient nunber of
pi xel blocks to hide information to be hidden. One of the sel ected pixel
bl ocks and the adjacent pixel block are then - 31 - paired to generate
an array of such pairs. The pairs are sequentially hidden starting with
t he beginning of the array. This array may be associated with the state

sequence S in the first en‘eﬁﬁbgﬂpﬁm bLe Ppy a pixel block in

associated with the array elenent n%%lo t he, nedi a arrgy '\%ﬁ] the first
enbodi mévy demapibed apcveedh meEsage Al 5 LhERITALYRI, AR Fher at ed
during hiedizo datd slaehads aarerimagedos sdurad, thiselavenplon aibtermines '
obt ai ned. A1g, Luges bl o6k Wik LA B0US AP EESBE Kidde baSed! &9 dipssi DI e

to make SUC €rm nat’i ons seu ran mFﬁgunger sequence
¥r

.gener at *PNEIAEA paft RQRh 1 saRE PRSARFR N GAYA s, e dR4%n, the
sane bl opdeeritiais @hablebi data) hisiinganhed. prvendec aakhirdeperson saamct ed by

col | ect i&h%‘gﬂ%h@‘ %Esgggpgﬂiﬁgcordi ng to the extraction rule by
e

determ ning er eac air represents "bit on" or "bit off".
If the
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characteristic Val ues of the paired pixel blocks are the same, this pair is
ski pped as n h|d|n . by making the block array or the array generation

met hod secr %ﬂﬂﬁp atedf or mati on can be hidden fromthird people. In
PBC, the enb ﬂ, I s are preferably determined in view of inage
quality and racy That is, if the difference in the
characteristic val ue betmeen the paired plxel bl ocks is too |arge, inage

gquality may be degraded by the excﬁ&ﬁﬁ%soperation. To restrain such
degr adati.on Afdat@deidfire] misthed {arwiichhmedhal dataniamxprasised: psi s

f f I
e oquahelh Brg*#gfgerf%ﬂ ieiffade dete é§*‘ SRR 2 ?ﬁb“‘fma;f %“‘%’E‘Z{ Cpait.

| n addi 8pgnin;whighe tiey £ FEﬁ’(’:‘é“ t’ﬁ CIRAEAGR. PFERY AXR sEYPrciently
smal |, h&agenqualsaydunemta Tyt daskdl by degtatevalne Rpesifyingea

operat'gart%ha%a9'§ara CelRRMRYCLS BALdCmBBYa- a2day, comPrek$Agl Rfe

magni t ude teristic values, thereby preventing the enbedded bit
fron1beFﬁ§P§x9Facted Thus, to restrain such a decrease in extractlon
accuracy, a gagoddtermining the j-th (3 2 0) state value;

{(b) determining (j + l)-th state value based on said j-th
state value, the array element of said media array indicated by
the j-th state value, and the arrxay elements of said message
arxay; and ' '

(c) ‘'hiding data with respect to the array element of said
media array indicated by said (] + 1)-th state .value.

.2 A data hiding method in which media data. is. exprassed as a
media array while message data is expressed ag & Iessage arzay
and ' in which the J elements of said - message array aze
" dispersively hidden in said media array based on a state value
' specifying a particular array element of said media array,
campzising the staps ofs ' o '
(a) determining the j~th (j 2 0) state- value, i
(b} determining [ 1)=th state value based on said j-th
- state value, the array element of said media array indicated by
the j-th state valua, and the a:xay elements of said message
arTay; .
(c) hiding data with respect to the array element of said
media a::ay indicated by said (Jj + 1)-th state value; and .
(d) recuzsively executing steps (&) to (c) to hide the'J
alements of said message array. -

3. A data hidihg method according to Claim 1 or 2 wherein if
4 = 0 in said step (a}), the initial state value is determined on
the basis of the data in the array eleaments of said message
array. N
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threshold (a lower limt) is preferably provided such that it the
di fferencﬁlsSheettHesBkhﬁRe@meerl stic value is equal to or smaller than the

t hr eéshol d ded in that pair. Those pairs which correspond to
t hese case thout bei ng subjected to operations. The bit
I nformation I's then passed to the next pair. (BI ock

char act er,i stl aI ue The values of t sec

character*l'stl ?‘igi‘nﬁl'& cﬁaﬁf%gugggd{"‘gaé%% dln ?wﬁ%ﬁﬁ%‘\;ﬁlues
The prindry @hanaaaedl step (e thier eselysivg ORabdcthardata cbn Slicithes the
bri gth}] negs ?degaﬁeﬁe;—l of 12aid mBE¥SYe RIxRaKSis Jm %%Cﬁhdﬂﬁ#uﬁh@é ag‘%iarl stics
are those as nd. vaci.a ranet e

Shich | nmhbats FRPFELER,, e, PREReE %n&aésnffb% AR TRy B Haed e
primry @sasaddeinitiadl state ealwem the characteristic vaI ue may be the
result of an operation with an array coanrSsi ng a pl urality of pi xel

val ues a a cifi arra ed emmt v ui & oht ai ned
by frequrelﬂ'cy 3) S’g‘ﬁ Tﬁ@"%&fr%ﬁ 8%83 §§ %lis']frfi °e’5'<l"ab o'?"m ,
correl at iuipbmtﬁbﬂmsebnl atkrit )i-xb| stataluehéds detonmuingd on the

char act erdadils e chaV\e¥Slusi vk UR0E sdid -ah GRatel enee, befeetded 1

ot od t natie, AERYLFRnRE o B RS ey G Bl py Lhe ﬂi%”é?ﬂs*aa 4y

| 5nited {WRlak§radBdt the data in the a:ray alements of said message array.

6. A data hiding method according to Claim 1 or 2 wherein in
step (b}, the exclusive OR of said j-th state valua, the data in
the array element of said wmedia agray indicated by the j-th state .
value, and the data in the array elements of said message array
is wsed az an input to said position translation function, tha
output: of said position translation.function being usaed as said
(3 + 1j—th state value.

7. A data hiding method -according to Claim 6 wherein said
hidiag position translation functicn is an enciphering function

. that uses a=z a pazameter, a aeczet key used iIn the public key
method. :

8. A data hiding method according to Claim 1 or 2 wherein, in
salid step (¢), said hiding data iz the exclusive OR of the array
element of aaid media array indicated by sald j-th state value
and the array elements of said message array.

9. A data hiding methed according to Claim 1 or 2 whexein, in’
said step (o), one of the pixal blecks which corresponds to the
array element of salid medla array indicated by saild (J + 1l)-th
state value and a second block arxe paired and wherein the
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exanples o ristic value of pixel bloccs. First, the use of the
bri ght ness characterlstlc val ue of pi xel bl ocks is descri bed,;
if a single pixel is - 33 - associated with a pixel block, the

brlghtnes val ue of hIS el b Ly u rg stic
D S0t ¥R el S iAo Pla Buthy Hieka S50 AR 36l 511
correl at Dnnthsotrmgbaqm xyldq §°néﬁ sotskdethe bidingr 4@k even i f t hey
are exchanged. Fig. 13 descrl beés hiding with PCB executed when a pi xel

charact oR0st 1 & v TAELH SorndP qeedrllal b oldly V8| VARERLNC iG LS (NC
pi xel s, i‘-’-#ﬁgédqhhﬁﬂtyiwm%?-gﬁ?fﬂaéénﬂ-’is’éléblr%ﬁmﬁsit\ﬁ%l% Pal Xt 1 ped

patten ngieACcele gecbhie& bId¢k. i f the brightness values of pixels are
exchanged between bl ocks, Thus, it is not preferable to directly use the

pi xel val ue as the characteristic value of blocks. Consequently, the use of
the vari d4dce dalditfhidiag method accoxding to Claim 3 wherein said

translation rule specifies a rule used to manipulate said
cha:aqter:.stié values based on the difference in the
' characteristic value between the regpective pixal blocks
constituting a paizx.

bl ockv. righ ness va ue that is a primary characteristic and the
vari ance ' tﬁ Eﬂ econdary characteristic are descri bed bel ow as

12. A data hiding method according to Claim 11 wherein said
characteristic value is the brightness value of said pixel block, .

13. A data hiding method according to Claim 11 wherein said
characteristic value is the variance value of said pixel block.

14. A data h_lqs_ng method sccording to Claim 2 further including
- the step of (d) extracting said media array in which said hiding
data is hidden; and the last state value.

15. A data extraction method in which message data is expressed
. as a message array, in which hiding data including said message
data .i:s .'exp:osscd as a hiding arxay while media data with said
hiding data dispersively hidden therein is exprassed as a media
array, and in which. said message array is oxtracted from szaid
. media array hased on a state value specifying a partmnlar array
element of said media array, comprising the steps ofs
(a) determining the j-th (4 2 0) state value;
(b) extracting an array element of said hiding array from
the array element of said media array indicated by said j-th
state value; '
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brlightness as the characteristic value is contenplated. It is known that
when the nature of the brightness val'ue of a pixel block is divided into a
nmean. value (h) and a variance value (d), image quality is not
substantially degraded if the variance values (d) are exchanged between

adj acent pixel blocks with the nean val ues (h) remai ni ng unchanged. Thus,
based on this nature, the data can be hidden b t he varjance val ue
(d)- as the cHEaEPEPFRintng fh@e(d~ ) xEh méag r%&q‘i‘aﬁﬁl ﬁéeti'l‘é%’b val ues
bet ween-shitar ealubl and saddcextifatrddoatiay elamehtt oOtheuhéding asraysuned

t hat th\%ﬁ‘xel bl ock PB[err] has a nean val ue h[err] and a variance val ue
d[err] I xel bl ock P err%ll S ass a_nean val ue h2 and
a variance vd ERE imas%ﬁ&&/ﬁ (%3" mesgsﬁgebﬁ{:ray Paged, gden,

t he condosd ithe fa::ratyhleieinentlsf ruimedbemm dindichtpdrby sddr{j - Then,
only they Yy d¥ate! 9a488 addendl ExXidNA0RE-RY! dRRILTBL! HBLRI KEILAY OCKs,

to the exchange of the creats the distributions ween
the two %% * bl ocks with their nmean val ues (h) remaining unchanged. - 34 -
(Amount of information that can be hidden) In PBC, the upper limt of the

amount ofg | NfOrERY @Reiheti 5@ heRBod Ln which message data is expressed
as a message array, in which hiding data including said message
- data is expressed as a hiding array while media data with said
hiding data disporsively hidden therein is expressed as a media
arzay, and in which said message array is extractad from said
media array based on a state value specifying a particular array
element -of said media a'rray., comprising the stepa of:
(a) determining the j=th (j 2 1) state value;
{b) extracting an array element of said hiding arrzay Zrom
~ the array element of said media array indicated hy said j-th
state value;.
) (c) determ.i.ning the (j -~ l)-th state value hased on the j-
. sh st:af.a value and said extracted array element of the hiding
.. axxay;
S . (dj extracting an array element of said message array based
on the ﬁ::.-ay element of said media array indicatad by said (j -
. 1)=th #tate value and. the extracted arzay alament of said hiding
array; and '
(e) xecursively ezecuting steps (a) to (c) until an
extraction eand condition is met. '

17. A data extraction methad according to Claim 15 ox 16 wherein
in said step (a), the firat state value used in starting

extraction is provided to an extractor as information required
for extraction.
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hi dden is determ ned as follows using the sizes of the i mage and t he pi xel
bl ock. (| nmekhts SheevRias BeaniRepliced| ock size)/2 [bit] If, for exanple, 1 x 1 pixel
bl ocks are a 4 x 256 image, the upper .Iimt of the anount of

i nformation dden is 6 [err]. The actual limt, however, is
smal | er because all the pixel block cannot be used for hiding as in the

| ' ue. |
a1 ontBy pi YRR Serc T en R iR SRl SUTIRIN 30 Phethig tAeve 1T
pessi bi Ifi:;maf state nyaluecused hidgstarocestragtion dechenddsy stabeded to

prevent v&I‘iPél?eﬁéﬂﬁeW inf hQ&in@esé‘ﬂi #R@zagedarfaypge preservation and
degradation) Two adjacent pixels an an inmage with an edge feature extending
bet ween the pixels are known to have significantly different brightness

val ues. lﬂ'hus} dats étxéﬂaggmeﬁtodsmormmlnmﬁéaﬁraylbr%%& whezeds imat ure,

! he degr 25ep, {F, BaLe (3 egf‘ﬁ‘a""”%‘%lﬁg?h&“eés*hﬁm"d °H"“‘“d§§59%revte ne
brj ght ne%g 1t“5 Eg n‘éé‘(ﬁ1 %rﬁftﬁaﬁte{ F{Fégﬁo? it t{‘ﬁl s pair
can ‘be etfxayi edementi pfecdadid Hudingx drayi r@tﬂﬂastedarmmbel errayal ue.

The thr egh@hshemys W iile hanadrap {dBdadadsnyl the Vit ivad el cul at ed
fromthe image data or | ocal variance

20. A data hiding method according to Claim 15 or 16 wherein an
‘extraction position translation function is provided, and wherein
in said step (c), the exclusive OR of sald j-th state value and
the data in the array element of said hiding array extracted from
the array element of sald wedia elewent indicated by said §=th

state value, the output of said position translation funct:.on
hei.ng ugsed as said (j - 1)-th state value.

21, A data ext;r:act:l.on method according to Claim 20 wherein sald
' extzaction position -translation function is an deciphering
' .function that usea as a parameter, a public key used in the
: publ.i.c -key nethod.

.22 A “data. extraction mathod according to Claim 15 or 16

o wherein. in said step (b), the az:ray element of said hiding axray
"~ is the exclusive OR of the arxay element of said media array
'.indicated by said (j - 1)~th state value and the arzay elamants
- of aaid measage axray.

23. A data _hiding met'.hod accarding to Claim 15 or 16 wherein,
in said step (b), the pixel block corresponding to the array
alament of said nedis axray indicated by said j=-th state value
and a second block are paired and wherein the hidden data is
extracted accordingy to the relationship between the
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val ues around the blocks. If the variance valué of a block which is close
to zero is léﬁa dBmmRhmm&m vari ance val ue of another block which is far
from zero, is significantly changed, resulting in the

obvi ous degr e quallty Thus, the smaller variance val ue may
be conpared to t e thres d and if it s, - 35 - snaller— t han t he

t hr eshol.d he excha erat \Y; . e of_ PBQ)_ Since
t he char M%ﬁreﬁ 5?3 %é)a?g%{ Pgﬁ‘fg gh) g sé%ﬂ% * f % he

dat a assan afved baistils bﬁeanxeh@mgﬂumh rhdecharacteristic values is hldden

t he hidden information can be retrieved correctly so long as the relative
rel ati onshi p hetween the blocks in naintained. njif a hu

adj ust merf? -or AadEBFr%’E?*'%“f@ PEEROY ASSFEILAG LR %é‘ﬁ' }‘ﬁf%l?%?*'br?ﬁjé’
expect ed sexdnd blokalsaliacontctdsaid §irstbkndk eppatbtubingea pair

char act erdisin enellseRond! B1ageition, if , in the variance val ue exchange
nmet hod descri bed above, the pixel block has a size of 8 x 8, the hi dden

i nformati on can be extracted accurately even
25. A data extraction method according to Claim 23 wherein said

extraction rule is based on the diffaerence in the characteristic
_value between said pixel blocks constituting a pair and
'cczzespands to the <translation zule that specifies the
[ manipulation of said characteristic values.during hiding.

. 28, A data extracting method according to Claim 25 wherain said
‘characteristic value is the brightneéss value of said pixel block.

.. 27.. A data hiding method according to Claim 25 wherein said
_-characfezistic value is the variance value of sald pixel block.
! .
2a_. A data extraction method accoxding to .c:l.aim 16 wherein an
! gnitial function used in hiding data in order to detexmine the
) :.ni.t:.ta.l state'value based on the data in the array elements of
sajd message array, and wherein the method further includes the
steps of: . :
w0 (2) in said step (d), each time an element of gaid message
@lement i3 extracted, using the data in all the arxray elements
‘0f said message arzay as an input to determine as said extraction
" end condition that the output of séz‘.d initial function is equal
to said (j - 1)-th state value.

" 29. A data extraction method according to Claim 28 wharein the

exclusive OR of the data in all the extracted array elements of
sald message array is used as an input to said initial function.

- 52 =
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after JPEG conpression processing. our experinment showed that 90% of
i nf or mat | This Sheed HisiBet RRplad even after "conpression with | oss" was carried

out so as ile size down to 5% The variance val ue exchange
met hod is ectively maintain the hidden information even
after DA a si ons such as print/scan operations (Extension of

PBC) It shoul ?Ln ggtﬁokﬂrkﬂﬂloﬁ %@W@c@@ﬁlﬁg Ofh Yeld imis17 aiessiandd hat

many ot hér ne S are concel va .apparent, fr t he o) bqdi nment ,
the mani WReR (81 soFhe N |9F SEFERFEIM ’\?agﬁ‘é"?ﬂiﬁﬁi B 8@883’@%@,{0%‘& hg to
the rul é gaid iaitikicfanceiontieanualatacsaid stj - Waithestate vakpertant in
data enbedding. and extracti on. In this sense, in addition to the

exchange of characteristic values as described above, a specific val ue may
be added 3l ode RsoadeastngYEEeR GMAXLIBBtes or subtracted fromthe ot her

(or both manipul ati ons may be executed sinultaneously). In this case, the

speci fied val ye ts RenVardGthetenaidiReaenNis Neesrdlfli t i ons
of the pixel tﬁpc s.‘?% gg&%?%%%%s‘e’ﬁ%‘nggdﬁi t‘lﬁtg“n, as anﬁggt.ensi on of PBC, a
rule for associating the - 36 - -

an encoder for hiding ia said commercial 'imgge. information
' usad to count the number of broadcasts of said commercial image;
and | :

. a broadcast ax':paratus for broadcasting said commercial image
" with said information hidden thezrein, wherein:

said information is dispersively hidden in said commercial
image based on the data in said information for counting.

. 32. A broadcast system according to Claim 31 wherein the method
for hiding said information in said commercial image 1s the data
* hiding method set forth in any of Claims 1 to 14.
33." 2 :fece:l.vi'ng 'sys:em-.co'mprising:
: a—:eceiva:. for receiving a commercial image including hidden
. information' used. to count the numbex of broadcasts of said

" commercial :I.niégé:

. a decoder for extracting said information from said
- commercial image; and )

a counter for counting the number of broadcazts of sald
' commereial image based on said extracted information, wheraein:

7
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signs of characteristic values with binary information may be defined to
enbed or extract data according to this rule. The essence of this invention
is to use a certain reference value (for exanple, one of adjacent pixel

bl ocks in inmage data) to mani pul ate the other pixel block according to a
meani ngf ul ruI e That is data is hidden by mani pul ati ng the characteristic

val ue of one es ?ﬁj ey e%dﬁﬂ bixﬁci‘a}d?yix{ﬂ;ﬁfa%'iehngo% tdﬂ;ﬁ;lﬁigi Onelall

t hat' th the diff
B o L

char act ercommexrciallucinaige hazxe bidezkti.neldn and sthendpfonpatianngdst ckhen s

I nvent i OnRgda@ee@f erence need only be clear and able to manipulate
characteristic values, and need not necessaxily be a specified region (a
pi xel block) in, inmage data. Thus, the reference may be obtained from data
ot her tha.i mgsecei.uinfcﬁymmces:r&mg tedChath Phmwhexelni the metdwd fi ed

val ue (a g s&eﬂaetmd_; m@ﬁﬂfémﬁﬁmfsaﬁ%aaa QomnaEidl AwagEnysmdised as

hi ding, R xekaeerre Prebef At H5r R LR, bR O el 13 %§y38d”““g

mani pul at ed reI atlve to the reference vaI ue in the mask pattern, and during

extracti @b, da SyEtémbeopXtiidifitttdngt BRtR 6D 2 HethitZk] thapenseageom t he

reference val ue. Third enbodi nent Thi's section descrl bes a method of hiding
i nformation the
a storage apparatus in which media data is stored;

a coding apparatus for hiding message data in said media
data; and '

a server for eontrolling ‘an encoder so as to hide said
maggage data in said media data xead from said storage mesns and
transmitting ‘the output data from sald encoder to the network,
whevein: P

said message data is dispersively hidden in said media data
based on the contents of said message data. '

"36. A system for transmitting data tu a network according to
Claim 35 wherein said hiding method is the da.ta. hiding mathed set
foxth in any oi (‘:J.a.i.ma 1 to 14,

37. A system for rqe_e.ivi.ng data from & network, comprising:

a receiver for receiving media data with message data hidden
therein from the network; and’ '

a decoder for extracting said message data from said media
data; whereln:

~
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ref erence position. The above data hiding technique sel ects and processes
pi xel bl ocks froman original inmage and extracts a nessage fromthe
processed pi xel blocks. Thus, the positional information on pixel blocks is
essential in extracting nessages. The positions of pixel blocks are
relatively identified using a certain region in the image (in the first
enbodi ment , the drefthe wontienah bhessmdgﬁéudaddnuaﬁh,atne peﬁeteaﬁe

[f, h d f f f
the i mage, The %%rgﬁggéggé’?%i% mbfagd™ dane Oln “KATH medld > dira PaLL ©
t her eby pre%‘é?m‘ é%ﬁ*&g@“ﬁ?éﬁ?tﬁ?% ’éxghﬁﬁtﬁﬂ?r%‘ﬁ#enm ng - 37 -

Fig. 3(a) again, if part of the orlglnal |nage (the area encl osed by the

broken |inesgn tﬂe gggu&ekagsrsua Oﬁ Lgp na! nae&s.éfnsgca.%iﬁ{,ogo(the
position M # rrajé'C & nmessage arfay)  canno
det er m ned Y V%ﬁﬁﬁ F@@ﬁ‘cfﬁ%n RERRA% At @aranextsacsionat a

hi ding are ma'ahodhlzbbrtarﬁinnmanynotammmam eon3ed easily by a third
person ‘or can be extracted correctly even if a third person has maliciously

modified thggdatg ofvd hidlag 3een08% P Shl R B 85t Ot L M rasnen a5 a
first arzay while a second data is expressed as a second arxay
and in which the elements of said second array are dispersively
hidden in said first array based on a state value specifying a
particular array element af sazd first array, comprising the
steps of:

(a) determining the j-th (j 2 0) atate value; .
_ (b) determining (j + 1l)-th state value based on gaid j~th
state value, the array element of said firat array indicated by
the j«th state value, and. the array elements of said second
) azfay: and :
(c) hiding data with respect to the. array element of said
' fixst array indicated by said (j + 1)~th state value,

40. A data extraction method in which second data iz expressed
.as a second azray while third data including said second data is
expresfed as a thixd array and in which firat data with asaid
- thizd data dispersively hidden therein is expresesed as a first
.array, said second array being extracted from said first axray
based on a state value specifying a particular array element of
said first array, comprising the steps of:
(a) determining the j-th (j 2 1) state value;
(b) extracting an arxay element of said thixd array from the
array element of said first array indicated by said j-th state
value; -

- 5§ -
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ccnpression with loss such as JPEG Then, in addition to a nessage,
information for identifying the reference position is preferably hidden in
the .original image as shown in Fig. 1, H ding such positional information
enabl es' the nessage to be extracted correctly even froma nodif.ied or
conpressed inmage. Thus, information for identifying the reference position

fo][ medi a data j-@cp!m@ngﬂgﬁgighé he n?qsagegMa.vthbsbhfﬁé@rdm&hQn jognt he
ref erence | [ Sk 4O e
ressnge. dardchss i dhH "G Uurdlh; ST BIBMENERE sdie Wtk RebAS:

position fod3he message data or any position relative to the reference
position.to be dedpadskaoriigt A8 Pordy Jlefeftagt skild ddemindhagrhgebasdd

of f. For ex ol i Leu a r Si, 1 on
may Do hi acan i S Hyhiat bl HieBe a BN LUARHY B°8aRE0 () 27
circul ar arti~BR sfate vadae ApdobhR9XRTRCEBACAREIY Clanant &L §rdd F3izdown
inrig. 15 greaysed as positional information. These concentric circular

arcs are drawn at a specified interval around the upper left corner (the
reference posi'tigg of the original imge. To correctly extract the
3

reference phsiti G e SLpG2eENod FRgRiNG Hasapia mRdia data whepedar one

circular arc nmust be included in a partial inmage assuned to be cut off.

Consequent |y, Nénddiafietdn 3A0Rfe! HorGARGRNpbbfr £o4 HA e Bd1komdkkage
>SSt g data and said media data is hidden in said message data, and

whexein

' the information on gaid reference pasition is hidden in said
.kessagae data and enables gaid zefexence position of the original
message data or a relative position bssed on said refarence
position to ba detected even if part of said message data is cut

N off as partial message data.

- 42. A data hiding method for hiding data in media data according
to Claim. 41 wherein the informstion on said reference position
.is concentric mireular arcs drawn around said reference position.

"43.. A~.data hiding method for hiding data in media data
emp;.-isi.né the steps of:
4
: (a) identifying one of those blocks in the media data in
. which the message data is to be hidden;
-{b) determining the characteristic valua of said identified
block; and
. {(¢) manipulating the characteristic value of said block so
as to hide the message data by referencing a translation xumle
that associates the contants of the data to be hidden with the

- 56 ~
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conditions. - 38 - The reference position can be identified using the
nature of a circle Nif a circle is drawn using a point on the circunference
of another cirle as the center in such a way that both circles have the
sanme radius, the drawn circunference will pass through the center of the
second circlet . Fig . 16 describes the identification of a reference
position B in the case in which concentric.circular arcs are used

posi ti ?na|diﬂﬁé¥diﬁd BawEeﬁsa ceﬂéill‘eﬁé\i 6&1@@@&6&3%?{&&5?@0:?@&% ShBié] )
present on nc ,rcul ar_are err err

respect i vé”fp :3%52'&‘ bﬁr\ﬁ e |°i$a§é"c§ {J'ﬂ%\s been cut off are
identified. Next, circles vmth different radii (r[err], r[err], rf[err],

r[ter rl, t 44, awad&amsazml oﬂeﬁw&{;ﬁ! Rt En Bal. e dd ua];eaaeefﬁafnef the
i ntersections Ci.kC e nyber  of es

i ntersect he® g% |‘@qr§§'ﬁ't ng Trierpnee e?ﬁi‘éﬁcé‘spg’ 51% b i FB®, in
digital i WG%M&@%N@MWGRGI 9z&temg:e@lpskep§esam=| ée thﬁemadier ence

position Gaeade identified very accurately by drawing circles as described
above. For circles (with larger radii) renote fromthe upper |left corner

.'45, ' A data hiding method for hiding data in media data

comprising the steps of:
(a) identifying a pair of blocks in the media data which
comprise a first block and a second block;
(b) compariag said determined characteristic values and
manipulating the characteristic values of said blocks
_— const&tuting said palir so as to hide the message data;

' ' (o)’ compazing the differance between said determined
chiaractexristic wvalues, and based on' the translation =zule,
manipulating the characteriastic values of said respective blocks

. ‘comstituting said pair so as to hide part of the data in the
. message data; -
' (d) repoat:.ng steps (a) to {e) to h.i.de all the masgage data.

‘. A data hiding method for hiding data in media data
' comprising the steps of: ,
‘.- (d) identifying a pair of blocks in the media data which
_ "e'onp:i.se' a first block and a second black; and

(b) determining the chayactaristic values of said respective

" blocks constituting said pair;

' {c) exchanging the characteristic values of said blocks
" constituting sald pair so as to hide the message data, based on

a translation rule that specifies <the difference in the

characteristic valua between the blocks.
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(the'reference position), the interval between the circular arcs may be
reduced in such a way that the partial inmage includes two or nor. circulr
are. As the radius of a circular arc becones |arger and | arger, the
circalar arc contai ns nore and rmre linear. elenents, resulting in large

di fferenceg,in a r.ef oglt d n
t he int urvz7 "é’s% schF]ﬁcfugf ces % T\"Jna‘?'nﬁed:%:::gfﬁen(li:)a% ! qrge pé’;?t :‘gi °
i mge incl ubessltar R itinBecond é’llﬂélil a8 aaddacent, ‘&‘Eldlsﬁign {'J’;'/‘ BeR% t he

reference pohthiedtin§od poir tvhﬁthcenéeéeé&n&m«ht.rl c circular ar cs, in
bot h upper left and | ower right corners, the size of the original inmage can
be determ ned fromthese two aenters. (Hldlng with concentric, circul ar

arcs) Fig. 487 - Adelata paidingi nethod asaondingo toebthaiR fhat 4Rve @B5ndbntric
circul ar agpereindeuid Cranslatoonniile. stites thatl dme., of wheshgesi 18

hi dden.in thllgﬁg IQH@F\? m&ak Etié‘%arﬁkhgfi a %gflxst ﬁ 3i:f‘.].t.a exccond

enmbodi nent conc r|c ar arcs uen in as
posi t i onal BhaRoERAL 6f . eFQ#"%P&PE 't‘ﬂ@-q_eBP Gf ghﬁ’: 'i"el’s5 4‘#@‘ it

concent ri C yhigl eHagacBeeistic saluatof baid HR=tsbleek mguiéechdm}es-m this
val ue CaUSGt the se_cond bleck.

43. 1A data hiding method according to Claim 44, 45, or 46
furthey including the step of prohibiting the execution of said
step (c)- if the difference in the characteristic value between
sald first block and said second block is laxger than a f£irst
. threshold, thereby preventing the media data from being degraded.,

50. A data- hiding method according to Claim 44, 45, or 46

further includiag the step of prohibiting the execution of said
stap (¢) if the difference in the characteristic value botween
- sald- first block and said second block is smallar than a second
‘threshold, thereby. p:evenf.ing the degradation of the accuracy in
B '.ext:a:ting the masage ‘data. :

51, A~ d'ata hiding method according to Claim 44, 45, or 46
- wherein said block is a pixel block, aand wherein said
. ‘characteristic walue is the brightness valua of said pixel block.

. 52, A .data hiding method according to Claim 43, _45, or 46
wherein said block is & pixel block, and wherein said
characteristic value is the variance value of said pixel block.
53. A data extraction method for extracting message data from

media data with the message dats hidden therein comprising the
steps of: :

- 58 -
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few visible changes in the image. In addition, in Fig. 17(b), posittonal
information is hidden in-the original inage, and a nessage is subsequently
hi dden therein. '(Extraction with concentric circular arcs) A

t wo- di mensi onal vote array T is created. The size of the array is

det I ned b | t dt
e out of 1., () RYEHEIIGC of b \Ehced biiah B (¥ Al BEECLET (0
w'th par t“!’ﬁ‘l‘m rﬁi’&emﬂl faka ke | Adgdans the original image at naxi num

Each of the el(aneabteﬁﬁiﬁ vdice charavtel isticceshie of saddi tdentifidde
referenceif B, and the value of the elenent represents the nunber of
vote for llF[y:il'.an date Both coordi nates are associated with each other in

such a way tha®€X h@’ﬁ'&"i’%‘?ﬁlng nie | PeEgaAgeed dRATA hAREARAINdof Bhe YRR e
array. Thehaqxadteaiatirywalaesofireaid baodk\wrrefqmrm.ng ahtka&Mn 1" is

encount erggh 'é’ésé’éfa?:he%f t.@a'e' cbiR€ K‘EQV\E‘H?&% %2‘?] Bﬁ‘? HQ' &x ad' €

drawn ar %{m;tqﬁl p0| & nunber of Vot es errent o e vote
array T i%%hen ERecr %W%né’e“r’ﬁ"’t‘hlé chetergnce @ ‘t‘Pth%p‘bmWP"on t he
ci rcunf ercharactexdswic vhdupaind therclesmuoteirigtio wahie eifesadd blodkdden,
at | east one of the drawn circular arcs.passes through the original center.

The parti | s alternativel canned vertic d ontally, and
Che hboveShr odbdipte EECEAFFLoN Mol afraraied bo Claim HY wharels adla
' reference value is present in the media data and is the
characteristic value of a block different from said block.

35. A data extraction methed for extracting message data from
‘media data with thae message data hidden therein couprising the
staps of:
(a) identifying a pailr of blocks in the media data in which
" the meszage data {z hidden; ' ' '
(b) determining the cha:actarist;c values of said blocks
constituting said pair, and :
(e} extracting the hidden data "according to the
. characteristic value of the said rgspective blocks by refexrencing
a translation rule that associates the contenta of the data to
ba extracted with the difference in the characteristic value
© between gaid blocks constituting said pair.

56. A data extraction net)iod'aécording. to. Claim 54 ‘oz 55 wherein
"said secmnd block is adjacent to said f£irst block constituting
a pair with the second block.

57. A data extractlon method according to Claim 54 or 55 wheraein
said translation rule statez that one of the bite is extracted

if the characteristic value of said first blaock i{s larger than
that of the second block, while the other bit is extracted if the
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“informati

a point wwth an LBP of "1" is encountered. This allows the position
corresponding to the elenent with the | argest nunber of votes to be
identified as the reference point B. The |argest nunber of votes
concentrates on the array elenment of the Vote array which corresponds to
the reference position. Thus, the - 40 - resent al gorithm enables the
refer ence“B%?g‘FW?'bi%é’ailb‘SnPffqaéd’ é_éFPEcmHﬁ’%dﬁp?W{-% tdrate $hetopLfnoi se.
The messagkecaecowmd blisclextracted appropriately fromthe partial inmage
based on the identified reference position. Since the nethod in Fig. 17(a)

changes ipgrge daja with a nessage_hi dden therein, the extraction of the
gﬁ - med} ‘#%E‘l oxLFaction Fethod; 3rGArddBantR Gadis BA #% 35 whageAnnoi se

i s used. satdnerdmaldticn guléd/déejardinesveiat dremedih ddendas hiadandgdan
message Ughh! phiyl | 1 | s t S t he
method in ok g?ﬂif .e*%g:ﬁiffe%‘?%u ot E“%%%*E%fﬁa RS FaTes Detlilln T
met hods t 83h8 FHEETE RISk ADd) gadd $RARE DROGK.eInsitnting ther pags is
i nf or mat | emadierhtharfe rapecd fledi thoestaddar ding to this invention may be
broken.- F. Specific applications - _

' 53. A data extraction method according to Claim 53 or 55 wherein

said bleock is a pixel bloek, and wherein said characteristic

value is the brightness value of said pixel block.

60. A data extraction method according to claim‘. 53 and 55
whereia .said block 45 a pixel block, and wharein said
cha:_acteristic value is the variance value of said pixel block..

61. A data extraction systam for extéact:.ng mesgage data from
media data with the message data hidden therein, comprising:

' a converter for cdhverti;xg. the message data éomptising
analeg signals and including the hidden message data, into
digital signals and for outputting the digital signals

‘an identifier for identifying one of those blocks in the
. media data in which the message data is hidden;

a characteristic wvalue calcuiar.or for dét.emining the
charactexristic value of said block identified by said identifierx;

& storage for storing a translation rule that associates the
contents of the data to be extracted with the difference between

a reference value for the characteristic value and the
characteristic value of said block: and

- 60 -
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Specitcally, data hiding and extracti on'nmethods using the above al gorithm
are applicable to the foll ow ng system (Television imge CM occurrence -
count) Wether a comrercial is broadcasted a requested nunber of tines is

i nportant to the person who has ordered the broadcasting. The present .
al gorithm can bg_us construct a systemas shown in Fig. 18 .in order to
automdtical |y coln E?ﬂ%&fﬁﬁm ad &“%PS%’&%S@? 'ﬁ‘?fesalﬁgoggé" s%°§f’§fli15‘ﬁ 8 a°
st orage appheataharagtenissder vaiue obreatidadbilonl dyparefexencime saddage
apparatus g¥g@h8lafis®w®ixdéal inmade, and the encoder hides in the conmerci al
I mage, information wused to count the nunber of broadcasts. The
comercial image with this information hidden therein is broadcasted by the
br oadcast i A8- appdata extEacsionssysnas sscotding dveClain 61 wWwhayefs: kaddt o

encode t hergga®Bhiés dlvadliUeis Eiend i Sn Cahbi bty BaERd SRdt & dakg i n

mmge. | nehaRpEFRRLEls M at" e hibSH Fitertn EFGE 2a4d ke and a

counter. The receiver receives the commercial - 41 - i mage with the

counter inggiaji gdedicdd2RctiohCiystall 8clSFOIRf to Claim 61 wherein said
txanslation rule states that one of the bits i§ extracted if the
characteristi¢ value of said first block is larger than that of
the second block, while the other bit is extractad if thae
characteristic value of said first block is smaller than that of
the second block. :

- 64. A semiconductor integrated circuit for extracting message
- data frem media data with the message data hidden therein,
coniprising: '

_ ~a 'dgﬂ,qé for detémining the characteristic value of one of
- tha blecks in the media data comprising input signals which is
"idengified as the one in which the message data is hidden; and

. an extractor for extracting the hidden message data

. according to the characteristic value of -said block by
-veferencing a txanslation rule that amrgaciates the contenta of
the data to be extracted with the difference between a reference
value for the characteristic value and the characteristic value
of said block. ' '

65. A semiconductor integrated circuit according to Claim 64

wherein said reference value is presant in the media data and is
the characteristic value of a block different from said dblock.
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extracts the counter information fromthe comercial inmage. Based on the
extracted counter information, the counter counts the nunber of broadcasts.
Such a reception systemextracts the counter information based on the above
data extraction nmethod. Decoding is carried out by identifying and

extracti data fromthose position n _the conmercci | e @t .whi_ch the
count er ?ﬂf'or%’afﬁi‘gcfegﬁﬁ‘?’? i ?ﬁfa%ﬁgsé:d‘rs}\lghécﬁgéi?kngﬁec gt &

i nf or nat wbekreine spidadsanslatics opule skates shate armef cthe batgedwi th the

hi dden couiegethd Q2N THaAFALLERENL LS VAlud P CEaDd RLAAECRILEK! QaPC
count ed 3% t he recelving station baseangg t he h#g%ng gl gor thn}: Ther ef or e,
t he recer@FHE¥s 0 n %ot BRSOR Peke WRLIRCLRESOKPeE Pk diBhg thi s
count er iexiticactedi df. théc vharakitpristic fvalbwnl 6§ saidt GrsTBLlocknsim ssi ons
insi de agga®ibei f8ad WP QORKUGReERd BYSMal | flow through a proxy |ocated
at the topology. This nature can be used to censor inages and sound data
on the proxy. If nmedia data with a water mark hidden therein is“ detected,
it isleft inalog. This enables illegally distributed data to be
detected. Fig..19 is a block diagramof. such a system A server has a
storage neans in which nedia data in stored and an encoder for hiding
nmessage data in the nedia data. The server controls the encoder so as to

hi de message data in the nedia data read

oL



from the storage neans and transmts the output data to Internet. The
above hiding nethod is then used to dispersively hide the nessage data in
the nedi a data based on the contents of the nessage data, A receiving
station has a proxy that receives fromlinternet the nedia data that has
been subjected to the hiding processing at the transmtting station, and a
decoder for extracting the message dXB4TRAGT t he received data. Extraction
i s executed by using the above data extraction nmethod to identify t he

ositions Lstri 9a ata n contents of the
Ironessage da? g’; b?gggﬁcélt?#\ae%ﬁi‘gvg?tg%%n"gﬁggggr§§H§ﬁa‘?ﬁ%% N8BR3 Rat i on
such as t hdasasandpdi datyrexhpacsion sshnd ofegxnyasting, the palden data
T or oL owhuelessedge sabtd e dapazabostg! AN S nel il datse i ace
S \Y .
Br O\FI)VS e)r/ t ogﬁeg%vw{%ﬁé' Fﬂ‘é{‘% h'gq §§PX%%€ &% ﬁglﬁﬁ@%ﬁ?’%grgﬁt%#@‘g}%t from
t he phot ogM@BRage Satakeasiklyiescription, transportation, and route. An
showmin Fig. 20, the additional information can be extracted even after

e Cnent Ahgask o UGS B LAOR WI8NUSEN VY exGROBELG RS  WaQsT! 1
array while message data s expreased as a méossage array s¢ that
the array elements of the message arxzay can be dispersively"
hidden in the massage array based on a state values specifying
a particular’ array elsmeat of the media array, comprises the
steps of:

(a) determining the j-th (j 2 0) state value §;;

(b) determining (j + 1)~th state value S, based on the j-th
state valve, the array element of the madia array indicated by
the j-th state value, and the array element of the message array;
and .

(¢} hiding data with zespect to the array elemant of the
media array indicated by the (j + 1)-th state value S;,.
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additional information froma file for photo data, the use of hiding
enabl es the close rel ationshi p' between the photo data and the additional

i nfoaiution to be maintained, thereby allowing the data to be filed easily.
(Finger printing and water marking) Finger printing refers to the hiding in
nmedia data to be issued to a third person, of a mark that enables the

i ssuer of [(Owsumsdia Watsq t Oxedengi fy that person. If anyone conducts_an

i1l egal aqtg; xas 'illegal copying.. finger printing enables t?g s¥ur ce
of the act to be identified. Thus, if this person is illegallyt(1/&)
distributing the copy, this illegal copy can be charged on himor her. On

t he ot her hand, ter marking refers to the hiding i I ssued to
a third person, ¢ him or
herself. This en X L IR e 7
di stribution, tha QAL e | not
modi fi ed during . il EhERS tem such
an shown in Fi gug




constructed. When data is issued to a third person, a mark is hidden in the
data. To detect the mark, it is extracted fromthe data obtained, fromthe
third person. In addition to the above systens, this invention ia
applicable to those systens which use cable or satellite coninunication or
storage nedia such as DVD-ROVs (DVD-RAMS). In particular, if a DVD ROM
(DVD- RAM {g8gisgdafo distribute media data, the data includes hidd
information on a pérmi ssion for copying, that is, whether copyinb )
prohibited or allowed. DVD players used by end users to duplicate the
medi a data include a PUlCti@u.forghi mting copying. Thus, if the copying

pl ayer extracts o) z;ufﬁnzayun,puudrriun =-oh e—He e e—find that
copyi ng i s prohi bFted—Tt-opsrites to—prohi-Bri—copyhrg—G—Dala gxtracti on
systens and senicLﬁﬁﬁe?ﬁw£¥¢%§g;?ned Cl I CUidS-pleogmlli ng _suich dystens
Specifically, the~ad Je-datalextraction—methdd W Pl a5 nted on system

of the foll owi.ng eerfeurati-¢r—n—addition / nos of _fhe funchkion of such a
system can be proyiddd orf a d$ingle chip as/a.sen Get@#fict or i nt egrlat ed
circuit. The detaFIed deqcri pti onR®flt he~ characterisfics off sugh systens
and sem conductofr integr d circuits"Ts 4nr¥t edaleb favoi d duplidation, but
the items and the)ir &®ersT¥as™and variati ons descrifed in the data

extraction method ardg al go\applicable to these syst@Ems. The
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details of the followwng itens will be obvious to those skilled in the art
fromthe description of the above nethods. Specifically, a systemfor
extracting message data fromnmedia data has a translation neans, an
identification neans, a characteristic value calculation nmean., a storage
awant s, and an extracti on neans, as shown in Figure 22. The transl gfon
neans i s V\ﬁwerter_that converts nessage data conprising‘%ggﬁaﬁ - 44
- "sign s RN ch nessage data is hidden, into digital signal ich
are then output by the converter, The identification nmeans identifies one
of those blocks in nedia data Rpplf “B?‘ﬁ%%MTF§ﬁ§§§¥ﬁ@H'W@ans in which
nmessage data i s i-dden LlStlg valus Llation

‘means  deternm ngMOLIMRb i MBREAct eristic vathp of . the -hlo k_._ijdentified
by the identifiqatidn pia_t ransl atlion rule

t hat associ ates tlhe g¢ont rof EEEl Wi th t he

di fference betwegn alreférenfte value for th¢ characteristlc val ue and t he
charactelistic vdluefof {his|block. The ex I b e FRA renges the
translation rule|to éxtract gapage data depe on it .he
characteristic vgl uejof :

L1
{ Figuxe 10]
| Besgo walwo Mpazaga azeny  ° Fusaziea Jut_sg'man.t_ nenmLmni-ma.
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this block. The reference value is the characteristic value of a second

bl ock that is present in the nedia data and that is different fromthe
first block. The translation rule stored in the storage neans states that
one of the bits is extracted if the characteristic value of the first block
is larger than that of the second bl ock whereas the other bit is selected
if the characteristic value of the first block is smaller than hat of the
secbnd(BAGEE® PA addition, a semiconductor integrated circui t{%d#rising

t he above systemincorporated in a single chip has, as shown in Fig. 23, at
| east a cal cul ati on nmeans and-an extraction neans. The cal cul ati on neans
determ nes the characteristic value of that block in nedia data conpri sing
i nput signals which is identified as the one in which nessage data is

hi dden. The extraction neansa@&&ﬂé@&l@ﬁTﬁ@}nm&hﬁﬂa*f435'

charecteristic vqﬁggpqgm;Q e/BT paK/ py

.associ ates the contents of ¢
bet ween a reference val ue fa»‘
characteristi¢c value of this B

hapsl ati on rul e that
""""""""""""""""""""" f the difference
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| NDUSTRI AL APPLI CABI LI TY As descri bed above, if nessage data is
di spersively hidden in nedia data such as an i mage or sound, this invention
determ nes those positions in which the nessage is to be hidden based on

the contents of both nedia and nessage data. Therefore, this invention
enabl es data hiding that prevents a third person from nodifying th% nmessage
easily. - 46 - 47 CLAIMS 1. A data hiding nethod in which medi &ldata is

expresséf%%?%?rﬁ%ﬁa array while nessage data is expressed as &3f&§dage
array and in which the elenents of said nessage array are dispersively

hi dden in said nedia array based on a state val ue specifying a particul ar
array elenent of said nedia array, conprising the steps of: (a) determ ning
the j-th (J [err]0) state value; ( mning (j +i)-th state val ue
based on said j-th state val ue, tﬂg %4y klenent of said media array

i ndi cated by the -J-th state val ue, éﬁq the array el enents of said nessage
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-array; and (c) hiding data with respect to the array el enent of said nedia

array indicated by said (j + 1)-th state value. 2. A data hiding nmethod
in which nedia data is expressed as a nedia array while nessage data is
- expressed as a nessage array and in which the J elenents of said ssage

array are dispersively hidden in said nedia array based on a sta@ val ue
specifying a particular array el ement of said nedia array, cofp/&&iing the
steps gfeigi@e ddtermning the j-th (j [err]0) stat'e value;, (b) determning
(j +1)-th state value based on said j-th state value, the array el enent of
said nedia array indicated by‘the j-th state value, and the array el enents
of said nessage array; (c) hiding data with respect to the array el enent of
said nedia array indicated by said (j + 1)-th state value; and (d)
recursively executing steps (a) to (c) to hide the J elenents of said
message array. 3. A data hiding nethbd according o aim1 or 2 wherein
if j =01in said step (a), an-initig state val ueei s-gdeterm ned on the
basis of the data in the array eleneﬁis of said negsagg array.
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48 4. A data hiding method according to Claim1l or 2 wherein if j =0 in
said step (a), the exclusive OR of the data in all the array el enents of
sai d nessage array is used as an input to an initial function, the output
of said initial function being used as an initial state value. 5. A data
hi di ng method according to aim1l or 2 wherein in said step (b)ygsaid (j +
1)-th state value is determ ned on the basis of the exclusive sai d
j-th st&3e2¥M 84, the data in the array el ement of the nedia grray
indicated by the j-th state val.ue, and the data in the array el enents of
said nmessage array. 6. A data hiding nmethod. according to Claim1 or 2
wherein in step (b), the exclusive OR of said j-th state value, the data in
the array el enent of said nmedia argay; £l ated by the J-th state val ue,
and the data in the array elenments nmessage array iIs used as an

i nput to ahiding p05|t|on translation function, the output of said hiding

position transl atg ~on'bein eed.ay said (J + 1)-th stat. value. 7.
A data hiding ne‘h@d&a@se d akimcfzs Wherein said hiding position
translation funft?™5 is #n enc+phewﬂﬂ@ fung¢tion that uses as a paraneter, a
secret key used in the public key 'i
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met hod. 8. A data hiding nethod according to Claiml or 2 wherein, in
said step (c), said hiding data is the exclusive OR of the array el enent of
said nedia array indicated by said j-th state value and the array el enents
of said nessage array. 9. A data hiding method according to Claim1 or 2
wherein, in said step (c), a first pixel block which corg@sponds to
_the array element of said nedia array indicated by said (j + &)kl state
val ue F#@%¥FS&dond bl ock are pai red and wherein the 49 ch ract%ri stic
val ues of the pixel blocks are mani pul ated based on a translation rule so
as to hide the hiding data. 10. A data hiding nethod according to Claim?9
wherein said second block is adjacent to said first pixel block
constituting a pair with the second block. 11. A data 'hiding nmethod
according to Claim9 wherein said translation rule specifies a rule used
to mani pul ate said characteristic values based on the difference in
t he characteristic17value -between the respecLJve first and second pi xel

bl ocks constituting,a pair._ =
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12. A data hiding nmethod according to Claim211l wherein said characteristic
value is the brightness val ue of said pixel blocks. 13. A data hiding

nmet hod according to Caim 1l wherein said characteristic value is the

vari ance val ue of said pixel blocks. 14. A data hiding nethod according to
Claim2 further including the step of (d) extracting said nedia Fray in
whi ch said hiding data is hidden; and the | ast state val ue. i§1§éidata

ext r adEEPETet in which nessage data is expressed as a nessage‘array, in
whi ch hiding data including said nessage data is expressed as a hiding
array while nedia data with said hiding data dispersively hidden therein:is
expressed as a nedia array, and in which said nessage array is extracted
fromsaid nedia array based on a state_val ue specifying a particular array
el enent of said nedia arrawyesegqerri sing the Akohs /4 f (a) determining the

j-th (j[err]0) state value; (b) extraet+fs >;;;~4:“4~’-Ienent of said hiding
array fromthe array elenent of said nFﬁTa—q_, iTidi cated by said j-th
stat e val ue; (¢) determning the (] %zijs.ﬁqéﬁgge val ue based on the

j-th state value and said extracted array el enent of the hiding array;
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and (4) extracting an array el enment of said nessage array based on the
array elenent of said nedia array indicated by said (j - I)-th state val ue
and the extracted array el enent of sald hiding array. 16. A data extraction
met hod in which nmessage data is expressed as a nessage array, in which

hi di ng data i ncluding said nesseage data is expressed as a hidig array
while nedia data with said hiding data dispersively hidden theregin is

expr es§849488%a18ddi a array, and in which said nmessage array ﬁ%ﬁ@ﬁ% act ed
fromsaid nedia array based on a state val ue specifying a particular array
el ement of: said nedia array., conprising the steps of: a) determning the
j-th (j[err]l) statg varuag, (D) uﬁﬁ&ﬁ&tf?ﬁﬁjﬁmT_@ ray el ement of said hiding
array fromthe arrai BRenpRtdao i Y indicated by said j-th
state value;. (c) deterrninasihe (jpozt=ti=state value based on the j- th
state val ue and satsieext remiteq arr ayia@l emeniseo! the hiding array; (d)
extracting an arrapP*®llenentdf sai d WesEage=#rrtay based on the array

el ement of said nedia array indizdtéd by said (j - 1)-th staté value and
the extracted array el enent of said hiding array; and
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(e) recursively executing steps (a) to (c) until an extraction end
condition is net. 17. A date extraction nethod according to Claim15 or 16
wherein in said Step (a), the first state value used in starting
extraction is provided to an extractor as information required for
extraction. - 50 - 51 18. A data extraction nethod according;¢0 Cl aim 17
Mhermfkgéykéi{ﬁi state value used to start extraction is tQQlVQZ% state
val ue generat e n hiding said nmessage array. 19. A data extraction nethod
according to Claim15 or 16 wherei'rn in step (c), said (j - 1)-th state
value is determ ned on the basis of the exclusive OR of said j-th state

val ue and thefaata 1n the array erenent—of sard—tmarg—array extracted from
the array eIeHent of said nedia array indicated by the j-th'|lstate val ue.
20. A data exfraction nethod according to Claim15 or 16 wherein an
extraction pogition translation function is provided, and wherein in said
step (c), thejexclusive OR of said j-th state value and the {data in the
array elementjof said hiding array extracted from '
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the array elenent of said nedia elenent indicated by said j-th state val ue,
the output of said position translation function being used as said (] -
1)-th state value. 21. A data extraction method according to Cl aim 20
wherein said extraction position translation function is an deci phering
function that uses as a paraneter, a public key used in the publig¢g<key

nmet hod. A d extraction nmethod according to Caim15 or erein,
in-saidtégggng;%?the array element of said hiding array is tﬁ%gé ) usi ve
OR of the array elenent of said nedia array indicated by said (j - 1)-th
state value and the array elements of said nessage array. 23. A data
extraction nethod according to Claim15 or 16 wherein, .in said step (b), a
first pixel block corre o the array erement gt said nedia array
indicated by said j-th/tate value and a second bl oclf are paired and
wherein the hidden dat/a is extracted according o the relationship
bet ween t he char/acteristic values of said firgt and second pi xel

bl ocks constituting/a pair on the basis of an extyaction rule. 24. A data
extraction nethod o icional
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Original
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second bl ock is adjacent to said first block constituting a pair with the
second bl ock. 25. A data extraction nethod according to Claim 23 wherein
said extraction rule is based on the difference in the characteristic val ue
bet ween said pi xel blocks constituting a pair and corresponds to a
translation rule that specifies the manipulation of said characteristic
val ues.d n ﬂ%flng._ZG. A data extracting nethod according td4¥Cl ai m 25
mhere|% dg acteristic value is the brightness val ue of{is#ixdypi xel

bl ock. 27. A data extraction nethod according to Claim?25 therein said
characteristic value is the variance value of said pixel block. 28. A data
extraction nethod according to Claim16 wherein an initial function used in
hiding data in order to _deternine the |n|t|al state val ue based on the data
in the array el enentsfof Aai wherein the nethod further
i ncludes the steps of ) i time an el ement of said
nmessage al anent is exiracte Il the array el enents of
sai d nessage array as extraction-end condition

that the output of sa _ tosaid (j - I)-th state
val ue. 29. A data ext i i 04Cl ai m 28 wherein the
exclusive OR of the d i ayray el enents of
(Piguze 163;
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sai d néssage array is used as an input to said initial function. 53 3Q
A data extraction nmethod according to Caim28 wherein in step (f), the end
of extraction is recogni zed when the output of said initial function is

equal to said (j - 1)-th state value. 31. A broadcast systemconprising: a
st orage aggaratus in which a coomercial imge is stored, an encoder for
hiding in L9ureontpr ci al i mage, information used to count the nunb ¢ of

broadcasts of said commercial inmage; and a broadcast apparatus §
broadcasting said comrercial inmage with said information hidden there%n
wherein: said |nfornat|on i's di spersively hidden in said commercial inmage

based on the dat afi
according to d ai}|
said commercial i
1to 14, 33. Areg
conmmer ci al inageﬁ

br oadcast s of sa|T_“'

31 mherel
ge is the
ei ving sysj|
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comercial imge; a decoder for extracting said information from
said commercial ‘image; and a counter for counting the nunber of broadcasts
of said commercial inage based on said extracted information, wherein:
based on the data in said information for counting, the positions of said
di spersively hidden information in said commercial imge are identified and
the | nforfdd@r=ipgihen extracted. 34. A receiving systentaccording

Cl ai m 33 wherein t met hod for extracting said information fro
commercial inmage is the data extracti-on nethod set, forth in a%ﬁQﬁkﬁlains
15 to 30. 35. A systemfor transm tfi.ng data to a network, conprising: a

storage apparatus in which nedi aj is s® d; a coding apparatus for
hi di ng nessage data in said nedié dat a; and%Egserver for controlling an
encoder so as to hide said nesszxy data in spid nedia data redd fromsald

storage neans and tranwitting t output datp from said encoder to the
net wor K, mherei% ' '
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mai d nessage data is dispersively hidden in laid nedia data based on the
contents of said nessage data. 36. A -systemfor transmtting data to a
network according to Caim 35 wherein said hiding nmethod is the data hiding
met hod set forth in any of Clains 1 to 14. 37. A systemfor receiving data
froma network, conprising: a receiver for receiving nedia data with

message dbfbgwrdd2djtherein fromthe network; and a decoder for ext( cting
sai d message data from said nedia data;, wherein: - 54 - basqﬁé) he
contents of said nessage data, the positions of said dispersively ne§sage

data in said nmedia data are identified and the nmessage data is then
extracted. 38. A systes for receiving data froma netwrk according to
Claim 37 wherein said extraction nethod is the data extraction nethod set
forth in any of Clainms 15 to 30.,39(/§}gata hi di ng nethod in which first

data Lo expressed ag array phil & a second data is expressed as a
second array and injwhich t g
di spersively i 4
2gzxver
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hi dden in said first array based on a state val ue specifying a particul ar
(a)

array el.enent of said first array, conprising the st~eps of;.
determining the j-th (j a 0) state value; (b) determining (j +1)-th state
val ue based on said j-th state value' the array elenent.of said tfirt array
indicated by the j-th state value, and. the array elenents of said second

array; and (c) hiding-data with respect to the array elenent of s %9 %B;St
40. A data extra |6

array indicated by said (ji + 1)-th state val ue.
met hod i n which second data is expressed as a second array while third data

including said second data is, expressed as a third array and in which first
FUpeXigiatel vy hiclen therein is expressed as

data with said * thLid 'data
f inat array, sgid secend=ar<ay, being extracted fromsaid first array Mised
on a state val ue speci%fogg_g pa ticJ1ar‘3?fﬁ?‘h$€he9k=etasaid first

array, conprising thegst PSrp@he % —detergining the j-th 1jTk 1) state
val ue; (b) extractinganiar H& said third array §ron1the array

_ HEANS f
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(c) determining the (j - 1)-th state value based on the j-th stéh%bggpét{)
and the extracted array elenent of said third array; and (d) extracg[pgﬁan
array el ement of said second array based on the array el enment of said 7 st
array indicated by said (3 - |)-th state value and the extracted array

el enent of said third array. 41. A data hiding nethod for hiding data in
nmedi a data wherein: information on thed4refesence position for the said
nessage data and. said nedia data is hidden in said nessage data, and

Wher ei n,{ he i o on, saj.d reference posifio hi,dden i n sai
rressagep‘%a%% %;e’hr;tﬁ;% g % Fgﬁcggﬁﬁ %‘hezﬁ P‘ﬁ&d gf’g?ﬁ’é?%??age
dat a ortherpd:aituenpmlth@nimmgae(bbrtlmalrﬂ-tmeinaesageempnal aeptanae baly
det ect e r S d [t ssage
tet oo S o484 4Lalrhafle 510 TR SRAES A uas Unebl, ARl TEBRCOS,
Caim Bhewkrts rake iSafiokSedetarminashi dbﬂkaweﬁeetlp@w:am vialwoilsggnt ri ¢
ci rcul a8eBefds oAy BROWRE $tadel $hELENEE,POSEY QBcuda i ng
net hod fO?éhl(sjl ngw data _in = 3| ata 5nprhgl ngc}lﬁ ng\l% Qé?éat'}_hg
this procedure, all the elements (s,, 1 83 .., 8) in the state
sequence S§ can be determined. Thus, all the elements in the
state sequence S depend only on the constant initially given as
the initial value. Consequently, once the initial value has been
identified, the state sequence S can be determined to identify
all the positions of the messages distributed over the image and

— to extract their hidden contents.

If the initial wvalue has been published or known to a third
person despite efforts to make it secret, the third person can
use the value to identify the positions of messages easily and
erase the message data or write a different message data over the
- first data. It has been difficult for conventional methods to
effectively prevent a third person from erasing the original sign
to make the source unknown or writing a different sign over the
original sign to act as if he or she was the author.

It is therefore an object of this invention to propose a new method for distributing and
hiding message data in media data that substantially overcomes or at least ameliorates one

or more deficiencies of existing arrangements.

SUMMARY OF THE INVENTION

To achieve the above object, a first aspect of the present invention relates to a data hiding

method of dispersively hiding the array elements of a message array in a media array
based on a state value S specifying a particular array element in the media array if the
media data is expressed as the media array while message data is expressed as the
message array. Specifically, the first invention comprises the steps of: |
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(a) identifying one of those blocks in the nedia data in which the nessage
data is to be hidden; (b) determ ning the characteristic value of said
identified block; and (c) mani pulating the characteristic value at said
bl ock so as to hide the nmessage data by referencing a translation rule that
associ ates the contents of the data to be hidden with the - 56 -
difference between a reference value for the characteristic value and the
characteristic value of said block. 44. A data hiding nethod for hiding
data in nmedia data according to Caim43 wherein said reference value is
provi ded by the characteristic value of a different block present in the
medi a data. 45. A data hiding nethod for hiding data in nedia data
conpri si #§)t Aetermising: the) itthenti ity saasei wadrepSbrks in the nedia data
whi ch compni sRteruintingd! OF k+ apfl-th seeatsl PADLK; 5L ) based adh NEh&aijdth
determ n%a%ga%a teri g&i c_val ues, and manf' plﬂ atin the characteristic
val ues o Valug e array element of the media array indicated by

the j-th state value, and the array element of the message array;

and '

(c) hiding data with respect to the array element of the media

array indicated by the (j + 1)-th state value §,,,.

If the message array has J array elements, the above steps (a)
- to (c) are recursively repeated until the J array elements have
been hidden. If j = 0, the initial state value 5, is detexmined
on the basis of the data in the array elements of the message
array. Specifically, an initial function for determining an
initial state value §, is provided, and a value based on the data
in all the elements of the messagé array (for example, the
exclusive OR of the data) is input to this initial function.

In step (b), the (j -+ 1)-th state value Sy, is determined on the
basis of the axclusive OR of the j-th state value S,, the data in
the array element of the media array indicated by this state
value, and the data in the array element of the message array.
Specifically, a hlding position translation function is provided,

N and the above exclusive OR is input to this function to obtain
the (j + 1l)-th state value S;,; as the output. The hiding
position translation function may be, for example, a function
using as a parameﬁar, a secret key .used in public-key
cryptography. The hiding data may be the exclusive OR of the
array ‘element of the media array indicated by the j-th state
value S; and the array element of the message array.

In addition, a second aspect of the present invention relates to a data extraction method of
extracting a message amray from a media array based on a state value specifying a
~ particular array element in the media amray if the message data is expressed as the

message array and if hiding data including the message data is expressed as 2
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constituting said pair so as to hide the nessage data; (a) conparing the
difference between said detezined characteristic values, and based on
the translation rule, manipulating the charactaristic values of said
.respective blocks constituting said pair so as to hides part of the data in
t he nessage data; (d) repeating steps (a) to (a) to hide all the nassage
data. 46. A data hiding nethod for hiding data in nedia data conprising
the steps of.: (a) identifying a pair of blocks in the nmedia data which.
conprise a first block and a secoand bl ock; and .(b) determ ning the
characteristic values of said respective blocks constltutlng %W%P pair; (c)
[

‘exchangi n@@% agpy Msle dhe smedia dats we vhigh tgiludipg detasis GssRarsivelY ivefeR d 4 pai r
SO as to gééssteli%s gﬁeﬁﬁ@eagae 2. aThdas6sh Aed off ki \srkadht &neﬁdaneco&.{mess@@m fies

the differehce in haracteristic value between the blocks. -
47. A dat stdpsdiing met hod according to Claim44, 45 or 46 wherein sald

second bl ock is adjacent to said first block
(a) determining the j-th (j 2 1) state value Sj:;

(b) extracting an arrxay elements of the hiding axray from the
array element of the media array indicated by the j-th state
value $§j;

(cj detexrmining the (j - 1) state value S;.; based on the j state
value S; and the extracted array element of the hiding array; and
{d) extracting an arxay element of the message array based on the

— array element of the media array indicated by the (j - 1l)-th
state value Sy, and the extracted array element of the hiding
axray-

The steps (a) to (c) are recursivaly repeated until a extraction
finish condition has been met. In step (a), the state value Sy
used to start extraction is provided beforehand to an extractor
as information required for extraction. The state value S, may
be, fox example, the last state value generated when the message
array was hidden. In step (c¢), the (j ~ 1) state value Sy, is
detexmined on the basis of the exclusive OR of the j-th state
value §; and the data in an array element of the hiding array.
The arfay element of the hiding array is extracted frxom tha ai:ay
(N element of the media array indicated by the j-th state value S;.
'In addition, an extraction position translation function may be
provided beforehand, and in step (¢), the exclusive OR of the 1=
th state value S; and the data in the array element of the hiding
array may be input to this function td obtain the (j ~ 1l)-th
-state wvalue S,, as the output, The extraction position
translation function may be, for example, a deciphering function
using as a parameter, a secret key used in an enciphering key
method. 1In step (b), the array element of the hiding array is
be the exclusive OR of the array element of the media axray
indicated by the (j - 1)-th state value S,,, the array element
of the media array, and the array element of the message arra
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conetituting a pair wwth the second bl ock. 48. A data hiding nethod
according to Claim44, 45, or 46 wherein maid translation rule states that
ono. of the bits is hidden if the characteristic value of said first block
L. larger than that of the second block, while the other bit is hidden if
the characteristic value of said first block is smaller than that of the
second bl ock. 49. A data hiding nethod according to Claim44, 45, or 46
.further including the step of prohibiting the execution of said step (c)
if the difference in the characteristic?value between maid first block and
sai d second block is larger than a first threshold, thereby preventing the

nmedi a datmaddﬁtﬂm, PeiirdGspRo6PEe g resé@mvénndi ifdsH i& H%E di ng to
58 e mie o

A aim 44, i_n

execut i on 9 gd(}tée Akfﬁae%éj mﬂ?%q&. g?er éng&fi?r 24 (B4 e
bet ween sfeshmif:s:cnq)lmb nskseacpns:@:lobdoskom imagerdata;) inathe wedimd
t hr eshol daaweﬁemmm}@wat me@shhe aLeK amtdd)meoiuaaenaceig} a&atéﬁnsﬁ%ﬂﬁct ing-

t he ness ccord aim 4 or 46
Wher ei n g%?dghiﬁiﬁﬁ?rﬁﬁslﬁa '155 Q%SFbE% aia’ ﬁhg REightesSict¥F | stic
val ue is varian¢evalued o&m ddentiiflied bdlodk,oghd (‘32) Mndpuaahidgntgxéret hod
accor di ngch@rét@dMtic Yalud’ ofbehb YRk 838 tdMUe the md@sPLgE!aatl OCK,
and whergin f i d

by exrencing a translation rule that associates the contents

of the data to be hidden with the difference bety:een a reference

value for the characteristic value and the characterisgtic value

e of the block.

The reference value may be the characteristic value of another
block present in the media data. If the first and second blocks
are identified in the media data, these blocks are paired and the
characteristic value of each pair is determined. The
characteristic wvalues obtained are compared and manipulated on
the basis of the translation rule (for example, by exchanging the
characteristic values) so as to hida the message data. If the
message data comprises a plurality of bits, the steps (a) to (e¢)
are repeated.

A fourth aspect of the present invention provides a data extraction method of

N extracting message data from media data in which the message data
is hidden, comprising the steps of'(a) identifying one block in
the media data in which the message data is hidden, (b)
detexmining the characteristic value of the identified block, and
(c) extracting the hidden message data according to the
characteristic value of the block by referencing a trxanslation
rule that associates the contents of the data to be extracted
with the difference between a reference value for the
characteristic value and the characteristic value of the block.

The reference value may be the characteristic value of another
block presant in the media data. If the first and second blocks

REPLACEMENT SHEET
87 aun 2080




characteristic value is the variance value of said pixel block. 53. A data
extraction nethod for extracting nessage data fromnedia data with the
nessage data hidden therein conprising the steps of: - 58 - (a)
identifying one of those blocks in the nedia data in which the nmessage data
I's hidden; (b) determning the characteristic value of said identified

bl ock; and Cc) extracting the nessage data accordilng to the

characteristic value of said block by ~raef etencing a translation rule tha.t
associates the contents of the data to be extracted with the difference

bet ween . reference value for the char athI’I stic value and the
char act%F‘Fs‘tq%nVaq‘LﬁQ de Shegmedir idatyy thegs: Blegks £%¢ AR IR{HAENERS: di ng
to d ai ch&ﬁamberﬂmsandm‘aermceacuabaér iis pdeserhinadt he Tesh 2 daka and

i- h I

ot o ot B0 ssgded dedid'S e budrBes n%’éé%%ﬁ% 59, Y6 Bhied e e tis o

t he rresgageemtfa sacdiddpledier byn redapensing the sixanslgtion xule that
associates the contents of data to be extracted with the

difference in the characteristic values of the blocks. 1If the
characteristic value of the first block is larger than that of
the second block, this translation rule extracts one of the bits,
and otherwise, extracts the other bit.

— A fifth aspect of the present invention relates to a system for implementing the above data
extraction method. That is, the fifth aspect of the present invention provides a data
extraction system for extracting message data from media data in which the message data
is hidden, comprising a translation means for translating the media data in which the’
message is hidden, into digital signals, the media data being transmitted as analog signalsi
an identifitation means for identifying one block in the media data in which the message
data is hidden, the media data being transmitted as the output of the translation means; a
characteristic value calculation means for determining the characteristic value of the
block identified by the identiﬁcétion means; a storage means for storing a translation rule.
that associates the contents of data to be extracted with the difference between a reference
value for the characteristic value and the characteristic value of the block; and an

" extraction means for extracting the hidden message data according to the characteristic
value of the block.

Furthermore, a sixth aspect of ti;e present invention relates to a semiconductor integrated
circuit with the functions .of the above data extraction system pirovided on a single chip.
That is, the sixth aspect of the present invention provides a semiconductor integrated
circuit for extracting message data from media data in which the message data is hidden,
cdmprising a means for determining a characteristic value of one block identified as the
one in which the message | ' |
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(a) identifying a pair of blocks in the nedia data in which the nessage
data is hidden; (b) determning the characteristic values of said bl ocks
constituting maid pair; and (c). extracting the hidden data according
.to the charaotertatic value of the said respective bl ocks by-referencing a
translation rule tiat associate the gontents of the data to be exacted with
the difference in the characteristic4¥al ue - between !aid bl ocks
constituting aaLd pair. 56. A data extraction method according. to, Caim
54 or 55 wherein said second blockabgwégjacent to maid firat block
constituting a pair with the second block. 57. A data extraction nethod
‘accor di'ng o 9@t piging, meEheg.ip; Whigh MmedimJaks of @HRressadkas Rat one

of t henldiiies arragx whidiecthadsaddes davar ds @xptiossedalage a0 medsiage idxgagp! ock is
the - sl 38 WHEknPinb ELGRESES oY BRte Wealer Srfty dne e dmbainelthan ¢ hat
of théisdemdmnisesid malian agnay dasesdc R mtated vadser dipegifyi@gian 54 or
55 wheys@hicular array element of said media array, comprising the
steps of:
(a) determining the j=-th (j 2 0) state value;
(b) determining (j + 1)-th state value based on said j-th
state value, the array element of said media array indicated by
o the j-th state value, and the arxay elements of said message
. array; and | C
(c¢) hiding data with respect to the array element of said
nmedia array indicated by said (j + 1)-th state value.

2. A data hiding method in which media data is expressed as a
media array while message data is expressad as a message arxray
and in which the J elements of said message array are
dispersively hidden in said media array based on a state value
specifying a particular array element of said media array,
comprising the steps of:

(a) determining the j-~th (j 2 0) state value;

(b) determining (j + l)-th state value based on said j-th
state value, the array element of said media array indicated by
the j-th state valve, and the arrxay eslements of séid message
arxay:; '

(c) hiding data with respect to the array element of said
media array indicated by said (§ + l)-~th state value; and

~ (d) recuxsively executing steps (é)_to (c) to hide the J
- elements of said message array.

3. A data hiding method accoxrding to Claim 1 or 2 whaerein if
J = 0 in said step (a), ap initial state value is determined on
the basis of the data in the array elements of sald message
. array. '
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said translation rule determ nes that no nedia data is hidden in the pair
If the difference in the characteristic value between said first block and
.said second bl ock constituting the pair ia smaller than a specified
threshold. 59. A data extraction nmethod according to Caimb53 or 55 mhereln
said block La a pixel block, and wherein said characteristic value is the
bri ght ness val ue of said pixel bl ock.460. A data extraction nethod
according to Claim53 and 55 wherein said block is a pixel block, and
mhereln said_characteristic value is the variance val ue of said pixe

bl ock.463. & data Riding i peEhed AKRFHNE G £333Ry 1S o4 RR¥ R 1 bfn nedi a
data V\‘,E th ¢ hith RSP G téh)h,l d:dmetxhe.uewe ORNPEi shegdata ChWVELl eend or

b daerF R A eriRRte 4 & dat FRpu8, SR U heud 8, EnolRpbECHHC 81 o
Si gnalmatﬁalieﬂmcmmn-f mhe ourh‘-putytpf-igsm idflttﬂﬁdeéubp§éﬂg PﬂingeuMi a data

i n whigh tEﬁ NEsSeisl Godscd Svalulden; a characteristic value calculator for
detenig characteristic value of said block identified by said

identifier; a storage for storing a translation rule that associates the
conten$s ofAt&etdathmgbneenbdaad:erdiﬁgl tdeC i i € emce? betewein ain

refer cpgey YELUS | Orgalde s PP HakeC valbUEs ABfechifefMBhAERE"! St I C

val ue
basis of the exclusive OR Of said j-th state value, the data in

the array element of the medxa array indicated by the j-th state
value, and the data in the array elements of said message array.

6. A data hiding method accordiﬁg to Claim 1 or 2 wherein in
step (b), the exclusive OR of said j-th state value, the data in
the array element of said media array indicated by the j-th state
value, and the data in the array elements of said message aeray

is nsed as an input to ahiding position translatlon functzon, the
output of said hiding position translation function being uged as said

_(J + 1)-th state value.

7. A data hiding wmethed according to Claim § wherein said
hiding position translation function is an enciphering function -

that uses as a parameter, a secret key used in the public key
method. _ : . =

8. A data hiding method according to Claim 1 or 2 wherain, in

said step (c), said hiding dat2 is the exclusive OR of the array

element of said media array indicated by said j-th state value
'~ and the array elements of said message array. '

9. A data hiding method sccording to Claim 1 or 2 wherein, in
said step (c), a first pixel block which corresponds to the
array element of said media axray indicated by said (j + 1)-th
state value and a second block are paired and wherein the
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- 60 - an extractor f or extracting the nessage data according to the
tharacteristic value of said block by referencing said translation rule.

62. A data extraction systemaccording to Claim®6l wherein said reference
.value is present in the nedia data and is the characteristic value of a
bl ock different fromsaid block.. 63. A data extraction system according to
Claim 61 wherein said translation rué®e states that one of the bits is
extracted if the charactesrstic val ue of said first block is larger than

that OfnlPEefEroifidiies s, EnbNELP H1diks la 'a%eeiﬁkﬁﬁﬁﬁﬁﬂté& ¥d¥ed

characteristic va ueo first iS.S |l er tBnthat of the second
bl ock. ©B4. 3 SERPEIARARR d-'r“ll%tsé’glaﬁt &9 Bidethe Elaal ng nessage data

frommedia data with the nessage data hidden therein, conprising: a device

for degﬁ”” | 142 GNg, r%‘%{:@éﬁé& f cd cé’”elgim 9 RiQCKsaid the
medi a dafa ‘Conprisingi nal's I C entified-as the one I n
whi ch saeong d@:&dﬂécﬁﬁﬂdéﬁ rﬁa%éié'ﬁt Bitgladilork damstéexdtriagt anppint he

hi ddeny;ifRSERECsedend block.

11. 2 data hiding method accoxrding to Claim 39 wherein said
translation =rule specifies a rule used to manipulate said
characteristic values based on the difference in the
characteristic wvalue between the respective firstand second pixel blocks
constituting a pair. '

12. A data 'hiding method according to Claim 11 whersin said
characteristic value is the brightness value of said pixel blocks.

13. A data hiding method according te Claim 11 wherein said
characteristic value is the varjiance value of said pixel blocks.
14. A data hiding method according to Claim 2 further including
the step of (d) extracting said media array in which said hiding
data is hidden; and the last state value.

15. A data extraction methoed in which message data is expressed
as a message array, in which hidiag data including said message
data is expressed as a hiding arzray while media data with said
' hiding data dispersively hidden therein is expressed as a media

array, and in which said message array is extracted from said
media array based on a state value specifying a particular array
eleament of said media array, comprising the steps of: |

(2) determining the j~th (j 2 0) state value;

(b) extracting an array element of said hiding array from
the array element of said media array indicated by said j-th
state valuey
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according to the characteristic value of said block by referencing
a translation rule that associates the contents of the data to be extracted
"with the difference between a reference value for the characteristic val ue
and the characteristic value of maid block. 65. A sem conductor integrated
circuit according to Caim64 wherein said reference value is present in
the media data and is the characterPdtic value of a block different from
said block. - 61 - 66. A sem conductor intigrated circuit, according to

C ai AB65 HERABR EEEFACEIAH Rakhsh acereddng: B Chadm oht BeXedid hhss i s
_extrggket ishalthe vilagnaifdd afo Csyatticetrasotion i L5t theoasits dtaitger than

char JA0BP| PRREORFOLB LAl 1594 HR5ARe &XERKY I o than that of the second
bl ock. - 62 -

) 19. A data extraction method acco'rding to Claim 15 or 16 wherein in

step {(c), said (j - 1)-th state value is determined on the basis

of the exclusive OR of said j-th state value and the data in the

array element of said hiding array extracted from the array

element of said media array indicated by the j-th state value.

20. A data extraction method according to Claim 15 or 16 wherein an
extraction positlon translation function is provided, and whexein
in said step (c), the exclusive OR of said j-th state value and
the data in the array element of said hiding array extracted from
the array element of said wmedia element indicated by said j=-th
state value, the output of said position translation function
being used as said {(j ~ 1)-th state value.

21. A data extraction method according to Claim 20 wherein said
extraction position translation function is an deciphering
function that uses as a parameter, a public key used in the
public kev nethod. ' '

22. A data extraction method according to Claim X5 or 16
wherein, in said step (b), the array element of said hiding array
is the exclusive OR of the array elecment of said media array
indicated by said (j - l)-th state vaiue and the array elements
of said message arrav.

g

23. QA darts extraction metasa cccording to Claim 15 ox 16 whérein,
in said step (D), afirstpixel block corresponding to the array
alement of said xeaiz array indicated by said j-th state value
and a sécond block are paired and wherein the hidden data is -
extracted according to the relationship between - the
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. ¢haracteristic values of said firstand second pixel blocks constituting a pair
on the basis of an extraction rule.

24. A data extraction method according to Claim 23 wherein said
second block is adjacent to said first block constituting a pair
with the second block.

25. A data extraction method according to Claim 23 wherein said
extraction rule is based on the difference in the characteristic
value between said pixel blocks constituting a pair and
corresponds to a  twzanslation rule that specifies the
manipulation of said characteristic values during hiding.

26. A data extracting method according to Claim 25 wherein said
characteristic value is the brightness value of said pixel blocck.

27. A data extraction method according to Claim 25 wherein said
characteristic value is the variance value of said pixel block.

28. A data extraction method according to Claim 16 wherein an
initial function used in hiding data in order to detezmine the
initial state wvalue based on the data in the array elements of
said message array, and wherein the method further includes the
steps af: - '
(f) in said step (d), each time an element of said message
alament is extracted, uzing the data in all the arxray elements
' of said message array as an input to detexmine an extraction
end condition that the output of said initial function is equal
to said (j = l)-th state value.

29. 2 data extraction method according to Claim 28 wherein the

exclusive OR of the data in all the extracted array elements of
said message array is used as an input to said initial function.

e T
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53 .
30. A data extraction method according to Claim 28 whexein in

step (f), the end of extraction {s recognized when the output of

said initial function is equal to said (j - 1)-th state value.
31,

A broadcast system comprising:

a storage apparatus in which a commercial image is stored;

an encoder for hiding in said commercial image, information
uged to count the number of broadcasts of said commercial image;
and

a broadcast apparatus for broadcasting said commercial image
~ with said infoxmation hidden therein, wherein:

said information is dispersively hidden in said commercial
image based on the data in said information for counting.
32,

A broadcast system according to Claim 31 wherein the method

for hiding said information in said commercial image is the data
hiding method set forth in any of Claims 1 to 14.

33.

A receiving system comprising:

a receiver for receiving a commercial image including hidden

information used to count the number of broadcasts of said
~ commercial image;

a2 decoder for extracting said
commercial image; and

information from said

a counter for counting the number of broadcasts of said
commercial image based on said extracted information, wherein:
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