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FALSE FRAUDULENT CORRECTION METHODS AND APPARATUSES

BACKGROUND
[001] Payment systems providers, including banks, networks and processors,
generate revenue by providing access to payment systems for end parties, including
consumers, merchants and enterprises. Processors and networks also generate money
by providing payment services to intermediaries such as banks. In most payments
systems (e.g., both open loop and closed loop), providers have a direct business
relationship with end party customers. Providers set prices for the services, as do other
businesses. Providers realize revenue from payments through direct and indirect sources.
Direct revenue comes from fees explicitly charged to the end party, i.e. consumers and
enterprises, and these may include transaction fees, interest on associated loans,
monthly maintenance fees, and exception fees. Indirect revenue comes from the interest
income on deposit balances, float and interchange.
[002] It has been estimated that friendly fraud has been increasing at a rate of 41%
every two years. Roughly 40% of consumers who commit friendly fraud will do it again
within 60 days. As a result, there has been growing adoption of Fraud Detection and
Prevention (FDP) systems in order to fight fraud at multiple levels during electronic
payment processing. A wide array of FDP solutions are now available for Merchants,
Acquirers, Acquirer processor, Issuers and Issuers processor. Transactions can be
declined by merchant/acquirer, processor, Payment Network or Issuers or Issuer’s
processor FDP solutions. Per month, 800k transactions are marked as fraud and declined
by PP (Visa’s) Advanced Authorization Fraud Detection.
[003] Fraud detection is a relatively hard problem. False positives of fraud detection,
that is incorrect identification of legitimate transactions as fraudulent, is almost
unavoidable, and often result in poor consumer experience. Ratio of false positives for
cross border transaction is higher even, since processing parties apply stricter rules on
cross border transaction processing. It is estimated that 3% to 4% of total cross border
transactions are declined by wrong rules.
[004] Accordingly, it would be desirable to provide a framework for reducing the

number of transactions declined for false fraudulent identification.



WO 2022/154848 PCT/US2021/057386

BRIEF SUMMARY

[005] The exemplary embodiments provide methods and systems for correcting false
fraudulent declines of transactions, thereby reducing the amount of false fraudulent
declines of transactions, and providing better consumer experiences. In various
embodiments, payment processor provider and merchant systems are provided with
respective aspects of the false fraudulent correction service of the present disclosure.
[006] In various embodiments, payment processor provider systems are provided
with a request acceptor and a replacement transaction generator on one or more servers.
The request acceptor is configured to enable the payment processor provider to receive
a notification of a decline of a first transaction attempted by a cardholder of a payment
card with a merchant, for allegedly fraudulent, and a request to determine whether the
first transaction was falsely identified as fraudulent, and to remedy the first transaction in
response to a determination that the first transaction was falsely identified as fraudulent.
The notification and request may be received from a selected one of the merchant, a
payment acquirer processor, or an issuer of the payment card. The replacement
transaction generator is configured to generate, in response to a determination that the
first transaction was falsely identified as fraudulent, and the merchant is a false fraudulent
reduction partner merchant, a replacement second transaction to replace the declined
first transaction. The replacement second transaction includes a bypass authorization
code. The replacement second transaction having the bypass authorization code is made
available to the cardholder. The cardholder then uses the replacement second transaction
to transact with the merchant bypassing the declined first transaction.

[007] In various embodiments, the merchant systems are provided with a payment
processor communicator and a bypass authorization code generator on one or more
servers. The payment processor communicator is configured to provide to a false
fraudulent correction service of a payment processor provider, a notification of a declined
first transaction, for allegedly fraudulent, and a request to determine whether the first
transaction was falsely identified as fraudulent, and to remedy the first transaction in
response to a determination that the first transaction was falsely identified as fraudulent.
The bypass authorization code generator is configured to generate for the false fraudulent
correction service of the payment processor provider a bypass authorization code, for the
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false fraudulent correction service to include in a second transaction the false fraudulent
correction service generates and provides to the cardholder to transact with the merchant,
to remedy the falsely declined first transaction.
[008] In some embodiments, the payment processor provider systems are further
provided with a cardholder communicator on one or more servers. The cardholder
communicator is configured to communicate with the cardholders, including notifying a
cardholder of a declined transaction, for allegedly fraudulent, and asking the cardholder
to confirm whether the fraudulent determination was false, and if so, whether the
cardholder desires to remedy the falsely declined transaction.
[009] In some embodiments, the payment processor provider systems are further
provided with a registrar on one or more servers. The registrar is configured to register
merchants as false fraudulent transaction correction partner merchants equipped to
provide the payment processor provider systems with bypass authorization codes for
inclusion in replacement transactions to remedy falsely declined transactions.
[010] In some embodiments, the payment processor provider systems are further
provided with a merchant communicator on one or more servers. The merchant
communicator is configured to enable the payment processor provider systems to
securely obtain from the partner merchants the bypass authorization codes for inclusion
in replacement transactions.
[011] In some embodiments, the payment processor provider systems are further
provided with a transaction data collector on one or more servers. The transaction data
collector is configured to enable the payment processor provider systems to gather data
associated with the falsely declined transaction, and use the gathered data to construct
the replacement transaction.

BRIEF DESCRIPTION OF SEVERAL VIEWS OF THE DRAWINGS
[012] Figure 1 is a block diagram illustrating an example network of payment
processing system, according to some embodiments.
[013] Figures 2A-2D are flow diagrams illustrating example declines of allegedly
fraudulent transactions.
[014] Figure 3 illustrates an example process for reducing false fraudulent decline of

transactions, according to some embodiments.
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[015] Figure 4 illustrates an example process for correcting false fraudulent decline
of transactions, according to some embodiments.
[016] Figure 5 illustrates an example notification message to a cardholder, according
to some embodiments.
[017] Figure 6 illustrates in further detail components of the false fraudulent
correction service of the payment systems provider, according to some embodiments.
[018] Figure 7 illustrates in further detail components of the false fraudulent
correction service of a merchant, according to some embodiments.
[019] Figure 8 is a diagram illustrating an implementation of a computer system that
may be applicable to computing devices of an issuer, an acquirer, the payment systems
provider, and/or a merchant.

DETAILED DESCRIPTION
[020] The exemplary embodiment relates to methods and systems for correcting
falsely declined transactions for allegedly being fraudulent, to reduce the amount of false
fraudulent decline of transactions. The following description is presented to enable one
of ordinary skill in the art to make and use the invention and is provided in the context of
a patent application and its requirements. Various modifications to the exemplary
embodiments and the generic principles and features described herein will be readily
apparent. The exemplary embodiments are mainly described in terms of particular
methods and systems provided in particular implementations. However, the methods and
systems will operate effectively in other implementations. Phrases such as “exemplary
embodiment”, “one embodiment” and “another embodiment” may refer to the same or
different embodiments. The embodiments will be described with respect to systems
and/or devices having certain components. However, the systems and/or devices may
include more or less components than those shown, and variations in the arrangement
and type of the components may be made without departing from the scope of the
invention. The exemplary embodiments will also be described in the context of particular
methods having certain steps. However, the method and system operate effectively for
other methods having different and/or additional steps and steps in different orders that

are not inconsistent with the exemplary embodiments. Thus, the present invention is not
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intended to be limited to the embodiments shown, but is to be accorded the widest scope
consistent with the principles and features described herein.

[021] Figure 1 is a block diagram illustrating an example network of payment
processing system, according to some embodiments. The payment system 100 includes
systems/servers of a payment processor provider 102, issuers 104, merchants 106, users
or cardholders 108, and acquirers 110 coupled with each other via one or more public
and/or private networks (including e.g., the Internet) 112. For the description to follow,
payment processor provider 102 may simply be referred to as payment processor (or PP)
102. As illustrated, in various embodiments, at least the one or more servers of payment
processor 102 and merchants 106 are provided with complementary aspects of the false
fraudulent correction service (FFCS) of the present disclosure 120 and 122, to be
described more fully below.

[022] The payment processor 102 may refer to an entity that receives transaction
authorization requests from the merchant 106 and other entities and provides guarantees
of payment, in some cases through an agreement between the payment processor 102
and the issuer 104. In embodiments, where the servers of the payment processor 102
are equipped with the false fraudulent correction service 120, the payment processor 102
may also receive notifications of declined transactions for allegedly fraudulent, and
requests to determine whether the transactions are indeed fraudulent, and remedy the
falsely declined transactions if the decline is determined to be false fraudulent. The
payment processor 102 may receive such notifications and requests from issuers 104,
merchants 106, and/or acquirers 110. Except for the false fraudulent correction services
of the present disclosure, examples of a payment processor may include Visa®,
MasterCard®, American Express®, or any other entity that processes credit card
transactions, debit card transactions, and other types of commercial transactions.

[023] In some embodiments, an acquiring bank or acquirer 110 may forward the
payment card details from the merchant 106 to the payment processor 102. Payment
card transaction details sent over the network 112 are received by the one or more
servers of the payment processor 102 and processed by, for example, by a payment

authorization process, and/or forwarded to an issuer 104. Details of the payment card
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transaction may be stored as payment transaction records in a transaction database
within or accessible to the servers of payment processor 102.

[024] The servers of the payment processor 102 may be organized into data
processing subsystems, networks, and operations used to support and deliver payment
related services (e.g., authentication services, authorization services, exception file
services, and clearing and settlement services, etc.). The term server may refer to one or
more computing devices, such as processors, storage devices, and/or similar computer
components, that communicate with client devices and/or other computing devices over
network 112, such as the Internet or private networks and, in some examples, facilitate
communication among other servers and/or client devices. For example, the server
computer can be a large mainframe, a minicomputer cluster, or a group of servers
functioning as a unit. In one example, the server computer may be a database server
coupled to a Web server, and may include or be coupled to a database.

[025] The issuer 104 or card issuer, may refer to one or more entities that provide
payment accounts to individuals (e.g., cardholders, customers, and/or the like) for
conducting transactions, such as credit payment transactions and/or debit payment
transactions. Typically, an issuer is a financial institution. The issuer 104 may provide an
account or card identifier, such as a primary account number (PAN), to a customer that
uniquely identifies one or more accounts associated with that customer. In some non-
limiting embodiments, an issuer may be associated with a bank identification number
(BIN) that uniquely identifies the issuer institution. As used herein, an issuer may also
include reference to an “issuer system” comprising one or more computer systems
operated by or on behalf of an issuer executing one or more software applications. For
example, an issuer system may include one or more authorization servers for authorizing
a transaction.

[026] The payment processor 102 is in communication with the issuer 104 and the
merchant 106 via network 112, which may comprise a private network or a public network,
such as the Internet. As used herein, the terms “communication” and “communicate” may
refer to the reception, receipt, transmission, transfer, provision, and/or the like of
information (e.g., data, signals, messages, instructions, commands, and/or the like). For

one unit (e.g., a device, a system, a component of a device or system, combinations

-6-



WO 2022/154848 PCT/US2021/057386

thereof, and/or the like) to be in communication with another unit means that the one unit
is able to directly or indirectly receive information from and/or send (e.g., transmit)
information to the other unit. This may refer to a direct or indirect connection that is wired
and/or wireless in nature. Additionally, two units may be in communication with each other
even though the information transmitted may be modified, processed, relayed, and/or
routed between the first and second unit. For example, a first unit may be in
communication with a second unit even though the first unit passively receives
information and does not actively send information to the second unit. As another
example, a first unit may be in communication with a second unit if at least one
intermediary unit (e.g., a third unit located between the first unit and the second unit)
processes information received from the first unit and sends the processed information to
the second unit. In some non-limiting embodiments, a request or message may refer to a
network packet (e.g., a data packet and/or the like) that includes data.

[027] The merchant 106 may refer to one or more entities (e.g., operators of retail
businesses) that provide goods and/or services, and/or access to goods and/or services,
to a cardholder, based on a transaction, such as a payment transaction. As used herein
“merchant system” may refer to one or more computer systems operated by or on behalf
of a merchant, such as a server executing one or more software applications. The
merchant 106 may include a point-of-sale (POS) device (not shown) that may be used by
the merchant 106 to conduct and/or process transactions with cardholders.

[028] The user or cardholder 108 is a user who is authorized to conduct transactions
with the payment account provided by the issuer 104. The user/cardholder 108 can be,
for example, the account owner of the account associated with a payment card, or an
individual who is authorized to use the account on behalf of the account owner. The terms
“cardholder” and “user” may be used interchangeably in the following description. The
cardholder 108 initiates a transaction for goods/services of the merchant 106 using a
payment card associated with the payment account.

[029] The payment card (or simply “card”) may be a physical instrument containing
an account identifier associated with an account used for conducting transactions.
Examples of a payment card include a credit card, debit card, charge card, gift card,
loyalty card, smartcard, payroll card, healthcare card or any combination thereof. As
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another example, the payment card may be an electronic device that is used to conduct
transactions, such as a mobile phone using a wallet application, smart media, a
wristband, a machine-readable medium containing account information, a keychain
device or fob, or an RFID transponder. The payment card may include a volatile or a non-
volatile memory to store information (e.g., an account identifier, a name of the account
holder, and/or the like). In another embodiment, the payment card may include the
computer the cardholder 108 uses to enter account information into to make an online
purchase from a website of the merchant 106. A “card present” or a “face-to-face (F2F)”
transaction” refers to a transaction in which a cardholder 108 uses the payment card to
interact physically with a payment system, such as POS terminal.

[030] In some non-limiting embodiments, the issuer 104 may provide an account
identifier (e.g., a PAN, a token, and/or the like) to the cardholder 108 that uniquely
identifies one or more accounts associated with that user. As used herein, the term
“account identifier” may refer to one or more types of identifiers associated with an
account (e.g., a PAN associated with an account, a card number associated with an
account, a payment card number associated with an account, a token associated with an
account, and/or the like). The account identifier may be embodied on the payment card
(e.g., a payment card, a credit card, a debit card, a gift card, and/or the like) and/or may
be electronic information communicated to the user for use during electronic transactions.
Account identifiers may be alphanumeric, any combination of characters and/or symbols,
and/or the like.

[031] Once the cardholder 108 presents the account identifier to the POS device for
a transaction, the POS device or other computer forwards the account identifier along
with other transactional details, such as the payment amount, to the acquirer 110. As
used herein, “acquiring” refers to functions supporting a merchant’s needs in card
payment acceptance, including POS terminals, software, a card processing, dispute
management and merchant customer service. The acquirer 110 may route the transaction
authorization requests to the payment systems provider.

[032] The transaction authorization request is an electronic message that is sent to
request authorization for a transaction. The transaction authorization request can be sent,

for example, to the payment processor 102 and/or the issuer 104 of the payment card.
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The transaction authorization request may include an issuer account identifier that may
be associated with the payment card or payment account. The transaction authorization
request may also comprise “transaction information,” including any information
associated with a current transaction, such as the transaction amount, merchant identifier,
merchant location, etc., as well as any other information that may be utilized in
determining whether to identify and/or authorize a transaction.

[033] After the payment processor 102 receives the transaction authorization
requests, the payment processor 102 sends authorization data, e.g., payment
authorization, to the appropriate issuer 104. The issuer 104 is configured to receive
authorization data from the payment processor 102 (e.g., from an authorization server).
Once the authorization data is received, the issuer 104 determines if the cardholder 108
is authorized to perform the given transaction (e.g., payment, cash deposit/withdrawal,
money transfer, balance inquiries), and returns an authorization response message (not
shown).

[034] The authorization response message may be an electronic message reply to
the transaction authorization request. The authorization response message may include,
by way of example only, one or more of the following status indicators: Approval—
transaction was approved; Decline—transaction was not approved; or Call Center—
response pending more information, merchant must call the toll-free authorization phone
number. The authorization response message may also include an authorization code,
which may be a code that the issuer 104 returns in response to transaction authorization
request in an electronic message (either directly or through the payment systems
provider) to the merchant’'s POS device indicating approval of the transaction. The code
may serve as proof of authorization.

[035] When an end party in one country, e.g., cardholder 108, conducts a payment
card transaction with an end party, e.g., merchant 106, in another country, the transaction
may be referred to as a cross-border transaction. Both consumers and businesses use
payment cards to make cross-border payments and the ability to provide the service to
international travelers is a major contributor to revenue, growth and success of the

payment processor 102 and to the issuer 104.
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[036] Figures 2A-2D are flow diagrams illustrating example declines of allegedly
fraudulent transactions, according to some embodiments. Figure 2A illustrates an
example decline 200a for allegedly fraudulent by a merchant 206, according to some
embodiments. In Figure 2A, a user/cardholder 208 may attempt to initiate a transaction
with a merchant 206, using a payment card. User/cardholder 208 and merchant 206 may
be user/cardholder 108 and merchant 106 of Figure 1. In these embodiments, merchant
206 is equipped with a fraud detection system 206a. Fraud detection system 206a may
be any one of a number of fraud detection system known in the art. Accordingly, the
transaction may be correctly or falsely declined by merchant 206 for allegedly fraudulent.
[037] Figure 2B illustrates an example decline 200b for allegedly fraudulent by an
acquirer 210, according to some embodiments. In Figure 2B, a user/cardholder 208 may
attempt to initiate a transaction with a merchant 206, using a payment card, and the
transaction is forwarded on to the acquirer 210. User/cardholder 208, merchant 206 and
acquirer 210 may be user/cardholder 108, merchant 106 and acquirer 110 of Figure 1. In
these embodiments, acquirer 210 is equipped with a fraud detection system 210a.
Similarly, fraud detection system 210a may be any one of a number of fraud detection
system known in the art. Accordingly, the transaction may be correctly or falsely declined
by acquirer 210 for allegedly fraudulent, and not forwarded onto payment processor 202
and/or issuer 204.

[038] Figure 2C illustrates an example decline 200c for allegedly fraudulent by a
payment processor 202, according to some embodiments. In Figure 2C, a
user/cardholder 208 may attempt to initiate a transaction with a merchant 206, using a
payment card, and the transaction is forwarded on to the payment processor 202 via the
acquirer 210. User/cardholder 208, merchant 206, acquirer 210 and payment processor
202 may be user/cardholder 108, merchant 106, acquirer 110 and payment processor
102 of Figure 1. In these embodiments, payment processor 202 is equipped with a fraud
detection system 202a. Similarly, fraud detection system 202a may be any one of a
number of fraud detection system known in the art. Accordingly, the transaction may be
correctly or falsely declined by payment processor 202 for allegedly fraudulent, and not

forwarded onto issuer 204.
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[039] Figure 2D illustrates an example decline 200d for allegedly fraudulent by a
payment processor 202, according to some embodiments. In Figure 2D, a
user/cardholder 208 may attempt to initiate a transaction with a merchant 206, using a
payment card, and the transaction is forwarded on to the issuer 204 via the acquirer 210
and the payment processor 202. User/cardholder 208, merchant 206, acquirer 210,
payment processor 202 and issuer 204 may be user/cardholder 108, merchant 106,
acquirer 110, payment processor 102 and issuer 104 of Figure 1. In these embodiments,
issuer 204 is equipped with a fraud detection system 204a. Similarly, fraud detection
system 204a may be any one of a number of fraud detection system known in the art.
Accordingly, the transaction may be correctly or falsely declined by issuer 204 for
allegedly fraudulent.

[040] In summary, a transaction initiated by a user/cardholder 208 may be correctly
or falsely declined by merchant 206, acquirer 210, payment processor 202 or issuer 204
for allegedly fraudulent.

[041] Figure 3 illustrates an example process for reducing false fraudulent decline of
transactions, according to some embodiments. Process 300 for reducing false fraudulent
decline of transactions starts at block 302 with a user/cardholder initiating a transaction
with a payment card with a merchant. The attempted transaction may be successful or
declined. If the transaction is successful, process 300 terminates. If the transaction is
declined, process 300 continues with blocks 304-312 depending on whether the decline
was made by the merchant, an acquirer, the payment processor or the issuer.

[042] At block 304 where the decline was made by the merchant, process 300
continues to block 306. At block 306, if the merchant is not equipped with the
complementary aspect of false fraudulent correction device, to provide the payment
processor with a bypass authorization code for inclusion in a replacement transaction to
remedy the declined transaction, process 300 terminates. On the other hand, if the
merchant is equipped with the complementary aspect of false fraudulent correction
device, to provide the payment processor with a bypass authorization code for inclusion
in a replacement transaction to remedy the declined transaction, the declined transaction

is reported by the merchant to the false fraudulent correction service of the payment
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processor to determine at block 316 whether the transaction is indeed fraudulent, and if
not, remedy the transaction.

[043] At block 308, where the decline was made by an acquirer, the declined
transaction is reported by the acquirer to the false fraudulent correction service of the
payment processor to determine at block 316 whether the transaction is indeed
fraudulent, and if not, remedy the transaction. At block 310, where the decline was made
by the fraudulent detection system of a payment processor, the declined transaction is
reported by the fraudulent detection system of the payment processor to the false
fraudulent correction service of the payment processor to determine at block 316 whether
the transaction is indeed fraudulent, and if not, remedy the transaction.

[044] At block 312, where the decline was made by an issuer, the declined
transaction is reported by the issuer to the false fraudulent correction service of the
payment processor to determine at block 316 whether the transaction is indeed
fraudulent, and if not, remedy the transaction. At block 314, where the decline was made
by an issuer processor, the declined transaction is reported by the issuer processor to the
false fraudulent correction service of the payment processor to determine at block 316
whether the transaction is indeed fraudulent, and if not, remedy the transaction.

[045] Figure 4 illustrates an example process for correcting false fraudulent decline
of transactions, according to some embodiments. The example process include process
400a performed by the false fraudulent correction service of a payment processor, e.9.,
payment processor 102 of Figure 1 or payment processor 202 of Figures 2A-2D, and
process 400b performed by the merchant, e.g., merchant 106 of Figure 1 or merchant
206 of Figures 2A-2D.

[046] Process 400a for correcting false fraudulent decline of transactions by a
payment processor starts at block 402 where a notification of a declined transaction for
allegedly fraudulent, and a request to determine whether the transaction is indeed
fraudulent, and if not, remedy the transaction is made by a selected one of a merchant,
an acquirer, a fraud detection system of a payment processor, an issuer or an issuer
processor.

[047] Next at block 404, process 400a may determine the eligibility of the notification
and request for false fraudulent correction service. In various embodiments, the eligibility
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may depend on the merchant having the complementary capability to provide the
payment processor with the bypass authentication code for inclusion in a replacement
transaction to replace/bypass the initial declined transaction. In other embodiments,
eligibility may further depend on whether the reporter (i.e., the merchant, the acquirer, the
issuer or the issuer processor) has registered for the false fraudulent correction service,
e.g., for a fee.

[048] At block 406, assuming the notification and request is eligible for false
fraudulent correction service, a priority message may be sent to the user/cardholder
informing the user/cardholder of the decline for allegedly fraudulent, and asking the
user/cardholder to confirm that the transaction is genuine and not fraudulent. Further the
priority message may ask the user/cardholder to indicate whether the user/cardholder is
interested in having the declined transaction remedied if the transaction is genuine and
not fraudulent. In various embodiments, the priority message may be in the form of a text
message to a mobile device or an email.

[049] Next, at block 408, on receipt of a confirmation from the user/cardholder
confirming that the transaction is genuine and not fraudulent, and the user/cardholder is
interested in having the transaction remedied, process 400a may proceed to gather data
associated with the declined transaction. For example, these data may include, but are
not limited, the user/cardholder identification information, the items to be purchased, the
payment amount, and so forth. At block 410, process 400a may proceed to generate a
replacement transaction based on the data associated with the declined transaction
gathered.

[050] Next, at block 412, process 400a may securely contact the merchant for a
bypass authorization code for inclusion in the replacement transaction. At block 414, on
receipt and inclusion of the bypass authorization code in the replacement transaction, the
replacement transaction may be made available to the user/cardholder to use to re-
attempt the transaction, bypassing the declined transaction. Figure 5 illustrates an
example notification message to provide a cardholder with access to the replacement
transaction, according to some embodiments. In various embodiments, the replacement
transaction may be made available to the user/cardholder by forwarding a uniform
resource locator (URL) identifying a location of the replacement transaction. In other
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embodiments, the replacement transaction may be packaged and forwarded to the
use/cardholder.

[051] Continuing to refer to Figure 4, at block 416, on receipt of a request for a bypass
authorization code from a false fraudulent correction service of a payment processor,
process 400b for false fraudulent correction service by a merchant may respond with the
requested bypass authorization code. As described earlier, the exchange may be
provided over a secure communication channel between the false fraudulent correction
service of a payment processor and the counterpart of a merchant.

[052] At block 418, on receipt of the replacement transaction with the bypass
authorization code from the user/cardholder, process 400b may validate the bypass
authorization code. At block 420, on validation of the bypass authorization code, the
merchant may proceed to complete the replacement transaction, successfully remedying
the falsely declined transaction, and thereby reducing the amount of false fraudulent
declines.

[053] Figure 6 illustrates in further detail components of the false fraudulent
correction service of the payment systems provider, according to some embodiments.
For the illustrated embodiments, false fraudulent correction service 600, which may be
false fraudulent correction service 120 of Figure 1, may include registrar 602, request
acceptor 604, user communicator 606, merchant communicator 608, transaction data
collector 610 and replacement transaction builder 612.

[054] Registrar 602 may be configured to register merchants having the
complementary ability to provide the bypass authentication codes for inclusion in
replacement transactions as partner false fraudulent correction merchants. In various
embodiments, the registrations may include identifications of the merchants,
communication addresses and protocols of the merchants, in particular, the secure
communication protocols supported by the merchants.

[055] Request acceptor 604 may be configured to accept notifications of declined
transactions and requests to determine whether the declined transactions are indeed
fraudulent, and if not, remedy the declined transactions. In various embodiments, request
acceptor 604 may include a communication interface for any of the merchants, acquirers,
fraud detection services of payment processors, and/or issuers to provide the notifications
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of declined transactions, and the requests to determine whether the declined transactions
are indeed fraudulent, and if not, remedy the declined transactions.

[056] User communicator 606 may be configured to notify a user/cardholder of a
declined transaction, ask the user/cardholder to confirm whether the declined transaction
is genuine and not fraudulent, and if so, whether the user/cardholder desires to have the
declined transaction remedied. In various embodiments, user communicator 606 may be
configured to support multiple forms of communications, text messaging, emails and so
forth.

[057] Merchant communicator 608 may be configured to securely obtain the bypass
authentication codes from the partner merchants for inclusion in the replacement
transactions. In various embodiments, merchant communicator 608 may be configured
to support multiple secure communication protocols.

[058] Transaction data collector 610 may be configured to gather data related to a
declined transaction. In various embodiments, it may be configured to access the
production transaction database of the payment processor to gather the information. In
other embodiments, it may be configured to also gather some of the data from the
merchants via merchant communicator 608.

[059] Replacement transaction builder 612 may be configured to generate a
replacement transaction to remedy a falsely declined transaction for allegedly fraudulent.
In various embodiments, replacement transaction builder 612 may be configured to
generate the replacement transactions based on the data associated with the declined
transactions gathered by transaction data collector 610. In various embodiments,
replacement transaction builder 612 may be configured to include the bypass
authentication codes obtained from the merchants via merchant communicator 608 in the
replacement transactions.

[060] In various embodiments, registrar 602, request acceptor 604, user
communicator 606, merchant communicator 608, transaction data collector 610 and
replacement transaction builder 612 may be implemented as software components. For
these embodiments, registrar 602, request acceptor 604, user communicator 606,
merchant communicator 608, transaction data collector 610 and replacement transaction
builder 612 may be implemented in any one of a number high level programming
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languages known in the art, and compiled into executable object codes, executable on
the one or more servers of the payment processor. In other embodiments, some or
aspects of registrar 602, request acceptor 604, user communicator 606, merchant
communicator 608, transaction data collector 610 and replacement transaction builder
612 may be implemented as firmware, and/or accelerated using hardware accelerators.
In still other embodiments, some or aspects of registrar 602, request acceptor 604, user
communicator 606, merchant communicator 608, transaction data collector 610 and
replacement transaction builder 612 may be implemented in hardware, e.g., application
specific integrated circuits (ASICs).

[061] Figure 7 illustrates in further detail components of the false fraudulent
correction service of a merchant, according to some embodiments. For the illustrated
embodiments, false fraudulent correction service 700, which may be false fraudulent
correction service 122 of Figure 1, may include payment processor communicator 702
and bypass authentication code generator 704.

[062] Payment processor communicator 702 may be configured to communicate with
a payment processor. In various embodiments, payment processor communicator 702
may be configured to report to the payment processor, notifications of declined
transactions and requests to determine whether the declined transactions are indeed
fraudulent, and if not, remedy the declined transactions. In various embodiments,
payment processor communicator 702 may be further configured to securely provide the
bypass authentication codes to the payment processor for inclusion in replacement
transactions.

[063] Bypass authentication code generator 704 may be configured to generate the
bypass authentication codes too be provided to the payment processor for inclusion in
replacement transactions. Various secure/cryptographic authentication code generation
schemes may be employed to generate the bypass authentication codes.

[064] In various embodiments, payment processor communicator 702 and bypass
authentication code generator 704 may be implemented in any one of a number high level
programming languages known in the art, and compiled into executable object codes,
executable on the one or more servers of the payment processor. In other embodiments,
some or aspects of payment processor communicator 702 and bypass authentication
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code generator 704 may be implemented as firmware, and/or accelerated using hardware
accelerators. In still other embodiments, some or aspects of payment processor
communicator 702 and bypass authentication code generator 704 may be implemented
in hardware, e.g., application specific integrated circuits (ASICs).

[065] Figure 8 is a diagram illustrating an implementation of a computer system that
may be applicable to computing devices of an issuer, an acquirer, the payment systems
provider, and/or a merchant. According to an embodiment. The computer system 800 can
include a microprocessor(s) 802 and memory 804. In an embodiment, the
microprocessor(s) 802 and memory 804 can be connected by an interconnect 801 (e.g.,
bus and system core logic). In addition, the microprocessor 802 can be coupled to cache
memory 809. Memory 804 may include various computing logic 806 to be executed by
microprocessor(s) 802. In particular, when employed as a server for payment processor
102 of Figure 1 or 202 of Figures 2A-2D, computing logic 806 may include the
components of false fraudulent correction service of a payment processor, €.9., registrar
602, request acceptor 604, user communicator 606, merchant communicator 608,
transaction data collector 610 and replacement transaction builder 612 of Figure 6. When
employed as a server for merchant 106 of Figure 1 or 206 of Figures 2A-2D, computing
logic 806 may include the components of false fraudulent correction service of a
merchant, e.g., payment processor communicator 702 and bypass authentication code
generator 704 of Figure 7.

[066] In an embodiment, the interconnect 801 can connect the microprocessor(s) 802
and the memory 804 to input/output (I/O) device(s) 805 via I/O controller(s) 807. I/O
devices 805 can include a display device and/or peripheral devices, such as mice,
keyboards, modems, network interfaces, printers, scanners, video cameras and other
devices known in the art. In an embodiment, (e.g., when the data processing system is a
server system) some of the I/O devices (805), such as printers, scanners, mice, and/or
keyboards, can be optional.

[067] In an embodiment, the interconnect 801 can include one or more buses
connected to one another through various bridges, controllers and/or adapters. In one
embodiment, the I/O controllers 807 can include a USB (Universal Serial Bus) adapter for
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controlling USB peripherals, and/or an IEEE-1394 bus adapter for controlling IEEE-1394
peripherals.

[068] In an embodiment, the memory 802 can include one or more of: ROM (Read
Only Memory), volatile RAM (Random Access Memory), and non-volatile memory, such
as hard drive, flash memory, etc. Volatile RAM is typically implemented as dynamic RAM
(DRAM) which requires power continually in order to refresh or maintain the data in the
memory. Non-volatile memory is typically a magnetic hard drive, a magnetic optical drive,
an optical drive (e.g., a DVD RAM), or other type of memory system which maintains data
even after power is removed from the system. The non-volatile memory may also be a
random access memory.

[069] The non-volatile memory can be a local device coupled directly to the rest of
the components in the data processing system. A non-volatile memory that is remote from
the system, such as a network storage device coupled to the data processing system
through a network interface such as a modem or Ethernet interface, can also be used.
[070] In this description, some functions and operations are described as being
performed by or caused by software code to simplify description. However, such
expressions are also used to specify that the functions result from execution of the
code/instructions by a processor, such as a microprocessor.

[071] Alternatively, or in combination, the functions and operations as described here
can be implemented using special purpose circuitry, with or without software instructions,
such as using Application-Specific Integrated Circuit (ASIC) or Field-Programmable Gate
Array (FPGA). Embodiments can be implemented using hardwired circuitry without
software instructions, or in combination with software instructions. Thus, the techniques
are limited neither to any specific combination of hardware circuitry and software, nor to
any particular source for the instructions executed by the data processing system.

[072] While one embodiment can be implemented in fully functioning computers and
computer systems, various embodiments are capable of being distributed as a computing
product in a variety of forms and are capable of being applied regardless of the particular
type of machine or computer-readable media used to actually effect the distribution.
[073] At least some aspects disclosed can be embodied, at least in part, in software.
That is, the techniques may be carried out in a computer system or other data processing
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system in response to its processor, such as a microprocessor, execut-ing sequences of
instructions contained in a memory, such as ROM, volatile RAM, non-volatile memory,
cache or a remote storage device.

[074] Routines executed to implement the embodiments may be implemented as part
of an operating system or a specific application, component, program, ocbject, module or
sequence of instructions referred to as “computer programs.” The computer programs
typically include one or more instructions set at various times in various memory and
storage devices in a computer, and that, when read and executed by one or more
processors in a computer, cause the computer to perform operations necessary to
execute elements involving the various aspects.

[075] Although specific embodiments have been described above, these
embodiments are not intended to limit the scope of the present disclosure, even where
only a single embodiment is described with respect to a particular feature. Examples of
features provided in the disclosure are intended to be illustrative rather than restrictive
unless stated otherwise. The above description is intended to cover such alternatives,
modifications, and equivalents as would be apparent to a person skilled in the art having
the benefit of the present disclosure.

[076] A framework for false fraudulent correction service has been disclosed. The
present invention has been described in accordance with the embodiments shown, and
there could be variations to the embodiments, and any variations would be within the spirit
and scope of the present invention. Accordingly, many modifications may be made by
one of ordinary skill in the art without departing from the spirit and scope of the appended

claims.

-19-



WO 2022/154848 PCT/US2021/057386

CLAIMS
We Claim:
1. A computer-implemented method, comprising:
receiving, by a payment processor provider, via a request acceptor of one or more
servers of the payment processor provider, a notification of a decline of a first transaction
attempted by a cardholder of a payment card with a merchant, for allegedly fraudulent,
and a request to determine whether the first transaction was falsely identified as
fraudulent, and to remedy the first transaction in response to a determination that the first
transaction was falsely identified as fraudulent; and
in response to determining that the first transaction was falsely identified as
fraudulent, and the merchant is a false fraudulent reduction partner merchant,
generating with a replacement transaction generator of the one or more
servers, a replacement second transaction to replace the declined first transaction,
the replacement second transaction including a bypass authorization code;
wherein the replacement second transaction having the bypass
authorization code is made available to the cardholder, and the cardholder uses
the replacement second transaction to transact with the merchant bypassing the
declined first transaction.
2. The computer-implemented method of claim 1, wherein receiving comprises
receiving the notification and request from a selected one of the merchant, a payment
acquirer processor, or an issuer of the payment card.
3. The computer-implemented method of claim 1, further comprising determining with
the cardholder, by the payment processor provider, via a cardholder communicator of the
one or more servers that the first transaction was falsely identified as fraudulent.
4. The computer-implemented method of claim 3, wherein determining with the
cardholder comprises sending to the cardholder, with the cardholder communicator, a
message asking the cardholder to confirm the attempted first transaction is not fraudulent.
5. The computer-implemented method of claim 4, wherein the message further asks
the cardholder whether the cardholder is interested in having the declined first transaction
remedied, on confirmation that the declined first transaction is not fraudulent; and wherein
the generating and forwarding are performed in response to the cardholder confirming
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that the declined first transaction is not fraudulent, and the cardholder is interested in
having the declined first transaction remedied.

6. The computer-implemented method of claim 1, further comprising registering the
merchant as a false fraudulent reduction partner merchant.

7. The computer-implemented method of claim 1, wherein generating comprises
gathering with a transaction data collector of the one or more severs transaction data
associated with the declined first transaction; and wherein generating the replacement
second transaction is based at least in part on the gathered transaction data associated
with the declined first transaction.

8. The computer-implemented method of claim 1, wherein generating comprises
obtaining from the merchant, via a merchant communicator of the one or more servers,
the bypass authorization code.

9. The computer-implemented method of claim 6, wherein obtaining comprises
obtaining from the merchant, via a merchant communicator of the one or more servers,
the bypass authorization code, over a secure communication channel with the merchant.
10.  The computer-implemented method of claim 1, wherein the replacement second
transaction expires and becomes invalid after a time period.

11.  The computer-implemented method of claim 1, wherein making available to the
cardholder, via the cardholder communicator, the replacement second transaction having
the bypass authorization code comprises forwarding a Uniform Resource Locator (URL)
identifying a location of the replacement second transaction having the bypass
authorization code.

12. A system, comprising:

a memory;

a computer processor coupled to the memory;

a transaction data collector executed by the computer processor that is configured
to gather transaction data associated with a declined first transaction, the first transaction
being attempted by a cardholder of a payment card to transact with a merchant, and
declined for falsely identified as fraudulent;

a merchant communicator executed by the computer processor that is configured
to obtain from the merchant, a bypass authorization code; and
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a replacement transaction generator executed by the computer processor that is
configured to generate a replacement second transaction to replace the declined first
transaction based at least in part on the gathered transaction data of the first transaction,
the replacement second transaction including the bypass authorization code obtained
from the merchant;

wherein the cardholder uses the replacement second transaction to transact with
the merchant correcting the declined first transaction.

13.  The system of claim 12, further comprising a cardholder communicator executed
by the computer processor that is configured to notify a cardholder of the declined first
transaction, ask the cardholder to confirm whether the declined first transaction is false
fraudulent, and if false fraudulent, whether the cardholder is interested in having the
falsely declined first transaction remedied.

14.  The system of claim 13, wherein the cardholder communicator is further configured
to receive from the cardholder, an indication of an interest to remedy the falsely declined
first transaction the cardholder attempted to engage with a merchant.

15.  The system of claim 14, wherein the cardholder communicator is further configured
to make available to the cardholder the replacement second transaction having the
bypass authorization code obtained from the merchant.

16.  The system of claim 12, further comprising a registrar executed by the computer
processor that is configured to register the merchant as a false fraudulent reduction

partner merchant.

The system of claim 12, further comprising a request acceptor executed by the
computer processor that is configured to accept a notification of the declined first
transaction, for allegedly fraudulent, and a request to determine whether the first
transaction was falsely identified as fraudulent, and to remedy the first transaction in
response to a determination that the first transaction was falsely identified as fraudulent.

he system of claim 12, wherein the request acceptor is configured to accept the
notification and the request from a selected one of the merchant, a payment acquirer

processor, or an issuer of the payment card.
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At least one non-transitory computer-readable medium having a plurality of
instructions to cause one or more servers of a merchant, in response to execution of the
instructions by one or more processors of the one or more servers, to:

provide to a false fraudulent correction service of a payment processor provider,
with a payment processor provider communicator, a notification of a declined first
transaction, for allegedly fraudulent, and a request to determine whether the first
transaction was falsely identified as fraudulent, and to remedy the first transaction in
response to a determination that the first transaction was falsely identified as fraudulent;

generate for the false fraudulent correction service of the payment processor
provider, with a bypass authorization code generator, a bypass authorization code,
wherein the false fraudulent correction service includes the bypass authorization code in
a second transaction the false fraudulent correction service generates and provides to
the cardholder to transact with the merchant, to remedy the falsely declined first

transaction.

The at least one non-transitory computer-readable medium of claim 19, wherein
the one or more servers of a merchant is further caused to securely provide the bypass
authorization code to the false fraudulent correction service of the payment processor
provider.
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