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COLLECTION OF EVENTS WITHIN A 

DISTRIBUTED OBJECT SYSTEM 

PCTIGB97/00834 

The present invention relates to the collection of events within a 

Distributed Object System. 

s Distributed Computing is an area of computing in which distinct 

software modules running on physically separate computing nodes ~an 

communicate with each other, and can request each other to perform tasks. 

The development of object~oriented technology has given Distributed 

Computing extra impetus in recent years, and the convergence of the two 

10 technologies has resulted in Distributed Object Technology. 

As the number and complexity of these objects has increased. so have 

the problems involved in establishing exactly what is happening in such a 

system. Although a number of software support tools are available to system 

designers and maintainers, they are currently rather unsatisfactory. Various 

15 tools are currently available, for example. for debugging conventional "single 

process" software, allowing developers to step through the code in the 

software and to inspect the state of the program. There are also one or two 

tools applicable to object-orientated programming that enable programmers to 
11visualise" objects within conventional software by showing the creation and 

2 o deletion of objects. 

Difficulties ariset however, since such conventional tools are really not 

sufficiently powerful or flexible for the needs of designers and maintainers of 

large Distributed Object Systems. 

According to a first aspect of the present invention there is provided 

25 a Distributed Object System having a plurality of objectst each object having 

an associated filter, the filter being manged to intercept messages sent or 

received by its corresponding object and to forward infonnation representative 

of said messages to an Event Collector. 
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The invention also extends to a corresponding method, and in particular 

extends. in a second aspect of the invention. to a method of characterising a 

Distributed Object System having a plurality of objects. the method 

comprising providing each object with an associated filter which is arranged to 

s intercept messages sent or received by its corresponding object and to forward 

information representative of said messages to an Event Collector. the 

Distributed Object System being characterised according to the messages 

received by the Event Collector. 

The messages collected by the·Event Collector may be representative of 

1 o a predefined class of events, for example the class of interactions between 

objects and the deletion and creation of objects. Preferably. the Event 

Collector may forward collected events to an Event Dispatch Mechanism. 

which processes the events and forwards them to one or more User 

Applications. These User Applications may take a variety of different forms, 

15 including Visualizer Applications. Fault Detecting Applications. Control 

Applications and Charging Applications. In a preferred embodiment. several 

different User Applications (objects) may be running simultaneously. and each 

may be independently configurable. Depending upon the particular 

requirements, the configuration may be automatic or user-defined. 

2 o In one fonn, the invention may provide a mechanism for creating a 

stream of events, where each event consists of either the transmission of a 

message from one object to another, or the creation or deletion of an object. 

The system may be installed without intrusive changes to the code of the 

object themselves. Furthermo~ it may allow more than one individual to 

2 s visualise interactions in the system at any one time. allowing each individual 

to see only the actions that are relevant. 

Alternatively, in another embodiment the system may provide fault 

reporting and/or fault recovery services within a Distributed Object System. 
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The system accordingly provides a tool or series of tools which can 

collect information, in a well defined way, from the various objects within a 

Distributed Object System. The information thus collected may then be used 

to analyse the system. for example to fmd out what has happened during a 

5 system failure or other unexpected event. Equally importantly, the 

infonnation collected may be used to assist system designers who are 

attempting to explain the system to other people who are not directly involved 

in development Conventionally, Distributed Object Systems are extremely 

difficult to explain, and the present invention in at least some forms, will 

10 improve the "information transfer" process from developers and designers to 

technical collaborators and customers. 

The invention may be carried into practice in a number of ways and one 

specific distributed object system incorporating the invention will now be 

described. by way of example, with reference to the accompanying drawings. 

15 in which: 

Figure 1 illustrates the Remote Procedure Call in a distributed 

processing environment; 

Figure 2 shows and overview of the system according to the preferred 

embodiment of the present invention; 

2 o Figure 3 shows the way in which filters are used to intercept messages 

being sent and received; 

Figure 4 illustrates the operation of the filters; 

Figure S shows how interactions propagate between objects; 

Figure 6 shows how messages with keys are sent between objects; 

25 Figure 7 corresponds to Figure 6~ but shows the interaction with an 

additional object; 

Figure 8 shows how the preferred visualizer application registers with 

the event dispatch mechanism; 
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Figure 9 shows the event dispatch mechanism forwarding information 

to the visualiser application; 

Figure 10 shows an exemplary screen shot from the preferred 

visualii.ation application; 

5 Figure 11 shows an exemplary structure for a distributed processing 

10 

environment (DPE) that may be used in association with the present invention; 

and 

Figure 12 shows a hardware view of a platfonn for use with 

embodiments of the present invention. 

Before describing the preferred embodiment of the present invention, it 

may be useful to set out some general background infonnation on Distributed 

Processing Environments (DPEs) generally. 

A large number of DPEs confonn to a de-facto standard called the 

15 Common Object Request Broker Architecture (CORBA). The CORBA 

standard was created by the Object Management Group (OMG) which is an 

international consortium comprising a large number of computer companies, 

software vendors and other interested parties. 

Most DPEs use a style of interaction called the Remote Procedure Call 

20 (RPC), illustrated generally in Figure l. ln the RPC model, a client object 10 

sends a message 11 to a remote server object, requesting a particular operation. 

The server object 12 executes the code which corresponds to this operation, 

and th.en retums control to the client 10 by means of a reply message 13. 

Typically, the outgoing message 11 contains the name of the operation to be 

2 s invoked along with the arguments to the operation, while the reply message 

contains the name of the operation that was invoked along with the results of 

the operation. 
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There are other interaction styles, but most may be thought of as being 

derived from the conventional RPC model. For example, an alternative 

interaction style used in CORBA is the "one-way11 style. In this modelt the 

message to invoke an operation is sent to the server object, but in the 

s meantime the client object continues to execute its own code. When the 

server object completes the execution of the operation concerned, no message 

is sent back. This may be viewed simply as a conventional RPC in which 

there are no results, and in which no confinnation is sent back from the server 

object to the client object. 

10 Turning now to Figure 2. there is shown an overview of the preferred 

embodiment of the present invention. The exemplary system is implemented 

by means of three main subsystems. The first subsystem 14 is an Event 

Collection Mechanism. concerned with the collection of events which arise 

from the creation and deletion of objects and the interactions between them. 

is As may be seen from the drawing. the Event Collection Mechanism receives 

infonnation from a plurality of distributed objects 2t4 which may be widely 

spaced within the computing environment. For example, one object may be 

running on one physical computer, and another on another physical computer 

connected to the first by a conventional local area network or even a wide area 

2 o network. The second subsystem 18 takes the form of a Visualizer Application 

which allows users of the system to view the interactions, configure the way in 

which they view the interactions, and decide which interactions to view. 

Several visualizer applications 18a,18b,18c may be operational at one time. 

The third and final subsystem comprises an Event Dispatch Mechanism 16; 

2s this takes the stream of events from the collection mechanism 14 and 

dispatches it to each of the individual Visualizer Applications l 8a, l 8b7 l 8c. It 

will be understood, of course, that the Event Collection Mechanism 14, the 

Event Dispatch Mechanism 16 and the Visualizer Applications I 8 may all be 
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considered as objects in their own right. 

Figure 3 shows in more detaiJ the interactions between the individual 

objects and the Event Collection Mechanism 14. For ease of reference, the 

reference numerals used for those elements corresponding to the RPC model 

s correspond to the numerals used in Figure l. As may be seen, the event 

collector 14 collects events 26~28 which are transmitted by filters 20,22 

associated respectively with the client object 10 and the server object 12. The 

filters themselves may comprise the filters present in the CORBA conformant 

product Orbix. Orbix is a commercial software product available from Iona 

lC Technologies. This allows software to be insened which will be run during 

the anival, dispatch, reply and return of messages (object interactions). 

Accordingly, the event collector 14 collects information relating to the 

transmission of a message from one object to another (that is the invocation of 

an operation on one object by another). or the creation or deletion of an object. 

15 The filters are associated with the objects in such a way that they intercept 

messages being sent and received. but without requiring any changes to the 

objects themselves. 

Figure 4 illustrates the operation of the system in practice. Figure 4a 

shows the situation before Object A invokes a request on Object B. Figure 4b 

2 o shows the situation when the request is invoked. The outgoing message 11 is 

intercepted by Filter A, and a reporting message 30 is passed on to the Event 

Collection Mechanism. It will be underst~ of course, that when an Object 

is created or delet~ the corresponding filter will also be created or deleted, 

thereby enabling an event for this to be generated as well. The Event 

2 s Collection Mechanism simultaneously collects events from all the active 

objects within the system. 

All of the events collected by the Event Collection Mechanism 14 are 

then passed on, in a continuous stream, to the Event Dispatch Mechanism 16 
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(Figure 2). Of course, collecting infonnation on every message that passes 

between objects, and on the creation and deletion of every object, is likely to 

result in infonnation overload. Typically, the user may be interested only in 

what is happening to particular objects, or to particular classes of objects, and 

s it would therefore be useful to provide some method of establishing which 

events are of interest. The way in which this is achieved will now be 

described. 

It should first be noted that in a Distributed Object System, when an 

object in the system interacts with another, further "knock-ontt interactions 

10 may well ensue. This is illustrated in Figure 5, in which an interaction 

between objects 32.34 has created "knock-on" interactions with further objects 

36.38. In the preferred embodiment, a mechanism is provided whereby the 

subsequent "knock-on" interactions may be linked back to the original 

interaction which triggered them off. 

15 The way in which this is achieved may be seen with reference to Figure 

6. Each object in the system is given the unique key or identifier, this key 

being stored in association with the respective filter. Then. if an object (say 

Object A) calls on the services of another object (Object B). the key of Object 

A is propagated to Object B which takes on this key until it has fmished 

2 o servicing the request of Object A. It then discards the key of Object A~ and 

returns to its own key again. 

Figure 6a illustrates the situation prior to Object A invoking a request 

on Object B. As will be seent the filter 20 associated with Object A contains a 

unique Key At and the filter 22 associated with the Object B contains a unique 

25 KeyB. 

Figure 6b shows the situation as Object A invokes a request on Object 

B. An outgoing message 11 is passed between Object A and Object B, this 

message being intercepted as previously described by the filter 20 which 



W097/37304 PCT/GB97J00834 

8 

generates a reporting message 30. The filter 20 attaches to the message 1 l its 

own key J Key A, and that is passed on to the receiving filter 22, which 

currently contains Key B. When the message containing Key A arrives, the 

filter 22 takes on Key A in replacement for its original key, and passes the rest 

5 of the message on to Object B. 

Figure 6c shows the situation while the request is being serviced by 

Object B. As will be seen, Object B's filter 22 has now taken on Key A. 

Figure 6d shows what happens when Object B completes the request, 

and sends back a reply message to Object A. As the message is sent, Object 

10 B's filter 22 takes back on its original key. Key B. The reply message is 

received by the filter 20, and passed on to Object A. Simultaneously, the filter 

20 generates a further reporting message 30' ~ 

which is passed on to the Event Collection Mechanism 14 (Figure 2). 

Thus. all of the events which occur as a result of the initial interaction 

15 sent from Object A to Object B can be associated via Key A with Object A. 

The Event Collection Mechanism understands that all of the reported events 

emanate from Object A, since both of the rep~rting messages 30.30' include 

within them Key A. 

A slightly more complex scenario may be seen in Figure 7, where 

20 Object Bin tum invokes the services ofa third object. Object C. 

Figure 7 a shows the situation before Object A invokes a request on 

ObjectB. 

Figure 7b shows the situation during the invoking of the request. A 

reporting message 44, including Key ~ is sent to the Event Collection 

2s Mechanism infonning it of the invoking request. 

Figure 7c shows the situation during the time that Object B is servicing 

the request of Object A. It will be noted that the filter 22 of Object B has 

taken on Key A. 
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Figure 7d now shows what happens when, prior to control returning to 

Object A, Object B needs to invoke a request on another object 40 (Object C). 

Object Chas associated with it its own filter 42 which at this point contains 

Key C. The filter 22 intercepts the message and appends to it its own key 

s which is currently Key A. It also provides a further reporting message 46 to 

the Event Collection Mechanism, which itself contains Key A indicating that 

the initial interaction emanated from Object A. 

Figure 7e shows the situation during the time that Object C is servicing 

the request from Object B. Object B's filter 22 contains Key A as does now 

::. ~ Object C's filter 42. 

Figure 7f illustrates the sending of the reply back from Object C to 

Object B. Once the reply has been sent. the filter 42 dispenses with Key A 

and reverts to its original key~ Key C. The filter 22 intercepts the reply 

message and sends out another reporting message 48 to the Event Collection 

15 Mechanism. Again. this contains Key A since it emanates from the filter 22 

which currently contains that particular key. 

Finally, Figure 7 g shows what happens when Object B completes its 

request, and returns control back to Object A. The reply message is sent back 

from Object B to Object A. and Object B's filter 22 takes on again its original 

20 key, Key B. On receipt of the reply message, Object Ats filter 20 sends out 

yet another message SO to the Event Collection Mechanism. Once again. this 

message will contain the Key A, since that is the key currently associated with 

the filter 20. 

It will be seen. therefo~ that the key is propagated from one object to 

25 the next, by adding it to the message at the sending filter, and removing it from 

the message at the receiving filter. 

Using this mechanism, it is now possible to select particular events or 

classes of events for further analysis. For example, if a user of the system 
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wished to visualise the whole sequence of events which had occUITed as a 

result of an interaction emitted from Object A. all he would need to do would 

be to select only those events having associated with them the relevant key, 

namely Key A. 

s Further details will now be given, with reference to Figures 8 and 9, on 

the Event Dispatch Mechanism and its connection with the Visualizer 

Application. 

As events are collected by the Event Collection Mechanism, they are 

forwarded to the Event Dispatch Mechanism 16. The Event Dispatch 

1 o Mechanism receives details of all events collected by the Event Collection 

Mechanism 14, and is arranged to forward those particular events that the user 

is interested in to the Visualizer Application 18. 

As may be seen in Figure 8, the Event Dispatch Mechanism 16 

incorporates within it an objec~ known as the Event Dispatcher Factory 52. 

rs responsible for creating further objects 54 known as Event Dispatchers. Each 

Event Dispatcher is responsible for sending events to a particular Visualizer 

Application. A user who wishes to view a particular subset of events runs the 

Visualizer Application Object 18. which then registers as indicated by numeral 

56 with the Event Dispatch Mechanism 16. 

20 As indicated in Figure 9, several individual instances (objects) of the 

Visualizer Application 18 may in practice be running at once, each of which 

has registered with the Event Dispatch Mechanism 16. On each registration, 

the Event Dispatcher Factory 52 creates a new Event Dispatcher Object 54 

which passes infonnation as indicated at 58 to its corresponding Visualizer 

25 Application. Each Visualizer Application 18 may be configured differently, 

and may require information on a different subset of the events which have 

been collected (or are being collected) by the Event Collection Mechanism 14. 

The necessary filtering is cmied out by the respective Event Dispatcher 54 
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which passes on only that information which has been requested by its 

individual Visualizer Application. 

The Visualizer Application 18 may take many fonns, having a variety 

of front-ends, the preferred version being illustrated schematically in Figure 

s 10. The user of the Visualizer Application sees infonnation displayed 

graphically within a large window 60. Within a workspace 62 of the window 

are displayed the various objects that the Visualizer Application has been 

configured to show. Typically. the display wilJ show a plurality of object 

icons 64, connected by arrows 66. Each icon 64 represents a particular object, 

10 with the arrows representing interactions between the objects. Certain of the 

arrows 67 and/or the object icons 68 may be displayed in a different colour to 

indicate the active (current) interaction and/or object. In the preferred display, 

the most recently displayed interaction is shown in red; as another event 

arrives, that becomes the active interaction and the previous active interaction 

is becomes grey. 

The window 60 may further include a tool bar 70 having a status 

display 72 and a plurality of buttons 74 whereby the user may configure the 

display to his or her requirements. 

The preferred capabilities of the Visualizer Application are set out 

20 below: 

Configurable modes: 

(a) Step mode - in this mode, events are stored in a queue at the 

application, and a counter on the application shows how many 

events are currently queued. A step button allows the user to 

2 5 move sequentially through the stored events, displaying one for 

each click of the step button; 

(b) Run mode - in this mode the application does not queue the 

interactions that arrive, but attempts to display them 
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immediately. There is a control which allows the user to pause 

the display of events, in which case they are temporarily stored 

in the queue until the play button is pressed. The application 

imposes a minimum time between the display of events which is 

configurable by the user. 

Live or recorded event streams: 

(a) In live mode, events are received from the event collection and 

dispatch systems as described above; 

(b) in play from tile. a sequence of events is fed from a stored file; 

(c) In record to file. a live sequence of events id displayed. and at 

the same time, recorded into a file for playback at a later date. 

Confaguration of display: 

The Visualizer Application can be configured by loading in a 

configuration file which contains infonnation about: 

(a) Objects - the configuration file allows the user to configure 

which objects are to be displayed. what position they are to be 

displayed in, what colour should be used for the object, and 

what category of display behaviour it should confonn to; 

(b) Events - the configuration file also allows the user to configure 

2 o which incoming events are to be displayed, and what user­

friendly name should be displayed by each event. 

Configuration of key: 

This allows the user to receive events which occur as a result of actions 

taken by an object (or set of objects) which has been configured with a certain 

25 key. 

Interactions are displayed on the screen only if all four of the following 

criteria are met: 
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(a) Interactions must have the same key as that which was configured into 

the Visualizer Applications (unless no key has been configured); 

(b) Interactions must originate from an object which has been configured to 

be of interest; 

s ( c) Interactions must tenninate at an object which has been configured to 

be of interest; 

( d) Interactions must have a message name which has been configured to 

be of interest. 

As mentioned above, objects may be configured to confonn to certain 

10 behaviours. The following behaviour types are exemplary, and additional 

types may be added at any time by modifying the Visualizer Application: 

15 

20 

Type I object~ This type of object is always visible on the screen of the 

Visualizer Application. 

Type 2 object -

Type 3 object -

This type of object becomes visible when an event is 

received that tells the Visualizer Application that the 

object has been created. and becomes hidden when an 

event arrives that corresponds to the deletion of the 

object. 

This type of object becomes visible when an interaction 

is displayed that goes to the object, but is hidden by the 

anival of a deletion event. 

In other embodiments (not shown) the Visualizer Application 18 may 

be replaced by other objects that can make use of the infonnation collected by 

the Event Collection Mechanism. For example, a Fault-Reporting 

2 s Application could provide for fault-monitoring of a Distributed Object System. 

Such an application might include the production of system alanns where 

unexpected events have occurre~ along with error-recovery objects designed 

to modify the operation of the system in the event of an alann. The system 
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coul~ for instance, be closed down entirely automatically in appropriate 

circumstanc~ or other fault-recovery objects could be run. The system of the 

present invention may therefore be useful not only to system designers and 

maintainers, but also as a means of monitoring an Operational Distributed 

5 Object System. 

In yet a further embodiment (not shown) the Visualizer Application 

may be replaced with a Charging Application. The events collected by the 

Event Collection Mechanism may then be used to charge for the use of objects 

or services. 

10 Reference will now be made to Figure l l. which illustrates the 

infrastructure aspects of the engineering model defining the preferred 

Distributed Processing Environment (OPE). The DPE is an infrastructure (of 

a type known per se) that supports the interactions of the various objects 

previously discussed. The purpose of the OPE is, amongst other things, to 

15 shield the application programs from the heterogeneous and distributed nature 

of the underlying environment, and to provide a mechanism that allows objects 

to interact without a knowledge of the details of the particular computing node 

they are active on. The OPE defmes four types of entity: a DPE kernel 811, a 

kernel transport network 901, DPE stubs. and DPE servers 809. The kernel 

20 transport network 901 is linked as shown in the Figure with a plurality of 

interlinked computing nodes 810. 

The DPE kernel defmes a core set of communications. storage and 

processing capabilities (for example a protocol stack) which is assumed to be 

present on each node. 

25 The kernel transport network 901 is a communications network to 

which all DPE kernels are attached in order to exchange messages to facilitate 

object interaction. It is defined in order logically to separate the computing 

network ftom a transport network which may be used for the transmission of 
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voice and video. The logical separation recognises that the two networks may 

have different requirements on quality of service. 

The DPE servers 809 provide infrastructure support, for example in the 

fonn of a trader and a notification server. A trader provides a run-time 

5 mechanism that allows objects to locate the interfaces of other objects. A 

notification server enables objects to emit notifications (for example 

significant events that occur during the lifetime of an object) to other objects. 

Objects wishing to receive notifications register at run-time with the 

notification server. 

io Referring now to Figure 12, there is shown a hardware view of a 

system on which embodiments of the present invention might operate. The 

hardware is based around a transport network 1100 which will carry the data 

services provided by service providers to individual users of the system. The 

data transmitted across the network 1100 might include. for example. voice 

15 and/or video infonnation. individual users are connected to the network by 

different pieces of customer premises equipment (CPE) 1101, 1102. The 

various parties involved in offering and caITying the net\vork services. such as 

service retailer~ service providers and network providers. are connected to the 

transport network at a computational node 810. Each computational node 810 

2 o includes a variety of hardware and software features, indicated generally at 

812. These include a DPE kernel 811, a protocol stack for use according to 

OPE principles, storage facilities 1121 and applications 1120 running at the 

computational node. 

The system will also include a variety of data stores 1105, 1106 

25 coupled to the transport network, as shown. One of these data stores 1105 

may comprise a management infbnnation data store, to provide global 

management information in respect of services provided by the network. 

It will of course be tmderstood that with the hardware shown in Figure 
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12, an instance of the visualiser application 18 (Figure 2) may be nm at any of 

the individual computational nodes 810. The application will collect 

infonnation from distributed objects across the network, and may report by 

way of the information screen shown in Figure 10 at the individual operator's 

s own terminal. 
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llUllHlf If !'.Dltl If 1111 llU 
* C L M S * 

CLAIMS: 

l. A distributed object system having a plurality of objects, each object 

s having an associated filter, the filter being arranged to intercept messages sent 

or received by its com:sponding object and to forward infonnation 

representative of said messages to an event collector. 

2. A distributed object system as claimed in Claim I in which the filter is 

1 o funher arranged to forw'8rd infonnation to the event collector on the creation 

or deletion of a corresponding object. 

3. A distributed object system as claimed in Claim I or Claim 2 in which 

each client object has an associated client filter. the client filter having a client 

15 key which is representative of the client object. 

4. A distributed object system as claimed in Claim 3 in which when the 

client object sends an outgoing message to a server object invoking the server 

object. the client filter forwards information representative of the client key to 

20 the event collector. 

5. A distributed object system as claimed in Claim 3 in which when the 

client object sends an outgoing message to a server object invoking the server 

object, the client fitter adds to the outgoing message infonnation representative 

25 of the client key. 

6. A distributed object system as claimed in Claim 5 in which the 

outgoing message is received by a server tilter associated with the server 



------------------- - --- -----------

\~II\\~\\~ i\~~ ~I 
* C L 

W097/37304 PCT/GB!n/00834 

18 

object. the server filter being arranged to replace the server key with the client 

key on receipt of the outgoing message. 

7. A distributed object system as claimed in Claim 6 in which when the 

s server object sends a reply message to the client object returning control to the 

client object, the server filter replaces the client key with the server key. 

8. A distributed object system as claimed in Claim 7 in which the reply 

message is received by the client filter, the client filter being arranged to 

lo forward further information representative of the client key to the event 

collector. 

9. A distributed object system as claimed in any one of the preceding 

claims in which the plurality of objects are themselves arranged to interact as 

is the distributed object system. independently of the filters: the filters being 

associated with. but not altering any code of. the objects. 

10. A distributed object system as claimed in Claim I in which the 

information forwarded to the event collector includes infonnation identifying a 

2 o base object, the base object being the first instigator of an outgoing server­

invoking message which has ultimately resulted in the said intercepted 

message. 

11. A distributed object system as claimed in Claim 1 in which the filter is 

2s CORDA-compliant. 

12. A distributed object system as claimed in any one of the preceding 

claims in which events collected by the event collector are processed by an 

ii iii ii 
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event dispatch mechanism and are forwarded to a user application. 

13. A distributed object system as claimed in Claim 12 in which the user 

application is configurable, the event dispatch mechanism being arranged to 

s forwarded to the user application only events of interest to the user application. 

10 

14. A distributed object system as claimed in Claim 12 or Claim 13 in 

which the event collector is arranged to forward processed events to a plurality 

of separate user applications. 

15. A distributed object system as claimed in Claim 14 in which the 

separate user applications are concurrently-rwming objects. 

16. A distributed object system as claimed in any one of Claims 12 to 15 in 

15 which the user application is a visualizer application arranged to display 

selected events to a user. 

17. A distributed object system as claimed in any one of Claims 12 to l 5 in 

which user application is a fault-detecting application arranged to detect faults 

2 o in operation of the distributed object system based on events received. 

25 

18. A distributed object system as claimed in any one of Claims 12 to IS in 

which the user application is a control application, arranged to control 

application of the distributed object system based on events received. 

19. A distributed object system as claimed in any one of Claims 12 to 15 in 

which the user application is a charging application, arranged to charge 

individual users of the distributed object system based on events received. 

This Sheet Has Been Replaced 
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20. A distributed object system as claimed in any one of Claims 12 to 19 in 

which the or each user application is arranged to register with the event 

dispatch mechanism. 

21. A distributed object system as claimed in Claim 20 in which an event 

dispatcher factory of the event dispatcher mechanism is arranged to create an 

event dispatcher for each registration of a user application with the event 

dispatcher mechanism, the event dispatcher being arranged to forward events 

1 o to its respective user application based on a configuration of the said respective 

user application. 

15 

22. A distributed object system substantially as specifically described. with 

reference to Figures 2 to 9. 

23. A method of characterising a distributed object system having a 

plurality of objects, the method comprising providing each object with an 

associated filter which is arranged to intercept messages sent or received by its 

corresponding object and to forward infonnation representative of said 

2 o messages to an event collector. the distributed object system being 

characterised according to the messages received by the event collector. 

24. A method of characterising a distributed object system substantially as 

specifically descnbed with reference to Figures 2 to 9. 

iiiiff 


