XM. BASED TRANSACTI ONDETAI L RECORDS The present invention relates to

t el ecommuni cations, and is nore particularly related to recording
transact i wo @datsssn a tel ecommuni cations network. There arremeseyodact ors
driving the nove toward converged networks such as deregul ati on, new
sources of conpetition, substantial growth of the Internet, and the growth
and inportance of data in custoners' enterprise networks. The popularity
and conveni ence of the Internet has resulted in the reinvention of

2l 9o 1 ef SnAINGRBNEXHOBGR R I BN L ARPLIER RS TARR IR ACES ey .

information into data packefALICROUS COMBSEERFIROGEARNSM tted over an I P
network. | P telephony over the Internet is often offered at mninmal, or no

cost to the users. Thus, IP tel ephony has found significant success,
particularly in the I ong distance gg(hgg H@gbs al so have turned to IP

tel ephony as a matter of convenien Pﬁ) ce and data services are

of ten accessi ble through a single piece of equipnent, e.g., the personal
conputer. Furthernore, traditional DTMF (Dual - Tone Mul ti-Frequency) phones
can enj AGECHNIEAdeFIEEDof Vol P t echnol ogy through the use of network
adapters. Th continu%L integratlon f voice and data services further

fuels this d st disslospisorsiptesplsl fetention rad remevyr pingamppytercagiamss Mere
cust onergg.d nd
expandedts 1%3%‘3??%%%%5%9{3%5%%% A P RS oS BRI Rl Bl

t he mar ketpuge @rogvah P nmust be interoperable with the Public Sw tched

Tel ephone Network (PSTN) and have a conparable Quality of Service (QoS).
Therefore, to ensure the highest success rate with the custoners, the

service rk that provides call quality,
serV|ceI?é gg??ﬁ?§QE€%%ﬁgg@Hf§P€ is at mninum on par with the PSTN
It is essenti@mpiiatvid8bLRBANNajsLploblcaS BRI AMP E&Hﬁltn%e r@é}féﬁﬂl?f a computer

hi gh-quality, ease of use, supérior customer service, and |ower cost. Since
t he publvimws is# @egem (oawnammm qfrcov¢, gz, ihstsicidifs o Méﬂchsthc voropyteneaagds, such as
net wor ks ar.e uired to sup rt Vol trafflc th t he call lity,

cervi co wonF alseRepyS e BRI epipnd ef Say afaghio Soet oS a0t ebibets, may

approac f}eﬁlﬁ‘%e it&lp%aﬂgr GRAP 91%1?151 uhEbH%'it@d’ 'og'lﬂﬂlcY(ﬁJs Padfohd otnh§ cﬁﬁbhteﬂlé thY -

service reliabil and se?url users are accustomned I nvol ves
t he SessAltdmugn d@scabaddwrdﬂn o wiaohg (tcS¢d?:)putéTsIvBuses the pmp@itldmtoson-rh@ylm applied to
S|gnaI|n% Qrotocol t hat has been deve oped to create, nodify, and term nate

sessi onSIfitYRF Gaeelisiousspde capable of IGAE{0p TS PIIIQRRO] MR TSP ERSn e
call's, r@% téuré%gfe@o&?lﬂgﬁ &otnp QIH%I{ntag Qergb\ﬁh {Rbh (Bﬂt§r Ak, This may
y resiaen | C

functi ona Ity I's typic t on a at|on S rvers | P servers "are

conf i guriegludedipubiing the virak apinonfised vbies whithangytes 88 sxaaple, &Vil)h memory area,
information. Because vendors have devel oped their own QUStOﬁlslp
appl i cataréhe b@@gsﬁ@tﬁtof & aloragsvestiema P W ER pereAl COBPUPICHEISEY bavm%\ets@we@y

h Unf
= networ o BBl CBHL AT e ol b BRI BHIY ol e AP B Belbrmd e
it becorf&&anﬁiﬁ% efﬁ@@rm{axﬁ;ﬁmﬁfgowmatr@glﬁqvmd ﬁﬁﬁ/alﬁétl&f ARkl BA@6Y e fidssed

that enabl e the devices transmt and receive network transaction data.
By way Gﬁﬁ@xaﬁpﬂemm@$ahsaction data may i nclude cal

Computer viruses have been seen that may rename an existing file on the computer system
and/or replace it with a different file that causes the computer to operate in an undesirable manner.
In addition, a virus may modify existing system configuration files while embedding itself in the

computer system. An example of a computer virus that does both is the “Happy99.Worm” virus.
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event information, billing information, nonitoring information, error data,
fraud prevention data, tinmeout data and any other data that nust be tracked
by the newearlrodghat is needed is a platformindependent mretrycsd2/bomn4
capturing transaction data in a uniformmanner. Preferably, the system and
met hod will be extensible, providing enbedded information that will enable
a receiying conputer to read the generic, uniformy formatted records

wi t hout needing to accommobdate any proprietary interface. The present

i nventi of;d ﬂéﬁ&ﬁ% t%ge B D £-87M dndeReade (5L Bad: fn%rssa%@r%%l %uggsn%l% H%%Ft%% d

transaction data a other 1nformation I n a uniform manmer.

syst em @bmpier foragiaeind capy\of iteivirs icsougpoigehdil BessBEed I Uhis ighePENBAS Hay 4156 plase ¥
formatted records that can be read by a receiving conputer wthout needing

a speci &ne piupicaddenfilesandhe geraputeyschagddriva angfor niake phasgestp thaWendomsmegisna

net hod f C i tr | hn.a tel eco i i e . e, .
et o0 1L, SRS ARG W el L FSECRTI PRSI PR

t r ansactah@fepldedithe RGALINWScREDAROWitR ifs R Mesibh BPERGHE OThe g dyobiwEmhn
response to a t el ecommuni cations transaction. The at | east one transaction

det ai | aedleo Preetesiskysral pthasiales doihe demputensysespimabiding ‘tSkakke’ and adds a line to
tel eco ications transaction. |n another aspect,. the present invention

i ncl ud%e%%rgg@%ﬁ%wgu%&ﬂgﬁﬁ%tqéo r&?‘@dS]f%"éiﬂegirrlF WPRSAHD r uct ure
for recor di ngihpBNSSMINS rbRofink SlEHARTAL G fi
structure i ncI1 ugg’gifl an n%\/L rdegl g%ati on fiel gfﬁtht ﬁgl%itﬁ/ﬁh%gﬁ%rrr%wén [ g?éhe
def i ni ndiléshetc.datddorstmueing uawastediserdidds of ptoegsses, sl netreffedievely festost the sothpeks,

the server identificatiaon field including an | P address of a server

gener at iSHYenel BauLs: fEstaring AR oRiect %yawbitgﬁ VHES 4ps atlached dselfl may et mvas be

| east o £ I . I [a i det ai |
recor d BATSAEPATEL ATy I Rk SP80S: oot e AT bisRlE of HRIRRA by Wl EhAler
t el econmitpé.cati ons transaction, the at | east one transaction detail record
i ncluding transaction data corresponding to the tel econmunications
transact i on. Becaseerdrviag ﬁ@dt%ffe@thlgfqucréyemons a{ @roimputear systerdespecific treatments

t el ecomarl\rjenrieclzlil ianSd net wor k. The.net rktj ncl ﬁdes at. .| eastt.one

tel ecomiineanr A My G nuEeT o iRstrons SyarRoPRC PRTRidhe e ey
transachufBer dfobj@as L TIRNEOR), Brepis Weieed for @QURIpRTe belofan AfedtRPSIMANE system

t el econmuni cati ons apparatus. The at |east one SIP-server is configufed to
creat e &mtxtores @hthaeffcond dejeatis] fil e, process the tel econmuni cations
transaction, and store at |east one transaction detail record in the XM
transaction detail file. The at | east one transaction detail record

i ncl udeyiviRERYt i on data corresponding to the tel econmunications
transaction. I n another aspect, the present invention includes a

conput er - r ead&blpeesertldisoiobhavw irclgtes toa acttlidiefoe osstartmgput @npexeystcabiedified by

instructions for performng a.nmethod for recordi ngjétra,n,sacti ons in a
tel eco O3 £B¢fs CARPHSTSICCaHBS HistaeBrpUieh SV tiere Jot e aralisipua sodavidentifying éhs on

per oo G1ERE g b AL RBR! Ol R Al oo Ak o Bl ft MBS BEY

t r ansacté¢agn ofi€tcainmanidl seld nfok @SHOMEE tHeOc@nprabre SyuEm b Gatla@Nthal EARKACHHGENt0
The at | east one transaction detail record includes transaction data
cor r espamdifirgtienby A madickws sadmind xecoing theahkagione pommand to restore the computer

system to substantially the state as it existed prior to modification by the malicious code. The step
of executing the at least one command may include one of reading, writing, and deleting data. The
step of executing the at least one command may also include at least one of renaming and deleting

an object.



Addi ti onal features and advantages of the invention will be set forth in
the detailed description which follows, and in part will be readily

appar ent wo 2howss skilled in the art fromthat descripti orrcavusozomgani zed by
practicing the invention as described herein, including the detailed
description which follows, the clainms, as well as the appended draw ngs. It
is to be understood that both the foregoi ng general description and the
foll owi ng detail ed description are nerely exenplary of the invention, and
are intended ' OVver Vi r fra rk for .understandin e

nat ure and chgl?e ctE %%“ (g%l%hﬂree %{%vr\éina?%gct)%aﬁtg ralgg%’:%gmg} Renets %ﬁ?“gﬁ%ﬁt&h{}i doge
dr awi ngsfonkestdriy) e@tpiter Pistvi BRI Melicitd@yds! ethin®Eode8r iséhyxﬁﬂlg {88
and are incorporated in and constitute a part of this specification. The

dr awi ngsCormpuEes sysiere foy dhg roaliciestsods. weds for %nttﬂhmgi the/mati¢iows codactotlo fetrétEeving t h

the desctipti erve tqQ. explain the pri.nciples d operation of the

i nventi of?]c?rg ﬁidé{}r@e’inf)gnagl%lr%&@n%ﬁoég‘? I‘B’Pusé%d? ﬁcﬁ’gfr@@g RETE SPPERE Hé?‘W?F}(
i n accorgapsss iekbmpisr ﬁ%ﬁﬁb ARbe Mht éﬁ@ec@frﬁﬁ B o diBYEN Bthe ARACIELAMGE aftd | S
a chart show ng a nethod for managi ng tel ecommuni cations "transactions in
accor darrode fWirtchecaiting themat leadh onk cremmamf totrestorp tteseniputenyetm arsuReisiadince stdté |

now be made i.n detail tao.the esent exenpl ary enbodi nents of the
i nventi &1t f‘é%%%ﬁ‘ﬁ?%%“%fﬂ%ﬁ%ﬂogi% the malgipucedei n t he acconpanying drawi ngs.

Wher ever possij . I N . oughout. t-he
drawi ngs to ?1; e@ est» ohtgﬁéelgggﬁgﬁgfréﬁé%go g%??‘ ?GérA\ﬁﬁtéxs ¢ 21 %@g&g%&g@d?%&ﬁ rﬁlfﬁlo? he
net wor k méditrhend irehiitle dompat ieRecuksblsiemittions for gstdting a @ghiits sYasingRctiaed
general |y throughout by reference nuneral 10. In accordance with the

i nvent i &Y, maHelopy eeden cOMpRIEAg a3 piEhYdrastien fastsaenning ther epapud¢rrystem for the

transact ] ' tel ec nicatigns, network. The.nmethod includes creating
e AT te’ EAEE ANIORRS RO BIGE e TRATRLPRS o DL AT s8R e
stored irBiriehiggivn 4 datdBleGhidPnatiel @laltin% td tBe mAIiEiORRDAS Brchfirf at least one command
t el econmuni cati ons transaction. The at | east one transaction detail record

i ncl udegised v sestaringihekonzpuias sy siep tmal statg thay exibted pebeoonedificg@nibyrthe malicious
transactiqn. Th rresent .nyentio ovides a platformindependent nethod
For  capt“GPT #Rf 1 FhSGRr POHOBLT Sxern Bt oo pis SRETEH ' ResioTe MR R TR
The systgguiapshtiaRy BRARE ad PExiBAPEDE to MYGAEARR YyIhE¥hfBBLPLSIe, PTOVi di ng
enbedded information in generic, uniformy formatted transaction detail

records that can be read by a receiving conputer w thout needing a special
proprie i nter mhodi e erein, and depicted in Figure 1, a

bl ock di dmézfséﬁ%&ﬁoﬁp ch ..uﬂﬁégﬂ%% network 10 in accordance with one
enbodi ment ofxt p[?%g I ton i g, di S rm%a: i

network 10 i n‘%lrgglgsé g[rgt %}f{c@%tgogl 0{: gtlljepP %g&it?o(ﬁgﬂ%s-ﬁg%%ﬁ?c i § gtﬁl’éeg dftendant
Tel ephondviveiges theré¢d?SilN)beA@adilyndiained aSthe same bedonias heREXuRrst&ddFbprederescd 0,
and Sl P-clients 52. I P network 100 includes |P network backbone 120.
Backbond® 1he fplowiag sietadled glescrintipevhest casplessde e pornection wiilipihe raccompanying
servi ce%,ra\jv&%gu‘ghé}ngIP proxy server 102, redirect server (RS) 104, SIP

conf erencing=server 106, voice mail server 108, Operational Support Systens
(GSS) 110, DadiGeatsBewAeE essmplaryeotdpite sgaéWaWhikhZ system and method for restoring

computer systems damaged by malicious code according to an embodiment of the present disclosure

may be applied;
FIG. 2 shows a flow chart of a process for restoring computer systems damaged by malicious
code according to an embodiment of the present disclosure;

FIG. 3A shows a data base including virus specific restoration command data files; and
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network gateway 114, |INCP gateway 116, and enterprise gateway 118. Network
backbone 120 is also directly coupled to Internet 30, SIP phones 50, and
SIP diemve BB799%8 t hough the present invention is di scussedmwshogsespect to
the Session Initiation Protocol (SIP) and an Internet Protocol (IP)-based
network, those of ordinary skill in the art will recognize that the present
invention is equally applicable to other tel ecomrunication networks and
protocols. network 100 may be of any suitable type, but there is shown by
way of ' exanp & i i . e-layver nat ure
o the ar chi {2t ur g B S S BBl TRl g e USRI
one pr otmbodinean obthepxeshardjetbsare. nodi fi ed wi t hout affecting the other

hi gher | ayer or lower |ayer protocols. It is advantageous that the

devel opment of these protocols can occur concurrently and independently.
The fou ' f d architecture is the Internet Protocol (IP)

| ayer. ?%?4@%2%@%&@?@2@ a connectionl ess data delivery service that
operates on a "best effort” basis; that is, no guarantees of packet
delivery are made. A TCP (Transm ssion Control Protocol) layer is disposed
above t he | Pln dgseribinglaepratered embodimenivifdbe prsant diselosire lustrzed ire thepiraw mgs)

t hat ensurqf el i.ahl e deIi%er gf tEe *P Bgfkgfs, in ﬁart, bxﬁg rformn
sequencP G FURETITENEEY $n7aPIQud fon SakG OF GRED - o A MES P b PERIEAT Cg%&‘}k%fssn hat
arrive gdnded ¢ Ugie gﬁ&? 1

Protocol) is e?rgigoyéd@imndsht@ gg%ﬁg{@fl%% és’lg%s@fgﬁte%gﬁ %g?gtré %gﬁ%ﬁfﬁ%ﬁ%\% ? gs a
connect smpoifesdementvincladeshal tecitnidal zgsvalbnts Mhighr ofepatolin & singigndnandat a uni t,
known as a d%taqnan% L?Iike TCP, UDP does not provide sequencing of )
packets. It F&-ilds2Bleck HRSRmyNA" PRpRle o topydiie sygemdPO? to Hbichithe fasipgation
packet s I r : e, Ja I r i
Caves prscananl HpRbE of A rel il DRl aBhic] 2 s ve'h
or di nar ytasddrti [P, Nagtbys, rdihfrathe, letd. egRON gRubliat seffbadiforitictial cohguPr eFaRk.
invention can be practiced using either TCP or UDP, as well as other

equi val EAMPYiGtsyeiemsl 024s alsp émﬂb?aﬁfappmmga@ﬁwwelaawﬁmg@ thespressatidigglesure e
TCP | ayer, 1n _qne enbodi t, .t eSSt Initiation Protocol (SIP) is

enpl oye%Stogpﬁ Clglém E%r Sé?’psp Pgda&ttlbg rslHl eatﬁgtrex%:sger%tpfl of 0(%‘(15‘%%6 % acﬁlg& tglg & Qt%‘r As
creat i Nghow) dbinpuied systetdl 10 HAY RRTIIRG *AES] ﬁﬂ@esyﬂq% ni® (€PUY 2, hEmory 4, a clock
participants. SP is also a client-server protocol wherein servers respond

t o requeistwt gemerinteedntpyace|§, edisplaymndet Qid ledNdlagx ransimassiaf ca@rolan12,tasLAN |
control .services are described in | ETF RFC 2543 and | ETE | nter.net aft "SP
o'l Cotbte e el il ls, h inahaiis 18 ¢ off tr ety il e Chihape
W regpoagd1d hake d &7t in8iksd aper, t Q) RPiot i

enpl oyed, in%ﬁhdpﬂg:?ﬁgikﬁ32%9g$6tgggfgk%inaIf@?qiﬁgﬁgéggﬁgﬁIE%éE@?%??%ﬁ

Pr ot ocotomBBRnt slevdi aplbsethyabduéde SRlitional hempaneatsewt stiosdn. t ect ure. SDP

provi des infg{q?%ion bout nedia streans_in the nultinmedia sessions )
permitting t h€U2Eobiifs oRsrationot sELEm dA2 arkis capsbiegyl rempingrmlistings stared inhe

sessi on Y, j e.l.s
houn bpeRel S UaAFERRD SRR, PRGNS, KO0, KU AR S
net wor KMehadry dpesyailes s@ate G2idVBlypes ({Aatd AdcesBACKD SrcextOdionraT ey sHpidmesie etk

packet sw tching technol o%%/ corrrmnlé known as the Asynchronous Transfer
Mode ( AVRA as B3Rl aisa reoryeios gsalty FPPes Gogk gspit §praydnclude a circuit for generating

information indicating the present time, and may be capable of being programmed to count down

a predetermined or set amount of time.
The LAN interface 14 allows communication between a network (not shown), which may

be a LAN, and the LAN data transmission controller 12. The LAN data transmission controller 12

R



transm ssion technology referred to as the Synchronous Optical Network
(SONET). The conbi nati on of ATM and SONET enabl es hi gh speed, high capacity
voi ce, dawa,02amdsyi deo signals to be conmbined and transm tcadisonosdenand.
The hi gh speed of backbone 120 is achi eved by connecting Internet Protocol

t hrough the ATM switching matrix, and ninning this conbination on the SONET
network. INCP 116 is an Intelligent Network Control Point that is accessed
by RS 104 to obtain dial plan information for existing private network

t | ' i tiapal datab th .be, i ed by RS
Toa vo vinasilchhihd Hiied S baPHn SRRSO B9t Y ine ARG e in s
102. PSh&wbBO Comphiyr ¥ayend i 0BaiRlsé be dapablecdf domSidi SHEAE METVIRd: nRFRIrRY {1aG

Signaling System No. 7 (SS7). Plain-Qd d-Tel ephone-Service (POTIS) tel ephone
22 maybeougiynedshevabl € onefuégsisptiem $e meyialsebe ¢apabla ofigenronnicsting wethrlidk devices

i i pur B e U spr T TRheaaR IR e S fineCor ¥ Bcasnalie i materoy Bitiar

skil'l i mot gy afsh hidd dccEREOIW AR (\Rff@l@tare%ﬁ%ﬁ\ro?ﬁ)i 8 (R RN f&xlé(&?l?%. %@Rgxa?gﬁjspl e

P network 100 to other enterprise networks, 'such as LANs an

Ref er r i h§ Wiackmiap aguglly eongistsPBX phdalityof udes allows kesmmunichti@sbdtoeePRXh plitires
42. Enterprise gatewa %8 rovides the interface between packet switched P
netV\Drkc%B@On&Hffotoﬁée‘ggcb 18hg enpl oyed by PBX 40. For exanple, enterprise

gateway 118 pRy, i, Qi t Vi rk o L L CUY
Associ ated Si gnaﬁ’lld?eﬁgéy?%%%;?é gcﬁaﬂgrﬁgﬁéﬁlﬁ %ﬁ? é’%ﬁé&%éjﬁ 6& Jn§%}? 5?)635%& 4 for
Tel econmoamp@at vivises Sitdiathar ¢l drndbiettypes dfEERingProgritd) deQendatterbaspai Add
PBX 40. DAL gateway 112 is a systemconfigured to support private traffic
bet weenlden{ifyc e@pier yHdsasonf@ dxemate s scappinggpewey mav detest dbainpsikaeain v
enpl oyeg i etwork 100, t wor k te 114 is an SS7 (Signaling System
7)/C7-tg1-gg%u%’;1%rer\flv3 s ?uglég?sg@%lﬁé(ggﬁgég? Yi%th the abil i ty to place calls

bet ween | ocatrhe ittt Bydterd 8F W blesdid Qiselogurt et 0t s Bomputt: &Qcufa8le
exanpl e, network gateway 114 is configured to provi deaccess to a voice

switch ¢orstitssHoimyd ismemons4 ar Sordsi@whaietand acogssiierhesednzputealslystpmold@s sTheg,
or a C ass SW t for, | ong- haul , and/ or .international connections.. SP.
hones Sompulpcrtenfiic B Bt itee B0 YEhnedt S8 S e D Ry gt M
that th 3 r.ds,: i . 0
%@gslf sterh 9 05 8r RhARAR i PEheRE :%thﬂte{ E)Et_'esrl% 5%%_ ;[%E V{ﬁ%ﬁé’(ﬁ@ Sam

have a 10- lal pad simlar"to traditional phones.
i ncl udesyBSiNaPdeseribreddresin aanaibleotastortig wsimpytet fiateksydpadgarbyr etonipenedrifus.om

a speed dial . directory.. To pl ace,atogaj |, digits are entered using the dial

pad. Thé*ERdNgQ agiegitiodingmé apdipldy C&UI g SPEFEC mmﬁ@mmmwéiaﬁacﬁl%f (Segdtig-on
! whaP e P ' ) i | ar. oy |
I'S press }1aretal?@es§§ﬂe b C%nipﬂ{e} 53%&59102?' flkp E\%&ﬁ%ﬁlﬁﬁ%?%%aﬁ% Iry&tf)alilgh ?ﬂllgfr%gh dafiNa

phones en recelrving an'1 ncomng ca rm of

st andal fikecadeainc eammardgor, syateBRoupd oizeuctins e onfebtgty Atinfetddwoaiputen sgsem
appear |ike a Plain Od Tel ephone Service (POTS) tel ephone set. On the
ot her hé#BagedPx: ficesecHe vigusy Bespusgasane Virases maapiiedhfferpryy operating systems

differently, these commands may be categorized according to operating system specific
requirements. The commands are used to restore file names, system registry settings and/or other
operating system properties known to be altered or damaged by particular computer viruses.
Examples of commands that may be stored in the restoration command data files and used
by the system include the following: copy, delete and rename files; read, write, create and delete
Windows registry keys; manipulate INI files; identify and terminate active processes in system

memory; launch external programs; manipulate string type variables; manipulate numeric type
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exanpl e, on a personal conputer (PC) or |aptop. Froma signaling

perspective, SP-devices 50 and 52 are very simlar, if not identical, in
Sonme casewo 079986 s poi nt, the various SP-servers di spose@®drusozbwes k 100
will be described in nore detail. Each type of server in network 100 has a

critical role in recording and managi ng the various transactions supported
by network 100. Referring back to Figure 1, SP-proxy server (SPS) conforns
with SP standards detail ed per | ETF RFC 2543. SPS 102 functions as both a
server g n othe
%ge)%e % 651%%1 tflé)EurE B?stﬁﬂﬁ&pﬁgwgéepg&hhgg? Hfﬁ HI%% u? ?fgglﬁ?e{% ﬁl %%glg

clients service a reque

server . thP&ird ﬂ&tm&yomﬂ@\o (dponding oa tlﬁ@taﬁgag@pdmﬁtgrs@st%mo V\@fdblﬂge iother ShlRmbAds | S
configured to create a transaction detail file in XML format to record

t r ansactMahberipddpt atequised sppapgion thi éhztntgam%xiqrm@d telthealy stethiblygh¢ particular

[ ansact i Unleh o8 SE s B i Bhs b o0 R ren ot e POriERs o aed romgster

REGISTE@yg@hgd%n%$g¢gnMnggsthe oti her events descri bed above, such as
errors, or timeo SPS 102 includes an XM. processor nodule that is
cal |l ed by SPRef@gngppFigcatusog awfdarwareof the scapaing prbgraxib] the campaet systendd2ai |

file. The XM_ processor dul e also g éalggd upon to read XM.
docunentsgansét lfast AROTHIHOT WETRECR 8L virysesy tee hi-efidelrprnatipp it hemade whethgr

file. a%@ R0 Rfd (gg@r%\/?% if 'h@mg{s'p?&e o Fte&i |22t rﬁgggg\@xlks%g%%;‘ﬁz. If d

Tabl e I le 1 SIP Transaction De t'ruct ur e-

Ser ver SYSTEM piddEntvind Hekbb dRdEEFEORY SNBEONPIT SRickYiSitel b HatnvheEI3tddY ke option
MALI Cl OUS COVPUTER. PROGRAM BACKGROUND, TECHNI CAL FI ELD The present

di scl osrebsea)sgleasd (epiede cForgramnle. thiseay be nghe fsmnftasraphiowica micrfags (gUD

speci fi t [ ter sl ens
damaged By PorbiFaREaE M eelluin: BHEE b A B AP PR R R
Conput erfeathiresISREe BreSen® didloQire Rica®befpplivd TR deiH isdRieceaM td sy stemGaRSPEbH Yias @
conputer virus is (hggp%ranl (or some unit of code, e.g., instructions to

whi ch t het besmpselasie trbsS3)sthe brossssaxio (tepSE kIf the dﬁst@n ghesnption hes deen

t h h t th / bj | t
Troelt, sSiarb R CheT P eme e b R P e TR e &
system rAthaudme g&&ﬁﬁﬁ@%nﬂﬁiﬂ datPSle C&ltAhd 1RO sﬁsQerﬁ Qﬁﬂé%s@fucﬁbﬂs‘«!‘é?&stohlﬁ the

present disclosure may be applied to any type of malicious code capab
modi fyi mysteméo e statras ifpoastédym®r of hayingdepuinéctes bydkawirog sThe@oemcandgof syrstem

recovering .from.a conputer Vvirus ncl.ude r emovi conput er Vj.rus.
Thi s rra;?u?eﬁﬁﬁit‘ih‘ﬁ%m{:‘iﬂ% g%lrﬁﬁ%rail%cc\ﬁmﬂé ‘ia fjﬁ hatP me@e?t@ave%ana PTOCCRA @e&%‘b ﬁ‘é‘*
for exa t : i um
oo TEySatidh dohisfandaIEAR ik 36fBin (B nill P B ISAAHRled Bl e ALOLED S IEGAL
obj ect s theimfiditionomete@sirheo aest@t niad tompunéreyttenh. OAftecthe doarmada wp kgsterhyeure

del eting or renanln files, manip ulatlng sy sten1r§%|stry and initialization
files, anviustonshexe Pee nesloameddhe erngpleied prisasssEe E3ieRS5)-

By way of example, if the “Happy99.Worm” virus is present and has been identified (Yes,
Step S2) and the system cure option has been selected (Yes, Step S3), a restoration command data
file corresponding to the “Happy99.Worm” virus, and containing system cure instructions used for
recovering from the “Happy99.Worm” virus, is retrieved. The instructions are then executed (Step
S4), in order to restore the computer to a normal operating condition. For example, the present
method and system may execute the “Delete File” command to delete the newly created

“Wsock32.d1l” and “Ska.exe” files as well as any others created by the virus. It may also execute
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Comput er viruses have been seen that may renane an existing file on the
conputer systemand/or replace it with a different file that causes the
conput er wo mpeyase in an undesirabl e manner. | n additionPca/usoz/osi4ay

nodi fy existing systemconfiguration files while enbedding itself in the
conputer system An exanple of a conputer virus that does both is the
"Happy99. Worm" virus. This particular type of virus travels as an attachnent
to an enmai|l nmessage and causes an infected conputer to attach a copy of the
virus to, @ L NGIE B TR SS IS, te % al sq_place.one or
nore hi gddeg&?ﬁé;gﬂg;mdtok% corrp%tjﬁg?a‘n? rﬁlzer d%%ﬁdgjéz'sgﬁdﬁg? %Eeéc’cﬁgnﬂ&n o e
W ndows ‘Wegick32.dil't ifieallyFhe nesxiestining syste mayage 1R RIRES Ry usd FDBRIBRS KB
file "Wsock32.dlI" to "Wock32. ska" and repl aces the original "V\Sock§2. dl 1"
with it Sopuppndeiogpashangrdelgiearty keys amthsalugsnddod®. the Windows tegisilySde by dwtamis.

several gther files on the conputer systemijncl udi "Ska. exe" and ds. a
re to e Gpipaids PEgherpPRRPR® e B, B e oot dmiepny et B Tof

" Ska. exexampleSintRO8ty Bt HpreRamaliAiPtadedi sabl ing or removing the virus code

W thout restoring or correctly renaming the files, etc., and/or renoving
unwant ed ser i oslsr rregorsddestbst may hdve hedn redfipadbied ef yamesdddiyen doneputervirus.ex
system That .is, restoqs%qng an ohject to which e virus has attached itself

[13 : I;], 113 29 (13 . 2
may not TSiQFAYRR R lermax,alsq melds rPeleterFile”n Rasameditleot angror obpry Fie
have begp daogi £ RS ' gyl pay
af fect di ?g}rgrﬁeg{n@]ﬁg%i onsxﬁ%lﬁggg%lc%trr%gsf %re sysrfﬁéﬁ]\é&ég‘ggrl g{gfgﬁfﬁgaaﬁﬁig?\sé ‘;S#igll
requi r eccommehndayay éqyirsvedad tiwotgh whichepsrehi siglisysiaand preidd eecomed.atihess
performed on any nunber of objects. Therefore, there is a need for a
conpl et BB aY NG pReRITarCdBprBUney asIyRIY pARRTISETS depsnding onalsacerand retifean ed

obj ect s. 4 r L sel [ t nmet.hod for.restoring a
conput o7 KA L Ea BERRMNe. 1h BAce BT 6 ok BBl TRl Als BulBhRRSr i o SN B o
syst em feaifinot beadtedsed; it ifle cpan coflanhd il M rdthe afRboE LR dROHeher tBS ¢dnBMARD
froma data file, information relating to the malicious code including at
| east orvell @lsrribnermuader sygemy thaitaompyter Fastasioprpeessary {ostetaase e dilst Quee th file

exi sted.prior. _to.modificati,on by, the maliciou ode and .execut|ng.the at

| east oﬁg r%:lgahsTe’ra’nﬂ “ esreggf%k}g’r&tﬂ]\é 6] F’éltl eé?él?eeﬁ%et%re‘élﬂﬁgy tFPlQlfquﬁlFl"Fé(s?Fjat e
as it expgiegddprior to nodification by the malicious code. The step of
executing the at | east one command may include one of reading, witing, and
del eti ng dat &onfhwerstippenmagatartitnwgntedproatsséseasliorosrevicsmumanidg maya edrsputer
include at, | east one of renami.ng and del eting an obj ect. The present .

di scl os V¥R sBCE RS 2ESigratip Fa@l@aﬁfga‘?@ ﬁE?%ﬂ‘?%ﬁ@OE%WpBﬁO%?SS SauRafiane
code for kN9 i fd i Gl , r{si ng
ode 1 ot B e S0 SR oLy HyTRle 54 TS EARE sy OET kol

i denti f ykagplehe “HalliRrbouss” catmand anky bonsedebrdtqy hngofdso vuaertht Ambingeon the
information relating to the malicious code including at |east one comrand
used f oFORRYELPEIHL BRda coihRrreice’ ssparasndipaybesissd &0 $thRe sevicstaad rpnrovsrit frgm
nodi fi cat | @f {cious code and code for executing the at |east one
comnd%éo%@gﬁgﬁft@h%nputer systemto substantially the state as it

exi sted pri oiCohutepsirhides atdyQisoR¥mpdievitiedpefutian Sykad €ilesTREuBMe YeRtofs SHiqsur e
also relates to a conputer data signal enbodied in a transmssion medi um
and i nclodphigitiebrsiondrlese xdmiVitsios siregistrylis hidetabadeonsienmof vy fleciouptn sore
system g‘e)tglhég gr(ljd options for Windows and contains information and settings for all the hardware,
software, users, and preferences of the computer. The Windows registry has a hierarchical structure
with main branches containing sub-branches, called “keys”, which store “values” containing the

actual information stored in the registry. Some computer viruses may tamper with the Windows
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by malicious code, conprising a data signal portion for scanning the
conputer systemfor the malicious code, a data signal portion for

i denti fyiwg mhessal i ci ous code, a data signal portion for pcatusSozvdsmg from a
data file, information relating to the malicious code including at | east
one command used for restoring the conputer systemto a state that existed
prior to nodification by the malicious code and a data signal portion for
executing the at | east one command to restore the conputer systemto

a1 od st A iR, P BB Rl R R e B N virus may
appr eci atid @nthe Wihﬁ@vﬂregﬁﬁg,ta lebySeiktos eirfespoidingBaiic Ok hirb thedlah N6 R thard W R RO €S
y 0

thereof will be readil tained as the same becones better understood by
r ef er endebe exechied ipdtl Hirienstarbpathicealy aetivating the yirusvhghekoomsst tethedsdrgvery time

ti ith th i ng_ dr awi in. FIG 1 sh
ol o sl SuSETomeitibiuib NG E rerltl o Shibonlst Sy aRpaed fy such a
conput erco%?sﬁfe% FEul ANPE8 rdbn Rk iU L ARG LAY FHicRde Tu?el Q&li?@?gid%e afd

t he prese di scl osure may be applied; FIG "2 shows a flow ¢chart o

pr ocess delste yabes drchied withnpWirlows\fdese schda thedEthdbys reisiny] adiordnidelizaton (NN g
to an elr‘\;godi nt ‘ggythe_ Qresenmgi sclosure; FI.G 3A shows a data base

i ncl udi AGSY PR paeiem Bl r edbo MARARNS EeitTRAHR At seumapdised mays Bk

comands > b t . | rdi n
o moRpdPeREg" StvihiCeeiGy T Ahd AR CRIPHIAR Rl 1 BB RRRARR L0y |
pr ef er r éstleib BudmIK e 0T anld NSV e8NS By AT Isecd ofghidre riahl ey Sihpad Rifarhdlerds A8 AiRVIbAYS

, specific termnology is enployed for sake of clarity. However, the
present 3 @¥dpBelite i s not intended to be linited to the specific

t er m nol ogy I a it 1s.t0 be understood th ach specific ,, .
el enment. | nel SRR TR A e A MR RS B B uSERR A Yot
manner. Fi 9. WrileRegk &} Q@l, CHlag) vanamé) it daiBbot harmbiOmpdh O41us Yisldhalis. t o
whi ch the restoration system and nethod of the present disclosure may be

appl i edIf ©ekpupeite ygie deslion enisys they willheamerdedd PC, | apt op, mai nfrane, etc.
capabl e of r i ftware. fqr tecti C ut er.Vviruses. uter system
105 s al so airbeRey G Fateed delse Bevald SERR epeitr il B e R B o
for restiorhRehAPIRULSRRe R%Btem 102 to a state that existed prior to a virus

being placed inthe system As shown, conputer system 102 may include a
central proc&siNgKepitar(aGlRUNRfilcaameferyord Keg) chdcate iocatedtin 6 seaioprfieid ef

interfacsﬁe8 a displ.ay uni'tﬁed&&}ﬁ LAN data transm ssion controller 12, a

LAN i nt ey desates Within 3 spgs t&19%dr 16, an internal bus 18 and one or

nore i nput dewi . . .
Q’Vﬁ@ﬁﬂK%? é%ﬂ?g%ﬁﬁn;gyéi%?ﬁ{ﬁﬁ%? t%leab%?iléjﬁ%g %Q{aq}cﬁﬂg vé%%%e%ntoq dq/e%tllonn'ay

course, computer sys conponent own an

i ncl ude fiatithflai ke ddcaed Ratien fsecifed NG . If (BeWarlatsio iy eotos NWEL Q frehakd sy will
system 102 and is capable of running applications stored in nmenory 4.
Merory Bedgipovedel ude, for exanmple, RAM ROM renovabl e CDROM DVD, etc.
Menory 4 may.al.so store various types of..data necessa f.or .t he, execution
of th)e/ appl %/(I:%tt?eo ﬁ@? eago%%ﬁ?&asanagrpo rcf?ng]rué?g s g? \/%1364 gl}ma% e'B @E (ge'_:lete
G ock CichbtahddinMBYeveRCthbtd@y dr ¢hlie Hphtsfiddmot@Agoatth®8omputer system, and in ‘write’

and ‘delete’ commands in the event a write failure occurred. If a command returns an error after
execution, such as an error indicating a failure to copy a non-existent file, or reading a non-existent
Windows registry key, the present method and system may either ignore the error or stop the curing
process. For example, including an OnErrorAbort command will cause the curing process to be

aborted upon the occurrence of the first error, while including an OnErrorContinue command will

g



information indicating the present tinme, and may be capabl e of being
programmed to count down a predeterm ned or set anobunt of time. The LAN

i nt er f acewdd2ahdosss communi cati on between a network (not Paavusp/omhich nmay
be a LAN, and the LAN data transm ssion controller 12. The LAN data

transm ssion controller 12uses a predeterm ned protocol suite to exchange
information and data with the other devices on the network. Conputer system
102 may al so be capabl e of communicating with other networks via a router
(not  shwhk -thQik f [ ' i3 h
ot her de%%ég Vi agg%ﬁzﬁ%?{ié E&g}ml%tg gﬂggm%g%:ep eﬁ%e%?%@ﬁ%(e@%ﬂéﬁ %éhﬁg?t%&r Kk
cont r ol lagd sgem Gongeti teeOnBiystComih02byrdstaall sothabthe cadinepocess vaill\dAMifw eben &1 ea
network) and the Internet, for exanple. Internal bus 18, which may actually
consi st $hOFVERt Of QlieAr Mare 8FOlyuses, al | ows conmuni cati on between each of the

conponents c¢ ter syst i s capable of scanni
commonent s o0neERh e DaERAS KBTI ey WAL 03, SARRIGeR soBRENEH e
types ofmaGANMINEG 08 iaIEs Babd @ratihbPalcaradby & vand. ELanplel ¥f eARYBIands
viruses. For exanple, the scanning prograns nmay detect a virus's known

si gnat umeay sicludgya S§&Pheaonisaidcthaf cgpies rosodmeesiting i mager cinetantev#lod istnch

systemagf .th r.esen i-scl osure.may be enbodj ed as conputer execut abl
code 1t derimaoBHERET h SHCRERRaGs TR PRt PGl S B Ta a bate PR value
conput efintsdeBtiiaHea strilge conmput er execut abl e code may be stored and

executed at a renote site that is in comunication with conputer system 102
for renot el y Thepestaritmgy/comsnandida fdenmpat ey staydinermat(Rore fihmemethbahddordn sthet em

as descrjbed herein are capable of restoring conputer systens damaged by a
comput e F{Q&?ﬁe%?‘{l%%‘:eﬁgﬁﬁ%@’ OFPIHET S $1 67 lhgn# or eéafﬁglgr %F Fgsiorgiton sopaandsiats fﬁ?ﬁ:
restor at, alasns:Tale j ' : |

Cyat om 163 P RRTER e P i v onflctedl I ERRRL S D B 1HRRE ilre
cont ai nshayomapnbd sceessed Uty ¢ updatedipdriodhilnnan eedtbit of the sbokests afi a raxt@aticad

conmput er system damaaed by the specific virus, Because sone viruses na

af fect @PPIAPE fatadieat Ay bs pasddraccver Bomithe \Heppldd &V gamiangs shaynge FIG.
cat egor I;ge Q'héaﬁ&%éﬁ] hP8e tc&%e%%?etn; REnRYBHEDP ‘q?e?ﬁc;vleﬁn&:e?sl{llsgg e (?eEesct th-leij(ia d
commands are tsed to restore file nanes, systemreéegi'stry setiings andr or
ot her operatd thg iBisteeMIAr ApLY tdcbisn kiRvte hayhse mist g6test proviBaBgale Pastoration
particul ar conputer viruses. Exanples of commands that may be stored in the
r est or atP@Hase Anfafide. ddie sedtiones cededetriast “BysGuraStasy’s arshnSysCiuighrd:t ksaused to cure
follow ng: co delete..and repape files; .read,. wite, create and delete
W ndows ¢ e%olngﬁf?; S%%%‘;u?rl}élrﬁgﬁ{ﬁ Qef’gr%ﬂ}{ﬁs @ﬁr@g?%ﬁf&%ti fy and terninate active
processes i n AYSUBNCHRPREY sydi@HNEntEKRS Shd) HruPARDERESses @Wé’h}?ﬂ%ﬁﬁaﬁe $dstdrhigon
type vari abl es; mani pul ate nuneric typevariables; control the cure

i nst r uctcpmmahil dea (fde preermdimpgtay nystem r¢adsromrtpaidatp freathre tisrefcomamraide Gortresporinghe
cure instruction flow (dependi on_the target operating system. O .

cour se, Bt ??é"rp“g% ﬁi’rsé‘?m'sg WGy PHele Y s‘?\%&%ﬁaﬁéﬂg %éi é‘g@ﬁgpigla%r § Pgin and

changes té}ﬁﬁlflaﬁ’f E@lﬂmﬁﬁ’d Bﬁ@kss%riﬂh@ FQ(l@lYn% gllégiaiﬁaﬁlgg. .C&%c%fdiﬂé fhis & O[H? g(?}ﬁplﬁgf €

of the above-listed coman e possible to restore cohpu

syst ens sygsdemdies chgcutes thededRegiedvecanmand dorfg with Iy dndivalie pamneicrdmireved fiohe
scannin programs, t he conputer system 102 scans at |east a portion of
menory 20§ ¢RataifHgs e dhe Skep aaf) value qeargpeieisatico NIts SPREAC nalfe Ivhidish epsey are

Uit (ol 2¢al NN b ARk B irkb S8 GhE vt SPrelibal Bf. RIAGESS

exits (Step
inserted into the Windows registry file by the virus, this key and value combination cause the

computer system to execute the file “Virus” upon startup. Accordingly, once this value is deleted

from the Windows registry by the computer system utilizing the present system and method, the
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virus is present and has been identified (Yes, Step S2) it is determ ned
whet her a system cure option has been selected (Step S3). For exanple, this
can be i nwohe/fosen of a graphic user interface (GUI) that POTIE02/0%414

begi nni ng the scanning process, pronpts the user into selecting whether the
system cure features of the present disclosure are to be applied if a virus
is detected. If the systemcure option has not been selected (No, Step S3)
the process exits (Step S5). If the systemcure option has been sel ected

(Yes,  Stcpy SR} o k08 ViRSHIGALE ARSATTRE RS L eqrresponding to ¢ he

identified'virus Ts retrie restoratto Rlata file cont ai ns
the system cuyail ﬂfétcbbh‘ﬁﬁﬂeﬂ@&te_hpﬁdlrﬁﬁbﬁ%ér%ﬁeﬁqbﬁto?e)(%&éﬁhte%ﬁﬁ%I&Eﬁ)tnest%pﬂ, bn
exi sted prior to having been infected by that virus. The commands or system
cur e i n$keertahloarusriile he stk gesdent icontheystemdadhsiwuld be dateted: hdncordingigthel

d St T t. i data fi ) tajn.th
namen. ofcinanon ot itad Afe, %8 HBCRaTT BeRdRCE ey Oranmnd FonE et AEsraen
necessar¥rihlle, 183 LUV afulPafa@BRs &1 183FLEMe vAT8Ecatddgn ?@%Eﬁ%d 9%1 t@é%ic@%oczy rB)E;

i nstructions have been perforned, the conpleted:process exits

way of dirstryatiahle whetetitis Stdaguip yldss Wadwent$ thel manee of shepxeseatie Aldhh & abe®9. Worm”
identified (Yes, St e&ts ) and the systemcure option has been sel ected
(Yes, SPHAnsss)tobs &xg Wéﬁst&%ﬁ%ﬁm B8t DHRKE - cHIr ©ERisHg e hemexecutes
"Happy9 YA ¥l : i t.iQn f QI
ocover g T bee R (R AGA TR A TR BS DEHREER RER e Mien

are t hemaxeaytied 6Stap tdShktent IndsdBrsyinboliasittyrtBe byitert ainatt €%, S{€DigonOhiPd
operating condition. For exanple, the tgresent met hod and system may execute
t he " DelSggdpprighle pepnsamiainmg the pysten ppk fabewsd by haexerutapfoikgAilgnpmeandhe

" Ska. exe’ fi I her eated, by. the virus. lt.ma | .S
exocut oS SR BBl N  RYOSLR T RLEM ishlRs hobeinqr u SRy BeBlng <
or i gi nalthd\éweutaié Gtk 3ehigebhiniqied dlRIwsythe bhiEp et $Y8E@mA0 leRySthe MR indspenddhe of
"ReadRegKey" and "Del et eRegKey" conmmands to read and del ete any keys and

val ues dariedual pamgeol Werrdosablediestry file by the virus. These commands or
cure instructjons e lis in the restoration ¢ nd data file, .for
exanpl o, 1 n ¢ho CBpyR e &7 SR MR Rt Rt GERTDUF BEraRes Freus vtk
may hav %V}Q@?ﬂle%}%ﬂhﬂéﬂd@iﬁ@d Qﬁel’d@f@ﬂﬁg b@%x@cu@éﬁriﬁﬁtnl‘ﬂfy BE ety WandomloR! Wéx}ugc?\vs

command data file may also include "Delete File", ""Renanme File", an

"Copy FideWihddwes dYs Vemiaunitder Adr Ifrtheiepsbhabmngnd ispesiid cat @draingtshgem,
conmputer, system In addition, a_ "Shell" commnd may be provi ded th,rough

whi ch a TRSAdhghoRwRAd Reay hedisted Rdensesuascstion eldhe mriowitiop spmuad daile denbhied or
nmore fi L t I : ror
condi t1 65 (A Ol pRRH. I PRERTE) Eh e B SR S oA S el e P E

used by colmenany sitagrtiseddindannehelabscatoesiseaibsdcetion id exesitsl G6R AispaRitichg\Wielnsn ot
return an_error condition; rather, the command will alert the conputer

syst em tREIGSB difidpartingsysign vaneblee S¥EB%Y yindisaiesihabibe commandy listedomitintthe

fileis t.h resent nmethod and system wi |l |.,.execu revi ously
at t enpt 307 FREGE i B b TR TRy Sy S Diath VT bF dn P oReiig

pr ocessg§stamg/ dheREsthiCESteiil RBtHOR rRayCOARMERY the Ypb@ihg £6kah disig! &/stariard
restoration command data file may al so contain process nani pul ation

commandsyftem apdispliong pregtane dstesfacn (ABBr vOues theuopeestingy systemmiingesrmaned, this
go gf,) (l;t(:: gi@%ﬁ%&%‘h 1[11:;% er Eﬁ%ﬁ!@%{)ﬁ%{i ﬁ‘%Krl clsolnd5{0(1)1glegrgnch?n()g%er]ndexréggti1?gecolfr?ne1gnc{som S’dtleo P
restoration command data files.
The restoration command data files may also include other types of commands. For example,

if it is necessary to repair or replace files or data not readily available, code may be provided in the
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conputer system and a "Kill Service" command nmay be used to stop a service
and renove it fromthe Wndows registry file. Conputer viruses may al so

t amper w wio oapegvas i ng system files including Wndows regi POTUSAZ0d404
initialization files. The Wndows registry is a database consisting of two
files used to store settings and options for Wndows and contai ns
information and settings for all the hardware, software, users, and
preferences of the conputer. The Wndows registry has a hierarchical
structur ki j o Wallc b- C : | ed. keys'. . which
Store meroregon Ty RN s RR B b e, He ik MGNET o Rlent ek Pl he
Sone compptopriateifilessesiatnotiamag be wicludet e ritiovdayaealéssdridytadishh e system disk
initialization files. For exanple, duri n% installation, the "Happy99. Wrnf
virus mépd Srdeplacing theviemasraormaigsiag files oa thegonmuter systewr fbe peietahen cerhuend

where t V. [ f i to execut ed .upon systemstartu
e o M Bl Sk DT ok o DS Ry BYPRET R0 BB
conput erfor fceskilakEowAGRBERINAGINY the dppriptiete & dr 88t AWrleRorfR TR EShpRUSY/ S8,
damaged by such a computer virus, the restoration command data file fray

al so i néfadgenayte inglidadtiy thegesteration eammenddeata files &t pronaptingshd wrentostbwaildddi the
W ndows files ch as, the W ndo egi stry, dior initialization (IN
files, saBBﬁ?Pgéte'sf@‘ifs‘F g’ﬁﬁaioﬁ?“.a“t?ﬁ@%s&ﬁlﬁo‘g\)@%&g@? 1ehBhi5RITam B Y ﬁ%FaﬁH‘sf)Of
used Mayedrigiie miReadReakRYed Al HBRRAKEY ComAd sy REhRegKey", while the
INl file manipulatton conmands may include "Readl Nl Key" and "Witel Nl Key".

The command ndwegsesenngisdlosper mae be cenvanently mgjlemesedusingasnd @l movesconventional

ReadRegKe évari ablg,,. liey, val ue) reads data |located in a value field of a
key int &eéer bPyRBicedisiy iCP@RB@We‘?Zd( WeSFTVeraPIREranged agoEdingio thedearhngsof g a

vari abl .. fie 2. K he.va eg. . ngt:
exi st, (t?) ﬁ%%hemsﬁfagéﬂgp eat e@r%%?gt e %ékgeyéd?%gj,%%g{e%%& g\él é;'['ég% ? hgyva 1lljeed
field ofpregrapeetd basdd keyhe teachirfgstofiehevpdestmt pREIBEEE E IThe prégeht diecThévte nidyalso
entire key; Readl NIKey (variable, INl filename, Section, Key) reads data
| ocat ed benmalesieateddy the Bieparafonofiapplicasion spesiiig Misrates cifsliss T byl integconnectng
and Wi tel (] I Sect | Key, variable) wites data froma
vari abl Eeaﬁiaﬁlb }é%élaéeeggytt\lyé}# cff{lgggén(t)x?ﬁ% g{&op%rgacgrggﬁm thin a specified IN file.
| the vari atNemér®us @liditional Mddificatibhend Waidiets ¥f the ph&ehEABMESire bt $diSible
above commands, an error condition may be raised during 'read and " del ete’
comrandsn iview |98 ths, abavettbashingey lois thereferei topast wndgestonst thek ivdthinothet dsepe ofrthet er
system and jn "wite' and 'delete' co nds .in the event a wLi ai l.ure
ovour r edrbinded cilfnve s B0t fISe Bie el Daprinod b féR o st Attt

i ndi cat ijpgeijg failure to copy a non-existent file, or reading a non-existent
W ndows registry key, the present nmethod and systemmay either ignore the
error or stop the curing process. For exanple, including an OnErrorAbort
command wi || cause the curing process to be aborted upon the occurrence of
the first error, while including an OnErrorConti nue command w || cause the
curing process to continue upon the occurrence of one or nore errors. The
present nmethod and system are set to OnErrorContinue by default so that the
curing process will continue even in the event of one or nore errors. A
restoration conmand data file may al so include string mani pul ati on commuands
for
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mani pul ating string variables in the event they are altered by a virus .
Exanpl es of such commands may i nclude a StrCpy command that copies a source
string, nworem/oeyseonstant value into a destination stringPCASDL/@at4 command
may concatenate the source string, nmacro or constant value into a
destination string. The restoration conmand data files. may be stored in a
data store in nenory 4 and/or in other storage nedia accessible by conputer
system 102. For exanple, the restoration command data files nay be stored

on a SeWﬁﬁtigfgﬁﬁE&?f. system connected via a |ocal area network or the

| nt er net, may be accessed directly or updated periodically. An
exanpl e of t he Acortiedtifsr @itofing £8bapakt SRBOMIBITRI B ndalicidue cbdl@boﬂ@ﬁsiﬁg: used
to recover fromthe "Happy99. Wrn' virus is shown in FIG 3B. The porfion
of the code BevREwrihe pprpEersyptem fgntherdibeusends;” i s used to detect the
virus and to.(f?ug.ﬁl.t hﬁ\ﬁi nflect ed file. This section of code may or may not be
provided in {IFE s BT SIPUES nd data file. The section of code between
" SysCur eSt ar tetriedné fromyaSdat! BENAformbSorREAInk %o e Ralichfis COMPHERNIYR 18R one
utilizing the techniques described herein. "After the conputer system

i dent i f cermmahé usddrfosresindngihe esppustet systeapioracpats thbecxistsit pricattd orddforatienty dat a
file, thel.c.on‘g)ut r systemreads fromthe data file the |ist of commands for
rest or i T FRE E‘E)‘f?pﬂ? r system As shown in FIG 3B, the SysCureStart and
SysQurebnd mekdeatise ROl RadBfe LaRMhALGSOUMRIaBhRE Sid I dhhiMIY hDgaAA" 2
files. According to this exanple, the conputer systemfirst executes the
Del RegKeyiteristednutioatomgdifichtiorkisyytha mehlicalus eogear anmet ers retrieved fromthe
data file. The key and val ue paranmeters are virus specific and in this case
are "HK LOCAL_MACHI NE\ Sof t ware\ M cr osoft\ W ndows\ Run" and "Virus"
respectively I i | y LStry Ll by the \ir

this key and2\/a ggl el(t:ﬁ(;b?golrftﬁg |é}%@%&@é@%%@%@ﬁ%‘ﬁ%ﬁ%@%g%ﬁg 5 e?é%udemflﬁées
file "Vbhelstrediap, wiahd upd dAeeey gitngl y, once this value is deleted fromthe
W ndows registry by the conputer systemutilizing the present system and
met hod, theconputer systemw |l no |onger attenpt to execute that file upon

startup. Wile the ¢ uter. systemw |l no.longer att t o execut.e the
virus Tt e ugor emARaet fimeh SEfRing ssp PR e S AGFRt ool B iRehfhe
system gnidast basberpemil) SuedieiiAcagndi ngly, the restoration command data
file also includes a ReadRegKey conmand al ong with destination variabl e,

key and val ue paraneters for | oading the value |l ocated in the specified
value field intqQ a first _variable where it. is stored,. _This value_js the,
name of the &x rﬁ?#‘%g Pt ¢lamy ’a‘f’h‘brFl&ﬁé‘i/WLV‘BPWo rhodifiesrtdershane fleandsgid
upon sy B Slaidiies: € 9- "Ska. exe". The conputer systemthen executes the
Strcat command to concatenate this variable with the path nanme of the

syst em di r ectexiing fndrincle magifiedfije, b maite 9y a tsesont dilgyiad em and so i s synbol i zed
by the systemnmacro "%®ysDir% , into a second vari abl e now containing the
syst em pat h Pdifyiedhpyecopdfilbxecut abl e virus file name. The conputer system
then executes Del File using the second variable as a paraneter thereby

del eting the executable file. This technique allows the conputer systemto
del ete the vir Use mdidRREOAEAT, Rherbil@ha@dta! fle dMFEIs@fa phitelitsoE dith #MsCedohldata An
Operating System (OS? variable may be used to identify the operating system
wi t hin b¢ing peovs a<artiocylas dyesf efemakgidumnendebeach detaufilednelndingmy lasst emst

to W nd%\ﬁslm%gd t%tnga%\’\ge used for restoring the computer system to a state that existed prior to

modification by the particular type of malicious code.
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98, Wndows NT, Wndows 2000, or All. If there is a command specific to an
operating system then that command nmay be |isted under a subsection of the
restoratiwoocomvead data file identified by that operati ngcapshem41df there
is a conmand that nmay be used on-all operating systens, then that conmmand
may |isted under a general section or a subsection and executed for all
operating sytens. In FIG 3B, the Qperating Systemvariable, "Wn9x",

i ndi cates that the conmands listed within the code section are to be

executed on go I [ Wn 5..98. ME operatin

systems. The brmgggﬁtge ?%/ég em gllri\lgfﬂgé:? g\ghgﬁg}&ecggatggéf%%ﬁgor RIS gﬁl}lﬂ‘&e g’éieg}n

usi ng ansidifididydmalisibesecippdongaisingn programinterface (APlI). Once the

operating systemis determned, this information may be stored and used for

condi ti onal PR isprRIMiedhe eorapuier sygteaoienthedualiotousiveds;est or ati on conmand

data files. st orat.ion conpmand data files may al so include other types
Taf: FEARERUE e SRTERDS s

of commands. “FoOr "exat eessary_ to repair or replace files or
data not 1 eadbde/foRyeibaRt SomGfhes AIRY inRSinikiB rilethd 8 hBRLRSbA AldbHbIGAATEN
data files for pronpting the user to insert a system di sk contalning tfe
appr opr ieasie of¢ [cemmeanddaged . foCoeitoritey theecomputerd egbtdmrto rettateethiangxisted piidieso or
data from.the .sgﬁt m di sk and for replacing the damaged or mssing files on
the conPtofHicatipn by ihe malcipusbodsdion commnd data files may al so incl ude
code for |augsh BPcRufifd BE ABEasPERGREm Al hed
accessing a known \e/veblslinége haviar?g t he appr Og?%sgﬁgﬁ%@}ééﬁg%ge%g{%%;ﬁgtan&lly
rest ori thy stdieacvepistedrprivy &1 odifiCattan yethe bealicioak ueded i n the restorati on
command data files for pronpting the user to downl oad the appropriate files
or data or for automatically downl oading the files or data fromthe website
and for resterimg 1 551 : il [ t he conput er
System The pr cagnrre Bl Mty SRR, b bt 8 oRehfedhe it BT BT WY TBY or
nor e coinekules ook fop @agsralingatrpaas endlbd dfabadfd Mt BIoS arddbl @inoSRfV €r S
programed according to the teachings of the present speci Tgl cati on.
Appropriate software coding can readily be prepared by skilled programers
based on thegteachings of,.the.pr.esent, di.s¢l osyre. The.present disclosure
may al so be !S‘rrp & {Oﬁ%%edn%iﬁn? ﬂgaﬁlplegﬂlﬁﬁ%ﬁleﬁf’g%%ﬁF’fe&itfrr%tﬁe aest pRgcommand

i nt egr atredidet t&dd 108 peHfortiing AlSIEONSGEARSING AndBRERRY 4 Alce nNet work of
conventional conponent circuits. Numerous additional nodifications and

vari ations of the present disclosure are possible in view of the

above-t eachi pg It is therefore to be undersiqod that w_thin the scope, of
the appe ndedg c ﬁg? fHerage H@Q‘HF‘e%fék’fmé'r ‘é’g‘f’rS@J ‘”emﬁé‘i}"‘ﬁéoﬂ‘? medifisedf leashene flpadidas
speci figt@}gggn%%ifmr!ag[g hdpdhat is claimed is: 1. A method for restoring
a conputer systemnodifie y | i ci ous code, conprising: scanning the
conput er systain fooreatiing froah tteinoutified ik, a na@abf f yédagd fike an@l i ci ous code;
retrieving froma data file, information relating to the malicious code

i ncl udi ng at cP4eeF MOEY g thaicaondslg for restoring the conputer systemto a
state that existed prior to nodification by the malicious code; and
executing the at | east one command to restore the conputer systemto
substanti al | 0.t ke stbabenmsinil ofR¥dintes hereirdihe Hata FkHohipgiBéd PPuRYit) Hedata files,

mal i ci ous code, ] ) )
each data file being provided for a particular type of malicious code, each data file including at least

one command that can be used for restoring the computer system to a state that existed prior to

modification by the particular type of malicious code.
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2. The nethod of claim1l1, wherein the step of executing the at |east one
command i ncl udes one of reading, witing, and deleting data. 3. The nethod
of clai mwpoaheysen the step of executing the at |east onecaarsomnei4 ncl udes
at | east aone of renam ng and deleting a file. 4. The method of claiml,
wherein the malicious code nodifies at |east one file and said nethod
conprises: reading fromthe nodified file, a nane of a second file; and
nodi fying the second file. 5. The nmethod of claim1l, wherein the data file

conprises a phurglcbiurt adatanhid gt file being proyvided for a
particul ar type of %PI Ci ouspgcl:lodélfﬁ?tj gé@aﬁglat?%}sﬁl{sgorﬁ Iﬁccff%%ﬁ‘g % ucgg%g?mBHtgr
conmmand ex¢ratabdamstrectisss doifrestoriggsa csrhmgert systeaOmpditied b$ Yislieibub Sodk, §(§Iﬁf)ﬁsih%at
existed prior o nodification by the particular type of nmalicious code.b. A

storage medi @¢f2inEerRidPREloadppireRlng thecommbics suber fghe melicions eyglea conput er
syst em nodi flaqﬂt%)%gﬁ’%hgﬁlog%r ﬁg&%yinggg@&égégg#%q%de for scanning the

conput er system mal'1cl ous’ ¢ tdentifying the malicious

code; code f ardafacigriaBydriien for eifisvirthateaim bidh@ fild, Mok %atif 18 i Hat@ods B de

mal i ci ous code including at | east one conmand used for restoring the

conput einciifingshleast enesqommandhged Bx resstasthgphé compwernsysiefri toatstaiathay etibied prior

mal i ci oys %83% t.anggﬁgde for ex&c,uti ng the at | east one conmand to restore
LR RY £ BRI 1Y

t he conputer s the state as it existed prior to

nodi fi cati on alitalienalBértih RiFex&cBHRs thé at [ERE ofil 5 AGENIBILUFT .

wherein the code ?%rrgé(ecu,ti ng tﬁlggat ['east one comrandwé?r?c %&é@ﬁ%%gs?glr

per f or magpbatantigdisthestnte avibexifted pack tognodificdtiondy themhalidbed dodg. dat a. 8. The
storage nedium of claim6, wherein the code for executing the at |east one
command i ncludes code for perform ng at |east one of renam ng and del eting
a file. 9. The §}0v896,BEs:IGLA &M £ i | el o :

nodi fi es at | east oneﬁ? igfe, sal dogétloragléwrlr]e I u%e?ﬁ{ra?%gfﬁapgg%ﬁlﬁgie%gg)cgl%(%&%e

f or r eadi lagst bne nomhendpeifbinedt ldabteoned Readingd fwriting em@dicking @ataand code for

nodi fying the second file. 10. The storage medium of claim®6, wherein the

data file conprises a plurality of data files, each data file being

provi ded for ti f . ¢ciQus code, . each data file including
at | east onelg’o%ﬁ{'rﬁanégﬁ}%hge% dl(‘:%?ll%%% Olfjgggn? (i)’r#}rleéeslfl%ﬁ %ga ?%%%ﬁﬁ%%oétﬁx% %?Het 0
a st at eatlbast ofX bomhetn® hb@omistit Mg Jﬂem&é@&iﬁ%aﬁd&m&fgu fael ar type of

mal i ci ous code. 11. A conputer data signal enbodied in a transm ssion nedi um

and i ncludi ng conputer executable instructions for restoring a conputer
syst em nodi fi dF;B mal i.ci pus.code, .comari si ng: ,a dat.a signal rtion for
scanni ng t hellg'o éf%rpp‘étffs@garﬁlgr@ Oﬁcr@mgﬁl’ Wi‘?@ﬁ%thﬁ cloys ﬁ%@én%qqg??aa}t???& ?3%n
for i denld Ll 08mblifer BBk sEhatinigd8mAisgt a S gnal portion for retrieving
froma data file, information relating to the malicious code including at

| east one comdaindcigrsédortion foresddiug frgmtthemodifpdtfde, sspatearNatsocandsilat sdt hat

exi sted prior . : s
P a data signal portion for modifying the second file.

15. The computer data signal of claim 11, wherein the data file comprises a plurality of data
files, each data file being provided for a particular type of malicious code, each data file including
at least one command that can be used for restoring the computer system to a state that existed prior

to modification by the particular type of malicious code.
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to nodification by the malicious code; and a data signal portion for
executing the at |east one command to restore the conputer systemto
subst ant i wiolog/ov9ves st ate as it existed prior to nodificati eeToysor/bes14

mal i ci ous code. 12. The conputer data signal of claim1ll, wherein the data
signal portion for executing the at | east one conmand perforns at |east one
of reading, witing, and deleting data. 13. The conputer data signal of
claim11l, wherein the data signal portion for executing the-at |east one

command perf one of renam .and deleting a file. 14. The
conput er dat g%g?‘ g}?g# oi %ﬁ %mrﬁu%f,sys\%ﬁg#%ﬁqﬁdl?%gpFPacﬁr?n&iﬂB%SSt‘&%%a fRIBPY Py sigm

| east oma)dﬁﬁédabyﬁlaiidioggmt@fmp}ﬁ%;si gnal further conprising: a data signal
portion for reading fromthe nodified file, a name of a second file; and a
dat a signal peRens &n steamingidie tompyfet $ystesefooties malidousk®de;The conmput er dat a
signal of claiml1l, . rein . the data fiile conprises a plurality of data
files, each #&F8° %qulﬁgﬁlg}“ﬂaﬁ&rrﬂ?}fcm Pd% a particular type of malicious
code, each da{dnt ifbiSreirRGisdisIg a%%talfﬁ@ﬁﬁfoﬁﬂgti&?f%ﬂg té hﬁtmﬁﬁ%ug%oﬂéﬁjghjd%
restoring the conputer systemto a state that existed prior to nodi i'catd on
by the phlaasicoharomypadofsedreidr whtorisg ¢l eortiputeAsystag narmRate chdmixisesd pyiet &m

i ncludin rogram for .restorjing a conputer system nodified by malicious
code, cé‘%‘ﬁﬁ‘%‘ﬁ%i’y emeligigps «odg;idng t he conputer systemfor the malicious

code; neans i i £yl | Gl . rieving fr,oma
Gata £l o i narmas oy Bebea Bl b to o e b s S S o aliel
one comtersthteiaeil ekidsted @iiros modifichtorcionpoheicikysiceds.t o a state that existed
prior to nodification by the nalicious code; and neans for executing the at
| east one comand to restore the conputer systemto substantially the state

as it existedspk t { L1 i.on e. i.ci ous .code. 17. The.

pr ogr anmed cg;/rv'pﬁlgprog%{ﬁg%d o(}lgp%ttéargﬁt%é 0 I Wh ”Z%W&Fﬁeén Hedpedng %‘?r eé‘f%‘ﬁmgi they .att he
at | eastecagtifie COMFRAL idddey BREnsTBARS otAMgRETAR LR Bkedling, 937 ing OME Rfetihgasthng,
witing, and deleting data. . The programred conputer system of claim 16,

wherein the means for executing the at | east one command i ncl udes neans for
perform ng at |l egst one of .renam ng and deleting a fiJe. 19. The progranmned
conput er sys?g'm_ PEPSATnEE CO @Fre%' ﬁte’i“_ﬁgcﬁhrf‘iléi %B%releé ﬁ%’_&iﬁ?ri xse ’cngl%%l%tt
one fil %aa%e%ahgnam%amés%éaa@rforcp;afreferhag%t RLTA o?%%nax‘h Qe iRl '1E

nodified file, a name of a second fil nd nmeans nodi fyi ng tHe second
file. 20. The programed conputer systemof claim 16, wherein the data file

conprises a éurrglity.of data files, ea%h data file heing provided for a
particul ar t@ e | BF PASTARner OngRydrs sYsiere BT elainn 1 ¢-ivhergim thegeplislgua codenadifignat

Comndletaa%e%é]axp@%#?@}dst &@uﬁlﬁggé}ﬁ%ﬁ@s; he conputer systemto a state that

existed prior to no Ication particul ar type of malicious code.
means for reading from the modified file, a name of a second file; and

means for modifying the second file.

20. The programmed computer system of claim 16, wherein the data file comprises a
plurality of data files, each data file being provided for a particular type of malicious code, each data
file including at least one command that can be used for restoring the computer system to a state that

existed prior to modification by the particular type of malicious code.
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