
XML BASED TRANSACTIONDETAIL RECORDS The present invention relates to
telecommunications, and is more particularly related to recording
transaction data in a telecommunications network. There are many factors
driving the move toward converged networks such as deregulation, new
sources of competition, substantial growth of the Internet, and the growth
and importance of data in customers' enterprise networks. The popularity
and convenience of the Internet has resulted in the reinvention of
traditional telephony services. rP(Internet Protocol) telephony, which is
also referred to as Voice-over-IP (VoIP), involves the conversion of voice
information into data packets that are subsequently transmitted over an IP
network. IP telephony over the Internet is often offered at minimal, or no
cost to the users. Thus, IP telephony has found significant success,
particularly in the long distance market. Users also have turned to IP
telephony as a matter of convenience. Both voice and data services are
often accessible through a single piece of equipment, e.g., the personal
computer. Furthermore, traditional DTMF (Dual-Tone Multi-Frequency) phones
can enjoy the benefits of VoIP technology through the use of network
adapters. The continual integration of voice and data services further
fuels this demand for telephony applications. The primary incentives for
customers to adopt a converged solution are cost and the promise of new and
expanded capabilities. However, if IP telephony is to be fully accepted in
the marketplace, VoIP must be interoperable with the Public Switched
Telephone Network (PSTN) and have a comparable Quality of Service (QoS).
Therefore, to ensure the highest success rate with the customers, the
service providers need to build a network that provides call quality,
service reliability, and security that is at minimum, on par with the PSTN.
It is essential that Telephony solutions meet customer demands of
high-quality, ease of use, superior customer service, and lower cost. Since
the public Internet can only provide "bestefforts" service, managed IP
networks are required to support VoIP traffic with the call quality,
service reliability, and security that users are accustomed to. One
approach that is being considered in providing VoIP with the call quality,
service reliability, and security that users are accustomed to, involves
the Session Initiation Protocol (SIP). SIP is an application-layer
signaling protocol that has been developed to create, modify, and terminate
sessions with one or more users. These sessions include Internet telephone
calls, multi-media conferences, and multi-media distribution. SIP
functionality is typically resident on application servers. Sip servers are
configured to provide telephonyservices, and process call event
information. Because vendors have developed their own custom SIP
application programs, call events and telephony services are processed by
each vendor's application server in a proprietary way. Unfortunately, when
a network includes network elements provided by a multiplicity of vendors,
it becomes necessary to accommodate a variety of proprietary interfaces
that enable the devices to transmit and receive network transaction data.
By way of example, transaction data may include call 



event information, billing information, monitoring information, error data,
fraud prevention data, timeout data and any other data that must be tracked
by the network. What is needed is a platform independent method for
capturing transaction data in a uniform manner. Preferably, the system and
method will be extensible, providing embedded information that will enable
a receiying computer to read the generic, uniformly formatted records
without needing to accommodate any proprietary interface. The present
invention relates to a platform independent method for capturing
transaction data and other information in a uniform manner. The method and
system of the present invention is extensible, producing generic, uniformly
formatted records that can be read by a receiving computer without needing
a special proprietary interface. One aspect of the present invention is a
method for recording transactions in a telecommunications network. The
method includes creating an XML transaction detail file. At least one
transaction detail record is stored in the XML transaction detail file in
response to a telecommunications transaction. The at least one transaction
detail record includes transaction data corresponding to the
telecommunications transaction. In another aspect, the present invention
includes a computer-readable medium having stored thereon a data structure
for recording transactions in a telecommunications network. The data
structure includes: an XML declaration field, the XML declaration field
defining the data structure as an XML file; a server identification field,
the server identification field including an IP address of a server
generating the XML file; and a transaction detail section including at
least one transaction detail record, the at least one transaction detail
record being stored in the data structure in response to a
telecommunications transaction, the at least one transaction detail record
including transaction data corresponding to the telecommunications
transaction.In another aspect, the present invention includes a
telecommunications network. The network includes at least one
telecommunications apparatus configured to perform a telecommunications
transaction. At least one SIP-server is coupled to the at least one
telecommunications apparatus. The at least one SIP-server is configured to
create an XML transaction detail file, process the telecommunications
transaction, and store at least one transaction detail record in the XML
transaction detail file. The at least one transaction detail record
includes transaction data corresponding to the telecommunications
transaction. In another aspect, the present invention includes a
computer-readable medium having stored thereon computer-executable
instructions for performing a method for recording transactions in a
telecommunications network. The method includes creating an XML transaction
detail file. The XML transaction detail file is active for a predetermined
period of time. At least one transaction detail record is stored in the XML
transaction detail file in response to a telecommunications transaction.
The at least one transaction detail record includes transaction data
corresponding to the telecommunications transaction. 



Additional features and advantages of the invention will be set forth in
the detailed description which follows, and in part will be readily
apparent to those skilled in the art from that description or recognized by
practicing the invention as described herein, including the detailed
description which follows, the claims, as well as the appended drawings. It
is to be understood that both the foregoing general description and the
following detailed description are merely exemplary of the invention, and
are intended to provide an overview or framework for understanding the
nature and character of the invention as it is claimed. The accompanying
drawings are included to provide a further understanding of the invention,
and are incorporated in and constitute a part of this specification. The
drawings illustrate various embodiments of the invention, and together with
the description serve to explain the principles and operation of the
invention. Figure 1 is a block diagram of an IP telecommunications network
in accordance with one embodiment of the present invention; and Figure 2 is
a chart showing a method for managing telecommunications transactions in
accordance with another embodiment of the present invention.Reference will
now be made in detail to the present exemplary embodiments of the
invention, examples of which are illustrated in the accompanying drawings.
Wherever possible, the same reference numbers will be used throughout the
drawings to refer to the same or like parts. An exemplary embodiment of the
network of the present invention is shown in Figure 1, and is designated
generally throughout by reference numeral 10. In accordance with the
invention, the present invention includes a method for recording
transactions in a telecommunications network. The method includes creating
an XML transaction detail file. At least one transaction detail record is
stored in the XML transaction detail file in response to a
telecommunications transaction. The at least one transaction detail record
includes transaction data corresponding to the telecommunications
transaction. The present invention provides a platform independent method
for capturing transaction data and other information in a uniform manner.
The system and method of the present invention is extensible, providing
embedded information in generic, uniformly formatted transaction detail
records that can be read by a receiving computer without needing a special
proprietary interface. As embodied herein, and depicted in Figure 1, a
block diagram of an IP telecommunications network 10 in accordance with one
embodiment of the present invention is disclosed. Telecommunications
network 10 includes IP network 100, coupled to the Public Switched
Telephone Network (PSTN) 20, Internet 30, a customer PBX 40, SIP phones 50,
and SlP-clients 52. IP network 100 includes IP network backbone 120.
Backbone 120 is coupled to a number of SIP elements that support voice
services, including SIP proxy server 102, redirect server (RS) 104, SIP
conferencing server 106, voice mail server 108, Operational Support Systems
(OSS) 110, Dedicated Access Line (DAL) gateway 112, 



network gateway 114, INCP gateway 116, and enterprise gateway 118. Network
backbone 120 is also directly coupled to Internet 30, SIP phones 50, and
SIP Clients 52. Although the present invention is discussed with respect to
the Session Initiation Protocol (SIP) and an Internet Protocol (IP)-based
network, those of ordinary skill in the art will recognize that the present
invention is equally applicable to other telecommunication networks and
protocols. network 100 may be of any suitable type, but there is shown by
way of'example a network having a layered architecture. The layered nature
of the architecture providesprotocol separation and independence, whereby
one protocol can be exchanged or modified without affecting the other
higher layer or lower layer protocols. It is advantageous that the
development of these protocols can occur concurrently and independently.
The foundation of the layered architecture is the Internet Protocol (IP)
layer. The IP layer provides a connectionless data delivery service that
operates on a "best effort" basis; that is, no guarantees of packet
delivery are made. A TCP (Transmission Control Protocol) layer is disposed
above the IP layer. The TCP layer provides a connection-oriented protocol
that ensures reliable delivery of the IP packets, in part, by performing
sequencing functions. This sequencing function reorders any IP packets that
arrive out of sequence. In another embodiment, the UDP (User Datagram
Protocol) is employed instead of TCP. The User Datagram Protocol provides a
connectionless service that utilizes the IP protocol to send a data unit,
known as a datagram. Unlike TCP, UDP does not provide sequencing of
packets. It relies on the higher layer protocols to sort the arriving
packets. UDP is preferable over TCP when the data units are small, which
saves processing time because of the minimal reassembly time. One of
ordinary skill in the art will recognize that embodiments of the present
invention can be practiced using either TCP or UDP, as well as other
equivalent protocols. A telephony application layer is disposed over the
TCP layer. In one embodiment, the Session Initiation Protocol (SIP) is
employed. SIP is an application-layer control (signaling) protocol for
creating, modifying, and terminating sessions with one or more
participants. SP is also a client-server protocol wherein servers respond
to requests generated by clients. A detailed discussion of SP and its call
control services are described in IETF RFC 2543 and IETF Internet Draft "SP
Call Control Services", June 17, 1999. Those of ordinary skill in the art
will recognize that application-layer protocols other than SP ' may be
employed, including the H.323 protocol. Finally, the Session Description
Protocol (SDP) is disposed above SP in the layered architecture. SDP
provides information about media streams in the multimedia sessions,
permitting the recipients of the session description to participate in the
session. P network backbone 120 may be of any suitable type, but there is
shown by way of example a network that includes a nationwide high speed
network that operates at 622MB/sec(OC-12). Backbone 104 employs advanced
packet switching technology commonly known as the Asynchronous Transfer
Mode (ATM). Backbone 120 also utilizes a fiber-optic 



transmission technology referred to as the Synchronous Optical Network
(SONET). The combination of ATM and SONET enables high speed, high capacity
voice, data, and video signals to be combined and transmitted on demand.
The high speed of backbone 120 is achieved by connecting Internet Protocol
through the ATM switching matrix, and ninning this combination on the SONET
network. INCP 116 is an Intelligent Network Control Point that is accessed
by RS 104 to obtain dial plan information for existing private network
customers. INCP 116 is an additional database that may be. queried by RS
104 to route specific private calls. INCP 116 may also be accessed by SPS
102. PSTN 160 is, by way of example, a circuit switchednetwork employing
Signaling System No. 7 (SS7). Plain-Old-Telephone-Service (POTS) telephone
22 maybe any suitable telephone set currently in use or on the market.
Enterprise gateway 118 may be of any suitable type. In the example depicted
in Figure 1, enterprise gateway 118 is coupled to PBX 40. Those of ordinary
skill in the art will recognize that enterprise gateway 118 may also couple
P network 100 to other enterprise networks, such as LANs and/or WANs.
Referring back to Figure 1, PBX 40 includes trunks or lines for PBX phones
42. Enterprise gateway 118 provides the interface between packet switched P
network 100 and the signaling employed by PBX 40. For example, enterprise
gateway 118 may use Integrated Digital Services Network (ISDN), Circuit
Associated Signaling (CAS), or other PBX interfaces (e.g., European
Telecommunications Standards Institute (ETSI) PRI, R2) to interface with
PBX 40. DAL gateway 112 is a system configured to support private traffic
between P locations and non-P locations. DAL gateway 112 may be optionally
employed in network 100. Network gateway 114 is an SS7 (Signaling System
7)/C7-to-SP Gateway. This provides users with the ability to place calls
between locations within P network 100 and locations within PSTN 20. For
example, network gateway 114 is configured to provideaccess to a voice
switch (not shown), such as a Class 3 switch for domestic call processing,
or a Class 5 switch for long-haul and/or international connections. SP
phones 50, and SP-client devices 52, may be of any suitable type provided
that they conform to the standards promulgated in IETF 2543. SP phones 50
have a 10-key dial pad similar to traditional phones. SP URLs, which
include PSTN 20 numbers, can be entered using the keypad or retrieved from
a speed dial directory. To place a call, digits are entered using the dial
pad. The entered digits are collected by the phone. When the "Dial" button
is pressed, the call is initiated. SP phones 50 ring similar to traditional
phones when receiving an incoming call. SP phones 50 may take the form of
standalone devices - e.g., a SP phone may be configured to function and
appear like a Plain Old Telephone Service (POTS) telephone set. On the
other hand, SP client 52 is a software client that runs, for 



example, on a personal computer (PC) or laptop. From a signaling
perspective, SP-devices 50 and 52 are very similar, if not identical, in
some cases. At this point, the various SP-servers disposed in network 100
will be described in more detail. Each type of server in network 100 has a
critical role in recording and managing the various transactions supported
by network 100. Referring back to Figure 1, SP-proxy server (SPS) conforms
with SP standards detailed per IETF RFC 2543. SPS 102 functions as both a
server and a client for the purpose of making requests on behalf of other
clients. SPS 102 may service a request directly or pass it on to another
server. SPS 102 may also rewrite a message before forwarding it. SPS 102 is
configured to create a transaction detail file in XML format to record
transaction data processed by SPS 2. The transaction detail file is
populated with transaction detail records(TDR). Each TDR records a
transaction such as a SP call-event (INVITE, ACK, BYE, CANCEL, OPTIONS,
REGISTER, etc.), or any of the otiher events described above, such as
errors, or timeouts. SPS 102 includes an XML processor module that is
called by SPS 102 application software to create the XML transaction detail
file. The XML processor module may also be called upon to read XML
documents, e.g., to provide access to the content and structure of an XML
file. The format of the XML transaction detail file is shown in detail in
Table I.Table 1 SIP Service Transaction Detail File Structure-Network
ServerSYSTEM AND METHOD FOR RESTORING COMPUTER SYSTEMS DAMAGED BY A
MALICIOUS COMPUTER PROGRAM BACKGROUND TECHNICAL FIELD The present
disclosure relates to detection and removal of computer programs. More
specifically, the present disclosure relates to restoring computer systems
damaged by a malicious computer program. DESCRIPTION OF THE RELATED ART
Computer viruses are a major problem in modern day computing. Generally, a
computer virus is a program (or some unit of code, e.g., instructions to
which the computer responds, such as a code block, code element or code
segment) that may attach to other programs and/or objects, may replicate
itself, and/or may perform unsolicited or malicious actions on a computer
system. Although described herein as relating to computer viruses, the
present disclosure may be applied to any type of malicious code capable of
modifying one or more portions of a computer's resources. One cure for
recovering from a computer virus may include removing the computer virus.
This may include disabling the virus in an infected object, which may be,
for example, a file, a memory area, or the boot sector of a storage medium.
However, recent computer viruses have also been seen which manipulate
objects in addition to the originally infected object, for example, by
deleting or renaming files, manipulating system registry and initialization
files, and/or creating unwanted services and processes. 



Computer viruses have been seen that may rename an existing file on the
computer system and/or replace it with a different file that causes the
computer to operate in an undesirable manner. In addition, a virus may
modify existing system configuration files while embedding itself in the
computer system. An example of a computer virus that does both is the
"Happy99.Worm" virus.This particular type of virus travels as an attachment
to an email message and causes an infected computer to attach a copy of the
virus to outgoing email messages. This type of virus may also place one or
more hidden files on the computer's hard drive and/or make changes to the
Windows registry file. For example, the "Happy99.Worm" virus renames the
file "Wsock32.dll" to "Wsock32.ska" and replaces the original "Wsock32.dll"
with its own version of the file. The "Happy99.Worm" virus also creates
several other files on the computer system including "Ska.exe" and adds a
line to the Windows registry file instructing the computer to run the
"Ska.exe" file upon startup. Simply disabling or removing the virus code
without restoring or correctly renaming the files, etc., and/or removing
unwanted services or processes, will not effectively restore the computer
system. That is, restoring an object to which the virus has attached itself
may not always be sufficient, particularly if a number of other objects
have been created or modified by the computer virus. Because each virus may
affect different portions of a computer system, specific treatments are
required and may require a number of operating system specific operations
performed on any number of objects. Therefore, there is a need for a
complete cure of an infected computer system that restores all the affected
objects. SUMMARY The present disclosure relates to a method for restoring a
computer system modified by malicious code, comprises scanning the computer
system for the malicious code, identifying the malicious code, retrieving
from a data file, information relating to the malicious code including at
least one command used for restoring the computer system to a state that
existed prior to modification by the malicious code and executing the at
least one command to restore the computer system to substantially the state
as it existed prior to modification by the malicious code. The step of
executing the at least one command may include one of reading, writing, and
deleting data. The step of executing the at least one command may also
include at least one of renaming and deleting an object.The present
disclosure also relates to a storage medium including computer executable
code for restoring a computer system modified by malicious code, comprising
code for scanning the computer system for the malicious code, code for
identifying the malicious code, code for retrieving from a data file,
information relating to the malicious code including at least one command
used for restoring the computer system to a state that existed prior to
modification by the malicious code and code for executing the at least one
command to restore the computer system to substantially the state as it
existed prior to modification by the malicious code. The present disclosure
also relates to a computer data signal embodied in a transmission medium
and including computer executable instructions for restoring a computer
system modified 



by malicious code, comprising a data signal portion for scanning the
computer system for the malicious code, a data signal portion for
identifying the malicious code, a data signal portion for retrieving from a
data file, information relating to the malicious code including at least
one command used for restoring the computer system to a state that existed
prior to modification by the malicious code and a data signal portion for
executing the at least one command to restore the computer system to
substantially the state as it existed prior to modification by the
malicious code. BRIEF DESCRIPTION OF THE DRAWINGS A more complete
appreciation of the present disclosure and many of the attendant advantages
thereof will be readily obtained as the same becomes better understood by
reference to the following detailed description when considered in
connection with the accompanying drawings, wherein: FIG. 1 shows an
exemplary computer system to which a system and method for restoring
computer systems damaged by malicious code according to an embodiment of
the present disclosure may be applied; FIG. 2 shows a flow chart of a
process for restoring computer systems damaged by malicious code according
to an embodiment of the present disclosure; FIG. 3A shows a data base
including virus specific restoration command data files; andFIG. 3B shows
commands from one of the restoration command data files according to an
embodiment of the present disclosure. DETAILED DESCRIPTION In describing a
preferred embodiment of the present disclosure illustrated in the drawings
, specific terminology is employed for sake of clarity. However, the
present disclosure is not intended to be limited to the specific
terminology so selected and it is to be understood that each specific
element includes all technical equivalents which operate in a similar
manner. Fig. 1 is a block diagram of an example of a computer system 102 to
which the restoration system and method of the present disclosure may be
applied. Computer system 102 may be a standard PC, laptop, mainframe, etc.
capable of running software for detecting computer viruses. Computer system
102 is also capable of running software according to the present disclosure
for restoring computer system 102 to a state that existed prior to a virus
being placed in the system. As shown, computer system 102 may include a
central processing unit (CPU) 2, a memory 4, a clock circuit 6, a printer
interface 8, a display unit 10, a LAN data transmission controller 12, a
LAN interface 14, a network controller 16, an internal bus 18 and one or
more input devices 20 such as, for example, a keyboard and mouse. Of
course, computer system 102 may not include each component shown and/or may
include additional components not shown. CPU 2 controls the operation of
system 102 and is capable of running applications stored in memory 4.
Memory 4 may include, for example, RAM, ROM, removable CDROM, DVD, etc.
Memory 4 may also store various types of data necessary for the execution
of the applications, as well as a work area reserved for use by CPU 2.
Clock circuit 6 may include a circuit for generating 



information indicating the present time, and may be capable of being
programmed to count down a predetermined or set amount of time. The LAN
interface 14 allows communication between a network (not shown), which may
be a LAN, and the LAN data transmission controller 12. The LAN data
transmission controller 12uses a predetermined protocol suite to exchange
information and data with the other devices on the network. Computer system
102 may also be capable of communicating with other networks via a router
(not shown). Computer system 102 may also be capable of communicating with
other devices via a Public Switched Telephone Network (PSTN) using network
controller 16. Computer system 102 may also have access to a WAN (wide area
network) and the Internet, for example. Internal bus 18, which may actually
consists of a plurality of buses, allows communication between each of the
components connected thereto. Computer system 102 is capable of scanning
one or more portions of memory 4 for computer viruses utilizing one or more
types of scanning programs designed to recognize and identify computer
viruses. For example, the scanning programs may detect a virus's known
signature, or may use heuristics logic to detect viruses. The method and
system of the present disclosure may be embodied as computer executable
code itself stored in memory 4 or stored elsewhere and accessible by
computer system 102. The computer executable code may be stored and
executed at a remote site that is in communication with computer system 102
for remotely repairing/restoring computer system 102. The method and system
as described herein are capable of restoring computer systems damaged by a
computer virus. According to an embodiment, a plurality of virus specific
restoration command data files (See Fig. 3A) are accessible by computer
system 102. As shown in Fig. 3B, each restoration command data file
contains commands or system cure instructions used to restore an infected
computer system damaged by the specific virus. Because some viruses may
affect different operating systems differently, these commands may be
categorized according to operating system specific requirements. The
commands are used to restore file names, system registry settings and/or
other operating system properties known to be altered or damaged by
particular computer viruses. Examples of commands that may be stored in the
restoration command data files and used by the system include the
following: copy, delete and rename files; read, write, create and delete
Windows registry keys; manipulate INI files; identify and terminate active
processes in system memory; launch external programs; manipulate string
type variables; manipulate numeric typevariables; control the cure
instruction flow (depending on run-time input parameters); and control the
cure instruction flow (depending on the target operating system). Of
course, other commands may be provided as required, depending on the
changes performed to the system by the particular virus. Using one or more
of the above-listed commands, it may be possible to restore computer
systems damaged by viruses. Referring to Fig. 2, using one or more of the
scanning programs, the computer system 102 scans at least a portion of
memory 4 for viruses (Step SI). A determination is then made whether a
virus was found (Step S2). If no virus is present (No, Step S2) the process
exits (Step S5). If a 



virus is present and has been identified (Yes, Step S2) it is determined
whether a system cure option has been selected (Step S3). For example, this
can be in the form of a graphic user interface (GUI) that prior to
beginning the scanning process, prompts the user into selecting whether the
system cure features of the present disclosure are to be applied if a virus
is detected. If the system cure option has not been selected (No, Step S3)
the process exits (Step S5). If the system cure option has been selected
(Yes, Step S3), the restoration command data file corresponding to the
identified virus is retrieved. The restoration command data file contains
the system cure instructions for restoring the system to the state as it
existed prior to having been infected by that virus. The commands or system
cure instructions in the restoration command data file are then retrieved
and processed (Step S4). The restoration command data file may contain the
names of the files affected by the particular virus and the instructions
necessary to restore the computer system. After the commands or system cure
instructions have been performed, the completed process exits (Step S5). By
way of example, if the "Happy99.Worm" virus is present and has been
identified (Yes, Step S2) and the system cure option has been selected
(Yes, Step S3), a restoration command data file corresponding to the
"Happy99.Worm" virus, and containing system cure instructions used for
recovering from the "Happy99.Worm" virus, is retrieved. The instructions
are then executed (Step S4), in order to restore the computer to a normal
operating condition. For example, the present method and system may execute
the "Delete File" command to delete the newly created "Wsock32.dll" and
"Ska.exe" files as well as any others created by the virus. It may also
executea "Rename File" command to rename the "Wsock32.ska" file back to its
original name "Wsock32.dll". Finally, the method and system may use the
"ReadRegKey" and "DeleteRegKey" commands to read and delete any keys and
values added to the Windows registry file by the virus. These commands or
cure instructions may be listed in the restoration command data file, for
example, in the style of programming code. In order to restore files that
may have been manipulated or damaged by a computer virus, a restoration
command data file may also include "Delete File", "Rename File", and/or
"Copy File" file system commands for manipulating files located on the
computer system. In addition, a "Shell" command may be provided through
which a system shell command may be executed. These commands may use one or
more file names as input parameters depending on usage and return an error
condition in case of failure. In case a file to be manipulated is currently
used by the system and cannot be accessed, the file system command will not
return an error condition; rather, the command will alert the computer
system that a computer restart is necessary to release the file. Once the
file is released, the present method and system will execute the previously
attempted file system command. Computer viruses may start unwanted
processes and/or services running on a computer system. Accordingly, a
restoration command data file may also contain process manipulation
commands for stopping processes and services currently running on a
computer system. For example, a "Kill Process" command may be used to stop
a process currently running on the 



computer system, and a "Kill Service" command may be used to stop a service
and remove it from the Windows registry file. Computer viruses may also
tamper with operating system files including Windows registry and/or
initialization files. The Windows registry is a database consisting of two
files used to store settings and options for Windows and contains
information and settings for all the hardware, software, users, and
preferences of the computer. The Windows registry has a hierarchical
structure with main branches containing sub-branches, called "keys", which
store "values" containing the actual information stored in the registry.
Some computer viruses may tamper with the Windowsregistry and/or
initialization files. For example, during installation, the "Happy99.Worm"
virus may add to the Windows registry, a key with a corresponding value,
where the value is the name of a file to be executed upon system startup,
thereby activating the virus unbeknownst to the user every time the
computer is started. Accordingly, in order to restore a computer system
damaged by such a computer virus, the restoration command data file may
also include the ability to read, write and delete values located within
Windows files, such as the Windows registry, and/or initialization (INI)
files, such as "System.ini". The Windows registry manipulation commands
used may include "ReadRegKey", "WriteRegKey", and "DelRegKey", while the
INI file manipulation commands may include "ReadlNIKey" and "WritelNIKey".
The command names, input parameters and functions are as follows:
ReadRegKey (variable, key, value) reads data located in a value field of a
key into a variable; WriteRegKey (key, value, variable) writes data from a
variable into a value field of a key. If the key or the value does not
exist, they will be created; DeleteRegKey (key, value) deletes the value
field of a specified key, or if the value parameter is left empty, the
entire key; ReadlNIKey (variable, INI filename, Section, Key) reads data
located in a section field of a key located within a specified INI file;
and WritelNIKey (INI filename, Section, Key, variable) writes data from a
variable into a section field of a key located within a specified INI file.
If the variable is set to 'NULL', then the key will be removed. In the
above commands, an error condition may be raised during 'read' and 'delete'
commands in the event that key or value inputs do not exist on the computer
system, and in 'write' and 'delete' commands in the event a write failure
occurred. If a command returns an error after execution, such as an error
indicating a failure to copy a non-existent file, or reading a non-existent
Windows registry key, the present method and system may either ignore the
error or stop the curing process. For example, including an OnErrorAbort
command will cause the curing process to be aborted upon the occurrence of
the first error, while including an OnErrorContinue command willcause the
curing process to continue upon the occurrence of one or more errors. The
present method and system are set to OnErrorContinue by default so that the
curing process will continue even in the event of one or more errors. A
restoration command data file may also include string manipulation commands
for 



manipulating string variables in the event they are altered by a virus .
Examples of such commands may include a StrCpy command that copies a source
string, macro or constant value into a destination string. A StrCat command
may concatenate the source string, macro or constant value into a
destination string. The restoration command data files may be stored in a
data store in memory 4 and/or in other storage media accessible by computer
system 102. For example, the restoration command data files may be stored
on a separate storage system connected via a local area network or the
Internet, where they may be accessed directly or updated periodically. An
example of the contents of a restoration command data file that may be used
to recover from the "Happy99.Worm" virus is shown in FIG. 3B. The portion
of the code between "NirusStart" and "RemoveEnd:" is used to detect the
virus and to cure the infected file. This section of code may or may not be
provided in the restoration command data file. The section of code between
"SysCureStart:" and "SysCureEnd:" is used to cure the computer system
utilizing the techniques described herein. After the computer system
identifies the virus and accesses the appropriate restoration command data
file, the computer system reads from the data file the list of commands for
restoring the computer system. As shown in FIG. 3B, the SysCureStart and
SysCureEnd markers begin and terminate command blocks found within the data
files. According to this example, the computer system first executes the
DelRegKey command along with key and value parameters retrieved from the
data file. The key and value parameters are virus specific and in this case
are "HK_LOCAL_MACHI NE\Software\Microsoft\Windows\Run" and "Virus"
respectively. When inserted into the Windows registry file by the virus,
this key and value combination cause the computer system to execute the
file "Virus" upon startup. Accordingly, once this value is deleted from the
Windows registry by the computer system utilizing the present system and
method, thecomputer system will no longer attempt to execute that file upon
startup. While the computer system will no longer attempt to execute the
virus file upon startup, an executable virus file is still resident on the
system and should be deleted. Accordingly, the restoration command data
file also includes a ReadRegKey command along with destination variable,
key and value parameters for loading the value located in the specified
value field into a first variable where it is stored. This value is the
name of the executable file that "Happy99.Worm" arranged to be executed
upon system startup, e.g. "Ska.exe". The computer system then executes the
Strcat command to concatenate this variable with the path name of the
system directory, which may vary from system to system and so is symbolized
by the system macro "%SysDir%", into a second variable now containing the
system path followed by the executable virus file name. The computer system
then executes DelFile using the second variable as a parameter thereby
deleting the executable file. This technique allows the computer system to
delete the virus, independent of the actual name of the executable file. An
Operating System (OS) variable may be used to identify the operating system
within which the commands listed afterward may be executed and may be set
to Windows 95, Windows 



98, Windows NT, Windows 2000, or All. If there is a command specific to an
operating system, then that command may be listed under a subsection of the
restoration command data file identified by that operating system. If there
is a command that may be used on all operating systems, then that command
may listed under a general section or a subsection and executed for all
operating sytems. In FIG. 3B, the Operating System variable, "Win9x",
indicates that the commands listed within the code section are to be
executed on computer systems running the Windows 95, 98, ME operating
systems. The present system and method may determine the operating system
using a standard system application program interface (API). Once the
operating system is determined, this information may be stored and used for
conditional branching when executing commands in the restoration command
data files. The restoration command data files may also include other types
of commands. For example, if it is necessary to repair or replace files or
data not readily available, code may be provided in therestoration command
data files for prompting the user to insert a system disk containing the
appropriate files or data. Code may be included for retrieving the files or
data from the system disk and for replacing the damaged or missing files on
the computer system. The restoration command data files may also include
code for launching an Internet browser from the computer system and for
accessing a known website having the appropriate files or data for
restoring the computer system. Code may be included in the restoration
command data files for prompting the user to download the appropriate files
or data or for automatically downloading the files or data from the website
and for restoring the missing or damaged files or data on the computer
system. The present disclosure may be conveniently implemented using one or
more conventional general purpose digital computers and/or servers
programmed according to the teachings of the present specification.
Appropriate software coding can readily be prepared by skilled programmers
based on the teachings of the present disclosure. The present disclosure
may also be implemented by the preparation of application specific
integrated circuits or by interconnecting an appropriate network of
conventional component circuits. Numerous additional modifications and
variations of the present disclosure are possible in view of the
above-teachings. It is therefore to be understood that within the scope of
the appended claims, the present disclosure may be practiced other than as
specifically described herein.What is claimed is: 1. A method for restoring
a computer system modified by malicious code, comprising: scanning the
computer system for the malicious code; identifying the malicious code;
retrieving from a data file, information relating to the malicious code
including at least one command used for restoring the computer system to a
state that existed prior to modification by the malicious code; and
executing the at least one command to restore the computer system to
substantially the state as it existed prior to modification by the
malicious code. 



2. The method of claim 1, wherein the step of executing the at least one
command includes one of reading, writing, and deleting data. 3. The method
of claim 1, wherein the step of executing the at least one command includes
at least one of renaming and deleting a file. 4. The method of claim 1,
wherein the malicious code modifies at least one file and said method
comprises: reading from the modified file, a name of a second file; and
modifying the second file. 5. The method of claim 1, wherein the data file
comprises a plurality of data files, each data file being provided for a
particular type of malicious code, each data file including at least one
command that can be used for restoring the computer system to a state that
existed prior to modification by the particular type of malicious code.6. A
storage medium including computer executable code for restoring a computer
system modified by malicious code, comprising: code for scanning the
computer system for the malicious code; code for identifying the malicious
code; code for retrieving from a data file, information relating to the
malicious code including at least one command used for restoring the
computer system to a state that existed prior to modification by the
malicious code; and code for executing the at least one command to restore
the computer system to substantially the state as it existed prior to
modification by the malicious code. 7. The storage medium of claim 6,
wherein the code for executing the at least one command includes code for
performing at least one one of reading, writing, and deleting data. 8. The
storage medium of claim 6, wherein the code for executing the at least one
command includes code for performing at least one of renaming and deleting
a file. 9. The storage medium of claim 6, wherein the malicious code
modifies at least one file, said storage medium further comprising: code
for reading from the modified file, a name of a second file; and code for
modifying the second file. 10. The storage medium of claim 6, wherein the
data file comprises a plurality of data files, each data file being
provided for a particular type of malicious code, each data file including
at least one command that can be used for restoring the computer system to
a state that existed prior to modification by the particular type of
malicious code.11. A computer data signal embodied in a transmission medium
and including computer executable instructions for restoring a computer
system modified by malicious code, comprising: a data signal portion for
scanning the computer system for the malicious code; a data signal portion
for identifying the malicious code; a data signal portion for retrieving
from a data file, information relating to the malicious code including at
least one command used for restoring the computer system to a state that
existed prior 



to modification by the malicious code; and a data signal portion for
executing the at least one command to restore the computer system to
substantially the state as it existed prior to modification by the
malicious code. 12. The computer data signal of claim 11, wherein the data
signal portion for executing the at least one command performs at least one
of reading, writing, and deleting data. 13. The computer data signal of
claim 11, wherein the data signal portion for executing the at least one
command performs at least one of renaming and deleting a file. 14. The
computer data signal of claim 11, wherein the malicious code modifies at
least one file, said computer data signal further comprising: a data signal
portion for reading from the modified file, a name of a second file; and a
data signal portion for modifying the second file. 15. The computer data
signal of claim 11, wherein the data file comprises a plurality of data
files, each data file being provided for a particular type of malicious
code, each data file including at least one command that can be used for
restoring the computer system to a state that existed prior to modification
by the particular type of malicious code.16. A programmed computer system
including a program for restoring a computer system modified by malicious
code, comprising: means for scanning the computer system for the malicious
code; means for identifying the malicious code; means for retrieving from a
data file, information relating to the malicious code including at least
one command used for restoring the computer system to a state that existed
prior to modification by the malicious code; and means for executing the at
least one command to restore the computer system to substantially the state
as it existed prior to modification by the malicious code. 17. The
programmed computer system of claim 16, wherein the means for executing the
at least one command includes means for performing at least one of reading,
writing, and deleting data. . The programmed computer system of claim 16,
wherein the means for executing the at least one command includes means for
performing at least one of renaming and deleting a file. 19. The programmed
computer system of claim 16, wherein the malicious code modifies at least
one file and said system further comprises: means for reading from the
modified file, a name of a second file; and means for modifying the second
file. 20. The programmed computer system of claim 16, wherein the data file
comprises a plurality of data files, each data file being provided for a
particular type of malicious code, each data file including at least one
command that can be used for restoring the computer system to a state that
existed prior to modification by the particular type of malicious code. 


