1111111111111111111111111111111111 *159159* 1 A SYSTEM AND METHOD FOR
SECURE DELI VERY OF MACHI NE READABLE FLASH OVER NETWORKS

PLATFORMS FI ELD OF I NVENTI ON 5 The present invention rel mmmmmt g@m’ tem
and method for secure delivery of machine readable flash over ks and
nobi l e platfornms preventing manipul atjon and injection to nal f?”ﬁachl ne
readabl e flash for bl ocking. 10 BACK ND ART Machine readabl e fiash use
permts instruction to translate to small file sizes which may take |ess

bandwi dt h A@YéfEMiﬁbﬁﬁEﬁ%DWSEéukEmh{/ERfl|cﬁ5|hAb$m@E READABLE sone
nmobi | e pl atforns. chi ne _reada cl ude content and

sequences of nachi ﬁbAﬁééa\éﬁﬁé'E.TM%QR'ﬁ%N%MP(?"rFaHIYMFQBMSt he content and

handl e user interactivity. In a typical environment, nachine readable flash

may be delivered erver to a client, which may invoke to execute the
machi ne F%@F@Ygﬁﬁﬁ?‘ The machi ne readabl e instructions, 20 which may be

refersed to as "action code," nay be based on a set of instructions defined
on a vir e nce of ins tio esul t conplllng
e machiTHe PERRLBYE PN 4RS00 genient A METiog: Pore iR ESER HERTIF of her
mechani sreadaflb@ash ovenabtwoeGhandenatily pmrfomsjmefreamng htanpslation andinggEctiotry net wor k
conmuni cations via actd O £ ﬁl? %?%Hences 25

0 mark machine réadable flash forblockin

10 BACKGROUND ART

Machine readable flash use permits instruction to translate to small file sizes which may
take less bandwidth for transmission. Machine readable flash is blocked on some mobile
platforms.

15
A machine readable flash may include content and sequences of machine readable
instruction to manipulate the content and handle user interactivity. In a typical
environment, machine readable flash may be delivered by a server to a client, which
may invoke to execute the machine readable flash. The machine readable instructions,

20  which may be referred to as “action code,” may be based on a set of instructions defined
on a virtual machine. A sequence of instructions may result from compiling the machine
readable flash to generate the action code sequence by other mechanisms. The virtual
machine may provide facilities for invoking network communications via action code
sequences.

25
Organizations may utilize machine readable flash for a variety of purposes. For example,
more and more organizations are adopting machine readable flash in developing
corporate media assets and applications. However, in today’s world of mobile, blocking
machine readable flash content on major mobile platforms has created a major set-back

30 to the industry and the organizations that depend on it. Organizations are forced to
downgrade to other lower-end solutions to overcome this problem, resulting in huge
investment losses and resource allocations. An existing solution to this problem for
machine readable flash content may be machine readable flash emulation, where

machine readable flash content is re-routed to a server and converted to other forms.
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Organi zations may utilize machine readable flash for a variety of purposes.
For exanple, nore and nore organi zati ons are adopting nachi ne readabl e
flash in devel opi ng corporate nedia assets and applications. However, in
today's world of nobile, blocking machi ne readable flash content on major
nobil e platforms has created a major set-back 30 to the industry and the
organi zati ons that depend on it. Organi zations are forced to downgrade to
ot her lower-end solutions to overcone this problem resulting in huge

i nvest memhe IMeSRH ROAdsTBOsEER: @dIlvEy B MABBine AFhdakleFlabh Bver Hetiwdriland t hi s
probl em for, machi ne, r eada flash

machi ne readabl e flash contenf may b I
enul at i oH‘,Ob%B‘agorl'ﬁchY Héevﬁﬁté[@aﬁ‘ﬁ‘@'p\"'?%ha'é%ﬂeé%?" ?% magk mAchieg red az??%er ver
and convfdggheor blocknigirpdses.ns. 1111111111111111111 *G000 * 2 The invention
provi des for secure delivery of machine readable flash over networks and
nobile platfornms by preventing mani pulation and injection to mark machi ne
r eadabl eThé asbjettomatibrockinmg perepoiesot ited wubmbodimentst that sblee rapg herein i s
not Iimted, to enbodinents that solve an i.sad t or. oper at e
onl y. 1 SRR 28 Y Bheials S oo e RPs 0440 Wott i el BB bR Kor ound
i s only Pather,deid backdroundsis oalyeprovidedetogiigsirateyornecexenplany iechn@egyntreae sone
enbodi ne r-ﬁﬁﬁé' J nract 3 SUMVARY OF | NVENTION  The
pr esent %\é/ree;gt?)ﬁ%né re éﬁﬂ??%cgﬁ%dy@g%ﬁ(yeﬁ?wgg for secure delivery of
machi ne readabl e flash over networks and nobile platforns preventing
mani pul ati on and 5injection to mark machi ne readabl e flash for bl ocking.
One aspect of the invention provides a system (100) for secure delivery of
flash



content over networks and nobile platfornms. The system (100) conprising at
| east one client (106) and server (102); and at | east one network device
(104) conprising at 10 | east one bus, processor (202), main nenory (204),
storage device (208), input device (210), output device (212) and

comuni cation interface (214). The said main nmenory (204) further
conprising at |east one secure nenory |ocation and at | east one
non-transitory devi ce-readabl e nenory; said secure nenory |location and said
non-t r anSUMMARY ©F INVENTEOND| e menory havi ng nmeans for receiving machi ne
readabl e 15 flash via a network; disassenbling said nmachi ne readable flash
into machi ne readabl e instructions; locating a portion of the machine
readabl eThe ptesunttin@ntionBategtoda Bytemnakd Frethoesr ssarcdaive ofvhtdnhmbe machi ne

readabl e flash;_ said secure ne ca L.on and sai d non-transi_t
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readabl e instructions to locate a function; determning if said function is
associ ated w th nmaki ng network request associated with machi ne readabl e
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the network; 10 executed éﬁsal processor, cause the processor to inject a
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A further aspect of the invention provides a systemwherein said
instructions of said non-transitory devi ce-readabl e nenory further
conprising instructions to inject a client-side process into the nmachine
readabl e instruction. 25 Yet another aspect of the invention provides that
said instructions of said non-transitpry device-readable nmenory to inject a
client-side process into the machine readable instruction further
conprising instructions to determ ne whether an object of the nmachine

readabl ephgthér BgecOBf the Rlerioh Prbvddd &|s§stem WHérbfnUfhbléiﬂéasItQ)n'é%d-t e 30
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a clz(bntthslﬂaeh pordend $a aisecwe tregomplotatios. r eadabl e fl ash where the client side
process rewites the machi ne readable flash to redirect a network 25
request for a flash object to the secure nenory | ocation when the flash
obj ect i A fathes aseect &f thecingeriiop Prayjdes gesystanhivhgrein eald instvstions obpaithe nachi ne
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sai dygrachi ne readabl e instruction parameter to redirect

Yet another aspect of the invention provides that said instructions of said non-
transitory device-readable memory to inject a client-side process into the machine
readable instruction further comprising instructions to determine whether an object of
the machine readable instruction is of a certain class; instructions to rewrite
30 arguments of the machine readable instruction, to redirect network communication of
the object to the secure memory location, when the object is of the certain class;
instructions to determine whether an application class, of the machine readable
instruction implements an action unrelated to the network; and instructions to inject a

machine readable instruction sequence that replaces a statement in the machine



30 the network comuni cation associated with the machine readable flash to
the secure | ocation (324); and replacing the machi ne readabl e i nstruction
paranmeter with the rewitten instruction paraneter (326). The step of
rewiting the portion of the nmachi ne readabl e instruction nmaking the
network request to redirect a network.conmunication associated with
execut abl e content to the secure nenory |ocation further conprises 6 steps
of replacing a function invocation in the machi ne readable instruction with

a rew it jdagabid Mstru@dntwhenasé bEslicattnl s ihpemkhiadnd Aioh WAkdAtedto the net wor k
communi cati on associ ated with the nachi ne readable flash to the secure

menory | Be%PTkon to prevent any further nodification in the machine readabl e
flash, re-witing itself back to the 5original flash file at the execution

| evel to,assert orjgipality, (316):. and providing secure comunication of
the fl asﬁ‘"%tgﬁrtﬁ e,c% 8‘% &et' \ée}/“ﬁé?\% vides a, sypten ivgﬁfgﬁée'l C'Ba((%?a.agﬁlg present

I nveni i omstrastieh drickuded attat codes camprisinginstiuctians dafinedl opar tigudheraehinaf t er ful |y
described and.jllustrated. .in the cQ [ r aw n. ' i under st ood
Chat " var oS8 harfiobBnar i GE0dic FRRDY il MR Ao aBE o ng T o

t he scopeeadfble meemory eteviconTlog sgid gonftiapsitagy agadable memorydiexiteayey bef t he

present Ei'tWe‘?Qt .h%]cal dZ¥i§55|EfviPE§G&:Tiggl ON OF ACCOMPANYI NG DRAW NGS To further
clarify various” aspects of sonme enbodi nents of the present invention, a

nor e
10 A further aspect of the invention provides a method for secure delivery of flash content

over networks and mobile platforms. The method (300) comprising steps of receiving
machine readable flash by a network device (302); disassembling said machine
readable flash into machine readable instructions (304); locating a portion of the
machine readable instructions making a network request associated with machine
15 readable flash (306) which includes examining stack and trace constants of machine
readable instruction to locate a function (308); determining if said function is
associated with making the network request associated with said machine readable
flash (310); examining machine readable instruction to determine number of
arguments for said function when said function is associated with making network
20  request associated with machine readable flash (312); rewriting the portion of the
machine readable instruction making the network request to redirect a network
communication associated with machine readable flash to the secure memory
location (314); injecting a client side process into the machine readable flash where
the client side process rewrites the machine readable flash to redirect a network
25  request for a flash object to the secure memory location when the flash object is of a
certain class (320); performing flow analysis on the machine readable instruction and
inspecting a stack of the machine readable instruction to locate an instruction
parameter related to making the network request associated with the machine
readable flash (322); rewriting said machine readable instruction parameter to redirect
30 the network communication associated with the machine readable flash to the secure
location (324); and replacing the machine readable instruction parameter with the
rewritten instruction parameter (326). The step of rewriting the portion of the machine
readable instruction making the network request to redirect a network communication

associated with executable content to the secure memory location further comprises



particul ar description of the invention will be rendered by references to
specific 5 enbodi nents thereof, which are illustrated in the appended
drawings. It is appreciated that these draw ngs depict only typical

enbodi mrents of the invention and are therefore not to be considered

limting of its scope. The invention will be described and explained with
additional specificity and detail through the acconpanying draw ngs in
which: 10FIG 1 illustrates the architecture of the present invention. FIG
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the invention is nerely to facilitate discussion of the present 10i nvention
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10  changes in the details may be made without departing from the scope of the invention or

sacrificing any of the advantages of the present invention.



invention relate to internediati on of machi ne readable flash content for
secure delivery over a network. By securing the machi ne readable flash
content as it is being delivered 15 to a client, certain machi ne readabl e
flash actions that are transmtted via a network by a network server may be
nodi fied and protected so that, when Joaded into the client, the machine
readabl e flash content may comrunicate with an internedi ate nenory

al | ocated segnent rather than the device. This nay ensure that

comuni C BRIEFDESCRIENONIGF ACCOMPANYING BORAWENGBChi ne readabl e fl ash cont ent
and the network may be captive 20 and secure. Conmuni cations between the
client running the flash content and the network nay be controlled by the

i nt er medraf@thee orarfy vatibuecabects segpmaembodinants®y theeresent iDventidnj anmare
"clientl ess” nﬁgnerq.i.e., mﬁlthI cljeﬁt-sige &raff%c. Ins&ead o;

modi fyi nBPTRYANEERTRECT &L(E) BVeNUqR Wil oRe dRYIFE B FTFERES 1Y SRe¥EG tain 25
syst efrs, embpdimentstthéreof) svhichrese dlustndtedvirt the Eppeadedl drswinds.tihis appresidgtedon may
directly i fy nmachi ne readahl e instruyction .t he. i l e flash
cont ent T ek SERERDBerif B8 Yyl SPiroHALCY 16 b AT 18 e,
machi ne netaddiel considered limitingref its etapee@ihe mverdtonorikbe desanhed and exdained be

pr ot ect eg;, e L : f i £ | ; t he machi ne
r eadabl e%ﬁgg 'ﬁ@g?l%rseetr?ﬁ -@lt){\ﬁwccﬁc?eﬁ%ﬂﬁ{gg ag]eedéF *rﬂéﬂny{zﬁgﬂrggﬁﬁ egn%&l I&ehc')i n one 30

i npl enentation consistent with principles of the invention and nmay adj ust
the gyerpld 1 MAthRSHCHFRIHFSGARe bRsBAGRREoRND Val i date the action code
of the machine readable flash content making it executable to all devices
regardl ess of any attenpt to block it. 9 Referring to FIG 1, a system
(100) fOF|c5 €hilNiskraidsthe/ BIbdk Ahgrhmst theC@pBRENto Ythe BRIsBRYikvengek! Nobi | e
platforns of the present invention is illustrated. A single client (106)
and a server (102) have been illustrated in FIG 1 for sinplicity. In sone

i( Qgtz ances|G.cd }i@@t fldmk?lﬁbt im_mfama% BQT];ahad ff%rnfélcggldgkg@_e?f;/ﬂdsh( a&ﬁ’%nt aﬂd;: Is%r vir
may performa. function of client : illustrated in , a
clielé (%@@P”ﬁﬁvgéﬁﬂHEBE&?W“h private or public network, which contains a
server (102) via public network. Private network may include a |ocal area
network (LAN), a private network, such as a conpany intranet, or another
type of network. Private network may al so i nclude organizationa
conponents, devices, servers, etc. Public network may include a | ocal area
network (LAN), a w de area network (WAN), 10 a tel ephone network, such as
the Public Switched Tel ephone Network (PSTN), other networks, or a
conbi nati on of networks. Client and/or server may each include a device. In
one inplenmentation, client and/or server may take the formof a provider of
network content. Server may include a server, or a set of servers.
15Referring to FIG 2, the bl ock diagramof the conmponents of the present
invention is illustrated. The system for secure delivery of flash content
over networks and nobile platforns conprising a client (106) and a server
(102) and a network device (104) conprising a bus, processor (202), main
menory (204), storage device (208), input device (210), output device (212)
and conmuni cation interface (214). Processor (202)



20 may include a processor, mcroprocessor, or processing |logic that may
interpret and execute instructions. Main nenory (204) may include any
dynam c storage device that may store information and instructions for
execution by processor. Storage device may include a magnetic and/ or

optical recording nmediumand its corrgsponding drive. Input device may

i nclude a nechanismthat permts an ogerator to input information to the 25
devi ce, such as a keyboard, a nobuse, a pen, voice recognition and/or

bi onet r i ETRHNED DESTRIFTION 6 trife PRI RRED EMBODIMENTSC! ude a nmechani sm t hat
out put s |nfornat|on to the operator, including a display device, a printer
devi ce, speaker device, etc. Communication interface (214) may incl ude

any t rané‘-@@lﬂf%?em inventipRcpramdes A syatleme Aath medhodrigr H%QHr%éeQV@%Bﬁfﬂﬁ‘ﬁ'i“E%tt e With
ot her devédfRblcardh @verwcﬁk@andﬂneb.@qyar@ans BRvERMGinsdrisilatioh aRd Mjdotien pl es of

the inpventio n operatlons The devi ce may perforn1these
oper at'i ortl%miaﬂ‘ m%@@d&%ﬁ ?ﬁk”e‘}xecutl ng machi ne readabl e i nstructions
contained in a device-readabl e nmedi um such as nenory. A device-readable

nedlum ned as hysj i cal menory devi ce and/pr carrier
nave. NadlEe L eSnPy At Gsoms, VB PRBe L PRe AP H di Bhot ner
devi ce- piléierrm:adatbbélmmﬂ;t uh isstocbe amdeiatoadsthatr trgitingldiré descriptioh ntorthanot her
device via col erfa The Al hine re tr ns

Cont st ned 1) HERGR=AR o M bl efifn i< Ml EebRaler @Rt oF el Biar®

wil |l 1be dresotiorbad it lateewsmwed\&lthmt depaﬂwg fmarﬂjwsc@!e czfltm&:@nptenqedwdymbe used in
pl ace of or in conbination with machi ne readabl e 5instructions to inplenent
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provi di n%1 secure comuni cation of machi ne readabl e Tl as
e machine readable flash content. Machine readable flash content may be in one

30 implementation consistent with principles of the invention and may adjust the overall
instruction sequences to protect and validate the action code of the machine readable

flash content making it executable to all devices regardless of any attempt to block it.



via network to a client device. 30 The at |east one non-transitory

devi ce-readabl e nenory stores executable instructions for securing delivery
of machi ne readable flash over a network by said non-transitory

devi ce-readabl e nenory conprising instructions. The said instructions
executed by a processor, cause the prgcessor; to det ermi ne whet her an

obj ect of machine readable 11 instruction is of a certain class, to
rewite argunents of sai dnachi nereadabl e instruction, to det er mi ne whet her an
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is of the certain class; instructions to determ ne

15 Referring to FIG. 2, the block diagram of the components of the present invention is
illustrated. The system for secure delivery of flash content over networks and mobile
platforms comprising a client (106) and a server (102) and a network device (104)
comprising a bus, processor (202), main memory (204), storage device (208), input
device (210), output device (212) and communication interface (214). Processor (202)

20 may include a processor, microprocessor, or processing logic that may interpret and
execute instructions. Main memory (204) may include any dynamic storage device that
may store information and instructions for execution by processor. Storage device may
include a magnetic and/or optical recording medium and its corresponding drive. Input
device may include a mechanism that permits an operator to input information to the

25 device, such as a keyboard, a mouse, a pen, voice recognition and/or biometric
mechanisms, etc. Output device (212) may include a mechanism that outputs
information to the operator, including a display device, a printer device, a speaker
device, etc. Communication interface (214) may include any transceiver-like mechanism
that enables the device to communicate with other devices and/or systems. The device,

30 consistent with principles of the invention, may perform certain operations. The device
may perform these operations in response to processor executing machine readable
instructions contained in a device-readable medium, such as memory. A device-
readable medium may be defined as a physical or logical memory device and/or carrier

wave. Machine readable instructions may be read into memory from another device-



20 whet her an application class of the machi ne readable instruction

i npl ements an action unrelated to the network; and instructions to inject a
machi ne readabl e i nstruction sequence that replaces a statenment in the
machi ne readabl e instruction when the application class inplenents the
action unrelated to the network. The ﬁﬁld machi ne readabl e instruction

i ncl udes action codes conprising instructions defined on a virtual 25

machi ne. The said non-transitory device-readabl e nmenory further conprising

non- tr ansed bk rﬁ@dﬂ@fhl SUERRY Y&V stbfagBNdevicd, d o Ofsnh I abthdrOTdkvib&a¢abl e
menory devi ce cei/ be either a physical device or a virtual device.
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processor, cause the processor; to determine whether an object of machine readable



13 In short, the present invention provides secure delivery of machine
readabl e flash over networks and nobile platforns by preventing
mani pul ation and injection to mark nachi ne readable flash for bl ocking

pur poses. 5Unl ess the context requires otherwi se or specifically stated to
the contrary, integers, steps or elengnts of the invention recited herein
as singular integers, steps or elenents clearly enconpass both singular and
plural forms of the recited integers, steps or elenents. 10Throughout this

speci fi CafdnRBtions bf3§ §e&d1¢c|5§§1t&>éwnfee£gurﬁ@ﬁs ot herswase,maméf\or Fbadgsepr i se”
or variations such "conprises" or I si ng" be understood to

i nply thé"ﬁtrHEW'%Foo‘??t?ffn"Ef el s?%@pocaé 'én‘é?ﬁs &f ﬁhﬁt %P'”Srmﬁpﬁtﬁ]ﬁ of

slt eps ?r isStrRBRIM if pRments @rﬂﬁcﬁr&?or’@ldctlmtthétfme anrldisd rthe hetiayk, gﬁ] imgyct at ephor
el enent or integer rou of st nts or .inteqgers us,. in the
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I ncl usi veesdabieinatnbtivh whea hmtd chabtiéinel nebelable dogiruatorTiapiements ione lon chharg
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broad sco invention as herein se
arguments for the action and to replace invocation of the action, in the machine readable

10 instruction, with a rewriting function that redirects before invoking the action, the network

communication associated with the flash content to a secure memory location.

The said instructions of said non-transitory device-readable memory further comprising
instructions to inject a client-side process into the machine readable instruction. Further,
15 said instructions to inject a client-side process into the machine readable instruction
further comprising instructions to determine whether an object of the machine readable
instruction is of a certain class; instructions to rewrite arguments of the machine
readable instruction to redirect network communication of the object to the secure
memory location when the object is of the certain class; instructions to determine
20  whether an application class of the machine readable instruction implements an action
unrelated to the network; and instructions to inject a machine readable instruction
sequence that replaces a statement in the machine readable instruction when the
application class implements the action unrelated to the network. The said machine
readable instruction includes action codes comprising instructions defined on a virtual
25 machine. The said non-transitory device-readable memory further comprising non-
transitory readable memory device and said non-transitory readable memory device may

be either a physical device or a virtual device.

Referring to FIG. 3, an embodiment of the method (300) of the invention is illustrated.
30 Generally, the invention includes the steps for redirecting flash objects to a secure
intermediate memory allocated segment according to an implementation consistent with
principles of the invention. The methodology of FIG. 3 may begin when flash content is
running on client. In one implementation, the methodology of FIG. 3 may be performed

by one or more components within a network device. In another implementation, the



14 CLAIM5 1. A system (100) for secure delivery of flash content over

net wor ks and nobile platforns conprising: 5at |east one client (106) and
server (102); and at |east one network device (104) conprising at |east one
bus, processor (202), main nenory (204), storage device (208), input device
(210), output device (212) and connunkfation interface (214) characterized
in that 10said nmain nmenory (204( furthér conprising at |east one secure
menory | ocation and at | east one non-transitory device-readabl e nenory;

sai d seclyréccdt il el prEdimcdbyddHd ot ddie BEApdreARRSlithit ahdtiey idedics epslglup Menory
having neans for receiving machine readabl e flas via a E&% rk; ..
15 sass@RHPYIFR SERAERSALERM 06 Mobamamevark deics. ASdIusitete e F G au atioaine
i nst ruct irgadableofiashi iBGird reedivddoty Bk ridiGorkiehice §302atisdibsiterNsdid weichies nmaki ng
SR TN O L BTHIRATN NG
5 a portion of the machine readable instructions is located by making a network request
associated with machine readable flash (306) by examining stack and trace constants of
machine readable instruction to locate a function (308); determining if said function is
associated with making the network request associated with said machine readable flash
(310); examining machine readable instruction to determine number of arguments for
10 said function when said function is associated with making network request associated
with machine readable flash (312); rewriting the portion of the machine readable
instruction making the network request to redirect a network communication associated
with machine readable flash to the secure memory location (314). Upon locating said
portion of the machine readable instructions, a client side process is injected into the
15 machine readable flash where the client side process rewrites the machine readable
flash to redirect a network request for a flash object to the secure memory location when
the flash object is of a certain class (320). The step of rewriting the machine readable
flash consist of replacing a function invocation in the machine readable instruction with a
rewriting function to redirect before invoking the function, the network communication
20 associated with the machine readable flash to the secure memory location to prevent
any further modification in the machine readable flash, re-writing itself back to the
original flash file at the execution level to assert originality (316); and providing secure

communication of the flash content, via the network, to a client device (318).

25  Upon injecting a client side process into the machine readable flash, flow analysis is
performed on machine readable instruction and a stack of the machine readable
instruction is inspected to locate an instruction parameter related to making the network
request associated with the machine readable flash (322). Thereafter, it is followed by
rewriting said machine readable instruction parameter to redirect the network

30 communication associated with the machine readable flash to the secure location (324)
and further said machine readable instruction parameter is replaced with the rewritten

instruction parameter (326).



20menory whil st locating a portion of the machine readable instruction
further exam ning stack and trace constants of the machi ne readabl e
instructions to | ocate a function; determ ni ng
if said function is associated with maki ng network 25request associ ated
wi th machi ne readabl e flash; exam ni ng, machi ne readabl e instructions to
determ ne nunber of argunents for said function whilst said function is
maki ng a network request for nmachine readable flash; rewiting portion of

machi ne ngadaP!ke F%%Eﬁtqﬁ&én%ﬁ prmlabege&d?@ dBfVeRf Mgcmee%@aémé Radredidrect

net wor kK conmuni cati on assocl a machi ne readabl e flash to secure
nmenory | G€YIrish;and aingbites eiatfermse Ryr prevetingi Haniawatiakapd iBigciena i indky

devi ce- r gagthlteac aRIBRY flasWhdribidcking Wuidbbéd portion of the machi ne readable
instructions further 15 replacing function invocation in the nmachine

readabl e instructions wwth a rewiting function to redirect before invoking

the fygncturss thBQ:oﬁfé&thir@@mﬁléﬂMé‘éibi @ﬁeoﬁﬁ:&ﬂl,cistateﬂdto%é ibohhayn&méyeﬁe
readabl e fl ash ure nenor, ocat dification in

th
St he. ncHSe o SRS S PR R ed T FSBFUAEIUEE: SRR O TEPRYF 1| ah
file at tdeargxncoinpass betesinguarasise plurarfogmanaf ithey recitad integers, steps or

elements.

10  Throughout this specification, unless the context requires otherwise, the word
“comprise”, or variations such as “comprises” or “comprising”, will be understood to imply
the inclusion of a stated step or element or integer or group of steps or elements or
integers, but not the exclusion of any other step or element or integer or group of steps,
elements or integers. Thus, in the context of this specification, the term “comprising” is

15 used in an inclusive sense and thus should be understood as meaning “including

principally, but not necessarily solely”.

It will be appreciated that the foregoing description has been given by way of illustrative
example of the invention and that all such modifications and variations thereto as would

20 be apparent to persons of skill in the art are deemed to fall within the broad scope and
ambit of the invention as herein set forth.



provi di ng secure comuni cati on of machi ne readable flash via network to a
client device. 102. A system (200) according to Claim1l1, wherein the at

| east one non-transitory devi ce-readabl e nmenory stores executabl e
instructions for securing delivery of machine readable flash over a network
by said non-transitory device-readablﬁlnennry conprising instructions
wherein said instructions executed by a processor (202), cause the
processor (202) to determ ne 15whether an object of machi ne readabl e

i nstructi ogpagmef a certain class; executed by said processor (202), cause
t he processor (202) to rewite argunents of said machi ne readabl e

I nstruction; executed by said processor (202), cause the processor (202) to

det er mi ne "“i‘%ﬁ%{s@eﬁ@ Af@b‘?'f&r"‘?&éu%“d&lv@ié?f. fidsh tc?ﬁteﬁ?&%rﬂ%n&&?g%% @nobile

20i nstructioni one or nore ions that are unrelated to the
net wor k; exec @tadfdmig/comirgingr ocessor (202), cause the processor (202) to

e mohi ne. T eadabl o ERer e G e s R R e eatiable i nstruction
25i npl enents one opt lgBsteongdetvwts deviea (T4 EcipRTisingtat deasbonehlaus, RTaREIOT
(202), main memory (204), storage device (208), input device (210),
output device (212) and communication interface (214)
characterized in that
10 said main memory (204( further comprising at least one secure memory
location and at least one non-transitory device-readable memory; said
secure memory location and said non-transitory device-readable memory
having means for
receiving machine readable flash via a network;
15 disassembling said machine readable flash into machine readable
instruction;
locating a portion of the machine readable instruction making a
network request associated with the machine readable flash;
said secure memory location and said non-transitory device-readable
20 memory whilst locating a portion of the machine readable instruction
further
examining stack and trace constants of the machine readable
instructions to locate a function;
determining if said function is associated with making network
25 request associated with machine readable flash;
examining machine readable instructions to determine number of
arguments for said function whilst said function is making a
network request for machine readable flash;
rewriting portion of machine readable instructions making the
30 network request to redirect network communication associated
with machine readable flash to secure memory location;
said secure memory location and said non-transitory device-readable
memory whilst rewriting portion of the machine readable instructions
further



executed by the processor (202), cause the processor (202) to exam ne stack
and trace constants of the nmachine readable instruction to | ocate an action
related to nmaking the network request associated with the machi ne readabl e
flash; 30executed by the processor (202), cause the processor (202) to
determ ne a nunber of argunents for t action; and executed by the
processor (202), cause the processor (202) to replace invocation of the
action, in the machine readable instruction, with a 16 rewiting function
that redirects before immﬁeingguﬁdﬂenmbman irf the mehine Frdadablenibiiucidnson

ted with the fl t 53. A t
Acording Lo laimo, wilh 8l FYEHRelPRBriGE GHEbTe PR R it 1oy

devi ce-readabl e nenory therdehesrk commiunishtitg assedisted withtise machum Esratjabie
client-side process i n\tﬂlﬁ%ﬁﬁﬂe machi ne read nst ruc A system

according to Caim 3, saﬂcﬂrel 'ﬂ%’f‘?'ﬁi‘fcag?pstoﬁevsegf %Pyn'B?ld'f(fﬁéﬂ%lnt ory
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readabl e i nstruction fuhgsmeme gﬁﬁgexechp& le é}ggngsl%(éhl ?Blﬁalh)g a{%t er m ne whet her

an object of the machi ne Tead FUGLT ain cl ass;
instructions to rew it epwvgingseteesbmmeicatiarvfmachingdeasiableiflashr uction, to

15redi rect network comygieaidron Lliehi vl ect to the secure nenory

10 2. A system (200) according to Claim 1, wherein the at least one non-transitory
device-readable memory stores executable instructions for securing delivery of
machine readable flash over a network by said non-transitory device-readable
memory comprising instructions wherein said instructions

executed by a processor (202), cause the processor (202) to determine
15 whether an object of machine readable instruction is of a certain class;

executed by said processor (202), cause the processor (202) to rewrite

arguments of said machine readable instruction;

executed by said processor (202), cause the processor (202) to

determine whether an application class, of the machine readable

20 instruction implements one or more actions that are unrelated to the

network;

executed by said processor (202), cause the processor (202) to inject a
machine readable instruction sequence that replaces a statement in the
machine readable instruction when said machine readable instruction

25 implements one or  more actions that are unrelated to the network;

executed by the processor (202), cause the processor (202) to examine
stack and trace constants of the machine readable instruction to locate an
action related to making the network request associated with the
machine readable flash;

30 executed by the processor (202), cause the processor (202) to determine

a number of arguments for the action; and
executed by the processor (202), cause the processor (202) to replace

invocation of the action, in the machine readable instruction, with a



| ocation, when the object is of the certain class; instructions to
determ ne whet her an application class, of the machine readable instruction
i npl ements an action unrelated to the network; and instructions to inject a
machi ne readabl e instruction sequence that 20replaces a statenment in the
machi ne readabl e i nstruction when the application class inplenents the
action unrelated to the network. 5. A systemaccording to Claiml, wherein
sai d nmachi ne readabl e instruction includes action codes conpri sing

iznssqu uctions dgfi n%imﬂirr\ga_fuﬁcﬁémgihafm@biréws %iﬁére An@k&b?ﬂh@ﬁ@&foﬁj ngeto C aim
, erein said non-transitory device-readabl e nepor rther conprising
non-transitory readgBO FERBLY)ICARN ﬁ%s.oc'?ee%AW@i/&eeﬁgﬁ'gﬁ?#‘?ﬂtr}a 5% m 6,
wher ei n sai d non-t h@nsdry REstioneadabl e menory devi ce may be either a physi cal
device or a virtual device. 30 8. A nethod (300) for secure delivery of
flash content over networks and nobile platfornms, the nethod conprising
steps of: receiving machi ne readabl e flash by a network device (302); 17

di saséenbl i Brg AsBlisteiraesarding te &4RiD| 2 Wherlm saig tirstivelians ié spigpapransitory
instructions (j30@d-readable memory further comprising instructions to inject a client-side

process into the machine readable instruction.

4. A system according to Claim 3, wherein said instructions of said non-transitory
10 device-readable memory to inject a client-side process into the machine readable
instruction further comprising:
instructions to determine whether an object of the machine readable
instruction is of a certain class;
instructions to rewrite arguments of the machine readable instruction, to
15 redirect network communication of the object to the secure memory
location, when the object is of the certain class;
instructions to determine whether an application class, of the machine
readable instruction implements an action unrelated to the network; and
instructions to inject a machine readable instruction sequence that
20 replaces a statement in the machine readable instruction when the

application class implements the action unrelated to the network.

o

A system according to Claim 1, wherein said machine readable instruction

includes action codes comprising instructions defined on a virtual machine.

25 6. A system according to Claim 2, wherein said non-transitory device-readable

memory further comprising non-transitory readable memory device.

7. A system according to Claim 6, wherein said non-transitory readable memory
device may be either a physical device or a virtual device.
30
8. A method (300) for secure delivery of flash content over networks and mobile
platforms, the method comprising steps of:

receiving machine readable flash by a network device (302);



| ocating a portion of the machi ne readabl e instructions nmaki ng a network
request associated with nmachi ne readable flash (306) which includes
5exam ni ng stack and trace constants of nachi ne readable instruction to
| ocate a function (308); determning if said function is associated with
maki ng the network request associated,wth said nmachine readabl e flash
(310); exam ni ng machi ne readabl e ins%?tction to determ ne nunber of 10
argunents for said function when said function is associated wi th making

networ k request asspeksdn®sling §did "RGEHIME reSRbRDIMRsA | iAkh mMathiak; rdRMblet | Ng t he
portion of the machine readabl e instruction nmaking the network request to

redirect a network 'QS(VHﬁtiPr’i'Fé%Q“i)bn 15associ ated with machi ne readable flash
to the secure menolgcalifg alpbRidn (0B #d) madhiicaehidtle Mselidtiond makidg apicdweks i nto

t he machi ne readable flash where the client, sjde Ss. rewites the

machi ne readabl e f I'EFStIFSPEaeH & "}?Cﬁ@?ﬁiﬁﬂﬁgfﬁgﬁﬁfg@%ﬁgﬁ'cg'”\Mugg% object to

the sa&cure nenory | ocat iegaminingrstatkiahe triteasdhstapisaf imachinefreatiabler t ai n cl ass

(320); performng flow anal ysi n_t he chi readabl e i nstruction and
Ohetonio oot 2dupsiten (4B

i nspecting a stack of tH¥ ruction to locate an
i nstruction paraneter rdetetreidingdf saalkfiungioh ireassetiated kvith etakewtthessteorkat ed wit h

t he machi ne readabl e fl @‘gé%g%éia@%ﬁ%% in%hiﬁ@ré’ad%fé'?ﬂa@l‘?(ﬁ%ﬂdab' e

i nstruction paranmeter to re
examining machine readable instruction to determine number of

10 arguments for said function when said function is associated with
making network request associated with machine readable flash
(312);
rewriting the portion of the machine readable instruction making
the network request to redirect a network communication

15 _ associated with machine readable flash to the secure memory

location (314);
injecting a client side process into the machine readable flash where
the client side process rewrites the machine readable flash to redirect a
network request for a flash object to the secure memory location when

20 the flash object is of a certain class (320);
performing flow analysis on the machine readable instruction and
inspecting a stack of the machine readable instruction to locate an
instruction parameter related to making the network request associated
with the machine readable flash (322);

25 rewriting said machine readable instruction parameter to redirect the
network communication associated with the machine readable flash to the
secure location (324); and
replacing the machine readable instruction parameter with the rewritten
instruction parameter (326)

30 characterized in that
rewriting the portion of the machine readable instruction making the
network request to redirect a network communication associated with
executable content to the secure memory location (314) further comprises

steps of:



net wor k conmuni cati on associated with the machi ne readable flash to the
secure location (324); and replacing the machi ne readable instruction
parameter with the rewitten instruction paraneter (326) 30characterized in
that rewiting the portion of the nmachi ne readable instruction nmaking the
network request to redirect a network, gonmuni cation associated with

execut abl e content to the secure memﬂ'@ | ocation (314) further conprises
steps of: 18 replacing a function invocation in the machi ne readabl e

instruction with a rew idpiddthgfdRRétioRMvoRatidhdh tr%%acbme%sdawmmrmohhe
function, the network communi cati on associ ated with the nachi ne readabl e

flash to the secure menWitarewiing dunction forrediesst befare ”F‘(ﬂktnﬁé'ﬂe RetiNs i cation in
the machi ne readabl e f|ﬂféhwet\ﬁ&k%ﬂnfriuﬁﬂaﬁcinsﬁsf)cnﬂé@Knth@hé Mactihd Biabablef | ash

file at the execution | vﬁ?l]l to assert or| ity é 16%58/ and prow di ng
secure communi cation of "¢ OF'Peaieﬁ”r(?dﬂ?’BW OC\? %{‘Pﬁ)é veat Mhers a cli ent
device (318). 10 modification in the machine readable flash, re-writing ltself back to

the original flash file at the execution level to assert originality
(316); and
providing secure communication of the flash content, via the

network, to a client device (318).

10



