Met hod of and device for generating authorization
status list In recent years, the anount of content
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these systens only protect the content against illega
copying while others are also prohibiting the user to
get access to the content. The first category is

call ed Copy Protection (CP) systens and has been
traditionally the main focus for Consumer El ectronics
(KeEthodl MhdFRSice RP gdnbiatingl AidSriRfiot@lsgidt protection is

t hought to be inplenentable in an i nexpensive way and
does not need bi-directional interaction with the
content provider. Exanples are CSS (Content Scranbling
Systen), the protection system of DVD ROM di scs and
DTCP (Digital Transm ssion Content Protection), the
protection systemfor | EEE 1394 connections. The

second ca [

b roa d c ast r&%?{n}/yeais t%(p %nﬁ&é‘%@r{tg% F%%&t%nm%s%w%‘%w own al? a rapld
(r@em 8om¢ efitlagise se(etelesgl)ly Brytsetéresontout agae,mt iHegahropying whiteethers are
W pFbhb R t1RuSer §PREERLSS ¥ O\ @R PheMiRVAdoR) if @hielEGHT S

Managenent) systens. Content protection systens
rapiRien (B ﬁb(ﬁiﬁr"\?éndd}aé?"éefré‘ﬂ“% @i faceTopfeqnsiess Electronics

der) &OReHAIRE typHofomEnt %ﬁﬁcﬁ&m is BBt tK'B@WElenQ:nQﬂH irCaRS
t.hat were tI%ted andﬁfertl i ed. to have,

0
| PPPEIRAYAY 179 48°s "RiT56 Helyectigal inffeactanoyity tﬁ‘? %"“F&@E%"éder
leamgleazne ass (GententSatamblingBysea); dle pron&&orba@ﬂém 811D VD IROMS discs

criDtl"EE?Iglﬁﬁarl %a\?l\in%lss?]on%ontent@&ectlon ft%f %{Tglo]z\¥ysP fl r Eﬁq¥94

cryptog use a
Teenestéans. ethetsesonrbeategery esdmpvsn triderseydnd nmrletthelbecydmt wolnlé they

RAd generxﬁy ﬂnswﬁ sgec@mka,ﬁorlaﬁxccegpsygany Mk ih %e\«ﬁta.ln&xwhti %ey

resul ts “of To ensure’the correctness

mep%;rallaévlo‘a%ﬁ %M élH'@tsqé RighistVspeemsed) ReYOpai r i s a
| egi ti mat eopait 'brdfbfcn@l GQ&hd ok Blly Rive Srote&t@@c%hjnicﬁtlc}ﬁey

acc a a certlflcate hat is digit
%grac?egt; s}aﬁg PR Fgm ¥ eng?rFtO?Pl)AIHPHB v1ce(sé}gj werf ?Fétec? andycertlﬁed
a6 @A isetaieiinpleménitatibnsnamageige bitee @erstis fefied usihg aﬁ)fiuthentlcatlon

ﬁ)%}!)cop /T ﬁg f)e&toﬁtlongﬁfr%si&ot&%ﬁs da?e t'hosg ?’V%lc el{]pl?)bpu%{ly P t he

CAPozeph ahigh eseamair higwe élfferehi keas. @he Slecretao bd tayiddas then the secret
I@?Lﬁmﬁra&mmhetdua idb L,Ancbe 'ﬁ?é& t@ter,we Chudk S¢ tné?i"bﬁ.'e ﬁotqeﬁlﬁge the

| ement at i on device. To ena

FPBRESE of e Rutis Kepaed do ‘H’é‘%}‘i \@@ﬂmth%wtpwars@ legi atechairiobm
(ceified de9de, R paBblidkeg tslay@wara@ u;a\ébm&tmma&g@an} s@ﬁéddﬁ a
$mero e%étke smm% s als
%?“1’“ ftgon ity fhdk the Rigptizatinp whis mé‘&f‘ﬁ‘fsr‘?ﬂ ‘SF'F%'\‘AP‘U%fu ng
tplDElﬁsépnklﬁy Beyahﬁmfodalb(&vmal Eve@lb@dl)eﬁlbﬁdme €ar pltiowkyedhd carDlse it
e L at . t he co roI fl gw waoul d
o P BEER P RCLP: B R b iRk Sy BEef B o
shestie Wmarldfwtieﬂpmtc&lb ingelguAntation @‘derdameos , there are
several d ’TE fer?a%@%m &Sééksce%& ﬂamlrevcEQCe or software application (referred
to collectively as devices hereafter) holds a number of secret keys, sometimes also known as
private keys. These keys and the control flow using these keys should be well protected, for
knowledge of these keys or manipulation of the control flow would allow hackers to

circumvent the content protection systems.
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of tanper-proofing. Such a system should therefore be
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m ght enable illegal storing, copying and/or

redi stribution of digital content. However, it is
likely that during the lifetinme of a product type that
makes use of the system sone or even nany devices

wi Il get hacked in sone way. An inportant technique to

i norease 4eoASLAKANGRalaE, BOE 230 LAl LRt AKAGRH 80"

t hese hacke evl ce IS requires a evices to

rehieh mighkf gotoadl| be drapleagnged pyith ggual IRalsod sampemprpefing. Juelrp yystery

| dhSitid MbreR¥M Y2 GestsBNb &ﬁe'hﬁ@&idg%ﬂm@lﬁ'ldﬁﬁ \OK&RE WIHRMInGES enable illegal
Conpllant devi ces are forced one nmanner,  to posses&e

a¥Prip-cPRYIngapdorgistribytign 9fr9é%}ta'sq%tarrtd*%wgr it jdikely tauEpg
t Ifetth@WI @ pRdiidh ipe MatndkksSiise of thssystaw,aknelor aver Mghy @Rlices Wilbget
C}é I%gner ates and di stributes new CRLs whenever
ERELLPYPC “Revocation can be indicated in several
di fferent Amampcmast tec'ﬁmudbﬁlfcemlﬂte résistAncH i6|the So-ealled tewocating of

\?\ﬁés? ﬂicke%qieaLégqﬁl 4 A z(lfadelflkeitto l&gd dz{ chhe%% AN ﬁg‘)ocz? on List

I'sts un-revo evi ces Typi c
alCRLY ewt@lé@wmgvdﬁm@cafmpfermokm dsvisest Compligy winstaep/ferced | in

r@dfnl:’ RHahrér tldrﬁbﬁbk@ ah QR dafel (LS arldisly 3hdufthel & pw CorlteAFlo@EWees
Al'ternatively an authorized donain mana%sﬁ% evi ce may

abd .a@ﬁlstawsqa‘@k?ddé feiRile fhe GAHegerierad disaibpptew R whﬁ'e-fver

ajdtlQri. zed domai n. These |dent|f| ers can be used in
the CRL instead of .y un identifiers. The
i 1t or encRetERREarn thirdesen e dfemaaines b 4
t tahniquds lateas e d-adlied hlackndts (skst ofi revobeditievicéspor vehite lists (a list of

l}I/'lgrr Ioﬁt%cﬁc[evncés?\}?? %ﬁ{ytaﬁ Id@e ep Etthea(:ontg(t ?)YO? Ctl(()ﬁlgxsctg‘h Hile Q:ﬁltually

aut | cate revo
i miqup, wensidicrs insfallerd indhe fhdtasy. s‘\ltemwe/elven @lﬁth@rzed/\ﬁqmamweget device

Olnmspgntdaﬁ,u@ fagiralﬁ%g% @év@eéqs Itrép joi tﬂe sdaﬁ)r&émm% kel i€entifiers

|IStS Verifiers need proo of non- revocati on
offR he ‘Esﬁch‘l!‘ ﬂﬁ’aﬁ‘% ipteadipbeiahally é"‘ﬂ‘ieé‘feni“l"%% refers to the
Publ i ¢ Keyrhoaiffelehdefbetivdén Wit Vigs and biyek Es‘tmee irf thér mlatpte@non

t tant ad
CPRPEG8 SR bte T RTHoCERB A 1 TR ONE By bEMT gy it e
syaifem inded peaeakeédy in the Geanialackotssthe Nerdffer ml%vmsubtalln the
aé% ief 23k lﬁ{s‘,t ﬂHBD?aQé éfﬁ%ﬁté P%gﬁ fre v%rii?e‘?{ AR E{jﬁwgﬁh’&nﬁ&okdﬁ'&?
[ e conmputl ng power:
pqndydbzg qurntg thmmgevl@t thatygfer totthd Rubheieynar alg of e Rasger alherefore the
di S @AY EEEas fhIoRAR alVahth In &k BﬂstJr%Q%& GR-thahhdissoN & Y

devi ce/ apg‘lil cation gets | own certificate attesting
£ R PO HANSY BEMS aﬁﬁ%a}wwmﬁos syt a @fdiepepRlicaiopwor k,

OfuthdhtR&inS k4 REGBhPM @EViRaMe an optical drive with little computing power:
processing.

However, with this advantage comes a disadvantage: simple white-listing
requires that every device/application gets its own certificate attesting to its state of non-
revocation, with enormous network, or disc-storage overhead.

To mitigate this problem, international patent application WO 003/107588
(attorney docket PHNL.020543) and international patent application WO 003/107589
(attorney docket PHNL020544) introduced a Groups Certificate (GC) that is supplied by the

Prover to the Verifier. The GC is a concise proof of the fact that one or more groups—to one
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To mtigate this problem international patent
application WO 003/107588 (attorney docket PHNL020543)
pat ent applicati on WO 003/ 10FEH8£2005/050766
(attorney docket PHNL0O20544) introduced a G oups
Certificate (GC) that is supplied by the Prover to the
Verifier. The GC is a concise proof of the fact that

one or nore groups-to oneof i ch the Prover bel ongs-

is authorized, for exanple to access certain content
uafehich tlhePr@mblengﬁ-fls Sutlerivéel; fof ¢ b)&fnplalto ic%sp@iﬁﬁrcﬂﬁt&@ (®er the
0 r ogqi

ool R AHEE by B O oD BB i oy, T
f A5te Gff randpe yied by mafp’mer’lewapldwaml(mIfacaalbdemﬂfapmmetﬁbnlvrhlch are
t henthgd in HR&cgr oup certificates according to these
patent appl.ications_indicate in one enbodi nent the

upper and [T5REUP Bustififdiss reserdias tadheshpagsnoenplicatiprsamticatedulone

[ Emlbdd&nemhe Mipertndloteyrboufdatits i R gtduf H:lpﬁgenga HRe 685%Ren a
aut hori zed devi ce, one Or nore new group

czéer%%"%fr} Loy a’r%%’q‘t’%s B AR PUEO8EEd dRKifee AP mpts new group
i pretifcateehavhode glmotated avibresvet ta énditarities: Hodﬁﬁhésftheafeslc@fd@ntlﬁers

' 5}9 kngﬂﬁgi Sl§ ?Jgntiffg%r&%{l l;eI \ieer %? an% eaaé% h?Yﬁ t8% i ly unique.

ten ave to
gTIBﬁﬁal@éBIPPIT et icates qyine ble ifighege aré a tai'ge nemizr ef @odpamgsb parsing

Ninede @fouﬁﬁerﬂfc%pﬁay b%ld%ﬁcultp Qs'b?ét N9 bg na%?\?arf[g{ewcgs w1hh llttm%ory

certificates may be diffricu pecil
CUBRUAE £3R2Y ¢ t | e menDry and conputing capacity. It
is an object of the present invention to provide a
nmet hod of generating an authorization status |ist
whi ch provides on the average a shorter representation

of the autlhioar abici afmesmmswaﬁ]oﬁ RPraler ia GRE0® B dehGatlnk 34

t t h d
a%glgrrl%ﬂbrpsrtat@srl{s%méh 3oevr1] es 8rh hle ?]ve([jl ?e,réfhﬁlgefsjr r%pgeiﬁ%/tlgp ﬁ@the

gaéwemtwrrﬁgana of they d¢veqqgt>mthe higt dae griorep heﬁhecn;t ation of an
aut hor i zatrhQQyjsd At

storing the raprese net“ggl i %ﬁ‘ql}hgtpoeﬁ%&g%? rblP |azm afhog SoBRisirgs
|%e§etfa“"$ﬁ antleRgyfneaded fepressaigtion of an pafiorization stites dfalnknobdr of

|chﬁbdgfaﬁchtormgWetré})réé@ﬁaﬁoHhﬂﬁe ﬁﬂ@ﬁ@a}ﬁbﬁ dd¥stist €CENt 1Y
manuf act ur.ed. devi Ce&ﬁ%ﬁlﬂw Il be unrevoked. Software

devi ces a '%er"go'\/'ﬁ preon e follexipgigsigien har dwar e.
A d swithweay bighl prebabilisy, ad’cemtlyﬁhfayufhdtlk*@i Jevic& Ib@\‘/ﬁl Eehﬁrevoked

st at u V. OCC it wil

vol %oeftvxra% R K?eg grielmé)ﬁe v%ra@g %19% v@%g{dasﬁft‘fvgf devices
t hr estoyeady 'dwti/ to have gfestats t'laekedinber of r evocat | on

event whiy rl:xl'ocQ@n bécms 1FQ111 1E\56N&3he%51rg8&0% ThlS rep 2y Qoab|

out come of such revocat i-on act | ons se"'fﬁé‘betént‘a]
si ngl Breghels a&%théﬂefoﬁ tb%mmbguéwoqraawg@em Wdlldmhomsd (Fertigrmaze,

nmodel thé prptable GBIk 6T sSANBaBIYA R hUiof is Bht a single device or a
contiguous range of devices (e.g. a model/type from the same manufacturer or
software company) will be revoked.

- Theft may occur of discs containing new device IDs/Public Keys/Private Keys
(typically a block of numbers) for distribution to drive manufacturers and software
companies. When this theft is discovered, the Certification Authority revokes all these

(contiguous) device IDs.

As a result, authorization status lists are expected to contain:



software conpany) w |l be revoked. - Theft may occur
of discs containing new device |Ds/Public Keys/Private
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to drive manufacturers and software conpani es. Wen
this theft is discovered, the Certification Authority
revokes all these (contiguous) device IDs. As a
result, authorization status |ists are expected to
cont ai n: | ong ranges of unrevoked devices, |ong ranges
of re ted single revoked devices
betmeéﬁgﬁ@%g%ygﬁgggﬂgggt%revokedgdeV|ces and -
|solab@Em9$ﬁgf@V ad dsvisked devi ces bet ween | ong ranges

of reuakedsislayietssd dé%w&rdemgﬁ RneRERH bNbhredbitel dONEY ad
t hese, Ion ranges of devices all wth the

S .

aut holsP!3'ad Tiesle SrarPkRd dayiess BYTT L Ugranges gﬁvalgez deasss: | n

an enbodi meflengh endasem@@dl ecnaﬁrmess Qg GRBEoftdvivgs dllngth the
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e hoglpatign §frupdre SRR SRPFREE®G n a particul ar range
hav! ng a S$ameendadimentitieatedtiod cohpisesgendritmg tha mépessengtion by
q?c}ﬂaﬁﬁ% rf{%r réa\}\cg%?gn&rtbeis‘(?f‘ 6?%55?03 %slﬁcee% Tlnzl d%\éllr:% 6@? %a?t{cﬁlfar range having
@Lstarhmuﬂmtzm@n stsmaﬂhgswmbﬁr of desicesgn eftCh af Satsld@geSn bhis s@yeryr e
aeﬂ#c@etm iy B E&ﬁﬁ&%ﬂ%g@@&@&w@% althdizAR6 Qeiud ShforRhtRh Mapddey not

in the authorization status |ist for each of said
rrefvie 8 lof plpropsesHig PP ferdhe dtodings shared by the devices

in each ofPresaiamiy m]&mgaeﬁoﬂizaudnrs&h@ &iktdek cachhif saiCAnRgeb thedone
usi n

Pttt dessor St ol RnER BiRder e TH el
\LbheJleg@ smgledblt,o&g €8 binhry valew{1¢ mdicgtesatbi deoice B@ok. authorized and the
be\Fa?‘ lﬁd”ca e?ﬁ‘u @éUi ‘?Jduﬁa%# il status [ist for each

ges a of the ranges is indicated,
f or ex arrpIPeefqatdbem |ﬂt9ew1ih@r§ﬂ'thnfsiaé*s listdoueegeh of paid Bpgep p Q%@é&fy of

tHEItd s [sANGER, b ex&rﬂﬁei@e‘@&@ﬁleﬁff@r RS Sfdbr h‘éﬁest ﬁltt}fé ranges. If
I dentifier of | owest range and/

Hhegrﬁ@@f are gIeGUtiyegthe bwveﬁtt rf’@mrﬂegﬁfé%ft low%@égecaawowée lu%a
Thunaﬁémkms highesElafi@lcart 2 k. THis AGRes @ eRartth @hich Sdvicapd lises .
|ist may indicate for plural ranges the respective

he,
rﬁHPHférs of devices in each of those ranges. If a
s ec ond r amyelist ;ag indicas &ir vkarat anges the rSpectianympers bfadavicds in

fqno?e% Tafass. Lfﬁaes‘ico%ﬁ %éé és&s?e to 3k %E%ez %Ig ﬁ’Eh?alfd g& Hured

ers Il zation s
phabmed’e&s atahqreatgnn etatui differn from mh\r-sb@n@ authogigation gfatus dbig prowides a

r\{éw e'fﬁmén?rug q’él%fhl%txﬁné BecREL hov P& ﬂo&‘ijdl&t@'bhlﬂ heQfdidaliéh of the status
st at us
information. If the status of one range is known, then the statuses of all others can be derived

by their ordering relative to the one range.

Preferably a range is omitted if it is of a predetermined length. Short ranges of
revoked devices, especially ranges of length one (i.e. individual revoked devices) are more
likely to occur than long ranges. Hence, by omitting indications of such ranges a substantial
saving can be achieved. A device parsing the list can derive the status of the device(s) in such
a range because it will be preceded and followed by ranges having the same authorization
status. This can only occur if there was a range with opposite authorization status, and hence

that range must have been omitted.
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is omtted if it is of a predeterm ned |ength. Short
ranges of revoked devi ces, especially ranges of |ength
one (i.e. individual revoked devices) are nore likely
to occur than | ong ranges. Hence, by omitting

i ndi cations of such ranges a §ubstant|al savi ng can be
achi eved. A device parsing the list can derive the
status of the device(s) in such a range because it

wil | be pridesgedothyiaspedt oo epyonrath §edppriarfifiog anpglucidated

SwiffEre R EAS thé ﬂtuht%ﬁvé&ﬁto@&ent?ﬁloﬁvn@rﬁﬂﬂe auawgg GOMicH: f

t here was & ran 03|te aut hori zation sta .
and hence M EaHGE ST T ST LN Ok et T OBR R
ofebik;aspects of the invention will be apparent from
22,203: lrjrgln t égt é ﬁchematllcalli)% fhg\Lsgans%revert a?rangeg to %\‘l)]el'}sttﬁ 511a %ythorlzailon

§$@BﬂﬁMn@abMywshmmgwawgy@menmconpr|3|ng devi ces
i nter Conng%gﬂlugﬂrﬁes@ pRENE f,&leienatlor%fﬁgmatmkws list

shows a s rver arrang generate an aut hori zati on
status | i gig f#schgsatisal aih@ weﬁww%emw@m QS the ipjegfionan

| Whithsd ok EgevRe mtﬁefnﬁ&ateedmhmvﬁ:m& ation of an
aut hori zatjon status |i st

4 schemati cal
o exenpt &1t SHBBHI AT OUs PHETR SRR G e Seeure
S,Qmmeﬁlecackeﬂh@rﬁnel&sAbpﬂhxtmﬁw&s the bervf adlitiotiestiom stabudisgin 5
schemat | cg}ltl%‘ ?vvs a chal l enge/ response protocol to
ETABFSH SEUFE Aut hent i cat ed Channel (SAC) whi ch
i nvol ves tTheugwet tbé figmesasatnh cfdrena¢ nuoreradst indicate dimidar of n

gccaf)?rgsrp?%%a\fﬂréshs&% of kﬂl‘f&ﬂﬂ%%ﬁm@ rnQHEQ{}%L%s atbetygl&agy res,

rence numerals 1 ndicate sim
ciwlemspeshil isoftyvare and as such repinsent spftwatsentitisssughas sqftygrecradalgs
|&Oggasdramnngs are typically inplenmented in software,
and as such represent software entities, such as

sof tware nodul es or objects. Fig. 1 schenatlcally
shows a system 100 conprising devi ces 101-105

i nt erconnect ed vi i cal. di

oo et wirk! FiREasaY SoR e o Gt Bl at B

r iagiconneaakiivenetwak Lmerti'mketmgiai homge r@E'opd iaglades a punptar of

oéew%gse?%%r io x%ceh%l tg\gdngrll ﬁlaa Mgﬁia?'é 915 otfgﬂeal[e?scg){efég iSion, a

one, sona
PEER, @rdaﬁltaldpc@rcteala H@béﬁi rshp@m@ tapedeglo 1 tpatng! Qﬂ’F‘@EﬁPfa? passpnal digital

2355, aPBriabld ispay ARY aRER Bl Fredt Abes YreluBlahy FRINOARLRE tolaRow

a<|)n|e (c)lg\\/'ice, e.g. the television, to control another, e.g. the VCR. One device, such as e.g. the
tuner/decoder or a set top box (STB), is usually the central device, providing central control
over the others.

The system 100 may be an in-home network that operates as an Authorized

Domain. In this kind of content protection systems (like SmartRight from Thomson, or
DTCP from DTLA) a set of devices can authenticate each other through a bi-directional
connection. Based on this authentication, the devices will trust each other and this will enable
them to exchange protected content. In the licenses accompanying the content, it is described

which rights the user has and what operations he/she is allowed to perform on the content.
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one device, e.g. the television, to control another,
e.g. the VCR One device, such as e.g. the

i S usuakdyIB2hES/050766
central device, providing central control over the

ot hers. The system 100 may be an in-home network that
operates as an Authorized Domain. In this kind of
content protection systens (like SmartRi ght from
Thonson, or DTCP from DTLA) aset of devices can
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domai n managenent. Content, whi ch pi cal
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S(QHE& d ’thej)g)% Igf @teﬁ{ ﬁ&qgs?angge g|l aE}acllé %geb\%‘ %&%erﬂ{% cHm

por a source cou e a con ect#on to
eepargiag pudingsignals pred faedingdhdm to dgndipaakersiior a tedavison rdceimer, a

Satdedid g%ﬁeréil?‘é@rhﬂ)rﬁks ARG atiR adlo an-Eh'ﬁieG Q Eﬁa@s%d ?‘e@(ﬂné 6R £

transferred over the network si nk
r BRI F5T5FY andAoquPﬂék% fonsher fyggs Oif Ff’é‘feél‘r?éém”"tr H@’f?Pé‘F"é\??t@P Byt
Che 4k Redddeing Iﬁzi’jr&ld&@r[cltﬂb blﬁkrdﬂibl&mh@yas G&Wpﬁﬁg drQBscrakrtbing a

[ back devi ce 105.

nobi I%e< .g}hpne th [.0r g I r{é

TREVEXEEY RAY ’P‘HZ%?‘@H’ 4 er?tsé%‘?? S#PeM’Ts rendered
depends ofih¢ fettop Ypel 00f or dpatice davivel irt thesystypd 0@ fmag ooth@isé a
E VI I.Ng: Il ses
Bgb ISHSE g B S Bl S E ol AT P

| P bas e%m@rvgd cqnggnt. ih«t woreggimediom Sleedil ber Personal Digital Recorder

(PDR) of some kind, for example a DVD+RW recorder, to which the set top box 101 is
connected. Content can also enter the system 100 stored on a carrier 120 such as a Compact
Disc (CD) or Digital Versatile Disc (DVD).

The portable display device 103 and the mobile phone 104 are connected
wirelessly to the network 110 using a base station 111, for example using Bluetooth or IEEE

802.11b. The other devices are connected using a conventional wired connection. To
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rendering generally conprises generating audio and
video signals and feeding those to a display screen
For other types of content BCHIBZ50766
appropriate action nust be taken. Rendering may al so

i ncl ude operations such as decrypting or descranbling

a received signal, synchronizing audi o and vi deo
signals and so on. The set tog box 101, or any ot her
device in the system 100, may’conprise a storage

RO W dices Y61 BSo Mrepddl, E@%Mmleﬁaﬁagouh@gtmgw%e alihNivARh
the recording and | ater recei ved content.
AHew diflsreaiyisvinpde enfhaoee wewess %’é informatiannd fo gl each other. One

Redamees stéddbR)s 1ad Iﬁ&ﬂﬂﬂud%mdleo anop@r&ﬁﬂ‘@'(HAal) MAdaRWersion 1.0
recorder, Q lch t et t On ec
B Pt beeurl S R oyt aiigte s d HOgR kv scdres

it 7/ Werw. Pﬂaﬁ&r@lﬂﬁher&&ll&nﬁ@nmdirdﬁrsme (j(ﬁ[é)stuﬂﬁgl@l i9is (dB)
DVD
s‘t:" a&a{r&% a comIBur}lca’ugrﬁ c)toc_;ilocrI SO ih AR F03ﬁ rsiaFylg and%’%y

are connec
t(ht@/rmwmpongho usi ng a base station 111 for exarrpl e
using Bl ugLo eh 1r91§ortlalﬁ’§ger§|9gth!n tilepdev;g&em?tl b‘ﬁl‘h tlg:%\ﬂng fitwork

are connecte usi ng conventional w red connecti on.
Teap| rake upasthgazed sepdes pHthe setent. do o thisy yzeeurity Egragwark, typically

| B 8dA0 & Abilzitdl Ryghﬁ,tmgg%mﬁt (BREPD) 3@l lalmc@ssary\mn@ Rapbf ow

di fferent devic Bange nessages and i nformation
dHfectipe waispyipfhe dum S‘tgﬁaé ata B{enuF fhaoniaRt el gRly Sy tEpnferred
tﬂaeve_biodmlcéklmuobsﬁfdeo I nter oper ability (HAVi) standard,
and wiF e Sy e e B R T AR e S e
ht t: thk waenvo friedontentdias th(:tlg’meto trgedfér-(konaand/ait capyd diratigonnigo
the d igital bus (D2B) standard, a
connu%?%%%#ghg protocol described in | EC 1030 and
Uni ver sal Tirapgeraf gonfmnkiy allayed.shis wikkipieain pe parigymed|in an g
r?ﬁed WRAb e sufeQnhak e déifent Hbot bhGpRRMIie@ly LR useful Pmat

home network do not make unaut horized copi es of
t H)én the iransport changelgyich a5 asb’us between arCin%OMrdé\%mraw’ersonal computer

tghcal |y referred to as a Digital Rights Managenent

E: Erl?::v'be nfy Sh" olo%yo re ?)ﬁer S ar ¥v1ce agtﬁenala%lon Ian etngrygtﬁcg (EJ L gnt tﬁms[fer 1S

coaitabla tndi bdlledameyurb euthematrmﬁ ehaned ($yei)vieermnyleasesceSAC is set up
Gel | ed

cc@mtc@r@phm ﬁgmi SlFCihgh tﬂtwﬂﬁﬂahﬁ%ﬁd@ﬂd I3@vERAe 1 erP and ISQAKS 9796-

thada p%&f&tk@? SlgdrRnAN QLB RSAGMH R&h al &ul‘irﬁsaﬂéfs% Pfre 6RALSIAL
is all owed %hIS will typically performed in an

encrypt ed b%a%z sehgmaigR iy Sl%‘m‘sea SETEft20P f‘féa“é%’r}? g5ierate3p Aghorization
Gsts Uiktefladcdrig@vltly the mventios. ahisllistfca e subsequently be used by

devices such as the devices 101-105 to verify whether their communication partners are still
authorized to communicate with them.

The invention assumes that devices have respective identifiers. These
identifiers are arranged in a particular ordering. A very straightforward way to do this is to
assign the first device the identifier "1", the second the identifier "2", and so on. If the device
identifiers themselves are noncontiguous, for example if they are randomly chosen

alphanumerical strings, a mapping could be made to a sequential ordering.



fromthe transport channel, such as a bus between a
CD-ROM drive and a personal conputer (host).
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encrypted content transfer is available and is called
a secure authenticated channel (SAC). In many cases, a
SAC is set up using an Authentication and Key Exchange
(AKE) protocol that is based on public key

crypt ography. Standards such 8s International Standard

I SO'1 EC 144l Qut%réﬁﬁjm kX l:#%ﬂ?&%ﬁe Tn@hon@‘ﬂ@n Qh’tai 6fcd n'ﬁrﬁ%’er of

al gorithms suc orit

adeicesf Thannumberef caylgbe ail deviprsrhat 18@qur§blyScrhe%§ aSaa %lésev éfrchosen

24Q s@fsétaiﬂgﬁﬂivahﬁgegﬁ’d"t@ irlcte Btk BRY dr Beth b&UhdSleabitifie ubsst, for
in accordance with the iny is |ljist can then
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10iiir shQfdidaBorveTthielsize Wit filget.t hei r conmuni cati on partners
till th

venti on TR eiRLEATR sbSHEGFERPRE L i Rutr i of Wice.For

| ckemple & pnsof déVies enandantired hyahessame entiy, oming@akticutar geriod could
ISl ¥gStrai ghtforward way to do
[ é elésa ? gggﬁthg}&ﬁnﬁﬁéﬁ%tgdew ce the identifier "1"
t he secondot ¢aeh mbwblefdp‘ew ideptifier shecutbeyizgtion sfafus fislstermined.

O Efus! cgr?&tdsfshﬁ)fesas b DGR AUV RS it ARTENAL brHd AléPe cofBlex. For
exanple if are randoni X chosen al phanuneri cal
1

%"?‘PP\‘@?‘ a‘é{h‘?fﬁfﬂﬂ“ ﬁ@‘ué by cepldi ﬁaé?j'@attad’a’é‘c@%f &6@?& shayld no longer
OtretiemmngcaTdmamw fR6i maabmcy BorftdnBbUSw haled shewed besupied oahat
aut hOlI‘I ati g{h at us o t a_ nunber of ldg.\t/i cz’s. ghi
NHSRPT Gt ol YrBeMAr TS de e Bave'r 8 fef & Eﬂ‘f}e
chudwaratiarsstausdisbe edpresdnf it CThe s@ver 280 maysolnpede a databass210
alqall?aglkggtggl&{ ltzghhgtqfuggfttﬁe &e lcést}gr \Lﬁlé{the% og%atlprpgtgus list is to
boun s O e subset or exa
aedeesratddh ghest device identifiers or the | owest device

identifi eryRd@th&Sis WuthbriRE dreh defdntOsh (B apbit@rich. K%oxﬁ’é
the subset. The subset can be chosen to c¢orrespond

amesp Skl hasdeengriakiishedithagibe fevics is irgompliange syita aée'&frbsﬁ‘d’f of
deytiirementy@ALERGT stnasld. hb/cotﬂa SneSraiE t%ﬁeivl'&é/ is a&lﬁoriz&i t3 access,

articul a b
Eabomys Hoo B ot et epeniy ¥ e R sTaeiBieEonraon e
| Idgeiigif toarnetvogk. aut hori zati on status i s determ ned.
Thi t at
n'of 2 U f‘hgr%le gegv 96 tﬁ‘% R ﬁmaf%ﬁh%%o'a% 'n?o‘él?ie %%6% Eéiérate a
aut-feogth zwpdqﬂnemsattmn of té@se ewbdrigatjon dfasgsdn g n@ferrad embodlment

ptﬂé xtnbcﬁMJ 2@6 &Wﬂe@ ?anéé& QB icBhaliRRHE SanREumeAHEH s@a’&keﬁ range is a
all, or only content_ of |ow val ue shoul %I

bSét %f lﬁ‘;}fﬁ?sﬁlé‘?j‘t% i wsprdara}gtwdwébe dpxigs Wentifipss. The gogye 420 might
tMDexSﬁlélE Bet&rindte Wikat deviclSw@ith 1déi1t1ﬁd:r§1 058 alalith&r R84, b@/ldé§ &0l6d die not

riz I on St { {
ﬁ-\c) % ?.'&fs &‘BI?PE‘FT%S evg:esd dfggk?ges‘&te l%%lge% and I]evnces 9% 100 are

authorlzed. For each range the module 220 then generates an indication of the number of

devices in that range. In the example of the last paragraph, the server 200 would indicate in
the authorization status list the numbers 53, 16, 1, 19, 11. It is clear that this form of run-
length compression presents a large reduction compared to indicating for each of these 100
devices their status separately.

The encoded representation is then fed to list generation module 230, which

creates an authorization status list comprising this encoded representation. Preferably the
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whi ch the authorization status list is to be
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depends on the application. It could nmean that it has
been established that the device is in conpliance wth
a certain set of requirenents or a certain standard.
It could nmean that the device is authorized to access,
copy, nove, nodify or delete fertain content that it

Wﬁ%dtﬁgijoq{ﬁa&QWﬁh QJCH ﬁﬁm&pﬁlé Qﬁﬂll%le siakﬁ ftn%ggjn g 1' 93 1‘001661] 1,

net wor server 00 then activates run-
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I KSR ShiuO6Y 1R firkt hﬁfg@ maiéatap I R dibd RFiEiaL 1S €6 thdnMssame
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aut hori zed evi ces 90-100 are authori z For ea

r hnepasiddred ayherided oppyaytinsigedy Eiemeang hatgt svar? agle B#usof
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the | ast parag raﬁ, t he server 200 woul d |ng| cate in

¢ it TR B SR Y <Oma fQVF PLASthORBTof SPBE o SBfepc-upon stanus
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presents a large reduction conpared to

nFre§S|on
i ﬁsdggeélt??fadfvdfeseach of these 100 devices their status
separ at el yFor &hwpensippleelit nseagreecsvmon thiat thenfirstgranga @ichted]is lwvays

| ito e cgﬁw@{eégdtﬁoﬁz&p HHlnlebeg%Qm 'dg\hceg £r§ tforiz& So tlgit gle

aut hort zati1 on status I SI ng IS enc
r eyhasigasion disticomd bers simplezas | yl%eﬁé@m 1@1@ FOimete Bratterdevice

V"'i(fehlfﬁ@%h: t@ Uém@l%reﬁ he loﬁ@a‘? |abt9@f%d3 Astfe@tah’tﬁarlzﬁtﬂfn 180GSKPA Senerated,
Alternatively an

i Hﬂlcé%{’ﬁl"bri Orﬂ? IT(‘PSB@’ ‘ffr‘B‘G'ipEFé"G as t'&berf“’ Shtenfisyiee ‘P?P“f"?fé are not
h&aﬂkﬁrzed ecaﬁ tﬁe lext 891 brb @iithar kb d"dincs thatverg fiest intifagtiohicsvats onpnige
|nd|c ﬁ§V|ce parsing this |list can then assune

t FFATY Higv'%e I4BHEr ange has a status opposite to the
i ndi cat ed A futhersmptoh@nenhean tie otaaigpd ba osttatgwsa@ whprede@rmined

tnﬁgtwgérgﬁ]%s efa& indi E&Q#rhségn s BAOR wagbél&giram o

as t ant a at onl Sin t at
i ndicetain twuﬁ@e@gom atiselisp emlmt@mﬁemvﬁd enigy lgghe example

num%scqismaam&,% faagés BElAHE Awolld remngmndleamag,r €63, WPRNo:
bef or ehand t % first range indi cated |savvasto

bé%-doHsiitfhe % Té'EIP’HB‘F‘i’ 2age @p bedstectsd from Itl}e{%that'lfmr%h%gﬁg
t BicatbPivoR¥RBculiveSraip@t Ritisthatdate autRehizafdnl s@fus NERER wefe d@evices

P ;Wob\élf“%g'g‘(‘ﬁt{gmﬁ%/{e'{t ﬁtgttup thsesect(v% ?gngess c%tlﬂg th/re %een in 1cate§l tas aEsI;]rlegle
range.

The number of devices in a particular range can be indicated using a fixed
number of bits. It may be advantageous to have the module 230 determine what the highest
number is and to determine the number of bits needed to represent this number. This number
of bits can then be indicated in the list. This avoids the situation that for example 32 bits are
used to encode each number of devices in each particular range, of which 16 are wasted

because no range comprises more than two to the power of 16 devices.
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decl ared reserved so that it will never be assigned to
any devices. For exanple, suppose it is agreed upon
that the first range indicated is always to be

consi dered authorized. In the beginning, all devices
are authorized so that the autlPori zation list could be
as si Ml e fiph it Hien: 6 ccifbffa AR Ilingleala cMRCAS thet Ldf an
ten device | gnt iefs are to lared no 1'onger
alftemeRtico e, msz\tlmwnm%wez@ngﬁsmﬂ deviegtidentifiersy fiythis case 2 the header
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aut hori zat | gn status
prdedess eanging Gom |"férﬁtqu¢ressl w "tapr@d@ﬁsa'hlms beey) defermingid ged is shopn at the
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sSa ut hori zati on St at us. re evi.ces. |
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C &4 bbids. Wby eudtire_eof uxtmplmghabeeddlamdm the hglle. Thamgst. sightfieant bit (MSB)
n %?pa%ﬁ ngg 1%1%%’%’(3%2113}@{3 )Elge C?B%{)%ﬁ&ll ?a'fius el gev?c%@m% cBnespondlng

i ndicate

admmTég etberdits of eachweord pre used mn@cazeaoe ld@ﬂeqbfrﬂm%ramatliaﬂm of
hiigB&SthailIBEsmikksy. @and to determ ne the nunber of bits
needed to represent this nunber, This nunber of bits
can then bEpugRalythe ahorizatiomstatys list canhpyes mapetopieally fpsreasing

S lg&wlb@& veRRh nlirfber, %@ NP i&/icdLushighife IR RuMdied be aonﬂgmémlce only

nmher of d t |
o A RO B e R n B b S BBa SCishine] QBB g Plsrored
t Iamnng tocon@nttdna dzovue stoell inMEVRIEMIioe eardbfl tha delviee. [Als altegnative to
t ARG ATBLNGH L 00A 5 Nl © data el ement, so that
an

UC covers nu .I p_| e nong:onsecut Ive ranges
of devi ce Helemagemr@tpdsthe puthoripgtign gtatasdist, the spraerd0 nesfls tp make

dfeAnfBinBiIEdn the BE0EvaRsRVD % d8Viceb AL ﬁ)@t Tl‘f?sﬂ:aQBe &Jﬁgm a variety of
respective ranges covered, for exanple

126Y51 A seprR09 gepld trapsipig thelistdube deyisys ?qltlpéﬁﬁ wggnbvla a network
dayhg:@wcme&emé o, fom)@mslamreqheem the a’memm@ TRS (st could
oot b ol aelodlpd, A e etz e By PPN FeOR e
meassadiehedist to@thki deaicésad whiokl 2 is(csectdn ltey preferrddftRat when devices
receive authorization status lists, the devices store only the list concerning the group of which
they are a member and, accordingly, there is a need for only limited storage size.
The server 200 could also record the list to a storage medium, for example an
optical record carrier such as a DVD+RW disk. The medium can then be supplied to devices
101-105. This medium could also hold content, or be dedicated to the storage of authorization

status lists.



2104). Fig. 3 illustrates a preferred inplenentation.
The aut horization status of all devices ranging from

w0 booseb1saddr ess” to "l ast address" has been deper/m2esdso76e
and is shown at the top. There are seven ranges, five
of which are labeled n | through n5. The remaining two
are ranges of length 1, indicating single devices
bet ween | onger ranges. The | ength of these ranges,
together with their applicabl dlstatus is indicated in
the aut hor'liztﬂé Jngd?unﬂseyffh% ré\&lriiftble%g 1t5}§ rt:ilgﬁe&m'etcﬁ'ﬁ"the list jn an
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Thewlaeat could also be transmitted periodically. A

device that receives the list fromthe server 200
coul d trandhinaliemativesalptiondo Hispeablepe WYL 2 \rgeeHs tp record

| SidéHENEa6t ®th, e.bla raflon@inGdr/if the fiRat daaed. TiR\GltB&Szation hst a
receive uthorlz Ists, the.devices stor
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al so hol d content dedi cated to the storage of
25 A AR SEPHMN sriegS e i"%‘t‘@s 16110k & thearutik 120 oppraigs the server
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in an, area tg ah(;é consumer - rad I%S?E the ofh
TR CR TG TR ST e o the oher
devices in the authorized domain.
The authorized domain manager might receive an authorization status list or
30 revocation list in a non-compressed form or in another form that is not suitable for
distribution to the devices in the domain. Such a list can potentially be very large, and the
network 100 might have limited bandwidth capabilities, or some of the devices 101-105
might have limited processing capabilities and be unable to process such a large list. In cases

like that it is advantageous that the authorized domain manager generates an authorization
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i nternational patent application WO 01/095327. To
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conmponents which are typically not available in
consuner devices. An exanple of a technique is to make
use of a "wobble", a radial deviation of the pit
positions or the pregroove froma perfect spiral on
opti cal di sks Ot her exanpl es 18f data stored in fixed

d %Faﬂls At cJ \b?n tﬁ escéggﬁ\'eglr @%ﬁ\ th%gfatxg?]VleOWM reccaved
sel ective y amaged ots on t I'sc material burne
b)fmm@‘ﬁmp@mp"wfasers or data stored in a special area

of the di s¢nibinchtisOsttaiobsd" JuBRAzA6 YarlbBkedholidlbe done by selecting
International patent ap El ication WO 01/095327 al so

difEo 18& dobal” agharization stplys s anly thaiinfarmatipmhigthgpplies to devices in
auﬁeftibﬁiaﬁatﬂe(llﬁmﬁh afah@exl might m@ Fdr eXaehpleGhidhalege: itiéntifiért th'b n

2 el el Mchne bt YERO PRy oSt PR ot

| iledal duthodmripruttangd lanbveriag droskaidentifiers. e damaddmatage naghe digitally

| I
g%ﬁ ‘?he%%)%ﬂauﬁltoﬁéég@é{us liéta %‘f» OYectSlp&ﬁ{!;wg ¥éHe g&l.dd g]a%§chg{g a
Theyedaregrage duthenticption epde (@eaﬂflt‘trh@ Mﬁélwé&érs@léwq the defiiges in the

I §\wobkauidb ?o REHEhS Docé?fautﬁaﬁat% S$htus ]TJ?QS dutShticl S Onl y
accepted n%ha conmp l[iant device if a summrary n@uted

by the co ‘i%?ﬂladeP%?émﬁaé'i?aé’ﬁ%%'gﬁqéhesdGWﬁeérﬂWo thg demain in
I ra 16daRdebicaiaehtiiat B thdt €&e, thelo@NavBotiNibadtatvTisS&@uldibe Giked 6h

this problem 01/ 0953 t0.Jec
| e Ph SR e isrednoaad g he SPEPERIEE abisk. T fhg advantage
f ithae theal amce_adeeﬁaﬁersTdnetyanuallycchwsszrormm srhallﬂ rang® than global device
C i eRBf?e‘?sr @g@ﬂl %ea%F‘ Fﬂiﬁhéf a&ﬁbﬁ&aﬁi% A0t D& dx'og%'é‘wu‘éﬂ Gajibon

a aré digitally signed or protected by a nmessage
aut hent i catn afurthep otinzzatiorsscheness the messpgs par i the eeltifisate is
arc@rﬁ&égseooglgﬁd?@es%f %ssa&@ Gith feh¥f n 28 QanI lﬁvé t‘lﬂpbrﬁﬁértly)fhat the

nbodi ed as a conputer system operated by an entity
r é‘?eéﬁagf‘e‘iﬂ" poretiever fipat iy tthgflﬁurpa?eiﬂywapsne méghy thmé%ttaaé fdsgno
Cadtigerinebekdaiy)to MEIu§eethd broi-1B tRHs& @k hrt«ythé fa89sage Pdfe B the certificate.

t t t d f t
o S B DL Gridih VTR Bt ceviee e
dey ngmswdy(ala:vxdeo&cbmeith@ viegtdific kit/ch a0, mp:msea:h@mtu&a)rdsdasmg is very
S%gqegglgfaggwg}i%Pa%nﬁ;b%tdagegfoP &%B,%'JUH [d zation status

era |ng as aut hori zed
domai n man&gkslp glelme filkgriog devis t@lfplmngzapmmﬁedstwrrwssagq mitt of

anyl IRKERe dnly RYRIS a}%aﬁ] th&4 508 Qhd e oh L@V GBSIDS Brebelin the

aut hori zed domain. The authorized donain manager m ght
r GEUPVESTAYPSUheier liowgﬂt A “ighspt( are determingfl relasiyetodhg Bdfring

| ir@4tioh)I THs flfbﬁ/s aR ?iRErQS S&f’defv&g&t;ﬂ%ﬂlﬂls at;d?mtaak@trbgeﬁ cdn@ida rteféf’drr]lt
iS no itable or ri 1 on 0 evices I n
ST D A S B r e s B e v g5 S RSPt B e eifre.

t laBows the rapid rejection of the bulk of certificates that are irrelevant.

An exemplary embodiment in which a source device authenticates a sink
device is illustrated in Fig. 4. In Fig. 4, the source device is a DVD reading/writing
(DVD+RW) drive 410 installed in the sink device which is a personal computer 400. The
source device 410 controls access to content 425 such as a movie recorded on a DVD disc
420. An application 430 running on the personal computer 400 wants to access this content

425. To this end it must communicate with the source device 410, typically via the operating
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a large list. In cases like that it is advantageous

that the authorized domai n manager generates an

aut hori zationstatus list in accordance with the

present invention from authorization infornmation
received froman external soutte. This generating of a
LRGAl44

e R 440 SHER B RS b Wots oBhochBit H inelBPoRipuy 0.

oAb {he conpant lsrﬁfoéﬁCWé’tthetﬁQUf\‘AMedﬁe &l9prill esly geanidbe/tegussied avcashid it

dedNBLdRess NP aliRABdaR (RBNRABYicd W00 rakiine WeckQ nna§mapé ﬁxpplymg the

whi ch device identifiers the devices in the do

hERPENT QVET 041 it thepprsopal fomemyier §§0dp He aprlisgtiop 6?0 ‘E‘Iﬂﬁ%ﬁ‘é‘ed or in
| chpRdréctedesrm. and generate a | ocal authorization status

list covering those identifjers. The manager
o ont o o A PER Bh o L& Ss a fhn AR D e aray e
| in§drmationrag nexcitto bet upditére Faviesanpld, @ comateaimpnlcamg Yovainh@yimes the

5 148.@%4&9#@%@&%% 1\%559 &Eﬂo e \@/%c('r:egged I"Ag g% eﬁ;ﬁayjb&tkqirgﬁ%rﬁ)ay RE to
abedefstedionbave e satussat th Gpvadditor oﬁedst/’atct@lwd ticket gepld also be used

abdeN B ateht 6 @%4@1&%@ cﬂﬁ@:@ﬂ%{ 2383¥) tﬁfaﬁ{@re AFSH IR Dn tiB&t-based
devices that joined the domain in a |ocal device

i BEetE Thisaipdatipinofhratsagedights mane dope by thepuree Af\isHl e by the sink
statcdg0d.i st coul d be based on these | ocal device
|dent|f|er3|nstead of the obal e identjfiers,
This has tAESHUSHCALRS Proses #eosegrre g‘é{?F 8 Yeglistherpyopation
astgug of hiecnk ldyvieeH08.dlo this ohitwosprised @rauthatigdort e ciidcking|

d h t r| Z

S[t%g%uﬁ 41Fq§‘t§l£a\A}, leﬁﬁgcﬁdg)e\cliv 56 go%uwg%%%%aah %Be auFlm%rl?avﬁn S l]!]S cﬁeclkmg
opeduid A4 preds t@@h@m@zathwtuﬁélstsw@rpaw whetherttheesink dewce 400 is
lc:amlﬁedC% & th teHBALIE S PEHust ﬁoaraaieu&eéemenﬁﬁﬁmew o,

m < C can have the property that the nessa
cl.i*r? B 408 iy have Birrqnss £ cartifecatsistpned hyra awb@f@r fryste by the

l\lt’;blutée Havideaeo, mh@htcertlruafeleoﬁtméd thit ddvice RRntfRA ERKer RAGRSRAL Y
hensel ves into the

u
e%%slj}émggf e 8tf°%i’rﬁee£s(f’e°r°fsf %cate. However, filtering
c ertifi cat®e module4ls thkacelelit g auhmn‘zlanmratdsfhista»aﬁcm ctesstthig O
ev}@p i/dgﬁrhfgre ¥c¥r%§d tl% gagpﬁg Qh&%@ er é)ﬁﬁgsehstg t:é Idc(a:teex%mnke):e\&etﬂersfhls device
pndmtlésvsr, mnnsed\beweretk@bww 9rl highelst vlmﬂeddehmﬁﬁes indicated inithise
f e iRt HecERErY | a&th&astﬁm st-gfas ns@ lney BASHRird il A Jaﬁ&y ?gw%@\ﬂ sy

the f | owi ng)pj prop osed he nmessage
clave Pqev supplied i the SH‘é é@gceﬁeo étcmvla hpvetR@ reqdcfmsq storggg gpedium. It

lhéygﬁe@ﬁeen &Eﬁ&hﬁﬂo@&h@e&%mb fbrrbx&hﬁle B rE:pBHsO fo bR By the
(gh I owest" and "hi ghest are determned rel ative

O%r der i ng relation). This allows the filter to
deci d e whéh hptefetrbd @ntoeifrehtltheC ptoRerM(tBh1dinkCd2Mic&40D) presents two
be,.ve

(B R Qhre s OlRepler ane ke p R AR Beh it it hs e 85w ¢f

which the prover is a member, has not been revoked, and a certificate (installed in the
factory), that confirms its Device ID (i.e., that this device is a member of the group
mentioned in the step regarding the latest revocation message).

Typically, such a certificate contains a Device ID i and a public key PKi. An

attacker having intercepted a certificate for a group of which i is a member and trying to now
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allows the rapid rejection of the bulk of certificates
that are irrelevant. An exenplary enbodi nent in which

illustrated in Fig. 4. In Fig. 4, the source device is
a DVD reading/witing (DVD+RW drive 410 installed in
the sink device which is a personal conputer 400. The
source device 410 controls access to content 425 such
as a nmovie recorded on a DVDld4i sc 420. An application
gergolﬁgtg R 24 hwé?heggcréé QE&?&KI%&H&H&I@%@ f"oofqow&llsfuhl?er
ess t ii's content
c,f@mmynlr:@atl avilipetahorted avhemitis dedetsetod b)ethmwﬁelt ypl cally via

t he oper atsyRgs¥siyane A&Qlevzhs eéierinmes%rnfmsm#g@{h%metmnﬁer
vari ous comp onents I n t he persona conputer

tfRlls- Thintaa ﬁf dong iypgly g2y §ne Vaeis Wglslepringian Afse ba‘YGeW'F flevice
QadnyifigHaadthe foR@st eGHEadhekr ameaﬁse tb thei laﬁth@rmloa yaaessfiul |y

aut henti cate t si nk anting acce .
A0 b€ i 1S g% e 08 BRI s i e gD G e 18P
phe ©0m adactes nputeeds tHOGTsEt0A tduer apypils koczlt! the endBOofi the ranges to the
H{)\Q sg&ek%gldgﬁndep nglg{lﬁﬁtth%q?xﬁ Q&dlls o’?‘g'xcpeﬁggl gévn{gl &ntifier for

orization ofraccess 1o e’ con 225 e usage
rthfgqugiewntf WOntatbpth gasam the mzediwhase lsagth palps eddeg-tgrthe sum then is
eXEIFBl@ble BangoUNt er i ndi cating how nmany times the
content may be accessed nmay need to be decreased. A

one-ti me PP eybranges P RgdEtemifed gt arepmited dg reqduly 449 negdite
latias this pRddeiBrnSiRdd 16nQth WhidiveRbrl mlenc@lhtersla%asénd rafgeS@vifigtht &fhe
ket .could al so be use 5ent 6, 601 , 046

See
(aé{ PRV @R B mﬂ%‘”%?ﬁ%@%‘h %‘“6‘ forfe¥®at i on on
ti cket - bagegefaccions to i iﬁplememradtabmzagoncsfatds higs is pog discusght s
L){hopgedg(gr l?ps ?,Ystst(EELg%}‘ér s?rlbql%x Ib? gK%);llgsugﬁce l@ém&hﬁ %dﬂlghows

v ce aut hentica
dadudierization sy of kb Bevidee arrdewapm;r(wsl! B oe.-3f-1x Iﬁb;e &fﬁln ié

AN aca %téfQQmorTsz bl%luﬁs @e?t@hch&s QY. E§&.§A(ﬁf‘ce@b&£ D QbkBd bQR:
status checki ng nodul e 41 typically enbodied as a
Ll Wity Bg5roh g9Vaass W'T*h@“‘&&)PPﬁJ‘PF zation status checking

modul e 415h@aﬁrﬁ>ﬂ5anbxh§atawfmrdmaats mnlssdhgé 1b|§pel:1|ﬁ it @ch AGC
er the si nh devi

$ tl%ﬁgt Hp ]sen%tﬁ r1[tBea"\G'1ls(;)1n Avfg }Hﬁ gtlt'h?{ﬁa\ﬁnétaaxé\ﬂr glés 1S ufentlcdl Each
ircielatigth is @recdded byt Hebislagkha amemﬁs tHBatus Th e Amthokzed @véstiblish a.
V. epted. a. n, ..
ASg.t g?%{h'éﬁt ﬁ‘ﬁg{;tﬁ% {%tust emglgl%t% t(L,: é . "?5 Sev‘?’ce %eo%el%l)\%}'oc d or its
@@nsmﬁmbame contained this deV|ce |dent|f|er Qt her
ways to | §gkftofe s‘E@P{ hﬁ‘a?et‘ﬁ@igﬂfy' b @bnsetufvedlinsGAN RSkt A

possi bl e. The nodul e 415 théh sel ects an authorization
el ehall indicate {13t 29908 M%thmhs ORREYTESEIUS BT befwesn theftygg runs.

ephe Bl cBirdf tRAESHDE: AtaTRRAEAGES istdbfised hd tBd tabl@ b&lew-er m ne

whet her-this device idepntifier is {"an‘hr‘I sed between

tH&a¥ owest and higf@gkda%W?ce i dent i f 1| MEMPNGi cated in

tddttHicateData() {

AGCSeqNo 4 uimsbf
First address 5 uimsbf
Last address 5 uimsbf

AGC_Format() 1

Description of run lengths | variable
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read froma storage nedium It nay have been received
fromthe server 200, for exanple in response to a
request by the device 410. In a preferred enbodi nent
the "prover" (the sink device1§00) presents two
igitally signed certificates: the | atest
aut hori zation status |ist, which shows[that a group of

hi ch the prover—+s a nenber;—has—hot—beenr—+revoked,
and a certificate (installed in the factory), that
confirns iThe ASGReghio fighi ¢dntains thetSaqutendeNumberedf e & GCS The First
MRJHREY is e 1DREHEHRVRV B LN S Kq% .Bli‘%g z“%ﬁ? qu'iegﬁfg ?]h% 1D the tast

the. |l atest revocation msssagesl. _
c &M LPveEddn hpAPS; Hae mmbenaf Bitey thatjis ta helusad fonth desciiggipn of run
PléhgthsAB spatifierdyahe AW iFagnd: ntigr cepted a certificate for

¢ s . .
o mper SONSG S TG Ui e biep e pREgoISlgun
cehenetipdiydn Fig. 1 i thiirsiated ofdhls pfoddcb@e HoQARAMAE DAlideQRchange a

| when this is detected by the verifier,
Bl 2R Plh e YB FR b A Filou e (et bot
t ieHerd ondthe Peiéastchdck dhe abithdrization Bhihs otharts PhblicdQn EeitificAIB(PKC)
VB WerifyiARGhatehy I[b,%oﬁtgn%%% ﬁg ﬂ(gs%)g&?axso nfasv%fid Rgé\é\f zﬁ"xp iirtbt?fs ontext

device identifier an evice
PNt L5 sedveRre npabes denaise psAeYeriGETeaNa s grdatst thamor equal to a

ChequithdeQiimbariienddadyl i erifbisaqitd) %ex@@kh@‘}griﬁéfcﬁeﬂs eSS of an
of(Géhr% {dametﬁ lgs gl v;& in the li'st unti| the some

r'ede ROYET YR HayE andnretherthedD of s dirovest Piaip aptually soverd by
ttheAGErithBevdde abdHost ARGty fIfill i rble WEBLI@MbER On every disc,

i i f-L@ar i until_the sum equal s or exceeds
R ott Bl BRELIEARLT 0B, T A riomaGeF B 1A
Pavidsd by the KIGrg¥enflesiseNd @n gt bbtaiss! floasdeveaadd dagket:0 t he
sumtlend is the applicable range. In case ranges of
predeterm ned | ength are omtted the nodul e 415 needs
t 0 “ad®fheriPrEPlBPtlwEsr ni ned | engt h whenever it
encoumdesrs cénéie@nd range having the sane
aut hor i zalii gn séat us as the range whose |ength just
was added '8¢ PEEsten, feth e Blogtrapg the Bevigagepasats ashronssrie the
abetlleegei Subbdqoantls thath s Hois%i ESHE SeW@U%h@%k_Stﬁéll%@eg\Qd res ogse.
ou i sts s) are distribute a

BRI, LR ol e ieomsE st b et bbbt and
gﬂﬁﬁemis;e @T;laapq 2 Bde ey Gem dlatal inAhmIgip_oﬁei (mg\ﬁ th(re] edite dgﬁ)thi Host

5 i,V t tharize ups
o 9B ey, TRy Il R sy i e P AL e
Aeppletipn of the §AG estabfishasut psecolni t h cont i guous | Ds. The

aut hor i z af kiidk AbtBiha thelaB&ve HRALGRT ethBbatan® il RS alnSr than
spec fied in each AGC
imit the invention, and that those skilled in the art will be able to design many alternative

embodiments without departing from the scope of the appended claims.
International patent application WO 01/42886 (attorney docket PHA 23871)
discloses an efficient way of combining a contact list and a revocation list. Contact lists can

be combined with revocation lists according to the present invention.
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status (0 = Authorized to establish a SAC, 1 = other).
The "other" status can indicate e.g. that a device has
been revoked or its status is unknown. To encode short
runs efficiently, two consecutive runs with the sane
flag val ue shall indicate that® a short interval with
the oppos '1‘0%11§Jv ﬁ;rbjsﬁec% f)%@vﬁerpﬁ{sm%gwwg % &e%mfn% rev&!&ﬁon

structure of the certificate data fi el

oeFtPsrRé their gauinyeent, His|methed pesoidime & 'A@egwmarenfeqpe!wetmt"é@ ns

t 3201888 ULRERY BbURBIPHND14608) oé\cxéus%e First address is

the ID of the first device cover . The

Last addr S&PPO FRfGRY "PI%CB?"“P‘H aly ‘iﬁ‘é 2&55 @&Q‘EFye%"'feh

t PHENIAVBDS6) dhecribesiaéthaifof biydt setred deaice fos aﬁtlﬁbrhmg ased td @htent by a

t s?% c%\%l?e(r:rlé tap%ordgﬁcawl%\ruug%&ng}hsgf ng C néené S&{J %gﬁt(}cr on C? sYorage mednum

c¢q>a1r¢lbd1 bethe ezpedsecep Tt rexodtios ftatwnof Shehsavralevicedb nylf rsdnusmg the
%1 re@entl&%s&ﬁ ?evgéaflﬁrt mﬁ;%oﬁ)ﬁlatt {'évﬁllMeQF @e an%e & i n'EQlStB be

VI Ce excC enge enge
cra?ftlféﬂdr@g pwfﬁhefav@artl@@mmﬂ decgss ﬁcathwﬁfenu Weasmg [eyoqatin

SigfoRffion h8fbiatdaalith thd @ntel Stored BA tHe BBrabEMb &g GhEGkKo1§ e

aut hori zation of the other's Public Ke Certlfl cate
(YRS OB IO In S1aARs QUHER S1oYaRE MM CABAAUPH RS feHocr g Ispigmation
&pﬂ&s&d‘tcﬁagameﬁlu\habﬂ dillyAkdpart Vialdting td the itk devieQ s @Xbnalieagdsted to

that a_sequence number. denot ed. as Proy

B e R R R e A e R
\Ryeferable tHBeie lgie onlty éf tedxgsultiobtht/eerification isghat giesink Hevice has been
f

SRR A .0, B R SARNER G
AmfdaBGﬁtWﬂDé‘?/Présémaﬁ‘Gm!%st al t er nat eI y fulfill the role

of Verifiag (h@rc@}ﬁ%r anyQTer@ﬁé@Elgns%laS&b bedtedbHrdtHebed @11 not be
G oups. Li st i s_stored contains a

C(i?ﬁisllw‘é{ as hérétfngdlfe CmSThe moa/ Icmnsgg qu[%nqk'a)@ludgthe presence of

\@dnehnis @F S5 biheictiah thde Didddah B eldiml TRIWEE Ve loatanS pradediagan

?elnesn(l:et“?lhdoresdnoé f:xclu%og;g P%}e?e{rl{;}e 0 ev a‘lagln cﬁolreﬁer%so ee i%{'elﬁle?na an Qe

ampkgpoesy mang dfdadhark k:@mgemg @ubsl&hﬁmectteleylentb @tld’]bytﬂlmns ofa
A e RGE, C Coarul only i1 the response is

C orrect. [mthedeviqeglpim grumeratingpeyeral meansigsgyeral wfithesh gneans can be

[@ﬁﬂo@i@d $2dne Hﬁcﬁtﬁ@saﬁle ﬁHﬁ olRYdwateOTheddr@fabiihdt BEtalnGSRQIRS Gre
the Device and the Host know the Bus Key. The Bus

Kéil%i’ i Tl (et Riegsapenycliims lges potiadiqaje e p ean gt affhese

t @ supAGaritot S used to advantage.
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conpl eti on of the SAC establishnment protocol. It
shoul d be noted that the above-nentioned enbodi nents
aPCT/1B2805/050766
those skilled in the art will be able to design many
alternative enbodi nents w thout departing fromthe
scope of the appended clains. International patent
application WD 01/42886 (attorney docket PHA 23871)

di scl oses an efficient way of!Tconbining a contact |i st
apgdapyd.evocation list. Contact lists can be conbi ned
Wth revocation lists according to the present

i nvention. To all ow (prospective) owners of such
devices to determi ne the revocation status of their
equi pnent, the nmethod according to internationa

patent application WO 03/019438 (attorney docket
PHNLOL0605) can be used. European patent application
skrial nunbBethehaf@emIaingan aythorzar ey stawdick FonmURing 2megEne 2

dRKGNbMRRcoRed BHrBR At o ATaudOHF 66N ARV F@ nfier of devices and
aut hor.i zi ng access to content by.a sink device in

atiye e TR S\?\ﬁ‘t‘ftl*?"L‘&'Qf;@‘ﬂ}olrié"ﬁ’f’%?tatt‘%@t'cont ent being stored

on a storage nmedi umcontrolled by the source device.

The revocation status of the.sink device is verified
ing the HetepR el cohifull Mol Sl bl 7o,

t indicating, ferveatH oflsinember of laegesisfalgeicasi thdegicerdiad particulizg range having
np%rfe'a@tﬂor%tidﬁ%[a&usﬂfle rtu%elq;f'_ti%é HahdnQR sa‘?(]c raﬁé%g.ess_ to the
content, and using revocation 1 nformation associ ated
wWth the content stored on the storage nedi um

ps.ef er abl yrHehRiho@ ¥odah 2 0ddmipASiY iRBEAORinSheduftSriAtor s list
e. medi um ot herw se. revo i on inf ion

sfora ] her wi, Th ation r pat

o%ﬁ’f farR opigrages thetiRRTation sy sﬁarfch*y tg%ﬁset“c?séf‘ S?CF ﬂgsgtddange&
the sink device, is optionally updated to the nost
recently i.ssued revocation informatiop if the usage
Fants necie g SiRpIRs oRBEHAAd i ok pd ARG s
olidt y bouhdarhef snidsanges. of the verification is that the

si nk device has been revoked. The revocation
information as used in this patent application could
bé prepar ekheimsthad elrlaim Acompiiting ipdieatipg escheprdayideyies ideptifier
| Rwkdd8ndfdr RighSst indadeeS €r ence signs placed between

par ent heses shall not be construed as limting the
claim The word "conprising" does not exclude the
pé.esence Orhe @letide bf Sy previsiisepsm, Gbinprisirig paferiting e rdptesdnefion

“in .a.clai T. word. 'a" ~an" .precedi ng ,an el enent
q dexcatl{]g,%rad?s rangehcgf dev1ces,%e devnc?s ug {hﬁ s Pgethavm asame?irst

es notT’excl ude presence o Ur & y such
ehuthreptien stdthe the myeber phdevicesnn the firshphgenadt foda feyondeagsofof
hak, Ve 4GP R A%nd BUE! RlinGh StenEdon L RITED L y
rrgeg%s’o? a Jéglrnttaﬁgy npr ogr an%prgg cgn'plj)tnerﬁ%:ﬁn “t%ﬁgg[gscéi\t/}?ce
chumbes e deiess Hxthqygeondvaseal means, several of these
means can be

7. The method of claim 6, the second range being successive to the first range

and the first authorization status differing from the second authorization status.

8. The method of claim 6, comprising omitting a further range if the further

range is of a predetermined length.



enbodi ed by one and the sane item of hardware. The
mere fact that certain neasures are recited in
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that a conbi nation of these nmeasures cannot be used to
advant age. CLAIMS: 1. A nethod of generating an

aut hori zation status list, conprising generating a

run-1 ength encoded representati on of an authorization
status of a number of devicesl®&nd storing the

J ﬁ.p resent afy. Qliof _of {m %Wn mfch ﬁ_@tplréa@teﬂi@eh Ll’éigdh'e&llals ofte.

The nmethod of claim 1, conprising generating the
representation by indicating, for each of a nunber of
ranges of TRVARE of dIdiA s0@WIpRaSy inficainD @Y thd LitHoAZatibRAGE list
havi ng a sape authorization status, the nunber of
d@@?@gﬁe'fnﬁle%%ﬁh'of said ranges. 3. The nethod of claim
2, conprising indicating in the authorization status
IV e e L
mednibedofdits used formdicatertheyumbermmp dévinenin epahaif said jamggs.i n t he

aut horization status |list a boundary of said ranges.

5. The method of claim4, conprising indicating as
bblindary alhgaiethed of 2 previpiselain gr@ptisingiadietingin dhveythorizgtion
t B&ud RPPESsiohumbiten @Bt NeGi&f datNy Pprevious claim

conpri sing generating the representation by

indicating, for a first range of devices, the devices

I B.t he fi reie nfettiodef g pieigusalasm reompiidit tradsntiftiag the adthddization
I g R T L
sBobardevienge havi ng a sanme second aut hori zation

status, the nunber of devices in the second range. 7.
The nmethod of claim®6, the second range being

slitcessi velhemethiad of any grevipustépim camprising rpqording the authorization
abhafst &t kPipeSlediuths differing fromthe second

aut hori zation status. 8. The nethod of claim®6,
conprising omtting a further range if the further

rg91ge i S Ofhe@neftod dfdlAmh M el priseia@édordthg tHdmathoRiatiaitkts list in a
c aid[f?t& I N. Whi chblt qe re%eterm’ ned | ength equal s one.
1B AR 5B PGV OOl AP B o pr i si ng i ndi cati ng in

the authorization status list the predeterm ned

length. 1 f [ - i Sing.. fpt

| E00C 0 1 ngre MR BEAR 1% lcoR MR cor TR, dofidion s s
ofewhitabls ares eltr newritablelsterageemaediv and mtserdingfe cyptpirepitc ummagyc the

OfutiRBizlioh SRAER inkdixed (i MBRIAAH RhvriRRY sBfaBYH QK. Cl ai m
conprising indicating in the authorization

17. A device arranged for executing the method of claim 1.
18. A computer program for causing a processor to execute the method of claim 1.
19. A source device (410) arranged for authorizing an operation by a sink device

(400), the source device comprising authorization status checking means (415) for verifying
the authorization status of the sink device using an authorization status list as produced by the

method of claim 1.



status list a version nunber and/or a creation date.
13. The nmethod of any previous claim conprising

WO ea@sdmiss4 i ng the aut horization status |ist toPEI/IB2O00B0766
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for enabling the device to verify the authorization
status of itself or of a further device. 14. The
nmet hod of any previous claim conprising recording the
aut horization status |list on a storage nmedium 15. The
met hod of claim 14, conprising’recording the
ayphori zat m&oﬁtc%;eﬁod Wi thefe grécg,ﬁ@odanda%anaﬁ&%ma{s 1i as
rewitabl e storage medi um e nethod of cla m 14,
c drRgrGed Prthe pethed oficimd he authorlzatlon status list in
a rewitable area of a remwitable storage nedi um and
recording a cr pto e of the authorization
sttus |isths rﬁ i?é c&mi ﬁ?’é%[ se adixpdfaaagaapdgeyritable
Stdas age imekltihe authbrizdionl @xtuCIBt B rdcandeid tHeGixeddatrdmdal NQ
the method of claim 1. 18. A conputer program for
causi ng a processor to execute the nmethod of claiml.
1922. A sour Tl rde@w aaicf dfidim 20, cameohg f dixeddatabaoraiand m@we'uable
ORh b, Alufith die SluizAEY UGG sleQe)corde t}méwrﬁ?oledﬁy
onprising authorization status chec nmeans
f @ryp\?érlapfﬁ%umgﬂam@ theppthenizatentsiaph hstt'Saltewdeéﬂn thé ’éxegudntk area.
devi ce using an authorization status |ist as produced
by the nethod of claim1.20. A record carrier on i ch
éér e is recispeembedyingar HBW“%%‘PP gptuslish s produpegby é@ meth"d of
prcaguced by the nethod of claiml1l. 2 1. The record
carrier of claim20, conprising a fixed data area and
arewitable data area, in which the authorization
status list is recorded in the fixed data area. 22.
The record carrier of claim20, conprising a fixed
data area and a rewitable data area, in which the
aut hori zation status list is recorded in the
rewitable area and a cryptographic summary of the
aut hori zation status list is recorded in the fixed
data area. 23. A signal enbodying an authorization
status list as produced by the method of claiml.



