wedel MHHI <K. j KxL6MIIT M f> 1 2 O F E B 200g 1 A nethod and a system for
certificate revocation |list consolidation and access This invention rel ates
to digital certificates, and, nore particularly, to certificate revocation

{i-st consolidation and access. Systens for acconp?i .Eﬁﬁ 4pess
transactions electronically are becom ng increasi dﬁ ] ead, partly
" because of the advent of gl obal conputér net wor ks such as the Internet, and

partly because of the evolution and maturity of public key cryptography,

whi ch enhamsemeltitodeaid |y By SUER EUPPHES-tThe | B0, 9k bl Te key

" cryptography to el ectronic comrerce has been heretofore envi I n
docunment s such as Recobirendatdngol H@9tafort henbntekaakional -

Tel econmmuni cations Union (ITU, fornerly CClITT). To use secure electronic
conmer ce according to the conventional nethods, each user has a pair of

rel ated keys, nanely a private key and a public key. A public key is sinply
a value (generally a nunber), and has no intrinsic association with anyone,

i ncl udi ng thenper 3a0eWPOSEe PESSELE ki kﬁ.'gaquQ&Qﬁk% fas Wdgspread,
comanercial use of digital signatures requires reliable 1'nformation

associ at Pagtipuillamdykeytso Weéhti fievaltiel 1:20rqe@Rk36AS .1iMRS 32S198aEDOS € and

I dentified persons can then be authenticated using the keys.
access.

Systéms for accomplishing business transactions
electronically are becoming increasingly widespread, partly
because of the advent of global computer networks such as the
Internet, and partly because of the evolution and maturity of
public key cryptography, which enhances the security of such
commerce. The application of public key cryptography to
electronic commerce has been heretofore envisioned in documents
such as Recommendation X.509 of the International

Telecommunications Union (ITU, formerly CCITT).

To use secure electronic commerce according to the
conventional methods, each user has a pair of related keys,
namely a private key and a public key. A public key is simply a
value (generally a number), and has no intrinsic association with
anyone, including the person whose message it is to authenticate.
Widespread, commercial wuse of digital signatures requires
reliable information associating public keys with identified
persons. Messages of those identified persons can then be

authenticated using the keys.
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rd 20 F EBZ200 2 Digital signature certificates neet this need. These
certificates are generally issued by trusted third parties known as
certification authorities (CAs) and they certify (1) that the issuing
gertification authority has identified the subject 29 FlEfeB 4ficate
(often according to specifications delineated in a ryi on practice
statenent), and (2) that a specified Bublic key (in the certificate)
corresponds to the a private key held by the subject of the certificate. A
structure T85gPUD 1 CakE¥abfld | T LEALAR datebNCikded Idhikhe necll® strandar d
cited earlier” The confent of a certificate is often specified in a statute
or regulaktopicdtdy Riredlgene?@igeissidesaie hastede thardapar Ki&dknown
CertificateVersion NunberCertificate Serial NumberAl gorithmldentifier

i Certif iacatcerkssiieatidn chuthoPgtiedSUB3er abdr Suds ce¢peifys bl thatkeshe

i nformationSi gnature of |ssuer 11r 20FEB Zotg’éé 3 Genegal y,. a valid
term i s iSFUENT| @K Hificadionr antheuitty Prseidentiiechie BYRSRET i tatt for

its ekag%Ekgféaég ?ggLéﬁogécggging to specifications delineated in a
certification practice statemenf), and (2) that a specified
public key (in the certificate) corresponds to the a private key
held by the subject of the certificate. A structure for
public-key certificates is included in the X.509 standard cited
earlier. The content of a certificate is often specified in a
statute or regulation. A typical X.509 certificate has the

format:

X.509 Certificate

Version Number

Certificate Serial Number

Algorithm Identifier

Certificate Issuer

Validity Period

Subscriber

Subscriber's public key

information

Signature of Issuer




"invaljd certificates may include any certificate which: (1) Has been
revoked (i.e., have been declared permanently invalid by the certification
authority which issued the certificate) ; and (2) |Is suspended at the tine
of reliance (i.e. has been declared tenporarily i ﬂaFEi@bgﬂ@he
certification authority which issued the certificate). Suspendi ng and/ or
revoking certificates are an inportantd neans of mininizing the consequences
of errors by the certification authority or subscriber. Depending on a
appl i cabl e | egal les, a certificati ! i QvRliEiEHEL hefnd 0SS
due to inac&§ 56951&]%’ t%ev%]glrc[i?el%“atqg %9‘3?%%/?)% n%’yi{@/A subscri ber can
revoke g,Gentkficat e,d Qo eManRll ikekbangesoaxporfeddi gint akdskgoat utles
created using a conprom sed, e.g., lost or stolen, private key.

Certifi Gahagiwhiehtberorms mugl inchyde enycaerbif igategadrhfly |isted in a
certificate revocation list (CRL), according to ITU X 509. S%%gensi__]g‘?, or
tenmporary i niial ik ikren weevaksd cintenplhatved Been HSRX 3568, PRAT-RED may
not be included a.n the CRL. Certificates_ whi ec i nval ] y M dtue of
their agdvitddd n&Y beths st‘é%l“’r’ﬁr"é:a&ﬁnbecaél\gggggt h gg?%llkf i g%%%cgongg% ns its
own expicreattii(%rjl_cgggﬁ Asya practical matter, the conventional CRL-based
system WOrks as-tol lows. Before a subscriber can create a verifiable
digital signghures tshepshga@r atusthedr tange oforred iaecei f(icat.i omsaubtenity to
issue a certificate identifying the subscriber with f - 2 Q0 FEB 2004 4
the subsidizerds tpubbiariay . invadiduby cEiderertdaration RKRATd tac¥BPER the
issued certificate, and then creates digital signatures and attaches a copy
of the ceTiTd dheecebtEEtIR Y t hem When the other party to a transaction
receives such a digital signature, the other party nust check with the
certification authority, generally via its on-line database, to determ ne
whet her the fiedddrdiedt €ahd/ &l keRbkynyaldedttikficstes aradei f an hengiogitaak
signature can be verified by the public key in the certificate, the_ party
i s usualtheans aost r ongipbsitg onthe repPysemenresdi ¥ al @EFYimat UPE. I\?Bgern
e-business typically work or will work on the open, |nternet anqirg:%gg to
access CREELHTiStAOn: AYtBOTALY a9r (RHMSETHRFTusBeRAY L st iy of tReir
choi ce ._But. different . i oSkl EREEhON 1RGhARRS TS,
some of WRFEh raurlees\/eraycggrrbf?%%%%g‘. q%’?’%ﬁ?rmn S atq’lﬁe appl i cati on devel opers
have ri ch, ko adge Ofint RESec&Rti Mlicattei byt revvuegharni. SAssubscaddint icen, sone
CAs may change their CRL distribution nmechanisnms fromtinme to tine, which
may i nposevekanid | centitheme 0 t RESVRRL | FOMARRRE aflt | £9FPRR HiFidéless
their CRL. Further, CRL online distribution,  such as via.a dir eg(?%rl_eyl
server, PLIBRROMSH BRERHE BARI ABpIG°FREPBRS AN Gown' | 550 t hese s ‘when
needed. Iy dd %% ' e lVvaX PENE Veedstsh Hikin REeEssary
for mstg‘g;&)\ﬁ{li@%aﬁ%ﬁ n gg%ﬁ%?%ﬁﬂq%ék}gybé%s downl oadedyand parsed by one
appl i cat jeReganiy beistwd edidby ot hesstifiiath | seabsatomastiestof GRIYem
resour ces.

according to ITU X.509. Suspension, or temporary invalidation,

was not contemplated in ITU X.509, and may or may not be included
in the CRL. Certificates which become invalid by virtue of their

age need not be listed in a CRL because each certificate contains

its own expiration date.

As a practical matter, the conventional CRL-based system
works as follows. Before a subscriber can create a verifiable
digital signature, the signer must arrange for a certification

authority to issue a certificate identifying the subscriber with



r

r , 2,0 FEB 2004 5 In order to solve the above prdpfg B B4 nvention
descri bes a nethod and systemfor certificate revocation |ist consolidation
and access. This invention uses different CRL retrieval agents for
different CRL distribution nethods to consolidate CRLs fromnultiple CAs
into a central CRL database, which can be replicated to other nmachines via
net work. Application can access the nehrest CRL database to determ ne
whether a digital certificate has been revoked via a set of unified APIs

wi t hout JRQot hering the detail.s of CRL distributiqn, r j.eval
repr esen‘?‘a i%ﬁlf's nltbae(fdist ipourlﬁllscl n}%eey t he CRC %?%%aésre %%éné%%sh%%d %Ifld al

the appld&lde@ns.tHehe iSekbam eseuEfestd S UsRH affdnCi /iidhtesAcaepdiap to an
aspect of the invention, a systemfor certificate revocation |i st

consol i daitgnertuared agrEeSsttim-hasovd dedpgaiofl et emmwdifpreases toa gair adbfty of
certificate authorities (CAs), in which each CA maintains and distributes
t he di gitthem.-cefhen | theertherokearty tesal ftyansagéirpr HeSPiURE, sfd 2

di fferenf, CAs may .use different CRL distribution chani sms; a plurality of
CRL dat HHEERL T GHaBRSPERY t RE=CcORSBFF daPBRC YR BTT ont Rt | previr. the
retrievale, 498963 ¢9bnt Qﬁtﬁgpief,?gé&@aqﬁy%a: 138d RR AECRISaHREL, to

interface, for providing a uni m set Of APlIs for user's accessing the
CRLs CRlddiairaiasewhethér ¢hd &R idQQ4te Ascourhisiplyo vanatherfaspecandf the
invention, a method for certificate revocation |ist (CRL) consolidation and
access iif piheviddadtahhsimiatuwrepcanabet yeoifisar birf thatrpulkdidichdelt instlieCAs)
mai ntain and distribute the digital certificates revoked by thenselves in

[

the for MFEIERCEEeantngi B3t BANAHEY & FitFPBE TSROt FRHYL PN
mechani d%%ina EP@&&R@;” sing the steps of creating a plurality of CRL
age on th

retrieva t's base e CRL distribution nechani snms of CAs, for
consolidating the CRLs frommultiple CAs;

Modern e-business typically work or will work on the open

Internet and need to access CRLs from multiple CAs as users may

use any existing CAs of their choice. But different CAs may use

different CRL distribution mechanisms, some of which are very

complicated. This demands the application developers have rich

knowledge of these CRL distribution mechanisms. In addition, some

CAs may change their CRL distribution mechanisms from time to

time, which may impose significant change on the way in which

application can access their CRL.

Further, CRL online distribution, such as wvia a directory
server, is adopted by some CAs. Application can down load these
CRLs when needed. But real time access to CRL may be very
expensive and not necessary for most application. In addition,
the CRLs downloaded and parsed by one application can't be shared

by others, which is also a waste of system resources.



stor'ing the consolidated CRI~s fromnmultiple CRI~ retrieval agents or the
replications of CRLs into a plurality of CRL databases; and accessing the
CRI ~s fromthe CRI~ databases by a uniform set of APIs ﬁﬁﬁ tional objects
and advantages of this invention will be appare ol | owi ng

detail ed description of preferred embodi ments thereof whi ch proceeds with
reference to the acconpanying drawi ngss Figure 1 is a bl ock diagram

illustrating the systemfor certificate revocation |ist consolidation and

access according to a R ef erred enpodi nent of this inventjon; 1 20 FEB
3004 Fi gur A Spidret Hoos SPHE opBhat | DrPUST IFHRBECRE 1 oL By o

accor di n&eé&l%e%r %Té}gg &”1399' tte%f Aol Scd SRS ?1 'aQQ e 'v%%?;g’n ygtrates

t he operation o retri e er agent accor to a prefe

enbodi meddn 01 ildaits ohNVER | AlticebisgUIeniks i lihveheades utslae OREf Bdd et OERBFC
1424/ CRL retriever agent according to a preferred enbodi nent of this

i nventi olnetﬂiegmle Bgehtgst fet edlififereper aCRlon difstibptiateimadthogigento
according to referred enbodi ment of this invention; Figure 6 illustrates

the ar ch‘F"t’&ﬂ ter CRve EmemgapabiREe r &t i £3%9 oh; CEIiRle CRY sdaé:aE’IaGEK

di agram jlJl ystrating the_ s s1e for certlflcate revocation_lis
consol i d‘!é}flégln and ag%ess a%cor ﬁig '8 andeiE preﬁ?’erred enﬁodlnetwtc’rof this

|:nvent|QKpr¥E$tlon can access the nearest CRL database to determine
whether a digital certificate has been revoked via a set of
unified APIs without bothering the details of CRL distribution,
retrieval and representation. In addition, since the CRL database
can be shared by all the applications, the system resources is

used efficiently.

According to an aspect of the invention, a system for
certificate revocation list consolidation and access is provided

said system comprises:

a plurality of certificate authorities (CAs), in which each
CA maintains and distributes the digital certificates revoked by
itself in the form of CRL, and different CAs may use different

CRL distribution mechanisms;

a plurality of CRL databases, for storing the consolidated
CRLs from multiple CRL retrieval agents or the replications of

CRLs; and

CRL access user interface, for providing a uniform set of

APIs for user's accessing the CRLs CRL databases.



"Figure 8 is a flowdiagramillustrating the systemfor certificate
revocation |list consolidation and access according to another preferred
enbodi ment of this invention. Before describing the preferred enbodi nent of

this invention, first, discussing the general Lﬁtﬁ m&zgn certificate
Tevocation |ist consolidati on, such as, the for t he

di stribution mechani sm of CRLs. 2 ® FEB 2004 As described in the above)
Digital Certificate is a di gital docunent attesting that a particular

public key bel o cuI ar thie ipehevbdel ¥ AcERHE edot or mat
for certifi c’é?ce"s"%sg derT°| ert ﬁ‘ép%‘h E#X 5091| nter national standard. A

Digital Ceriid c%a;ree,re\;c%a@llght alige Si@nd ynsamRatioat ethdensédes<calibed
Certificate Authority (CA) is valid only within a certain designated

period oprdvited, Caﬁheb&mera f e tanyeh eceetyi figadec @3ghegitiss sil§hfhg CA' s

public key is I'abel ed with a unique serial number f.or |dent|f%(i§g ipt
within insintsin ngngA dovimidutey Hig)i Gdoitatt |‘f‘?’i§’d‘tfé°ﬁﬁ§s ha¥ & B ¥voked

for some reason within the validit iod _qf, t I r c
Hence, eBRPMIR YRS the Ui éﬁf’f‘on %loegrf'als ht a?‘rﬂi Q& ]%ﬂttgafggl?gl&/; ca?%%n Li st

CRL~ ecdHan ildt ml & it e
( i‘%c%n %(&glé& A ;[aol}lc% afdni &id estrildl meBhE&T édtigtilditly th

i nterval &+ ertificate included in a CRL can be
identifigdepy dits serial number. X 509 CRL is defined as an ASN. 1 SEQUENCE
.Structure as below, CertificateList :. SEQUENCE{

creating a plurality of CRL retrieval agents based on the CRL

distribution mechanisms of CAs, for consolidating the CRLs from

multiple CAs;

storing the consolidated CRLs from multiple CRL retrieval
agents or the replications of CRLs into a plurality of CRL

databases; and

accessing the CRLs from the CRL databases by a uniform set of

APIs.

Additional objects and advantages of this invention will be
apparent from the following detailed description of preferred
embodiments thereof which proceeds with reference to the

accompanying drawings.

Figure 1 is a block diagram illustrating the system for
certificate revocation list consolidation and access according to

a preferred embodiment of this invention;



“thbsCertList TBSCertlList, signatureAl gorithmAlgorithmdentifier, signature
BIT STRING 1 where signatureAlgorithmidentifies the algorithmused by the
signing CA for conmputing the digital signature fromthe ASN. 1 DER encoded

TBSCertList structure, which itself is also expr n Bﬁ a ASN. 1 SEQUENCE
structure as specified below. TBSCertList .. SECZJ 2@ ’} 2 0 FEB 2004 9

versi on Version OPTIONAL, signature AlGorithmdentifier, issuer Nane,
t hi sUpdate Tinme, nextUpdate Tine OPTIONAL, revokedCertificates SEQUENCE OF

SEQUENCE user Certificat rtificateSer] er,¢ I §BREAMAONDALE; DALE,
crl EntryExt e%‘s%rr? E>b<t elnlg‘luc?nsra I L ?ﬁaiﬁw L <?:rl Ext e%‘télmgns[ 0] J'EXPLI aT

Ext ensi 0§e AP Ui hg THS JTBICeELLeS leriRlEEheSot NeniH Shivaguished name of
the issuer, the issuing date of the CRL, the date when the next CRL will be
i ssued, and, optionally, lists of revoked digital certificates ( identified
by their serial nunbers) and CRL extensions. Two points should be noted
here. First Biguxkl, 3t hidlysdrases r ek P AfiLeR r BEFPLGRkes Hedrépvebnal

because a particul ar CA m ght not have .revoked apy,.cert.ific it has
i ssued sBITRT IarETEPY E%Lgrﬁfﬁlgﬁﬁé?ﬁ?oﬂ'&?% &8@ %gc%rhlﬁ f,nUaePt% §§gh a CA

m ght specify in its CRL the next schedul ed publication date of CRL, this
does not prevent the CA frompublishing its CRL on a nore frequent basis,
e, g., in caspiQire£Neriganctrabieyetidadm@aatibhi 8£0pFC ohdd4 fuRt Updatiever
.convention enables users to get a sense when a given CRL is "out of date".
Gener al | ggenheracaddngwee n dedef efrped gerdrodignedits £ | Bt IVenERPN/ | n t he
"pul I " nodel, verifiers ( users who want to verify the status of certain
digital certificate(s)) can downl oad the

Figure 5 illustrates the operation of Http receiver agent

according to a preferred embodiment of this invention;

Figure 6 illustrates the architecture of the CRL database

replication;

Figure 7 is a block diagram illustrating the system for
certificate revocation list consolidation and access according to

another preferred embodiment of this invention; and,

Figure 8 is a flow diagram illustrating the system for
certificate revocation list consolidation and access according to

another preferred embodiment of this invention.

Before describing the preferred embodiment of this invention,
first, discussing the general problem of the certificate
revocation list consolidation, such as, the format of CRLs, the

distribution mechanism of CRLs.



"2 0 F.E B 2004 10 CRL fromthe CA when needed . In the "push" nodel , the
CA sends the CRL to the registered verifiers at regular intervals. The

aut henti cati on framework defined by X 509 is originally designed to operate
In the X.500 directory environnment. X 500 makes provision for the storage
of CRL's as directory attributes associated with fAER 204X 500 al so
defines the DAP Directory Access Protodol ) used by clients to access the
directory. However, DAP is significantly nore conplicated than the nore

preval ent TCPR/I R _stack | enent ati ons and requires npore codi ng_and

conput i ng hgrgée’e%ﬁﬁfnf%érﬁh.t % HFE8hplLeEXFifitAtDs mkdigital

di fficul 4ob@Qmé r hi_n t R Li ght wei_ght
Directory Accelgg I%regtégg%+ itgggeé_il (gelﬁae%i%l?g ve légngt.e(#Dté\gleéﬁugd%ﬂ S5t

X. 500 acpessiéubim di ertify crhent moBBKI RGdhe didRehbeed avRidnakl € £9 a

wi der variety of machines and applications. LDAP runs directly over TCP/IP
(or ot heFerblfigatest r g potaf)iniedpl dyenttlei orIgUBINdXeH09 t hintesta thiadain
machi nes ong%Veri fiers_can use the "pull™ nodel to retrieve CRL's from

LDAP ser §&PRIAEHWY Er-IikabotetlifdcadPy service is not expected to be

ubi qui t ous op t.he Intern in_the ne future. Sonme of her affordahl.e CRL
di s'?ri buti on a%% acdé'ggstar%{(hoﬁégﬁ%#'ngg}éxi gP g ?ﬁ‘t‘%ﬁfi:‘t TR st RHGe are

devel oped to addiressithes NRAGSiegdayeaOne such nethod is defined in
Privacy- Enhanced Mail. According to Privacy-Enhanced Mail, Internet Policy
Regi strati on® Adishealig ¢iIRRA) thhouk dcanoridi Aakeghhtdy Ridiew Eertidd cation
Authorities (PCA's ) to provide a robust database facility which contains
CRL' s issued” byaphéq Prtifiedpdy sanvenr| hgvind aeeess Chos itsAcdemdngo this
dat abase is pr gxg.i.gegmtD roq&h mai | box facilities maintained by each PCA. The
verifiers can retrieve Y from

* is labeled with a unique serial number for identifying it
within its issuing Cca
However, a digital certificate may have been revoked for some
reason within the wvalidity period of the digital certificate.
Hence, each CA has the obligation to maintain a Certificate
Revocation List (CRL), make it publicly available and refresh it
in certain time intervals. Each revoked digital certificate
included in a CRL can be identified by its serial number.
X.509 CRL is defined as an ASN.l SEQUENCE structure as below,
Certificatelist ::= SEQUENCE({
tbsCertList TBSCertlList,
signatureAlgorithm AlgorithmIdentifier,
signature BIT STRING
}
where signatureAlgorithm identifies the algorithm used by the
signing CA for computing the digital signature from the ASN.1l DER
encoded TBSCertList structure, which itself is also expressed in
an ASN.l SEQUENCE structure as specified below.

TBSCertList ::= SEQUENCE({




"2 0 FEB 2004 n their specified one or nore e-nmail addresses using the

mechani snms defined in RfCl424. The CRL retrieval nethods works either in
"pull model or in "push nodel, depending on whether or not the PCA' s '
concerned support unsolicited distribution of CRL'Ss g@g: t moye, t he
general problemof the certificate revgcation list cOn ation, such as,
the format of CRLs and the distributiofl mechani sm of CRL have been

di scussed. Now, the systemand the nmethod for certificate revocation |ist
consol i dation and accegg,widh be di sghpsesh Wirtongt.erence to the
acconpanying drawi ngs. In the systemof this i nvention, the central CRL

dat abase is created fosighetwteor age nigcﬂﬂﬂﬁdmdéattedléRLs. For different CRL
distribution nmethod, different CRL retrieval agents are used to retrieve
periodically CRL's fromsdireferent CAN¥am@dd consolidate theminto the central
CRL dat abase. A set of unr fied API's is pr ovided for online applications to
access CRL informati ontPEFRFRES shows ouf™%t us Doni no based franmework of
CRL accessing m ddl ewar CRL retri t are supported at this
time, while nore CRL ret%ﬁteg f‘?rret hods caﬁ edrﬁrr‘tﬂe}gggfed with relative
ease. The revoked cert irbi6Rb&Ge i iedteacsEsbENoETOFheEg@ENGEVed CRL' s and
are stored in a Dom no dat abase called Central CRL Database, which is to be
replicated to other databasesexcdrdtddiCRte Dat alfies¢iRbphtetrwimldtmber,
connected Dom no servers. A set of Java based CRL access APlI's are al so
provi ded for e-Conmerce appF?’é"a‘T"‘}"d-r‘i’@FBeact ual93FSrake advantage of the
consolidated CRL's at the ne S rv t digll ng the
details of how the CRL's ar eﬂlgréu Ipegg:"gé?ougg C;KWSEQRHl%sz’EO FEB 2004

Al t hough different CA' §opaYokse drfferent CRL retrieval nethods, all such
met hods must include processes to download CRL's from specified | ocations,
to verify downl oaded CRirlzetessiansdfdur e EXPLECIThdssdnsseue PRELIONAS

i ntended CA, and to save the downl oaded CRL to a central CRL database . As
one exanple in ourtcase, a specific CA puts its CRL in a LDAP directory, a

Dot o Aent sl didgeLn N CEnLI Al R abgstdasehedilad Le

periodically to re ri éve e desi server Vi a

protocol jandedpdaie tbsuLentdale dat a@.@sechendl agty. wisy etangad rcathe
central CRL database will be replicated to other CRL database replica. This
not onlywhkesbehei CRiedlat abdse ephegeidat eddser R arlesrekeﬂabﬁaifeﬂ

e- Commer ce appl ication to have easier, faster, and | ess costly agcess to
CRL dat alb8s&ifimaresn - eORREIERDpRYi cHIt N wahiLelt SRS nd dhétiter a
certificate, h?_sLEﬁ%en revoked, they only need to nake a CRL access API caII
to the neares Dat abase Repl ica. The CRL access APl then calls NO
(Not es Obj eClruwbNtRfih@ee)snbA1ACEESRot&e WOFE NoFGRL ti aiase, thas Cardtaiof

whet her the certificate is listed in the CRL and return the result to the
e- Comer cevapphi dagibal dertilfdc@tasras ORridmlafecauFheaCRRr Dtk Chases

its design on a CRL Dat abase terrpl ate, which conprise a nunber _of forns,
Vi ews, H&ggéeﬁfg ha¥e reyfed any certificates it has issued so far when

its CRL publication is due. Secondly, although a CA might specify

in its CRL the next scheduled publication date of CRL, this doces
not prevent the CA from publishing its CRL on a more frequent
basis, e.g., in case of emergency. Nevertheless, this optional
nextUpdate convention enables users to get a sense when a given
CRL is "out of date".

Generally, there are two models for a CA to distribute its
CRL. In the "pull" model, verifiers ( users who want to verify

the status of certain digital certificate(s)) can download the



‘bel ow. Domino Forms for CRL Database The CRL Database contains documents
created fromthree forms: a Trusted Certificate Authority form a Revoked
Certificate formand a Meno form The Trusted Certificate _Authorlty form
mainly includes the fields presented in table 1. ZQ F@sB% 4 13 Field
NaneSt or ed Dat aDi st i ngui shedNameDi st i ngui shed Name of" a onfornmng to
RFC 1779 ~6~CertificateX 509 Certificatle of a CAThisUpdatethe last time
when a CA updated its CRLNext Updat et he nreri()t ti][re mCiEDiPSéLI sLEzPuBgﬁte its
CRLCRI ~Nyrbe rrept CRL sequence number of a a

conf or ni %gg t %EglgiC%g?Sg%C%\%’?l’beo il &6r esBUGR" AR f OTPRIR FAPASCRL
service tabl end: eJTdi edgtBELIdd GRLS AUEDOLL toadidnl ERELIVALON The

Di stingui shedNanme field represents the di stingui shed nare of ‘a CA _
conforni ng t Oh&FGuitkddciodtioh debiarsra deeindy Ikg{lt}epb(ﬁd r1 N0k £AKRIEPL at 1 on
of distinguished name. The Certificate field holds the CA's X 509 v3
certificdfelignped it jopeRatesdn tErcoderd DERifartly. Sheirmvemkhtli cat.6obs used

i Verlf%akes provision for the storage of CRL's as directory attributes

associated with CA entries. X.500 also defines the DAP (

' Directory Access Protocol ) used by clients to access the
directory. However, DAP is significantly more complicated than
the more prevalent TCP/IP stack implementations and requires more
coding and computing horsepower to run. The size and complexity
‘of DAP make it difficult to run on smaller machines such as the
PC's. LDAP (Lightweight Directory Access Protocol) is designed to
remove some of the burden of X.500 access from directory client,
making the directory available to a wider variety of machines and
applications. LDAP runs directly over TCP/IP (or other reliable
transport) implementations bundled with most modern machines
today. Verifiers can use the '"pull" model to retrieve CRL'S from
LDAP servers.

However, X.500 directory service is not expected to be
ubiquitous on the Internet in the near future. Some other
affordable CRL distribution and access methods using existing
Internet infrastructure are developed to address the needs today.
One such method is defined in Privacy-Enhanced Mail. According to
Privacy-Enhanced Mail, Internet Policy Registration Authority
(IPRA) should coordinate with Policy Certification Authorities
(PCA's ) to provide a robust database facility which contains
CRL's issued by the IPRA, by PCA's , and by all other CA's
Access to this database is provided through mailbox facilities

maintained by each PCA. The verifiers can retrieve CRL's from



‘gertificates and CRL's signed by this CA To avoid input errors, the source
of this field can be fromthe dipboard or froma |local certificate file.
The Thi sUpdat e, Next Update and CRLNunber fields get their values fromthe
Latest retrieved CRL. The NextUpdate and CRLNunber fﬂ?ﬁhiﬁﬁ be empty. The
CRLNunber is a CRL extension conveying a nonotom 02| I ng sequence
nunber for each CRL issued by a given WA This extension allows users to
easily determ ne whether a particular CRL supersedes anot her CRL. The

L DAPURL el d cont s a LDAP URL confo to RFC 2255 |ch |s used
by the LE) f’htetrl ever %gen‘ta o T feVe %R’f&?rr orﬁetshelsérf)%ctrﬂ?r efﬁ\% “Térver.
The PCAMBLEDRXq fig! Ar€PAIl NG cxﬁ. QFEBe9Q94mdfndde Fored |eﬁ§{i{x33§n of the
CA" s PCA for RFC 1424 CRL service. If the PCA supports unsolicited CRL

di stributpen mbd&l foelih maypad esdey., Bapdndavpkad wertheki oat acexthact ed
fromthe retrieved CRL is stored in a docunent created fromthe Revoked
Certifi cBER'$ oranasraednaippert molsgdésitert crlélqréwlhgom i RL'Fi el dSt or ed

Dat aDi sti ngui shed NameDi sti nqui shed Na for orm RFC

1779Seri al gl\lﬁ?rbegg"éri °Vﬁ"urrbg of IPF R ok & °E’é?’f‘. f?gat BV ‘f(%%%t"&&&?e when
a certi f&:&%@ A evokedRenasg hQPoxggaéﬁ’éH egson £ Or sLENOKI g BrEEN Lihi cate
Tabl e Cert icates Form Definition

the dlstrlbutlon mechanism of CRL have been discussed. Now, the
system and the method for <certificate revocation 1list
consolidation and access will be disclosed with reference to the
accompanying drawings.

In the system of this invention, the central CRL database is
created for the storage of consolidated CRLs. For different CRL
distribution method, different CRL retrieval agents are used to
retrieve periodically CRL's from different CAs and consolidate
them into the central CRL database. A set of unified API's is
provided for online applications to access CRL information.

Figure 1 shows our Lotus Domino based framework of CRL
accessing middleware. Three CRL retrieval methods are supported
at this time, while more CRL retrieval methods can be integrated
~with relative ease. The revoked certificates are extracted from
the retrieved CRL's and are stored in a Domino database called
Central CRL Database, which 4is to be replicated to other
databases called CRL Database Replica on other connected Domino
servers. A set of Java based CRL access API's are also provided
for e-Commerce applications to actually take advantage of the
consolidated CRL's at the nearest Domino server, without

bothering the details of how the CRL's are issued by various CA's



Al fields, except for the Revocati onReason, in the RevokedCertificate
fields are nmandatory. The Di stingui shedNane field and the Seri al Nunber

field unequivocally identify a revoked certificate. The Revocati onReason
field describes a CRL entry extension reasonCode, which is used to identify
the reason for revoking a certificate. The Meno forzDsFl@ez RFC1424 PEM
messages. The formmainly includes thel¥ollow ng fi s\ ored

Dat aFrone-mai | address of PEM nessage sender Toe-nmi| address of PEM nessage
recei verDate a at.eSubj PEM Message. subij BodyPEM nessage
body f 2 Oagwéggégogﬁf%g%lﬁgm%o%\ﬁ ﬁ%g for Catggﬁf%%asgi%hr’é%tﬂ%‘(ﬁsl, a

Trusted Gethbékcatae IAKK i hé@sodd eMua0d 1a-RaNOKed CRELLE T Gat 63N BlLd SSuer
view and a Revoked Certificates \ By Serial Nunbér view, are created in

t hi s DoniCR& ' daf aprasspaaiférdetotatispeed tupveeafE Riduglbatiea QPRI tdd W ArtoCA
and/ or revoked certificate, The Trusted Certificates Authorities view has
col ums EPFFER BEsEFndBreRdt feifs Ralrthentintmndedd£Re TFinde toNesveCRIbeUpdat e

Ti me and Nynber , i.C their values fromthe corresponding
fields ofigg{\}%?%& It ust et#ggear 55 5§?e%§%t HSE?}PV%'ocftﬁm?ﬁe. SHAEEs d e AV s,

Di stinguicabef MaRBebsridecRUbOEs Of ¢LhLmol My Thies Rew, rejfjgates \ By
| ssuer view has ggl ums ti t:J%d Di stingui slhed Nane, Rga%%gcl r%ﬁnﬁerl%onﬁé\c/’oked
Dat e andARewbcaesbdineasonthevcaitgal drieidatadades ifs’ Bnhaleqr £8skeRpdi ng
‘fields of every Revoked Certificate docunent. In these col umms,

Di sti nguPShieAIEHE Y $or Fetpievrr§RIs dfnam FheoKlerhgaateballizs sduvieer viia t he

secondarypggriing colum, |n. addifion, D stinguished Name is also the
Cat egori 780 cBF arm: o Tha RelB#2 B%i FRREIYs faRPass jageconddpelYvi 8wvhas

the sanechhidedigobianseiiid the, Revaked Ogrtif hgate ) By, Lgsyer view but
& 557 e 4 E8T o 80 °BAE

in a different order, Serial Nunber, D stingulshed evoked & and
Revocat i 6RL Rekdwibasén tdraseacol TS, nSer ial1yNumbiees | Shehecit, | RfhLaekt i Ng
colum and Distingui shed Nanme is the secondary sorting colum. The Dom no
Agent s THENXJEPt f7fd€rabss Rascot keablbes osk ng-Jeaweedeiappligani sn naged
LDAP Ret L@é/eerdsil-eﬂ;TP aRe riever lRFC1424 Request er, RFCl1424 Receiver and

Ht t pRecel'Ver - Fespectivery, 2ffe EBAPCRRETY SS to CRL database. When

an e-Commerce application wants to determine whether a
certificate has been revoked, they only need to make a CRL access
API call to the nearest CRL Database Replica. The CRL access API
then calls NOI (Notes Object Interface) to access the Domino CRIL
database, ascertain whether the certificate is listed in the CRL
and return the result to the e-Commerce application.

1. The Central CRL Database

The CRL Database bases its design on a CRL Database template,
which comprise a number of forms, views, and agents described
below.

* Domino Forms for CRL Database

The CRL Database contains documents created from three forms:
a Trusted Certificate Authority form, a Revoked Certificate form
and a Memo form. The Trusted Certificate Authority form mainly

includes the fields presented in table 1.




2.0 FEB 2004 16 Agent, HTTP Retriever agent and RFC1424 Requester Agent are
background agents, the former periodically retrieves CRL's of trusted CA's
from LDAP servers or X 500-LDAP gateways and stores themin the CRL

Dat abase, the latter sends RFCl1424 CRL retrieval request nessages to PCA
mai | boxes in certain tinme interval. The RFC1424Re02rBeFEﬁ l|| S activated
when new mail has arrived, then it retngeves CRL's"YTromthe received nai
and stores themin the CRL Dat abase. The HttpReceiver Agent is triggered by
a HITP request. It verifies the authorization of the requester. If
successf ull Fikha rgeat Stores gl dd aasdi tted CRL i nm the CRC Database; so
the HTTP tlask nust be running in the hosting Dom no server. This age%t
provi des aDdomieghistiedimynet O |IDiGRLpgGUuDsEDiNEe & & RAl JSREEALAG EVal
met hods, which only need to transmt the CRL's they have received in|a HTTP
POST nessage as bel ow. POST /X§@9€R19ﬁ§f/HttpRece|ver7CpenAgent HTTP{ 1.0
Cont ent - | & gth> Content-type: application/pkix-crl
COntent-tr§%§FéFl%$E%dlng bd§é§39<ﬁ%§%%QFQ§$€oﬂédaCﬁL> However, the
LDAPRet r i FS—an—tf “nffnrnlnnfmark /0O
operationS?ﬁgg %%F%1ght have% 8 %%%Ef?”%% §8rve?Ar%R9 e & FhERBub ic

Name and AfdkESSqPEOK 10 enabi gt e, aUE erge +PAP
retriever agent§A6 shown in F|gﬁre 5 , éReéfFévé? ksgé ec%%%hcts to

LDAP servers to retrieve CRL|ard update.the CRL Dat abase accordingly I 2

0 FEB 2004_
CRLNumber the current CRL sequence number of a CA

LDAPURL a LDAP URL conforming to RFC 2255 [7

PCAMailbox e-mail address of a PCA for RFC 1424 CRL

service

Table 1: Trusted Certificate Authority Form Definition

The DistinguishedName field represents the distinguished name
of a CA conforming to RFC 1779, which defines a user-oriented
string representation of distinguished name. The Certificate
field holds the CA's X.509 v3 certificate that is in Base64
encoded DER format. The certificate is used to verify
certificates and CRL's signed by this CA. To avoid input errors,
the source of this field can be from the Clipboard or from a
local certificate file. The ThisUpdate, NextUpdate and CRLNumbe£
fields get their values from the latest retrieved CRL. The
NextUpdate and CRLNumber fields may be empty. The CRLNumber is a
CRL extension conveying a monotomically increasing sequence
number for each CRL issued by a given CA. This extension allows
users to easily determine whether a particular CRL supersedes
another CRL. The LDAPURL field contains a LDAP URL conforming to
RFC 2255 ', which is used by the LDAPRetriever Agent to retrieve

CRL from the specified LDAP server. The PCAMailbox field contains



n Cur'r~ently, there are two Java interfaces to LDAP, JDAP and JNDI . JDAP is
an LDAP class library defined in an | ETF draft ~8~ . JDAP is supported in
Net scape Directory SDK for Java. Java Nam ng and Directory Interface (JNDI)
Ls part of the Java Enterprise APl set, supported \m@lﬁ)rs i ncl udi ng
I BM HP, Novell etc. However, our discussion bel owtzgnﬁgar o either
APl . ' LDAP servers nmay require a bi nd14operati on to authenticate client
identity before any other LDAP operations. In the nornal case, the CRL
attributendfeandiA QHdrLsisS RURLECEX ' @VaLA aPL e, RRENCS ANARY S, sRINd 15
operation is good enough. LDAP V2 clients have to send a Bind Request in
the firsthéPretocoipdoata UasblifDidd airit kA seeabBacio®N, thil 18 1BARaY3bel | ent s

do not need to perform bind operation, since LDAP V3 servers autonatically
treat op¥fRfY-ons without prior binding as anonynous operations ~3~. In

order to k%eaﬁ co aé‘i[etfjli lity. wwth LDAP V2 server, we always request an
anonynmous B1%¢ o‘?é’ro oFSBri-oF 2 pof Fhiety TP dtferratARPVEHeFRY| dfis.

After t i er afy) e iev, t t.he.specified LDAP
R o g e T Pafedrrphebiod i e BRI o elR 3898, £oBBap
Ret ri evethaAg@dinipdahesuddie 1B £DRi sPase tidiast he retrieved CRL. 3. HITP

retriever agent The operation of HITP retriever agent is simlar to the

operation of LOARETEITIEVEr agent: ?\?of‘ hdg0m Figure—3,HF rPretrigver
agent retrievegs periodically CRL's|from . 4. RFCl424 retriever aggnt As
we di scussed i mifdnge¥hRed, NARCIAPBIERn BldHeAVal NaRE VI Cfod S R OVicggd
t hrough nmai | boxes mai ntai ned by each CA's PCA If you want to get a QA's
| atest CRL, ygu need to register W tonfdmmiPgAto RRCO1I'FE B 2004 or sgnd a
CRL-retrieval |[request to_the PCA' s/ milbox. The PCA will send you a
CRL-retrieval |rEPIY¥8REE cont ai pFRFLahe ragkest ed °€RL. aBot Hrevoked
CRL-retrieval [request nessage and CRL-retrieval reply nessage are a tlype of

-y
Pri vacy- Enhanded Message( PEM). So| §3TEHUISave a mi box and a PEM|user

agent to send GRLJ bLgRal TEqUEST qIES SFHES Aaud:1 CRE=1etrteval
reply nmessages. Dom no E/ﬁi | -1 n dat a%%gée recoradu\%\nr% f%&ﬁeﬁguﬁgk‘{%m and
Addr ess book prremctatiannR8ASoOT I PEEASINF R Fakbhinly T£TdrEiFAERta NOt es
application, which is generally referred to as nmail enabl ed appli catijon.
The Centralr-BRe Dot RbaSEd T346Ri8a fd Ir2RaBLednapRl cation. As discussed
in section 2.2.3, two agents residing in the CRL database, RFCl424 Recei ver
and RFCl4241Requieistlals,, f udfdddt t heoit askhef aecesstingnHdsbh?24 GRl seryi ce.
The figure 3 depicts this. |If the PCA's support unsolicited CRL

di st ri bftSVeK¥SI B LIL iRl t Réeldt esrecmansiagpayay fileahs tingmipadyame

-aut omat ical,ly n h -fetrieyal. reply nmessages t o] mai | box, . the
schedul if%%lcc)lf at% ﬁe gﬂ%éﬁ%‘ﬂ%& St éJr‘e}lfé e‘g'fé/qr}l&y 58 9§¥ s’acg?%td‘%ryTﬁe TRESE2%4
Request dferAgg@itatest ahe fRUvddAEaBhRGaEIH ESLibeViRkLEPLY g!as@fﬁgeénti{fri fies
the retrieved CRL's and stores themin the CRL Database. Since PCA usually

uses st @xd@ngibnt ecpebnfodéd, addidssis t heedosdi ngeDoninotiner veasdwr £ &GRL

Dat abase nust be able to exchange e-nail nessages with the Internet e-mail
server S_revoklng a certificate.

The Memo form is for the RFC1424 PEM messages. The form mainly

includes the following fields.

Field Stored Data

From e-mail address of PEM message sender
To e-mail address of PEM message receiver
Date PEM Message sent date

Subject PEM Message subject

Body PEM message body




19 2° 0. FEB 200 5. Http receiver agent As seen fromFigure 5, Http receiver
agent is triggered by HTTP request. The Http receiver agent verifies the
request, if successful, stores CRL sent by themin the CRL Database. 6. CRL
Dat abase Replication To distribute the CRL Dat abaszﬂlgﬁamqfti re Notes
network, ' we make use of the Notes database repli onality to
replicate the CRL Dat abase to other Dofi no server. e-Comrerce appl i cations
can have easier, faster and |less costly access to CRL fromthe nearest(

even | ocal . i honsiQf¥® v§aseSto CRrPLaRRsE- Repl i ca. As shown in Figure 6, the
Hub- and- Spoke replication architecture 1s set up to fulfill replication

task, as shThree nvEegsy| e a4. Thetdalibceetiicdte resimEitike fwlew &RAT iaeVvi Ng
the latest CRL's fromall trusted CA's wupdating the l.ocal CRL Database
propagat FRYCK®R Chpfdifd cageshd Bpokeswuer verey Ancheudievebedcaar spliciabeswhat
replicati op, types hqQul.d be specified: P%I I -Pushh, Pull-Pull, Push-Only and
Pull-Only, “Ft ™ slaé%p PERST ( HY PRET GFRGESR A EhERI oA databRseon at e
for the gifaat kgn ayse J cha f.ramthe
Spoke sorvers Lo PRASEINSC sRIERUS B0y TUERHPCIRRURS b RIORRDH Sl
affects whrehfiseatenr initiates the replication work: either the hub server
pushes or the spoke servers pull. Only the replication connection records
and the datBpastrygiedceerttificetapdifithdritionsy dvimy yhasForolbanls Spdided
-server, lg.re Iic,a%n connection record nust be created in the public Name
and AddrRB&g® ShE HPPe of CPREE CRRUPGa kR R4 Negt of B | Updatien ime

Repl i cat | T, el doin L g . Replj cation.sectipn is set t

Push- Onl é/x?&t h%‘plg%%lrtge%gg'r vggﬂ%%% da%ﬁlfrbeﬁe%nattggﬁrse‘r’%el?e [ eﬁsr(?mi n(%gﬁsi_ cs
section séftishdiriingecicibeds asoMURveel Vet rateb s PUR LILEN¥LE I ERNSRLII LG Y -
If the Replication Type field is set to Pull-Only, the source server nust
be speci fe@dnent .sgokdheeeverluntiyy ddstingtished dlawer irushe bautspenirtead as
hub server, For Push-Only nodel, the CRL Databases in the spoke servers
must assTYHMR- | east the Designer right to the hub server. However, for

ot g s R T LRSS N AR S SLA - 2R TR O

be reconmestiatbuished Name, Serial Number, Revoked Date and Revocation
Reason, which get their values from the corresponding fields of
every Revoked Certificate document. In these columns,
Distinguished Name is fhe primary sorting column and Serial
Number is the secondary sorting column. In addition,
Distinguished Name is also the Categorized column.

The Revoked Certificates \ By Serial Number view has the same
titled columns with the Revoked Certificate \ By Issuer view, but
in a different order, Serial Number, Distinguished Name, Revoked
Date and Revocation Reason. In these columns, Serial Number is
the primary sorting column and Distinguished Name is the
secondary sorting column.

* The Domino Agents

The CRL Database also has the following Java Domino agents

named LDAP Retriever, HTTP Retriever, RFC1424 Requester, RFC1424

Receiver and HttpReceiver, respectively. The LDAP Retriever



7. CRL Access APl in Java Qur systemnot only retrieves and consol i dates
CRL's frommultiple CA's ( it also provides a set of Java CRL access AP
for e-Conmerce applications. The API's are represented as a Java cl ass
CRLAccessAgent. The constructor of the CRL Access %EF:EZ g&akes t he
name of the CRL Database as its argunments: public c g t(String
dbNane); After instantiate a CRL Acced8 Agent object, we can call the
met hods of this class to obtain the information on current CRL of a

parti cul Lf a.certificat n

CRLAcce %&geht cﬁ%heéekmeverl @ﬁceker—new%%& ggeg{; en?%ﬁe\f%r 33 nsf)
T (! erl GheghbuhdRaked(a (idl Edtmder boti salnh Sbé%x&@kre@u'[cpﬁf'lsntéﬁ( The
certificate Is revoked!); return; 2 0 FEB 2004 Because the CRL Access
Agent cltassuéﬁeciauafcbmssnspfmrmsegrm 800 -1DRErdJetewafblOahdt staceess t he
revoked certificate database, the notes. jar file nust be added to the

cl ass pathem Hingdihe F%h@%@ﬁ#sy@%rﬁ%ﬁrcéﬁwﬁ | R 2o (B PERIFYRY

consol idation ,and access, accaord fg_; t 0 anot her %?efe”ed '

t
oSO s s 28R a P R AP st A detiinCieitg anfIRRS Tla Ol e
CRLs frq@%tlﬁgtzéb\/gf a gH‘I’JS’lS ?Lttlk}g'izgdd%§nn%we)§hﬂl tllilgs CQQLE@éd
dat abase. In the neanti I'norder to maintain the uniform of databases,
each datt&{h’iﬁ&tC&atEiéﬁé!ﬂédr&Sst R ompeind erddeitvie@ mabEramintsaloase. thémi
~understood that nodification and variation of the arrangenent and the
det ai | s Hes (RIpdthisdasen Whel HbtpResriveyr ddedits i§k|‘tFI'19‘ae¥€FF1 thie %rETTQA
nmet hod for certi f| cate revocation Ilst consal i da on and acce can Pe

obt ai nedSPER hel GhdPELITAES sHd®h PRERYTGRAT18D a B8

| pl eme e@éfQP.g' téle CQ@&%@' CRbE3s %}@té%éxﬂrttgﬁr tdxiﬂ Cs'f#.e &%VO &gt i on
list ( consol i dation and access, erelin plurality of certificate
aut hor i tDf5anEAS) sBRitAt adTANEh 4l Stusitbvke rihfitl did adhet evolsitihgabeniievoked
by thenselves in the formof CRLs, and different CAs nmay use different CRL
di st ri burdemefhani sgent sicvideshadceamriiesitnyay hee stngqeyrpokater ebliéng a
pl urallt%/ of CRL retrieval agents based on the CRL distribution mechani sns

of CAs ré‘(?T]rS(S:IRF‘dé:ﬁtﬁQef’ﬁ PRHRCS o TP iOp1E Cﬁﬁd(%l)‘tragf’&’r? ng®% he
consol i da{;eq gﬁggl | Lom {&U(‘%F%ngga%%s%? é,%\égl nBg&HS A gyl eplications of

CRLs into a plur ty o 803 accessing the CRhs from
the CRL dat:aimseasbycmumﬁmtmpae&emempﬁnhgaﬂh HTTP/l 0

Content-length: <content length>
Content-type: applidation/pkix—crl

Content-transfer-encoding: base64

<base64 encoded CRL>
However, the LDAPRetriever Agent is an unrestricted agent as
it will perform network I/0 operations, so you might have to
modify the server record in the public Name and Address book to
enable the agent to run on the server.
2. LDAP retriever agent
As shown in Figure 2, the LDAP Retriever Agent connects to
LDAP servers to retrieve CRL and update the CRL Database

accordingly.



_20" FEB 2004 The CRL access mechani sm described in the above, is
I ndependent fromthe CA's distribution nethod. Although we use Lotus Dom no
in the preferred enbodinent, it is nerely to illustrate the principles of

the present invention. It is understood that nodify | be apparent to
others skilled in the art. Therefore, the i nventizﬁﬁgﬁgidﬂli imted only

by the clains. Cl 20FEB?200 ~r XLAIMS 1. A systemfor certificate
revocation |ist (CRL) consolidation and access, conprising: a plurality of
certificate thorities (CAs), in_which each nmai_nt ai nd di. st ri hut es
the digital c ‘H’ieﬁtéét e§{‘?’é?70§§‘a BUO | YR8 1Rt RS Forh %?’A%RL,"%%‘% ahd
di fferenky(AS sip USE L fripapel aCRL1 ¢ S14y diaRaMBGNAR! $BBF arpEdnality of
CRL dat abases, for storing the consolidated CRLs fromnmultiple CRL
retri evabpmgeid suppoklhedr £pl Neaidapas DoteRy sdrd £ERL Jaes e SFawss @laming
interface, for providing a uniformset of APIs for user's accessing the
CRLs CRLandtRiertory? Infesfacentid®dor #f neptto afl &hm JavanineePigied APT

of CRL dat abases include a central nd ality

pluralit _ _ .CRLg%éabge%v , plLyr
of CRL r%‘bﬁ c §PPRYF et a%s@?%a?’&%%ﬁ?réfw%ﬂ&l%t se ?Or St Si‘}n&léfhe
consol | dab el R-2ule! AULEULLIY BBl E21A AN 20°0L EndNGsAI d plurality of
CRL replicafion database tfor storing the replications of the CRLs of the
central CRL €#phabas@vers may require a bind operation to authenticate
client identity before any other LDAP operations. In the normal
case, the CRL attribute of a CA entry is publicly available,
hence anonymous bind operation is good enough. LDAP V2 clients
have to send a Bind Request in the first Protocol Data Unit( PDU)

of the connection, while LDAP V3 clients do not need to perform
bind operation, since LDAP V3 servers automatically treat
operations without prior binding as anonymous operations . In
order to keep compatibility with LDAP V2 server, we always
request an anonymous bind operation prior to performing any other
LDAP operations.

After the bind operation, the LDAP Retriever Agent uses the
specified LDAP URL to get the CA's latest CRL from the LDAP
server. And then, the LDAP Retriever Agent updates the CRL
Database with the retrieved CRL.

3. HTTP retriever agent
The operation of HTTP retriever agent is similar to the
operation of LDAP retriever agent. As seen from Figure 3, HTTP
retriever agent retrieves periodically CRL's from CAs.
4. RFC1424 retriever agent
As we discussed in the above 3, RFC1424 CRL retrieval service

is provided through mailboxes maintained by each CA's PCA. If you

want to get a CA's latest CRL, you need to register with the PCA



‘3. A'system according to claim1, wherein said plurality of CRL retrieval
agents include a LDAP/CRL retrieval agent, for 2 0 FEB 2004 24
periodically retrieving CRLs from specified LDAP servers and updating the

CRL databases. 4. A system according to claim1, ﬁ Q@Dg plurality of
CRL retrieval agents include a HITP/CRL retrieval % periodically

retrieving CRLs fromspecified HITP s#8rvers and updating the CRL database.
5. A systemaccording to claim1l, wherein said plurality of CRL retrieval

agents include a RFC1424/CRL retrieval ents, £Qqr peri.odical lny-sendi ng
RFCL424pERsendt &P&r-ﬁeéefaégf-laﬁaq‘ﬂ%%‘éig né:%&RI?C?‘e r?‘é”‘&gﬁb%ém y. 6. A

system according to claim.1._ wh ] aid pluralidagof ccRkaigind evale agents
i ncl udewél}—itﬁ)ergiecé'f)\?eraagen r’??%%ﬂ?id bf/ﬁg HTTP rqequest, said Htp

recei Ve&e?&&ﬂe&’e”éﬂﬁs t BgrRUt hati-zakireaval t heequegtiest messade sucessf ul
sai d agent stores the transmtted CRL in the CRL databases. 7. A system
accor di pgrtpe €t advall, rebeyei mesaige plageal at ytype CRE r@trlll"éG?&TE%l@j%’?‘f%/

further verifies the integrity and the authentici%yﬁ_ﬁ% the re %&%}/% CRI ~s.
p .

8. A sySbesnaetoPEMING So0 YePaws . hayfe PeMALiPed Y '8ati o

architecture i s used amng said, plurali AHARASeRILPe OF fBFal O
mai nt ai FeBdt SBUsESLOHRY gﬁ?@;‘/’.es’: ’F“e?s?‘j’%‘y 2%“1 S%é B 5004 0. A System

accordin i wherei n the sub-and-spoke replication architecture is
-used amrgﬁagaﬁ%g}ége%%r'al CRL database and said plurality of CRL replication

dat abases. plRind MSheihacatasg trecokdi wilthiwhetlks npyhilicsyamem 223 al so

adapted for consolidating and accessing all kinds of 'qlsa%i:irlaic%i' into
Address book provides a means of receiving e-mal Y
a Notes application, which is generally referred to as mail
enabled application. The Central CRL Database is such a mail
enabled application. As discussed in section 2.2.3, two agents
residing in the CRL database, RFC1424 Receiver and RFC1424
Requester, fulfill the task of accessing RFC1424 CRL service. The
figure 3 depicts this.

If the PCA's support unsolicited CRL distribution, i.e., when
the latest CRL's are available, the PCA's automatically send the
CRL-retrieval reply messages to your mailbox, the scheduling of
the RFC1424 Requester Agent may be disabled.

The RFC1424 Requestor Agent listens for incoming CRL retrieval

reply messages, verifies the retrieved CRL's and stores them in

the CRL Database.

Since PCA usually uses standard Internet mail address, the
hosting Domino Server for CRL Database must be able to exchange

e-mail messages with the Internet e-mail servers.
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cont rar biaCIags tabgst MeBiat Bncordi ng to ol aim 11, wheroin Said met hod
is also To distribute the CRL Database over the entire Notes network,

we make use of the Notes database replication functionality to
replicate the CRL Database to other Domino server. e-Commerce
applications can have easier, faster and less costly access to

CRL from the nearest( even local, in some cases) CRL Database
Replica.

As shown in Figure 6, the Hub-and-Spoke replication
architecture is set up to fulfill replication task, as shown in
Figure 4. The hub server is responsible for,

* retrieving the latest CRL's from all trusted CA's
* uypdating the local CRL Database
* propagating the update to the spoke servers

Although you can specify what replication types should be
specified: Pull-Push, Pull-Pull, Push-Only and Pull-oOnly, it is
apparent that Push-Only or Pull-Only type is appropriafe for the
situation, because there is no change needed to propagate from
the spoke servers to the hub server. Specify Push-Only or
Pull-Only only affects which server initiates the replication
work: either the hub server pushes or the spoke servers pull.

Only the replication connection records and the database ACL need

to be modified accordingly.

For each spoke server, a replication connection record must be

created in the public Name and Address book. In all of these
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However, for Pull-Only model, the CRL Database in the hub server
only need to assign Reader right to the spoke servers. SO the
Pull-Only replication model can be recommended.

7. CRL Access API in Java

our system not only retrieves and consolidates CRL's from
multiple CA's , it also provides a set of Java CRL access API for
e-Commerce applications. The API's are represented as a Java
class CRLAccessAgent. The constructor of the CRL Access Agent
class takes the name of the CRL Database as its arguments:

public CRLAccessAgent (String dbName) ;

After instantiate a CRL Access Agent object, we can call the
methods of this class to obtain the information on current CRL of
a particular CA and check if a certificate has been revoked. For
example:

CRLAccessAgent crlChecker;

crlChceker=new CRLAccessAgent(RevokedCert.nsf);

if(!crlChecker.isRevoked(a Digital certificate)) {

System.out.println(The certificate is revoked!) ;

return;
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Because the CRL Access Agent class use Java classes for Notes
object Interface (NOI) to access the revoked certificate
database, the notes.jar file must be added to the class path.

Figure 7 shows the system for certificate revocation list
consolidation aﬁd access according to another preferred
embodiment of this invention. As shéwn in the Figure 7, all the
CRL. databases can receive CRLs from CRL retriver agents, and
there does not exist the central database. In the meantime, in
order to maintain the uniform of databases, each database can
propagates the update to the other database. It is understood
that modification and variation of the arrangement and the
details described herein will be done by others skilled in the
art.

A method for certificate revocation list consolidation and
access can be obtained from the above. As shown in Figure 8, in a
secure network implemented by digital certificates, a method for
certificate revocation list (CRL) consolidation and access,
wherein a plurality of certificate authorities (CAs) maintain and
distribute the digital certificates revoked by themselves in the
form of CRLs, and different CAs may use different CRL

distribution mechanisms, said method comprising the steps of:

creating a plurality of CRL retrieval agents based on the CRL
distribution mechanisms of CAs, for consolidating the CRLs from
multiple CAs (801); storing the consolidated CRLs from multiple
CRL retrieval agents or the replications of CRLs into a plurality
of CRL databases (802, 803); accessing the CRLs from the CRL

databases by a uniform set of APIs (804).
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access, comprising:

a plurality of certificate authorities (CAs), in which each CA
maintains and distributes the digital certificates revoked by
itself in the form of CRL, and different CAs may use different CRL

distribution mechanisms;

a plurality of CRL databases, for storing the conscolidated CRLs

from multiple CRL retrieval agents or the replications of CRLs; and

CRL access user interface, for providing a uniform set of APIs for

user's accessing the CRLs CRL databases.

2. A system according to claim 1, wherein said plurality of CRL
databases include a central CRL database and a plurality of CRL
replication database, said central CRL database for storing the
consolidated CRLs from multiple CRL retrieval agents and said
plurality of CRL replication database for storing the replications

of the CRLs of the central CRL database.

3. A system according to claim 1, wherein said plurality of CRL

retrieval agents include a LDAP/CRL retrieval agent, for
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retrieval agents include a RFC1424/CRL retrieval agents, for
periodically sending RFC1424/CRL retrieval request and receiving

CRL retrieval reply.

6. A system according to claim 1, wherein said plurality of CRL
retrieval agents include a Http receiver agent triggered by a HTTP
request, said Http receiver agent verities the authorization of the
requester, if successful, said agent stores the transmitted CRL in

the CRL databases.

7. A system according to claim 1, wherein said plurality of CRL
retrieval agents further verifies the integrity and the

authenticity of the retrieved CRLs.

8. A system according to claim 1, wherein a certain replication
architecture is used among said plurality of CRL databases in order

to maintain database consistency.
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adapted for consolidating and accessing all kinds of black list.

11. Tn a secure network implemented by digital certificates, a
method for certificate revocation list (CRL) consolidation and
access, wherein a plurality of certificate authorities (CAs)
maintain and distribute the digital certificates revoked by
themselves in the form of CRLs, and different cAs may use different

CRL distribution mechanisms, said method comprising the steps of:

creating a plurality of CRL retrieval agents based on the CRL
distribution mechanisms of CAs, for consolidating the CRLs from

multiple CAs;

storing the consolidated CRLs from multiple CRL retrieval agents or

the replications of CRLs into a plurality of CRL databases; and
accessing the CRLs from the CRL databases by a uniform set of APIs.

12. A method according to claim 11, said plurality of CRL databases

include a central CRL database and a plurality of CRL replication
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database, said central CRL database for storing the consolidated
CRLs from multiple CRL retrieval agents and said plurality of CRL
replication database for storing the replications of the CRLs of

the central database.

13. A method according to claim 11, wherein said method is also

adapted for consolidating and accessing all kinds of black lists.



