SYSTEM AND METHOD OF MULTI PLE- LEVEL CONTRCL OF ELECTRONI C DEVI CES

CROSS- REFERENCE TO RELATED APPLI CATI ON This application clains the
benefit, pursuant to 35 U.S.C. 119(e), of provisional U S. patent
application no. 60/448,540, filed February 21, 2003, Entitled "SYSTEM AND
METHOD OF MULTI PLE- LEVEL CONTROL OF ELECTRONI C DEVI CES', which application
is, by this reference, hereby incorporated herein for all purposes. 5
TECHNI CAL FI IS icatio | ates_generally-to el ectronic
dovi ces, "anioTrn paRVETHP P Bb R e st SR RPERY SredmaNGREE Dy
multiple entities, who may be different froma device user. 10 BACKGROUND
ART J rQn | gyees are often provided with
access to M@@E?g@g egud #}PMS&IO& used in performng job
functions. Stanthragppietionerainis tiemnesit| pursuantioBdess @t §118a8 lof PrdvRiohanas.

conmputer (P d i hel ud irel bi.le,. icati levi ces
and ot her RypLeFalR bt aRA R FhuTh e SRR AR e D68

i ntended pOF MALITIRLEHEVHULGONERGE OB ELECTRONES BE ¥ ES! mhirh@pplicHiialss bgthiEet i nes
make personal. i ' n |.Qyers are usually confortable
w th sone %grﬁdg%‘ehoe?ébﬁééésoéﬁloz?tgg}s{%'%&% O'Fsﬂlclﬁvéoqsgiy'prrent, provi ded that the
persond use does not interfere with normal job functions, does not incur
addi ti onal rEQsSAL gonforms w th conpany policies. In these types of

si tuati ons, ; —an el ectronic device is not the owner of the 20

devi ce, and t hdhisspplicgtien elatrsigeneiplihiaelectionic deviaes, gndriteasti¢ulante cofitralingept abl e
devi ce USEperERERIBRE oS BRI &, Wnddhnd SRR R b&li or
exanpl e, \;\e?h%legzh enpl oyee% areggiupteb%téﬁl to fhol I (%iv}/) ut a rgor%)g%é(t%éjsgévi ce
owner often has little if any control over how el ectronic devices are

ul ti mateel YBAGKREROOREOAR Ng t 0 one known schene for controlling operation of
el ectroni ¢ devices, an owner loads a policy file onto a device to restrict

the type 25 of "HBCRAIYRSYFORSHNL\RIPRIOVREH e Sfteh REOVIdR (Witheapces texaliaet ed by
the devi ceuppiReaM@Equidié td Bl h FEBAMRY job fMaIBRL | SBRdRd SRITNRNLSEalY a
user by either deleting the owner policy file or replacing the ower policy
file wth BOYes at lgastcy Rergonal, APRRM AR (P %mﬂ“ﬂd'@ai’eﬁ}&ﬂ' Inclyde ryilssg nEchi§an t he
owner pol iceynriuntcation devitdelabd ofer Pped dfeldetbhiy dévicdsa PgRoUGhGaEH diin@dtgis Nor e
;2? cn)r 812”»_6 %ﬂ%ﬁ%g@g%p&%%ﬁ)&%ﬁ% Iegg\%r'l&xlelgtsedEDr%gsésbgyergmsgnQet}m%srrrl%rllg%grsgrqg

use of office equipment. Employers are usually comfortable with some degree of personal
use of such equipment, provided that the personal use does not interfere with normal job
functions, does not incur additional costs, and conforms with company policies.
In these types of situations, a user of an electronic device is not the owner of ihe
20  device, and the user and owner may have different perceptions of acceptable device uses.
Acceptable use may be specified in company policies, for example, which employees are
expected to follow, but a corporate device owner often has little if any control over how
electronic devices are ultimately used. According to one known scheme for controlling
operation of electronic devices, an owner loads a policy file onto a device to restrict the type
25  of operations or software applications that may be executed by the device. However, this
type of scheme is sometimes circumvented by a user by either deleting the owner policy file
or replacing the owner policy file with a user policy file which may include fewer restrictions
than the owner policy file. In addition, particularly in large organizations, more than one entity
may have usage policies that they wish to manage and enforce. Knownelectronic device
30  control schemes do not provide for multiple-level device control.

Therefore, there remains a need for a system and method of multiple-level control of
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30control schemes do not provide for nmultiple-level device control.
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| evel s. authomatlon lnformatlon comprising data integrity and authentication information for each of

a plurality of authorization levels on an electronic device, receiving controlled information

associated with one of the plurality of authorization levels at the electronic device from a
20  source, checking the integrity of the received controlled information and determining whether

the source is a party authorized at the oné of the plurality of authorization levels based on the

data integrity and authentication information for the one of the plurality of authorization levels,

and storing the received controlled information on the electronic device where the integrity of

the received controlled information is verified and the source is a party authorized at the one
256 of the plurality of authorization levels.

This method is not limited to the order of steps or segregation of steps described
abave; rather, the aggregation of steps, or portions thereof, into a single step, or multiple
other steps, or the reordering of such original steps or aggregations are specifically
contemplated. In addition, one or more of the described steps may be stored as computer

30  executable instructions in and/or onany suitable combination of computer-readable media.
Instead of, or in addition to stored instructions, one or more steps, or portions thereof, may be
executed by special purpose hardware designed to perform such steps.

Further features of electronic device control systems and methods will be described or
will become apparent in the course of the following detailed description.
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This method is not limted to the order of steps or segregation of steps
descri bed above; rather, the aggregation of steps, or portions thereof,
into a single step, or nmultiple other steps, or the reordering of such
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10  an electronic device.

Fig. 5 is a flow diagram illustrating a method of inserting controfied information onto an
electronic device.

Fig. 6 is a flow diagram showing a method of controlling an electronic device.

Fig. 7 is a block diagram of a wireless mobile communication device as an example of

15  an electronic device.

BEST MODE FOR CARRYING OUT THE INVENTION

Fig. 1 is a block diagram showing a communication system in which electronic

devices are used. The communication system 10 includes a Wide Area Network (WAN) 12,

20 coupled to a computer system 14, a wireless network gateway 16, and a corporate Local

Area Network (LAN) 18. The wireless network gateway 16 is also connected to a wireless

communication network 20 in which a wireless mobile communication device 22 (“rﬁobile
device"), is configured to opérate.

The computer system 14 is a desktop or laptop PC, which is configured to

25 communicate to the WAN 12, the Internet for example. A PC such as the computer system

14 normally accesses the Internet through an Internet Service Provider (ISP), Application
Service Provider (ASP) or the like.

The corporate LAN 18 is ah example of a typical working environment, in which

multiple computers 28 are connected in a network. It is normally located behind a security

30 firewall 24. Within the corporate LAN 18, a data server 26, operating on a computer behind

the firewall 24, acts as the primary interface for the corporation to exchange data both within

the LAN 18, and with other external systems via the WAN 12, One type of data server

commonly used in corporate networks like the LAN 18 is a message server. Known message

servers include, for example, Microsoft™ Exchange Server and Lotus Domino™. Where the
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Fig. 6 is a flow diagram showi ng a nethod of controlling an electronic

devi ce. Fig. 7 1is a block diagramof a wireless nobile
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10  like calendars, todo lists, task lists, e-mail and documentation. Electronic device control
systems and methods as described herein are applicable to a wide range of electronic
devices and functions. '

The wireless network gateway 16 provides an interface to a wireless network 20,
through which data is exchanged with the mobile device 22. Such functions as addressing of

15  the mobile device 22, encoding or otherwise transforming messages for wireless
transmission, and any other interface functions are performed by the wireless network
gateway 16. The wireless network gateway 16 may be configured to operate with more than
one wireless network 20, in which case it also determines a most likely network for locating
the mobile device 22 and possibly tracks mobile devices as users roam between countries or

20  networks.

The mobile device 22 is, for example, a data communication device, a voice
communication device, a dual-mode communication device such as a mobile telephone
having both data and voice communications functionality, a multiple-mode device capable of
voice, data and other types of communications, a personal digital assistant (PDA) enabled for

25  wireless communications, or a wireless modem which operates in conjunction with a laptop or
desktop computer system. |

Any computer system with access to the WAN 12 may exchange messages with the
mobile device 22 through the wireless network gateway 16. Alternatively, private wireless
network gateways such as wireless Virtual Private Network (VPN) routers could be

30 implemented to provide a private interface to a wireless network. A wireless VPN router
implemented in the LAN 18 provides a private interface from the LAN 18 to one or more
mobile devices such as 22 through the wireless network 20. A private interface to the mobile
device 22 may also effectively be extended to entities outside the LAN 18 by providing a

forwarding or redirection system that operates with the data server 26. Such a redirection
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the LAN 18, and with other external systens via the WAN 12. One type of
data server commonly used in corporate networks |like the LAN 18 is a
nessage server. Known nessage servers include, for exanple, Mcrosoft’
Exchange Server and Lotus Domi no'. Were the data server 26 is a nmessage
server, each of the conputer systens 28 in the LAN 18 inplenents a
nmessagi ng client, such as Mcrosoft Qutlook(tn), Lotus Notes(tm, etc. In
this case, nessages recei ved by the nessage server are distributed to
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Older data-centric networks incIUde, but are not limited to, the Mobitex™ Radio Network
(“Mobitex"), and the DataTAC™ Radio Network (“DataTAC"). Voice-centric data networks
20  such as Personal Communication System (PCS) networks, including Global System for
Mobile Communications (GSM) and Time Division Multiple Access (TDMA) systems, have
been available in North America and world-wide for several years.
in the system 10, a company which owns the corporate LAN 18 may provide a
computer system 28 and a mobile device 22 to an employee. Where a computer system 28
25  issued to an employee is a laptop computer, for example, it couldbe used either within or
outside the corporate LAN 18. When the computer system 28 is operating within the LAN 18,
non-local operations may be restricted by configuring network permissions and restrictions
for the computer system 28, a network account ofthe user, or both, in such a way that they
cannot be changed by the user. However, if a user is using a computer system outside the
30 LAN 28, by connecting the computer system fo the WAN 12 as shown at 14, for example,
network-based controls in place at the LAN 18 can sometimes be bypassed.
An owner may instead establish local settings directly on an electronic device such as
a computer system or a mobile device to maintain control over the device. Such local

settings control device operations, but only as long as the settings remain intact on the
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Such muitiple-leve! control also permits division of control functions dependent upon
other criteria than breadth of use. For example, although any corporate network
30  administrator may be trusted to manage electronic device control settings such as a minimum
password length or maximum password age, tighter control over installed software
applications may be desired. In this case, software installation control may be entrusted to an
administrator at a first authorization fevel, while other control functions may be entrusted to
parties authorized at a second authorization level. It should also be apparent that further
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30 LAN 28, by connecting the conmputer systemto the WAN 12 as shown at 14,
for exanple, network-based controls in place at the LAN 18 can soneti nes be
bypassed. An owner may instead establish local settings directly on
an el ectronic device such as a conputer systemor a nobile device to

mai ntain control over the device. Such |ocal settings control device
operations, but only as long as the settings remain intact on the device.
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feasible in certalntgves of or |za

or gani zat i bHLNISGPYHF el YR PEE '%V%) "bg’l""?@*r“@%”@?'bﬂBaqyoaté’é'?toéﬁ}? IBYAes of
oper at i ONSdgRE nUEAGBISTHE fﬂrtart)bﬁ) mrme:@eifaﬂﬁnsa‘ehw&rh@amthmmordﬁ\th@ etherleseci at ed

with the ani zat i on erea cust.om cao oI | es of
oper at i on%ﬁqﬁfﬁta rﬂ?ﬁerﬁgth&?rﬁ%‘ﬁ'ﬁ eyglfs alpe prt%'g?cg 8§" '%géugt&éﬁgstgﬂg chr por at e
of fi cetomayfirstemdiseeondcuemsization lavesthiedysubtrdinaterte thaohasatmaautramlzaﬁoorlewbt

comonly used i t.her_ c or.at S gi ons,
for instance. 'JrPP %‘n? g bé: ng gé@éﬁg&h tlbﬁg sé(étgwgdrf |%§§ﬁ€%u@§%'§’ h E\?orﬂﬁtuérﬁd
change coretndortdn&dlleldnhiorn‘ratonmmtcrrastelelwommdeww/affbe efstemdn tFid. < isdudes ol | ow
bot h gl Oba%lec%%qlccdlé QNG %ﬂté’uﬂlorl%{loh%fgﬁnatiﬁx ﬁ\%&hlgbelﬂ{IZ% fopmgﬁﬁ&zta o obal
control I Cl es t us "bée 'S evi ce
cont r ol nﬂa@éﬁmnﬂi a controlled Anfonmiatipp insettion @bint 239 é}mﬂ@n@wﬂﬁﬁzﬁw ‘@Yelé@nr‘m ol ling
el ect roni ¢ Lﬂ’?ci\fi'zﬁﬁ RO EREn L 6re %'123%0%09901%dswﬁ&}n%ué}+”sm% | Z0d R tap OF
group of sim orized parties for managenent 0 of electronic

devi ce conmedace/moecﬁm AtP eee axyided gn des eleciseric Weyies #10 mulhg pyteonizalien s of
aut hor i zat, ;\@pﬂmo%&(ﬁbofn%do A0 TIRbURS RRAhSHAN RlRREEANdirdexiacand st i ons

or types o nction ferent authorized parties. In the above exanpl e
of a lar gen@ﬁﬁmﬂ?@ﬁr 222viThe cetralled farmatipn igserieT RQUMERP S%’ﬁf‘Y BrludRA 2 ci es

are desi r%trfnl’lerdsiﬁfoﬁﬁ‘éiloﬁ%8&892@4‘&&@&& fidriaedcdesiop2g0ul d be creat ed to
manage gl obal control policies and custom control policies, ﬁ{?e&b: vely.

Net wor¥ 25 adnifiasthogealios informalierhsteisiiis siares ipimaian. e 4 arfég"é i%ed” at

the Secon%yearebbhealaataomgﬂfy HDb@théﬁFUaﬁcEn aeloriation, @t @S(émﬁlé NRnRgREton at
corporate head%uarters for be aut hori z

Covar 2 inforragien e slop LA TSy te deierane UaBerssener omRUSLITTen WEh ¢ o

functions slppeREensertA0Ae Blebfdnicddvicer2ia by baauthorerd phrtyfas describédin fakenpl e,

al though a&e%aﬂcb%rloﬁ)wor teecorrxlt%ll\,\g |n¥ormatlon store 214 stores controlled information which affects

25  the operation of the electronic device 210. The sources 224 and 234 are, for example, local
memory devices, readers such as disk drives or memory card readers for reading
authorization information and controlled information from removable storage media,
communication modules through whiéh remote memaory devices storing authorization
informétion and controlled information are accessible, or user interfaces through which

30 authorization information and controlled information are entered.

The interface/connector 222 is compatible with the interface/connector 216 to
establish a communication link between the authorization information insertion point 220 and
the electronic device 21 0, to thereby enable authorization information to be transferred to the

electronic device 210 from the authorization information source 224. The interface/connector
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30 adm ni strator may be trusted to nmanage el ectronic device control
settings such as a m ni num password | ength or maxi num password age, tighter
control over installed software applications nay be desired. In this case,
software installation control may be entrusted to an adm nistrator at a
first authorization level, while other control functions may be entrusted
to parties authorized at a second aut horization level. It should al so be

apparent t y at ve b abl | shed. A
ol ot el y 2es ti/ e adhat of Rk et Rsmet i B Pevded Blrupicaisouce
aut hor i zed 2phionioethe twawoperdwx;elajnsna e m@sainablidatin tnk estdblfsfiedbytweenthd! | ed

informatio ot her thariz on | vels as
descri bed P’n g(gftcﬂ%%c@ J‘%ﬁ‘ﬁ@eﬁ ﬁ'\eltglreflér(:g% E?Ct%{ﬁlzﬂ{é ‘Jl}%a?ndg%é §h peer
aut hor i zat wised f@muricatisn tinksbwhére ter leterfmmnhector‘smre m::aa;bmtsefoea)mmdla oof a
first agth f { n,control and
2 socont aqrher oafmbfediln ifks S0 PIRaRBn.S Bhbue TRk AsC R Ge A g
second | ev#fraregraoduiasy Atélwlzétlonl inforrhrtion st lronirdliat! informeftiom trpesféryedato thae of
the | evel s

aut hor | zat [ e B Rpa® et cfehiiech BRI ITRRRK L AT MR o

al so provi ab?da"dathﬁP@F@l"%iﬂﬁma@,‘lﬂr%@?@ﬁé results, with the 10first and
second aut hori Zﬂ%é é@:ﬂwdn@é‘t%hsnf&%dﬁen ﬁH&%%&ﬁbQo fs%séd&%té&%&]% ft‘#éqmé Z&@t 1 on

| evel a bl ock diagramil ustratln\%l |nsert|ng
aut hor 1% at ?@H‘WOHF%'PH“&VPBWOE?FH‘"@@F\Q fhgelestioniedeyicesd!Po héfﬂt ealﬁctmnwtemgm c

devi ce. Thm&i&?i&ﬂb@fbdﬂs@r bﬁaﬂé?ﬁdlé&@?%r%ﬂaﬁglgcthé Qikh6riZa8H iG@rreakBn ir@Brtion
aut hori zat i Q for tion insertion point for an authorization [evel X

and a cont P‘B” hERMRIer syslemar Sﬁv'?ﬁ)?%rowd’yfwrﬁﬁéte&@ﬂ*ﬁﬁﬁef s¥eteron

|l evel X Aﬁdrﬁlﬁlsﬁatbmrﬁ d&tartdient. TTHRrteotigdlioR VB EX i braated dhARY &I8dtHoRR device
|nformat|o tor§t§14 and an Ln%er e/con ctor 216 are provided in the

el ect r oni c IFHhg FEEMEHNRSHPY, ? ﬁﬁ?‘PWt‘Pﬂgg‘?r alon maerien 220
i ncl udes apmmzzb@nu zrmtelemmnmfd@mnram@mra@u nmn@aécamnaaotsrﬁzerahamé gAgnect or

222. The cgnir.oll i nfor on i |on ol n¢l udes a
controll edt%l o7 i "ﬁhosrégﬁ n%@a Yo Oér?”t'ﬁf'é?r} 8)’%31 %Eﬁ g%@?” a%@"]’he
aut hor i zatinformativhetara2i 2 rsstescrbed Iifustharidetil baibwyanes batherizstiaiinfasnatios fognat ur e

ublic ke I, t. e ol aut henti c nf ormation, for
oot o Aci P o el kel < e SecfitleGRAdC 24 Bh Bl iz d 2 o
V\/net her r eadihorigdtiandemst ¥) drechigher blermd:hlaahauﬁamzap@'r leval if aoy edstnit able td meert
oL oot 801 ol P AR PRAHBAT RESHRREI 09 55T ARS8 LD
i nformati dﬁamaesvcafefdewt@mrza@ndw&u on of the eI ectroni c device 210.
The sources 22 f i , rs
such as di sk df?@gg”%ﬁﬁl{r?e%n%'ron g%(rj%)&ﬁeadgu OVE?@% }ngggpﬁé’nt %‘ﬁﬁ'?q%z a%f&?agee
i nf or mat i APPHFAYOBDHANY @he@dforrmtmnrmt Bﬁfﬁwtsrqp@mtlc@ﬂfdmw@roslpden@e%@e@patrol
conmmuni cat o

| catdeBiglREet 9aiibd BHEhibEdhs IR Aq 5 10] p%ﬁyééfasoesén%rb&g?t the

aut hori zation | nformation and i'lon are accessi
user %% erfiediesicderisn gOwPE AxaBTRIGItI9Bie! A8ttingh Might sperify icominkiim @QWI ed

i nfor mat i Qengk @n@Rt MERBuM passwordTQge iR qaét%%éﬁ%rws&e{o@%asﬂﬁe SpRaLi bl e
with the '\/Qt erface/ connector 216 to establish a communication |1 nk between

the aut hor\3&iBi BRS¢ PHIREL A6n aﬁ?ﬁ?@f‘@tdl with pdi Rarticeday yibprizatione lavet Porthen devi ce

210, tot wr@ﬁ!at&ﬂ@@eﬁx Al b@{t#ot@éttur@@ whithQr & RELRSY drito PR ddchbsé Gé\f|€é121foo t he

el ectroni c device 210 fro he aut hori zation information source 224
i nt erface/%ﬁ?ﬁaé?%? eectronlc evice 210, software application installation controf might be

30  associated with a different authorization level Y and based on digital signatures. Since digital

signature-based software application installation control requires only a signature key for
verifying digital signatures on received software applications, authorization information for
authorization level Y, including such a signature key, is inserted onto the electronic device
210, but no control settings are required for authorization level Y. In this case, the
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232 simlarly enables transfer of controlled information fromthe
controlled informati on source 234 onto the el ectronic device 210 via a
conmmruni cation |link established between the interface/ connectors 232 and
216. The interface/connectors 216, 222, and 232 establish wred

communi cation |links, where the interface/connectors are serial ports, for
exanple, or 5 wireless communication |links such as infrared |inks where
the interface/ connectors are infrared nodul es. Authorization information
and cont r cuthaiizatiendnferaatiomstoie] 3 miarescaythopization indfprarliemier utbrsization levels Xar e

respectivelpyy Ynspekas 1 ShiRied mferrﬁ;h@naéiér’@omﬂaforéancdr%prsamﬁgsoan@tf@rre 212
and the controlled information store 214. The authorlzatlon i.nformatjon

i nserti on PEgiEatEpdevel Xo 5 @HipEzatiRn dayehY pa sYRsequRMiY reerigd digally signed

a:Jt hor i Zatédia}eeéﬁdzllg%ﬁoﬁQfonfbﬂQég ebitiog ifRliet WhiRRiis sttevd e thelebntidier Ie t he
el ectroni c device i S provi n e e r. exanpl e,

t he autthorMPHPRYOR sfore. ¥ PMited s df%gbﬁquagﬁ VEBfreﬁit st%cﬂlg‘%}); 'Bg fﬂ‘eﬁi&%ﬁh&’% W-syst em
or device cont rigddriash &f)boatr@lréapmbaﬁaloa@wmd wstaamuaﬁhfrzaumtlem ontocan | T
depart nment. he aut hori z%t | evel, X i.s creat devi ce

210 by oot ABTEBRRYCS = CoRI @ErGon AR BET Izt Cheha R PR nés
i nf or mat i dseeniivgsertéd erito thezlgedomt d@2é:. ahds ltitnecoatrelteurirﬁmmatud'emect@nbmt 230r ough

h f h
|t or mat 1 ORGP, BRGNS ool ad P e SRS ALK FAH, |,
st or e @12. cofysorate venéetud theiatectranit HevicedOadintdied conirolonerdhecrrtrolfed irderivation
I nformati 0 SJI’QCKI} h&Nt%BO tipaaiﬁs&'ﬁ anﬂéeizb eg] m%er/]%e Gﬁjngl‘éh{eﬂ%li% %Véé?ﬁe 210,
n l'evel er

only a par y aut horiZed at authofizati o hierar chi cal
aut hor i zat ¢aprputes sgéteinfor dayicernd share sheagsnee interfang/eprinectzn UpW@\reamy@arate

aut hor i zat; oY {534 é}H& 3 rasa\sﬂh\nﬁ’ Il F71 L BB aﬁ\()@)ne%f%e an%ﬁldeQi@é( 2?(?

features or usage associ ate r| zation | evel X troll ed
i nf or mat i 01,2 pasty dethoriiaded thetaotherizatiop |€iVﬁb>K tpoeleggter qoptroligd infprmpdion @é?"ﬁ‘war e

applicafi Otegny Bier &Srlg%at bi{e? fsrgﬁttﬂo‘ﬁEeci fate iEfliorRRRINAEIPR oPfastdiBess to

el ectroni evi ce trol settings specify values or configurations
accor di ng ¢opirpissgeoppation %%hqf Beh &Y sHElh BcRettyat If cpgiroliod infprapatipg insertigevs ce

210. For exRmsid: uQngPHfg%l §§‘1‘iétur@95fom££aﬁwp%9%|dééc%é@ il W%@@&&Mé@w' ength
and a maxi num password a Aﬁfqrhlswor protection nust pe enabl ed.

Wher e t hes@tw&emﬂe@fow%'oa&@@ %Hf@zf' Sl b%m'#@nﬂ 8s1RaIUERKeYz SiRsEHe evel
X, then auwdiotiezaddienc uewel 2% ﬁﬁépmmﬁ&mé@bi auummmrﬂbvm(e omys@gutawl ont o
the el ectronic device 210 el ectronjc ‘\ieeéft 9\% (%

appl i c& i oHoned<earglad infmation o oS amglfaleﬂgf@&"%@svse BSIT HOENERPL  ent
aut hori Zat%ﬂﬂhérﬂdéﬂ?seﬁe@ﬂﬁioﬁ@@ﬂct@ﬂuc@e@bé aiol lsn giedase @mo‘amtcal lrdmugiatlﬁd |s|

si gnat ur e- based sof t on in ati.on. contro enly a
signature 'R%%?teg(%’ a(}é?‘ PN eﬁﬁgmgﬁ F%‘?@ﬂ%&@@?%’ﬁ'@%ﬁ%ﬁ "\’Pé'gl’zgg

appl i cati amer's sathfloén systbinpRhérs itaBisigned Eatrotaditfommatian foDauthmzeilonYevelX

i ncl udi ng ,such ignature key, .is ipsert onto.the el e 210,
but no cont PB?V'%gﬁ?i g‘éseégé apgd'mof'éﬂp?%fy ‘ :ﬂ'leh%ﬁ'ef ey Bser?%bé ?'Bw'y%f?%? ﬁ

case, dshe coatrbliear infoerhation dontd treneledtmnicsdayice 2102 Eveortesughuthh aserzinsértsrhe

informatio Laﬁgrsigurt??or I %r8b |ré%r?r{a?‘8|l§ 186‘@ de%m%@e{h%a%ﬁt%ﬂ Qﬁﬂ) tlbﬁqs

i nf or mati of® i ngs ‘onl y for au orlzalonlevel
X. For aut édstatilighed avl sigﬂeélbyhin aatmum@nmt)bymm:@eved digitally signed

sof tware appl i GALL AP GURESRRs SRBBLMoliSHioh MG RbA HleHBh GBint S254 @€ T O

the controlled
controlled information insertion point 230 include the same type of interface/connectors 222

30 and 232, compatible with the interface/connector 216 in the electronic device 210. However,
the electronic device 210 may alternatively include multiple interface/connectors, such that
different types of interface/connector may be implemented at the authorization information
insertion point 220 and the controlled information insertion point 230. Although only a single

authorization information insertion point 220 and controlled information insertion point 230

-9-



S5information store, provided its digital signal is verified, as described
in further detail bel ow. I'nsertion of controlled infornmation
associated with an authorization |evel onto an el ectronic device is
restricted once authorization information for that authorization | evel has
been inserted onto the electronic device. Thus, the controlled information
insertion point 230 need not necessarily be controlled by a party

aut hori zed at  aut hori ion |evel ere a .10 corporate owner of the

el ect roni c@ 8@\??‘%'“%@2@@{?%}?%“588&9{‘? Hiteg ey "?Or'fé’ed'Bcﬁ? £ 1088 Of §ACH tyRgtaf on

i nsertion peértion RAE, lrtd1|Qrger¢ambémwfbrpmnﬁﬁlé oaaﬁra@doraﬁﬁerwemedmmétmﬂt ed in
t he sane conmput er ste Vi ce re t sane interfa e/connector
However, <B4 & Ui%%é'é?‘{n%np ] aut %’r&ag\% '@éwé@“swa%ﬁf"? PPE[aions M ow an
owner of thdmialseatbr computde gystens), 1t fasm eanpardrpbratut dunriguted Gsyafent hem which

aut hori zat del egate_contr ti on insertion 15t
any ot h%r %)c?z;r'p ?ﬁ?ﬁgt ¥(é]l ﬁ)cﬁ‘ér C?rg%gufﬁ%f?ezdgd hgfeb?' h%rogga TR PYBPTaHOT eveI X
or has acciegsmalionciosgrtian peidtsi2200r$mtlaryn whah hxsenszlmiarb@lgnﬁaﬂy:blgaecpaomtsolledif

cont ol | edejopl gf RGBSR bS] 5 GQDBA iafl USlRge Bl gl v\ 0Bt o

for exanpl e, ‘her detail e 'ow,” au hor|
i nf or mat i ovseld@s & ¢patraliedrifoinzadioh mseitien pdind@30. ncl udi ng a si gnat ure key, is

ted onto t
st hor | zatton |'gal S DR A S elbhoy ol whichisl ARG B Betmoior ¢ o,
whi ch #0 di gultiple-levebenatrarase Inepleraeritéd. da Figs8.fbe elhetrmlmtca fsea eljilecigrice Reén be.
I nserted Ofipidds o%lax%ﬁ*é \Fv@ﬂh § vxﬁ'.%}ébﬁ ﬁe%ﬁc AlQo Er%mﬁgﬁ%%qe 3 i§Hh ﬂ@é:‘tu?ﬁﬁdg‘? B4

information i s insert an aut hori zed he contro
i rformati ofsedne ieeit éﬁthﬁ‘ﬂﬁaﬁﬁn pEomaiinm Q!‘t%%'etm@“aﬁi@\"c%mzorrput er system where

digitally si gnqﬂsr@qwtbre@pb&énﬂtairewa&ueerhtfherart%t BAY trre%h@enérﬁé«ﬁboze&d ifa
pI’OVI ded to the user Hn aut hori zed g he user then inserts the
i

di gi tal |y SVisRetPnys SsHm 6re ebPwinoFigmsi o “@ﬂ‘?ﬂ'% demige émr@lw mteeﬂé«w@é 210.

Even t frougdbnigdRents &1 additidf td Boddhodh & Fig! 3. Yaisd, erafosie akbyied 36id ah eFdmei on in
this exarrpl)%g}pi he controlled information i s established and si gned by an

aut hori zed® /0T FHbeleglPricfevize dpr which some pert phusade FNERPRIS JRYrablehe

aut hori zat MOIﬂpIe-msfv@r EERtrbas alsb Spplichisle tcp@therttya@ébf@mtrbﬂnedemasrmched mobile
i nformation ﬁsertﬁﬁﬂﬁﬁd nt 23Q include_the s nme ty

i nt er f ace/ EERAYIE oY 863N C?@E”te@of?ﬁgf(?% & wi t h the
i nt er f ace/ connextemnobAd Bevice 3M@neriees a @aNOryd2y a pmcasear 40—|@wav@rcatidrh@ader

el ectr evi.ce I ternati de nul .

Cntor 1 2o/ et miie Ho SRR Plediate 00 o8 ek RProriver 8nRRtobr ay
be i npl errenibefdceadrcbhmcmsbmmezmemony SQrpfejenaialyurco:Iudemseﬂotagearqa@ﬂfﬂrs&%rand t he
controlle tio i, int. 23 0 -onl in

aut hori za’?al ﬁéa?%%@ i %htﬂo'}ggt[?ée'r n?aﬁuoﬁg}:oﬁ 9’9’2@%@@@%@& ?red’s% i n?i’)vle Prﬁ?i on

i nserti on pessihly of®Pdataswresasanciated Wityoth@r, desrice sygiéms i addifar toittmse sypehém may

i ncl ude i§ 4 han one of each type of insertion point. In a large conpany,

for exanpl e corporate conputer system adm nistrators may be authorized to
per f or# aut hor i hateseory B2 israveiteable storesuch asa BﬁMrQﬁﬂa@h mefroonintaaviighiotiter at or

conputer Sdé%ic@%m Sherfts %fﬂﬁtg%‘ié’%@&@v OWﬁ éﬁé§é R dés%%‘tl‘ﬂ%‘%&ﬁ%raré

adm ni strati ve fu ctions e accesse t ere provi

aut hor i zatarglicatian sformd4. MaUﬂp@mtloamf@fmaﬁ@e stpp36, @@ﬁhpgpmtgp! SQW@.% suyeﬁg
insert digk Bt%'féré(blﬂ&m’c%d(:@m &R 5 ueémfﬂ?etmme%hee%%y beabie tdievrle gs. as

descri bed above, each user's co ut er s¥stem|s used as a control
i nf or mat i Gi#ta HieBrthe 6ieresoBh3628tH 3ikyt wiitq andyetsse orealiensrfanthese a'ﬁreél @etronic

devi cesoi N kiR RaSuGABARIbTEL hod  of
The software application store 34 includes software applications that have been
installed on the mobile device 30, and may include, for example, an electronic messaging
application, a personal information management (PIM) application, games, as well as other

applications. The authorization information store 36 stores authorization information which is

-10 -



10 multiple-level control are inplenented. In Fig. 3, the electronic device
Is a nobile device 30 adapted to operate within a wrel ess network. Al so
shown in Fig. 3 is an insertion tool 64 used to insert authorization
i nformati on onto the nobile device 30. It should be apparent to
those skilled in the art that only the conponents involved in a device
control systemare shown in Fig. 3. A nobile device typically includes
further 15 c ddition ..3. Al'so, the
nobi | e devV%eéﬂgge ?yetﬁatﬁe(que%&?té‘iuﬁg@ %Wﬁ&ﬁﬂ cﬁ'gwtegnﬁ"”@loé%sr dirast apetAvedby or
whi ch sonea smpbrlyoéuthmagﬁpa)@nt(ltbér |r|if01|rmaf¢n msclmﬁy mfabh@on PtAJddtamtw an beNs |01;]

such as

control is; als l.i C f electro Vj ces

mobi | e t el BSHE %B\SﬁAgt? g Eﬂegg OEF%t'Onf'%‘fe Se?( Btegyheehi | e
devi ce 30 mmmpamcmeﬁaraexmpbr ma'yzalscab@rsm@smomemihoamat@pphfoﬂaétnoﬁrstdr@azé.er 20
42, an ins interface (U ) 46, a wreless .

t ransce% ve?grﬁfg)%et[%ggh%f‘% su‘fﬁ}1 Z\?rgls R EHITeLE EW'Q%?’).S aﬁﬁéeﬁiré«:}ﬁ%ﬁfogge B8 abl y
i ncl udes adevMasrdgeayaresspe8ified, @re stofedwathe capipd! isettitgsostsre 38n aut hor i zation

o e 2N 5 o oh riesor SR EHhoBl d (9% BRL farllon 894 Bld A5 RORSIL Y

other data stores associ at ed evi ce Sténs 1N o t hose
shown i n PFngbilezlevigg 3 tor pemmrpicdRns giaa V\MeietseabﬂNerlstmeepsmeﬁnrdgac@rmmd)r

Fl ash memogy 8t iRoihddticohlierycds b&eﬁncﬂﬁﬂ&n%@faﬁ Wwwg}et %g&ﬁtcfeﬁ fovgyer.

wite and erase access to the software a pplication sto
aut hor 1% at inigassieesnagien 8t te adew cgmm\mmtl@mmtbdh@ r"@ﬁeft@@t topingrs thtougle 188 i

pref erabl %do@éﬂaﬁh@h%ﬂ'acéf&fnn@é’t&nﬁ erheaapg&%florplﬁaéé?QZ%Q 'trLeE}né%‘?tde GRoie ARy be

able to retrieve data fromthe stores e and erase
oper at i onsFglsocpEested tathe srogeesond nire\ide alyrthesommumicatinpaitboreeiving  The

sof tware amﬂadr&aﬁdncwoﬁﬁa%ﬁaﬁ&cbrnﬁJu&ﬂ%rr%Qﬁdnware appl i cations that have been
installed on t devi ce 30, and may include, for exanple,

el ectronic mess LHd6d'Eﬁ5Lqu§é’PP(9ﬁm°ée Hb?@?ﬁ?&?ntﬁn"r%’hﬁﬁtq '@Mb%ﬁag@@ﬁ@ gPI M

appl i ced i odisplgigaestheBcni@héntd vhzhREeR Hputstidnh 8NSrovidie 8u V\%Uish@é'u%@ﬁ éfQﬁb t
used to

|nformat|ons stores authorizatio nf ormat i.on

verify thd™ t?' V'\?‘égo éﬁ*ﬂ%h@gawn At BFWEPQ{%’R&? Figi Prdt %@U\ﬂﬁb(er?'%?r%@a‘ﬁ | east
appr oved hyiolﬁlememaesd) Wpﬁanyhﬂcflm%@dncﬂa KHayh.on&UNehd it Or 4888 ineFafork NdnddH BQ
information_.to of the nobile device 30 or authorized

parties foPp'é?u?rﬁé)P?? [P?é@ sleémgqréc%ﬁ‘ data integrity check information, for
exanpl e, may alThe ibeerdroted 64 irncheeanhautha@dation infofneationtdion 60 ehe &A6. 5

Cont” ol B PR D8 el B BRGeRE AEEB BP P1 «ne
control setrdithgsregressrdgs 88authorization information insertion point 220 (Fig. 2). As described
above, an authorization information insertion point such as the insertion tool 64 is normally
controlled by an owner of an electronic device. Therefore, the insertion tool 64 is preferably
implemented on an administrator computer system used by an authorized administrator to
25  enable services for or otherwise configure the mobile device 30. Since networked computer
systems can typically be used by any user, the insertion tool 64 may instead be accessible to
any computer system in a corporate network, dependent upon the particular user that is
currently “logged on” the computer system. In such a system, an insertion tool may be used
to insert authorization information for more than one authorization level. The authorization
30  information accessed in the authorization store 60 is then dependent upon the particular
authorization level for which authorization information is being inserted onto the mobile device
30. Different particular physical authorization information stores could instead be accessed
based on authorization level. Alternatively, a separate insertion tool may be implemented for
each authorized party or authorization level.
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The processor 40 is connected to the wreless transceiver 48 and thus
enabl es the nobile device 30 for comunications via a wireless network. The
application | oader 42 and the insertion nodul e 44, described in further
detail below, are connected to the 10 interface/connector 50 to all ow
comuni cation with the insertion tool 64, through the cooperating

i nterface/connector 52. The application | oader 42 and the insertion nodule

44 are al so connected to the processor 40 to praovide a further
comuni cat i on paerRuiherizatier BfoFmalPNSiAre 89 siotes aEioriFAtigh Wﬁ%”i"@?f’%fﬂ e bgeitadol | ed

I nf or mat i Oghto Trtbem%neél@evadacw%g n%eb@rmm&ﬁ@néd FEI0BRATHRY 0%, a ToeahmBiody
keyboard or keypad, 15 ,_or other co one qgg‘gfébch accept inputs

from or erRﬂ’ée’H&t’ﬁhﬁ%aﬁﬁ“\’hcm%é’r Flg$h mr@orAsYIce: driyg-t Wo&g s hown

as a singl iﬁsé?h&ﬂKoI'Sﬂ |s|'_fin91em%ntetﬂn §r’6&%tﬂed&ﬁmﬁbﬂt@ﬁ§;&fﬁm & bikr raet\mecbmed@w ce 30
typically includes pore refore intended

is

to reprieseffvicgniae Bﬁ‘thﬂ‘dﬂaé"'ugféfm?tﬁf‘ éW%@%@ay %%r%"??é%'lﬂ?m% SY%%'T‘ SEP 35 Udes an
alﬁt hOftha;]éeWbrltﬁétqé %tcés&rblestd)ﬂw@ ﬁ&brﬂdﬁrdto@%ﬁ&hm@ﬁ er fisveekcannesticar Gz ]
t hr oug i Jnor nls chan th t ice 30, and thus
repr esent s2 @Prﬁﬁqoﬁ‘d'? P'&ﬁt"ferﬁ& gﬁ%#mm%%‘??ﬁe@ﬁn%o Eegg 5”%?:? és’%rp
descri bed @b@keedera@rrﬁmohm'arcztabd@m Sedune Digital (D) pustea floppy diskdrive, stec®D as the
i nsertion is normally controlled by an owner of an electronic

TV pafe ra@Rp

devi ce. ° fisertion tool 64 is preferably inplemented on an
admi nigtr at or olumpmlzaronsr}femmmms&@nﬁyrr@bﬂw&@bﬂlﬁﬂ”@dﬁl&dmOhﬁds%ndathmebttﬁ 25

enabl e Sef%evﬁg%pk%fa @ nﬂ}n'ik%{.aﬂ i oEal ﬁhggsgw&aﬁhgﬂgé& efé@Nﬁe%%rso’émanﬁ'&ce

net wor ked er s ens can user e insertion
t ool 64 mElhe lnsﬁe@azlcdmee@cr@é@anm@ opulddnewna@ﬁp@tl@ahtssﬁ}@pmﬁ'me aa@dmpéﬁeat e

net wor k, %&qgﬂg |H<Rl?d?ngfé b eg%élbcbﬂtﬁél dieLhradshitintbFacel rsﬂ@H"éiJ' Mfrarlegiga%d On

the conmput@r TSystem ystem an insertion tool may be used
i nsert autAssociztan GRA) ppads, mqr@hontﬁngﬁrm'@lqsrq&ﬁnm@'catmﬁdmemqs@ﬁr W@S%I The

aut horjzat .h@ﬁac%% s'uaﬁ & g@%fdmn%rssﬁﬁf@! B (bé9? @&is%a c8ielchsSkAGh §drtl S t hen

dependent upon t particular authorization |level for which authori zat| on
i nf or mat i dﬁn@%wb@lesrﬁgcqn‘rrmm@aéan%me@faﬁwnﬁ*ﬁ@ﬁ i ¥@(IPee “Heetopint Mgpypt and

parti cul arsd@%%&&lles%&&@fnb%@%%étw%ﬂ@w ﬂrbp‘éblﬂézﬁ@n§%ﬁpdcti\d&§/t eadll be

accessed based on authorization |level. Alternati ve ar at‘e i.nsertion

tool may bRPPRrRdt iorBerestkilied in thaaH thah Biusiqoiand 342 | °t§Lﬁe??o ISPETIBHO v el .
The aut hor 4\z@dHiOforh HeQhdtRte @ﬂEaéétMaearﬁﬁEléét@m%@ Eﬂgihé‘@é (IZReE), thlh@foﬁfr@&m on

to.be inserted onto the nobile deV|c Iemantei

128 GHANE AEOIIaR PO RIS SRSy RARr NP CAMERSER Ry y
devi ce, Orpcdwda #le GHssHioH Rdor 84 aii e rhbigieidesied BO araythec wnﬁeiesss:onnmitlemmm ed in
a networ ked corrputerﬁagx%hem a- ot her network-connected 5 device, the

aut hor i zatRYRICRIIGH °%%tore 60 may be a renpte nenory system such as a
file server thaindescoamatsatitishetvasecnhies ihsmasrtﬁodmtaod)thembbﬂéw@@rmarmwork

o monory. risgaRerBLMR SR et eLEra e AR, 8 Gnitels IR ERTRPARG T B

Di gi t ads ( Sherfi®r tool irclddes @tablikihiy c@mnmﬁucabon%th@gbeltWDhmaneQnrﬁoﬁfoneﬁanpI e.
L0Aut hori 2881, AL SRERRD. i HRIRESAEWEH.PE USfiod BshnbBSEId thehsbAgh 64
tool 64 by connecting serial ports on the mobile device 30 and the insertion tool 64, by
positioning thé mobile device 30 such that an optical port thereof is in a line of sight of a
similar port of the insertion tool 64, or by connecting or arranging the mobile device 30 and
30 the insertion tool 64 in some other manner so that data may be exchanged. The particular
operations involved in establishing communications between a mobile device and an
insertion tool are dependent upon the types of interfaces and/or connectors available in both
the mobile device and the insertion tool.
Authorization information is preferably either pre-loaded onto the mobile device 30
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device 30 via a communi cation |link established between the

i nterface/connectors 50 and 52. The interface/connectors 50 and 52 coul d be
any of a plurality of conpatible data transfer conponents, including, for
exanpl e, optical data transfer interfaces such as Infrared Data Associ ation
(IrDA) ports, other short-range w reless comunications interfaces, or
wred 15 interfaces such as serial or Universal Serial Bus (USB) ports and
connecti ons. hor t ranae Wi rel ess conmuni cations interfaces include,

for exanpl %"’fm‘aéﬁ%é‘?‘%&? KHevigy dIip royifedde 2 yernpubelees Kecwpbilerdpvice 3this

Bl uet oot h @nfififed ot userithé EaboSBMPIS FRaeh ¥6dnot hhvé/\bwsmaecoﬁ{?&%% to
those skilled i at. B uetﬁ)oth a[}\aé802 11 denot'e sets of

speci fi cat Mg, A?sé{\‘?ﬁ%f)dﬁ'? 'ea‘P'PQfﬁ?tf%em PHeRtop g heen ipaded r prdainus Alleasterner oni cs

Engi neers z{uﬂEEiEat;onn@/Ieatasmgert Eredited 6h m‘ésnome déﬁl‘é%oawaeféaaé eﬂh@ﬂ&t@%&éﬁﬂé' area
netvvorl%s tivel icatio i nk between t

f
i nsertion 4‘%8 e84 %ﬁ?&gﬁs ﬁ%’%ln%ré) %Ig‘?)" %’%pﬁﬂﬂ}a%@e{z’a{“%eﬁ@? gdge é‘%i’r*ﬁ?é{i‘ﬁ'i on or
a physi calit micomfguedrbyeatinder. the control & aideast onettheradeli @ary.bet ween t he
i nsertion tool 4enqge

ce 30 ot n a
physi cal connection, é? 'St gﬁ'gﬁégp%seoegﬂﬁ%%}ec%?%@' %‘8“ fﬁ’@&{ @}{P%{ZQ?P“ZS
i nserti on inforhationds ettesed Somtthé shthofpatiomimioninetidri stoe dtharelignsteirebes tiehysi cal

t " b | e . dev 30 | d
be- conneot 1ofTe SRESE Aol e RirspoRTRB S i ) and Bhvest (L HFVESHPR e
mobi | el0deviediie3@4 gndhe eotile sievicé @A, wbish s&tes lhye patborization irgortiatiormbitee
devi ce 30 ail%h%étfaﬁﬁnf&ﬂwa%“ Lgad 3{6(}9%66,&&%&%% isinaline of sight of a

simlar port o e insertion tool y connecting or arranging the
mobi | e devi ce 3¢heuss 18O insegionreduld 44 is swiwngin Fig. mmemgr@mnemmmtr@o t hat

data may hRe@xeRansRshr %hmwobug% %Fef&gﬁg%h@%nfeﬂvé%lé@gﬁw s g‘ash' ng

communi cati ons between a evli ce an I nsertion tO pendent
upon t he t3ppistien thahp expatessbinihe ParceswiidBc Perssickdaia wnséers tp st fron te nobi | e

devi cesanthtbifeiBsRIcdred M@%btuamﬁéﬁﬁkh%b%%ﬁﬂﬁd@té f?ﬁbdgﬁ trfy wh&al v

either pre-loaded onto the nobile device efore device 30 is
provi ded t'9 'aihgdderfacgicoppscinr 80+ ldhiggase, thegerbeseord is 'QSt%F?ﬂlbngeéﬂSW use.

I n the fonseees @@éﬂﬂih@,lnsTeh@nmhleml%fd?@ihe%%n@éﬂbﬁhrq@ﬂméﬁgﬂIsrtr%hsf@irre&t?ae
nobi | e deglﬁece 30 until_authorization informati on has been | oaded, and thus

at |east OHERILHEYPS 3R iAllgmebvely. heprogssaer 40mean keFopfioursrbiosipitnadnssstiance 30,

wher eas i mddale 44aWh@|ﬁeveb<émibﬁZatlm5 iffbhatiseis RRBIVBES SBEShedMidi tobhes Wl | e
deV|c§OSO but deV|c untll it is configured

by, un a@na{l%ée 28% 3613 rr@f:luleéx[ aé@l&gtpn&l’h% 'Sa?ﬁeﬁ'dtre ga Pﬁ%ﬁeﬁpr ina Comp‘\ern t he
nobi | e degystem 30ddrac: dreeiicicheneetide tdad 64 Bperatsser ti on tool 64, authorization
transferred toTPRREEARD WRTTUE 45 SirbleaRE] o BTG Ee CoEErsPy 52 and
50, and pasbees bblenbiedatadetegritpand bour dutienddation infbenatioh) iL&h%Va opitdl0,
2’?1)?2 g%ogﬁﬁ?tﬁgeplﬁ% pegf \g{é@ﬁ 'cgpes'p% rtrgaat 'daaﬁlalts%nté e 8H\}art] kc'ayzl?steh%y paﬂf Osr mation
26  authorized at a particular authorization level to digitally sign information before it is transferred
_ to the mobile device 30. Pre-loading of authorization information enables greater security of
device control operations, as described in further detail below in the context of digital
signatures,
In a device control scheme using digital signatures to verify data integrity and
30 authenticate a source of data, if a digital signature public key for an authorization level has
been inserted into the authorization information store 36 on the mobile device 30, controlled
information associated with that authorization level may then be inserted onto the mobile
device 30. For example, a controlled information insertion tool configured for use with the

mobile device 30 is similar to the insertion tool 64, including a controlled information store and
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Al t hough the insertion nodule 44 is shown in Fig. 3 as being connected to
the interface/connector 50, this nodule is preferably inplenented as a

sof tware nodul e or application that is executed by the processor 40. As
such, data transfers to and fromthe 15 interface/connector 50 may actually
be acconplished by routing data through the processor 40 to the

i nterface/connector 50. In this case, the processor 40 is instructed by the
insertion tool 64 to start the insertion nodul e 44 before the authorization
i nfor mat i o2n inderfaceieainertoe gompatibie Witb Bhe énteidapetcenmertor Q. e rn Hdti afegofiwatene

processor 40iendfal0bdray beHoiR 1% Hstall dheink Rffid Hé\ﬂcé’@@“ﬁ fist g{tre\e{ggé'bever

aut horization information is received. The insertion tool

simlarly Ewarespliciees thediHstbeinsafps andhe mohile dexice 3. %@é&'ﬁﬂ @wﬂava&on

processor {duirs C@FfEk&n‘ﬂﬂe TR BB CiE iR tRd cm*oﬂ&j Wtﬁm'aﬁéﬁfnhlh@éb ESb) 64
oper at es aut hori zation i nformation Il?ﬂee"gr e-|1 oaded onto the

nobi | e %eﬁ%@QSOAﬁP%ﬁ%‘P%ﬁﬂb}?"? [rente] esttings fP@V§§?”t65? a"ﬁs pasyorfratralting ce

aut hent i caggepdtioh df i BBEHIL deviteh MdSauthdikatichddvebing) 8 Mag nBiHdve Gséiatadi ch
corresponds to a digital signature private key used by parties 25

aut hor i zed®¥HO'PeHRPE i cul ar aut horization level to digitally sign

i nformation bef@untrolldd infsrniatiamisfredaived bymemhtﬁuléTWdeezoaemeuaer%ﬂ lnsBﬂlen tdaadi ng

of authori zati on. i nformat{ on t%'?abl esr&ég %b tb sec!urltt%/ EF ce ht r ol

oper at | ons?raé?g BERONGeRQET NG InterfageiPn R VBRPTSESE egftan%? i gi t al

si gnat1er eSavallasbl@cdﬂmmrﬁ@tnmsydterﬁ ci'mrfmouettngord:xgnpla,lmm gordroLEedings mughen fy

data inte enticate a source, of i

si gnhat ureg?) %{?@E gf?ig%pogﬂe é@a]emcﬁélrslnga?ﬁ'%sﬁrtlog\}oql Wq et%%}aclgr?grgg%t b?fa W'ﬂ.f o the

aut hor i zat theimterfate@coratetion5G; ivberas 6oftward deplicasiond @ udeateatear@ﬁtsemogs may bed

i nformati Or@gélfsooo e?&%ﬂel%@g\'ﬁt authorization level may then be inserted
evi ce 0

onto the no I exanple, a controlled information insertion
t ool confi gur ednfooter tsprevgntla wdee fioobinestinte falseecoptioli ssttingsrior athet contiolied

| noer a0 0o Wby AIAANEGROLE Bl SR AR AR ICER R apy

i nterface/connector ¢co e wth the |nter
sof t war e agigriedciaing enigitalisignatyrariveteiksy agpopisier wittthe@pprastiaie putbeiizetins lexsbi | e

devi ce 30’b@orlag {;(ﬂjanéf&?éﬂ 15‘?!39 bR ?%@ph"hg%b@@ﬁ nidadile 41‘4§Eor@i§uﬂe8€%t al | ed

on the nobil evi ce con uration setti ng?ﬁ for éexanple, may
be speci f|\@@fy\ﬁh%wgft&h@9'&&.’9‘#1’?rbéfor%tﬂ'elcﬁﬂ“{ﬂ”ﬁ%mf%'ﬁ‘ai'%f s opdiPeie 9ede& % ngs.

As descri bﬁ@lgﬁ@l@\éﬁatu%hﬁéamﬁ ?atil& IHREShE BRHIRREN hioRRRioR RSt SibRd BB HdME
cont rolling operation of an electronic device. An authorization |evel my

may2onotdNigeS0associ at ed control settings. Control |l ed i nformation

Is recei ved by riigigi g@%atdrss%méé@eaé%awmvsb@rhgéoredftmﬁa@fﬁau@mommwa%n
anot her source, over the interface/connectgor 50, the wrel gss tran cel ver

48, or anylofavise f‘i@“ﬁ%ﬁ"ﬂ the et ARG grmaionsas3rLhieaticalion ChABRHER P theor

exanpl e, 'é’tjrfeuaihfoﬂﬁéﬂohO' A&@iram@g@ dﬁbghbwlﬁedlg!l’w&ﬁgn@dlr@ﬂé@ntqhe aohidse oflevi ce
usi ng an | nsertj on

an interface co
i nt er f ace/CBHARICPS? %Sﬁ‘g'%e?‘%’é&d '§(ﬂef‘9v§‘? ?E&?T%’ﬁ?%‘? gl?ﬁ%aﬁ'%oﬂ't%ﬁf rol
settings nRnshematReesuhchsOne Seaursl H%ﬁ@%lmﬁmﬂKSHA-ﬂ or the Message-Digest

algorithm 5 (MD5). The digest is then further transformed using a digital signature private

key and a signature algorithm to generate a digital signature. A digital signature public key
corresponding to the private key is used to verify the digital signature.

In the context of controlled information, insertion of a digital signature public key for an

30 authorization level onto the mobile device 30 as part of the authorization information provides

for digital signature-based security of controlied information. Controlled information is digitally

signed before transfer to the mobile device 30, and the insertion module 44 then verifies that

the controlled information was signed using the digital signature private key for the

corresponding authorization level, known only to parties authorized at that authorization level,
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In order to prevent a user frominserting false control settings or other
controlled 15 information to thereby circunvent device controls, controlled
information is preferably digitally signed using a digital signature
private key associated with the appropriate authorization | evel before
being transferred to the nobile device 30. The insertion nodule 44 is
configuredto verify the digital signature before the controlled information

is stored on the nobile device 30. If digital signature verification fails,
then the cyKkigiiheepniraliesinfamaiion was prschatdsd efierdingrrgnasibiefase bgtareden 30.

Di gi t al 5'tﬁ@@ﬁdﬂ‘l@déﬁE@Q@ST&?sn%ﬁlglchrdllef%&&aﬁ%a@@r“gﬁné@és Wik e fs0ft i@t on of
information to provide for chec thelntqeegrlt e information and

aut hent i cati$nsd ¥ 23 apprgpEately puhaizedingHE i $tRTEE aRd iusedh on RecBpkiferfsvice 3ne

known di gi praber GgHidWoRdIBE drikfon iA il 1BRE bf wntrbxrgearngatslswe& ® th@ c&stwu tally
signed is generated using a non-reversible S ?ﬁr?o” t hm or :
A Boticteait

transf ot tgs slerendths GiRs tResupieP PR Fign ormefipn gje é'lm“?H)é

Message- Di ;geséssédi ged stbreadnib theMobiol sdifiegiétaesds, the dohrarelfapplidagsn stornsd, of med
using a di ﬁ&‘%} n ture r|v @e ke nd a signature algorithmto generate
a digital t SOAeSd?rb i (S e publ i ¢ key corresponding to the
private key is Qmmﬂlldd]nMenatfoyi id émtﬂistgadtmalses bgaa“ewfeundxmsttha anctutiexizedf
nsertl an of ., a. di ature %}gﬂfor an

S0t nor + A VBHIER 06 B O 0 ol aeiich e Bhastio FBt rafieRt e
aut horiozatarea astdbbshﬂt [ &mhmootroltéésnfbmmatdn ds digitallyi sigrestilbyes besee camputer ty of
troll bef
Com o1 oS L ] S S AREME 1,
t hat the devel hatd zatesatisingrtitei ctz.gatal/wa@rg navhte kéynef tmmwtmrgamcai lewsl.g8ighed e
brivate KepnlBlodiliGirftbh SIRGIUH-00EHLORGH 2 kABodsGkRlo iR ool By

parties aut Rori zed &t t aut hori zat i on the con
i nf or mat i Gysigas amdtpoewang@ér @qmreﬁerbwtﬁ@s@r@rretmev@eaameeulrqd is stored on the

mobi | ezdevi ce &Qcon?t@ffé%unf@ﬁtlléﬁoﬁﬂ@ér‘h% iogpthiemréﬁs R hQ@éonﬁBﬂeﬂ'lﬂm oM th,

or is at |east si by, an appropriately aut orlz Is stored and
used on t He thmebi @%fmec?@ Jeepepyiag Bperyhay gﬁ@ucwuqﬂeobmf%atiwcaﬁmswnsl n the

form of C%é&bd ?@&ﬁdnpgsthé %ngﬁé@ E&ﬁroil@d Hﬂﬁnﬁ%{ el be fudfk ’alsﬂ%te%tte re%cl$8
Q her types of proper ned control information are simlarl

processed C&’ﬁlﬂ’ugﬁfcﬁyéﬁ?“] H’ ?H@W%’ﬁt'? d?fd%re’tot Pﬁ‘?(};j'ges'f’%ﬁ‘ ACOES foheigrask eopfoled

appl i cat i girofrh&oR. %he@ﬁev@@&ﬁttdﬂéd’sr@drh@fuoﬂc%e@éré@éu éﬁtﬁs:?@é)j hies @Igrvéqc@evﬁo
Controlled informati on i s established based on a set of functions that an

aut hord®z ed3°ﬂ§?'{e§? infpraralien prsterdiy ieRirces RNy AXiging CrpigHeftharoniralied '”é‘?ﬁ@i‘af'%a% to
Ch?nge r e|o%fsbr‘it%5!}7n fuﬁhémwmtelow 10de gisgiBURHTABbMFINEdinfoRMETonaPeide:] daeidr
Informati on 1| S ital

conponent °EeSHP i GRY f?%ﬁﬁ'@'i‘“a%o ‘&?%S?Ssie%g?%é%?‘g@ g’ﬁqecsf%g‘%&m r'ﬁgrﬁa%'\év‘?lr gn
| evel havee@mesesweru@umgs ivhen dévgtdratolied Gromtnttich x@bsmanseedkey of the
ocn ot hor 1GY Sk aSb B B PRt ok S B B B2 b1y
ot her 2s0nmuohieslied yifbemation disdriive taol. el@deves, thie gefuiresi that the controlled information
insertion tool has access to the digital signature private key for at least one authorization
level. Digital signing of controlled information only by authorized parties is generally
preferred in that it limits access to digital signature private keys.
When signed controfled information is transferred to the insertion module 44, or the
30 application loader 42 in the case of a software application, digital signature verification
operations are performed. If the digital signature is verified, then the controlled information is
stored on the mobile device 30 in the control settings store 38 or the software applications
store 34. For a software application, any required installation operations are also preferably
executed when a digital signature is verified. Where digital signature verification fails, the
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15A controlled information insertion tool then transfers the signed
controlled information to the nobile device 30. Dependi ng upon how often
controlled informati on changes or is expected to change, the signed
controlled information nay be further distributed to each conputer system
in a network in order to provide |ocal access to signed controlled

I nformati on. When new controlled information is generated and signed, the
signed new 20 controlled information preferably replaces any existing

copi es of cbhieolled mfarmkticds hotfstaredat!n tiis caas, atesror ok indivafiarméndre algtido & bel ow.

Wde distr]j r.ol: t he
control | ed® gr(% l)éf)ma | %L%?:{Ql\t?\/r‘?e(!r’é 3""3’ érﬂcja%% g%%tsgé st o?ggé& é%%r}ﬁz%g(ﬁﬁ‘zed&o
i nf or mat i dime cantyolladasiofreation, anddeihes oittse arreraipeessing operaitbnis nfaybeweifomeds

establ | shegne! donlrS1eBifiGnRRAST ki, R AURBYUehicdlldroye! gnatur e generati on

for contr orna ol l'ed Informati on insertion tool.
Howevess, this Gipnithegmppdancernd therdiditel signntunef kaymat iemst priserautianizes  has

access to :ﬁfbﬁqﬁ.bﬂln%@rhoﬁb;g&éﬁdﬁrf& ﬁt?.p g%ﬁzalﬁsmewns @feférmﬁser@nﬁe@wéwdyz ation

| evel . Di I gnin contro I nformation only by author’i zed "parties
i s gener alauﬁloﬁz%f @trthéﬁali'thortzlﬁ&@“ level] innerder feceneyee that G“'lg iepPrizgdggeatralies

private Keygmaibe Ba@é@%@&héﬁ@gbé msé@éii drid eTRdLie 'E!eh@e B@ angé ﬁr"e(l&ﬂs b@sélhe
i nsertion nodul e , i cation | oader in t se. of

sof t war e di9P1 FlEcHEVHIng dleyre spntey awﬁ%m%g %é}gff@.%‘@t%ﬁ k%@P%{tfh%h e&fgéta'

per f orqged sndnfattﬁé“@eydbngériﬁ]th&lzﬁf@ﬂw&oh@ tembbiieadbvicklzen t he control | ed
information is stored on the nopbil e devi %e 30 in the control {”ﬁB S store

38 or the sof t W8 Qpielied dpiprgplion phangesy yhepe,an qwrerMishes 1o 3’&6[‘ any
(rj'eqwt r Ied lréﬁhc?kH@Jsb@ﬂaW@étﬁiwlc@éﬁxc@b@r&h@@a pevedainahd appmmufcﬂdxaﬂm tlaaf
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distributed to one or more locations from which it is retrieved for insertion onto electronic
devices.

Any of several mechanisms for distribution of sighed new controlled information to

25  electronic devices are possible. When new controlied information is distributed to each

controlled information insertion tool, for example, insertion tools are preferably configured to

detect receipt of new controlled information, and to transfer the new controlled information to

the mobile device 30 the next time the mobile device 30 is connected to the controlled

information insertion tool. As described above, a controlled information insertion point 230

30 (Fig. 2), may be controlled by a user of an electronic device. Since many electronic devices

are configured to be synchronized with computer systems, this type of controlled information

distribution may be supported by implementing a controlled information insertion tool in a

user's computer system. New controlled information is then inserted onto the electronic

device the next time the electronic device is synchronized with the computer system.
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When controlled i nformati on changes, where an owner w shes to expand or
further restrict the use of an el ectronic device or provide a new software
application, for exanple, the new controlled information is added to or
repl aces existing controlled information, provided that the controlled
information is inserted or approved by a party authorized at the required
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-17 -



20 checks may al so be perfornmed by an el ectronic device before existing

information is replaced. In order to prevent replay attacks, in which old

controlled information is resent by an attacker and received by the

el ectronic device, controlled information preferably includes version

information. Existing controlled information is replaced only where

received controlled information is newer than the existing controlled
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such as t het urebméemdmemtetucﬂ@ However, an owner or authorized party may

al so wsh to er o . I_0f. ion,
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control |l ed ormation IS
insertion tool 64 could be adapted to erase existing authorization information from the mobile

30 device 30 by providing an erase command generator or store which is also coupled to the
interface/connector 52.  Alternatively, authorization information erasure could be
accomplished using a specialized erasure tool incorporating such an erase command
generator or store and an interface to the mobile device 30. Erasure of controlled information
is preferably controlled in a similar manner.
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25 erased fromthe authorization information store 36, then an erase
command or request is digitally signed and sent to the insertion nodul e 44.
As with new authorization information or controlled information, a signed
command or request could be sent to the nobile device 30 through either the
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Fig. 4is aflowdiagramillustrating a nethod of inserting authorization
information onto an el ectronic device. The nethod in Fig. 4 begins at step
72, when authorization information for an authorization level is

est abl i shed. This involves such operations as generating or obtaining a
digital signature private/public key pair for the authorization |evel, for
exanple. 5 The authorization information is then digitally signed (if
prior authorizatdon.informtion exists) and sent to the electronic device
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prevent insertion of outdated authorization information via a replay attack. The method of
Fig. 4 is repeated for each authorization level to be created on an electronic device.
After authorization information for an authorization level has been inserted on an
30  electronic device, insertion of controlled information for that authorization level is restricted,
as is evident from steps 76, 78, and 80. An organization implementing an electronic device
control scheme therefore also implements measures to proiect the confidentiality of
information required to insert authorization information and controlled information onto its

electronic devices, by controlling access to such confidential information, and possibly access
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to insertion tools used to insert authorization information and controll ed
i nformati on. For exanple, confidential Information such as a digital
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10 aut horization level may still be available. By providing both new

aut hori zation information and the existing authorization information to a

party authorized at a higher authorization |level, the new authorization

i nformation signed by the higher authorized party is inserted only onto

t hose devices on which the existing authorization information is stored. In
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associated with a higher authorization level, is received at an electronic device. However, if
the error processing at step 82 includes repeating steps 78 and 80 using authorization
information for each higher authorization level, then device control is eventually recovered by
inserting new authorization information, signed using a private key associated with a higher

30 authorization level, onto electronic devices. A master authorization level for which
confidential information, such as a digital signature private key is maintained separately fram
confidential information for other authorization levels, thus provides a further mechanism for
device control recovery when security of authorization levels are breached,

Although this recovery mechanism involves intervention by the device manufacturer
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to be controlled. Controlled information, as described above, may include
control settings, a software application, or other information affecting
the operation of an electronic device. The controlled information is then
signed and sent to the electronic device at step 94. The digital signature
on the controlled information is then checked at step 96. At step 98, it is
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level has RSt 'oﬁ%o%ie Igc%orn?c dewce forqge authorization level associated with the controlled
information, then the digital signature is not verified at step 98, ‘

Where the digital signature is \/eriﬁed at step 98, it is then determined at step 101

whether the received controlled information is current, such as by determining whether a

25  version number of the received controlled information is greater than the version number of

existing controlled information. The received controlled information is inserted onto the

electronic device at step 102 where the. digital signature was verified and the received

controlled information is current. Step 102 entails storing the controlled information to an

appropriate data store on the electronic device, and possibly performing installation

30 procedures where the controlled information is a software application, for example.

Otherwise, error processing is performed at step 100.

If the controlled information is a software application, an authorization level that

controls software application installation controls operation of an electronic device by

restricting the insertion of controlled information, and thus the particular software applications
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At step 110, an operation request is received at the el ectronic device.
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error message to a user of the electronic device and returning an error indication o a source
from which the operation request was received, are performed at step 116 if authorization
information exists, but control settings do not exist. This situation occurs, for example, when
authorization information has been inserted onto an electronic device to create an
30  authorization level associated with the operation, but control settings have not yet been
inserted. In this case, the existence of authorization information on the electronic device
indicates that some level of control over the operation is intended, even though control
settings have not yet been inserted. The operations of determining whether control settings

exist at step 112 and thenreverting to error processing at step 116 where control settings do
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t he e e re e r I

s ol DB RS R 18 s o POaf oo TFadc SSBRRISHY RRRESS BB 1yREe L0 T

I s perfornedmaty sppep isliRD depleted by%rnhgsmché;ﬁdd abwe$sumpnmauu10nsm saﬁme may
include n épé)ﬁ tkén?%%étﬁé Icgﬁ At G84di e% R{\)ére agbllx ?rfsta?é)msféllé%ewaecc%e fvar e

operatlons tware ap IOﬂS require
appl i cat i orgainst cmdtﬁeétmgmhermcwm@l @étmghecﬁlce@brfeadoanctthmremved lﬁeotta&oveedsur e

that all réeul bedRaly BifanahieRt halBaBhe BreasRkyoBNan oLASH ABico

devi ce. For exanp tronic vice may be co to chec
requi rad sesfpeagets aqjmm&@,tramsseé&ngg twwnlmtrﬂh%@ﬂ'Wr argi lnsetf'i@@é% alsp usel at i on

request arf%lldvﬁngg?'dgﬁge c@rﬁ‘ﬁjol tBedVBhf OU%GtHﬁ)z% gﬁﬁéﬂoﬁé‘ &)tnﬂédr%nlgegtlr%@l ¥nyhen

all required sottware applications are his functionality permits a

5 cor por at %’ﬁw\ﬁfﬁaﬁpﬁ"éalt?ﬂé\ﬂ’eﬁtw%%@ﬂ&@'?%ﬁ's'“ﬁ'@"%ﬁ: BB S8 WarheizedaRy % dgfane

servi ces OfytzatdnfinBrrdfeH bEcHaBNRENhEAAteR lréeﬁéawﬁmﬁaralahméé r@@aé@d fbfrl lity
is not installed on an el ectronic device, for instanc hod

shown i n FPGMPE. aratthee SisePlaedestiovdempyd léﬂe%sdh@mmw wish P aP@QEﬁ%'O'haw ng
associ #4 ednahitodlang @bhtrdNes inférati@yt hori zation | evel s having no control

settings, such When both authorization information and control settings have been inserted onto an

electronic device, itis determined at step 118 whether the operation is permitted. In the case

of a received software application and control settings specifying approved software

'applications, step 118 involves determining whether the software application is one of the

30  approved software applications. The requested operation is performed at step 122 where the
operation is permitted. Otherwise, error processing is performed at step 120.

As described above, control settings may include not only permissions and

restrictions for electronic device operations and software applications, but also a list of

required software applications or modules which may be checked from time to time to ensure

-95.



10 as an authorization level providing digital signature-based control of
software application installation, operations are controlled substantially
as shown in Fig. 5. That is, operations are pernmtted or denied based on
aut horization information for a particular authorization |evel. Comuands or
requests to wite data to or erase data froman authorization information
store, a controlled information store, or a software application store are
al so preferabl controlled in 15 this manner, although perm ssions and
restricti orfat @ﬁfqumﬁoétwmgca@pana@e@ co@letoironit dadod dFos paigie, ed in

control setddch@isic device may Bd cht{;dre@ﬁ‘) chRBY @Pl‘e%@é?& Eret%}%h(%agﬁl eeg% 9%31[1 ption

relates to preferred enbodi nents by way of exanple ons on
the syste AGERIR HBBR O RPS [P ERfLRBIAR regrivRd. ed db périum theopdration at step

know edgeahibe omy iR dili reliredasdftwsieCibph \’ t t hescope
200f thg apgl tion délerse ribed, é\/\lﬁe%aﬁgﬁéj%rre ﬁ[c‘)';'@e?(ﬂrgzu a:%/s&"gg

her ei n. WIS Pléen PH%!@PQWS&?.a@ﬁ%%la@rﬁ@r@tezfa@ssgamg ﬁewmmndma éad

cont r ol | ed seavfre comamisication gofvears @pplic8Sbndy ufitthBMhot stAlSAHH dn‘él&‘f%mg'dgv L&
si gnature $5H Sm%sg or by other neans than digital signatures. Ins cad of
|

checki ng digi gnatures on authorization information, controlled

i nf ﬁr mat i on, andiher esthot (shesd?] dtoﬁ@ﬁaldﬁlnd(lfesérmu%@bﬁe a@dﬁe@k@gﬁth&@aﬁorﬂ%\%ﬂge

m ght issu aphi.c ¢ e si n previously inserte

crypt ogr apht ¢ %Sysé{étg%g‘g{a t@ﬂgfhEgrr?“%@fﬁ'é#'ofiﬁeq’?%é‘aé’r’%? PRt sediings ceich The

crypt 0d® aph$ enlagihodzatibul ldvel mowdlbg |d¢g|thl&qrgr@iuréibeseu/mltropc5f RINER! Hplideyn Shar ed

between th I e s.such as

aut hori zat F]o%w%}ﬁ) ornm %t'}sgﬁarlgﬁgﬁ i Ebgf ﬁ%’ﬁtﬁsgﬁ?"é R:lf%grmﬁiisoqpeﬁﬁ’g@‘fqrﬁon or

erasure woberaitiegeay dbele@éafpe@lroreautlvmeancm infatratioolied 4 pargeuldremipanzRioh Sevel,

returned. Asmhia I val.i d chal | enge
m 9§§or$ Lek€% wﬁtgtdg’(:a 1§bf citd (Jjatg %%REGH owﬁ%

response can only enerated USI Ng a corf HoRey .
Dat a i nt egf Pwmé\%n@smt@e stane. e a sofbrere epplicationdidre steed plmferaslsummﬂllecﬁ@r '

exampl g5 WS farkiel ARG UcF e AR sloRL BRATRIsh Ror 1P AR Bl Ehol Bf Of@g?%{%&gq@perl y

sent to an_ el ecironic device over a secure channel
decrypts i APERNER PRATified iesoplial spitiagshe secure channel, then it is assuned

that the inf or okl 68 absediabl thaf il 885 REBHoHN S Ql‘étd?&%k&fgmﬁcpﬁ%tiispl n this

| atter schene, the source and device are a Fy & private or a
conmon sy nif@f fiegares only. Many YM@HOWW"%’P)@’C@WH%@MM deserited Iaaweomll bs

control | edotaout Reth&RIinswRlHgSMM ih He fleld, QIQﬁSJCH@BVleaH%nQQr gﬂ&{ﬂ%%

n list, for exanple, the IS search rmne5

softvvaie a(]%@%l ca& Q
whet h RPSERUISB P aﬁ%b%p’vhem Pb@Ptl%Préﬁ%y 6$Soflh%ﬂ kgreinori zed sof t war e
appl i cations. $uebxanss ais6hioh élﬁlﬁcfr@éﬂ‘&dnf@bfnéti&ﬁ aﬁ@éﬂdt:%ﬁ’éd:ﬁ@r{ﬂaﬂ&qﬁ]&y g in

Fi 3 d enb . th
alpgl i ca??oneﬁjregg)yﬁﬂ"gf @PQBP@"‘%‘?@!I% Qgr}?f‘ﬁ? ﬁ‘éf?qngﬁ% Qﬁ?‘gylcq%fﬁ%fﬁﬁ%ﬁu@lt@&ﬂ digitat i f i es

the aut horaxgnadxrsa:fMBEacEOWtébkm@UIgﬁﬂsalgn%uﬁék @S a@h&ashorPinfdrMgticO LEMRY)
applicati eIy Aol Ty ﬁeargq?de o¥ execut a Ie code, for exanple. Since a software

appl i cati on deve resyicied. gomignds, of. fRgyess o2k Pleétr?fﬁ?rée‘f"ﬁé? Migh} isseetanar e
appl i ¢4t i mptdgramnmmmg@msn@ta pireohbudya ingertel b@,btbgraamt; ey bg@kiatya m%g« ]
However, | ri.zed_at the ayt associated wt
sof t war e aogvp% C(E:@i |%n0%:6h#sgt%a” ST*&‘? R oo e I éﬁ?@&ﬁlb@? pgblfé@ﬁomemora

aut hor i zegeget k%ﬁ@era]bpbivs@amtb@ camdr ane hedelsctrditc badde. | DpbRAoGOBINOds

of - aut hor ionaliAtn Hirhalh ALGThY 8ch B E8mApS edfol sP Sairwolla ién ° O

of aut hori ze twar e i ons can
be performed when a vahd challenge response is returned. As those skilled in the art will

30  appreciate, a valid challenge response can only be generated using a corresponding
cryptographic key. Data integrity and source authentication could instead be assumed, for
example, where authentication information or controlled information are sent to an electronic
device over a secure channel. If the device properly decrypts information received via the
secure channel, then itis assumed thét the information is valid and was sent by an authorized
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15 el ectronic device. A hash of any received software application is
generated, and the received software application is installed only if the
generated hash matches a hash in the control settings. In order to support
di fferent hashing algorithnms on dfferent el ectronic devices, nore than one
hash of each software application may be included in the control settings.
Any of a nunber of different hashing algorithnms is then used to generate a
hash of a received 20 software application. O her unique transformations
t han hashe®2dbulithis isterisehesedhe sogen endidevicositare bl petlid/phvatemrdyi g, ang t 0
det erm ne whehRRGyhReRickefl software applications are authorized for
installation. Control settings nmay also specify a list of required
sof tware appl i c&\fheaﬁ@ﬂwmam@atynumqﬂ@uomq ngtrdedaﬂebystsmemmleatta@ptha@at| ons

that nust BeidEsH auth&%ee @o%r@hﬁ&ké%'l:gté%?gkﬁle 'Ahe l%?ls Sﬁ&‘ghédet R Lar e

appli‘cation |jst allows an authorized At eve e@ﬂ"@& ronic
devi ce Ynd¥PeRER lecRiwntsofwareapplinetian i 'ééﬂ@ affhe @lﬁh@Zédlmftweumapplmmohs &&uch

el ectroni Ca@@@ﬁl&@'p@@orﬁi& @%pr?\l}\ga(rﬂgmg%%@npﬁgn %r%ren%%lmla‘?steﬁq W?ﬂr e

applicatiops | ahre qui red so cati I st be u
i dent i fi ed®hy oAEh%zedEofvary aprisationdis E@&fabjuewcbaﬂm/@fqrmatlmwbngrrwewuapf

aut hor i zedidapifiles ¢i&d dNSized Boftife ap;ﬁichl%ng estich@s3thdsh! 88 the@oﬁw&&eap%h?aq ﬁ Sor

40, the 30 gllcatlonloade 42 the insertion no

devi ce conpBRERTdsP" SXPEriablp £ede, inpraftRie dSines arafivees aiicafiop Hevelopeois fies ur e

that eath techoosed f@ﬁémalfcﬁ aﬁhpwoﬁwaﬁel mxwaﬁmﬁrm@ﬁa&ms B Ghot Br'gwd@ {t?e%Qme each
war e

required sgutw}zag tion t ches in the required

appl i cati on @.Oﬁg (i-guvxfegarm F@ﬁ“%%‘ftP%P%aféB%PVtE‘%ftZ?W Ipyel ﬂ?fPC'B'ieé%ht on

t hfe mobi | esqi?{a're:ep;ﬂﬁaﬁnh hstsudmas hrcodta@ISgemtatémb%sn dhasbh 'aﬂtﬁohlﬁéd %arrég

sof t war e - occurs ware application has
been chang ,“b’?ﬁ%}] a95'61 C| ges tg t%h Bgne 8?””8{5‘3“59&”8?6 oyp ap@%qr%%gqe% is
render ed uthes ablyeparticular ver‘snnadtleumorﬂzedaumﬁ@hm;fpﬂd%tlﬁnﬁea’ri 66 |rislftall%lloﬁhh§y5t ens
and neffo r i ncl ud further, or
di 11 Bna SSARREENES AR BRI Sr s Sosheged 5 b it

di agr am ofSoétwﬁtﬁoﬁnpécailev|l&:lesfa§ectimnlse)fd1|mg@ewﬁte$ bedh matchées hasminahe euhtas.

The nobi | C nlcatlon evi ce haV|ng
at 1 cast v pgech g 1d SpBBELALARIesnd A0l GRTETN ABUSPERLES o so has
t he capabithan 9nehwsh efenshisefware applisatinrheay bzﬁjnqdudeairm thesbeing settingshé\nly ot £ net .
qopend ng ieh 3 ik ARSI HoBANS IS T uddicp TRALLE. ARy d figaNR0 | @

device may be referred ger
nobi | €0 elséﬁwafﬁeam“?ailoaatcélhﬁfe@yw tﬁ@ws&rmmna wwawgsraesquu@l e!sos bk rused et

appl i ance ,geﬁéra@e %Er@leﬁmt@ﬁéh&% d@f‘e\‘r‘nﬁ% wihtHePreREivad st,o?&g;e a%ﬁ{c%ﬁ&%rge

capabiliti esr{? nent i oned above, such devices are re 0 generally
herei n si rﬁ? rized iepiprietatigayi ces. The nobi |l e device 500 includes a

525, randgp gecont ery (R L3e8 s I A e s BRI Liuprory
iden gnng mandatory oftware applications that must be installed on an electronic device. A
25  required software application list allows an authorized party to ensure that every electronic
device under their control supports certain core functions, such as electronic messaging and
secure communications, for example. Software applications in a required software
application list may be uniquely identified by one or more hashes, as described above in the
context of authorized applications. In the mobile device 30 (Fig. 3), the processor 40, the
30  application loader 42, the insertion module 44, or a further device component or system is
configured to periodically check to ensure that each required software application is present,
and that a hash of each required software application matches a hash in the required
software application list. Where a required software application is not present on the mobile

device 30 or its hash does not match a hash in the required software application list, which
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15 (WD) devices 528, a serial port 530, a keyboard 532, a speaker 534, a

m cr ophone 536, a short-range w reless comuni cati ons sub-system 540, and
ot her devi ce sub-systens 542. The transceiver 511 includes transmt and
recei ve antennas 516, 518, a receiver (Rx) 512, a transmtter (Tx) 514, one
or nore local oscillators (LOs) 513, and a digital signal processor (DSP)
520. Wthin the non-volatile nmenory 524, the nobile device 500 includes a
plurality of 20 software nodul es 524A-524N that can be executed by the

i cr opr ocessior wi3Ba ceftwhre applivationdrseen changedytiedpobiie veriee 3edfidiasht i on

modul e 52é1?6me gfdg%@ch Wh@@gd Qfusamgul e 524B, and a plurality of other

oper ati ona or carrying-out a plurality of other functions.

The nobi | e devingddi§on an slepiramiedayiseyn WhiehRystoms %@r‘f?ﬁi‘i‘l?dééiﬁﬁ‘aﬁe a9edhavi ng
voi ce 25 g,%rﬁa%t@d rﬁQﬁﬁHU&i&@@vbPfhrﬁ@ipaltéddit?)hﬁ%om}mh&ﬁstﬁ@ﬁsml’l’pﬂflgs 2tahe nobi | e

devi ce 50 conmuni cate over a vojce networ of, the anal og

or dig¥tap. Ewi YGI%'OM%@VR@aﬁﬁa"er%}"cﬁla'éé‘néaﬁ'ﬁﬁlﬁpi%ﬂcg aa\;éqppém §48¥et wor k.
The voice and ﬁﬁ"’érﬁo@@d\é@&éﬁ%@é BrefieRiICA %-Wﬁydanﬂnuricdﬁyn tddricetaniny atleadt i on

tower 519. These voi ce and data ne at on

net wor ks Y&Fhgnd &fska SPBMURicRUEY ?%P@MD gac%eé?bfyag'éo glaﬁt[]% ?p&ﬂﬁi’v\%r k 30

co [lt r Olkl e%&Pmah@ate m? o'tli@@)torﬁwelb@ﬂeﬁflseﬁﬁﬁé &}ﬂeméﬁ Deaemnggirﬂhwfuﬂehmhty g

net wor ef erences to shou r ed as

enconpassPRYIES LK e 'E?Wﬁld@v'%u tE%”QRie ‘ie AN "f@'d?/ﬁ)rgﬁ r'geﬁgg gseggjra jéqéggnsgéag

ggg c $gnu ae\g@éS Izagmmlvwgére mxﬁcﬁﬂz tedephoralwitio detamessiagiag ea}mbthhesr, Iaeleéetsvsor k .
) e S use sen an V, o an

fromthe F Etrﬁpf) yee. H L ‘a’“?'a‘é%‘f%}%? S%ﬁ(lf &"tﬁg a| SO U?%égﬂewﬁéea%ggilr@rs ol

i nf or mat i @8 mwintidhedlaeote, amrdetvtcar ar tefemertiogec@nlydieran simply as trﬁbllaﬁtﬂv@és and

data communi Ca#éorr@bl Cﬁé,og%&%ﬁg%@@é Gahd BRYCELY o n%og;oeé&bb’sa%oé%gsa et of

frequenC| es, be used in conjunction Wt
transmttep2 Erﬂ:ﬁ:-\/@radlerre@eorvét%SmﬁdorAlat:@Sﬁam&ﬂ\mv{(RAW 5 faﬁé'!@hﬂnpﬂﬂ‘é'{i&@nm es

are Ukl 289 dloat 856 RAGOMRENC A 1A d/SEEUSHIAER SORTHMRIEADRORTS Of L e

nobi | é i's’ena n| catrons on nore than one network
519, t hen sao;pram.awlrer;asmom@smsqt@nwrb -gystegs 24P, ead gbaEdvce SHPSyRiens rds

corres pongh,{;g?,ﬁs e&,@P@% &bﬁg{és ke nstnfﬂ?abda%c‘.’é?fé%n@t%as Bid, B%‘gahe&é&\@er %I)GM@S 516,

518 are d device 500 co sed with a
singl e anttlanmttslt(ﬂs)cﬁﬁr ene ormere trgel eeillaigrs GRs) Hitd, GEFE% dl%?'r?'g&‘a RIB°EERY dat a

I nformat | E(B%Pjt oW\nﬁﬁHH&’H&P@élﬁﬁe ﬁqema@%zﬁ g obis &@muo mw@era oty ef 511

viaalin ween the DSP 520 and the nlcrogrocesso ﬁ@
y band,

det ai 128d @efvaja msdulen S264BAHN ”@éﬁﬁ"b‘?? eadpd P FH%PMFOP&?ESF\SO&?:”? (a0g(ex
conponent gl o8 IIR&UdIIﬁ%%BICé Y¥@unhtfon, mbdulsISPRY) dadta b@ramutitatien module

ggm{] g?a}ﬁéggégné%\ﬁégltté oﬁ@}bgq &p@@é\@p% 21%53@ ts)lﬁlng qgrvcla(r:ﬁmg 9)81: a'a aurapty%ggt%gr to
functions.
The mobile device 500 is preferably a two-way communication device having voice
25 and data communication capabilities. Thus, for example, the mobile device 500 may
‘ communicate over a voice network, such as any of the analog or digital cellular networks, and
may also communicate over a data network. The voice and data networks are depicted in
Fig. 7 by the communication tower 519. These voice and data networks may be separate
communication networks using separate infrastructure, such as base stations, network
30  controllers, etc., or they may be integrated into a single wireless network. References to the
network 519 should therefore be interpreted as encompassing both a single voice and data
network and separate networks.
The communication subsystem 511 is used to communicate with the network 519.

The DSP 520 is'used to send and receive communication signals to and from the transmitter
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15 intended to operate in a North Anerican market may include a

communi cati on subsystem 511 designed to operate with the Mbitex or DataTAC
nobi | e data comruni cati on networks and al so designed to operate with any of
a variety of voice comunication networks, such as AMPS, TO MA, CDVA, PCS,
etc., whereas a nobile device 500 intended for use in Europe may be
configured to operate with the GPRS data comuni cation network and the GSM

20voi ce comuni cation network. Qther types of data .and voi ce networks, both
separat e anHf it EERVEr 842 FRg\2Isel exshawe ronirel nfermyatiom with ghertrsmishmisted 544 emd 500.

Conmuni cat réaswé}aimnrflﬁweamsaﬁd @Q%oﬁ%ﬁ(ﬁﬂ&ﬁoﬁs@cc&r‘?&@a%@éfﬁe Elﬁ‘{dy & cﬁ:@%lg

al sovary d éi g{g ufgeé{a the type of network 519. For exa
Mbbi t ex an ¢ gNGiest Wik @ Sinstsol-P S18e07c B usee i é@ﬂllﬁtcé!@l”ewltbﬁhét he

net wor k ustrmnmtsn Bl 4141R1 rieBvErishi £ CRﬁér@éﬂv@N b&fferé® f@‘éﬁ&?d{&ta%iufﬂl‘zé@foﬁé&%
devi ce. ta networks, however, network access is associated with a

subscr |50er qum% o VTRYS ABBi FoRTpGatianss Bip the Anelpiecdeyisg; $Q0 sygnabler| for

requires accsmb&ﬂdsat:bﬁfon ndemtthéryorrmsbﬂh@k(’ﬂ@tiﬁén)a pl\ﬁﬁ&llt@?fbf LOs begtd R del tor der
to operate thetgg | e device ocal or non- net wor k

conmmuni cat YOI T uNctYBTE® ﬁ"fremg'“ﬁ;‘&?a‘ia%s ‘f?&palB '\‘Rf"f%&ﬂg‘t theygl Mut t he

nobi | e devardenrae616 5518|laﬂitd$lct&d is 8igt y, thelinobilerizivice Beo t:dml@bé/um with a single
30conmmuni ¢ S th rk 519, other. than an al | ui red
e R, ARLISL o e b 002 Yl 892 orh Sl Lo

operations, such as
net wor1o r e@nsmlurmatmo and ﬁomltheacormnurpcamoadwdels Shavie diimk hetveep Itk&th 52de

nobi | e devjtan ?Q%ré@b%g%ﬁsrsg send and receive comuni cati on signals,

preferably I nc “both voice and data signals, over the network 519.
Si gnal s recei veldielgptailétedesignea the cobhBiniqation subeystemFtihisteah aoflequehoyidnd519 ar e

routed to &J’r\?poﬁ@nﬁgéllé&fonﬁer WL CH pr’%%&éﬂ?ﬁ@?ﬁpgﬁé Uikl t‘ﬂgéﬁloﬁﬁet@%)&%z{) on. and

anplification uenc own conveérsion hannel “sel'e
anal og to ¥igh thel meriadsrvise SAO ininignsigd tte odérglet &br emmréesa: omwbid deviee Secei ved

si gnalqzal |ipwRddPh&p @r@f&h%&r@m&‘l&ﬁ%%m nn’éag%éllﬁli@a cﬁHﬁlBrggégg Sgbstly@‘em

denmodul ati on and decodi n usi n
si milar neélesigasdp gparategvithdng Mahléqaﬁow PaigTAG makde falpgemprupitaticametwarigcessed,

i ncl udi ng éﬁd@lﬂo@"’eb@r‘ibaﬁ@@p&@fe@mh%y ofﬂari%wmlé‘e cé?erM?@éR%R nét%rk@%cl?%ﬁ then

provi ded t he transmtter for digital to anal yg@conver si on equency

up conver SL\WES FONA&WE, Pca%ﬂt? f‘f’*&eé?ﬁ‘%maﬁl? devien SRP §¥ensied Q5 ushin Europe

communi catrh@nbd edgiinsd 56-8pé/rb@ wlhﬂha@wméetééﬁnmﬁh&&%%t@orﬁ laAgkR Gsm,
transcei ver, 511 is shown for both voice and data 10 conmuni cati ons, in

al t er it | VEICEFREHITURERTY nepwrk niptiier &pge of data srrbvaies netwerka.Rotheaperase and
di stinct tintagaee| meyalsosu@hlzaavﬁhfthdmbbubrc@m@@soo'er for transmtting and

;Zg:: z: Rg VoI C%gfr@ﬂgc &,) [ oq secsonrd tlr ansr\?’%#cv%dpor t(&glnsmottl ng and
g data feg rb? F5 36 PANES PRIG-ASY1CE OB SISPXEY Wi t hi n
a first friegestayudoartis type df Retvekdd. tFoaasegile, i tHeandbigk aad DR TARRLE! €
within a %\%Wor}gs %%gffleuo%@iccgs graer}ggistered on the network using a unique identification number
25  associated with each device. In GPRS data networks, however, network access is associated
with a subscriber or user of the mobile device 500. A GPRS device typically requires a
subscriber identity module ("SIM"), which is required in order to operate the mobile device
500 on a GPRS network. Local or non-network communication functions (if any) may be
operable, without the SIM, but the mobile device 500 is unable to carry out functions involving
30  communications over the network 519, other than any legally required operations, such as
‘911’ emergency calling.
After any required network registration or activation procedures have been completed,
the mobile device 5OQ is able to send and receive communication signals, preferably

including both voice and data signals, over the network 519. Signals received by the antenna
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15 n addition to processing the comunication signals, the DSP 520 al so
provides for receiver and transmtter control. For exanple, the gain |levels
applied to comunication signals in the receiver 512 and transmtter 514
may be adaptively controlled through automatic gain control algorithns

i npl emented in the DSP 520. Ot her transceivercontrol algorithnms could al so
be inplenmented in the DSP 520 in order to provide nore sophisticated

20cont r ol he transceiver 511. The m croprocessor 538 preferably
nmanages an I%%ﬂ?‘rﬂ?ﬁ %"”Erﬂ\én"ffg@'? SPIWOBHRTSATP Soried totth%r#ﬁly?'i el dhiceeresionns vany
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subsyst ensCRFEHE WANID ¢ sgeNddiestenrydend42. For exanpl e, the nodul es 524A-N are

executgd 5 by tlhadmimt@@r&@w?qn_ew@ﬂ%mwg@a@@w’hd@@ drodsd wy@bed Bt er f ace
bet ween a user of | e vice and the npbile device. This interface

t he npbi I !
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may pr.ovide 're device functions. Notably, sonme subsystens,

resi.dent” or -
such ke‘i?ﬂggrozt@g?ng%edve&ggbl ay 522 may be used for both
communi cat i on- ridkatiedprbcassbn 538 prefenadbly neemages gl icogrods theaeratispa@jien dfdite

oo oy Y RO DR e B0 B SERBIRE B o
or, alternatively, a single DSP 520 could be used to carry out the functions of the
microprocessor 538. Low-level communication functions, including at least data and voice

25 communications, are performed through the DSP 520 in the transceiver 5§11. High-level
communication applications, including the voice communication application 524A, and the
data communication application 524B are stored in the nonvolatile memory 524 for execution
by the microprocessor 638. For example, the voice communication module 524A may
provide a high-level user interface operable to transmit and receive voice calls between the

30 mobile device 500 and a plurality of other voice devices via the network 519. Similarly, the
data communication module 524B may provide a high-level user interface operable for
sending and receiving data, such as e-mail messages, files, organizer information, short text
messages, etc., between the mobile device 500 and a plurality of other data devices via the
network 519.
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Operating system software used by the m croprocessor 538 is preferably
stored in a persistent store such as the non-volatile nmenory 524. In
addition to the operating system and comruni cati on nodul es 524A-N, the
non-vol atile nmenmory 524 may include a file systemfor storing data. The
non-vol atile nmenory 524 may al so include data stores for authorization 20
information and controlled information. The operating system specific
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or assqri adtest RﬂAtypafdmaﬁdnscorrput er system thereby 5 creating a mrrored
system for datag.it som W artl cul ar The. nobi |l e
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cont r ol | ecsterimbyatatent Tremanmtatatitehreemotyi 324 naaywaleeing0de datd stoeslior adiwrizatich ot her
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appl i cat i ctorasduRAY 526, before permanently writing them to a fi e :ystem located in the non-
* volatile memory 524. The non-volatile memory 624 may be implemented, for example, with
25  Flash memory, non-volatile RAM, or battery backed-up RAM.
An exemplary application module 524N that may be loaded onto the mobile device
500 is a PIM application providing PDA functionality, such as calendar events, appointments,
and task items. This module 524N may also interact with the voice communication module
524A for managing phone calls, voice mails, etc., and may also interact with the data
30 communication module 524B for managing e-mail communications and other data
transmissions. Alternatively, all of the functionality of the voice communication module 524A
and the data communication module 524B may be integrated into the PIM module.
The non-volatile memory 524 preferably provides a file system to facilitate storage of

PIM data items on the device. The PIM application preferably includes the ability to send and
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15 524N may be | oaded onto the nobile device 500 through the network 519,
through an auxiliary |I/O subsystem 528, through the short-range
comuni cati ons subsystem 540, or through any other suitable subsystem 542,
and installed by a user in the non-volatile nmenory 524 or RAM 526. Such
flexibility in application installation increases the functionality of the
nobi | e devi ce 500 and provi des enhanced on-devi ce functions,
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di splay 5 ern an auxi rary I'ce 528.
Aut hori zat i on iTihe orabile device 5ﬁ§hs mhh&ﬂd symtﬁmnmdlvwﬂn a bostl systavmhy dieciog theequest s

rel at ed t%&iﬁh'&%b&%b e m@g(fgé‘kﬂa% Qhichi $BLS AQ R eh&fp% ’%bacg’&\ée Rx% 1! ©

recei ved \l})(i/ e transcel ver ar e bl‘ ocesse escri user
mobi | e de eu@eémtomenallp@dOétmﬂaost@yﬁamaTB@smaén@‘t S3rody alse kansied tqmsts'tages,

using the WQ&M‘ lﬁi%anatm &Eﬁ?ﬁtrmeﬁfl%ﬁ'ﬁétﬁg SR RloBiPhdk Wér‘:

keyboard | out int ot her sty e corrp ete

al phani@erdowniead 19éer eﬁpl§awi\ rmedy! %No‘mnsvwn ogtthe @ohég/dw%'i()@e Tised.

User i nputwifed download path may further be used to load an encryption key onto the mobile device
500 for use in secure communications, which is a more secure method than exchanging
encryption information via the wireless network 519.

Authorization informatién, controlled information, and additional application modules

16 524N may be loaded onto the mobile device 500 through the network 519, through an

auxiliary /O subsystem 528, through the short-range communications subsystem 540, or

through any other suitable subsystem 542, and installed by a user in the nonvolatile memory

524 or RAM 526. Such flexibility in application installation increases the functionality of the

mobile device 500 and provides enhanced on-device functions, communication-related

20 functions, or both. For example, secure communication applications enable electronic

commerce functions and other such financial transactions to be performed using the mobile
device 500,

When the mobile device 500 is operating in a data communication mode, a received

signal, such as a text message or a web page download, is processed by the transceiver 511

25 and provided to the microprocessor 538, which preferably further processes the received

signal for output to the display 522, or, alternatively, fo an auxiliary /O device 528.

Authorization information, controlled information, and commands or requests related to

authorization information or controlled information that are received by the transceiver 511

are processed as described ahove. A user of mobile device 500 may also compose data

30 items, such as email messages, using the keyboard 532, which is preferably a complete

alphanumeric keyboard laid out in the QWERTY style, although other styles of complete

alphanumeric keyboards such as the known DVORAK style may also be used. Userinput to

the mobile device 500 is further enhanced with the plurality of auxiliary /0 devices 528, which

may include a thumbwheel input device, a touchpad, a variety of switches, a rocker input
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the nobile device 500 is further enhanced with the plurality of auxiliary
I /O devices 528, which may include a thunbwheel input device, a touchpad, a
variety of switches, a rocker input switch, etc. The conposed data itens
i nput by the user are then transmtted over the comuni cation network 519

via the transceiver 511. , When the nobil e device 500 is operating in
a voi ce communi cati on node, the overall operation of the nobile device 500
is substantjally simlar to the data node, xce t that 5 received signals
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descri bed ,ghawe SR¥MPEHERRD!RE) dleQthd Memghﬂﬂéatﬂﬁvhﬁﬁn@m of bR idcBRirger i al

port 530 or ot her short-range communi cati ons subsystem 5 ig. 7
r epr esent ¥oige sgkaidrdisplayy e digpla¥A22| ect roni ¢ device in Whl ch device

contrgk systeng sﬁ&@r&ﬂ%@ ResEuARESINs REsLyBRAYVEL0TEYISE thdudiBl BIE&IeHile device
| mpl enent ati on of such systens and nethods in_other el ectronlai devi ces

havi ng f uPPherer ekamele: 1h%?ub§}’9ft?'§r569t“32S‘CE"SﬁﬁBWgﬂ‘Ee devigsersERals i en Fi g.
7 woul d b@n@eam@@t@nts%wslu@{@bm @daom1tsh@wértgetvmevd%@bmmheatmpmm foon
pertains and are therefore cansidered tlo be vvlt S.éwg th pr esent
appl i cat i BIPVIGESeT C@Q‘ﬁﬂ‘ﬂlcét'o'h‘y'ﬁh?ﬂﬂ lygngkpﬁﬁig)és,tan% éﬁcef) @2@79"5? Py shown
in Fig. 7inférimatioinsdttidrearaiponesied irtsmbtiaiindenfunesesidibédabood mapht edblegly st ens
and net hods j n el ectrani (ge\n es w.t h cards i ont e nce SIM
car ds 2Bur PB ﬁ{“? )r/nqb T S?ﬁ(b“? §P ns&p rts %% or other sﬁor% ~fange r&%ln%u%%atic%s
subsystem 540.
' Fig. 7 represents a specific example of an electronic device in which device control
systems and methods described above may be implemented. Implementation of such
systems and methods in other electronic devices having further, fewer, or different
25  components than those shown in Fig. 7 would be obvious to one skilled in the art to which
this application pertains and are therefore considered to be within the scope of the present
application. For example, although a SIM card has not been explicitly shown in Fig. 7, it
should be appreciated that implementation of confrol systems and methods in electronic
devices with SIM cards is contemplated. Since SIM cards currently incorporate a memory
30  component, authorization information, controlled information,or both, may be inserted onto a
SIM card, either before the SIM card is provided for use in an electronic device. Thereafter,
any electronic device in which the SIM card is installed is controlled as described above.
Also, the systems' and methods' datamay be stored as one or more data structures in

coméuter memory and/or storage depending upon the situation at hand. The systems and

-33-



30 conponent, authorization information, controlled information,or both,
may be inserted onto a SIMcard, either before the SIMcard is provided for
use in an electronic device. Thereafter, any el ectronic device in which the
SIMcard is installed is controlled as described above. Al so, the
systens' and nethods' data may be stored as one or nore data structures in
conputer nenory and/or storage depending upon the situation at hand. The
systens and methods may al so have their data and software transmtted on

dat a si gnaethodamgy a‘sﬁéé‘k@t‘?‘ﬁ%a ded iR EnsEytadion datgsignals (e pgRafketized. g. |
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i nvention CWWP‘G%@“&’@HW? (?sg alifer RRiRB%aeErSt&dnt r ol 1 i ng operations of

el ectronic devices by nmultiple entities, who may be different froma device
user Cains: 1. A nethod f managi ng mul ti pl e-1 evel control of operation
of an el eMMMystem conprising a plurality of electronic
devices by a ussg lrﬂéntbﬂipd)\ﬁiﬁybﬁﬁrﬂ@ﬁ:@fddhéi@ods@oﬂtﬁﬁigﬂingobéreiimotazbedmenienforced
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aut hori zation | evel, wherein each of said first and second authorization

| evel s is associated with a respective party other than the user of said

device, authorized to insert controlled information for storage on the
el ectroni c devi ce,



10 wherein the controlled information is operable for controlling operation
of an el ectronic device function, and wherein the first authorization |evel
is associated with operations to be controlled for all of the plurality of
el ectroni ¢ devices, and wherein the second authorization |evel is
associated wth operations that are to be controlled for at |east one but
not all of the plurality of electronic devices; 15storing the received
aUthOf'%ﬁghﬁg information in an authorization information store of said

el ectroni ¢ device, wherein the received authorization infornation is stored
i n assocl.afingethod fdn managingmsilitisle-leset condroboft dperatioatdf an eleetrehic t he recei ved

h f ' . i\ f
Fhat 1 s acd8fid Bty Bhmpfling 8 B e bt denfi o s BR800 0 S et O1's
recei ved 2device actodingta usageipblisies tochea erdenced dt said Hevice, dhveé methodf or mation i s

stored; I ntrolled informati on associated with the first or
secoﬁ:’d autﬁ%np?ésthedhgslp%v i at said device after the received authorization

i nfor rrat i on fegeivingadtherization inf@owmtidn fortafost adharizatidreleed! andaspectively, is
st or ed cbﬁk?agﬁ)h%{u \)eP HePcLR asegPééudSﬁrQ( & Q&%H& ?8 ‘ohfaﬁ. hng the

recei ve contr |on s sk 2nd, ron Tn ornatlon t hat
is stor é@valwsm%oqateno«rlihzaaltasneptwafpertwatheotha@ttbe esera:’idald devicest oring the

recei vedammz ke ﬁ.rd,eat e&m&a&w&ﬂaﬁ@ﬂ%&m b e Qsc&ea,{@a?v% second

authorlzatlon eve controlle |nfor on S i he'recei ved
cont10o| [vereinftiae aentioded indermation ésepeasahle forwontiolling praratianoftane first or

second aioRRY deiibeifactloR ' SHd whEBRARS Ik bifinoREMlioN WvePls Hsbbiatplie T ecei ved

controlled information I n mati on store the received

cont r ol [véth ererafionsite b caplolied foralkafdhn Plutalibirfwledropiesisuices.@ddt he first or
second FyHER 'tﬁ@&éd&ﬂd'aﬁ%azaﬁ&ﬁ@@& id é(s%'o&ated?wnh-rt;&rgﬁfrﬁ‘?ﬁat & fd m 1,

wher ei n storl'ng of controlled infornation associated with t Irst or
second &@nrkeladfes ?fdﬂaqtemb%notsa&.qﬂtwu@éw.@ ele@yﬂﬁlpé'?‘é‘ﬂe%nce t he

aut hgr i zat i otoriig MeRecREd hdthofizliohiinfimationHF aRBLRHEARA Zation |evel
information store of said electronic device, wherein the received authorization
information is stored in association with the first or second authorization level, the
received authorization information for use in authenticating controlled information
_ thatis associated with the first or second authorization level and that is received
20 at said device after the received authorization information is stored;
receiving controlled information associated with the first or second
authorization level at said device after the received authorization information for
the first or second authorization level, respectively, is stored in the authorization
information store;
25 authenticating the received controlled information based upon authorization
information that is stored in the authorization information store; and
storing the received controlled information associated with the first or
second authorization level in a controlled information store if the received
controlled information was authenticated with respect to the first or second
30 - authorization level, respectively, and not storing the received controlied
information in the controlled information store if the received controlled information
was not authenticated with respect to the first or second authorization level,
respectively.
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S5respectively, is stored on said device. 3. The nethod of claim1l or claim
2, further conprising the step of determ ning whether the received

aut hori zation information is for the first or the second authorization

| evel. 10 4. The method of claim3, said determning is based upon the
recei ved authorization information. 5. The nmethod of any one of clains 1 to
4, further conprising the steps of 15retrieving authorization information
fromthe authorization information store and determ ning authenticity of
the received authorization information based upon the retrieved information
prior t@.tHe methodof clainodi whenehnesteringeoficodtralledhinfoimation@associdted mat i on, and
wherein t J ' ' | r | 0N, 1 : ' ponse to

dot er i ni NLO I spedeioitesfah. el S B dicTs fieBy bk R TCE 16
The met hodausfiorizatiominiormation far the firet atsepond autbonization keyehut hori zat i on

i nformat i folprl i S L eyl thorization infornati on associ ated with
t he fsi rst q(%?&se'c%'kdggbat’rﬁ%% gé‘f’?%ﬁ evel. 25 7. The nethod of claimb5,

‘wherein the step of retrieving authorization information conprises
e ST HBAGR el 1 LOATE PSSt ettty | 221 on | evel
whether the received authorization information is for the first or the second
authorization level.
10
4. The method of claim 3, said determining is based upon the received

authorization information.

5. The method of any one of claims 1 to 4, further comprising the steps of
15 retrieving authorization information from the authorization information store
" and determining authenticity of the received authorization information based
upon the retrieved information prior to the step of storing the received
authorization information, and wherein the received authorization information
is stored in response to determining authenticity of the received authorization

20 information.

6. The method of claim 5, wherein the step of retrieving authorization information
comprises retrieving authorization information associated with the first or
second authorization level.

25

7. The method of claim 5, wherein the step of retrieving authorization information
comprises retrieving authorization information associated with an authorization
level higher than the first or second authorization level.

30 8. The method of claim 5, wherein the step of retrieving authorization information

comprises retrieving authorization information associated with an authorization
level associated with authorization information modification operations.
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30 8. The nethod of claim5, wherein the step of retrieving authorization

I nformati on conprises retrieving authorization information associated with
an authorization | evel associated with authorization information

nodi fication operations. 9. The nethod of any one of clains 1 to 8,
further conprising a step of verifying data integrity of the received

aut hori zation information prior to the step of storing the received

aut hori gat-i,on_inf or pati on nd rel h L ve t . i on
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recei ved cséﬁﬁd(}ﬁ% é%c%lwr%fjo‘r%hﬁﬁ 'lz%trtqo%ﬂf PEFBa{?%n'f' ﬁ&eb')csh%é}e%ggier}%?%ﬁ&ng the controll ed
i nf or mat i cautharizdtiothiefarmatiorhis staree in/edpanmetto obtifyuhg tataintegnitt éfdhe i s stored in
response tgo verifvi M) Ity. of the received controlled information.

11. The ner?ﬁ%gédo?'%h{}'%ah?ﬁg%'\'/\?%'?@i n the step of verifying integrity of the
received controlled information is performed based upon at | east one of
currenc [ ) one of clains
104, AQnheTAdRbR of B4, Bh¢ B e ie Bnd Kt BmBRINP M UtegPY P1C

i nf or mat i oerifyingpintegety of dhe feseivad cantralled infarmasionipripbtorthe BteR dissoci ated with
one or nor rj ' ' )Fﬁée' gual 20to that of
the first %?rﬂ'}sbtetggﬁ%&@éﬂeﬁ&fb%ﬂo@hgﬁ\bgﬁeﬁﬁg e “%t'gt‘%*?ggél!%decl aim 12, wherein
t he 18t ep dnformatiands istegedhintraspansato werifying integrity ohthe segaivesleontrelied evi ng

aut hori zatj,@pnhfdor mati on associated with the first or second authorization
| evel . '

11.The method of claim 10, wherein the step of verifying integrity of the received
controlled information is performed based upon at least one of currency of
15 data and error detection.

12.The method of any one of claims 1 to 4, wherein the step of authenticating the
received controlled information comprises retrieving authorization information
associated with one or more authorization levels having a level at least equal
20 to that of the first or second authorization level.

13.The method of claim 12, wherein the step of retrieving authorization -
information comprises retrieving authorization information associated with the
first or second authorization level.

25
14.The method of claim 1, wherein controlled information associated with the first
authorization level is associated with software installation control, and wherein
controlled information associated with the second authorization level is
associated with control functions other than software installation control.
30

15.One or more computer-readable media storing instructions that upon
execution by said device cause said device to manage multiple-level control of
operation of said device by performing the steps of the method as claimed in
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25 14. The method of claim11, wherein controlled information associ ated
with the first authorization level is associated with software installation
control, and wherein controlled information associated with the second

aut hori zation |level is associated with control functions other than
software installation control. 30 15. One or nore conputer-readabl e nedia
storing instructions that upon execution by said device cause said device
t o manage i -l evel gcontrol of operation of said device by performng
t he stepsagy%%g%‘g% E‘%’o‘ﬁtoaﬁ“'cl aimed in any one of clains 1 to 14. 16.A
systemof nultiple-level control of operation of an electronic device by a
user of i i I . Dol i .1 0. f.orc at said
devi ce,16?ﬁg‘}g%%{’@ﬁ?@@%gé&l?%é}ogog(ﬁ%g%fq?\t4§ agfe ?ezc“l"lg&clr%%ﬁﬁg bgeavfs%és, wherein
t he devi cef saidrgevieeaccerrdingtoassage policies foshepenforcedatshiddevidahed to perform

t he steps : [ I n .claijgs. 1l to 14, 17. A
devisie co%{#‘?@?ﬁ&@glgg% esg@'&%gﬁ?ﬁ’%‘ﬁ? g%\)fcfegs g"e‘g%é’} {Qgt‘%g'c teps of the
10net hod e@mptisesreprocessanthabiseprogravinmider atiapted1d perform the steps of

the method as claimed in any one of claims 1 to 14.

17. A device comprising a processor configured to perform the steps of the
10 method as claimed in any one of claims 1 to 14.
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