METHODS AND SYSTEMS FOR NETWORK FAI LURE REPORTI NG
BACKGROUND OF THE | NVENTI ON [ 0001] This invention
woeb@tiogsisgeneral |y to computer networks and noPeT/US2007/017612
particularly, to methods and systens for alerting
operating personnel of potential network security
breaches. [0002] The data transmitted to and from
aircraft has increased dramatically. At the same tine,
security threats have increased, and there is a need
for a mepmefHeIDY ANTS SYSTHMS FOR NETWORK FRIL OREA
security alerts to airline personnel. The work | oad of
the flight crew during fREFRRTING] ready significant
and additional nonitoring and operation of the
aircraft data network is not feasible. Additionally,
BACKGROINDWSE rHIENSVRREIION € trained in managi ng the
significant workload using rigid procedural controls
on nanﬁﬁaspects of aircraft operatjon. Deviation from

the fad994larThys obwantions relatesi seucrally tq gi9mputer networks and more

particul‘éﬂ?,c e trh@thb@ oY dySRnlsl EhhleRIRVoAO AR Y ADKBEIS Bf Yotential network
_affect crew workl 6ad and safe operation of the
securityybiepthefie. Al erts and warnings for anomal ous aircraft

conponent operation are currently presented to the

flightostegk ThEHth Rafsrhiti@l do 3R ik Hiedidhiafds Bh@ERALE AYamatically. At
of increméntally prioritized nessages. However

the samestimer RCYEELITERfs AYR Hcsease.1amd thFrepis Mnaged; for 3ragthad o identifying
and comPnidiBAR Catd é/elR:hﬁ%l b 36 %irliﬂe ?gfggiﬁéeﬁ.r PSS WEIE 10al B the flight crew

distract "the flight crew becau | ane crews are
during faghttis alreedy signidicaptuanst sdditernil rhenitoaivigrandr engratinsnefi the aircraft data
r.opef;! ess vear. fr f . . .
el (9086 QBREARHORAEO ] L LI et o managing e
significand mtoeklaad eisorgevigipt pesstdued cantfolscon vmanyessifeots of aircraft operation.

Do Sy 008 2o e SARH ] R 5B BR g crow and
may adeedelyeafivce treiw wotlkdealiand safd oparation of thetaiplarl Alkfpuhé warnings for
anomalots gi?cggﬂ cgﬁpgﬁer%%g@tiglIarcg\lcgen-lt-i}l%rleé\%amo%}le flight deck crew in a rigid
and structured hierarchy of incrementally prioritized messages. However, network security
threats on the airplane, if presented in 2 manner typically used in computer systems, may distract
the flight crew because airplane crews are not trained in computers, and the cabin crew cannot
properly assess and recover from system faults reported by computing systems. In addition,
typical maintenance crew procedures and activities for diagnosis and repair of system failures are

not consistent with activities normally used to diagnose and recover from security breaches in

typical computer systems.
BRIEF DESCRIPTION OF THE INVENTION

{0003] In one embodiment, a method for alerting airline personnel to potential
aircraft data network security breaches includes detecting and categorizing potential aircraft data
network security breaches, and recording said potential aircraft data network security breaches

within an aircraft's existing maintenance data storage and reporting system.

[0004] In another embodiment, a method of operating a data network of an

aircraft is provided. The data network includes at least an aircraft control portion, an airline



[0003] In one enbodinent, a nmethod for alerting
airline personnel to potential aircraft data network
weedsusridsns4 br eaches i ncl udes detecting and cat egomiusRovg/017612
potential aircraft data network security breaches, and
recording said potential aircraft data network
security breaches within an aircraft's existing
mai nt enance data storage and reporting system [0004]
I n anot her enbodi nent, a method of operating a data
operatidHl ‘Q@fv‘fe&fpoﬁ‘ﬁor@'d ﬁﬁ@éﬁgér%n%‘i’ﬂ:ﬁ@rﬁ pottiéh, dldca B%%’éelf owed devices
I ncludes at |east an aircraft control portion,
portiongpt ldagteopre Partionniiclusiing, pe datepigee o, grau@aés&wgewwork The method
include§ ﬁ%fékfnﬁé B%H{tal Ql%f\xzbl‘ﬁrhﬁa@l@m@th%aﬁéfm 84ta RURFLH eé’a't?é%%zmg the attacks
portiorm “at least one portion including an interface
based dnoamingrauedalbyasede sexeno lckmpﬁih@ ofithtehsadietyy dl theleiycraft from the detected

etectin nti net wor k t t he. alr
antack, (5t oYl & ud O Of e SR BelpfiBind £ AR brew response to
the attdck tYaed6h ahd yatagore cfatie mﬁacﬂoamﬂ tirelootidohef &mfsanyceodf the attack, and

t craft fromthe det ed attack, det ,
alerting (42 CG E11BS GG 8D 0T PSL FesPUBE dPIAMP e aiorait's existing
maintehdnic AhtaGiGUEE ARPRPERINGyERM. at t ack based on the

category of the attack and the |l ocation of the source

of th ac and al in e flight crew,to,t
at t ac&og@ ﬁi‘ ¥Rt é\nﬁt éd e&@@ggﬁ%‘ﬁ £ # ofigreftn edata “network ~ system
commuiidaivalfyt coupodl Bt M@xﬁﬁh?hﬁiﬁ@ﬁ@td&&la@a Sfo%g’i:gﬁ'tdafaﬁortmg system of an

reporting system 000 I.n yet anot her enbodi nent, an
aircraftcipplaisy # PTG knestions CaskhaeieRPTRIINEtptsectated network

security Rw%[‘ a8diaSthbdle %Ehﬂﬁﬁﬁ@iﬂ%lﬁ@d@léd @ AL aieedn rd%&oﬁéﬂveﬂ( wherein the
system of an aircraft includes a plurality of network

modulgyisradppig to deteet nobentiabActavork aitacksPrathe a5 w8l dateaetwork, categorize the
aaacksftﬁa%z@ 55 aeﬁuwxﬁ(f)ﬁgttg»éﬁt r@cmpﬂtée of Wétgaéﬂ %€ la¥rcraft from the

to sal rat dat a network erel
detectemattacle detﬁrmdm logation ofcthe sourge o the attackeletgrniingia ﬂaght grew response
irc
to the ffick Risl Pt chuciBhPo AR AR HFPUBIBLUAR drific BBESEihe atack, and
alert theaflahy cofw tdehapttackafud thendet’eimmdétresnoasb dirvaglk the aircraft's existing
. deternn tion.of the source of the attack,
ma’nteﬂaétc&dﬁiaﬁzorgg?ﬁ {':]‘F'@ﬁ Y%€8honse to the attack based
on the category of the attack and the |ocation of the
BRIEFIESCRIBFIOM OFATHEJMRASVINGS ert the flight crew to the
attack and the determ ned response through the

ai 1 cr ahhod ef&lg&té P9 TRIdY EBANGR63h Fidk OF AH%irdPh in accordance with

reporting -sys
an embodiment of the present invention;

[0007] Figure 2 is a forward perspective view of a forward panel crew alerting

display that may be used with the aircraft shown in Figure 1; and

[0008] Figure 3 is a flow chart of an exemplary method of alerting airline
personnel to potential aircraft data network security breaches that may be used with the aircraft

shown in Figure 1.



BRI EF DESCRI PTI ON OF THE DRAW NGS [0006] Figure 1 is a
side cross-sectional view of an aircraft in accordance
woiods/assenbodi mrent of the present invention; pPOD@BR07/017612

Figure 2 is a forward perspective view of a forward

panel crew alerting display that may be used with the
aircraft shown in Figure 1; and [0008] Figure 3 is a

flow chart of an exenplary nmethod of alerting airline
personnel to potential aircraft data network security

DETA@‘E@MK@%OWF%E‘?@Q’EN'FI@N he aircraft shown in
Fi gure 1. DETAILED DESCRI PTI ON OF THE | NVENTI ON [ 0009]

Fi gure 1l is a side cross-sectional view of an aircraft
100 i 108%%Yorkignece! Wk afidencrasmenstinnsltviey afian praak 00 in accordance

with ad aﬁﬁgalh%t OMngl%Eént]ig’perftIBﬁl UdeSaft 1%%'19!&1&:519 %off%:ﬁm ?2 from which

ai rcr af I's operated and controlled
alrcraﬂAhOpGSap@ratﬁd@ﬂﬂr‘?@mm]égda conput er network such as an
aircraft data network (ADN) 110. In the exenplary

embodigeid]; ARBLRLQobNmkiAes f Qbh G&Mé@%i’l& ts{]cﬁ’ 35 Yd Gircraft data

Ievels of securlty access requirenents.
network {ARMNEd 180 I ther efemplamyt mbocauwat, nAH?Nzllanndiudw foar domains with

varyin% fgvgfsr@ft ée%{]ny%égee%f qg‘%leﬂtsl ADP?IP@?&SQ&%%:\ _aincgaﬂ coatrol domain

rmat1on Yarnrent services
112, am aphns enfpemation es@r\deml dmnaio nkl4; al pa&sserdger cinéfrinationtandl entertainment

cludes fli a edde
servicef 3Bl 16, AR BEEndcrishien SRR IRETER d18orA Bt opupldomain 112
mcluddgdhghﬁm{cbim_hed?ﬂzédmrbg@unoﬁbhi i dnd dal);mé(ﬁfatﬁuﬁéh(ﬁﬁrthame both used to
omal i.ncl udes adm ni stratj ve tion
control 33eEeih 40P A RtrECER SRS <5s dlpvin J ingtates; Hnisyative functions

and padffgeAslipgoie fithiohsMised Mo SEeydte QSrcHA00. 1Mﬂﬁhlesmfomanon services
i ncl udes rol e- 3§F0|f|c functlons such as, flig

domamshlrgtp%l,s? 1gGluges rglesspecis ﬁ,mgwbsoqulc @&ntgltghbﬁg)pogr@nctlons cabin support

functiof®iaAHIAARCR TR RBpbrt MG NPassBAS W?xﬁaﬁ&f Hd Btk Pfinment services
and entertai nment services donmain 116 and

domairy 3 48 e Passoiass oaei cdevirsapmaim 81 &rage psed| te (entertain the passengers.
Passengn QMiffdration BEd PARRSRARNS serliReS 8098 h%f 51%5 ngfﬂbgaaga IFE functions,

tertai nment services domalin 116 | ncl u es e
a passeng@ Interoct pomtal, an onboard passenger web, and a passenger device interface. Flight

and embedded control functions include for example, flight controls, forward displays, air traffic
and airline operational communication functions, electrical, hydraulic, and pneumatic systems,
and other systems associated with “safety and regularity of flight”. Cabin Core functions include
control of lighting (including reading lights with light switch inputs from In-Flight
Entertainment), cabin attendant call control, cabin temperature, and public address system.
Administrative functions include primarily information-system-based applications that support
the crew with information but don’t relate directly to flight or navigation for example, electronic
manuals, electronic versions of forms, sales support, and rebooking. Passenger support is
passenger support applications that are a part of the airplane but operated by the passengers for

example, an in-seat game/movie display.

[0011] Aircraft control domain 112 is a closed domain that does not permit
modification during flight and requiring a strict access control level. Airline information
services domain 114 and passenger information and entertainment services domain 116 are
private domains using a privacy level of access control, and passenger-owned device domain 118
is a public domain.
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a passenger Internet portal, an onboard passenger web,
and a passenger device interface. Flight and enbedded
woanmisroas1shuncti ons i nclude for exanple, flightPCT/US2007/017612
controls, forward displays, air traffic and airline
oper ati onal conmunication functions, electrical,
hydraulic, and pneumatic systens, and other systens
associated with "safety and regularity of flight"
Cabin Core functions include control of lighting
(i ncl ygpg rpadidigon, Qimﬁﬁv‘éérnrdl'&J?:txalﬁv"lltzcgdlﬂm&ﬁ)matlon services
fromI'n-FI'i ght Entertalnnent) cabi n attendant cal
domaincbfk, rapHl | pagsspigar indppestionyand cntadaipuisnt seryivgs alomaiy di el include an
functions include primarily
alr/gmlﬁg;ﬂg%rrgl?{lg[né%ggt em based applications that support the
crewwith information but don't relate directly to
f1i gh{O@¥3]navueg ioperafion, teavasioas deimeaing erei in Aperatédws and providing
r r I .
data nagsrgfsts{??xrgegvléées %éé\?{g%} ﬁévd%é)soér]é?nmﬁﬁilcgt%\éezﬂ Qgﬁplé(a Ft)%gx?%N 110. Portions of
ADN laf)ph¢lods mr@ess taactesalpelm spppcm 020 tsheh as tmbugiﬁstbmiard 802.11. As used

herein, %@%ﬂ;ﬁ%?rgyta S&Fﬁ@ %]cgt%r}s a%vgf | éagnteyr Ien Zélﬁ@itfﬂr wireless LAN

technoldgy. Standat] SEXUI d}ﬁ&'@ﬁcﬂ; ztrhél&erdﬁé&lrﬁﬁferﬁeé Between a w1reless client and a
npdi fi.cati on du”{:}%”' aﬁglslr uirin{gastr
base stefRREEbeBYTRA 3O VEOLrS ANy (A Fis Qi hegigsent invention are

describ8@ Wi refdrén@d PPSHOOIEE hetwdiR s PR kAN 1158 dmﬁéktsﬁfdd&h&nﬁ%er revisions
services domain 116 are private domai ns using a

of that andasd 9T pesRf other standaxds ib eprsidared wiithin e searseq L thaaesgent invention.
devi ce donmain 118 is a public domain.[0012] In

addi t ifom4]ai ICthafdx ety Admistaimient, irdraat E:blhtﬁﬁ domain 112 includes a
i nformatign services domain 114, and passenge

Commuyrjeaiionsst | NiavigaPne mndr tStrvriances atyieae s (CRivh| 11«211@N§| 1122 includes

commuhalibi Cs,syichd, IEAUBSLABENSK ddit Rink@ECto FRRA3LabMRL N wireline
oper ati on, t he 'vari ous domains are in oper at i on and

connecwr@vﬂoei Wﬁgec@aﬂaiatar rrbangsshadveer pijitefis gisandeentraldsrs (s traffic control)
0 f
nd s ILL YUl O, S gyl oo o
an alfCtatﬁr @ruigthestteanmai do88Q td afriveAst aidestiratipri md 8@2rvkillance subsystem for
. Lefe P v,
momtoﬁﬁ%éf?‘%‘éq&@?te%%&/ L%{ﬁr ?ecgtﬁlrz]rg lagrg};/dfp %Lg‘at?al g Orgar?%egégt safety and
securit)s p gardraf scoatrobdemairhéi2ialsoi inchrdes @eSitetlite vnamunicati@ss(SATCOM)

subsystem F.ﬂtt 1] ?acahtates communications between the aircraft flight crew and cabin crew

and ground, and a cabin services subsystem 126.

[0015] Information services domain 114 includes an information services
subsystem 128 that communicatively couples to the other domains and sys-systems in the
domains to facilitate operation of ADN 110. For example, information services subsystem 128 is
communicatively coupled to a broadband subsystem 130 that communicates with off-board
information sources, an internal and an external 802.11 wireless device. Internal 802.11 wireless

device 132 is adapted to support crew devices 136.

[0016] In the exemplary embodiment, entertainment services domain 116
includes an In-flight entertainment (IFE) system 140 communicatively coupled to an internal

802.11 wireless device 142 and to passenger-owned devices 144.



base station or between two wireless clients. Al though

enbodi nents of the present invention are descri bed
woiuds/uelfser ence to a particul ar network standapdy/uskoor®17612

understood that further revisions of that standard or

use of other standards is considered within the scope

of the present invention. [0014] In the exenplary

enbodi nent, aircraft control domain 112 includes a

Communi cati ons, Navigation and Surveillance System

(CNS) 66127]0\}%5][]??@ ﬂ B?FAIEHI@ rs”ﬂé@& @1I élp&aﬁ% ﬁXﬂ@ﬁThxad includes an

for arrpl not to ra satel lite
existing\cresd dlegingmysteot theh prd\@desmm)mganmtm adwexmtyaag@status messages in a

t ft ontrall ajr tr
structureg i oxF%ﬁiglngmgr Ieggqro or?al gol ghsure, fﬁ%ﬁ cfe l( aélg C %m ¢rew members only
recewenaawtgahd Gnatssl hmssd@m ihog fatailiar formatg Aldditjonal @dintenance diagnostic,
ion.of an aircraft .an ui.red course . ..
recovery? A, aCRhi” InfRRLRGTatS BHIS ANEITG (i JEHTEARUE SobsySrigh the existing
maintedDlce ARAIstb g ghDfepbim seﬁt%tﬂ on and course of an
aircraft for air traffic nmanagenent, safety and

Sat of KOYEICARBRRE AR rESraReior) dBRTEcin Tase Dse Tevels; Ale,

Status hA¢ INIAih@in8Scel OFAUIN 163 119 NSs REUNE At RiilB] kpdtéh! faflhredbt non-normal
crew_and cabin crew and ground, and a cabi n services

conditigRgy s PepAn Alsrt {ecyelmesqaﬂﬁ SPAENNS rFautipy i0F @4Vigemailh annunciated to the
flight k&, tHEERa ?rl‘)e rBh Qb &?fo%ﬁravéﬂéeﬁic%&ﬁﬁﬁﬁﬁrﬁrag&upm flight maneuver.

comuni cati vel y coupl’'es to the other domai'ns and
Status mgssagessangrised mo ah@mﬁaufﬂétsﬂbatf%t&qt airptage dispertoh o¥atyp messages do

not h as"sgsgateﬁorﬂlgﬁat rew | E/nlo%cﬁ{rP%t ' Malﬁﬁe@\c{ﬁ&eﬁnésgpg%ésggﬁgrated by the

) I'S commun coupled to a broadban
mamtewistsy@temtm@@e tandt repomingisystems ad tusedfsbldbpfiod diagnostic and repair

purpos%[]camﬂc? t:'m&rh 3 %&le‘ﬁe aene ﬁ’ﬂf elgggzlagﬁlg gmfilrclr %%\%rﬁd@/sﬁpe%’x }EICAS) nor

essS vi‘ce. W r e ess
are theyd Red ® detammel ainplzsmpapmdrtlnneml foedispatsh.1 Jthey [400 16dd fom maintenance
er Vi ces

. the e enbodi nent ., entertai hnent
planninig, Sad KSRl C LA infiPiefie D TERY AGkbE. SR EICAS) is an
mtegra&yls ts@sterh4 Qo C praRd 8¢ C airtrael }Créwumhﬂﬂ difcrafd engiaedadnd other systems
11 wi.rel ess devi ce 14ﬁgﬁﬂg sse1%§: .owned
mstrun}fg(ﬁtlgggnfﬁe‘lvmwc%tlwt f 7] irﬁz sdgga.lrpg}tatlon of various
engine §h{aﬁ{e@d‘r§ 1ﬁ&ﬁﬂfn@| foxlévﬁa.rﬂlblg RFME Utgxﬁﬁe@ﬁlr@xrhﬁ&é rfGeICﬂl&vWand quantity, and
al erting. systemthat provi des war nj g}g caut

oil pressyig- Sa"ly?xca [theg raircradt ﬁ&%@gg)r}l@r@ EICAS are for example hydraulic,

pneumatic, electrical, deicing, environmental and control surface systems. As EICAS has high

connectivity, to systems throughout the airplane, EICAS provides data acquisition and routing,.

[0019] An alert message includes time critical warnings, warnings, cautions and
advisories and conform to a prioritization hierarchy based upon urgency of flight crew awareness
and urgency of flight crew response. A time critical warning is used for conditions that require
immediate flight crew awareness and immediate flight crew response to maintain the immediate
safe operation of the airplane. A warning is used for conditions that require immediate flight
crew awareness and immediate flight crew response. A caution is used for conditions that
require immediate flight crew awareness and subsequent flight crew response. An advisory is
used for conditions that require flight crew awareness and may require subsequent flight crew

response.



structured and rigidly controlled protocol to ensure

flight deck and cabin crew nenbers only receive alerts
weandsausisys nessages in a famliar format. AddipCrasado7/017612

mai nt enance di agnostic, recovery, and repair

information is nmade avail able to mai ntenance crew

t hrough the existing maintenance data storage and

reporting system [0018] Airplane fault nessages are

categorized in three basic levels; Aert, Status and

Mei nt epggpe. A Eafethd eY&kadeS afoRGdtad ed nWhBQl taw toh certatm manually

system fai'lure or non-normal conditions. Wen an A
configured eﬂrplﬁeg smeme,vmmph gneTBR eseALes ara vt eomsiderddscrew alerts, but rather

?ggp ght crew, they may be required
they su rm r&lgl’-fﬂliléhnonnormall procedure or flight

maneuver . Status messages are used to annunciate

faul t $002idt Af ftetws raesspganmlicitepat fohlt IBsacerumedsthageffects airplane
. ot ve 0 ted. flight erew e : .
sieworf{efe SRS R5308, 8 5 FopBlad 5% RGPS B vpaon i
determistiiolage and reporting systemare used solely for

di agnostic and repair purposes, and are not displayed

on t h ' ng }nn?h&%}lcg g&ﬁ%ﬂ i%d%\éﬁ% q{xél{l&% ﬁr\é%xttg%ce messages that

(EICA r are use t8r'm ne ai 1
mdlcataltha!\/(arfah]ltﬂmsbeémdebdctsqb&haﬂmrpllﬁnmwp&ra}omsnmy fapalr They are not used to

t enapc annl and t roubl eshoot i n Eng
indicarf oS 7 Fi Ty et Pl ek RpS peair g LG raintenance system
indicationt £ig¥ atctddssymhmRrafcd nenaiethat ﬁl&ﬁeefté thatemenbit fhore faults have been
s AR NP U B HEBLAARERL Bk Al

i nstrumentation of various engine paraneters,
i ncl ugoozs]f ooty MWight AeBPOMYectt EPPE) &iclide Vs uks, indidgle a loss of valid

f nt i and_oil pressure. i cal. other
d‘sl"ayéiafac?’ag’ts ggg%qump?mss t pndisate %ﬂ‘%‘g ligs l%ﬁ%lﬁffr:% parameters, and
voice alilleAditdcEile feBEUMAL i ¢, el ectrical, deicing,

envi ronnmental and control surface systens As EI CAS

has hi onpecti vi to syste out the
e ol A2 BaEh pisttiante S s SEThn Alert B S Pissemsg and log book
entries [§RqbREd M vedi B dirplRfeSaSfortiifdsd 485 disparehdbilityl CI&hs review may be done

war ni ngs, warni ngs, cautions and advi sorjies an
by maipteppraemtight-Lrpy; é‘ﬂ’lﬁ’i‘ez Sispatsher e aFemblr@é@@d)fubﬁ ghree. At least some

EICASWISE Rtdss@esfdré QthmﬁIyeM\isﬁW?é& ASRg PRI snpxreq{otflhﬂegévéd to identify
crew response. A tire crifical warning is used fo

faults affeqtmg thendispaieh of theuaimdane. Additionally, many airplane systems are turned off
or not used during the airplane preflight thereby preventing real time faults in these systems from

being sensed.

[0025] Faults and anomalies in ADN 110 are also integrated into the existing
maintenance data storage and reporting system such that alert, status, and maintenance messages
originating in ADN 110 are transmitted to the flight crew in a standard and familiar manner
through the existing aircraft alert and warning protocol. Professional network and system
administration services onboard the airplane will be extremely limited and are to be assumed to
be nonexistent in the traditional information technology sense. This complex network

environment results in formidable security issues in a number of security domains.

[0026] The security for ADN 110 includes three categories of countermeasures,

protection, detection, and response. Because protection alone is generally accepted as being
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I medi ate flight crew awareness and i mredi ate flight
crew response to maintain the i mmedi ate safe operation
wohodsivasir pl ane. A warning is used for condit POmAISRGVaD17612

require imrediate flight crew awareness and i nmedi ate
flight crew response. A caution is used for conditions
that require imediate flight crew awareness and
subsequent flight crew response. An advisory is used

for conditions that require flight crew awareness and

mcapatf[B)bf s8Ging S SHROALHBRT a Ubiefthinea raﬁ‘éél&' ?&%ﬁﬁ@eiﬁﬂ%dﬁ of time, ADN
menp nessage annunciates a normal state of certain

110 is ahip @mdeytl%@#qc&m (iagludingrnomealeyssactiivity vehicks maly bestignown precursor to
attack) AGET oB& G AR heﬁ@@aﬂ gda ﬁﬁxgg\’ o?lrgsrg‘bﬁs 88% rg)[&ﬁ‘n €i‘rﬁcludmg, shutting
t hey support normnal alr ane opfer at ﬁé
down the actu@rkrmggty fundﬁlm ars mpfmﬁrttedmhahmufmmhtwipated attack methods,
detectx@t( Cg%% in al”é'lrglet r% 1 ::Nr \é\gg%{]d pe%%il%se téiF bnEssage%gg% 1s compromised.
When dcbtmath}hsed&h@r funbabdnsoatfedt Apline/flight Eﬁfé@fatﬁlcrbqaystrﬁihtenance action,
b d i ndi cat.i,on i nc|l udes . nai nt epance nessa H [ ndi cat e
embodiefgs GF 18 hres b UGB BELAR BEERSIO A0 3158 UlE e5G plembers as to

the corFRY cO1B BT actibh G tHRILE red@irintS§ ciad trhinfh it Dnigier seait)f
a flight critical function or a | oss of airworthiness.

i nt AHe. BtV ERa eRap AN 2 Bifistey et rgsponses to. security

violatidrWettoth ibasDarNintiehrat8d Fof exdariyls ! ®dlyifpdnttbek ddidices to a cabin full
stemto be one failure fromaffectin pl ane

of Passglzgﬁae% FeSPPBY28]2 BRLY Prabegh finrasenadls %e@sevepmzyltes dendal of service

attacks),dlthedgh fif a@h & Padbd BFhe Hoth @ pRBSuIN sestlid FhightSHY AMsonable to deny

data or |oss of functi on, exceedences that indicate

serviceafpofhgl $e8k  iEyegevese d¢ qﬁamse@eéwrk aeRESY dp dle grgvaldugrig activity that

ongnaEé?,QB hep 5§§Jger hOQoal. RuE d?lgesoér@fde{f%l?%id FithG¥h8% Bipabl8n mind, and
Alert and Status nessages and entries Is

lower mapast respongesy ate Atienapted Inaive tai avtottat ishutdewnf oShutting down the entire

[ t Y

networ?résc’ %?eaﬁfgﬁ%delé d%?ens Bhg roren\% tjhgt:’\ﬁrsr?s\éd ba@ gagg fé%ﬁrt In denymg service as a

respongpthe paibiites efe, IShEt tlhwaespest\lhcl m@tesstmep&iﬁb&ﬁoﬂk esrhut down specific

serviceg:t‘é %%ggn ﬁr gtn\ano Q)?lol Ily Jg I Sp eeget(\jv%m P 5&% Ip%yswal ports completely

(for example, a seat), shut down or isolate portmns of the network (for example, isolate the IFE

network from the rest of the airplane network, shut down the entire network. In the exemplary
embodiment, crew services have priority over passenger services. For example, it is more
serious to deny service to crew than to passengers. It is also generally more serious to deny
service to flight crew than to cabin crew or maintenance crew. The priority of access to the
network by offboard parties will depend in part on whether remote access by off-board service
personnel is a part of recovery and restoration services. For airborne networks which are
connected to the terrestrial Internet, substantially more sophisticated responses may be possible

with tﬁe aid of ground-based administrators.

[0028] Crew members are the primary means of direct human intervention
onboard the airplane. Recovery procedures are limited to a simple physical or logical reset
operation on specific functions or components to avoid significant distraction of crew members
or the necessity of extensive training in the area of network systems. The operations are

included in procedures, such as operations or fault isolation procedures.
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faults affecting the dispatch of the airplane.
Addi tionally, many airplane systens are turned off or
woatosuaed4duri ng the airplane preflight therebycT/Uus2007/017612

preventing real tinme faults in these systens from
bei ng sensed. [0025] Faults and anomalies in ADN 110
are also integrated into the existing maintenance data
storage and reporting systemsuch that alert, status,
and mai ntenance nessages originating in ADN 110 are
transippped F%ﬂﬁ@? id h'f&Q\Iar& PRWpb&R HERTIA SordAfl panel crew alerting
fam |liar manner through the existing aircraft al e?

displaya @60 vihatnimry e otsed owith Rirsiral s1@ngshoiar i ridgened sy sinethe exemplary

embod@%ﬂrt,gfr'?g%?cf k)?nﬁ]?:(gé\w gx‘fingr&{q%ﬁ@g ZE)Bqnalungt gqxg%s“c\érl \!vag?ng and caution

assune
lights Z(Hnﬁamt siemCiate titieecriticaliviimingd, warhingredj omutiomcdiertd. ogy EICAS alert

,S:£Q n rk environ ults in
messaghS RFla a04 LECHR 11 [GUIRL YRMIPY, oEn, PRl caliisdr) alert messages,
commuii¢ttion Salerf &&Bﬁﬂgeg hﬁld&ﬁéﬁiblﬁ'jyssﬁgﬂs. Atus Heskaeds uikedisplayed in a status

th te L e count er neasures, protection,
messa éi@?ﬁ%ﬂ“g%fg Eﬂ%’s:)g? Because protection alone is
generally'accepted as bei ngi ncapabl e of securing a

net wor[k080JoNFipuees as & flved chirt € kin feRemplury RethodBO® of alerting airline
s abl.e to i.den

d of . )
Pefson%%ﬁef%a&ﬁ%ﬂ@ %lﬁfaﬁﬁ/éatfsn%mwwnmréﬁcm %éx‘?%? ﬁ%g%%ﬁswh aircraft 100

(showxpfnemrkgﬁ&qr) MetBbd 30K IncMIRE dbein 302 poteAal BRWeork attacks on the aircraft
avai | abl e a raqﬁg of responses up to, and including,

data netyark, icAtpeapwREt NS thetaliashe, based gni anyincrsmeentalls mgresevere comprise of
the safé@quﬁ@ RireAaSHSR thdAktected ratt@&E | SIRRSE 0@ hifsBGKcITB RS mining 306 a

détection occurs in tinme to make nmeasured response
flight qrewsicppanspde dhe apadt based om the easegory wif Sbe attggleand the severity of the

1mpact Qﬁ{thg Qﬁactky an& Qﬂgrhﬁ%abg' R ﬂ%’\? vt ?&Eheaét{ﬁgi( 358 thi H&g{mmed response

require I nt ena e action lments o
th:rough hbe mresaéi’ﬁt exustxegltmzunteparml daa astmgﬂanﬂaepotttmgysyawm Method 300

deve]o%d%/elggﬁ‘tn%rr% 15@{{&% %oras%c&rﬂyt Pﬁe&%{l&%ts afid l%&rﬁ{t% tRe Sﬁ%&}lk}p Fhults into the

urfirng s
fault rqmmmg ﬁgerar[cﬁ@&ﬁ}at é’;hetsdfovehs eirpkms. oMe&EM 300 c@buplbatrmtwork security

ons security. violati.ons be bo rob
messaggn and SRBSOR(o, e e3FhEE mhdirindad BRI, MRl LortiRkles, where te
support @taﬁ i€ @bt @refseldxtl ardf thpasse Iﬂigﬁsltd ﬂealnwftﬁslﬂmﬂﬁﬁt t’DhclﬁpﬁmHn} function of the
nd. even Jn ite ni a

@; i S.upreaso ableﬁ%a of b

crew il Planeayd nal PidbtlgHity Feaion bige 5o EhececH paff op the ground
can respohdl infote Apptpatdly tdisehifritP ldrRASOIRHIIEIFOAHRRY describes a process for
hosting security alerts on the existing system used to gather hardware and maintenance
information data and displays only those message that necessitate flight crew attention to ease

the workload on the aircraft crew.

[0031] Tables 1 and 2 below describe the maintenance effect and/or flight deck
effect of a variety of network security data or events. The securify events are evaluated and
categorized accordingly to their relative threat to the safe flight and airworthiness of the aircraft.
At least some events do not \;varrant a notification to flight deck personnel, while other events
indicate a serious attack that may jeopardize the flight of the aircraft. Categorized events are
displayed to the flight deck crew in a familiar presentation based on the existing maintenance

data storage and reporting system.
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involve emergency procedures up to
requiring immediate landing.
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messages field 204 is used to display warning, caution

and advi sory al ert nessages, conmmunication alert
woremageis4 and nmeno nessages. Status nessages ACEUS2007/017612

di splayed in a status nessage field 206 on a STAT

di splay 208. [0030] Figure 3 is a flow chart of an
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TABLE 2

[0032] The above described methods and systems provide mechanisms to report
potential security threats using the proven maintenance approach to provide a security reporting
capability benefit, as the above described methods and systems fit into the existing processes that
both airframe manufacturers and their customers have, thereby eliminating the need to develop
and train to another method. The above described method for setting the crew alerts is consistent
with present practice. In addition, advisories are used for the flight crew which alerts them to
specific passenger activities in flight to permit preparation of law enforcement or other response

on the ground prior to passengers disenibarking.
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At | east sonme events do not warrant a notification to

flight deck personnel, while other events indicate a
weenisadsisat t ack that nmay jeopardi ze the flight poi/ush@7/017612

aircraft. Categorized events are displayed to the

flight deck crewin a famliar presentation based on

the exi sting mai ntenance data storage and reporting

system TABLE 1TABLE 2 [0032] The above descri bed

nmet hods and systens provide mechani sns to report

pot entrpdd 335 efh his e BdsBAb&I Hieliods WHE sHEOUE Tor alertin_gnairline personnel

mai nt enance approach to provide a secUrity reporting
to poteptipladiraraft yatreneviork segurith dreasheeangerost-pifectiveeandoaighlyneliable. The
networﬁxfé%&:@? Rt){ehtibp?r%at:ﬂ% i %59(5@?%’%0&85&9&&?%%}%8%& with the existing
airrrarne manufracturers an el r custoners have,
maintendree ethata eteportingt sysgemh erona@achtalo pdeigt qpotandl. t r'Bhen method facilitates

. anot h thod. The above .described net.hod for setting,. .
inform{EChiL 158 BPfnnd RGN ErE AR PR gt ook Ffanget While simply
recordihg) packiitibl Breacld\ofSomiing mitere BLthalméndnbe cféw ghdlustic@vpost-flight in a

&thh %{eﬁxé themto specific passenger activities in
cost-effectiyp and wlighleMannstepar ati on of | aw enforcement or

ot her response on the ground prior to passengers

di senfjaok4IngWiiiR3tle HventidiDhes dees rdebaribedein edmsadfvarious specific

ste for alerti air|.jne persopnel to pofenti ) )

embods ?rg%gflpseda]pﬁe(ﬁ iR \;0&9 Kirtsget Fqcp%m@p ég@h@g igyention cana{)e practiced with
modifi€dphvaitiif ehd yfrivdl HopbbyiveNdiakl €. The network

detects potential breaches and categorizes the

breaches consistent with the existing maintenance data

reporting systemincrenental priority protocol. The

method facilitates informng flight deck personnel of

network security threats in a tinely manner while

sinply recording potential breaches of a m nor nature

for mai ntenance crew eval uation post- flight in a

cost-effective and reliable manner. [0034] Wile the

i nvention has been described in terns of various

specific enbodi nents, those skilled in the art wll

recogni ze that the invention can be practiced with

nodi fication wthin the spirit and scope of the

claims. WHAT IS CLAIMED IS: 1. A nethod for alerting

airline personnel to potential aircraft data network

security breaches wherein the airline personne

i ncludes at |east one of flight crew personnel and
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mai nt enance crew personnel, said nethod conpri sing:
detecting and categorizing potential aircraft data
woebosnugissecurity breaches; and recordi ng sai dpCT/US2007/017612
potential aircraft data network security breaches
within an aircraft's existing maintenance data storage
and reporting system 2. A nethod in accordance with
Claim1 wherein said detecting and categori zi ng
potential aircraft data network security breaches
WHATCR'®L A BOEFRA:egori zing a detected aircraft data
network security fault or failure that affects the
di spatch of an associated aircraft using a status

messade, satdnethed der shegingqitling pesipnas) © pefentid aircraft data network
securitybfeafitstw HERERURE Qﬂﬁﬁe ﬁér@(}%ne? Edc‘iiucﬁ% At st GrRSA9E Fﬂpﬁéw personnel and
not require action by a flight crew operating e
maintengnce cret perSonnklresichmdthiod canpoisibgnce with daim 1
wherei n said detecting and categorizing potenti al

aircr 1 : it i ) '
cat sgari T g a0 SRR FARE RSy RAF AR CAME] S8Rty breaches; and
successful aircraft data network attack using an

advi s&psoriagsatgepotential aieraficdnta nefwegdaspeurie bieasheg wikhin an aircraft's
. ' r f i fi activities in
exmm% Hagﬂ%na&ﬁ@Wiﬁﬁécfrﬁ%éééﬁdn&ggng(ﬁ)%%g%?@WI th daim3 wherein

sai d categorizing a_.detected ano_malqy i ndi cative of_ a )
succedsf ul Ai methedt inlaacgordansiorkitat¢labr Eovwpeieyegaid detecting and

. ' : i i ' ' .
ceaoh AFGE AR SRSER 5, RRUDRELLANG) Bt AEA cElfne o detecd
aircrafts¢pe nffveork srewityi fonlt o5, failuneethitoaffeats thecdispiiel of whtadssociated aircraft
. im4 rej id | i | T4 ect j .
wsing o EhELACSOR S S8 250 AP RERL 0 C BORR G crow, sid
status menspge dees nat mguiragcetiavnbye afflightenen bperetisg threadircpift.
potential crimnal activity. 6. A nmethod in accordance

Wth Glaim.l M&ﬁ{o“&i o S&icgrﬁﬁéee%ﬂu{‘%ﬁﬂg F a8 ZL10 detecting and
potential aircrart data networ k' secur y br eaches

categorizing pb@ﬁalcza'tcg-rgﬁ) rdlam mgwarkds¢cadtye ireacimsadoynprisds catbgarizing a detected

anomalglﬁﬁgi[cgtg%r 8 g itsﬁcgcrégsligla%?{rgﬁyda{aerll%%%( g@(a?cﬁ(eu%?ngogn advisory message, said

advisory message informing the flight crew of specific passenger activities in flight.

4, A method in accordance with Claim 3 wherein said categorizing a
detected anomaly indicative of a successful aircraft data network attack comprises locating a
specific connection to the aircraft data network where the attack originated and disabling the

specific connection.

5. A method in accordance with Claim 4 wherein said locating a specific
connection to the aircraft data network where the attack originated comprises alerting law

enforcement personnel of potential criminal activity.

6. A method in accordance with Claim 1 wherein said detecting and
categorizing potential aircraft data network security breaches comprises categorizing a detected
anomaly indicative of a degradation in safety-related systems or functions using a caution
message, said caution message informing the flight crew of alternate procedures and potentially

diversion of the aircraft.



message, said caution nessage informng the flight
crew of alternate procedures and potentially diversion
wohodsheszir craft. 7. A method in accordance w t RCTIUBR0O7A217612
wherei n said detecting and categorizing potentia
aircraft data network security breaches conprises
categori zing a detected event that requires i medi ate
flight crew action to ensure the safety of the
aircraft as a warning, said warning nessage inform ng
the flight £r gl ch&'aﬁﬂcé)rvﬂﬁ?%'lﬁﬁﬁ l‘prQreﬁP sald detecting and
i mredi ate | anding of the aircraft. 8. nmet hod
categoriging aptentjalaaitraaf datat Wﬂrlmeoaﬁt)abte@el@ﬁ“swomms@ natﬁgre‘lzmg a detected
event tﬁiﬁt ??Ji?etsvi@ﬁrlfedlé}? lﬂ@'ﬁ lg @rﬁu?el ﬁl‘érsgltc Sfﬁltera(?ﬁcraﬁ as a warning,
an alr oper a i onal -~ services por Ion, a
said wqmsrgemgmage mmfenhmgmlnerﬂlghmmewonf eRagEeacy assedges upvwoeoh immediate
landi ?#/tbces rtion, at |least one portion including an
anding o 'af AU 0 a ground based network, said method
conprising: detecting potential network attacks on the
aircr it daAanaﬁbdmfkopemair@ardam mgtwdrk off dracksrafiasddrein the data

n |ncr nment al er.e _conpr.qQni se . .

nerwork Jpdfgess it (RE iy peskaltr RSl PP SD IS SRETEHAEA services portion, a
passeng@t @?]mﬂm5ntapéd1bg,hﬁ?]¢ é%i@geﬂbﬁﬁed @emes @bhﬁﬁlkfalbl?@ﬁdone portion

on the cate of the attac ert| t he i ght
includipg ap, intgragedo 2 graund 'a%?adpﬁevqxgt S@fﬁm ¥t hr oggh

the aircraft's existing crew alerting systen1 9. A

met hodietéttiag poteidniaeetwoikatfadcRs on &hd dirdrdfe data aBprorkj ng

di spl ayi ng naintenance di agnostic and recovery

L oo it Pl g ROy o B A ERA AR 88 Bmpromise of
the safétg ©f (lokodi foeafivifion &Eballefac&d\raimeclel n said determning a

flight crew response conpri ses determ ni ng whet her

\?Vlhlult t Icgeg r;é}uémg hae%gﬁ}% a%lﬁ‘% rseglgo\ﬁlsg %o z“me A3 %Iageldcog %et category of the
attack; and

alerting the flight crew to the attack and the determined response through the

aircraft's existing crew alerting system,;

9. A method in accordance with Claim 8 further comprising displaying
maintenance diagnostic and recovery response information on the existing maintenance data

storage and reporting system.

10. A method in accordance with Claim 8 wherein said determining a flight
crew response comprises determining whether shutting down a specific service at a specific port

will isolate the attack.

11, A method in accordance with Claim 8 wherein said determining a flight
crew response comprises determining whether shutting down a specific service to a portion of

the network will isolate the attack.

12. A method in accordance with Claim 8 wherein said determining a flight
crew response comprises determining whether completely shutting down a physical port will

isolate the attack.
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11. A nethod in accordance with Claim8 wherein said
determning a flight crew response conpri ses
wdet@rassing whet her shutting down a specific BeTAISC®7/017612
to a portion of the network will isolate the attack.
12. A nmethod in accordance with Claim8 wherein said
determning a flight crew response conpri ses
det ermi ni ng whet her conpletely shutting down a
physical port will isolate the attack.13. A nethod in
accor dance Avnhdihéd i BtrihiReslith €Q4ith 81 KrBinNdaid d&ermining a flight
flight crew response conprises determ ni ng whether )
crew respepsee cemprisefydeterginiaswiviether eomnletdly thatting dewr @ipdrtion of the
' ck. 14. A nmethod in accordance with
nemoriélﬁill?ngogat&hhgeragfa%ﬁsai d determning a flight crew
response conprises permtting access to the aircraft

dat a riét work migthed in perardanserwitle €1pay § owprseinf ssid determining a flight
e [ .11, h i C i . .
e BERCEIBEIA SRR oSl LB RLEBEERAIS o seic
personnehdoraecaeky séicedn aircraft data network system
comuni catively coupled to an existing crew alerting

and a gai ”tﬁ'?ﬁé?ﬁcgd ﬂ?&«?cof'(;ag%@%tha& ﬁ%g&&ﬂe?%oﬁ%sb%‘sﬁg‘&%ﬁemimng an
an aircraft, sard aircraft data network conprising: a
object gfi the aftacdky of network portions, each portion conprising

an associ ated network security level; a nodule

comu rii69 ati AF g%c&(ﬁue%tg %eégorﬁ asjtygteﬁ{. E&ﬁglfl.l 'c%@{fé:’}g P:ELM Ko an existing

sai d nodul e adapted to: tect potentia
crew akgttigciusl @ maihtenangecdaté stodageaambteporting systay of iapenitdnafl, said aircraft

cks. hased on an increnentally nore severe
datane@%‘?‘rr%rcg%p%él%f the safety of the aircraft fromthe

det ected att ack;
a plurality of network portions, each portion comprising an associated network

security level;

a module communicatively coupled to said aircraft data network, said module

adapted to:
detect potential network attacks on the aircraft data network;

categorize the attacks based on an incrementally more severe compromise

of the safety of the aircraft from the detected attack;

determine a flight crew response to the attack based on the category of the

attack and the location of the source of the attack; and

alert the flight crew to the attack and the determined response through the

aircraft's existing crew alerting system;

17. A system in accordance with Claim 16 wherein said module is further
configured to display maintenance diagnostic and recovery response information on the existing

maintenance data storage and reporting system,
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determine a flight crew response to the attack based
on the category of the attack and the |ocation of the
weawsmasih the attack; and alert the flight crewrtus2doie17e12
attack and the determ ned response through the
aircraft's existing crew alerting system 17. A system
in accordance with Caim16 wherein said nodule is
further configured to display naintenance diaghostic
and recovery response information on the existing
mai nt el%anceA‘i%t@nﬁhOJc@&%aé&dwhﬁ RQG#nh 16 WHERLiR 'E‘ai’dsa]rc'?taﬁ data network
) systemin accordance with Claim 16 wherein said
includegijat deast an @érceafheeniesd ortien, acaircseft [servie portigny anda passenger owned
I
devices pIS’JHJn? aé?@a%%e J%elb‘n %gg&%ﬁé%ﬁﬁ%ﬁfﬁ&%g g@ﬁﬁ’ as@ﬁ'qF@vork
including an interface to a ground based netvvork 19.
A systl®m i nAatystend ém @ecaxflatiee Qvigh rielagn wife wdiereis siid module is further
adaptec{TE d?%tgrmi% fMett}beq'rsh@g tcﬁ)‘évnt ?gctlﬁé Q?ce%%%%&xﬁc daotn will isolate the
own a speC| service a a speci
attack. W | | | soI ate the attack. 20. A systemin accor dance
with Caim16 wherein said nodul e i s further adapted

to detgymn
LS LT o8 RS s AR ey SO 38 5 s
adaptec?ﬂo dﬁesymenhememunn@dmm wsphonﬁb aslemldthoWn poetion csfahel network will
lat ﬂ% Lﬂ? is adapted to categorize the attacks based on
isolate e 4Yack-enent al |y more severe conprise of the safety of

the aircraft fromthe detected attack. 22. A systemin
accor ddnce Aisybted iai avcddandrewith rClsimn d6 ndtméie sakl module is adapted to
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aircrafidtaalthedétbaesd pradki i c c 0 n necti on.

22. A system in accordance with Claim 16 wherein said module is adapted to
locate a specific connection to the aircraft data network where the attack originated and disable

the specific connection.
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