ACTI VE NEW PASSWORD ENTRY DI ALOG W TH COVPACT VI SUAL | NDI CATI ON OF
ADHERENCE TO PASSWORD POLI CY BACKGROUND 1. Technical Field This application
generally relates to an active new password entry dialog with conpact

vi sual indication of adherence to password policy. It nmay be used with
nobile wreless communication devices having a [imted visual display
area. ;2. Related Art Conputer-based el ectronic devices of many sorts now
requi re passwords for authorized operation. For ensuring an appropriate

| evel of security, such passwords should be changed frequently. The need
to enter new passwords is especially present for nobile wreless

communi cati on devices which nmay be |ost, stolen, msplaced or the like. If

such new PBESHWE NWFMSSW@RMENW!D&E@WW@CWP\MGT\HSME station
or the |ike, themmmmg{?ﬂgb N@?OP(‘??S%Q%@\?E{% C)ror new

password. entry processes servation of su nore usefu
comuni cati on payload is, of course, desirable. Furthernore, snal
handhel d nobi |l e wirel ess comruni cati on devices often have |imted nunbers
of keys and linmited display area. IBAEKGBOUNBds to set a new password,
often he/she has to conformto sonme password policies that the user's

enployerlhas q%£§$3$25§d A typical current problemis that the user enters
a password, c —and only then is the password checked agai nst the
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wireless communication devices having a limited visual display area.

2. Related Art

Computer-based electronic devices of many sorts now require passwords for
authorized operation. For ensuring an-appropriate level of security, such passwords

should be changed frequently.

The need to enter new passwords is especially present for mobile wireless
communication devices which may be lost, stolen, misplaced or the like. If such new
password entry routines require communication with a base station or the like, then
communication bandwidth is also required for new password entry processes.

‘Conservation of such bandwidth for more useful communication payload is, of course,
desirable. Furthermore, small handheld mobile wireless communication devices often

have limited numbers of keys and limited display area.

If a user needs to set a new password, often he/she has to conform to some

password policies that the user’s employer has determined.

A typical current problem is that the user enters a password, clicks OK, and only
then is the password checked against the required policies. If it passes, all is well. If it
fails, then a dialog may pop up explaining what policy or part of a policy the password

failed to satisfy. Then the user must start all over again,



1 This is not an ideal solution. It would be better if the user could be
alerted while setting the password, to | et hinfher know how they are
doing. This would nmake the user experience much better. There are at |east
two earlier products that address sonme aspects of this problem 1) Entrust
SSM M Cient has a dialog box for setting a password. In this dialog box
all of the password policies are listed and an indication is provided as
to whether or not the new password being entered is neeting such policies.
2) PGP Keys Cdient, when creating a PGP key, requires the user to set a
password. While the user is typing a password, a progress-like bar is

di spl ayed at the bottom of the screen which indicates the estinated

security strenmHidlisGot hRICAIRNIRRSS ‘Ip&zguid_ﬁe%eﬁé}tlf e tus&RIRARAS al i Swiild Ot Of
information all on one screen. A snall handhel d nobil e w rel ess devi ce

t ypi cal | yediaashapnss woretoslaf finghesdmowi hopt thyy arcelwingy afHisibloald mate thtbser

appr oach. ach does use a nore conpact higher |evel
progr ess- elxggﬁcncgﬁlu%g%g‘? only one that refers to the estinmated security

strength of the password being entered. It has nothing to do with password

pol i cy. Anot heTheexawpt Ranfiwb kerlicPERIdutty Beat e@c&emoﬁ@a@geo@d ofAha@ebtledknowl edge
Systens Limted: "eToken Reference Cuide", August 20 Here, just as in

t he PGP exanpl ed above, a _visual jndication of password quality is
di spl ayed on aﬁco @M@@. Clienphag agkalpg he fos sefé8s riBe arér IeBtput i ng a

nuneri cal passmord(igg bt ¥1j of [ ﬂ&ﬁ: ous
consi der ati ons. Hovvéveg E © g%é%ésr@gagglécsl%ﬁ%tgha% rag‘ggn et Em or not the
password bei ng ent @reﬂdexbm‘tor\mtlvdrtohnanhe pas pasmergbing yntered is meeting

such policies.

2) PGP Keys Client, when creating a PGP key, requires the user to set a
password. While the user is typing a password, a progress-like bar is
displayed at the bottom of the screen which indicates the estimated

security strength of the new password.

The Entrust approach putsl a lot of information all on one screen. A small
handheld mobile wireless device typically does not have sufficient display area available
for this approach. The PGP approach does use a more compact higher level progress-like
bar — but only one that refers to the estimated security strength of the password being

entered. It has nothing to do with password policy.

Another example of the "PGP" type can be found at Aladdin Knowledge Systems
.Limjted: "eToken Reference Guide", August 2003. Here, just as in the PGP example
cited above, a visual indication of password quality is displayed on a computer screen.
An algorithm is described for computing a numerical password "quality" factor based
upon various and numerous considerations. However, the reference does not address

whether or not the password being entered conforms with any password policy.
SUMMARY

In one exemplary embodiment we now add a progress bar to the screen where a

new password is being entered. To overcome the problem of limited display area, we



SUVMARY | n one exenpl ary enbodi mrent we now add a progress bar to the screen
where a new password is being entered. To overcone the problemof limted
di splay area, we 2 provide a progress bar with rolling hints that sumarize
useful feedback information into a conpact visual display. This enbodi nment
uses applicable password policies to display progress and allows the user
to find out nore information about the policies and the new password's
conpliance with such policies. Suppose a password has a series of 5
password policies that nmust be net. As a user enters a password, our
present exenplary enbodi ment is constantly checking (e.g., dynamcally
after each character has been entered) whether the user has yet fulfilled

any poli - i : . W i a L.y, 1 he
rogr bes AP AETE B wich Lol i Bin BRL e AP L0t PR oiinlo
requi r emantosnpatihdsuabaiplal. Thes daasodihért ube dpplitat: pasGabid pilieits tdaispiay
reaches 100%is the user allowed to click "OK" to close the dialog box and
set the FESHGRAAY 2BaYs Sgiseste Tnd @ masa niempation @bauthe BNKes aaddhe P bar i s

stuck at BOMorfRWoPESncelwieh H%ﬁr olibgure out what policies have not yet been
met? First one can display a hint underneath the progress bar describing

one of the policies that has not yet been net. Preferably one of the

remai ni ng pol iippesei sspashwerdhaat semaschd i pasawdrd politienthpustistibe rseimes a
predeterm ned order) to.better insure that sswards on diff ren% devi ces
are as difFefiat ¢ PASWILL SUppisengsxemplarsubodinentts constantly cpeqking et yet put
a nuner i qBhaganpetiereabNELarhdi6r hB®ESVGHtEed | WRetALSRE Bdr WAL thIRRCRLRPT €SS
bar m ght read "MJUST INCLUDE A NUMBER " In addition, in our present

exenpl ar yobighedirements Hebeyear doegnesdy edfisfy heoliqy, Swprreogrebelrariingiswi | |
cause anqffer. ! ' R9ulXal RePPBE HR 5l hilitdhbnd tnRFOWSF Fe R L5 &5fillea.
Only when the bar reaches 100% is the user allowed to click “OK” to close the dialog

box and set the password.

But suppose a user has entered a password and the bar is stuck at 60%. How does
the user figure out what policies haVé not yet been met? First one can display a hint
underneﬁth the progress bar describing one of the policies that has not yet been met.
Preferably one of the remaining policies is chosen at random (rather than just in some
predetermined order) to better insure that passwords on different devices are as different
as possible. So, for example, if the user has not yet put a numerical character into the
password, the display under the progress bar might read “MUST INCLUDE A
NUMBER.” In addition, in our present exemplary embodiment, the user can select the
progress bar which will cause another dialog box to pop up listing all password policies

along with an indication as to whether each has yet been fulfilled.

As a further optional possibility, instead of having a fixed progress bar (i.e.,
always present) in the dialog box, the progress bar could pop up (like tips or suggestion
pop ups) below the password edit box while the user is typing. This makes the display a
little more dynamic. The user gets more feedback on the quality of his/her password and

on the current password policies.



along with an indication as to whether each has yet been fulfilled. As a
further optional possibility, instead of having a fixed progress bar (i.e.,
al ways present) in the dialog box, the progress bar could pop up (like tips
or suggestion pop ups) below the password edit box while the user is
typing. This makes the display a little nore dynamc. The user gets nore
feedback on the quality of his/her password and on the current password
policies. 3 Qur new arrangenent may:-be enbodied in hardware, software or a
conbi nati on of hardware and software. It al so provides a nethod for

provi di ng active new password entry dialog with conpact visual indication
of adherence to password policy. The exenplary enbodinent is realized, at
| east in part,oR%heX QR r ' e\ odi ed

i n physical pr ogracm %e%%éﬁég. a. %o&éﬁé@%@#ﬁ%@%%ﬁﬁE DRAH\?\VHaI\tI%bThese
and ot herof dpjdscrsarghliadvank alye praviidds abeethed farprovidmgstvodneangasapprdeci at ed
in conjunctiaon wth the followng. detail ed description of ex | ary

enbodr el Akt iBend oAl ReiRES T ShateRor lofeominte 658 BRGm oh: Fi
1 is an exemplatly &45sEMeM ideeFichE M lcas iN E_@M{ 19 ex@BuENIS TBBhikr PhigRleesaeai |
communi cat i on system incorporating a nobile 'wireless comunication device
with duréysh pas sasmbogiediephisinl pregease metwng eediat h one exenpl ary
enbodiment; FIG 2 is an abbreviated schematic di agram of hardware incl uded
within an exenplary nobile wireless comunication device; FIGS. 3 is an
exenpl ary abbrevi at e BREBEEBESCRIPFIONOF THEDRAWINGSftware (i.e.,
programlogic) that may be utilized in the device of FIG 2 providing

active new rd try.dial with co ct, visual indication o
adher ence t Opglz'ls%s%nrddoe[g%ﬁ (‘]}gé?f,ts an%gadvantages wr{ﬂ%e be}/ter un%erstoo ana apprec1a{ed

in conjunction with the following detailed descn'ptidn of exemplary embodiments taken

together with the accompanying drawings, in which:

FIG. 1 is an overall system wide schematic view of an exemplary wireless email
communication system incorporating a mobile wireless communication device with

duress password protection in accordance with one exemplary embodiment;

FIG. 2 is an abbreviated schematic diagram of hardware included within an

exemplary mobile wireless communication device;

FIGS. 3 is an exemplary abbreviated schematic flow chart of computer software
(i.e., program logic) that may be utilized in the device of FIG. 2 providing active new

password entry dialog with compact visual indication of adherence to password policy;

FIG. 4 is an exemplary format for an active new password entry dialog screen;

and

FIG. 5 is an exemplary format for a more detailed pop-up dialog with more

detailed password policy information.



FIG 4 is an exenplary format for an active new password entry di al og
screen; and FIG 5 is an exenplary format for a nore detail ed pop-up dialog
with nore detailed password policy infornmation. DETAILED DESCRI PTI ON OF
EXEMPLARY EMBODI MENTS FIG 1 is an overview of an exenplary conmmruni cati on
systemin which a wireless conmmunication device 100 may be used in
accordance with this exenplary enbodinent. One skilled in the art wll
appreciate that there may be hundreds of different system topol ogies.
There may al so be many nessage senders and recipients. The sinple

exenpl ary systemshown in FIG 1 is for illustrative purposes only, and
shows perhaps the currently nost prevalent Internet email environnment.

FI G 1 shows BET%[EED%?E%@RI%;GN%F:gﬁEggPLé%tY%@ﬁME Mer system
14, a wrel etess network

20 and a nobile connunicaiion device 100. An enuil sehder 10 may, for
exanpl e, be connected to an ISP (Internet Service Provider) on which a
user of the sydfehihasovpnviawedanexehplent eunminibitionsysemiamhich pwésidss y

connect e : |, .ar etwork (1A nd _cannected to the. lnternet 12,
or connce?:gb‘e%i {l%a%t% ﬁgeﬁﬁgg?qg}a\ﬁ%ﬁ ut“% 161’:%%“ a‘i‘cgr“ﬂgl_ F‘?XE?B&W gXppdimes rvice
provi der JOrskilledisn Rt Wwildagpedine Td: (L Inay DB ABRISHS dfl Bferent dyi@mArt Wil |
appreciate that the systens shown in FIG 1 nay instead by connected to a

wi de ar edOPRIPLIBT KToPRRRY gisadie manymessace sendess aed recipianto UE emalel transfers
are co ' ] ugl : - - ts.as shown
TR G TR BN SR he g P ElRa e SRRRRELT, BlY SRARTRILS NS,

net wor k chapurtently mést piewaleheinfarme walalil eofirenaettpor ati on, a conputer within
an 'SP or ASP systemor the liKke,

FIG. 1 shows an email sender 10, the Internet 12, a message server system 14, a
wireless gateway 16, wireless infrastructure 18, a wireless network 20 and a mobile

communication device 100.

An email sender 10 may, for example, be connected to an ISP (Internet Service
Provider) on which a user of the system has an account, located within a company,
possibly connected to a local areé network (LAN), and connected to the Internet 12, or
connected to the Internet 12 through a large ASP (application service provider) such as
America Online™ (AOL). Those skilled in the art will appreciate that the systems shown
in FIG. 1 may instead by connected to a wide area network (WAN) other than the
Internet, although email transfers are commonly accomplished through Internet-

connected arrangements as shown in FIG. 1.

The message server 14 may be implemented, for example, on a network computer
within the firewall of a corporation, a computer within an ISP or ASP system or the like,
and acts as the main interface for email exchange over the Internet 12. Although other
messaging systems might not require a message server system 14, a mobile device 100
configured for receiving and possibly sending email will normally be associated with an
account on a message server. Perhaps the two most common message servers are
Microsoft Exchange™ and Lotus Domino™. These products are often used in
conjunction with Internet mail routers that route and deliver mail. These intermediate

components are not shown in FIG. 1, as they do not directly play a role in the system
5



and acts as the main interface for emai|l exchange over the Internet 12.

Al t hough other nessaging systens m ght not require a nessage server system
14, a nobile device 100 configured for receiving and possibly sendi ng

email will normally be associated with an account on a nmessage server.

Per haps the two nbost common nessage servers are M crosoft ExchangeTM and
Lot us . Dom noTM These products are often used in conjunction with |Internet
mail routers that route and deliver mail. These internediate conmponents
are not shown in FIG 1, as they do not directly play a role in the system
5 descri bed bel ow. Message servers such as server 14 typically extend
beyond just email sending and receiving; they also include dynam c

dat abase REQIRADRAY M@éa%@?ctrvé}@g@ch Rrsedet 14‘%10‘13%@?%1%@ b%r@n {E‘igﬁsct ehffy_data

|i ke cal endars, to-do task lists, enmall ocu tion. The
W rel ess nghegvayd 6eiaing; thel rbstindludadmatsc Qattdmsdetomgleiengmbethaema he

ot or m ndS RO OO R IER RS e PRGS:  BRE\RERT 860 1 acks

t he user slcaememeiod. 0am bet ween countries or networks. A nessage is then
delivered to the nobile device 100 via wireless transm ssion, typically at
a radio frequency (RF), froma base station in the wireless network 20 to

the nobile deviheevireess ericavaydbtandinfiestienvot&provideaylinkedevean the Injerasly
wirel ess %Wl 194Gk tvy}ﬁlécih TRE ?ﬁ‘SEF @}(aigl?ctl? eclré% ?—%unesttg l%ogmﬁ(ei

communi cat i on evi ce shown 'I'n npose emal ITESS&(:}IE 22 is

sent by trieewedeot 1osa:mg@rgliza1 uselr ematrmssmemrseh@rrohﬁa)ekm@rdwhmbzor Thi's
nmessage 22 t%r%‘ C%é'ﬁ uses traditional Sinple Ml Transfer Protocol
(SMTP) , 5 Rduierss lémfnrasilwrsﬁﬁqﬂé@qbﬂﬁéﬁw& 18912 Wigslessnsi on (M MVE)

body par tt?an%ﬁ’xmgﬁ;n', RBichiE af LI £rQfuehfP EB! #roMBSR29§atidNESRe wircless
network 20 to the mobile device 100. The particular network 20 may be virtually any

wireless network over which messages may be exchanged with a mobile communication

device.

As shown in FIG. 1, a composed email message 22 is sent by the email sender 10,
located somewhere on the Internet 12. This message 22 typically uses traditionél Simplé
Mail Transfer Protocol (SMTP), RFC 822 headers and Multipurpose Internet Mail
Extension (MIME) body parts to define the format of the mail message. These
techniques are all well known to those skilled in the art. The message 22 arrives at the
message sever 14 and is normally stored in a message store. Most known messaging
systems support a so-called “pull” message access scheme, wherein the mobile device
100 must request that stored messages be forwarded by the message server to the mobile
device 100. Some systems provide for automatic routing of such messages which are
addressed using a specific email address associated with the mobile device 100. In a
preferred embodiment, messages addressed to a message server account associated with a
host system such as a home computer or office computer which belongs to the user of a

‘mobile device 100 are redirected from the message server 14 to the mobile device 100 as

they are received.

Regardless of the specific mechanism controlling forwarding of messages to
mobile device 100, the message 22, or possibly a translated or reformatted version

6



techniques are all well known to those skilled in the art. The nessage 22
arrives at the nessage sever 14 and is normally stored in a nessage store.
Most known nessagi ng systens support a so-called "pull" nessage access
schenme, wherein the nobile device 100 nust request that stored nmessages be
forwarded by the nessage server to the nobile device 100. Sone systens
provide for automatic routing of such nessages which are addressed using a
specific emai| address associated with the nobile device 100. In a
preferred enbodi nent, nessages addressed to a message server account
associated wth a host system such as a hone conputer or office conputer
whi ch belongs to the user of a nobile device 100 are redirected fromthe

message Skéreef] iskéni 10 wikBesiRhichAy A6V ITHE whiksdtnfrdheduR B iheB8lElries of
Regardl ess of the specific mechanismcontrolling forwarding of nessages to
nobi | e d&PPRELIEDIO Windessastiaerk 202 These qaonedtising ceuld bafesbearated Sorvieasf or mat t ed

i i irel teway 16. The wirel
Vot ot s ek BAERbn. (SDRE Er: MUREOETT oINS e PO TCP G e k 20,
These conheoapthanshecidntktbashéEBrainethe &tV wesessHedi skl isNatenBsdkio( | SDN) .

Frane Rel.a or Ti connections using the TCP/IP protocol used throughout
the Int erlﬂ‘éfl.eﬁéeelf%@ﬁeﬁ‘etwa‘?srﬂf nepeorke ihese eingl (& dateentoie Kvirelass nefwerited t o
i nclude t 1 i ) ta-centric
w el ess aoro e fbicRd RERofls AR REEE e SR PR RSO o

net wor ks vofratand dataswppanticaiohioverche@inashydiabicb 66 BEticnsC Adndfised¥el- t he same
physi cal badse stati al - mmde networks .i.nclude, but are not

limted tB)(EVE ag“%fﬁ‘i??@?qb&lﬁgﬂﬁiﬁdﬁpe(ﬂ%é% Piwflemwuh%kv&ﬁqw (2) the
O R e U e R e
t hi r d- gerffamamimnat{ @ GAdM)wod ks Géderal Fablen Radid Bdreice 4FRRST natwGtkepald (3)

| EV(_)l uti OMhsture third-generation (3G) networks like Enhanced Data-rates for Global Evolution

(EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some older

examples of data-centric network include the Mobitex™ Radio Network and the

DataTAC™ Radio Network. Examples of older voice-centric data networks include

Personal Communication Systems (PCS) networks like GSM, and TDMA systems.

As depicted in FIG. 2, mobile communication device 100 includes a suitable RF
antenna 102 for wireless communication to/from wireless network 20. Conventional RF,
demodulation/modulation and decoding/coding circuits 104 are provided. As those in the
art will appreciate, such circuits can involve possibly many digital signal processors
(DSPs), mic_roprocessors, filters, analog and digital circuits and the like. However, since

such circuitry is well known in the art, it is not further described.

The mobile communication device 100 will aiso typically include a main control
CPU 106 which operates under control of a stored program in program memory 108 (and
which has access to data memory 110). CPU 106 also communicates with a conventional
keyboard 112, display 114 (e.g., an L.CD) and audio transducer or speaker 116. A portion
of data memory 110a is available for storing password policies and entry hints, dialog
screen.formats and the like. Suitable computer program executable code is stored‘ in

portions of program memory 108a to constitute the active new password entry dialo g
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(EDGE) and Uni versal Mbbile Tel ecomruni cations Systens (UMIS). Sone ol der
exanpl es of data-centric network include the MbitexTM Radi o Network and
the DataTACTM Radi o Networ k. Exanpl es of ol der voice-centric data networks
i ncl ude Personal Conmuni cation Systens (PCS) networks |ike GSM and TDVA
systens. As depicted in FIG 2, nobile comrunication device 100 includes a
suitable RF antenna 102 for wireless communication to/fromwreless
network 20. Conventional RF, denodul ation/nodul ati on and decodi ng/ codi ng
circuits 104 are provided. As those in the art will appreciate, such
circuits can involve possibly many digital signal processors (DSPs),

m croprocessors, filters, analog and digital circuits and the I|ike.

However , wsitheenpastieibudliiidtdtion)ofia8hitehde tKBQéWoM‘pS]‘E?I it and HedeibglPt further
descri bed. The nobile comunication device 100 wll also typically include
a main cA®lPbl  CPU 106 which operates under control of a stored programin
program nmenory 108 (and which has access to data nenory 110). CPU 106 al so

comuni cat es wyih 'EQ;\! r ' ay-114 (e.g.. an LCD)

and audio transﬁué%?ﬁ%?yggéﬂa er ?E‘ESQ@SQSS%%%%Itd%k@alpﬁéé%%@” %i‘bré IS

avai | abl eiséoelestion ofwgeqeesiaraily podvidddasptiando emer yndW phswott #lddg a screen

formats angr the l.ike. Suitable conmputer pi‘gtgr am execut abl e code is stored
0

in porti*HETIPIPF g‘i'ng%qi}@ﬁ&?”ypaimf{tdét_a@: S exgrapigryeaRadinentngiFas swor d
entry di §a9@vofd wﬁﬁa}g%%ﬁ%%ﬁém&h?%'mam f&?etd'iﬂmfy 4 ?sdd?g{la%a%t 5@ PASSHEr d

policy logic and ed below The exenplary ent new password | ogi c
i s enter &g ngtcd3tis sxenpla@y dR¢esageen infi@. 4 irehrdes & pagtdss baod0leanganvent i onal |y

2 e padSRsr) ahPs Befiy P B SR MR s orisar, b HebimapSeswor d ont 1y
di al 0g sGoRRMicHUGiRTayedBh adRRiGE 86blhParkh GcttbsitBat QUSRI AYEHh AkypR 04 As Wl
' handheld wireless communication device. As those in the art will appreciate, the bar

graph 400 may include a percentage filling indication as well (e.g., 60%) and/or may be

replaced with another compact visual progress indicator or text. Anothér alternative

would involve a color change (i.e., red—yellow—green) or icon change or other

detectable feature when it is finished,

At 304, 306, 308 and 310 in FIG. 3, a timed loop is executed looking for a new
keyboard entry at 304, time out at 306, cancel button actuation at 308 and an enabled
“OK” button actuation at 310. If the “soft” cancel buttons 404, is actuated, then the
routine is exited at 312. Otherwise, upon detecting a new keyboard entry at 304, a test is
made at 314 to see whether the user has selected progress bar 400. If so, then an extra
dialog pop-up display (e.g., as shown in FIG. 5) is displayed at 316 identifying all of the
applicable password policies and an indication as to whether eacﬁ policy has been yet met

or unmet (e-g., X and check marks as depicted in FIG. 5).

If the progress bar 400 has not been selected, then a test is made at 318 to ensure
that the new keyboard entry is consistent with all password policies. If not, then a

suitable error message is displayed at 320 and control is returned to box 304.

If the new keyboard entry has been found consistent with all password policies,

then, as depicted at 322, if any additional password policy has now been satisfied, then
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be noted, this exenplary dialog screen in FIG 4 includes a progress bar
400 and a randomy chosen password policy hint 402 (e.g., text or icon,
etc.) that may be conveniently displayed on a |imted display area such as
that available with a typical handheld wi reless comunication device. As
those in the art will appreciate, the bar graph 400 may include a
percentage filling indication as well (e.g., 60% and/or may be replaced
wi th anot her conpact visual progress indicator or text. Another alternative
woul d i nvolve a color change (i.e., red-*yellow *green) or icon change or
other detectable feature when it is finished. At 304, 306, 308 and 310 in
FIG 3, atined loop is executed | ooking for a new keyboard entry at 304,

time out thé p@Qfess bardldl wititiel suftalilg upadte® idig BB ann@xanl enabhattal " OK" button
actuation at 310. If the "soft" cancel buttons 404, is actuated, then the

routine iRSTERIAEEGompleton daig) ik i %PY%SW prefesrediongmplapeainhediBeak @ entry at
304, a teSly 584 I‘HﬁdS% progress
bar 400. If so, ° nleg{ned}]at re??dg %%ﬁ%?)l%’wu%mgl spﬁeﬁé)da%§ Ogl%gﬁfssﬂﬁom in
FIG 5) issredh §fp11 fayee kegbodddenitimntA feyi i gnaalelat 824 fohvee ifaliiOVE cfodil spphiasidwor d
policies and an [ dicgtlon ES to t her each O|IC has %ﬁen yet met or
unmet (e RPSSWKARRYCIERBE tethemy C'P‘HT FSCIet"B"ﬁ‘ed 30, df 35 GPess bar
400 has nga¢ Orasitos & &abRd at Bf@ﬁbf@retc%ﬁﬁof 3 agﬁg‘?etﬂ%neé%@b&PSﬁ‘sur e that the
new keyboard entry is consistent with al ssword policies. If not, then a
suitable error nessage is displayed at 320 and control is returned to box
304. If the nebs ﬁ@%@dh@ia@ﬁvﬂﬂ y?lpmagaﬂ@e@maltloumhd:mnélflsam iyt e rahde ipasswor d

now beon S PSR a5 R ELERR TR G et 0K RO6 PR eV B R Lot e

(al ong wi fbiituft@ymﬁ Q¥ andd c%e@ bf ﬂhummmilmemr aendramelys anehef VRt ad and, in
the pr esent I ¥ preferred exempl ary enbodi nent, a
difications are intended to be included within the scope of the appended claims,



new random y sel ected password policy hint 402 will also be updated on the
display screen for future keyboard entries. Atest is nade at 324 to see
if 100% of all applicable password policies have yet been nmet. If not,
then control is returned to 304. If so, then the Ck button is enabled at
326 before control is again returned to box 304. As those in the art wll
appreci ate, variations and nodifications my be made in the

above-descri bed exenpl ary enbodi nents while yet retaining nany of the novel
features and advant ages of those enbodi nents. Accordingly, all such
variations and nodifications are intended to be included within the scope
of the appended clains. 9 WHAT IS CLAIMED IS: 1. A nethod for operating a
nobi | e WWEATISCOMAIMER I$Nn device (100) having new password entry

| ogi c, said nethod being characterized by displaying a new password entry
screen (Fig. 4) which includes: (a) a visual indication (400 of_ progress
toward meeting-al | “ap5Hodder eperyigampbilgwirplessrommunication degige (14 ypdat ed
as new password characters are being entered, and (b) a visual hint (402)
associ at d@VipghEWaasiverd enion o gip shidoedihed beisg dmrattpieid by displayingwagewot yet
been satisfied. 2. Anethod as in claim1 further conprising: displaying,
upon userpasswardnnlyy sosen (Fed. &) vbithpdaslsdes: d pol i cy screen (Fig. 5) which
identifies applicable password policies and which includes an indication of

whet her each pgl i ¢y Haml ¥RcaRBE MomRSE ﬁ?égféé&%&rm‘&)&n&&iﬁgiaﬁ%?hﬂca%w ered new
password characters. 3. A nethod as'in claim1l wheréin e di spl ayed hint

and associ at ed password policies (Fig. 5) that is updated as new password characters are

being entered, and
(b) a visual hint (402) associated with at least one applicable password policy

that has not yet been satisfied.

2. A method as in claim 1 further comprising:
displaying, upon user command, more detailed password policy screen (Fig. 5)
which identifies applicable password policies and which includes an indication of
. whether each policy has yet been met or unmet by previously entered new password

characters.

3. A method as in claim 1 wherein the displayed hint and associated

applicable password policy not yet satisfied is randomly changed during entry of a new

password.

4, A method as in claim 1 wherein said new password entry screen is

updated after each new password character is entered.
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appl i cabl e password policy not yet satisfied is randomy changed during
entry of a new password. 4. A nethod as in claiml wherein said new
password entry screen is updated after each new password character is
entered. 10 5. A nethod as in claim1 wherein said visual indication of
progress is presented in a bar chart form A nethod as in claim1l wherein
said visual indication of progress is presented as at |east one change in
color. 7. A nethod as in claim1l wherein said visual hint is presented as
text rem nding the user of an applicable password policy that remains
unsatisfied. 8. A nobile wireless comunication device (100) havi hg new
password entry |logic, said device being characterized by: nmeans (300) for

di spl aying a mew passhod a8t EMing ¢ vaRkeik Fiid vistdl iMbicaion arglrogless ig Vi sual
i ndi cation (400) of progress toward neeting all applicable password

p0|iCie?p&%k@fdiﬁ%b%gaﬁﬁﬂﬁ%nﬂpdated as new password characters are being
ent ered; "and neans (322 or also displaying on said screen a visual hint

(402) associated with at |east one applicable password policy that has not

b isfied., 9. . i CE. i | ai.m 8 f her I Sl.Ng:
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password policy screen (Fig. 5) ich identifies applicable password
policiesf’%ﬂ“ﬁﬁﬁﬁﬂﬂeﬁﬁe %@E@géﬁl$g@ication of whet her each policy has yet
‘been nmet or unnet by previously entered new password characters. 11

7. A method as in claim 1 wherein said visual hint is presented as text

reminding the user of an applicable password policy that remains unsatisfied.

8. A mobile wireless communication device (100) having new password
entry logic, said device being characterized by:

means (300) for displaying a new password entry screen (Fig. 4) whiéh includes a
visual indication (400) of progress toward meeting all applicable password policies (Fig.
5) that is updated as new passwprd characters are being entered; and

means (322) for. also displaying on said screen a visual hint (402) associated with

at least one applicable password policy that has not yet been satisfied.

9. A device as in claim 8 further comprising:

means (314, 316) for further displaying upon user command, a more detailed
password policy screen (Fig. 5) which identifies applicable password policies and which
includes an indication of \%/hether each policy has yet been met or unmet by previously

entered new password characters.
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10. A device as in claim8 wherein the displayed hint and associ at ed
appl i cabl e password policy not yet satisfied is randomly changed during
entry of a new password. 11. A device as in claim@8 wherein said new
password entry screen is updated after each new password character is
entered. 12. A device as in claim8 wherein said visual indication of
progress is presented in a bar chart form 13. A device as in claim$8
wherein said visual indication of progress is presented as at |east one
change in color. 14. A device as in claim8 wherein said visual hint is
presented as text rem nding the user of an applicable password policy that
remai ns unsatisfied. 15. A conputer program storage nmedi um containing a
conput er progiéim whdolice astieolagSouticeeln iy divplaest Mnr@idheshciztgd operating a
nobi |l e wirel ess comruni cati on device having neM/passmord entry logic, said

met hod b@pﬁlﬂ:aﬁi&%fa@ﬁ&ﬂbéﬁ@ﬂ%ﬂt sikaed 1@9a1ﬁiorrﬁg%z&%§§\d’9ﬁ &l of SEween (Fig.
4) which 1 ncludes: (a) a visual indication (400) of progress toward neeting

al | appl i,gahlogs. password policies (Fig. 5) .that is updated as new password
characters are being entered, and (b) a visual hint (402) associated with
at | east one appllcable passmord policy that has not yet been satisfied.

12 16. Adlgl stora s in.claim 15 wher |n sai d provided nethod

further corrprlses At |lﬂ§ﬁllago‘?lpelﬁ%‘8tsm€d“ﬁmsw FBY SEFehis g5 % s swor d

pollcy screen Fi g 5)
ter eac new password character is entcred

12. A device as in claim 8 wherein said visual indication of progress is

presented in a bar chart form.

13. Adevice as in claim 8 wherein said visual indication of progress is

presented as at least one change in color.

14. A device as in claim 8 wherein said visual hint is presented as text

reminding the user of an applicable password policy that remains unsatisfied.

15. A computer program storage medium containing a computer program
which, when executed, provides a method for operating a mobile wireless communication
device ha_ving new password entry logic, said method being characterized by displaying a
new password entry screen (Fig. 4) which includes:

(a) a visual indication (400) of progress toward meeting all applicable

password policies (Fig. 5) that is updated as new password characters are

being entered, and

(b) a visual hint (402) associated with at least one applicable password policy

that has not yet been satisfied.
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whi ch identifies applicable password policies and which includes an

i ndi cation of whether each policy has yet been nmet or unnmet by previously
entered new password characters. 17. A digital storage nediumas in claim
15 wherein the displayed hint and associated applicable password policy
not yet satisfied is randomy changed during entry of a new password. 18.
A digital storage nediumas in claim1l5 wherein said new password entry
screen is updated after each new password character is entered. 19. A
digital storage nmediumas in claim15 wherein said visual indication of
progress is presented in a bar chart form 20. A digital storage nedi um as
in claiml15 wherein said visual indication of progress is presented as at

| east one char@e i M digitelstordge madingas ialclatokagecramdhidprasdedmettadm 15
wherein said visual hint is presented as text rem nding the user of an
appl i cablfertpasswiidegpol i cy -t hat remains unsatisfied. 13

displaying, upon user command, a more detailed password policy screen (Fig. 5)
which identifies applicable password policies and which includes an indication of
whether each policy has yet been met or unmet by previously entered new password

characters.

17. A digital storage medium as in claim 15 wherein the displayed hint and
associated applicable password policy not yet satisfied is randomly changed during entry

of a new password.

18. A digital storage medium as in claim 15 wherein said new password entry

screen is updated after each new password character is entered.

19.  Adigital storage medium as in claim 135 wherein said visual indication of

progress is presented in a bar chart form.

20. A digital storage medium as in claim 15 wherein said visual indication of

progress is presented as at least one change in color.
21. A digital storage medium as in claim 15 wherein said visual hint is

presented as text reminding the user of an applicable password policy that remains

unsatisfied.
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