GR'96 P 3451 P ‘Description Synchroni zation method 5

The pr esent I nvention rel ates to a synchroni zati on nmet hod
for an aut om@R @% $yS4&Eh Ehi ch is of redundant design and is conposed
of at least two subsystens, in which the at |east two subsystens each
have at | eastydng jyQGRssor, are coupled to one another 10 via
connunlcatlon neans, carry out functionally | denti cal sequences
of machi ne commands in order to control a process and are synchroni zed
to one anot hgyynchrdnicatidre rietHddre via the conmuni cation nmeans
Synchroni zati on nethods for automation systens 15 are generally known.
In the case of the nethod according to EP-A-0 497 147, the
subsystens of an The omapresedfst eniWHEBRirs conpbresf tv&?sub§ystems

are synchroni r?éoﬁlfk%d@ér?%eeﬁber forl | §R \é(fﬂt%aﬁ'bn sy@@exar egalcact ed by
t he user has €lapsed. A simlar situation a # éh? %J ct matter
of EP-A-0 6168 Ot orgdupgdant PﬁélgpneﬁﬁorﬁszaEQ'WﬁPSr%‘? cQf r fEd 885 S
function of theaestehs el spsatiichmeciorat degsencew®f subsystems each
have at least one processor, are coupled to one another
10 via communication means, carry out functionally
identical sequences of machine commands in order to
control a process and are synchronized to one another
from time to time via the communication means.
Synchronization methods for automation systems
15 are generally known. In the case of the method
according to EP¥A—0 497 147, the subsystems of an
automation system which is composed of two subsystems
‘are synchronized at the latest after a time which can
be preselected by the user has elapsed. A similar
20 situation applies to the subject matter of EP-A-0 616
274. Here, the synchronization is carried out as a
function of the actual elapsed time for a sequence of
machine commands. To do this, it is not only necessary
to know the elapsed times for the commands in the user
25 program, but also permanently to add up these elapsed
times. The known methods are not yet optimal since an
unnecessarily long time is wasted on synchronization.
The object of the present invention is, in
consequence, to specify a synchronization method with
30 minimal complexity for an automation system which is
composed of at least two subsystems. In this case, the
synchronization method is intended to be independent of
the presence of specific hardware. The synchronization
method according to the invention is at the same time
35 intended to have as 1little effect as possible on the
computation performance of the automation system.
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Synchronization 1is carried out at least
whenever one of the at least two subsystems - called
the alarmed subsystem in the following text - records a

15 special event, for example an interrupt or an alarm. In
this case, the alarmed subsystem transmits the current
value of its synchronization counter to the at least
one other subsystem.'This transmission at least informs
the at least one other subsystem that a special event

20 has occurred. For its part, the at least one other
subsystem transmits the current value of its
synchronization counter to every other subsystem. Each
of the subsystems is thus informed of the current value
of its own synchronization counter as well as the value

25 of the synchronization counter of the at least one
other subsystem. '

At the time when the special event occurs, one
of the subsystems may be ahead of the at least one
other subsystem in carrying out the seguence of machine

30 commands. If this is the case, then it is furthermore
possible that the subsystem which is ahead has already
carried out a greater number of incrementation
instructions, so that the values of the synchronization
counters in the subsystems differ.

35 Each subsystem uses the value of its own
synchronization counter and the value of the
synchronization counter



particularly sinple task for a processor and, in 10 specific cases, is
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first of all and then determining the synchronization
15 counter required value as the maximum synchronization
counter value. )
' The subsystems interrupt the execution of the
sequence of machine commands on reaching the position
of that incrementation instruction - <called the
20 synchronization position in the following text - at
which the wvalues of the respective synchronization
counters reach the synchronization counter required
value. Since the incrementation instructions occur at
mutually corresponding points in the functionally
25 identical sequences of machine commands, the
incrementation inStrﬁctions are in consequence
particularly highly suitable for use as a potential
synchronization position.
The reaching of such a synchronization position
30 can once again be determined pafticularly easily by
comparing the value of the respective synchronization
counter with the synchronization counter required
value. The synchronization method is thus based
essentially on incrementation = and comparison
35 operations, which can be carried out particularly
quickly and efficiently by a processor.
Since the two subsystems can reach their
synchronization position at different times, each
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determ ne the currently greatest val ue. The val ue of t he
synchroni zat iGR OSSR ch all the s#@systens can reach together by
continuing to carry out the sequence 5 of machine instructions is the
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synchroni zati on counter required value in the followng text. As an
alternative, this can, of course, also be defined by - increnenting the
val ues of the synchronization counters first of all and then

determ ning the synchronization 15 counter required value as the maxi num
synchroni zati on counter val ue. The subsystens interrupt the
execution of the sequence of machi ne commands on reaching the position
of that incrementation instruction - called the 20 synchronization
position in the followng text - at whi ch the val ues of the respective
synchroni zati on counters reach the synchronization counter required

val ue. Since the incrementation instructions occur at
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efficiently m? gg ¥each§H e ‘?&géﬂqu#%%q%ﬂ? S§6§§§%gﬁg cgg reach
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carry out any further actions until all the subsystems
have reached the synchronization position. However,

10 applications are equally feasible in which no
synchronization signal is exchanged on reaching the
synchronization position.

After reaching the synchronization position and
after recording the synchronization signal from the at

15 least one other subsystem, each subsystem has a
specific reaction for the special event, and carries it
out. This reaction is a specific sequence of machine
commands for the special event. After this, each
subsystem continues to carry out that sequence of

20 machine commands whose execution was interrupted as a
result of the synchronization on reaching the
synchronization position and as a result of the
reaction to the special event.

The alarmed subsystem transmits the special

25 event to the at 1least one other subsystem at the
earliest immediately after recording the special event,
for example in conjunction with the transmission of the
current value of the synchronization counter, but at
the 1latest in conjunction with the synchronization

30 signal.

There are also cases in which the exchange
and/or waiting for the synchronization signal do not
take place for carrying out the specific reaction for
the special event. In such a case, the reaction which

35 1is specific to the special event 1is carried out
immediately on reaching the synchronization position.
Although no time synchronization then occurs,
nevertheless, the method according to the invention
ensures
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sequence of machine commands can be determined, in
particular the address of the machine command currently
to be carried out as well as the address of that
15 machine command which corresponds to the
synchronization position.

' In consequence it 1is possible that, when
carrying out the sequence of machine commands - at
least after the alarmed subsystem has recorded the

20 special event - the address of the machine command
currently to be carried out is continuously compared
with the address of that machine command which
corresponds to the synchronization position. If a match
between the two addresses to be compared is found, then

25 the synchronization position has been reached. The

execution of the sequence of machine commands can in

this way be interrupted precisely on reaching the
synchronization position.

In the situation where the synchronization

30 position is within a subsequence {(which may
conditionally or unconditionally be repeated) in the
sequence of machine commands, the individual machine
commands are processed more than once. The position of
an incrementation instruction does not, however, become

35 the synchronization position until the synchronization
counter reaches the synchronization counter required
value with the execution of the incrementation
instruction. Thus, in the case of loops, it is possible
for an incrementation instruction
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10 corresponds to the potential synchronization position,
and the synchronization counter at the same time
matches the synchronization counter required value.

If - as described above - the address of each
Imachine command can be determined, -then a “break point”

15 can furthermore be 1linked to the synchronization
position, so that the execution of the sequence of
machine commands is interrupted exactly at the
synchronization position. The processor then directly
carries out the check to determine whether the

20 synchronization position - that is to say the address

. linked to the break point - has been reached. Normally
- processors from INTEL, for example 180386, 180486,
Pentium etc. - an interrupt is initiated on reaching
the address linked to the break point, whose occurrence
25 unambiguously indicates that the address in question
- has been reached.

If the processor can be operated in a single—
step mode, then, as an alternative, it is also possible
when executing the sequence of machine commands - at

30 least after the alarmed subsystem has recorded a
special event - continually to compare the address of
the machine command currently being carried out with
the address of the synchronization position. If a match
is found, then the synchronization position has been

35 reached, and the processing of the individual commands
in the sequence of machine commands is interrupted.

A  further efficient possibility for the
reaching of the synchronization position consists in
that, as claimed in the features of



The synchroni zation position can be reached in 10 a particularly
efficient mnner if, as claimed in claim 3, the address of each
“machi ne COWW@RdenPtha51 P sequence of-nhchi ne commands can be determ ned,
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15 processors from INTEL, the processor can be programmed
such that the execution of the sequence of machine
commands is interrupted as soon as the content of the
first memory point matches the content of the second
memory point. This specific functionality of the
20 processor has been primarily used in the passed for
programs that search for faults - so-called debuggers.
It can, of course, ‘also be used for reaching the
synchronization position.
The positions of  the incrementation
25 instructions within the sequence of machine commands
can be defined on the bases of various strategies. If
the sequences of machine commands are produced from
command sequences in a programming language, it is
advantageous to insert the incrementation instructions
30 into the sequences of machine commands as early as
during the conversion of the command sequences.
However, the scope of the invention also includes the
insertion of the incrementation instructions after the
productioh of the sequence of machine commands but
35 before they are carried'out, by means of a relocation
to them.
If the command sequences are command sequences
in a programming language in which associated command
sequences are combined in a block, the
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say the
497 147 - incrementation instructions can also be

inserted in conjunction with all the jump commands, for
example conditional and unconditional Jjump commands.

The term jump commands in this case means all commands

and thus all instructions from so-called high-level
languages which lead to a conditional or unconditional
jump at the language level which the processor can

‘understand directly. This is necessary since a jump may

20

25

30

35

result in incrementation instructions being Jjumped
over. In particular, it would be conceivable that, as a
result of a jump over a relatively long time period,
and possibly even over an unlimited time period, for
only machine commands between two incrementation
instructions to be carried out, SO that no
incrementation instructions would be carried out during
this time period. In this case, no potential
synchronization positions would correspondingly be
reached,  so that it would not be possible to carry out

'synchronization._Thus, the incrementation instructions

are frequently, but not necessarily, inserted before
each such jump command.

When so-called subroutines are called, it is
advantageous if the incrementation instructions are
inserted within the subroutine, that is to say at the
start of the subroutine and at the end of the
subroutine. This advantageously makes it considerably
easier to insert the incrementation instructions into
the sequences of machine commands, since the calling of
a subroutine cannot always be unambiguously identified,
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t he sequence i he Cco - at 30 least after the alarned
subsystem has recorded a special event - continually to conpare the
addr ess of t he machi ne command currently being carried out with t he
address of the synchroni zation position. If a match is found, then the
synchroni zati on position has been 35 reached, and the processing of the

i ndi vi dual commands in the sequence of machi ne conmands is interrupted.
A further efficient possibility for the reachi ng of the
synchroni zati on position consists in that, as clainmed in the features
of GR 96 P 3451 P -7 claim4, when carrying out
the sequence of machine commands - at | east after the al arned

subsyst em has : -
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15 of machine commands in a programmable logic controller
are carried out with the aid of jump commands, the
insertion of incrementation instructions before a jump
command also leads to the desired result here. The same
also applies in an analogous manner to unstructured

20 programming languages and programming languages that
are structured only to a minor extent, such as
assembler or BASIC.

Furthermore, incrementation instructions «can
also be inserted into the sequence of machine commands

25 after a fixed number (which can, in particular, be
predetermined by the user) of individual commands in
the sequence of machine commands. A sequence of
incrementation instructions predetermined in this way
has the advantage that the mean time interval between

30 the occurrence of two incrementation instructions
always zremains roughly the same. The - time period
between the occurrence of two incrementation
instructions is defined by the sum of the elapsed times
for the individual commands to be carried out between

35 the incrementation instructions.

If the potential synchronization positions
which correspond to the incrementation instructions are
desired to be at actually equidistant time intervals,



insertion of the increnmentation instructions after the producti on of
tthe sequence of machi ne conmands but 35 before they are carried out, by
means of a rel@t#f& dh 3451 t® t hem - 9a - |If the command sequences are
copmand sequences in a programm ng | anguage i n which associ ated comand

sequences are i NQlen €hé! Wdmdd® sequences TR 9612 3

P .
- 8- incregnentation instructions are in each case |nse§?é ramming: o the
sequence of matHIIRETHRHEHhREIRI HNFIRQraRA intgfthe he boundaries of
the block. Exanmples of such programm ng | anguages are al | t he
"structured" 5 programm ng | anguages, such as Pascal, PEARL, C C++,
etc. - which all have | anguage neans for agreeing a bl ock, in which
case, furthernore, specific |anguage means also inplicitly define a
bl ock. As also in the prior art according to EP-A-0 10 497 147
- increnentation instructions can also be inserted in conjunction
with all the junp commands, for exanpl e conditional and unconditional
j unp conmands. The term junp commands in this case neans all comrands
and thus all instructions fromso-called high-level 15 |anguages which
| ead to a conditional or unconditional
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for #2968 Hvd Rihich have 5%f’lr‘eady been mentioned

above, it is always necessary to insert incrementation

‘instructions before jump commands. The incrementation
instruction before a Jjump command can also be carried
out in addition to the insertions, on the basis of the
fixed elapsed time/separation grid. However,
alternatively it is possible for the elapsed time or
separation counting to start from zero after an
incrementation ‘instruction which is inserted before a
jump command. '

Furthermore, the incrementation instructions
can also be inserted into the sequence of machine
commands or, respectively, into the sequence of command
sequences - called the source train or, respectively,
the source sequence in the following text - by
investigating the source train or, respectively, the
source -sequence for specific machine commands or,
respectively, specific command sequences, in particular
for specific subsequences of the sequences of machine
commands or, respeétively, specific subsequences of
command sequences - called a search train or,
respectively, search sequence in the following text.

If the search train or, respectively, ‘the
search sequence is identified within the source train
or, respectively, the source sequence, it is possible
for the incrementation instructions to precede or be
attached to the search train br, respectively, to the

search sequence. The search train or, respectively, the



al though the start and the end of a subroutine can be clearly identified.

GR 96 P 3451 P -9- CALL and RET instructions can be gquoted as
exanpl es of GR 3&iB 3451 the assenbl er pPa8granm ng | anguage, each of
which initiates a junp to a subroutine or a junp back froma

’\sAgbr out i ne. f Bsearch seqhénblae iGAsenef rlé"s@@'f:i%mmég%fégﬁcﬁ@nblfo"dbﬁs%

ose specific programing | anguages nornmally provide no | ang e neans
for bl ock-or |'b]r§’%?f9%§ r ddt iy, sf’ﬂﬁce Efﬁﬁ?en‘g"n‘t ath TIPS Tt Yot oﬁ:g‘%mjst -
al ways be i nsstumsre sedppémee | iop whimbhpdsacPardiagl atby ithet habwase of 10
pr ogr ammabl e i gﬁg%rol rs.; i of ; L Qes n IS
frequently st%éﬁ&%ﬁe n%gnslp sg§§§#ﬁg§%' lﬂ%ﬁ%&ﬁé&?ﬁ Aﬁgn uLgﬁian

t hus al waps belkegpierdd-ashat isspeciayfatmlsfasht oekock euindeaeinsdul e
changes whi chand/oPepan® d&fsSdsy during the execution of the sequence 15

of machi ne commands 1 n a programmuable | ogic controller are carried out
with the aid of junp commands, the insertion of increnmentation
i nstructions before a junp command al so |l eads to the desired result

here. The sane al so applies in an anal ogous manner to unstructured



20" programm ng |anguages and programm ng |anguages that are

Structured only to a mnor extent, such as assenbl er . or BASI C
Furt her nor e, GRn@6ePei34&ili i nstructi ondlcan al so be inserted into the
sequence of nmachine commands 25 after a fixed nunber (which can, in

warticular, be ARRAnMY ned hd hepsseE) cofingitinerisd i crpmmehds in
the sequence of machine co nce of i,ncrement ation

ngs. A se%u Lon
i nstruct i ons iBSEFIOMi HedtRR LRCE SRRt SNHFIURAIMN ate FREEFRe nean
time intervalodtet weevh 30 thiehe abdcuifence epectiidc i nooremielent | ofhe

I nstructions always r ' r hiy .t h sl | 3 ek
between the com(’?é'g'ua\f%'é)nces%gggs ?g\,g tﬁenpgg%g%?)é%i r(}srzlmﬁﬂlnfeingsg?'ggﬁrgns S
defined by tHeaubst 1o 2| sprrdexd neempiler oint RRaLnghosguARNIYRFENdS to

be carried oy het WeRRCRD - £#4e IGh@IR)t alibeinkNsd I BllbickNSor a jump | f
the potential synchronization pg@sitions - which correspond tto tt&
i ncrement at | GIPTMARG u&TConddgpEitiedycapde 1Y MRS AL IV EEuitEst ant

ti me intervalassociatedhdhihea4Edmiands, and, - ifaaddihéon, whetot tilaeconmand
sequences in j.tnhceré?ﬂe raagrﬂwgrpgir{meoﬂ.e bei ng i ncorporated into the
10 One alternative is a so-called “pre-processor”.
The pre-processor allows the command sequences to be
pre-processed 1in a programming language. With the
assistance of a specific Syntax - which is in principle
known by a programmef -, such a pre-processor can be
15 caused to exchange specific 1language means in a
programming language, for example those language means
which initiate a block, for a language means which
‘initiates such a block as well as a further language
means using which the incrementation instruction is
20 triggered.

However, it is desirable for the insertion of
the incrementation instructions into the sequence of
machine commands to be carried out in a manner that is
transparent to the user. The instructions to the pre-

25 processor described above are identifiable to the user
and can thus be manipulated. However, manipulation
could possibly lead to errors in the synchronization
and/or to errors in the resulting program itself. A
further advantageous alternative for the insertion of

30 incrementation instructions into the sequence of
command sequences is therefore to use, instead of the
pre-processor, a specific pre-processor which,
independently of any other exchanges in accordance with
instructions, converts those command sequences'to which

35 (according to the above statement) an incrementation
instruction can be assigned into specifically these
command sequences as well as the incrementation
instruction.
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e fiqures: Furthernore, the increnmentation instruction
1ﬂ%erf[ecﬂJ iFit'o the sequence of machi ne

FIG 1 : shows a block diagram of an automation
system,

FIG 2 shows the principle of the
synchronization method,

FIG 3 shows - a flowchart of the
synchronization method,

FIG 4 | shows the principle of the insertion
method, '

FIG 5 and FIG 6 show a flowchart of the insertion
method.

According to FIG 1, the redundant automation
system 1 comprises at least two subsystems 2, 2', which
can be connected to a technical process, which is not
illustrated, in order to control and manage said
process. Each subsystem 2, 2’ has a processor 3, a data
memory unit 4, a command sequence memory unit 5 as well
as at least one communication means 6. In this case,
the data memory unit 4 and the command sequence memory
unit 5 are not necessarily separate units in the
redundant automation system 1.

The at least two subsystems 2, 2’ communicate
with one another and with the technical process, which
is not illustrated, via the communication means 6 and
via a bus 7.

The data memory unit 4 is used to stored at
least the value of the synchronization counter Sz, S2Z’
as well as the synchronization counter reguired value
SZZ. The  command sequence mnmemory unit 5 1is used to
store at least the sequence of machine commands MP -.
The sequence of machine commands MP is at least

apsed
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commands or, respectively, into the sequence of command sequences -
called the source train or, respectively, 25 the source sequence in

the followi nGR OéxP 3451bp i nvest+ ge2ang the source train or,
respectively, the source sequence for specific machi ne commands or,
respectively, fapeeiibng 109MRRh (SIQHIENES Sthb Nt har Qu%§é;%'tems Jorpspegific
subsequences of the sequences of machine 30 conman or, Hespebt|9ely,
specific sub?&&ﬁ§n58s of command sequences - called a search
train or, respectively, search sequence in the follow ng text.

If the search train or, respectively, the search sequence is
identified within the source train 35 or, respectively, the source
sequence, it is possible for the incrementation instructions to precede
or be attached to the search train or, respectively, to the search
sequence. The search train or; respectively, the GR 96 P 3451 P

- 10a- search sequence is the respective expression of those el enent s
in the source train or, respectively, the source seguence to which
according to the above statenents, an increnentation instruction

must be 5 allocated - that is to say at |east bl ock boundaries and/ or

j unp conmands.



GR'96 P 3451P -11- . According to one specific
sinplementation, the insertion of the increnmentation instruction is
“carried ert 94 Ph3usg & d of a speei iBc-conpiler. The ~  conpilation

process by the specific conpiler differs 5 fromthat of a standard conpiler

!in that those J3ng4age iye ’ﬂ%%FhﬂYEéiL fFo&x8apl e, whebhne asbl ogktor a
ie

junp command are identif and are translated into the asgpciated
machi ne comméddaistamted.n Biei BrocessRto $hef the nSPESYRLSMFor?
instructions.cagl}ies out MR ASéQEEREE VO SmEckingakbifhahpise-NP ofesmor " .

The pre-processor allo t he command sequeng§§5to be pre-processed in a
programi ng 1By EEang SFURRce MRS Hice of a specific Syntax - which
is in prigciple KIEM2 byskows ogthenesequeswgels a 9f e-phecemechiogn be 15

caused 1o CXGRANGR WPOELL fne! 2004RAS: TRANSyBdystlns 2P! 201 ATHENG

| anguage, for exanple those | anguage neans which initiate a bl ock, for
a | anguage msmmuepfiechof maphineaemmands MP| §ak the weeftaRands gidRer

| anguage NEas 81 99cuBbChntBadedC kRTRIY hONséGGéntet bENmathdbe
triggered. commands ﬁigwealier thlet slu%sdfsstl.ern?b5? fa(.)r{dt r*E%el nsseecrpgelr?ge Ofof

10 machine commands MP on the right-hand side is intended

to correspond to the sequence of machine commands MP
for the subsystem 2’.

According to FIG 2, incrementation instructions
IA are inserfed into the sequences of machine commands

15 MP. With the aid of the .incrementation instructions IA,
the synchronization counters SZ, SZ’ of the respective
subsystem 2, 2’ are incremented, that is to say
increased by 1. The positions denoted by the arrow 10,
10’ within the sequence of machine commands MP each

20 denote that machine command which is currently being
carried out at the time when the special event 11
occurs. As can furthermore be seen from FIG 2, at least
one of the subsystems 2, 2’ records the special'event
11.

25 According to  FIG 2, at this time, the
subsystems 2, 2’ are carrying out different machine
commands in the sequence of machine commands MP.
Dealing with the special event 11 at this time could,
under some circumstances, lead to inconsistent data in

30 the subsystems 2, 2’ of the automation system 1. It is
therefore necessary to synchronize the subsystems 2, 2’
before dealing with the special event 11. The
synchronization counter SZ for the subsystem 2 has the
value n at the time when the special event 11 occurs.

35 The synchronization counter SZ’ for the subsystem 2’ is
already at the value n+l at the time when the special

event occurs.



the increnentation instructions into the sequence of machi ne commands

to be carried out in a manner that is transparent to the user. The
i nstructions t&R t3fe B35 P processor-deélaribed above are identifiable to
t.he user and can thus be mani pul ated. However, manipul ation could

possibly lead to errombnrbyﬁﬁhﬁbﬁE&HﬁHBﬂalt@@t sub§99 50 §ur%%§Fh? t he
he

resulting pro t her advantageous a ternétlve
i nsertion of g’(farglﬂn‘%a?gnent HeoRt UJ; FUCPRBNOthEKt Subsysteseiendt iof

command sequetd&s sxeautdiosf ore to use, instead of the pr e- processor

a specific pr e- processor whi ch, i ndependent|y of any ot her
exchanges in accordance with instructions, converts those conmand
sequences to which 35 (according to the above statenent) an

i ncrenent ati on instruction can be assigned into specifically these
command sequences as well as the increnmentation i nstruction.

GR 96 P 3451 P -12- Using the said alternatives for insertion
of the incrementation instructions, which cannot be influenced
significantly by the user, it is also possible for the user hinself to
insert the increnmentation instructions



5.i'nto the sequence'of machi ne commands or into the sequence of command

.sequences. Furt her advantages and details result fromthe
“foll owi ng desrr ppt PoB46fL &n exenpl ary-efBodi nent. In the figures: 10
FIG 1 shows a bl ock di agram of an autonation

-system EEGE%e sequence %&OW%chﬂﬂEEcomﬂéhﬂ§|MFEmus@flntetbﬁpt
synchroni zati on net hod, HHEOMB a&E

the 15 the executh%yﬁémﬁﬁﬁzaﬁﬁaﬁnﬁﬁt “mcnl?FGquman S shoms

t he principl @n®fiit hehd nsehtanrorsubsystem 2, 2' has aisbhartached FtBe5 and
FIG 6 show h nse .* . t hod.
20 R@f&?&?r?&%alflg FI C? ‘1-‘5 &f%ﬁ éi ?Iant tht oma }zgﬁtlonal% em 1
conpri sess at ildeasti ctado sameyme@rmfzmazhmmuc@mmands(:m ‘be connected to a

techni cal process, WWHQ1iﬂbfgﬁentatiéﬂU§ﬁ§@£§9t1bﬂs°&ﬂ9%ﬁé’£@nbé@h and
manage said process. Each subsystem 2, 2' has gagrocess . 3, %Pdata 25

menory unit &aﬁf(ﬂﬁﬁﬁﬁﬂt§¥quéﬁ&EQﬁﬁﬂﬂ%}QQntpgség p| wit East one
conmuni cat i OB eERAMTES. b thischiare, commhhdsdatMp enDny whd Jaandet he

the "+ edunddne SRSt 180 Fayt Aam Ghe sgyneRzeRIak s ARALA & 18gFS 11
subsyst en® 2haZ tThemwvaluoet e+l. wahsmnehanoinetlandqmuutqnuﬁﬂebaﬁlcm
process, Whi ¢he val$eNOh.i! rEStERd etoxddde ide Wé:afsie%e'ﬁ%%nSOQ and
via a bus 7. The data nmenory unit pysed to stored at
machine commands MP in the su system 2 were stopped in
the current state, while the execution of the sequence
- of machine commands MP in the subsyétem 2 was
15 continued, until the synchronization counter SZ had
also reached the value n+l, synchronization would
nevertheless not be achieved.
The next incrementation instruction IA which
both subsystems 2, 2’ can reach at the same time is
20 thus ﬁhat incrementation instruction IA for which both
the synchronization counter SZ and the synchronization
counter SZ’ assume the value n+2. The value of the
synchronization counter SZ, SZ’ which both subsystems
2, 2' can reach together is called the synchronization
25 counter required value SZ%. The synchronization
position SP in this case corresponds to the position of
that incrementation instruction IA within the sequences
of machine commands MP for which the wvalue of the
synchronization counter sz, sz’ reaches the
30 synchronization counter required value SZZ.
After recording the special event 11, the
~alarmed subsystem 2 according to FIG 3 sends the value
of its synchronization counter SZ as 'well as the
special event 11 to the at least one other subsystem 2’
35 in order to determine the synchronization counter
required value SZZ. - This is the earliest possible
time for transmitting the special event 11. The special
event must be transmitted at the latest in conjunction
with the



35" least the value of the synchronization counter SZ, SZ as well as
:the synchroni zation counter required val ue SZZ. The command sequence
menory unit BR 9euPed4sa P store at -l 8&st t he sequence of machi ne
comands MP - The sequence of .machi ne commands MP is at | east

96 P 3451 P
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subsystem 2 receives.

Each subsystem 2, 2’ thus knows the value of
its own synchronization counter SZ as well as the value
of the synchronization counter SZ’ of the at least one
other subsystem 2, 2'. The synchronization counter
required value SZZ is obtained from the maximum value
of the two incremented synchronization counters SZ,
8z’ . Alternatively, it is, of course, also possible to
determine the maximum: value first of all, and to
determine the synchronization counter required value

SZZ by incrementing this maximum value.

After exchanging the synchronization counter
SZ, SZ’, the two subsystems 2, 2’ continue to carry out
the sequence of machine commahds MP. As soon as one of
the subsystems 2, 2’ has reached the syhchronization
position SP while carrying out the sequence of machine
commands MP, it interrupts the execution of the
sequence of machine commands MP. The fact that the
synchronization position SP has been reached can be
identified either by comparing the address of the
command currently being carried out in the sequence of
machine - commands MP with the address of the
synchronization position SP or else - according to
FIG 3 - by monitoring the value of the synchronization

" counter SZ, SZ’ until it reaches the synchronization

counter required value SZZ.

Each subsystem 2, 2’ which reaches the
synchronization position SP signals to the at least one
other subsystem 2, 2’, by transmitting a
synchronization signal 8S, that 4is has reached the
synchronization position SP. The alarmed subsystem 2,
2’ transmits to the at least one other subsystem 2, 2’
the special event 11 at the earliest immediately after
recording the special event 11 and at the latest



sedquence of nachine conmands MP on the | eft-hand side "is in this case
A ntended to be the sequence of machine commands -MP of the subsystem 2,
‘and t he sequaerc®@efP Basimechi ne conmmanrdd6MP on the right-hand side is

I nt ended to correspond to the sequence of machi ne conmands MP for

the subsystem?'. conjunction AGELEKI NOLhE Fl Eransh§5EERNt abEON the
I nstructions A dre 1nserted into the sequences of nachi ne commands 15

MP. Wth the siinFhgonization sigiak iSHr i nstructions 1A, t he
synchroni zation countagy ss&dn 84 i hhe rx%s;pﬂxﬁd vehe syachspstieamtion?' are

I ncrenment ed, at_is,.to say . I n¢reased .b e DO, S d by
the arrow 10,§1J] ancioham Fﬁlgﬁl?' ﬁg sq-'g‘ uet ecrb’%lo mnoerpc%n#ra%gssgp%%c
denot e t hat rtdrﬂ*niaﬂe teamtindnehiotheirs ssrsysteny bei AG, eacbasubeystem at

the time wh SREG 3] exe cific rO5EH{Sn AS:Capndé uhermare be
seen from Fl ?2 at east Sfliriihes fet elcsuf)s sterrré 2, 2 recotrp%s the

speci al eventevent 41, cand CarrlesA%‘éBthha rFBCtJ'PPG After; cargyiidg ¢ e,

t he subsysiftenghe, sgecBEf £c CﬁéwtmnOﬂbrdtﬁéespaelamcbvaat 11,cameands in
t he sequence of nachlne

mnth | eyent 11
at this tine c‘%ﬁﬁ%ﬁt %hggﬁ ?8&8??0&&t anrcr ﬁggﬁgl s?’gﬁt dat a
in 30 the stghmmachmmand@fMPh@ﬁnﬁnnmneoayayhcenlzatipnl9081tm$mrefore
necessary to gynchroni ze the subsystens 2, 2 before dealing wth
‘the special event 11 The synchrom zation counter SZ for the
subsystem 2 has the 2S5 vdldR n 3T/ ti REShen MeEIQH&d al yentther
occurs. 35 ThintywdivtivrAat i bheg@Unhee SA1soor &d'sh§Ub51yStle3h | &he

al ready at tr“féﬁﬂﬁ&%rﬁﬁda%héhﬁaltlng“@gg %Ee %%hronlzatlon signal

15 SS are not necessary in order to carry out the specific
reaction for the special event 11. In such a case, the
reaction which is specific to the special .event is
carried out immediately on reaching the synchronization
position SP. It should thus be expressly mentioned

20 that, in the flowchart according to FIG 3, the blocks
between the question “S2Z<SZZ?” and .the execution of the
“reaction which is specific for the special event” are
optional. The optional section is omitted whenever
there is no requirement for exact time synchronization

25 and, instead of this, it is sufficient for the reaction
which is specific to the special event admittedly not
to be carried out at the same time, but nevertheless at
functionally identical positions in the sequences of
machine commands MP.

30 According to an alternative refinement of the
synchronization method according to the invention,
decrementation instructions IA are inserted into the
sequences of machine commands instead of the
incrementation instructioﬁs IA. In such a case, it is

35 possible - in exactly the same way as the
synchronization counters SZ, SZ’ were previously in
each case incremented by 1 starting from 0 - for the
synchronization counters SZ, SZ’ in each case to be
decremented starting from a start value, for exampie



event occurs. GR 96 P 3451 P - 13a- For
synchroni zation, that subsystem 2, 2' which is ahead of the at |east one

ot her subsyst@m 26 P' 3#h1lt Re executi or l6a - GR 96 P 3451 P

14- of the sequence of machi ne commands MP nust i nterrupt t he
éxecution of ghersequenke Oiyn@FbRLzLOIPRNGRtYRA iNth EASsOtHSLe
subsystem 2, 2' has .al so,reached the cqrrespondi ng position W t hin
the = functi ofidFFy®s i Q8hti ¢R Seq RIS e @RNCIJHmRRAGE, by

The i ncrenent avadnathnsgr thisons | A are i n each . case directly
corresponding positions wthin the sequence of nmachine conmands
MP. In the state illustrated in FIG 2, the synchroni zati on counter

SZ'



10 - has the value n+l. The synchroni zation counter SZ has t he val ue n.

;If t he execution of the sequence of machi ne commands MP in the
‘subsystem 2' greros H GaFd B N the cur7ent state, while the execution of
the sequence of machi ne conmands MP in the subsystem 2 was 15

cont i nued, (%,ﬂ Vi N QY SIIDI’] sgountggr SZ yiwch il saoweached
t he val ue n+| sync onlzatlon woul néevert hel ess not be achleved

The next incrieRLEMATAN nstruction | A which bot h subsystens 2, 2' can
reach at the same tinerd s 20shébys that mameRENtSST Onlhsett'imgi omhieA for
whi ch both AndrEn t he s nchr oni zatlon unter he, nc zatign
counter SZ' aJ¥hHfE™ YefiTe 1REEE R ué ofg?fcﬁj &% l'ﬁés( n2{1a ni zat %on

counter Sg, Siinundnd:h bséd;ueubegstetm az2, Qrocaﬁmmeaeh t GBONEISi-s
call ed the synehron| f%?l{”%g§ s%Qﬁ@E% d“%%&dfﬁhml Ufan?§g§ﬁe Thee

synchroni zation i on SP hi's case corresponds Si t | on of
that increneRERIIGHN | ﬁ§ﬂPGBFPorP4§A Weﬁﬁl EEPECIRY RN LD 2 sor

commands MP fﬂrow&uaCftlh@ma uglobchhet shsygphrmu Zpﬁrdmﬁm;nt Etlhe sz,
SZ' reache nchroni,z on .counter re u

After recor ]n‘bCk f‘ﬂ%“n‘%igi:?al angvg: ShrUchyres gr% sues%ls tem 2
accor di ngoto K| Sisptendiowkbavdl us 1lluﬁft1tatsectymhemntze@lbn eourth® SZ as
wel | as the e£SREOIR! s£4ENT Th tﬂo%%a% | &30 r 1Es OLRET b BIT A 2 35

in order det ermne the_ synchronization  counter requi red val ue
Szz. - This |%1t% eBEF | §§P ;519s°§1‘°o|%1 repYesePtbrd« r AR NEEEAMRG S hdPSpeci al
event 11. Thesspe£ikbdd maigvphbgpamt whelér aRenbilbet a8R2,t ie latmHtasy)

conj uncti on sho#gtght£§%mple of a so-called subroutine.
15 The running of the programs starts in the main
program Bl. Both the main program Bl and the subroutine
B2 each form a separate block. They are therefore
embedded in block commands. The block command at the.
start of the main program Bl and of the subroutine B2
20 respectively initiates the block, and the block command
at the end of the main program Bl and of the subroutine
B2 ends the block. Further blocks may also occur within
the instructions in a block, for example for
instructions to be repeated more than once, such as
- 25 those in the case of loops. The subroutine B2 is called
from the inner block in the main program Bl.

On the right-hand side, FIG 4 shows the
flowchart which results with the incrementation
instructions IA inserted. Each block command which

30 initiates a block is in this case transformed into a
block command which initiates a block command and
transforms an incrementation instruction IA; each block
command which ends a block is in this case transformed
into an incrementation instruction IA and a block

35 command which ends a block. The sequence of block
command and incrementation instruction IA is not
limited to the sequence illustrated in FIG 4,
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to 15 determ ne

I ncrenenti ng

this nBX|nun1vaIue Af ter exchanging the

.signal SS. - In this way, the at | east one other subsystem?2' is
“informed t haGRrRagsp@ciBabliePent 11 has oecdérred and, for its part,
sends t he current val ue its 5 synchronization counter SZ',
-which  the lﬁé %lso )“¥H€n£%§ﬁ¥ﬁﬁﬁﬁﬁh which is us&@CﬂnSﬂhéyStem
2, 2' thus knoms t va ue Its own nchr oni t|on cou % Z as
vel | as the ¢ARGE b1 ﬁ&rd‘?ﬁ’z’htl %‘ffﬂ?ltel% sz ofc?ﬂ atPPeast
one 10 ot hersumlus;)islbem @ 2'is Thalssyncmmnsz'&a:tnnmd coumter an
required val ye SZZ i tain [ % t

I ncrenment ed §§ﬁ%ﬁ?§ﬂ%f§$o n ggﬁ% gggagg ”fﬁ %kftéPﬁéfﬁ§§E§$ |?9 of
course, absomeassi lpife which theetsmbmovd imee Baxiismaaldadee first of all, and

t hg 1R Ghr QRigZaki 0BackOWHEE rLIHIRGEHAItUe of £8&Z by

synchr oni zat ii¥eddemethodsy sz the two subsystems 2, 2' continue to

carry out
the subsyste
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t he sequmnce of 1 Pestiate € omiheds iMAerAsi snomethode ef 20

Gmed, 195 300G {1 ARAULATZAt IRl va1eST LironcHR Whi e

carrying out IHe Sequénce <0

command counter BZ is first of all initialized, that is
to say set to zero. The machine command currently being
carfied out in the sequence of machine commands MP is
then determined. Only if the machine command is a jump
command is an incrementation instruction IA inserted in
the sequence of machine commands MP. Only if the
command counter BZ exceeds a command counter threshold
value BZS is an incrementation instruction IA inserted
into the sequence of machine commands MP and the
command counter BZ then reset to zero. The determined
machine command is then inserted into the sequencé of
machine commands MP. Following the insertion of the
machine command, the command counter BZ is incremented,
that is to say increased by 1, since the number of
machine commands in the sequence of machine commands MP
has now been increased by 1, and only 1, machine
command. The processing is continued by determining the
next machine command, until all the machine commands
have been processed.

An elapsed time counter or an elapsed time

"counter threshold value can'also be used instead of the

command counter BZ or the command counter threshold
value BZS according to FIG 5. The elapsed time counter
is in each case increased by the elapsed time for the
machine command that has been inserted. The elapsed
time counter threshold value determines the elapsed
time between two incrementation instructions IA.



comrmands MP, it interrupts the execution of the sequence of nmachi ne

.commands MP. The fact that the synchronlzatlon position SP has been
_reached can Br 86 pidastliPied either- b9 -conparing the address of the
comand currently being carried out in the sequence of machi ne

scomands  MPprWgt how%h%hé“¥ﬂég¥%lodﬁheﬁﬂﬁﬁ as SYAGRE@NiZaELQIMPPsi tion
SP or else - accordin

gt nnnltorln the val
synchr oni zat W84 <30 re(,l@d'—lﬁsert‘?sza SZq“EﬂF I °Ft %Hﬁ%n??gt i on

count er reqU'tbedaV%l ed6e of command anbensubsyjsrhem Brog2ammuhgch
reaches the ni zat i, Lt P signal d eag}, one

ot her subs&?PgHF Qhﬁﬁe 1%6§%8§ekg%3n$%t53 fg syﬁﬁironlzgtlon
signal S5, ptal:ramcmlslrhas techoticd 1t hprocessyn@mrontbat idgyegdsian offSP. The

al armed subsyylentation idHIRMBLiSAL 1Ale tﬁ&e'@@%& eRbe 8thmhchihsystem
2, 2 t he speci gl event 11 at the earlie |atel after

recor di ng t h€ospeada MK edpd 1fq%uf%ﬁu?ﬂﬁﬁla eSemmand sed UeRELD62F3451 P
- 16- | &nv@%fﬂllgﬁ(ﬂéd)rfor Wit occhh&endé s ntissi ssarchf tratheor,

synchronlzatlon SI na SO ha ached
synchronlzatl é% vely, of the search ggqﬁ%nc% 6n&9 Q% %Hg

10 search train or, respectively, the search sequence has
been found within the sequence of machine commands or,
respectively, the sequence of command'sequences_is an
incrementation instruction inserted into them. The
insertion method is continued with the investigation of

15 the sequence of machine commands or the sequence of
command sequences until they have been completely
investigated.

Finally, a comment should be made on the
meaning of the expression “functionally identical”.

20 Functionally identical sequences of machine commands
occur, for example, as a result of compilation of
instructions in different high-level languages, but
which describe one and the same task. Functionally
identical-sequences of machine commands also occur as a

25 result of compilation of inscriptions in a high-level
language, but which have been compiled by different
compilers for this high-level language. Functionally
identical sequences of machine commands also occur as
the result of compilation of instructions from one and

30 the same high-level language, which describe the same
task and which have been processed by one and the same
compiler but wifh different parameters for this
compiler, for example different optimization levels.



SPand has received the synchroni zation si gnal SS 1 u “fSt one
,other subsystem 2, 2', each subsystem 2, 2' dethIIH Hﬂ (1“
‘reaction for Gm@&rleca'tfﬂl P event 11; 2pd earrl es out 4 hits Meadtibn. After

carrying out the specific reaction for the special event 11, the
subsystens 2, pireftOBid4fs t 0 carry out the sequence of 10 nachine comands
MP after the synchronil zation position SP. As has al r eady
been nentioned in t he introduction, there are also cases in

which the 1, exchange @ﬁdcﬁf@nit\@étim faethba syomhr ani zahitomagiigmal 15
SS are not necessary rder to ¢ rey e r fd<uy for

t he speci al (i 8% e% éscggef H&ah@ P§g§§ %&hls dﬁﬁ? specific
to the _sﬁecmaff aEveJr&ast stwo mmsrysmamut (2 )at eﬁ-y othircdachhag athe
synchroni Zat'férkst R85! $h08ly SFemd t %houid)”é‘é%hbeh§¥@r%5t5|Ye§§9t igined 20
that, in the wchart according to the bl ocks bet ween the
questi on " SZEFES IR t He) exec%%?onq@PHﬂﬂg ton  OR& | oARARPER | Yidhecific
for the spem@d,m@y@matﬁme meaﬁgslorwl), Theaﬁﬁyl onabt sedurwtiicnadriiy t ed
whenever ng re n]g

n on 5
and, 1 nst ead I9SnTeS1 [ BeRBUCERTHY, BOLRPAR) arlRal ML LAS datbs
speci ficloo tthe spertindl ev@ntprelrgss ednd nare sxrtszlmoru;aﬁred edoutong t he

same tine, b%nwéftb%ﬁ%lﬁae €ﬂ£@t4,9£'alth¥ e@ﬁaﬁmqelata%l et/ 0 the

sequences of machi ne COITITBI’I S According to an

—

al ternative rédFafedrigedt he synchronl zation nmethod according to the
invention, - decremet! aldaeh i BF I Weid orubsysieins NSE@,t eq ‘i)t ;hdde a
sequences  of  RChiNG i 7SR W RncedS G s, the |
15 - in that the sequences of functionally identical
machine commands (MP) have incrementation and

decrementation instructions (IA), respectively, at

mutually corresponding points, by means of which

instructions the synchronization counter (SZ, SZ’) is
20 incremented or decremented, respectively,

- in that synchronization 1is carried out at least
whenever one of the subsystems (2, 2’), the alarmed
subsystem (2, 2’), records a special event (11),

- in which case this synchronization comprises the

25 following steps:
each subsystem (2, 2')
a) transmits the current value of its synchronization
counter (SZ, SZ’') to the other subsystem (2, 27),
b) uses the incremented or decremented value of its
30 own synchronization counter (SZ, SZ’) and the
incremented or decremented value of the
synchronization counter (SZ, SZ’') from the other
subsystem (2, 2’) to determine the currently
largest or smallest value, the synchronization
35 counter required value (SZZ),
¢) interrupts the execution of the sequence of
machine commands (MP) on reaching a position
within the sequence of machine commands (MP) -
called the synchronization position (SP) in the



incrementation instructions IA In such a case, i t

éxactly the sane way as t he synchroni z Bﬁlﬂcﬂ ﬂmﬂ m SZ'
were previ ousIGR {36 P 34KkHP case i ncrenedlad-by 1 s nrom for the
synchroni zation counters SZ, SZ' in each case to be decrerrent ed

starting froma st @l fraxtexalg  whichCRt3E Py345LP 16a-
32,767. The synchronl zatian met hod t hi slccase carri e?iljeout Of the

conpl et el y anal ogods SRSifitere bys%vé*’ﬁ%’f‘fﬁﬁt%ﬂ?s counters @396 923451P
S17 - synchr omezath obhecaymtatirorSZaticdsZ' counbibeh reddird®Wyalue
decr enent ed. (szz),F1 G 4 shows the nethod for inserting the

i ncrerrent ation instructi‘ons I A using the exanpl e of



5. ‘command sequences in a  progranmm ng | ang lr larly
Jfor structured progranm ng | anguages, the programnm Ilumm mum
‘represented iGR 6@ e P flowchar 21 Fhis flowchart cshbws" in *
particular, the bl ock boundaries and the structures which thus result.

10 A sinple flgyvehar | yst qfaeheﬁaaw%hy £5r t ke eQ:fTa-lhand
side. The flowcﬁart cé()rr#lp:"rsrféséesléls (%sh?vo | ocks B1 and BZe ig X ock Bl
t

representing, for SS@fpl d11the carrsﬁsceﬂ‘%ted thdisn ﬁ?BEFéﬁPV\A‘ﬁW ™| ock
B2, in contrast, contsily® ab exarplye ohita thecadd@uersedr afl i machline

The runni ng of the ro rts.ln the majn B 4 he
mai n program Bl arfb‘g)“?’?%’@%br( 3 fter é‘e c%n?%rr%g)%ggégggrla%} %I They

are theregore esihedded i n bl ock commands. The bl ock command at the

start of the mai g thgrharg,.%l ﬁ%dt%ﬂ@f%t kpe Ez)zgrah%megt |ﬁ1ﬁ|y

|n|t|atesthebock and at of II}
program Bl and &Pechals@yieddtide) to B”zh%nﬂ'éh?ﬁesBPﬁgﬁteFuhlzhe BI &st may

al so occur Wlth'tEle eartlh.Qesc}ﬂ rh&ﬁrﬁé&ia@éllsy aftes ﬁbboe&lng e speniplle  for
instructions to erep t.e ret Suc S t ecase
of loops. The s&¥F8GtI (ﬁg‘ B?r}rzg Tt %I Ee??omtﬁggpﬁglgrﬁgﬁo%ﬁt@l e main

program BD. determlnanlomtupfr|§ﬁﬂ hapecifide, regEGign sows thee
flowchart whi clg &8sl tSen (tlri) the increnentation instructions | A
i nserted. Each ock command which 30 initiates a block is in this case

transformed ifito a B bFYRRRESRIBAHLIARI cReLRPE af8E aaM o ALEPAERP and
transforns anSY§€éﬁnEDIaﬁhﬂﬂh|mstbﬁckbdﬂnﬁénteﬁﬁhlbhoﬁhd 1S(ﬁﬁﬁﬁﬁﬁdeHCh

ends a block [s L0 N3 023! rARSIPIIBE (2,1 "9 2N1hNGHEEI BhbOThe
15 least two subsystems (2, 2’') each have at least one
processor (3), are coupled to one another via
communication means (6), carry out functionally

identical sequences of machine commands (MP) in order

to control a process ‘and are synchronized to one

20 another from time to time via the communication means,

characterized _

- in that each of the subsystems (2, 2’) has a
synchronization counter (Sz, SZ’),

- in that the sequences of functionally identical

25 machine commands (MP) have incrementation and
decrementation instructions (IA), respectively, at
mutually corresponding points, by means of which
instructions the synchronization counter (SZ, Sz’) is
incremented or decremented, respectively,

30 - in that synchronization is carried out at least
whenever one of the subsystems (2, 2’), the alarmed
subsystem (2, 2’), records a special event (11),

- in which case this synchronization comprises the
following steps: '

35 each subsystem (2, 27)

a) transmits the current value of its synchronization
counter (SZ, SZ7) to the other subsystem (2, 27 b)
uses the incremented or decremented value of its own



35" command which ends a block. The sequence o{“ﬂllmnlul _ d and
iincrenentation instruction IA is not limte muﬂlﬂmr
illustrated i R196 £ 3451 P GR 96 P 3281-P * f18t " snd may

al so vary. The instruction which is used in the i nner block of the main

program Bl to aatdcHihizatsiby osbuneerBlsz, i) as® thbr anshm®@ded Nto

an .increrrergrg%jeocneinstru tian IAP%% an instruction by 5 means of which
t he subroutine IR value o %1GS 5 and 6 each show a fl owchart
of the i nsertion method. FIGS5 illustrates the insertion

met hod as clainmed in claim6, graphically. The value of the 10 commuand
counter BZ is first of all initialized, that is to say set to zero. The
machi ne command currently being carried out in the sequence of machine
commands MP is then determined. Only if the machine comand is a junp
command is an increnentation instruction A inserted in 15 the sequence of
machi ne commands MP. Only if the command counter BZ exceeds a command
counter threshold value BZS is an increnentation instruction | A

i nserted into the sequence of machi ne conmands MP and the



comiand counter BZ then reset to zero. The deter Lu'lﬁﬂ“mulcomnd
ks then inserted into the sequence of nachlne | ow ng
the insertionggf gsh® 3451mChi ne commuard22t ke comand counter BZ is
i ncr enent ed, that is to say increased by 1, since the nunber of

machi ne comands i h e 2% ha Reen
R R e W

conti nued by deterM%%qﬁthE? SynﬁEXPnhﬁéﬁFﬁé @&Mﬂ%ﬁ? eawir
machi ne commands  (sz¥3ve been processed. An el apsed tine

counter or an el apsed tine 30 ounter threshold_valye can al so be used
i nstead of the cf égﬁﬁﬁﬁf lﬂfkﬁ BOXSFUEARM ¢ o Afan F S UNT R EY ?ﬂ?%sh8?d
val ue BZS ®mccor di ngratohifleG Scomitemdd apdR) tiom coeatking ai sposigaoh case
i ncreased by the eI leq_g%tt: fé’é%&é}?ce ofmafftglcﬁ CO&’SF.%HQn at mgs been .

inserted. The el apse ounter thres deterntnes t he
el apsed ti me b&aldad t%el rﬁﬁfWﬂ%#W?%sM&tﬁl@ﬁs K%P) in the @R

96 P 3451 P foll®wing tlaxe_ 6 shews Whefdhnseﬁel Oﬁtam&bEOdo&iP eheidmed
n
inclaim?7, which relates to ﬁﬁgﬁence of machi ne comwls sza)

to a sequence of c&rﬁ’?ﬁ’r?&?éﬁnenﬁ%gc 157 bhPAmmicRynters

10 reach the synchronization counter required value
(szz),

d) uses a synchronization signal (SS) to signal to

the other subsystem (2, 27) that the

synchronization position (SP) has been reached,

15 e) after reaching the synchronization position (SP)
and after -recording the synchronization signal
(SS) from the other subsystem (2, 2’), determines
a specific feaction for the special event (11),
carries out this reaction and then continues to

20 carry out the sequence of machine commands (MP)
after the synchronization position (SP),

- in which the alarmed subsystem (2, 2’) transmits the
special event (11) to the other subsystem (2, 2’) at
the earliest immediately after recording the special

25 event (1ll) and at the latest in conjunction with the
synchronization signal (SS).

3. The synchronization method as claimed in

claim 1 or 2, characterized

- in that each machine command within the sequence of

30 machine commands (MP) is allocated a unique address
by virtue of its position within the sequence of
machine commands (MP),

- in that the address of each machine command in the
sequence of machine commands (MP) can be determined,

35 in particular the address of the machine command
currently being carried out as well as the address of
that machine command which corresponds to the
synchronization position (SP),



| anguage, whose interpretation controls a process,
techni cal process. For the insertion of |ncrene B ﬂu “ﬁ & ons | A,
f he sequence @R vBclki Be51 P cormands MP zaul + he sequ

sequences are investigated for the occurrence &f the search train or,
respectively, of the search sequence. Only if the 10 search train
or, respectively, the search sequence has been found within the

sequence of nﬁcﬁﬂhetbéﬁwaﬁﬁ§“brCarrYlPEs@&ﬁ|¥¥ﬁySeﬂH§n§8qd@%c@aSF1€8nnand

sequences i s gBmmandsNqMPYER! At Qiéasltn&tfﬁ:%cﬂ itk allageideGubsiistent hem  The
insertion nethod % gqntlnued W th t |nvest|gat on of 15 %?? seq nce of
(2 5 GhETI T hEpS

nmachi ne commands ggﬁﬁeﬁ@8°59e RS RRAG 88 TR have
been conpl®t eby@dressi miestheganadhine command d%nnﬁﬁgAyebexmmeqarshedld be

made on the geani ng of the expression "functionally identical". 20
Functional |y |3entical sequences of machi ne conmmands occur, for
exanple, as a result of conpilation of instructions in different -

hi gh-1 evel | anguages, but whi ch descri be one and the sane task.
Functional |y i denti cal sequences of nmachi ne commands al so occur as a 25
result of conpilation of inscriptions in a high-Ievel | anguage, but

whi ch have been conpil ed by different conpilers for this high-Ievel

| anguage. Functionally i denti cal sequences of nmachi ne commands al so
occur as the result of conpilation of instructions fromone and 30 the
sanme hi gh-1level |anguage, which describe the sane task and which have
been .processed by one and the sane conpiler but wth different
paranmeters for this conpiler, for exanple different optim zation

| evel s.
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- in that, when carrying out the sequence of machine
commands (MP) - at least after the alarmed subsystem
(2,2’) has recorded the special event (11) - the
valué of the synchronization counter (SZ, S2’) is
continually compared with the synchronization counter
required value (SZZ), and

.= in that the execution of the sequence of machine

commands (MP) is interrupted when the value of the
synchronization counter (sz, SZ") reaches the
synchronization counter required value (SZZ). |

5. The synchronization method as <claimed 1in

claim 1, 2, 3 or 4, charaterized

- in that the incrementation instructions (IA) are in
each case carried out at least

- after a fixed number of individual commands in the
sequence of machine commands (MP) or - by assessing
the elapsed time for a number of machine commands -
at specific, essentially equidistant delay-time
intervals as well as

- in conjunction with each jump command.

6. The synchronization method as claimed in one of

preceding claims, characterized

— in that the incrementation instructions (IA) are in
each case inserted into the sequence of machine
commands (MP)

- after a fixed number of individual commands in the
sequence of machine commands (MP) or - by assessing
the elapsed time for a number of machine commands -
at specific,. essentially equidistant delay-time
intervals as well as

- in conjunction with each jump command.



whenever one of the subsystems (2, 2'), the alar msaflmm“l
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2'), records a special event (11), - in which
conpri ses theg® 96 H @dldsawimng steps: - 24 each subsystemt(2p 25 a)
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the execubion progrhmmisgqbengeagefh nacpine E?nnands (NE) ?RP)
reaching a posjtigon e o] i42e -
gap iRNthat the %hﬁbﬂc%s%ﬁfﬂH§ﬁgﬁe coﬁ%% i ag@giapa,

cal l ed the synchroni zati|on_position 96 P _
- 2la- fol | BAPRECEEXELY s atthfhi IFAUIRCS aPfle SHMATE SEqUEREPRCETFPe

synchroni zati on ifeestegateldSZforSZ gJpecifilCaatndiiEnsynebimaandat i andgount er
required val ue res£§g€JVely, specific command sequences, in
i0 particular for specific subsequences of the sequences
of machine commands (MP) and, respectively, for
specific subsequences of the command sequences -
called a search train or, respectively, search
sequence in the following text,
15 - in that the occurrence of the search train or,
respectively, the search sequence is identified, and
= in that the incrementation instructions (IA) are
placed before or attached to the search train or,
respectively, the search sequence.
20 8. The synchronization method as «claimed in
claim 7, characterized
- in that associated command sequences are in each case
combined in a block, and '
- in that one of the search trains or, respectively,
25 one of the search sequences is at least one of the
boundaries of the block and/or a jump command.
9. The synchronization method as <claimed in
claim 8, characterized |
- in that the incrementation instructions (IA) are
30 inserted into the sequence of machine commands (MP)
during generation of said sequence of machine
commands (MP), |
- in which the sequence of machine commands (MP) is
generated in a manner known per se with the aid of a
35 special compiler,
- in which the special compiler in each case generates
the incrementation instructions (IA) and inserts them
into the sequences of machine commands (MP) on



Sr?éggpgc?g;sl i eve;1t21( -11) , carr ?ésdghfr{ﬁhrgsr It“lmm' I“““Htﬁl“‘on for

continue to c&R e I4&l Fquence of +re24ane nhands (I\/P after

t he synchroni zati on position 5 (SP), - in mhlch t he al ar ned
Subsystem (2, 2 idéﬁ@i‘ﬁﬂb&ﬁléﬂeof the SPEstSh €¥8Rh Gkl)of Othbe sabheh
subsystem (2, 2') at the earliest imediately after recording the
speci al eveRtYfR%F-and at the latest in conjunction with the 10
determnation of the specific reaction for the speci al event
(11). 2. A synchroni zation nmethod for an "automation system
(1) which is of redundant design and is conposed of at least two
subsystens (2, 2'), in which the at 15 |east tw subsystens (2, 2') each
have at | east one processor (3), are coupled to one another via
communi cation neans (6), carry out functionally  identical
sequences of machi ne commands (MP) in order to control a process and
are synchroni zed to one 20 another fromtime to tinme via the conmmunication
nmeans, characterized - in that each of the subsystens (2, 2') has a

synchroni zati on counter (SzZ, SZ'),



- in that the sequences of functionally identical I nds
¢MP) have increnentation and decrenent at i oil"um‘“ﬂ Imnm"muﬁa
respectively, GRt 96 P 3481t tal |y cor r espoRséi Ry poi nts,* by nmean$ whi ch

i nstructions the synchronization counter (SZ, SZ') is i ncr errent ed or

decr enent ed, rl@spectlwey 30nchrbfizhPabn SHRAHLN zasl Orbléﬁnec?ar i jed
out at Ieast p (’Od:rggver one of the subsystens (2, 2'), the alarned
e

subsyst em (2, CAaim tariggcht (11), - in which case this

synchroni zati en fenpthses tHe increrfenidabiicly Imructions egqah)subggst em
(2, 2') . r.an current val ue_of |ts synchroni zat i

counter (SZ, rtef n%?heﬁ’ %ubsse)%%élrﬁ (2°f2'm nd"'e mrtﬂ’é% RB’P)

i ncr ement 9l obedEUKean@é@rvaaﬁbeUf gemepmpion of(}%aﬂﬁlDSEQﬁbm@e of

- 2la - sSyNnChiaizd Iy eiMe)SZ, SZ') and the incremented or

decrenented val ue of .the
hat the sequence of machine commands (MP) 1is

generated in a manner known per se with the aid of a
standard compiler,

10 - in that the incrementation instructions (IA) are
inserted into the sequence of machine commands (MP)
or, respectively, into the sequence of command
sequences in each case before and/or after
generation, on identification of the search train or,

15 respectively, of the search sequence.



GR'96 P 3451 P - 22 - - "t'_oi?:det_erm ne the currently | argest

er snal | est val ue, the synchroni‘zatiton counter required val ue
(SZZ) GR) gentrer3agyt ¢ the execution of the sequence of 5
machi ne commands (MP) on reaching a position within the
sequence of mrands (MP) - call ed the synchroni zation
position (SP;T%:En@t{}%eccto followwng text - at which the values
of the respective synchronization counters (SZ, SZ') 10
reach the syn@ymdNrcilt i Mefhdequi red val ue (Szz2), d)
uses a synchroni zation signal (SS) to signal to t he ot her
subsystem (2, 2') t hat t he synchroni zati on position (SP)
has been reached, 15 Symshmirtiesatrieachietthddiefsynahr antombthonpeyistiean
(SP) FHits L6 y i (SS)
fromthe ot her(algubsysc'ﬁ{emé3 &fgi%%%é @&Q{&? 484" 28 ébﬂag%lefll 8frfe§(1::t| on

for the speci dleaskent tWel), SUbSYStemScar(rares 8l thWIElfFl@actqajﬂrr}andOuﬁen

continues to &&nctlonaqqry Y:L@Eht&'&%lsegé'ﬁﬂéﬁcéé NBE NinRR G TRREAAmahdB)
after the sync ng) nization t he al arned

0
subsystem (2, tlrrhn%’ﬁ‘??g lé' Lc3Rek3Y) ?pé%ﬁ%‘?ese?/e\r,\\‘,f%’(‘i ) SEAUERESSt REr
subsystem (2, m&chiate commandme (Ma) | iheste | imeceradet yt bdéh ednsecacdiogst he

spect al nlzgatlo%\éspt f%}) ﬁ%qe%ntmglaseég,ncar%ngr&%&lo cdhddet Nesz,
y sz’ g mutually corresponding points. The

synchronlzatlon is carried out, using the value of the
synchronization counter (SZ, SZ’), at least whenever
one subsystem (2, 2’) records a special event (11l). To
- this end, a synchronization counter required value
(SZ2Z) is 'determined, so that the subsystems (2, 2’)
interrupt the execution of the sequence of machine
commands (MP) on reaching a synchronization position
(SP) at which the values of the respective
synchronization counters (sZ, Sz’) reach the

synchronization counter required value (SZZ).

FIG 2



3.- The syn met hod :aé ictétned in claim1 or 2,
eharacterized 96@34? a? each nmachi e Commnd wi thin the sequence of 30

machi ne commands (MP) is allocated a unique address by virtue of its
position within the sequence of machi ne commands (M), - in that
the address of each machi ne command in the sequence of machi ne
commands (MP) can be determ ned, 35 19ﬁrticular. the address of the
machi ne conmand currently bei ng car ed out- as well as the address
of t hat machi ne command whi ch corresponds to the

synchroni zati on pestttor—{tSHr- R-56—-3454—P 22a-

I n that, when carrylnqgout the sequence of machi ne commands (MP) - at

| east after the alla nédus frsyet-eny £2—=2~) |has recorded\the special
event (11) - the % addregs f He| raching |comand currepf | y\bei hg cabrled
out
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GR96 P 3451 P - 23- is continued conpared wth the
address of that machi ne conmmand whi ch corresponds to t he
synchroni zation position (SP), and - in that the execution of the
sequence of machine 5 commands (MP) _i,s interrupted precisely on
r'eachi ng t he synchroni zati on positﬂH% (SP). 4. The
synchroni zation nethod as clainmed in claim1l or 2, characterized
-in that, when carrying out the sequence of nachine 10 comands (MP) -
at |east after the alarned subsystem (2,2') has recorded the speci al
event (11) - the : val ue of the synchronization counter (SZ, SZ') is
continually conpared with the synchroni zati on counter : required val ue
©(SZz), and 15 - in that the execution of the sequence of machine
: commands (MP) is interrupted when the value of the synchroni zati on
counter (SZ, SzZ') MPreaches the synchroniMfti on counter required
val ue (Szz2). 5. Fhre—synchroni zati on net frec—as—etahned in 20
claiml, 2, 3 or 4,|lcharaterize - in that the_increnentatli on

instructions (1A afe in lA g8 =qanse carried put atlA east | SZ'=npafter a
fixed nunber of ind|vidual commgnds in the Eequence of rachi ne
commands ( MP) 40r < py—assessthrg-2 t he el apsed+ junber of

machi ne corr‘rréﬁds[:> : ?11

1A SZ=n+1 IA SZ'=n+1
10 ©

1A SZ=n+2 1A SZ'=n+2

1A SZ=n+3 IA SZ'=n+3

FIG 2
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at - specific, essentia equi di stant delay-tine i nterval s as well

_as - in conjunction mnth each junp command. 6. The
“synchroni zati on method as clained in one of 30 preceding clains,
=characteri zed - in that the increnmentation instructions (IA) are in
«each case inserted into the sequence of rq@‘ni ne commrands ( MP) -
after a fixed nunber of individual conmands in the 35 sequence of
machi ne commands (MP) or - by assessing the el apsed tine for a
nunber of machi ne conmands - al . Speciiic, essentrally equrdrstpant
del ay-tine I nterval s aL well as - - in conjunction with eachjzﬁ‘p
command. ' Contdfue to carky out The
synchroni zati on met hgd i b ;nlel Lhe fuGagsi ng, ol 118,
charaterized - i e ' o MP)

: machi ne commands ( 'S
generated from a sequence nd seq;tﬁ%@ni:ﬁ of %ChlnepFﬁg?aé’Hﬁing
| anguage, . - in that the equence of ' - ;
respectively, the sequepce-o mrand sequences are
Send S2
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Reaction specific to the special event
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i nvestigated for specific nmachi ne conmands and,

specific

comrand

sequences,

subsequences of the sequences

in 10

respectively,

particular for specific

of machi ne commands (MP) and,

Fespectively, for speci fic subsequences of the command sequences -

€alled a search train or, respectiv search sequence in the
followng text, 15 - in that the occurrence of the search train
or, respectively, the search sequence is identified, and - in

that the incrementation instructions (1A are
attached to the search train or, respectively, the search sequence.
20 8. The synchronization nethod as clained in claim7,
characteri zed in that associ ated command sequences are in each case
conbined in a block, and in that one of the search trains or,
respectively, 25 one of the search sequences is at |east one of the

pl aced before or

boundari es of the block and/or a junp command. 9. The
synchroni zati § as_claingd in cl ai g —characrertzed -
in that the ifpcrenentatiggn instructffions (1A) are 30 i nsegped into tihe
sequence of nhekht | ———gRe- ggRera+oe ' ience
of machi ne mﬁgnnands (MP), St hid—te e—F—tRe-A
commands (NP)‘Fg———————geneLaLed—Lﬂ A A N s—ai-d| of a
35 speci al | joorpitois A—wHi ch the speci gll—coapiter—in—eac $e
gener at es —helncrenentationifinstructions (|l i and-inserts them)
| block oz -7 |[block
B1 B1
i /- -'z//,/'{',':; block
block LIS I ES LSS A
Sl b'ock
block [/.'////////'.)/ A
1A
VR RN A
block 4L block .
SRR IEE LT A
block 7o .77 |[block

FIG 4



into the sequen@B8 Bi34&hiPne conmands (MP) on GR 96 P 3451 P

= 24a- identification of the search train or of the search  sequence.

R 96 P 3451 P -25 - 10. The synchronization nethod as
Clained in claim8 or 9, characterized - in that the
Fncrenentation instructions (1A) are inserted into the sequence of
machi ne commands (MP) 5 before and/or aftéﬂﬁgeneration of said sequence of
machi ne comands (MP), - in that the sequence of machi ne conmands (MP)
is generated in a manner known per se with the aid of a

standard conpiler, 10 - in that the increnentation instructions (IA)
are inserted into the sequence of machi ne conmands ( MP) or,
respectively, into the sequence of command sequences in each  case

~

before and/or aft

BZ:=0

y

Determine next machine command

Machine command = No

Jump command?

Insert IA

Insert machine command

BZ:=BZ+1

FIGS



geﬁération, on i%r't:iaftg‘l?on of the search train or, 15

of -the search sequence.
£

-

6/6

respectively,

v

Investigate the sequence of machine commands or,

respectively,

the sequence of command sequences

for a search train or, respectively, a search

sequence

Search train or search

No

sequence found?

Insert IA
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