ELECTRONIC DEVICE THAT USES VOICE MODE TO COMMUNICATE WITH EXTERNAL
DEVICES CROSS REFERENCE TO RELATED APPLICATION 5This application claims priority to
and benefits of Chinese Patent Application No. 201020541295.0, filed with State Intellectual Property
Office, P. R. C. on September 25, 2010, the entire content of which is incorporated herein by
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technology application field, and more particularly, to an electronic device for communicating with
external devices by audio. BACKGROUNEX1ERONAdd&s\ Witk $he popularity of online banking, more
and more people begin to use online banking. Currently, an accepted technical solution that is applied
to ensure a security of an online banking client is to use a digital certificate for security authentication.

Now, the carrier of a digitat penidcpliersRE NCEHTE RENKATESe VRS |ic AEnenlly an electronic
signature token with a USB interface, which is also called a USB key. The USB key 20 (acting as a

slabe device] hiscoRBERE@No elavaging iRnityintd (Rdeaenebits P Chiesry Ratenn et ediate)NRrough
the USB i is.canfigured to implement security Qperations such as encryption
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sends restifescohtbat S GuhiBh epRicipordedhertindipgdrrarieal (the PC) through the USB interface.
25With the appearance of mobile banking, a mobile phone can also be used as the trading terminal. In
order to meet the demands of the digital certification application, the mobile phone used as a trading
terminal and the electronic signature token that Sﬁggg?_ Bme digital certificate must be used in
combination so as to ensure the security of onlin ction. However, although the mobile phone is

progided witk i &ipBriatesfache it sratataniel oised aprekdPp saxe drvied electronic technology

application field, and more particularly, to an electronic device for communicating with external

devices by audio.

BACKGROUND

15 Nowadays, with the popularity of online banking, more and more people begin to use online
banking. Currently, an accepted technical solution that is applied to ensure a security of an online
banking client isto use a digital certificate for security authentication.

Now, the carrier of a digital certificate used in online banking services is generaly an
electronic signature token with a USB interface, which is also called a USB key. The USB key

20 (acting as a dave device) is connected to atrading terminal (for example, a PC, acting as a master
device) through the USB interface, and is configured to implement security operations such as
encryption and decryption of the digital certificate as well as generating and verifying an
electronic signature, and then sends results of the security operations to the trading terminal (the
PC) through the USB interface.

25 With the appearance of mobile banking, a mobile phone can also be used as the trading
terminal. In order to meet the demands of the digital certification application, the mobile phone
used as a trading terminal and the electronic signature token that stores the digital certificate must
be used in combination so as to ensure the security of online transaction. However, although the
mobile phone is provided with the USB interface, it only can be used as a USB slave device

30  because there is no USB master controller in the mobile phone. In the USB technology field, a

USB master device is connected to a USB dave device, and then communicates with the USB



30because there is no USB master controller in the mobile phone. In the USB technology field, a USB
master device is connected to a USB slave device, and then communicates with the USB slave
device. Therefore, directly through the USB interface of mobile phone, the USB key (acting as the USB
slave device) cannot communicate with the mobile phone (acting as the USB slave device as well).
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communicate with the mobile phone. Therefore, how to realize the communication between the
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banking services. a\bMMARY 10Embodiments of the present disclosure provides an electronic device
for com %’hﬁgéaf?r\{g\ﬁ ith external devices by audio, which may solve a problem that traditional security
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to implement mobile banking services. According to embodiments of the present disclosure, an
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communication processing module, the audio communication processing moddle is connecte h the

securityrfishbdamrRRderdidedhe audio signal connection component respectively. The audio signal
connection component is configured to receive a first audio signal from the external devices and to
output the first audio 20 signal to the audio communication processing module; the audio

communication processing module is configureg ;& §£ﬂ@t the first audio signal outputted from the
audio signal connection component into a first igral and to send the first digital signal to the
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a second digital signal outputted from the security function module into a second audio signal and to
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frequenmobignsdnkingreisesdiment, the audio signal connection component comprises any one of: a
30 combination of a loudspeaker and a microphone; and an audio connection plug for being
According to embodiments of the present disclosure, an electronic device for communicating
15 with external devices by audio is provided. The electronic device comprises a security function
module, an audio signal connection component and an audio communication processing module,
the audio communication processing module is connected with the security function module and
the audio signal connection component respectively. The audio signal connection component is
configured to receive a first audio signal from the external devices and to output the first audio
20 signal to the audio communication processing module; the audio communication processing
module is configured to convert the first audio signal outputted from the audio signal connection
component into a first digital signal and to send the first digital signal to the security function
module; and/or the audio communication processing module is configured to convert a second
digital signal outputted from the security function module into a second audio signal and to send
25  the second audio signal to the audio signal connection component, and the audio signal connection
component is configured to output the second audio signal to the external devices.
In one embodiment, each of the first audio signal and the second audio signal is a dual tone
multi frequency signal.
In one embodiment, the audio signal connection component comprises any one of. a

30 combination of a loudspeaker and a microphone; and an audio connection plug for being

connected to the external devices and for transmitting the first audio signal or the second audio



connected to the external devices and for transmitting the first audio signal or the second audio signal.
In another embodiment, the audio signal connection component comprises any one of: a loudspeaker
for broadcasting the first audio signal or the second audio signal; a microphone for receiving the first
audio signal or the second audio signal; and an audio connection socket for 5 being connected to the
externals@%]ges and for transmitting the first audio signal or the second audio signal. In one
embodiment, the security function module is a digital certificate module for generating a digital
certificate by thenptbedigitaPdigieat. Iharrbigier SafiebGPRBet!ifie UBDeNETL GOt BES RIlE 18 @findmic

passwoyd generati 0 module for generating a dynamic password by the.first digital signal, gnd the
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embodiment, the electronic device further comprises: a battery, configured to supply a power; and a

power desin@inaNasterlite, thermdetedl deviees and ioriteranaitiing ithectich mvsiniRignsk arsthesrseignal

connec%aigoslm gnent, the audio communication processing module and the displaying module
respectivety, g configured to control the battery to supply the power to the security function module,
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displaying module when the security function module is connected with the external devices through
the audrdigiphresHirstady tirhpsribaita oM audio 20 communication processing module.  In
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power controlling module, and is configured to’ control the power contr n onan
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comprises a USB interface, the USB 25 interface is connected to the security function module and is
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audio, and after the electronic device finishes the associated security operations (for example, the
generatRVsF:eadpdawer controlling module, connected to the battery, the security function module, the
15 audio signal connection component, the audio communication processing module and the
displaying module respectively, and configured to control the battery to supply the power to the
security function module, the audio signal connection component, the audio communication
processing module and the displaying module when the security function module is connected
with the external devices through the audio signal connection component and the audio
20 communication processing module.

In another embodiment, the electronic device further comprises a switch, the switch is
connected to the power controlling module, and is configured to control the power controlling
module to turn on and/or turn off the power supply of the battery.

In yet another embodiment, the electronic device further comprises a USB interface, the USB

25 interface is connected to the security function module and is configured to communicate with the
external devices.

According to the present disclosure, when the electronic device is connected to the external
devices (for example, a mobile phone), the external devices can send data information (for
example, data which to be electronically signed or a challenge code for generating a dynamic

30 password) and associated instructions to the electronic device by audio, and after the electronic

device finishes the associated security operations (for example, the generation of electronic



signature or the generation of dynamic password), the electronic device can send the generated data
information (for example, the electronic signature or the dynamic password) and associated
responding messages to the external devices by audio as well. The electronic device according to the
present disclosure solves the problem that traditional security electronic devices such as the 5
electronigpignalyietekgamarfiRasniaRaRs v prabarstelaite @anriie et Gale Wwia the geasilgdenone
and cannot finish the mobile banking services. Thus, the electronic device according to the present
disclos e & Hif exai iy € eragammeHbe rtecHantfesiged Yrerostamaynaie pRssneish cing) asroriatesly

cost, and thereby the electronic devjce according,to the.present,disclosure can he used in combination
bl Sty B A v R it e
examplendhs ea9pilg LRIIRISONES ahid i eBRimB RAE T i SfeR FRdUMY OécttbHic RBAVMNGS ashie 1 is

a block diagram of an electronic signature token according to a first embodiment of the present
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audio. Fig. 1 is a block diagram of the electronic signature token according to the first embodiment of
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certificate module 1, so that the digital certificate module 1 of the electronic signature token can
implement a data communication with the PC through the USB interface 3. 30The electronic signature

token further comprises an au@ﬂl%%f%l@%&%%%@\ﬁﬁ&%an audio signal connection

component.

Fig. 1 is ablock diagram of an electronic signature token according to a first embodiment of
the present disclosure; and
15 Fig.2 is a block diagram of a dynamic password generating device according to a second

embodiment of the present disclosure.

DETAILED DESCRIPTION

The embodiments of the present disclosure will be described in detail below.
20 Embodiment 1
The first embodiment of the present disclosure provides an electronic signature token that
communicates with external devices by audio. Fig. 1 is ablock diagram of the electronic signature
token according to the first embodiment of the present disclosure. As shown in Fig.1, the
electronic signature token comprises a digital certificate module 1 (also called a security function
25 module) for realizing a digital certificate application and a battery 6 for supplying a power. The
battery 6 may be a rechargeable battery. The electronic signature token may further comprise a
USB interface 3. The USB interface 3 is connected to the digital certificate module 1, so that the
digital certificate module 1 of the electronic signature token can implement a data communication
with the PC through the USB interface 3.
30 The electronic signature token further comprises an audio communication processing module

2 and an audio signal connection component.



The audio signal connection component is configured to send an audio signal to a mobile phone or
receive an audio signal from the mobile phone under a control of the audio communication processing
module 2. As shown in Fig. 1, the audio signal connection component may comprise any one of: a 5
loudspeaker 7 for broadcasting or sending the audio signal; a microphone 8 for receiving the audio

signal; a conrhinatian & R lesisReRIEENPIRHE DigiTRRes & aadiah apeio cRIeeH0n RibigI8 (for
example, an audio plug and an audio cable) for being connected to the external devices (for example
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is the combination of the Ioudﬁgeal@gﬂf End the 10 microphone 8, it can be connected to the mobile

r €

phone WiteIESLIF B QR SR TED
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plugged directly into a headphone jack of the mobile phone, i.e., it can be connected to the mobile
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audio plug of an audio convert cable, and then the audio signal may be transmitted between the
electronic signature token and the external devices.

The audio communication processing module 2 is connected to the audio  signal connection
component and the digital certificate module 1 respectively, and is configured to implement an

20 audio communication with the external devices (for example, the mobile phone) through the audio
signal connection component. The audio communication processing module 2 is also configured to
implement a signal conversion between an analog signal and a digital signal. Specifically, the
audio communication processing module 2 converts an audio analog signal received by the audio
signal connection component to a digital signal to implement a communication processing, and

25  then the audio communication processing module 2 converts the digital signal to an analog signal
and sends out the analog signal through the audio signal connection component.

In one embodiment, the audio communication processing module 2 may exchange data with
the mobile phone by a dual tone multi frequency signal. Thus, the audio communication
processing module 2 converts a communication protocol for communicating with the mobile

30 phone into a data exchange protocol used by the digital certificate module 1, so that the digital

certificate module 1 can exchange data with the mobile phone that has been connected to the



In some embodiments, the electronic signature token may further comprise a power controlling module
4. The battery 6 is connected to other modules (for example the digital certificate modulel and the
audio communication processing module 2) through the power 5 controlling module 4.When the
electronic signature token is connected to the external devices (for example the mobile phone) through
the audiggigineattieaiiomaigeessing module 2 and the audio signal connection component, the power
controlling module 4 controls the battery 6 to supply power to the other modules. When the electronic
signature tokensenae reiseesitinentise He telestighithsigsaLigicigkee Inavie fpoher compbisagPmeanes 4

controls_an, electric poyer proyide the PC 10 to supply tQ,the other modules and to charge. the
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electronic signature token is unused for a long time, the power controlling module 4 may start a sleep

mofie ofenE ellint PesehIvAeD s slestians Manilsetaken tscanralectiaitiharxiepautisvicemdane
sleep mode gon ”me}ﬁéoﬁvﬁé’n%}vﬁﬁrosuogﬁ?ﬁé’ 1%&%%{‘6&?‘” @@H%%@é‘ﬁﬂﬁqg %Ezuétn%e{héha%do

e Mo, .
electronic sigha urer?o en y comprise a SWItC € SWIlC IS conn e power con rolllng

module gonap isrmdtionresrpEaRmoiHE HEREEESRAIIOHIN enBiRAKE SdaibINthe PSS BItd iy

power supply provided by the battery 6. In conclusion, when being connected to the electronic
signatuiOYsRel? therfioae mpdatesfiv¥hero kerpbediemiasiamnpliersrickent igiserssgied tod ks aedites
such as bile ph sen hich electronically sianed (for ing
it NE b N T S R e T T A

aftey theciopiignic sigoaiarenstiessitns he shhes ariiit s ationeaeicypent i garer@tiorighaigetronic
signature, the electronic signature token can send the generated electronic si%%ature and the
£

associatelerbissiHnnaeceriess i Bt trrmusileopHol g yneduta diepstplatheral etn e cpeairbhic

signature_t i in t ' i e i ination
o the OB S T S R ST S R
Embodipeavér 2catfdlidgsnaoblliekadingiaiopf a dispnivpassiveis geiieratingndeldascrcppodirg g a
second embodiment of the present disclosure.  As shown in Fig.1 and Fig.2, the differences
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In conclusion, when being connected to the electronic signature token mentioned in the first

20 embodiment of the present disclosure, the external devices such as the mobile phone can send data

which to be electronically signed (for example, the trading information) and the associated

instructions to the electronic signature token by the audio signal, and after the electronic signature

token finishes the security operations such as the generation of electronic signature, the electronic

signature token can send the generated electronic signature and the associated responding

25 messages to the mobile phone by the audio signal. Thus, the electronic signature token mentioned

in the embodiment of the present disclosure may be used in combination with the mobile phone in

order to apply the mobile banking services safely and with a low cost.

Embodiment 2
30 Fig.2 is a block diagram of a dynamic password generating device according to a second

embodiment of the present disclosure.



10 response method, the external devices such as the mobile phone can send a challenge code and
associated instructions to the dynamic password generating device by the audio signal. After receiving
the challenge code and associated instructions, the dynamic password generating module 11
generates the corresponding dynamic password by the challenge code. According to the second

embodimeniawhesWAGHIFIAMhA 55 YOI E afRIRIBES ARG tHe N RABEH feHl & i sty ce

such as the mobile phone, the mobile phone can send the challenge code and associated instructions
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CLAIMED IS: 1. An electronic device for communicating with external devices by audio, comprising
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connectioryensripeseridsreepbadiieg dgngnriyesaliost aydie sigiriigerotiee external devices and to
output the first audio signal to the audio communication processing module; 10the audio
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security function module; and/or

challenge code and associated instructions to the dynamic password generating device by the audio

signal, and after the dynamic password generating device generates the dynamic password by the
challenge code, it can send the generated dynamic password and associated responding messages
to the mobile phone by the audio signal. Thus, the dynamic password generating device mentioned

20 in the present disclosure may be used in combination with the mobile phone to implement the
mobile banking service with low cost.

In summary, according to the embodiment of the present disclosure, the electronic signature
token may communicate with external devices such as the mobile phone to exchange data in a
simple way, so that the mobile phone may apply the digital certificate conveniently with low cost.

25 The electronic signature token mentioned in the embodiments of the present disclosure has the
advantages of simple implementation, good functionality and easy popularization.

Although explanatory embodiments have been shown and described, it would be appreciated
by those skilled in the art that the above embodiments cannot be construed to limit the present
disclosure, and changes, alternatives, and modifications can be made in the embodiments without

30 departing from spirit, principles and scope of the present disclosure. Therefore, the scope to be

protected is defined in the claims.



the audio communication processing module is configured to convert a second digital signal outputted
from the security function module into a second audio signal and to send the second 15audio signal to
the audio signal connection component, and the audio signal connection component is configured to
output the second audio signal to the external devices. 2. The electronic device according to claim
1, wherein eqgh &t the ¢irsh audie signal and the second audio signal is a dual tone multi frequency
signal. 3. The electronic device according to claim 1, wherein the audio signal connection
component 20 comprises any one of: a combination of a loudspeaker and a microphone; and an

audio connectign plug_for being connected to the extern bdevicesa d for transmitting the first audio
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transmitting the. first.audio signal or the second audio signal. 305. The electronic devjce according to
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10 the audio communication processing module is configured to convert the first audio signal
outputted from the audio signal connection component into a first digital signal and to send the
first digital signal to the security function module; and/or

the audio communication processing module is configured to convert a second digital signal
outputted from the security function module into a second audio signal and to send the second

15 audio signal to the audio signal connection component, and the audio signal connection component
is configured to output the second audio signal to the external devices.

2. The electronic device according to claim 1, wherein each of the first audio signal and the
second audio signal is adual tone multi frequency signal.
3. The electronic device according to claim 1, wherein the audio signal connection component

20  comprises any one of:

a combination of a loudspeaker and a microphone; and

an audio connection plug for being connected to the external devices and for transmitting the
first audio signal or the second audio signal.

4. The electronic device according to claim 1, wherein the audio signal connection component

25  comprises any one of:

aloudspeaker for broadcasting the first audio signal or the second audio signal;

amicrophone for receiving the first audio signal or the second audio signal; and

an audio connection socket for being connected to external devices and for transmitting the
first audio signal or the second audio signal.

30 5. The electronic device according to claim 1, wherein the security function module is a

digital certificate module for generating a digital certificate by the first digital signal.



5a displaying module, configured to receive the dynamic password from the dynamic password
generating module and to display the dynamic password. 8. The electronic device according to any
one of claims 1-7, further comprising: a battery, configured to supply a power; and a power controlling
module, connected to the battery, the security function module, the audio 10 signal connection

component, gher i HRERSA HEGRECBERTAGSIO AcraPs U @ReH e S RIRYINE, Masti6r eRegeeyfAlya and

configured to control the battery to supply the power to the security function module, the audio signal
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the sec%lritxélunction module is connected to the external devices through the audio signal connection
compone%t hd the audio communication processing 15 module. 9. The electronic device
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8. The electronic device according to any one of claims 1-7, further comprising:
a battery, configured to supply a power; and
a power controlling module, connected to the battery, the security function module, the audio
10 signal connection component, the audio communication processing module and the displaying
module respectively, and configured to control the battery to supply the power to the security
function module, the audio signal connection component, the audio communication processing
module and the displaying module when the security function module is connected to the external
devices through the audio signal connection component and the audio communication processing
15 module.
9. The electronic device according to claim 8, further comprising:
a switch, connected to the power controlling module, and configured to control the power
controlling module to turn on and/or turn off the power supply provided by the battery.
10. The electronic device according to any one of claims 1-7, further comprising:
20 a USB interface, connected to the security function module, and configured to communicate

with the external devices.



