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FIG. 7 9 January 2006
(_start Storage Processing )
| . Generate Title Key S131 |
|  Read Unigue Information S132
[ Encrypt Title Key Using Jnique Information as Key §133
| Write Encrypted Title Key S134
| Read Content S135
_Encrypt Content Using Title Key S136
S137

|  Write Encrypted Content
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FIG. 8
(Start Read Processing)
“Read Encrypted Title Key ST 4,1‘
Read Unique Information 5142
Decrypt Encrypted Title Ke
Using Unique Information Y s143
as Key )
$144
Read Encrypted Content -
i 145
Decrypt Encrypted Content |~ S
Using%itle Key
Write Decrypted Content S146
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FIG. 11

( Start Playback ProcessinD

9 January 2006
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FIG. 12
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C Start Playback Processing )

L
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FIG. 13
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(Start Playback Processing)
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FIG. 18
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Write Encrypted Content
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FIG. 19
@tart Storage Processing)
Generate Title Key 5281
| Read Usage Condition 5282
Concatenate Title Key with Usage
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- - 5284
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Encrypt Concatenated Info. Using /5285
Unique Info. as Key
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[ Read Content 5287
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5289
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FIG. 20
(Start Read Processing)
|  Read Encrypted Concatenated Info. 5291
| Read Unique Information >292
Decrypt Encrypted Concatenated Info. $293
using Unique Info. as Key o

Split Concatenated Info. into Title Key }-S294
and Usage Condition

| Read Encrypted Content 5235

Decrypt Encrypted Content Using 5296
Title Key

S297

| Write Content and Usage Condition
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FIG. 22
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(Start Model Change ProcessingD
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Read Unique Information from Mobile Phone A
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| Delete Unique Information from Mobile Phone A
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FIG. 28
CStart Processing of Mobile Phone)
, _+S351
| Read Type Information
S$352
Type Info.? First Type
Second Type
_ 35353 5358
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Authentication
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NO

Authentication of Mobile
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Authentication
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Processing by Second
Encryption/Decryption Unit

End
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FIG. 29
Right Information Table _610
Usage Right
User ID Content ID infage
AQQO1 CO001 AF1425:---
BOOO2 C0002 CESD369:--
FIG. 30
Memory Card _400j
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First External Storage Unit
Encrypted Content
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Second External Storage Unit

Content ID |Usage Right Info.
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FIG. 33

Content Information Table
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620

Content ID Content Type of Unique Information
C0001 | Music Information | Medium Unique
C0002 | Music Information | Device Unique
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FIG. 35
Content Distribution
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FIG. 36
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