SYSTEM AND METHOD FOR SENDI NG SECURE MESSAGES BACKGROUND Technical Field
5The present invention relates generally to the field of conmunications,
and in particular to a systemand net hod for sending secure nessages.
Description of the Related Art Messages sent over communi cations
networks are typically encoded in order to provide one or nore

crypt ographi c services such as authentication, encryption and non- 10
repudi ati on. A nessage sender may digitally sign a nessage prior to

transm ssion to WY i hent | sender to
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usi ng inf%?ﬁ%¥¥8ﬁgg§5#§§¥§%§¥£on1the certificates. As an exanple, the

messagi ng application may use public key information extracted fromthe
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order to retrieve the certificates, and then réturn to the nessagin
appl i cat i @so emcrpptdbe miessage in order to prevent unauthorized viewing of the message by a

party other than the recipient. In known systems, certificates are issued to users in order
15  to support such cryptographic services. The certificates comprise information that may be

used in algorithms that provide cryptographic services. For instance, the certificate may

comprise information such as a public key for a user and a validity period for the

certificate,

When the sender sends the message to one or more recipients, a messaging
20  application, such as Microsoft Outlook™ or Lotus Notes™, retrieves the certificates for
the recipients, and encodes the message to each recipient using information extracted
from the certificates. As an example, the messaging application may use public key

information extracted from the certificate in order to encrypt the message to the recipient.

Certificates may be stored in a Key Store that applications access in order to
25  retrieve the certificates. If the certificate is not available in the Key Store, the sender may
not be able to send the message until the certificate is made available. In order to do this,
the sender has to retrieve the required certificates prior to sending the message. Ifthe
message has already been composed, the sender has to invoke a secondary application in
order to retrieve the certificates, and then return to the messaging application in order to

30  send the message.



30 send the nessage. The certificates may al so becone invalid over tine.
For instance, they may be revoked if certain information, such as the
private key associated with the certificate, becones conprom sed. They nay
also sinmply expire. If the nessage is encoded with an invalid certificate,
reci pients may not be able to authenticate the sender or be able to 5
decrypt the nessage if it was signed or encrypted with a private key that
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are queried 1n order Yo retrievVe the validity status of each certificate.
The nmessagéhias ivatidgetlié bey.each nessage reci pi ent using information present

in an associ ated 15certificate, and then sent to the nessage recipients.
As a furt here is provided a nethod for sending an
el ect roni@gm&gbﬁoﬂ%%w&d reci pi ent using a sender system the
sender systemjncludi ng a nmessaging appl.icati an and the sender system bei ng
operative t o altEes e e i s T ERR. SRecli g 1| cat o
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messagi ng application accessing the key store to determne if a security
10 1initiation of a message sending sequence, one or more certificates for each message
recipient are retrieved from a key store, or if unavailable in the key store, from one or
more certificate services. If the certificates require validation, one or more certificate
~ status providers are queried in order to retrieve the validity status of each certificate. The

message is encoded for each message recipient using information present in an associated

15 certificate, and then sent to the message recipients.

As a further example of a method there is provided a method for sending an
electronic message to an identified recipient using a sender system, the sender system
including a messaging application and the sender system being operative to access a key
store for the storage of security certificates associated with recipients, the method

20 including the steps of:

the messaging application accessing the key store to determine if a security

certificate associated with the identified recipient is present,

on condition that a certificate associated with the identified recipient is present

in the key store, the message application retrieving the security certificate, the
25 messaging application determining whether validation of the retrieved

certificate is required and, on condition that the validation is required, the

messaging application invoking a certificate validation process,

on condition that there is no security certificate associated with the identified
recipient present in the accessed key store, the messaging application

30 accessing one or more certificate services for retrieving a security certificate



certificate associated with the identified recipient is present, on
condition that a certificate associated with the identified recipient is
present in the key store, the nessage application retrieving the security
certificate, the 25nessagi ng application determ ning whet her validation of
the retrieved certificate is required and, on condition that the validation
is required, the nessag'nqhapplication,invoking a certificate validation
process, on condiaﬁqswtﬁfa{ thsadentiiied yscigicat, the Messaging applipation detedniaed with

the identified reggidiEhliPhRsdtnd RitdVed BGRBIHES I‘égbﬁ:éé MLon LOGGHESIO NI

appl i cation 30accessing one or nore certificate services for retrieving a
security certifi dbt ealidationis rag@cedpiicmedsagingl epyilichii@dinvekinp iaeettificatee
nmessagi ng applicatj.qon. determ ni ng whet her validation of the retrieved
certificate is ré@h&#@@lgﬂﬁ?&on condition that the validation is required,
t he nessaging application invoking a certificate validation process, 5on

condi tg on that thg doRliioR Vel tselelridvied Bb@ifikste YRYAIR, HeResiBS 8@ G piation ,
application encoding the electronic nessage using information contained in

the retrieved cerenrediagihe elestrgniciiaessegsssingigfamatipe aontained bribie perieved
encoded nessage Hpﬂﬁﬂp&ngptified reci pient. 10As a further exanple of a
nmet hod there is pPo 8&0*Y' met hod for sending an electronic nessage to an
identified recipient using a sender system the sender systemincluding a
messagi ng appl i cah¢ messapeigtapplicgiod sendiys trrenbelsdgn@pgicab itweidemifagicess a key
store for the storage of security certificates associated with recipients,

t he met hod i ncl udffiBieihe steps of: 15the messagi ng application accessing
the key store to determine if a security

10 As a further example of a method there is provided a method for sending an
electronic message to an identified recipient using a sender system, the sender system
including a messaging application and the sender system being operative to access a key
store for the storage of security certificates associated with recipients, the method

including the steps of:

15 the messaging application accessing the key store to determine if a security

certificate associated with the identified recipient is present,

on condition that the security certificate associated with the identified
recipient is present, refrieving the security certificate associated with the

identified recipient to obtain a retrieved certificate, or

20 on condition that the security certificate associated with the identified
recipient is not present, accessing one or more certificate services to

obtain the retrieved certificate,

determining whether validation of the retrieved certificate is required and, on
condition that validation is required, the messaging application invoking a

25 certificate validation process to obtain a valid retrieved certificate,

on condition that the retrieved certificate is valid, the messaging application
encoding the electronic message using information contained in the retrieved

certificate,



certificate associated with the identified recipient is present, on
condition that the security certificate associated with the identified
recipient is present, retrieving the security certificate associated with
the identified recipient to obtain a retrieved certificate, or 200n
condition that the security certificate associated with the identified
reci pient is not present, accessing one or nore certificate services to
obtain the rettht sweshgograpplitaimnsending dremnepdry mpssagrcte thaideptfiediecipicnt.ne
retrieved certificate is required and, on condition that validation is
required, the ssagi ng. appl.i i i I i Ldation
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provi 3edrt e ove mnethod fur e steps, on condition that
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certificate services.
As a further example of a method there is provided the above method further

including the initial steps of:
a user composing the electronic message using the messaging application,

the messaging application accepting a request from the user to send the

15 electronic message to the identified recipient; and

the messaging application determining that the electronic message is to be sent

securely to the identified recipient.

As a further example of a system there is provided a system for sending an

electronic message to an identified recipient, the system including:

20 a key store accessible to determine if a security certificate associated with the

identified recipient is present in the key store,

messaging application program code operative, on condition that a certificate
associated with the identified recipient is present in the key store, to retrieve
the security certificate, to determine whether validation of the retrieved

25 certificate is required and, on condition that the validation is required, to

invoke a certificate validation process,



As a further exanple of a nethod there is provided the above nethod further
including the initial steps of: a user conposing the el ectronic nessage

usi ng the nmessagi ng application, t he nessagi ng application
accepting a request fromthe user to send the 15el ectronic nessage to the
identified recipient; and the nessagi ng application determ ning that the

el ectronic nessage is to be sent securely to the identjfied recipient.
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is required and, on condition that the validation 1s required, to invoke a
certificate vali dztilonvahidaiess, requindstgnnokeagpriicat¢ validation paeesode
operative, on condition that there is no security certificate associ ated

with the identified recipient.present in the key store,.t ess.one or
more certificat e.n%eéf’%l%&pﬁlc‘}?“ g ﬁ(ﬁi_ea?pgg&y ’i%coélgpltgﬁ%%iﬁ%milesvgﬁi at ed
with the identificgdifc8@isit® ik vati® 16 @h&sdditheclehiedfiemeiagé iidlag informedtiohhe
retrieved certificate is required and operative, on condition that the

val i dation is reganiaingd in theirairigked eertiBeate.fandat e val i dati on process,
10 messaging application program code operative to send the encoded message to

the identified recipient.

As a further example of a system there is provided the above system in which the
system further includes messaging application program code operative, on condition that
the retrieved certificate is invalid, to access one or more certificate services for obtaining

15  a further certificate associated with the identified recipient to replace the retrieved

certificate.

As a further example of a system there is provided the above system, the

messaging application program code further including;:
code operative for a user to compose the electronic message,

20 code operative to accept a request from the user to send the electronic message

to the identified recipient; and

code operative to determine that the electronic message is to be sent securely

to the identified recipient.

As a further example of a system there is provided a system for sending an electronic

25 message to an identified recipient, the system comprising:

a key store accessible to determine if a security certificate associated with the

identified recipient is present in the key store,



messagi ng application program code operative, on condition that the
retrieved certificate status is valid, to encode the el ectronic nessage
using information contained in the retrieved certificate, and 10nessagi ng
application program code operative to send the encoded nessage to the

I dentified recipient. As a further exanple of a systemthere is
provi ded the above systemin which the system further includes nessagi ng
appl i cati on progssagng epjgicafien atogvan code enremaiiviei emcendation thet the seduaiied

certificate is invalid, to acc ope.or . nore certificate services for
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to determ ne tdmnkinttheregicel comificatgessage is to be sent securely to the
identified recipient. As a further exanple of a systemthere is

provi ded a system for sending an el ectronic 25message to.an identified
reci pi ent, themesaLIBEABRIIFHPR CORF ORSTatlys t%fiﬁtre@n%?@d’é’fg}eﬁl"%h‘faﬁwﬁ@? a“rem ne if a
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the key store,
invoke a certificate validation process to obtain a valid retrieved certificate,

10 messaging application program code operative, on condition that the retrieved
certificate is valid, to encode the electronic message using information contained

in the retrieved certificate, and

messaging application program code operative to send the encoded message to the

identified recipient.

15 In accordance with the teachings provided herein there is provided a computing
device program product for obtaining valid certificates for an electronic message being
sent to an identified recipient, the program product comprising messaging application
program code embodied on computing device program product media, the messaging

application program code comprising:

20 code operative to determine if a security certificate associated with the

identified recipient is present in a key store,

code operative, on condition that the security certificate associated with the
identified recipient is present, to retrieve the security certificate associated
with the identified recipient to obtain a retrieved certificate, or on condition
25 that the security certificate associated with the identified recipient is not
present, to access one or more certificate services to obtain the retrieved

certificate,



messagi ng application program code operative, on condition that the
security certificate associated with the identified recipient is present,
to retrieve the security certificate associated with the identified
recipient to obtain a retrieved certificate, or on condition that the
security certificate associated with the 5identified recipient is not
present, to access one or nore certificate services to obtain the retrieved
certificate, nessedsoppratpslt datermimedrtthes yahidations! the waievedrertfiopteisher
validation of the retri e‘¥ed certi fiﬁ
an b}
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ation process to
obtain a valid rehhdfivagréREd.i ficate, 10messagi ng application program code
operative, on condition that the retrieved certificate is valid, to encode
the el ectroni c nessage usi ngﬁi nformation contained in the retrieved

certificate, alccrrrdansgitigh Bsisactings orevptasdicasin deraeisapeyided  eomputiiend t he
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product fseht @hindidentitipd\vedipigni did prbgaat mediaindudief exssagirigrappisgmge bei ng
sent to an identified recipient, the program product conprising messagi ng
appl i cat iﬂﬁ@@%@%ﬁﬁ%&@d&mm@&nsﬁeﬁsﬁ&ﬂ%gp 8 P&b?&ﬁs ct

medi a, t e DG afPRIdk GRlh AR Pr 0gr am code conprising: 20code operative
to determhﬁ)rli)e ?t?(ﬁ%rs%curl ty certi%i cate associated with the identified

recipient is present in a key store, code operative, on condition that the
security certifi cadeopsgoe taderminehif a besuritieerriifivatelagsecipigilavith the present ,

tor tOri eve the sﬁ?c%lriaxé certi.ficat .asgocita},eed with the identified
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certificate, L ) . . i
recipient is present in the key store, to retrieve the security certificate, to
determine whether validation of the retrieved certificate is required and, on
condition that the validation is required, to invoke a certificate validation

15 process,

code operative, on condition that there is no security certificate associated with

the identified recipient present in the key store, to access one or more

certificate services for retrieving a security certificate associated with the

identified recipient, to determine whether validation of the retrieved certificate
20 is required and operative, on condition that the validation is required, to

invoke a certificate validation process.

In accordance with the teachings provided herein there is provided a handheld
wireless device including a memory for storing a key store and including a messaging
application for sending an electronic message from the wireless handheld device to an

25  identified recipient, the messaging application including

code operative to determine if a security certificate associated with the

identified recipient is present in the key store,

code operative, on condition that a certificate associated with the identified

recipient is present in the key store, to retrieve the security certificate, to



code operative to determ ne whether validation of the retrieved certificate
is required and, on condition that validation is required, to invoke a
certificate validation process. In accordance with the teachings provided
herein there is provided a conputing 5 device program product for obtaining
valid certificates for an el ectronic nessage being sent to an identified
reci pient, the program product including nessaging application program code
enbodi ed on conpdétengind exhicther palodptiamop tedatticverbeliraficate s mewssigndgon

application program.code jncluding: . . . code.operat.i.ve to
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recipient is prepfRitkssin a key store, code operative, on condition that a
certificate associated with the identified recipient is present in the key

store, to retrieve the security certificate, to determ.,pne whether
val i dation of theodenerativedon eqnditionciheithers iy nesecuBly eardticaspasapiaiet Yol t hat
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code Operative, on condition ere 1's ho seécurity certificate
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condition that t nis required, to invoke a certificate
val i dati on proces$sioke a certifichte vabdatiaheproesswi t h t he t eachi ngs provi ded herein
there is provided a handheld wirel ess device including a nenory for storing
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certificate associated with the identified recipient is present in the key
st or e, certificate, and

code operative to send the encoded message to the identified recipient.

In accordance with the teachings provided herein there is provided a handheld
15 wireless device including a memory for storing a key store and including a
messaging application for sending an electronic message from the wireless

handheld device to an identified recipient, the messaging application including

code operative to determine if a security certificate associated with the identified

recipient is present in the key store,

20 code operative, on condition that the security certificate associated with the
identified recipient is present, to retrieve the security certificate associated with
the identified recipient to obtain a retrieved certificate, or on condition that the
security certificate associated with the identified recipient is not present, to access

one or more certificate services to obtain the retrieved certificate,

25 code operative to determine whether validation of the retrieved certificate is
required and, on condition that validation is required, to invoke a certificate

validation process to obtain a valid retrieved certificate,



code operative, on condition that a certificate associated with the
identified recipient is present in the key store, to retrieve the security
certificate, to determ ne whether validation of the retrieved certificate
is required and, on condition that the validation is required, to invoke a
certificate validation process, code operative, on condition that there is
no security certificate associated wth 5the identified recipient present
in the key st oeae aperativeasscondiionrthatdheretievied certidicatedevalids tserfoode et ri evi ng
a security certificate associ.ated. with the identi.fied. recipi.ent, t

et or i ne whet HSFHST TESRROREDE U REh e (oBipbtra gl e PP PbBRE ifleq and
operative, on condition that the validation is required, to invoke a

certificate vabidéalpenifiveiPspdshe diRoaebmepagatd te ideptifie@rdigiean that the
retrieved certificate status is valid, to encode the el ectronic nessage

using information contained in the retrieved certificate, and code
operative to s8adill ke apprepiated. the drvegloR i (taﬁéolﬁeéﬂt@lmf@oélffé@nbi ent. In
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a nessagi withaygplepading donf the spei df tig iavergioac trcomidmghe sShadrawingsrantihe wi r el ess

handhel d devi.ce to an identified. recipient, the nessagi ng appligcation
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with the jdemtdhh@dorahipignNt is present in the key store, 20code
operative, on condition that the security certificate associated with the

identified recipient is present, to retrieve the security certificate

associ at eDERNATREDHREFABHTIONGF EEE pIReWINGSobt ain a retrieved certificate,

or on condition that the security certificate associated with the

i dentif i ed recFHi.dnis ah sverviewpobarsramploceuwessaitesystenmarehick atifdesat e

Services Eoomr%%l‘aclextri]or} e%icléer}latylf e’ gs%d.c (Hr;[el si(hﬁ:%tir? the art will appreciate that there may
be hundreds of different topologies, but the system shown in FIG. 1 helps demonstrate the
operation of the encoded message processing systems and methods described in the
present application. There may also be many message senders and recipients. The simple

15  system shown in FIG. 1 is for illustrative purposes only, and shows perhaps the most

prevalent Internet e-mail environment where security is not generally used.

FIG. 1 shows an e-mail sender 10, the Internet 20, a message server system 40, a
wireless gateway 83, wireless infrastructure 90, a wireless network 105 and a mobile

commurication device 100.

20 An e-mail sender system 10 may, for example, be connected to an ISP (Intemet
Service Provider) on which a user of the system 10 has an account, located within a
company, possibly connected to a local area network (LAN), and connected to the
Internet 20, or connected to the Internet 20 through a large ASP (application service
provider) such as America Online (AOL). Those skilled in the art will appreciate that the

25  systems shown in FIG. I may instead be connected to a wide area network (WAN) other
than the Internet, although e-mail transfers are commonly accomplished through Internet-

connected arrangements as shown in FIG. 1.

The message server 40 may be implemented, for example, on a network computer

within the firewall of a corporation, a computer within an ISP or ASP system or the like,



25code operative to determ ne whether validation of the retrieved
certificate is required and, on condition that validation is required, to
i nvoke a certificate validation process to obtain a valid retrieved
certificate, code operative, on condition that the retrieved certificate
Is valid, to encode the electronic nessage using information contained in
the retrieved certificate, and code operative to send the encoded nessage
to the i dextdctd asdhe swimintenfacforwihnhil bxchapge ewirsheliferndtid@0i iithoulonthics
capabl e of ot her asgd di f.feiregt 5enbodi nents, and iti sev r.ge! details are
capabl e JPCTBERESYIETS AU ROLIFAPEE 8 HgRESFYer SR Rdue el S 199  r om
the spiridon@outddsiot RGN pﬁ%?f@bﬂ‘tﬁbge-rﬁaﬁﬁwﬂfﬁdﬁrﬁg§ beAskodR&E M hon of
t he preferreguenbodl ments set forth below are to be regarded as

i |1 ust r atdogeuntrpnramessagasedvato Perheps thiedwioveost DETMON BBSEIRSCRIVRE aDN OF THE

CRA 55 SR8 G BB A RO 8PS oSSR AR LT

whi ch “a nay e e's in the art

wi || appremij@iction hath Tafegiee mulrobRrs Madbatsandidetlvdriedie Mthdso patagidege but the
system shown in FIG 1 hel ps denonstrate the operation of the encoded

nessage prBRRESNKGrayasbown dhblGrd: AbEsy dedet fliseddlyinkest hwolgindhe secure
applicati Y, I Pl ent he
o hpl o 1685sspdcFloRofi, b oI ERAERE S A & B F BIRLEN Guand
shows perthapad jine el sending and receiving; they also include dynamic database storage

10  engines that have predefined database formats for data like calendars, to-do lists, task

lists, e-mail and documentation.

The wireless gateway 85 and infrastructure 90 provide a link between the Internet
20 and wireless network 105. The wireless infrastructure 90 determines the most likely
network for locating a given user and tracks the user as they roam between countries or
15 networks. A message is then delivered to the mobile device 100 via wireless
transmission, typically at a radio frequency (RF), from a base station in the wireless
network 105 to the mobile device 100. The particular network 105 may be virtually any
wireless network over which messages may be exchanged with a mobile communication

device.

20 As shown in FIG. 1, a composed e-mail message 15 is sent by the e-mail sender
10, located somewhere on the Internet 20. This message 15 is normally fully in the clear
and uses traditional Simple Mail Transfer Protocol (SMTP), RFC822 headers and
Multipurpose Internet Mail Extension (MIME) body parts to define the format of the mail
message. These techniques are all well known to those skilled in the art. The message 15

25  arrives at the message server 40 over a traditional Internet connection 25 and is normally
stored in a message store. Most known messaging systems support a so-called “pull”
message access scheme, wherein the mobile device 100 must request that stored messages
be forwarded by the message server to the mobile device 100. Some systems provide for
automatic routing of such messages which are addressed using a specific e-mail address

30  associated with the mobile device 100. In a preferred embodiment described in further
detail below, messages addressed to a message server account associated with a host

system such as a home computer or office computer which belongs to the user of a mobile

10



preval ent Internet e-mail environment where security is not generally used.
FIG 1 shows an e-nail sender 10, the Internet 20, a nessage server system
40, a wireless gateway 85, wireless infrastructure 90, a wireless network
105 and a nobile comuni cation device 100. 20An e-nmail sender system 10
may, for exanple, be connected to an ISP (Internet Service Provider) on

whi ch a user, of the system 10 has an account, lqcated within a conpany

possi bl y é%‘ﬂ%l:q(bﬁetr‘%ﬁllﬁcﬁeécﬁ&m fheanessagansiver ¢ Apghe moliledsiise d0R as theyare

I nternet 20,05 connected to the Internet 20 through a |arge ASP
(application service provider) such as Anerica Online (AQL). Those skilled
in the art wll appreciate that the 25 systens shown in FIG 1 nmay instead
be connect ed tﬁegarﬂedeoﬁheapemﬂﬁwmc&la@mm\bomwhrg mbﬁrrvmh?éng afmbmgcs tal t hough

e- mai | accq Ilshe t hr ough nte nnected
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i mpl erent glredf Ok s@ A HeBvirdBsaltSlaYHsK THRRHIESS 1%&3%&&6}% fnb{?ﬁ@@é of a

cor poration, a conputer withim an 'SP or ASP systemor the and acts
as the maparics of epringeiéortsdp varehesh nctavork 4% e Theserconimstipmt @uibbe Blegraed hough

mobi | o aooraiset SO R AR PP FrBERI g7 AT oRBeTont b Se i B ot 1 “wi 11

nor mal | y pet@®s asddahedghbt theltaad 0 Watused hérell 85880 SRIr¥REs ndtRb6aps the two
nost conmon massage servers_are 5 Mcrosoft ExchangeTM and Lotus Dom noTM

These pr otdsd & @cbnd@élﬁe@:éé&r@ﬁ tRsA jof Aok, fiash being €hrlate-eraitic wirglesy s
t hat iid)m ﬁet%ﬂ(sd?(} v\éf\cre— 1}&9&%6%/\9%% gﬁ@tﬁtd%glﬁeg@é)f?&'&gﬁcs%zﬁ cggt shown in

FI G as the not ect secur e messda
processi ng;p;bestdaroﬂbeaicé)aid)&nta MeBmageats@sever ﬂu@bm&@hﬁﬁéalbﬁseds@atidﬁpl cally

ext end beyo st e- sendi.ng and receiving; al so_include dynam c
dat abase éf’%‘g}ﬂfg dyplmg %%twﬂgﬁmﬂa% byt gigaof H@dlteéé‘? éﬁb@@qwfsmp lgat a

like cal eadadss (CHMA hdSHS; (2) ARNGIUPL Spe&alMbbil e dnd OFsHIE 8L ALk 36y
Mobile Communications (GSM) and the General Packet Radio Service (GPRS) networks,
15  and (3) future third-generation (3G) networks like Enhanced Data-rates for Global
Evolution (EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some
older examples of data-centric network include the Mobitex” ™ Radie Network and the
DataTAC™ Radio Network. Examples of older voice-centric data networks include

Personal Communication Systems (PCS) networks like GSM, and TDMA systems.

20 FIG. 2 is a block diagram of a further example communication system including
multiple networks and multiple mobile communication devices. The system of FIG. 2 is
substantially similar to the FIG. 1 system, but includes a host system 30, a redirection
program 45, a mobile device cradle 65, a wireless virtual private network (VPN) router
75, an additional wireless network 110 and multiple mobile communication devices 100.

25  As described above in conjunction with FIG. 1, FIG. 2 represents an overview of a
sample network topology. Although the encoded message processing systems and
methods described herein may be applied to networks having many different topologies,
the network of FIG. 2 is useful in understanding an automatic e-mail redirection system

mentioned briefly above,

30 The central host system 30 will typically be a corporate office or other LAN, but

may instead be a home office computer or some other private system where mail
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The wirel ess gateway 85 and infrastructure 90 provide a |ink between the
Internet 20 and wireless network 105. The wireless infrastructure 90
determ nes the nost likely network for locating a given user and tracks the
user as they roam between countries or 15 networks. A message is then
delivered to the nobile device 100 via wireless transm ssion, typically at
a radio frequency (RF), froma base station in the wreless network 105 to
t he nobi | mestagdsare ho0g exthanged: t Withinathe hestwpstem BO5s theymdssagei servgatdy any

wirel ess network over which SS xchanged with a bi l e
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to the user of a nobil'e device 100 are redirected fromthe nmessage server
40 to t heheodiitectiatesdfivenrd 88 may belfeyndunghe egminpely, assigned UpdefhBtdies Patenf t he

specific ] S G ol | I, .he., Lorwar di f ssages the nobil e
devi ce 10%’2@%24 &rg]besggii) itgn‘% g%“bﬂ@%l S¥yevanéa?‘i[]%‘r?§f°éltr¥§ﬁﬁg&“}ge’1["g PRd version
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90 includes a series of connections to wirel ess network 105. These
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20 As shown in FIG. 2, there may be many alternative paths for getting information
to the mobile device 100. One method for loading information onto the mobile device
100 is through a port designated 50, using a device cradle 65. This method tends to be
useful for bulk information updates often performed at initialization of a mobile device
100 with the host system 30 or a computer 35 within the system 30. The other main

25  method for data exchange is over-the-air using wireless networks to deliver the
information. As shown in FIG. 2, this may be accomplished through a wireless VPN
router 75 or through a traditional Internet connection 95 to a wireless gateway 85 and a
wireless infrastructure 90, as described above. The concept of a wireless VPN router 75
is new in the wireless industry and implies that a VPN connection could be established

30  directly through a specific wireless network 110 to a mobile device 100. The possibility
of using a wireless VPN router 75 has only recently been available and could be used
when the new Internet Protocol (IP) Version 6 (IPV6) armives into [P-based wireless

networks. This new protocol will provide enough 1P addresses to dedicate an [P address
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Access (CDMA) networks, (2) the G oupe Special Mbile or the dobal System
for Mobile Comuni cations (GSM and the CGeneral Packet Radi o Service (GPRS)
networks, 15 and (3) future third-generation (3G netwrks |ike Enhanced
Dat a-rates for G obal Evolution (EDGE) and Universal Mbbile

Tel ecommuni cati ons Systens (UMIS). Sone ol der exanpl es of data-centric
network include the MbitexTM Radi o Network and the DataTACTm Radi o
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t opol ogi es, the netwr.k of FEI| i f ! rstandi ng an automatic
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system 30 will typically be a corporate office or other LAN, but may
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serv el% 40eaving Herfgmath sewiee 10 8ripise et th&/ini‘q??*’rgelsﬁ‘é’e%lﬁ'ﬁ 13Ire{life°f%j°yﬁ§§t system
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conmmruni cation device, 10Q. Al though the redirect.ign_progr 45 i s shown to
resi de on?“tdtf'é‘c’é)@ﬂ@n Pr]&?ﬁ C?:&Ef’ﬂg’e ﬂB@é@g@%‘%‘?%Pﬁiﬁ&P _ %r;slg%lf; way,
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to coSopes desktogrorkstatiomentchtas 35wisn theelingwahi Adl Besspemexaangehbetycabbi | e

devices 100. ln this in | at Lon, Jt.he 41 i I kes 10
confi dent&glredéﬁaa%?@%% ?%3% #héélm%%{r%pdg&gctgé olﬁﬁ)%%f?%gﬂ{%% tﬁg}n %gsa?geci fic user
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A nore detailed gescri ption of the redirection sqffware 45 be Lound in
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20 field to reflect the mobile user’s desktop address. Using the user’s e-mail address from
the mobile device 100 allows the received message to appear as though the message

originated from the user’s desktop system 35 rather than the mobile device 100.

With reference back to the port 50 and cradle 65 connectivity to the mobile device
100, this connection path offers many advantages for enabling one-time data exchange of
25 largeitems. For those skilled in the art of personal digital assistants (PDAs}) and
synchronization, the most common data exchanged over this link is Personal Information
Management (PIM) data 55. When exchanged for the first time this data tends to be large
in quantity, bulky in nature and requires a large bandwidth to get loaded onto the mobile
device 100 where it can be used on the road. This serial link may also be used for other
30  purposes, including setting up a private security key 111 such as an S/MIME or PGP
specific private key, the Certificate (Cert) of the user and their Certificate Revocation
Lists (CRLs) 60. The private key is preferably exchanged so that the desktop 35 and
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15El ectroni ¢ Address”, and issued to the assignee of the instant
application on April 17, 2001, which is hereby incorporated into the
present application by reference. This push technique my use a wreless
friendly encoding, conpression and encryption technique to deliver all
information to a nobile device, thus effectively extending the security
firewall to include each nobile device 100 associated with the host system
30. 20As mbbiteddviceRI0E.sh2re anh@esonaity kad maanetiot domacessmgralt ihsil f The ettt i ng
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syst em 30methods.conmputer 35 within the system 30. The other nmin 25 nethod
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or User DRERHNAN FleQlseCRbuldvhdn) have t6 eHuaRE hitBsae ufledcudlorbiiémpe®sages
directly to the nobile device 100. If a wireless VPN 75 is not avail abl e

t hen 1§ | i rekieys thoreghised Gerts préar to Geiding the massagee dhithe - ce's arreavailable sptigani sm
avai | abl e, angd. has, been. descri v I t I Ledl tjan system
o F G SOl O BE e RRr b ERe R acdndE M AT § R GRRES BT T
arrives afzeh MendiEasQ@LhS escysientd O Hnves iF @@dior etdre df e CdiB are invalid, the

recipients may not be able to decrypt the message and consequently authenticate the

sender’s identity contained in the encrypted message, since the message was encoded

20  using an invalid Cert.

FIG. 4 illustrates a preferred embodiment of a system and method for sending
secure messages. The user composes a message to send to one or more recipients using a
messaging application. The user then selects a Send option provided by the messaging
application in order to initiate a message sending sequence. Various messaging
25  applications provide the Send option in various ways, such as through an option available

on a command menu provided by the messaging application.

If the user indicates that the message is to be sent securely, the messaging
application then proceeds to retrieve Certs associated with each of the recipients. There
are many ways in which the user may indicate that the message is to be sent securely.

30  The user may specify during message composition that the message is to be securely sent.

Alternatively, the user may indicate that messages sent from the messaging application
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redirection program45 to the nobile device 100. As this redirection takes
pl ace the nessage 15 is re-envel oped, as indicated at 80, and a possibly
proprietary conpression and encryption algorithmcan then be applied to the
original message 15. In this way, nessages being read on the nobil e device
100 are no less secure than if they were read on 15 a desktop workstation
such as 35 within the firewall. Al nessages exchanged between the

r edi r ect i shouldr ahgaprbedSniseduriche onolay [iedidde e Mo gp pddressad koycartian t hi s
message repackagi ng .t echni.que. ot her, goal, of. this out envel gpe is to
i o n RSt e B oS Ra st PR B PRRERRT | Pe
sender’ s AQCLABEwABER YRF mhy UM 8S$ sechRbPpdildydiahé ﬁi@bgﬁ{gn%s&@?g@aﬁoho reach
the appropriate destination, and also allows the "fro Ofield to reflect

t he nobi |'ehersky insssdgsseropp adwdyebs sents¢aueely-hSughssecurty ooligich aredypieslsy fr om t he

bi l e deyi R h i ved : h ih
Tessade. GRIGTRAFEETTPORTOHE drErs e e TranRefeted PO Mo e R o 1

devi ce 10;&,plicaﬁonmyyfe§id@_eference back to the port 50 and cradle 65
connectivity to the nobile device 100, this connection path offers many
advant ages for enabling one-tinme data exchange of 25l gr ge itens. For those

skilled in theThgteqpiredEetomay befepnddn adey Hpreie iy yuessaging
e i b t _ F o s P |
P or ot | SR e SR IRRTRR (A B KA MR op Ul KK fckeaihe ® Th e thi s

dat a t endgpplicativh pracegds toveqitantlid sequised Kyrts priovetd enevdangithe erpssages I | ar ge
bandwi dth to get ] oaded_ontg the nobil e device 100 where it cgn be used on
the ri®ad oHesiodeieys t ei(?ﬂ{‘tsrr&ﬁ mgSERSIRE ARRICANHLMmaY ANEEY 938 OhIIPERSEE . i ncl udi ng

Setling Upefiof thirGvide e lo/adtfkarddht (BHGELRS: Bem SN MexampRChonagy fi C

private key, the Certiticate (Cert) of the user and their rtificate
Revocat i obe 4 desfigna(eORIes )i seliree ppoviidest an & pgtwiosk forwliich Hisimessaginanged so t hat

he desktop 35 and nobile devjce 100 sh ¥ d hod
ForaccesSmHGRAT gl teos T CiifiCuiniereft Be2 RO BY I deBfftefly o s o

a link begayssel ket the e SEMhaPhd Fcdfed BY UAkirdbartfthatipiofidel alichi Gert equi r ed
by the device for SIMM, PGP and other public key security methods. 5FI G

370 | I1dst reeresesa Thedist ef Cert sevsicepthehthginessaginganplisation ¢aBASESstiaYRend a
secure ness t [ , Ll f . i ng: ge and
ddr casi T byBe yRn SRARFLD, ki Bl SIRAZBRPI A TBV BRG]
message byepathat asvgcisteSanth thptioon The divi efatkrbseracesansabe rpkedpl ordatdfon used
by the user. The user nmay indicate that the ssage, i s hohbe seaé securely,
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encoded using each one of them.

Once the required Certs are retrieved from the Cert Services, or if they were
already present in the Key Store, they may need to be checked for validity. The validity
25  of a Cert may change over time for a number of reasons, such as if the private key
associated with the Cert was compromised in some way, or if the Cert has simply expired.
If the message application determines that the Certs have not been validated for a period
of time, the Certs will have to be validated. For example, the security policy may require
that a Cert status be checked periodically, with the periodicity set by the security policy.
30  If the Cert hasn’t been validated within the specified period, the Cert is considered
“stale”, and the validity has to be determined prior to usage of the Cert. Typically, the
validity of a Cert may be checked through a CRL or through a Cert Status Provider that
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reci pients. The user would then have to send the nessage unsecured or
attenpt to 15retrieve the required Certs prior to sending the nessage. |f
the Certs are available in the Key Store, the nessage nay be encoded in
accordance with the user's preferences and then transmtted to the

reci pients. However, if one or nore of the Certs are invalid, the

reci pients may not be able to decrypt the nessage and consequently
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in which the u9aee thayequired Earts hevmbeonetriskedadevalidated, the MsssEEecur el y. 30
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nessagyng application may reside.

The systems and methods disclosed herein are presented only by way of example
and are not meant to limit the scope of the invention. Other variations of the systems and
15  methods described above will be apparent to those skilled in the art and as such are
considered to be within the scope of the invention. For example, it should be understood
that steps and the order of the steps in the processing described herein may be altered,

modified and/or augmented and still achieve the desired outcome.

As another example, the systems and methods disclosed herein may be used with
20  many different computers and devices, such as a wireless mobile communications device
shown in FIG. 5. With reference to FIG. 5, the mobile device 100 is a dual-mode mobile
device and includes a transceiver 311, a microprocessor 338, a display 322, non-volatile
memory 324, random access memory (RAM) 326, one or more auxiliary input/output
(I/O) devices 328, a serial port 330, a keyboard 332, a speaker 334, a microphone 336, a

25  short-range wireless communications sub-system 340, and other device sub-systems 342,

The transceiver 311 includes a receiver 312, a transmitter 314, antennas 316 and
318, one or more local oscillators 313, and a digital signal processor (DSP) 320. The
antennas 316 and 318 may be antenna elements of a multiple-element antenna, and are
preferably embedded antennas. However, the systems and methods described herein are
30 in no way restricted to a particular type of antenna, or even to wireless communication

devices.
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The required Certs may be found in a Key Store to which the nmessagi ng
application has access. If the Cert is not present in the Key Store, the
nmessagi ng application proceeds to retrieve the required Certs prior to
encodi ng the nessage. In 10 order to retrieve the Certs, the nmessaging
application may query one or nore Cert services that provide Certs to
applications that request them As an exanple, there may be a desi gnated
certificate seThemobiloddvitad 00ris profetbgratwioowsheahmuhieatimsdaidetgvagpl i cation

h Th tif t b t by the. IT d t
hes00] at SIS T dHRAQRBRTICIOn NGy GHASelsY SaPie I MBE A5 VER ALY pr ovi des
such Cer tm %;,5 é&ﬁfﬁhﬁﬁﬁte o-Uarea ]v% Rt ngctvog? (shel® E{)é;dytc(ﬁﬁhé g&?atloé &edlg%ﬁ %@ﬂ’t’ll

application can access nmy be confi gured user, ter natl vely,
t hough t hestwerksy dridymgpodlse yomnmmcdtedavbya tiste nefivatlep@he Mot audséaia netfweeaksm t h

the user. The |i rt _services be rank in order ref rence,
as sofe CHFOcRE |1%§£G§ %FQW%Q%%F‘P}‘(}%:ﬁQ e[g]F?FeY(ECG ‘?rfd ﬁ’ St ed
Cert is aﬁﬂﬁ’%b?E\%éﬁra@@c&ﬂﬁuﬁﬂccaﬁ&?n&@&ksﬁﬁfn\@ se atetlﬁﬁas@%%lré Sudiid BagY ed by the
messagi ng & tion, 20or alternatively, by an application that retrieves
Certs on statfuaisf nepivotkhentreBsagitagoreihpy imeathicsntegrateddniol agingle wireldss mat chi ng
Certs are retrr eved, then the nessage may be encoded usi ng each one of
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checked for valhdhirinéceiV@e3Mak ustidity cdmninicatdwith teetobaIO, @MErncmkie@ for a
nunber of reasons, such as if the private key assocjated wt he Cert was
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| t t { t d
ot i e, £40, S 3571 B8 o 5 B8 LR Nl p AR Bl AR RER a1, PP ©
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within t 4s thervoiss Aawor%rﬁ%me%rqns 0§eH 3 @ pHglecEeausrey, 87 Closglspired
validity & qlrﬂgnﬁ@st grdcgrosfcmarb%asq@ oy ﬁéli‘se@% ton [%Jﬁ/d%ﬁ%hﬂﬁ/thet he
valrdrtyo t eche ed through a CRC or through a Cert Status

Pr ovilder rtehat/er 3metndﬁlsesmg1sngttap‘$il4r ddtaraativeln ifatiffersat frd:quesoﬁem@a@iésed t he
t.he. Cert ser V:l

Cert Stat P d
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Cert. In this case, the nessa plication attenpts to retrieve the

Certs as thedeisernddetaasbyasks 319 I nl%@@maﬁ@an‘ﬁbrch irclpdes ppthwice gdedata he user is
present edn%r}n tlgn 1986&181%&0?@% 6%&0&1 tht (ta‘llaﬁéc%}{%r gi]fw%rlﬁrﬁc between the DSP

20 320 and the microprocessor 338.

The detailed design of the transceiver 311, such as frequency band, component
selection, power level, etc., will be dependent upon the communication network 319 in
which the mobile device 100 is intended to operate. For example, a2 mobile device 100
intended to operate in a North American market may include a transceiver 311 designed

25  to operate with any of a variety of voice communication networks, such as the Mobitex or
DataTAC mobile data communication networks, AMPS, TDMA, CDMA, PCS, etc.,
whereas a mobile device 100 intended for use in Europe may be configured to operate
with the GPRS data communication network and the GSM voice communication
network. Other types of data and voice networks, both separate and integrated, may also

30  be utilized with a mobile device 100.
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Once the required Certs have been retrieved and validated, the nmessagi ng
application then proceeds to encode the nessage using information in the
Certs, such as the recipient's public key. As will be understood, the
nmessagi ng application may invoke 10 an application that is configured to
performthe steps in the process described above. If no Cert can be

| ocated, or if all attenpts to validate any retrieved Certs fail, then the
user may be r efependthgtuponmdireuape yf nettverlvenetworks 3tftthe acoesd dequitanentufirng
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sub-syst ens 342. The transceiver 311 includes a receiver 312, a

transmtter 3l4qe /a8 d%ﬁn@r?%g%%@%tﬁcgﬂﬁ' 1@%&‘/5{% roQtes Davd hdegt Or s 313,

and a digital signal processor e antéennas 316 and 318 may be
ant enna edogrpeted, thé mabiteiievipd B0lemaynthet scad brdnaeivandmarmiqatien sigallsy enbedded

ant ennas.. ver, the s ne. and net hods. descr] herein a O in no
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comuni CafrkQia 38 i8S the communicalidf ndRRirk 819 @M ©8ted @0 tHeSredi 0drey18 bk Mich

t wo-way communi cation devi ce having voi ce and data conmuni cati on

capalisl i tpresidesrfoy signtlomplidinatip, fraguengrodiviecaiweistam, filering yhaomehsaléatiane over

a voi ce networ such_as.an f > .anal r diagktal eellular . n rks,
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are depi aheebceivelf kignabalystiicrecompliy airhomicitmeindids, slikaedigablce and data
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i nf r ast r danipdalation @rd decadipgdtodieerigrged HErBAEODA20.dn paHgilargpgnnet,or t hey

may be ing i : J i l%sag ¥ - r].lgd]ﬁl i 311 is
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transmission to the communication network 319 via the antenna 318.

In addition to processing the communication signals, the DSP 320 also provides
for transceiver control. For example, the gain levels applied to communication signals in
25  the receiver 312 and the transmitter 314 may be adaptively controlled through automatic
gain control algorithms implemented in the DSP 320. Other transceiver control
algorithms could also be implemented in the DSP 320 in order to provide more

sophisticated control of the transceiver 311.

The microprocessor 338 preferably manages and controls the overall operation of
30  the mobile device 100. Many types of microprocessors or microcontrollers could be used

here, or, alternatively, a single DSP 320 could be used to carry out the functions of the
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and 318, and al so provides control information to the receiver 312 and the
transmtter 314. If the voice and data conmuni cations occur at a single
frequency, or closely-spaced sets of frequencies, then a single |ocal
oscillator 313 may be used in conjunction with the 15receiver 312 and the
transmtter 314. Alternatively, if different frequencies are utilized for
voi ce conmuni cations versus data conmuni cations for exanple, then a
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such as '911' energency c
functions, whereas other subsystems may provide “resident” or on-device functions.

Notably, some subsystems, such as the keyboard 332 and the display 322 may be used for
both communication-related functions, such as entering a text message for transmission
20  over a data communication network, and device-resident functions such as a calculator or

task list or other PDA type functions.

Operating system software used by the microprocessor 338 is preferably stored in
a persistent store such as non-volatile memory 324. The non-volatile memory 324 may be
implemented, for example, as a Flash memory component, or as battery backed-up RAM.
25  In addition to the operating system, which controls low-level functions of the mobile
device 310, the non-volatile memory 324 includes a plurality of software modules 324A-
324N that can be executed by the microprocessor 338 (and/or the DSP 320), including a
voice communication module 324 A, a data communication module 324B, and a plurality
of other operational modules 324N for carrying out a plurality of other functions. These
30  modules are executed by the microprocessor 338 and provide a high-level interface
between a user and the mobile device 100. This interface typically includes a graphical

component provided through the display 322, and an input/output component provided
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After any required network registration or activation procedures have been
conpl eted, the nobile device 100 may the send and recei ve comruni cati on
signals, including both voice and data signals, over the networks 319.
Signals received by the antenna 316 fromthe comunication network 319 are
routed to the receiver 312, which 15provides for signal anplification
frequency down conversion, filtering, channel selection, etc., and may al so
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control | ed t hr dugreapkaonennlicatan moddaB2dN thatgen balesdadrpte themmekile n t he DSP
320. Oh I d h
e&exﬂéegfehrﬁo a‘ég{soﬁaﬂgﬁfo%at%@&éﬁéémlg@zﬂgﬁg%@ (H?S’O ppjEnted in the

DSP 320 i n oOr rovide nore so he transcei ver

311. funcnJﬂaﬁtﬂlsﬁﬂo@rmawveﬁﬁsapyoﬁtﬂrcﬁtsJ ayndnmﬁs em@b xﬁOcﬂlilé ab4Nt he
overall operation of 30 the nobile device 10 %
mi cr okt ocBa¥ alse Igeragt with thsntoies qospmupsaiion Ieedldg agd é?remal@rgmganhogﬁ fells vel vy,

a single Qﬁg gﬁ%g%cé?é”a%dtﬁ? ﬁﬁgm&é}a&%{rlﬁy thgldtat éaﬁlrﬂﬁ{ﬁgattfoﬂr?ﬁo e fol?e

m cr opr ocessor conmuni cati on functlons including at |east
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m cr opr ocessor 338 exanpl e, the voice communication nodul e 324A may

provi de a high-level user interface égerable to transmt and receive voice
cal | sldet wveen Thenemiwlpdledesmery 32dprefpembly @ismmmdey adtle wsm to/fcidigater
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items are preferably seamlessly integrated, synchronized and updated, via the wireless
20 networks 319, with a corresponding set of data items stored or associated with a host
computer system, thereby creating a mirrored system for data items associated with a

particular user.

Context objects representing at least partially decoded data items, as well as fully
decoded data items, are preferably stored on the mobile device 100 in a volatile and non-
25  persistent store such as the RAM 326. Such information may instead be stored in the
non-volatile memory 324, for example, when storage intervals are relatively short, such
that the information is removed from memory soon after if is stored. However, storage of
this information in the RAM 326 or another volatile and non-persistent store is preferred,
in order to ensure that the information is erased from memory when the mobile device

30 100 loses power. This prevents an unauthorized party from obtaining any stored decoded

20



m croprocessor 338 also interacts with other device subsystens, such as the
di splay 322, the RAM 326, the auxiliary input/output (I10) subsystens 328,
the serial port 330, the keyboard 332, the speaker 334, the m crophone 336,
t he short-range comuni cati ons 15 subsystem 340 and any ot her device
subsystens generally designated as 342. Sone of the subsystens shown in
FIG 5 perform comuni cation-rel ated functions, whereas ot her subsystens
MRy provi@gartiAlyiddesded infornatstely fendvinicd inenry M ditviny thesnobilesdebory 10)Ts,
such as the keyboard 332 and the display 322 nay be used for both
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15 330, through the short-range communications subsystem 340, or through any other

suitable subsystem 342, and installed by a user in the non-volatile memory 324 or RAM
326. Such flexibility in application installation increases the functionality of the mobile
device 100 and may provide enhanced on-device functions, communication-related
functions, or both, For example, secure communication applications may enable

20 electronic commerce functions and other such financial transactions to be performed

using the mobile device 100.

When the mobile device 100 is operating in a data communication mode, a
received signal, such as a text message or a web page download, 1s processed by the
transceiver module 311 and provided to the microprocessor 338, which preferably further

25  processes the received signal in multiple stages as described above, for eventual output to
the display 322, or, alternatively, to an auxiliary I/O device 328. A user of mobile device
100 may also compose data items, such as e-mail messages, using the keyboard 332,
which is preferably a complete alphanumeric keyboard laid out in the QWERTY style,
although other styles of complete alphanumeric keyboards such as the known DVORAK

30  style may also be used. User input to the mobile device 100 is further enhanced with a

plurality of auxiliary I/O devices 328, which may include a thumbwheel input device, a
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An exenpl ary application nodul e 324N that nmay be | oaded onto the nobile
device 100 is a personal information manager (PIM application providing
PDA functionality, such as cal endar events, appointnents, and task itens.
This nmodul e 324N 10 may al so interact with the voice conmuni cation nodul e
324A for managi ng phone calls, voice mails, etc., and nmay al so interact
with the data comruni cation nodule for managi ng e-mail conmuni cati ons and

ot her datgudlpadsdwafetPeSswithbs nadliey tipnt s@itth, efc. tThe dompobddodead itenys of t he
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dat a communi caWihen thndobiksdRAA0032 df:ratinginta eied somipsscammwoeds t1819. The

PIMdata itens are, preferabl]y seam essly inteqgrate synchroni zed and
updat &d, <Hegalt R L B ?gztla\[hgwnlfﬂg%ﬂw ANGXEBE of data

items st %Qﬁe@éiv?%sﬁ@%ﬂ%@%ré’f&faﬂlg?é}ﬁﬁﬁuﬁ@Fﬁ-&{p@ike?gﬁ 8hd v4ibEEigRAls Edreat i ng a

mrrored system ata itens associated h a particular user.
Cont ext cirsotissianegye gerendted by atmitmpbongdda. Adiemptivevoigedr aedia  ens, as wel |

as fully decoded data itens, are preferably stored . i ice 100
"5 Vol AprSt SOt D anaee e S wbsidb dter R BiBBkefe

i nformatigp nmeideﬁb@m.bﬂt}ﬁh?ﬁedicmr bikEo _@@ﬂal\/(ﬁitﬂitiié e Al c@plished

exanpl e, when storage intervals are relatively short, such that the

i nf orl®at i primaslyrtkiepgle thefspeakendbthe display 322 aayialso e used faprovidsiByer |

storage of .this infornat.jon . in.t eg@]\/{ t | Af 1 :

non- per si’?fhé:ﬁ °%?§L8‘u°§‘ht¥r°enffae‘%a}1‘e‘% P c?% erré)[[ogadg(r?\is‘&?éee etéﬁé‘?rtétthg ‘i%n ocra}}ati on
i s er asetefdtani@atiyn WA exahpldyeil hitreiavtessor3380M dongmstipowith.thedise
prevents an unaut horized party from obt ai ni n%wany staored decoded or

par ti al | yoorsBdeeiainefiaendHicnperaig sy sigm 40 RAty PNt PE Rt He nobile
devi ce 1ofﬁentii§/)€ati8f§ ?rgm'rfr‘ tioh! ¥ aﬂﬁﬁdgﬁgg SYice Call I FRYIaD R JFBREalshaySgachr oni zed

with a host system by placing ice 100 1n ah interface cradle, which
couples the serial port 330 of the 5 nobile device 100 to the serial port
of a ISonput er Ayhorrange cevmwrcatibne swhsystain 30ris alsadnokededan e mebilesed to

enabl e a yser t efere s through an.external Vi I f.-tware
ool car i dicetod o RhReSaT SiER HstaeRaf SalRs et G iaRPpt oAl

i nstal | at ifNeonfitinentd dradheawah QATF Baihihuitatios nisdlalt such koaBhasorhCt ypt i on
key onto the device, which is a nore secure nethod than exchangin

encrypt i omoflwieer arBIBAL wodulehBrrpmples o previgstrr communication with Simifacly-
enabled systems and devices. Those skilled in the art will appreciate that “Bluetooth™ and

20  “802.11” refer to sets of specifications, available from the Institute of Electrical and
Electronics Engineers, relating to wireless personal area networks and wireless local area

networks, respectively.

The systems’ and methods’ data may be stored in one or more data stores. The
data stores can be of many different types of storage devices and programming constructs,
25  such as RAM, ROM, Flash memory, programming data structures, programming
variables, etc. It is noted that data structures describe formats for use in organizing and
storing data in databases, programs, memory, or other computer-readable media for use

by a computer program.

The systems and methods may be provided on many different types of computer-
30 readable media including computer storage mechanisms (e.g., CD-ROM, diskette, RAM,

flash memory, computer’s hard drive, etc.) that contain instructions for use in execution
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10 319. Interfaces for other wired downl oad paths may be provided in the
nobi |l e device 100, in addition to or instead of the serial port 330. For
exanple, a USB port would provide an interface to a simlarly equi pped
personal conputer. Addi ti onal application nodul es 324N nmay be | oaded
onto the nobile device 100 t hrough the networks 319, through an auxiliary
110 subsystem 328, through the serial port 15 330, through the short-range
conmruni caby o psocsssbsjosicefonnadbe methadbT aueghioan yndinydemsnti tha by seensudksysiicem 342,
and installed by a user in the non-volatile nmenory 324 or RAM 326. Such

f1 exibili®f®n application installation increases the functionality of the
nobi | e device 100 and may provi de enhanced on-device functions,

comuni cat i on-fgd @61‘@%11’3%}309@&8, QiR Rodfies, fEXABRS Bnd SR WrEt&RETUNI cation
applications may enabl e 20 el ectronic commerce functions and ot her such

fi nanci al desedl ¢inmeaythe dvengrted dirently on sidirpetinto eashiother degidertoldiow Wien

t he il Vi C 00 i,s ating in a.data co icati node, a received
Signars . stetossSEiaReears BB A pitaidhsp K58 aBo A i he Sl FERBer byt he
transcei vekludesibihtes adilimitel 1 QHitEtole tHa ferforélsAoRGRABS Serdith, aNdédbe
preferably further 25processes the received signal in nultiple stages as
descri bedimepented fir cagmpiewala subroptine poit pheoddi episasofizare Binction weit bt i vel v,
to an auxjlia I }.CE . i i

compose. deds Pas s Soit [ Tn 48 Bpiel MidhodurkRblny or s i SGICBr MV odlydier o\
i's pref eradipy laageapepbedsanattehape e complteybaki d | aid out in the QAERTY
style, although other styles of conplete al phanuneric keyboards such as the
known DVORAK 30 style nay al so be used. User input to the nobile device 100
is further enhanced with a plurality of auxiliary I/0O devices 328, which
may ‘i ncl ude a thunbwheel input device, a touchpad, a variety of swtches,
a rocker input switch, etc. The conposed data itens input by the user may
then be transmtted over the comunication networks 319 via the transceiver
nodul e 311
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When the nobile device 100 is operating in a voice comuni cation node, the
S5overal | operation of the nobile device is substantially simlar to the
data node, except that received signals are preferably be output to the
speaker 334 and voice signals for transm ssion are generated by a

m crophone 336. Alternative voice or audio 110 subsystens, such as a voice
message recordi ng subsystem nay al €bAIMS npl enented on the nobile device
100. Although voice or audio signal output is preferably acconplished 10
primarily through the speaker 334, the display 322 may al so be used to
provide an indication of the identity of a calling party, the duration of a
voi ce chl |, smahdkforsendieg emkleciretiammisigefio mmadéntified Feripientaumigea strider

' 338, i ' ti ith th ' i catj dul d
the oper at | (Y &yt EBIF RIFEED HEPERRRIEEVE: 1 T & KPHSHYT HPE SIS Of

i nf or mat i on QftifadatdsASRIRG With ERifdl, (RO fetlod RbAYyritihgon the display 322.
15A short-range conmuni cati ons subsystem 340 is also included in the nobile

devi ce 100. HagsmRY Ie§ ok o Werhitfd 18 RRirlcle’ As68ald Wit s fhcARAEF! 2 od

circuits and conpdnents; or short-range conmuni cati1on no e such as a
Bl uet oot hTMmugightisgresant; 802. 11 nodul e, for exanple, to provide for

communi cation with siml.arly-enabl ed.systens .anqd devi.ces. Those skilled in
the art will appr ecqna?@dfat}?é’%/ tha ﬁ‘ﬁe“tegbﬁqv‘?'te 3’??8"1?@88’6 ! ﬁ? %Plét}%d FEGIPLE 45 of
speci fications, avgirbRhl, GefricOMot the deiGfidatd! hobtatel! Gfih [the Aerddd %&gkﬁpm cs

Engi neers, relating to wirel ess personal area networks and wrel ess |ocal
area networ ks, respgeunihedfey store,or The systens' and nethods' data may be

stored in one or nore data stores. The data stores n.be .of .many dif.ferent
Cypes of storage i entiuhl & cerhhens Wdeble| B B0:5 Bk Tlaly o
Fl ash nmenmory, progre@hne did &eptstats! BERSsing 0R8! FMHORY cdificale| fvic&l o |t
is noted that data structures descripe formats for use _in organizing and
storing data in datébig¥ea cergfigye apseciatadiwitly theddentified recipipptut er - r eadabl e
nedia for usghy; e o]
provi ded on%rrtany rglllé: f%g@ tehtﬁfrvfl %ag%@? t@%%%ﬁffgc%%g&? ga gg‘%&ebsrr% Flgg‘?/nc udh ng
conput er st aoaditionathitanalilmton ds gequitdd; ROMdkinh sk edrtificat&AMidétics Provessoty ,
conmputer's h%{_ga drive, ,%tc.) that contain instructions for use in execution
validate said certilicate;
on condition that the retrieved certificate is invalid accessing the one or
more certificate services to obtain a valid retrieved certificate;
on condition that a valid certificate has been retrieved, encoding the electronic
message using information contained in said valid certificate; and

sending the encoded message to the identified recipient.

2. The method of claim 1, wherein the certificate retrieved from the key store or the
certificate retrieved from the one or more certificate services is valid if its status has

been checked within a period defined by a periodicity value set by a policy.

3. The method of claim 1 or claim 2, wherein accessing one or more certificate services

comprises accessing a certificate server on a network accessible to the sender system.

4. The method of any one of claims 1 to 3, wherein accessing one or more certificate
services comprises accessing a list of certificate services and selecting the one or

more certificate services to access from the list.

5. The method of claim 4, wherein the list of certificate services is ranked and the
selection of the one or more certificate services from the list is determined by the
ranking.
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by a processor to performthe nethods' operations and inplenment the systens
descri bed herein. The conputer conponents, software nodul es,
ftnctions and data structures described herein may be connected directly or
indirectly to each other in order to allow 5 the flow of data needed for
their operations. is also noted that _a nodul e or processor includes but

i s not &initEe ltnetha WRiany sme od fdailms ot tper WhersR gccewing RiiceoTopercagqrficateind
can be i npl C r

cof tvar e Tt e, eaisE BEDaaa° il DU ity Blac B8 Lt Segr
par adi gn), aystam.an applet, or in a conputer script |anguage, or as another
type of conputer code. CLAIMS 1. A nethod for sending an el ectronic
nNessager.t o arhd ghethbd fofefly @i ¢l @alinsUs td1 8, wheRNOeilidyaE emptile feadBly system
bei ng operative_to access a key store for storage of certlflcates

associ at ed ViertHicetscieppeation, list, ecensing cucesbfipate siehy: pradders o Agrestiag keth &t or e
to determn £ 0 t C

present; onecgietﬁlﬁ | IgerR{BH] o?nalﬁ‘fleaﬁg@ar ?érﬁlhgzg{%e assg% 5eg§tg ‘l]at]fﬁiggheg rl @iﬁ?? i ed
reC|p|ent | sepifeaent, retrieving the certificate associated with the
identified recipient fromthe key store, or on condition that no

certifigat e BesAethed 8flaty dfe dfitdilnd @nb 7 WvbdreiiPhie ReRTicale SetPle@&ERbm! the kBE Kkey
store, accessing one or _nore certificate services to retrieve a certificate
associ at ed V#arh of Hbe cerdificateiretiered fiome e, ongeeemernpertfiofie sprvicey ardquires on of

the certifi C\r@tilﬁatﬁcﬂll{%nél%g H}tqavgg vbl?darteqﬂd{tﬁﬁ% C[f% d o? Ond' tion that

validation is require a cer e va at|on process to
val i date sai cer ate qﬁﬁﬁondli t hat .t |ev d certifiicate is
i nvalid-acce ST Be Shoansel 15 1 ederin B, U SPRPESA |

retrieved cq;rubhé lkéﬁfaﬁd eﬁébc@niﬁ‘ﬂietdléﬁﬁohf@ﬁle@ag@l:brﬁpﬁ%te'nfsﬂy?ﬁﬁ £ tiade i

retrieved, encoding the electronic nessage using information contained in
said valid deessageusingehe publicsesndi ng t he encoded nmessage to the identified
recipient. 2. The nethod of claim1l1l, wherein the certificate retrieved from
t he keylost orlheomethhd afeamtyi ériecaf claimat i tov@dwhereim theeseodsr systenpcemprsesid i cat e

|t t at us checked t hin r efined b
Ze[)\élr fggl I(;;st“\{/}aql}éﬁglﬁgﬂgh?ﬁb vg:ep%t} N os? system, %o m1\-le\:'11ess hanghe% devwedbemg y
operable to connect to the host system and comprising one or more memory devices
for storing the key store, and the host system providing one or more certificate

services.

11.  The method of claim 10, the method further comprising, prior to accessing the key

store:

composing and addressing the electronic message at the wireless handheld device,
accepting a request to send the composed and addressed electronic message to the
identified recipient; and

determining that the composed and addressed electronic message is to be sent

securely to the identified recipient.

12. The method of claim 11, wherein determining that the composed and addressed
electronic message is to be sent securely to the identified recipient comprises
accessing information on the wireless handheld device representing a policy for

electronic messages composed on the wireless handheld device.

13. A system for sending an electronic message to an identified recipient, the system

comprising:
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3. The method of claim11l or claim2, wherein accessing one or nore
certificate services conprises accessing a certificate server on a network
accessible to the sender system 4. The nmethod of any one of clains 1 to 3,
wherein accessing one or nore certificate services conprises accessing a
list of certificate services and selecting the one or nore certificate
services to AgeLSstoré 068stiBR 1d Sétermbine Ter o@tifiogte afssaliasdnwith weeidentifiede
list of certificate services is ranked and the selection of the one or nore
certifi cat e redpightis prasewfrin theckayisiarei s deternined by the ranking. 6. The
met hod of any..one, fte&:I ains 1 to 5 wherein accessing one or nore
certificate sérvices conprises the sender system executing program code
stored at the senden cusitim th#t thEhertifiiateoaksodiatad ywithn theoilenti fesdntecipiand 16,

wherein validating conprises accessing_.a certificate. revacati | i.st
accessing a certifiRgsest 4 é?tﬁ%?v‘btﬂ&?\/?‘?fgﬁ?atﬁras%?&@é WG tg“c’&t1 er’élﬁgarrfe?’ﬂe@ﬁt e
revocation list an e tdvistratgy status provider, to validate the
retrieved certificfai‘%(gn.1 8. é¥hse net hod of any one of clains 1 to 7, wherein
the certificate reton eondifichr that hineckificatst asseciaed twith theridentifiagt wcipeant ieved

fromthe one or nore certifjcate services requires validatd £ S not
been validated w t HTfseat ﬂ)‘é#‘%g‘%fﬁqrﬁr@q a@ges%.%agen%rt KoY 3?1%%{5%{30%65" 18%8 ECFI ai s
1 to 8, wherein thegeyabid ceRiffchit asRicRitdOR tikgderdifiedbbdigickey and encodi ng
the el ectronic nessage conprises encrypting the el ectronic nessage using

the public kesans k@aptEhdo etdrmdne whathgr yakidasiongiathgscettificate thugeireved dhe

sender system conpri.ses a wmireless..har I i t he
wirel ess haﬁﬁ%‘gfegp a(?gv?%(éo@\éﬁ%glh% e lg%l? éeip]?gg%ug%}r%’e{éﬁ Yo taﬁcee oia%éos/a?/s g}’nl% and
conpri si Ng Q6ceRs toRHlidaidRBFertdiRiateges for storing the key store, and the
host system providing one or nore certificate servjces, 11. The, net hod of

claim 10, the methoen fonditfien thabthe refiengd Gsriefale & ’é‘(‘,’%]é%stf’r?ﬁc‘isﬁéh‘?(@?’e Store:
conposi ng and addre&%k@&rﬁﬁ'&{ce%e%%f%'o‘ﬁtdﬁ?ﬁ%ngcfr 'ewﬁﬁ%e fcgleess handhel d
0 send t and add

devi ce, accepting a reques he conpose ressed el ectronic
message to theansddapted, @ comitiign dnat a2 walid deiesedricaitifigatems bebre retupyiséel and

addressed el ectronic _nessage is to be sent securely to the identifded
reci pi ent. macodt e RleqoRIcOMERALE H5ing ,1n®ﬁ‘€?té‘i’rhc%?%?‘$ﬁrh??’r Vlaﬁgtce’ft Ea‘%’
conposed and, gddressed el ectronic nessage is to be sent securely to the
identified recipient conprises accessing information on the wreless
handhel d deuhems adaptedmrichd theeenpodddopessage toltbeidentified ieeiptraties conposed on
the wirel ess handhel d device. 13. A systemfor sending an el ectronic
message|4, 0 arhd efim bf ethimeld, piteRdin thecrdfisite reicievgt freinte key store or the

certificate retricved from the one or more certificate services is valid if its status has

been checked within a period defined by a periodicity value set by a policy.

15.  The system of claim 13 or claim 14, wherein the means adapted to access one or more
certificate services comprises means adapted to access a certificate server on a

network.

16.  The system of any one of claims 13 to 15, wherein the means adapted to access one or
more certificate services comprises means adapted to access a list of certificate

services and to select the one or more certificate services from the list.

17.  The system of claim 16, wherein the list of certificate services is ranked and the
means adapted to select the one or more certificate services from the list comprises

means adapted to select the certificate services as determined by the ranking.
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a key store accessible to determne if a certificate associated with the
identified recipient is present in the key store, neans adapted: on
condition that the certificate associated with the identified recipient is
present, to retrieve the certificate associated with the identified

t
recipie fr the key store, .or.on_condition that no certifjicate
associ a{%ed vfﬂ%sﬁsf'?én Pééﬁ’ﬂf PRe 8§ C{aé'éﬁ b? &nd 7 Whereinstba imqans adrpiedsip aacessdhet o

access one OfndTBf thdié chig{f}cgléte CorPRLY LGEpritR MELd SR @e{&giogé %aEeqtiﬁcéate

associated wth the i reci pieht, neans adapte etermn
whet her val i d&idvang applicdimncertificate thus retrieved is required and, on
condition that validation is required, to invoke a certificate validation

processld.o Vihd siatemn sfiamly omt of Elatdd B3 to 08) wigsrélhtth® Bertifigdte réitie vt frbBMBE
certificate js invalid, tp access the one or nore certjficate services to

obtain a val % SI&PPF Eiredrilisats mefricyed fropethia one ARPOBICCTBHCHDIRIVICPD RIS a
valid retrieygd, '(ﬁ{itf'itfﬂag%?bé%ﬂsvaﬁgﬁgﬂ Gvﬁhfdaéyé?ﬂ)d. nncode the el ectronic

nmessage using I nformation contain In sald validcertificate; and neans

e S, SRR MASEHT AISATER L M e 0%

systemof claim erern

the certifi gaibtickey andineahich b théhs afgpted todicedCiie eldeirbaic endiSipeiis Rfithics
valid if its status has been checked within a period defined by a

peri odi ci ty a7aPigd e ercryyf the ¢lestranjc messagerpeng themmkligkex| ai m 13 or cl ai m 14,
wherein the neans adapted to access one or nore certificate services
conpri sds nelssysapeeantt encelelsinsal Tt 20,fwheaeio the system gomgprisest avpritelesd 6.

The system . of ¢l al 13 to,15. . wherein, t.he neans. adapt 0
access one gim%‘ér{%%gglrc ?iﬁfl‘lFf (?Zﬁ%F g‘ési?}}ll’cglg b }éa@ghﬁgaq’??csg’gﬂ’tgeﬂpefag’q%&% ess a
list of certdohhente tiechost Spgerandd tcontpekgtone s BHe MEMEMT VRS b {i634E
services fromthe list. 17. The systemof claim 16, wherein the |ist of

certificat e tBekey Haw, md the hedsysiea nreading ong onmwit eartifiente sgrwises.t he one or
nmore certificate services fromthe list conprises neans adapted to sel ect
the cerd i cBresysemalfctdmay, fsthsr eompidsihg: t he ranki ng.

means adapted to permit a user to compose and address the electronic message,

means adapted to accept a request to send the composed and addressed electronic
message to the identified recipient; and

means adapted to determine that the composed and addressed electronic message is to

be sent securely to the identified recipient.

23.  The system of claim 22, wherein the means adapted to determine that the composed
and addressed electronic message is to be sent securely to the identified recipient
comprises means adapted to access information on the wireless handheld device
representing a policy for electronic messages composed on the wireless handheld

device,

24. A computing device program product comprising a program storage medium storing
messaging application code executable by a communication device to implement the

method of any one of claims 1 to 12.

25. A communication device adapted to send an electronic message to an identified

recipient, the communication device comprising:

a memory for storing a key store;
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18. The system of any one of clains 13 to 17, wherein the neans adapted to
access the one or nore certificate services conprises neans adapted to
invoke a certificate retrieving application. 19. The system of any one of
claims 13 to 18, wherein the certificate retrieved fromthe key store or
the certificate refrieved fromthe one or nore certificate services
requires val RFFR§ gtepfed tordetpsmuncoit arregtiicpsn assaciatgd wiithhihe idensidied] aecipient isme.
20. The syst : .claims 13 to 19, wherein the valid certificate
conprises a gﬁgﬁ |téﬁ el&gﬁgﬂ‘?’n whi ch the nmeans adapted to encode the

el ectronic al t%dfurther adapted to encrypt the el ectronic nessage

usi ng the public ekj). 21. The system of any one of clains 13 to 20, wherein
the system conpri sesn @oiditioh &8 theoeltiglate desochedWith 3h QfdntifvS t&Mpicht i

w rel ess handhel d devi ce bei ng operable to connect to the host system and
conprising one or nBEEHeiRorieE the certifisatesassegiplgd twith Ksyidentified resipdentthe
host system provi di Rg, 0Bk 1R §- certificate services. 22. The system of
claim 21, further conprising.: néans adapted to pernit a user to conpose and
address the el ectroon condiiem@ieat noecentficuapisediated witk el identifiell esdlipibg isend

t he conposed and addressed el ectronic nessage to the identified recipient,
and rmeans adapt ed tBreﬁeé]Fe‘Pnti%ﬁg‘etythret He 3CEFRS X Ok MRPTE (Rerialicatey sevices 1toni ¢
message is to be sepkriSRGUK i i d Qi . 23. The system
of claim 22, wherein the nggﬁgcagegda%%&?%é@ée@%n%ﬁrﬁg?&%e conposed and
addr essed el meansordaptedeiosdejermise vhether selidatiomcof deycdrtifitdie thderdtiidvegds

reci pi ent conprises jreans apred to access i.nfornmation on.fthe wreless
handhel d devﬁréglélr?og%}deglé ﬁ?‘i‘(ﬁg‘)gh’ﬁgﬁlw&%}s requipsdy 'XOIT‘FE%%E%&%BW@H on
the wirel esspidadid et didd@\daibcerdficatéA COMputi ng devi ce program product
conprising a program storage nmedi um storing nmessagi ng application code
execut abl e by a conffoeditipnthaldhe cesrieved equtifieateris velidetorrsdessfthaoye one of

lains 1 to 12. 25. icat | ' ed t | ectroni
reesage 1o an | deni PPTSATIIEIEREHRE BRAEARMRPIEErA BB0RE campri Sino: o

menory for shedrsidaptedeynh &dnditiin that a valid certificate has been retrieved, to encode the

electronic message using information contained in the said valid certificate; and

means adapted to send the encoded message to the identified recipient.

26.  The communication device of claim 25, wherein the certificate retrieved from the key
store or the certificate retrieved from the one or more certificate services is valid if its

status has been checked within a period defined by a periodicity value set by a policy.

27. The communication device of claim 25 or claim 26, wherein the one or more

certificate services are accessed over a wireless network.

28. The communication device of any one of claims 25 to 27, wherein the means adapted
to access one or more certificate services comprises means adapted to access a list of

certificate services and to select the one or more certificate services from the list.

29, The communication device of claim 28, wherein the list of certificate services is
ranked and the means adapted to select the one or more certificate services from the
list comprises means adapted to select the certificate services as determined by the
ranking,

30.  The communication device of any one of claims 25 to 29, wherein the means adapted
to access the one or more certificate services comprises means adapted to invoke a

certificate retrieving application.
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means adapted to determne if a certificate associated with the identified
recipient is present in the key store; neans adapted, on condition that the
certificate associated with the identified recipient is present, to
retrieve the certificate associated with the identified recipient fromthe
key store, or on condition that no certificate associated with the
i dent i filed B gmentnicagioprdesizatofiany pheokdginst 2y w©, 30, wharsire the menns adanted e
certificate servi,ces. to retrieve.a certificate as%%ciﬁted with

RP

h
Cdenti i od i@ alER e e, Bh e Eomptis ot HACER P AoHieh dSTEAS ¢ he

certificate LRhuatibetisl Aeash ddaple@ @ hécRsk ABGifiOde Sfd ipkdvider! Statheamdlatigiaéd on i s
required, to invoke a certificate validation process to validate said

certi fi cat e;to@pcesphethticerificate revoratipelipt andacreniificater statg provigler.nval i d, to
access the one or nore certificate services to obtain a valid retrieved
certi f ixat e; Theeansmaniagieddedce obanly toheroftdiamsa2i &l BH, whereinf theategtificate been

retrieved, to enc th | ectronic SS Si I nfarmati on _contai ned in
the said valet ¢ qu‘ctg? ,eyaﬁar%gaﬁggacgﬁgfc&ge tr%gg‘éﬁilad%fﬁ’eﬂé%(%ﬁe(a % age
to the identdefimatd @6viREse Riquirdd valld¥iof GNTHAL 8t b&n VABUAEE vathit h pefdd of
wherein the certificate retrieved fromthe key store or the certificate

retrieved frtone.t he one or nore certificate services is valid if its status
has been checked within a period defined by a periodicity value set by a
pol i cy.3327. ThHescoonmmicitivatdevice dEmcencodf addimis 2526 38 in whivhrthe galidvestifiéate t he
one or nore certjficate,services. are, accessed over wirel ess network. 28.
The comuni m%ﬁe%é\ﬂ“ggc yaﬂ'\'@ ’(E'ngﬁlfﬁ @Fép‘?@sfga}&’tﬁgﬁ,e . ‘gerﬂ'feneell:%nﬁ%ans
adapted 10 36688% QSrRks RAS £&Rpllflth €A pEHE Ll Adnie HMEARAKIATEMRE puBKapt ed
to access a list of certificate Services and to select the one or nore
certificatelegrvices fromthe list. 29. The conmmunication device of claim
28, wherein the list of certificate services is ranked and t he neans
adapt ed4t o sHieswimhinticaiion devicemwfengemeidfictzme 2560 \3i3¢ Gather oomphsng imsans
conpri ses neans ggapt ed to select the cetrhif{cate servi ces as det rrricped by
t he ranking.2 apted for composition and addressing of the electronic message, and means adapte

to determine that the composed and addressed electronic message is to be sent

securely to the identified recipient.

35.  The communication device of any one of claims 25 to 34, wherein the communication

device is a wireless communication device.

36. A method for providing a secure electronic message, the method being implemented

at a communication device and comprising:

upon determining that an electronic message is to be sent securely from the

communication device,

determining whether a valid certificate associated with a recipient of the

electronic message is available from a key store at the communication device;

when such a valid certificate is available from the key store, automatically
retrieving said valid certificate from the key store and encoding the electronic

message using information comprised in said retrieved valid certificate; and

when no such valid certificate is available from the key store, automatically
obtaining a valid certificate from a certificate service over a network, and encoding

the electronic message using information comprised in said obtained valid certificate.
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30. The conmmuni cation device of any one of clains 25 to 29, wherein the
nmeans adapted to access the one or nore certificate services conprises
nmeans adapted to invoke a certificate retrieving application. 31. The
comuni cation device of any one of clainms 25 to 30, wherein the nmeans

adapted to validate the retrieved certificate conprises neans adapted to
access ¥.-certhd methad pbelidmt 3onfurther comprising.aafign ebfainingaswésbtaineevalid i cat e

status provi der r ans _.adapted to.ac s, hot.h .a certificate revocation
list and a cceeft[lfii(fa?ecgogngt%@ﬁggb e%v‘lraﬁgF?ﬁ@?tefﬁéhec%%’?"goﬁ?'cati on device of any
one of ai 25 to 31 erein t, certificate retrieved.fromthe ke
otore off-t hetteamatiadsaf ethet Frty b pF o PHSTGh EoBi AlS clierPRccHEwest
services redinigifey ehdrRirigOthel ﬁlesshgémmg%t k&L empRdeddat @e riiriebéd vadPef | od
of time. 33. The commuhni cation device of any one of clainms 25 to 32 in

whi ch t he vathtainedyalididetiificateconpri ses a public key and in which the neans
adapted to encode the el ectronic nessage conpri ses neans adapted to encrypt
t he el e ronlte medwdgef asy nget dfeclpind 36 ey, Butheilhempnsing rtranamitting dbwi ce
of any one ofﬁ‘%rl ainms 25 to 33, f%{ther conpri sing neans adapted for
conposi ti on AFfAroRdPesese{useicefied el ect roni ¢ nessage, and means adapted to

determ ne that the conposed and  ,addressed el ectronic nessage is to be sent
secur el4P-t o thve mefed i 9f sithere Glgime 6. 03537 Tehasgnthe cammymicREgnc 8evise any

one of cl ai i gﬁglﬁgfr{glﬁg j ' i j

comuni cat i E)]Hrslﬂ ev%@gg%%%g{oﬁelgﬁ% or pr ovéi %?%Ig%gﬁ%%ﬁ?%ﬂe&?g% r%e%h@&?
nmessage, thefrehémakibeapydichtiqul By ptoedssat ofithe comumindcatiowdevdexi ce and
conpri sing: upon determ ning that an el ectronic nessage is to be sent
secur ela. f r orhet ag:ticdeBdlgiat i40n wieyéif ethededmmihidhich \WBeicbeis eonfiduted to
certificate associated with a recipient of the electronic nmessage is

avai | abl e f riBwlemgusyobipiging the tvialidc eertfipate afrpwn thie\sertficate servigghdiyouglch a

t g it . . _ _ - atical l Criov
sai d val i d CEPREn AR AARLE ioRER by et ke B Bl Bl ot om0
and 092, e BERETR 9, 8 BOGRF, AR v Bl Pe hefE s VERb e

aut omat i cal |egriifttat R A@ilably dhdndl e kby Sios@tembrigsy detdBiiting ithal £ s@REVIFCE over

a network, and, encoding the electronic nessage using information conprised
in said obt seHtirateasseriated mith therecipient found in the key store has not been checked

within a period defined by a preset periodicity value.

43.  The method of any one of claims 36 to 42, wherein determining whether the valid
certificate is available from the key store comprises checking a validity of a certificate

associated with the recipient present in the key store with a certificate revocation list.

44.  The method of any one of claims 36 to 42, wherein determining whether the valid
certificate is available from the key store comprises checking a validity of a certificate

associated with the recipient present in the key store with a certificate status provider.

45, The method of any one of claims 36 to 41, wherein determining whether the valid
certificate is available from the key store comprises determining that no certificate

associated with the recipient is present in the key store.

46,  The method of any one of claims 36 to 45, wherein obtaining the valid certificate
from the certificate service comprises determining whether validation of a certificate

associated with the recipient obtained from the certificate service is required.
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37. The nethod of claim 36, further conprising, after obtaining said
obtained valid certificate, storing said obtained valid certificate in the
key store. 38. The nmethod of either claim36 or 37, wherein encoding the

el ectroni c message conprises encrypting the nmessage using a key conprised
inthe retrieved valid or obtained valid certificate, 39. The nethod of any

one of 4t ai neegrethed giclam Abridthersamirising uppn; Aetrrmpiningdhatalidation elowid
message thug, ﬁg&%%mﬂQ ﬁ'gﬂlethg%'éﬂﬂﬁ,aﬁfse {:J"Fsrreﬁl!u?édmvé@da(ﬁ 34id ég?t?ﬁc%'téﬂ' the
commruni cati on device |np enentin od i's conflgure EeS

sai d net hod Hyluheeldihg e xelidity (ﬁ'maﬂifceﬁlﬁmgleﬂgqth[apdertﬁ'amteaﬂvdmﬁuan hstocessor of
the communi cation device. 41. The nethod of claim40, wherein the
comuni4gat i Ohedfsth6d of Slaiw A6 fitthecdntprisiiy, @pEm tetekhiaing that validatial éftsaid
certificate fromthe certificate service through execution of_ an

appl i cat i on FHifRECRIne Fometis sgitifigaigpisryiesnisi avirep validpingseidgrtificatmy one
of clains 3, cﬂeﬁ&n%tggag%;bﬂsﬁ%mﬁua éﬁtepmﬁactﬂe & dflniblideh.cate is

avail abl e frol re conprises erm ni ng at a at us of a

certlfl ate ssoctha& gwth tg recu r}@ ?1 {

been cHeck AR &' B 88 ° Slaiogs 48y Bf 8%%‘% ?9“6‘8?% ?&01\/%‘?"6%3 B The
nmet hod of aﬂﬂomléQ;oﬁfmlﬁ'h@mﬁﬁdéﬁcéo 42, V\/nerel n determ ning whether the valid
certificate is available fromthe key store conprises checking a validity
of a ceptifigLabs %)ﬁ’tﬁfgo&éﬁéeeﬁoéfahhpfolaﬁctrc%ﬂ IsGipla Efog Stokdbel MEiIRYstSYfY ©
with a certificate revocation |ist he et of any one of clarns 36
to 42, wher gpde dmcgtahlmbsng comstunégatiph devigt itel implemieni @atmeth@i afvany eid ef from
t he key storf COﬁF ;&s checking a validity of a certificate associ ated
with the reéiPrd esent in the key store with a certificate status

provid 45. The rret hod any one of clai e 36 t wher ei n determ ni ng
et hen Tt he Ao imBaEHcR; Qsyige  adapay fou Br@sFRont ﬂiwogt oSBT es

det erm ni ng Cgmumtlgﬁﬁghgé@@{lﬁhﬁéom ated wit h the recipient is present in
the key store. of any one of clainms 36 to 45, wherein

obt ai ni ng tta\e/i&]é@t] Qfo(f% c&f&glcgﬂﬁﬁ Eom the certificate service conprises

det er m ni ng er va tron of a certificate associated with the

b h N
mehod of orisent derdiR e SR ThS B ERRIRRY BiettiertEi on of

sai d certif ifom ﬂle%hﬂhtﬂﬁéhtlfoh%tficb edet&hiind whéther $04lid &etificate 2R0¢ARE with
validating said certificate by checki ng a validity of said certificate

ei t her wi t h agedipient ¢fithaelectranie Bgsiagn iy gvailabla gronthe kerstesyy of cl ai m 46,
further conprising, upon determ ning that validation of said certificate
obt ai ned fr mnanhedqﬁed ith,i whem sy i valid sertifiqait riecivailatilé diomi ribe kay cstore,

certificate Deblesl 9oy Audelhila Wrdfthfd SSHH 'hd G5 ol ST AL e
electronic message using information comprised in said retrieved valid certificate;

means adapted to, when no such valid certificate is available from the key store,
automatically obtain a valid certificate from a certificate service over a network, and
encode the electronic message using information comprised in said obtained valid

certificate; and
means adapted to transmit said encoded electronic message.

52. The communication device of claim 51, further comprising, means adapted to store
said obtained valid certificate in the key store after obtaining said obtained valid

certificate.
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49. The nethod of any one of clainms 36 to 48, wherein the communi cation
device is a nobile comruni cation device. 50. A conputing device program
product conprising a program storage medi um storing code executable by a
comuni cation device to inplenment the nmethod of any one of clains 36 to 49.
51. A communi cation device adapted to transmt secure el ectronic nessages,
t he corfBuni cEitei smmenicaoncdayine ¢f ¢ither glamyblsenpd Whereint the imgane adanitéd tat es;
means adapted t upen, determni ng that an el ectronic nessage i s to.be sent
cecurely 1rancodtunt B hdeiRumniit flnSefibled GisdeHBr BT foiher Sk
certificate Axyaohhicel il thoratriéRdivali@of obthined9akd egtifioné.c nmessage is

avail able fromthe key store; neans adapted to, when such a valid
certifigat e Tiz Q¥AhhAtRn deid: bP8nK 8Xe 8t Qhiths AT WHERIA theidank Q¥SH1&A! d
valid certificate fromthe key store and encode the el ectroni c nessage

usi ng i nf or fatdetemminsrphkdtberdhe vakidicertificateiie veailablel fromdbe key iston, she msans

dapted to, h.valid tificate i ilable. f the k tore,
Ut onat i cal 149080 &F RSFRtly Burrmid e Rl d F kst S0k lfr (BeTer
networ k, anddepeods atddethabibA6t bBBinCtheBRaEAGertifiehROfrbifthE KBitifRte CRIREd, SIRd 1 N

said obtained valid certificate; and neans adapted to transmt_ said encoded
el ectroni c Aeeasagdaptebto cugade ierplentionic essags 1urg Bformatiomeamprised inpsaid

i si ng. : . . . S Cnth
oy st or o af PRV, PARE bafatRe -4t enflihs MRERTH ofEidCnf SecphEhae e
conmuni cat i aingelferthatibn aloifpeised limisaidSdbiained Zalinhertifloate e coapriseadapi ed to

encode the el ectronic_ nessage conprise rrean%ngdapt ed to encrypt the_ nessage
usi ng a key PEFRSTO s#Rfl iMeTpRy PRETANIES 0B 0eAordAnG? WHR off HRESSAENE dardication cat e.

54. The co 9&ﬁﬁ1EPﬂwQSKE&gg&EoﬁB%VQQe of clainms 51 to 53, wherein the
nmeans adapted to determ ne et her t%e valid certificate is available from
the key.storg, the X J u | .Cal regriev I i

corti 18 o TESHITHITREDn AR BF ph2of SNBSS, 5 Shelefb el il o
the valid ceétdefcrficewhdthen thb&alié ckitificartie available froni the kB adicreadaipriees t 0
encode the el ectronic message using informtion conprised in said retrieved
valid certi fneaas adapierhtor descrping thah a sietuspiiaoccstiieni assaeiated avith Bisitecipgik age
usi ng i nf or Eakd P ﬁ%”?%) S hik H8 HePLiRREA Wi g C&%g' defngd _%Pra{ SJreset
conprised in a processdr and nenory operating in accordance w th

nmessagi ng apetiodiaity esluexecuti ng at the communi cati on device. 55. The
comuni cati on device of any one of clains 51 to 54, wherein the neans

adapt ed6f 0 ddeebfinneisdioh devict B avpbhdlofCaiihisfI 1S, ibieritpdhe aidags hddpld he
key store conprises neans adapted to determne that a status of a
certificat e tadstsaninecuhatherhe fyalid cextificatstis fayaidable fophthewy stergreompaisen ot

been checkedy il Rhdpidl BYhbAfa Q1o PoerRriER8ciREE Wi (L tetipiBhYfesent

in the key store with a certificate revocation list.

57.  The communication device of any one of claims 51 to 55, wherein the means adapted
to determine whether the valid certificate is available from the key store comprises
means adapted to check a validity of a certificate associated with the recipient present

in the key store with a certificate status provider.

58.  The communication device of any one of claims 51 to 54, wherein the means adapted
to determine whether the valid certificate is available from the key store comprises
means adapted to determine that no certificate associated with the recipient is present

in the key store.

59.  The communication device of any one of claims 51 to 58, wherein the means adapted

to obtain the valid certificate from the certificate service comprises means adapted to
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56. The conmmuni cation device of any one of clains 51 to 55, wherein the
nmeans adapted to determ ne whether the valid certificate is available from
the key store conprises neans adapted to check a validity of a certificate
associated with the reci pient present in the key store with a certificate

revocation |ist. he comruni cati on device of any_one of clains 51 to
55, wher ein @%@m%ﬁ@e%aa@wt% et esrfifipate wptocidad WHB thareqipigel ehtpingdt e i s

avail able frg thttﬁ'@céfﬁﬁcagé Qerrgiﬁggﬁgaﬁ%as nmeans adapted to check a validity of
e

a certificate assoclate reci pient present in the key store with a

certifigate afd Vl-del’ Th i cation.device Q ny, one of
o s &0 ¢ o PG bR B ey REer 0 30T EHARE PRy e ¥isalln Siarlf¥ 1 dBos) ¢
certificate de&erﬁﬂﬁhgalhﬁterahd&mntdfasakﬁwerﬁﬁ@dt@ obftedifERs theeditfiadapéOitetio
determ ne that no, certificate associated with the re??éf?l ent, is present in
the key storigquissl, vakdate gidaeitiisate by chedking aoplidity obswéd eertifiralr sghgwith 58,
wherein the peaps.adapted tq.obtain the valid certificate fromthe
certificate service conpri ses neans adapted to det er mi ne whet her

val i datj,on rtificate associ,ate re(:| ient o d fromthe
certi fl(%lat eO{; b %qng@unlgat?oélqﬁ?vﬂedo tc%l $ﬁ’e ?1‘?’3%&1 Hle(%% f"iaé)%eé?? "B 59,
further coniet&ivigingeianvaBdaivhed sail caHiBiatel eb@indt Tidh (hd@drtiNedi davicens of
said certificate obtained fromthe certificate service is required,

val i date sait§eiesd: velidasg @idgertifeairiighacking papliditoef sid eertiBeaty eithertwitlej t her

wth a certi list. 61. The conmuni cation device of claim
59, further %:%egn%fri‘feag%%ﬁng*dﬁg&adapt ed to, upon determ ning that validation
of sal%cert ficate obtalndfrgmthe rt|f| % vice,i s required

val i dat®%" sai o' SCOPFTYEAEoR d5Vice QLAY NP ‘i}%%ms &}9 6f“’ St e POTR 50980%. t her
wth a cert|de|v{b@ﬁ§aﬁmny§0@ﬁwicgﬁ6nd@&e The conmuni cati on device of any one
of clains 51 to 61, wherein the conmmuni cation device is a nobhile

comruni cati on devi ce.
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