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DISTRIBUTED CONTENT DISTRIBUTION NETWORK
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a PCT International Patent Application that claims the benefit of U.S.
Provisional Application No. 63/084,061 filed 28 September 2020, entitled “Distributed Content

Distribution Network,” which is incorporated herein by reference in its entirety.

BACKGROUND

[0002] A content distribution network (CDN) comprises nodes that are used to provide
computing functionality to client devices. However, it is difficult to manage the structure of the
CDN when faced with changing demand, both with respect to request volume and type of
computing functionality that is requested, among other examples. Such difficulties may be
especially evident when using purpose-built nodes within the CDN, which are not necessarily

adaptable to different conditions.

[0003] It is with respect to these and other general considerations that the aspects disclosed
herein have been made. Also, although relatively specific problems may be discussed, it should be
understood that the examples should not be limited to solving the specific problems identified in

the background or elsewhere in this disclosure.

SUMMARY

[0004] Examples of the present disclosure relate to a distributed content distribution network
(CDN). The distributed CDN is comprised of CDN nodes, where each CDN node has a compute
engine and a data store. The compute engine may be used to execute any of a variety of software,
such as virtual machines, containers, and software packages. Accordingly, CDN nodes execute
software associated with the computing functionality that is provided by the distributed CDN.
Compute engines of the CDN nodes may be reconfigured according to changing conditions in
order to adapt the provided computing functionality to current or expected demand, among other

examples.

[0005] Nodes of the distributed CDN may communicate via an overlay network, such as a VPN.

Accordingly, a CDN node may determine whether it should process a CDN request from a client
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device or, alternatively, direct the CDN request to a remote CDN node. If it is determined that the
request should be redirected, the CDN node may generate a route via the overlay network to the
remote CDN node, thereby enabling the client device and the remote CDN node to communicate
via the overlay network. In another example, the CDN node may receive a CDN request for a
compute resource that is not currently provided by the CDN node. The compute engine of the CDN
node may be reconfigured to provide the compute resource, thereby enabling the CDN node to

service the CDN request rather than redirect the request to a different CDN node.

[0006] This Summary is provided to introduce a selection of concepts in a simplified form that
are further described below in the Detailed Description. This Summary is not intended to identify
key features or essential features of the claimed subject matter, nor is it intended to be used to limit
the scope of the claimed subject matter. Additional aspects, features, and/or advantages of
examples will be set forth in part in the description which follows and, in part, will be apparent

from the description, or may be learned by practice of the disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Non-limiting and non-exhaustive examples are described with reference to the following

figures.

[0008] Figure 1A illustrates an overview of an example system comprising a distributed content

distribution network according to aspects of the present disclosure.

[0009] Figure 1B illustrates an overview of an example management engine for providing and

maintaining a distributed content distribution network.

[0010] Figure 2A illustrates an overview of an example method for processing a request by a

distributed content distribution network.

[0011] Figure 2B illustrates an overview of an example method for configuring the composition

of a distributed content distribution network according to aspects described herein.

[0012] Figure 2C illustrates an overview of an example method for maintaining node metrics

for providing a distributed content distribution network.

[0013] Figure 3A illustrates an overview of an example method for requesting a compute

resource from a content distribution network.
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[0014] Figure 3B illustrates an overview of an example method for providing a compute

resource from a content distribution network.

[0015] Figure 4 illustrates an example of a suitable operating environment in which one or more

of the present embodiments may be implemented.

DETAILED DESCRIPTION

[0016] In the following detailed description, references are made to the accompanying drawings
that form a part hereof, and in which are shown by way of illustrations specific embodiments or
examples. These aspects may be combined, other aspects may be utilized, and structural changes
may be made without departing from the present disclosure. Embodiments may be practiced as
methods, systems or devices. Accordingly, embodiments may take the form of a hardware
implementation, an entirely software implementation, or an implementation combining software
and hardware aspects. The following detailed description is therefore not to be taken in a limiting
sense, and the scope of the present disclosure is defined by the appended claims and their

equivalents.

[0017] A content distribution network (CDN) comprises a set of CDN nodes that process
requests from client devices. In examples, the CDN provides various types of computing
functionality, such as streaming functionality, caching functionality, and computing functionality.
However, purpose-built or otherwise specialized nodes may be used (e.g., a streaming node to
provide streaming content, a caching node and origin node to provide content delivery, etc.) to
provide such computing functionality. Additionally, a CDN may be designed to handle peak
expected demand. Using specialized nodes for such a design may result in CDN nodes that are

underutilized or bottlenecks may arise depending on the demand experienced by the CDN.

[0018] Accordingly, aspects of the present disclosure relate to techniques for a distributed CDN.
For example, nodes of the distributed CDN are not specialized but rather can be adapted in
response to changing conditions. Additionally, a CDN request need not be handled by a node at
which the CDN request was received. Rather, the CDN request may be processed by another CDN
node via an overlay network (e.g., a virtual private network between CDN nodes), thereby
avoiding the need to redirect the CDN request to a different node. As another example, if the

request is one for a compute resource provided by the distributed CDN, the node at which the
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request was received may be dynamically reconfigured to provide the functionality rather than
directing the CDN request to another CDN node. Thus, the distributed CDN aspects described
herein offer the ability to repurpose excess computing capacity within the CDN that may otherwise
gounused and to direct CDN requests to different CDN nodes within the CDN depending on which

node is better-suited to handle such requests.

[0019] A CDN is used by a service (e.g., a customer of the CDN) to process requests of client
computing devices associated with users of the service. Any of a variety of services may use a
CDN according to aspects described herein. Example services include, but are not limited to, a
video streaming service, a video game service, a cloud-computing service, or a web application
service. For example, a video streaming service may use the CDN to provide streaming content,
thereby offloading at least a part of the computational demand associated with providing the video
streaming service to the CDN. As another example, the video game service may use the CDN to
distribute game updates and/or perform server-side processing (which is also referred to herein as
a “compute” resource), among other examples. Thus, it will be appreciated that a service may use
a CDN for any of a variety of computing functionality, including, but not limited to, providing
content (e.g., one or more files, video and/or audio streams, etc.), server-side processing (e.g.,
online gaming, cloud computing, web applications, etc.), and audio/video conferencing, among
other examples. Thus, a CDN request that is received by a CDN from a client device may be
associated with any such computing functionality provided by the CDN. For example, a CDN
request may be for streaming content, for content that is distributed via the CDN, or for a compute

resource (e.g., where software is executed at a node of the CDN).

[0020]  As described herein, a node of a CDN comprises a compute engine and a data store. It
will be appreciated that such aspects may be provided by or otherwise distributed among any
number of devices within the node, including, but not limited to, a server computing device, a
storage array, a load balancer, a network switch, a router, or a firewall device, among other
examples. In examples, the compute engine comprises at least one central processing unit (CPU),
graphics processing unit (GPU), field-programmable gate array (FPGA), and/or application-
specific integrated circuit (ASIC). The compute engine may execute one or more virtual machines,
containers, and/or software packages, among other software, to provide computing functionality
of the CDN according to aspects of the present disclosure. For example, streaming functionality

may be provided by a virtual machine or container that buffers streaming content using the data
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store or, as another example, caching functionality may be provided by a virtual machine or
container that stores content from another CDN node (e.g., a node acting as an origin node) in the

data store and distributes it to clients accordingly.

[0021] In other examples, a CDN node may model network performance, demand
characteristics, and other network attributes, such that nodes of the CDN may be reconfigured
according to such modeling. A compute engine of the CDN node may be used to provide any of a
variety of other functionality including, but not limited to, network switching, request routing,
domain name system (DNS) caching and/or resolution, or load balancing. Thus, rather than
utilizing specialized nodes, compute engines and data stores of CDN nodes are configurable to
provide any of a variety of computing functionality, both with respect to servicing requests from
client devices and operating aspects of the distributed CDN. For example, one server computing
device of a node may execute a virtual machine providing streaming functionality, while another
service computing device of the node may execute a virtual machine that provides, DNS
resolution, routing, and/or load balancing functionality. The server computing devices may access
a common storage array or may each comprise one or more storage devices, among other

examples.

[0022]  Further, a CDN node need not be owned or physically maintained by the distributed
CDN. In examples, a CDN node is provided via computing infrastructure of a third-party, such as
a cloud service provider. One or more virtual machine images, containers, and/or software
packages may be transmitted to the computing infrastructure and configured to operate as part of
the distributed CDN. Additionally, nodes of the distributed CDN may be added or removed
dynamically according to associated operational costs. For example, it may be cost effective to
utilize nodes operating on third-party computing infrastructure at certain times, while it may be

cost effective to utilize CDN-owned computing infrastructure at other times.

[0023] In examples, CDN nodes are connected with one another via an overlay network, such
as a virtual private network (VPN) via the Internet. Accordingly, CDN nodes may communicate
with each other via the VPN and, in some examples, may service requests from client devices via
the VPN. As an example, a first CDN node may receive a CDN request (which may be referred to
herein as the “local” CDN node). The first CDN node may determine that a second CDN node (a

“remote” CDN node) should handle the CDN request instead (e.g., based on one or more
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performance metrics), and may route the CDN request to the second CDN node via the VPN.
Accordingly, the second CDN node and the client device may communicate via the first CDN
node and the VPN. Thus, the first CDN node acts as an entry point into the VPN for the client
device, such that, from the perspective of the client device, it may appear that the first CDN node
is handling the CDN request. It will be appreciated that any number of VPNs or other overlay
networks may be used. For example, CDN nodes within a geographic region may be
interconnected via a VPN or, as another example, different VPNs may be used depending on the

type of CDN requests and associated computing functionality that the nodes are used to provide.

[0024] Example performance metrics that may be used to determine whether to route a request
to a different CDN node include, but are not limited to, a network response latency (e.g., relating
to the one-way or round-trip latency), a compute engine response latency relating (e.g., how long
it takes a compute engine of a node to process a request), and/or a software response latency (e.g.,
how long it takes software executed by the compute engine, such as a virtual machine or container,
to process a request). In examples, performance metrics may be combined (e.g., using a weighted
average, a sum, etc.) to generate a total response latency. For example, a total response latency
performance metric may comprise a sum of the network response latency, the compute engine
response latency, and the software response latency. The total response latency may enable the
comparison of the ability of a node at which a CDN request was received (using a local latency
performance metric, which may omit the network response latency) with the overhead associated

with processing a CDN request at another node (e.g., via a VPN, as described above).

[0025] A performance metric may be generated based on a historical average, sampled
observations, forecasted data (e.g., according to one or more machine learning and/or statistical
models), and/or any combination thereof. A performance metric may be -calculated
contemporaneously with processing a CDN request or may be periodically updated (e.g., according
to a predetermined time interval, in response to the occurrence of an event, etc.), among other
examples. For example, a latency table or other mapping may be maintained the comprises a total
response latency and/or other performance metrics for CDN nodes with which a given CDN node
is associated. The latency table may comprise other CDN nodes that are proximate to the CDN
(e.g., associated with a given geographic location), having a performance metric above or below a
predetermined threshold (e.g., below a predetermined latency), within a certain number of network

hops, etc.
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[0026] As a result of the flexibility provided by the compute engine and data store of CDN
nodes, computing functionality provided by the distributed CDN may be dynamically adapted. In
examples, log data associated with CDN nodes of the distributed CDN is analyzed according to
one or more models. Log data includes, but is not limited to, information relating to system
performance (e.g., resource utilization, requests per second, etc.), system errors (e.g., hardware
failures, software stack traces, request timeouts, etc.), cache metrics (e.g., hit ratio, miss ratio, etc.),
and/or requests from client devices (e.g., a requested resource, a device type, a source Internet
Protocol (IP) address, an associated service, etc.). Log data may be generated by CDN nodes, a
service that is a customer of the CDN, and/or client devices, among other examples. Thus, it will
be appreciated that log data may relate to key performance indicators, metrics, telemetry, fault
information, and/or performance information. In examples, at least a part of the log data for a CDN
node is generated by one or more server computing devices and/or networking devices, among

other constituent devices.

[0027] In examples, log data is generated by a CDN probe, which generates traffic (e.g., to or
from a CDN node, within the CDN, etc.) to assess the current state of the CDN. For example, a
CDN probe may mimic requests typically generated by a client device (e.g., replaying historical
requests, simulating requests according to observed patterns for requested computing
functionality, etc.). As another example, a CDN probe may generate traffic designed to test various
attributes of the CDN. For example, the CDN probe may test a CDN node that uses third-party
computing infrastructure to generate log data that is usable to ensure that the CDN node meets
certain requirements. In some instances, a CDN probe may be computing device that is separate
from a CDN node or may be a device within a CDN node that is distinct from those used to provide
the compute engine and data storage aspects described herein. As another example, a CDN probe
may be a virtual machine, provided as a container, or as a software package that is executed by a

compute engine of a CDN node, among other examples.

[0028] Any of a variety of models may be used to analyze log data, including, but not limited
to, a machine learning model or a statistical model. For example, log data may be processed to
generate a statistical model that may then be used to evaluate subsequent log data. The statistical
model may identify one or more thresholds or ranges that are indicative of normal or routine
behavior (e.g., relating to resource utilization, requests per second, cache performance, time to

process a request, etc.), such that subsequent log data that exceeds such a threshold or range is
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classified accordingly. As another example, a machine learning model may be generated using
annotated log data, thereby enabling the subsequent classification of log data based on the machine
learning model. It will be appreciated that example machine learning techniques are described
herein and that any of a variety of supervised and unsupervised machine learning techniques may

be used.

[0029] Insome examples, multiple models are used to analyze the log data. For example, results
from a set of models are compared to identify a model processing result having the highest
confidence. In some instances, model performance is tracked over time, thereby enabling multiple
models to be ranked according to one or more model performance metrics (e.g., prediction
accuracy, average confidence score, etc.). Further, a model may be associated with a specific
service, computing functionality, or other instance in which the model should be used to process
log data. Thus, the model need not be used to process log data in all instances, but may instead by
associated with one or more specific instances in which the model is well-suited to process such

log data.

[0030] Model processing results may be stored for subsequent analysis. For example, model
processing results may be used to evaluate the strength or effectiveness of a model, to adapt the
configuration of one or more nodes of the CDN, and/or to generate reports. As an example, it may
be determined that CDN nodes should be added or removed near a given geographic location or
that computing functionality provided by a CDN node should be altered (e.g., adding, removing,
or changing functionality provided by an associated compute engine) according to forecasted
demand. Additional actions include remedying an identified bottleneck (e.g., by adding more
server computing devices, by reconfiguring network devices, etc.), restarting or replacing a failing
device, and/or reimaging a virtual machine, among other examples. Such operations may be
performed automatically by communicating with a node to instruct the node to instantiate or un-
instantiate hardware devices and/or virtual machines. Such modeling and orchestration aspects
may be performed by a service controller, which may be implemented as a specialized type of
CDN node or may be implemented as a virtual machine, container, and/or software package that

is executed by a compute engine of a generic CDN according to aspects described herein.

[0031] In other examples, computing functionality of a CDN node is reconfigured in response

to a received CDN request. For example, a CDN request may be a request for a compute resource,
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wherein the request comprises an indication as to a compute recipe. For example, the request may
specify a Multipurpose Internet Mail Extensions (MIME) type or media type of “compute,” or
other indication that the request is for a compute resource. The request may further comprise a
payload that indicates a robotic process automation (RPA) object or software associated with the
compute resource. For example, the indication may comprise a globally unique identifier (GUID),
a uniform resource identifier (URI), or other identifier that is usable to identify the compute
resource that is associated with the CDN request. It may be determined whether a remote CDN
node is usable to process the CDN request (e.g., a node that is already providing the requested
compute resource) or whether the local CDN node should be configured to provide the requested
resource. The determination may comprise evaluating a set of service rules. A service rule may
evaluate one or more conditions, including, but not limited to, resource utilization at the CDN
node, a number of requests that have been received for the compute resource within a
predetermined period of time, and/or a predetermined schedule. For example, the local CDN node
may be configured to process the CDN request if the CDN node has excess capacity, the number
of received requests for the resource within the past hour exceeds a predetermined threshold, or if
the request was received during business hours. In some instances, service rules may be

hierarchical or interdependent, among other examples.

[0032] Accordingly, if it is determined to reconfigure the local CDN node, the software
associated with the requested compute resource may be executed using the compute engine of the
CDN node, thereby reconfiguring the CDN node to process the CDN request. If, however, the
evaluation of the set of service rules instead indicates that a remote CDN node should be used to
service the CDN request, the CDN request may instead be directed to a remote CDN node
accordingly (e.g., by providing a response to the CDN request indicating the remote node, using
the overlay network routing techniques described herein, etc.). While such reconfiguration
techniques are described as occurring in response to a CDN request, it will be appreciated that
similar techniques may be used to proactively reconfigure a CDN node before receiving such a
request (e.g., based on forecasted demand, as may be determined by the service controller

described above).

[0033] Figure 1A illustrates an overview of an example system 100 comprising a distributed
content distribution network according to aspects of the present disclosure. As illustrated, system

100 comprises CDN nodes 102, 104, and 106, client device 108, CDN probe 111, and network
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132. CDN nodes 102, 104, and 106, client device 108, and CDN probe 111 are illustrated
communicating through network 138. Network 132 may comprise a local area network, a wide
area network, one or more cellular networks, and/or the Internet, among other examples.
Additionally, CDN nodes 102, 104, and 106 are illustrated within overlay network 110 to indicate
that CDN nodes 102, 104, and 106 may further communicate with one another via overlay network
110. For example, the overlay network may be a VPN that is formed over network 132, thereby
enabling communication between CDN nodes 102, 104, and 106 that is separate from that of
network 132. It will be appreciated that a VPN is provided as an example overlay network and
that, in other examples, additional or alternative technologies may be used for internode
communication. Additionally, CDN probe 111 is illustrated as being external to overlay network
110. In other examples, CDN probe 111 may also connect to the distributed CDN via overlay
network 110 or, in other examples, multiple such overlay networks may be used. In such examples,

it will be appreciated that a CDN node may be a member of multiple overlay networks.

[0034] The distributed CDN in system 100 (e.g., comprising CDN probe 111 and CDN nodes
102, 104, and 106) may provide computing functionality to any of a variety of services, including,
but not limited to, a video streaming service, a video game service, a cloud-computing service, or
a web application service, among other examples. Accordingly, client device 108 and client
application 130 may communicate with the distributed CDN to utilize computing functionality
associated with such services. It will be appreciated that, in other examples, certain elements of
the example CDN described with respect to system 100 may be provided by a third party and/or
functionality described herein with respect to specific elements may be distributed according to

any of a variety of other techniques.

[0035] Client device 108 may be any of a variety of computing devices, including, but not
limited to, a mobile computing device, a tablet computing device, a laptop computing device, or a
desktop computing device. In examples, client device 108 communicates with one or more of CDN
nodes 102, 104, and 106 via network 132. Client device 108 is illustrated as comprising client
application 130, which may be a web browser or an application provided by a service that utilizes

the distributed CDN of system 100, among other examples.

[0036] CDN node 102 is illustrated as comprising management engine 112, compute engine

114, and data store 116. CDN nodes 104 and 106 comprise similar aspects (e.g., management

10
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engine 118, compute engine 120, and data store 122, and management engine 124, compute engine
126, and data store 128, respectively). Accordingly, such aspects are not necessarily re-described

below in detail.

[0037] Management engine 112, compute engine 114, and data store 116 of CDN node 102 may
be provided by one or more devices of CDN node 102, including, but not limited to, a server
computing device, a storage array, a load balancer, a network switch, a router, or a firewall device,
among other examples. For example, compute engine 114 comprises at least one central processing
unit (CPU), graphics processing unit (GPU), field-programmable gate array (FPGA), and/or
application-specific integrated circuit (ASIC) of a server computing device of CDN node 102. As
described above, compute engine 114 may execute one or more virtual machines, containers,
and/or software packages, among other software, to provide computing functionality of the
distributed CDN. Similarly, data store 116 may be part of a server computing device or may be a
storage array of CDN node 102, among other examples. While management engine 112 is
illustrated as being separate from compute engine 114 and data store 116, it will be appreciated
that the aspects described below with respect to management engine 112 may be implemented as
a virtual machine, container, software package, or other software that is executed using compute

engine 114 and/or data store 116.

[0038] Management engine 112 initializes and maintains the connection of CDN node 102 to
overlay network 110. In examples, management engine 112 transmits and receives control
messages to and from other CDN nodes (e.g., CDN nodes 104 and 106) via overlay network 110.
For example, an example control message may be part of the Address Resolution Protocol (ARP),
such that the forwarding table creation process is used to determine an associated network response
latency for CDN nodes with which CDN node 102 communicates. As another example, CDN
nodes may also broadcast performance metrics, such as a compute engine response latency and/or
a software response latency. In examples, a broadcast message may be used to determine a network
response latency in addition to or as an alternative to an ARP control message. Management engine
112 may process such control messages to generate or update a latency table or other mapping that
comprises such performance metrics for the CDN nodes. In examples, performance metrics in the
latency table are processed according to one or more models in order to generate predicted
performance metrics. Thus, it will be appreciated that the request routing aspects described herein

may be based on actual, predicted, or historical performance metrics, among other examples.

11



WO 2022/067169 PCT/US2021/052169

[0039] Management engine 112 may receive a CDN request from client application 130 of
client device 108. The CDN request may be for any of a variety of computing functionality
provided by the distributed CDN. Management engine 112 determines whether CDN node 102
should process the CDN request based at least in part on the latency table described above. For
example, management engine 112 may maintain a local latency performance metric for CDN 102,
which may be compared to total response latency performance metrics of the latency table for
CDN nodes 104 and 106. Thus, management engine 112 is able to determine whether the CDN
request would be more quickly processed by CDN node 102 (e.g., incurring the local latency) or
one of CDN nodes 104 or 106 (e.g., incurring the total response latency associated with the remote

CDN node).

[0040] If management engine 112 determines that CDN node 102 is better-suited to process the
CDN request (e.g., CDN node 102 has a lower local latency than the total response latencies of
CDN nodes 104 and 106), compute engine 114 and/or data store 116 are used to process the CDN
request accordingly. By contrast, if management engine 112 determines that CDN node 104 or 106
are better suited (e.g., one of the remote nodes exhibits a lower total response latency than the local
latency of CDN node 102), management engine 112 generates a route to CDN node 104 or 106
via overlay network 110, thereby enabling the remote CDN node to process the CDN request.
Thus, CDN node 102 acts as an entry point into overlay network 110 for client device 102, thereby
enabling client device 108 to communicate with the remote CDN node and access the requested
computing functionality accordingly. Additionally, overlay network 110 enables CDN nodes 102,
104, and 106 to be logically associated even though CDN nodes 102, 104, and 106 may not be

geographically associated (e.g., located in the same data center) with one another.

[0041] Insome examples, CDN node 102 may act as a service controller, such that management
engine 112 aggregates and processes log data of constituent devices of CDN nodes 102, 104,
and/or 106, client device 108, and/or CDN probe 111. For example, CDN probe 111 may generate
traffic and associated log data relating to communications with CDN node 102, 104, and/or 106.
Management engine 112 may process the aggregated log data according to one or more models in
order to forecast CDN utilization and adapt the configuration of the CDN accordingly. For
example, management engine 112 may generate an indication as to a set of computing functionality
that should be provided by a CDN. The indicated computing functionality may be associated with

specific dates, times, and/or other conditions, such that the structure of the CDN changes based on
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such conditions. Accordingly, management engine 118 of CDN node 104 and/or management
engine 124 of CDN node 106 may manage compute engine 120 and compute engine 126,
respectively, to alter the computing functionality that is provided. Management engine 112 may

similarly manage compute engine 114.

[0042] Management engine 112 may receive a CDN request from client device 108 that is for
compute resource. Compute engine 114 may not be currently configured to provide the requested
compute resource, such that management engine 112 may evaluate a set of service rules to
determine whether to direct the CDN request to another CDN node (e.g., CDN node 104 or 106
via overlay network 110) or to configure compute engine 114 to provide the requested compute
resource. As described above, a service rule may evaluate one or more conditions, including, but
not limited to, resource utilization at CDN node 102, a number of requests that have been received
(e.g., from other client devices) for the compute resource within a predetermined period of time,
and/or a predetermined schedule. For example, management engine 112 may configure CDN node
102 to process the CDN request using compute engine 114 if CDN node 102 is determined to have
excess capacity, if the number of requests that have been received within the past hour for the
compute resource exceeds a predetermined threshold, or if the request was received during

business hours.

[0043] Figure 1B illustrates an overview of an example management engine 150 for providing
and maintaining a distributed content distribution network. Management engine 150 may be
similar to management engines 112, 118, and 124 of Figure 1A. As illustrated, management engine

150 comprises connection manager 152, functionality orchestrator 154, and metric generator 156.

[0044] Connection manager 152 manages a connection of a CDN node to one or more overlay
networks, such as overlay network 110 in Figure 1A. In examples, connection manager 110
transmits and receives various control messages associated with an overlay network, including,
but not limited to, ARP control messages and broadcasts comprising one or more performance
metrics associated with a CDN node. Connection manager 152 may generate a forwarding table
comprising a set of CDN nodes reachable via the overlay network. As noted above, a network
response latency for each CDN node therein may be determined as part of creating and updating

the forwarding table.
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[0045] In examples, connection manager 152 routes received CDN requests. For example,
connection manager 152 receives a CDN request from a client device (e.g., client device 108 in
Figure 1A) and evaluates performance metrics to determine whether the CDN request should be
serviced locally at the CDN node at which connection manager 152 is implemented or whether the
CDN request should be routed to a remote CDN node. The performance metrics (e.g., a total
response latency for a remote CDN node as compared to a local latency for the CDN node at which
the CDN request was received) may be generated by metric generator 156, which is discussed
below in further detail. If it is determined that a remote CDN node should instead service the CDN
request, a route may be generated to an overlay network managed by connection manager 152, or
a redirection indication may be provided in response to the CDN request that redirects the client

device to the remote CDN node.

[0046] In some instances, connection manager 152 may determine to service a CDN request
locally but the CDN node may not provide the requested computing functionality (e.g., for a
compute resource). Accordingly, connection manager 152 may provide an indication to
functionality orchestrator 154 to configure the compute engine (e.g., compute engine 114, 120, or
126 in Figure 1A) to provide the requested compute resource. Connection manager 152 may make

such a determination based at least in part on a set of service rules, as described above.

[0047] Functionality orchestrator 154 manages the computing functionality provided by the
CDN node, as may be provided by a compute engine (e.g., compute engine 114, 120, or 126 in
Figure 1A) and a data store (e.g., data store 116, 122, or 128). Functionality orchestrator 154 may
retrieve a virtual machine image, a container, a software package, and/or other software from any
of a variety of sources and store the retrieved software in the data store. For example, the software
may be retrieved from another CDN node (e.g., a CDN node acting as an origin node) or from a
third-party (e.g., that offers the compute resource being requested by a client device). The software
may then be executed from the data store by the compute engine. It will be appreciated that any of
a variety of other techniques may be used to distribute software for execution within a distributed

CDN according to aspects described herein.

[0048] In examples, functionality orchestrator 154 receives an indication from a service
controller comprising a set of computing functionality that is to be provided by the CDN node. In

some examples, the indicated computing functionality may be associated with specific dates,
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times, and/or other conditions, such that functionality orchestrator 154 changes the computing
functionality provided via the compute engine and/or data store based on such conditions.
Additionally, functionality orchestrator 154 may receive an indication from connection manager
152 that a CDN request for a compute resource has been requested. Accordingly, functionality
orchestrator 154 may configure the compute engine to provide the compute resource accordingly.
The indication may comprise an identifier (e.g., GUID, URI, etc.) usable to determine which
compute resource has been requested and to initialize the compute resource accordingly. In some
examples, functionality orchestrator 154 may proactively initialize such a compute resource
without first receiving an associated CDN request (e.g., according to a schedule, as may be

received from a service controller).

[0049] Metric generator 156 maintains a latency table or other data structure that comprises a
set of performance metrics for CDN nodes with which the CDN node is associated. In examples,
the latency table stores only a total response latency for each CDN node, which may be based on
various other performance metrics for a CDN node. For example, the total response latency may
be a sum of the network response latency (e.g., as may be determined by connection manager 152
using an ARP control message), the compute engine response latency (e.g., as may be determined
from a beacon control message), and the software response latency (e.g., as may be also be
determined from the beacon control message) for a given CDN node. Metric generator 156 may
also maintain a local latency for the CDN node at which it is located, which may comprise a sum

of the compute engine response latency and the software response latency locally at the CDN node.

[0050] Metric generator 156 may generate performance metrics based on a historical average,
sampled observations, forecasted data (e.g., according to one or more machine learning and/or
statistical models) using any of a variety of models, and/or any combination thereof. Metric
generator 156 may calculate such performance metrics and/or update a latency table
contemporaneously with connection manager 152 processing a CDN request or may periodically
perform such operations (e.g., according to a predetermined time interval, in response to the
occurrence of an event, etc.), among other examples. The latency table may comprise other CDN
nodes that are proximate to the CDN (e.g., associated with a given geographic location), having a
performance metric below a predetermined threshold, within a certain number of network hops,

etc.
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[0051] Figure 2A illustrates an overview of an example method 200 for processing a request by
a distributed content distribution network. In examples, aspects of method 200 are performed by a
CDN node, such as CDN nodes 102, 104, and 106 of Figure 1A. Method 200 begins at operation
202, where a CDN request is received. The CDN request may be for streaming content, for content
that is distributed via the CDN, or for a compute resource (e.g., where software is executed at a
node of the CDN). The CDN request may be received from a client device, such as client device

108 in Figure 1A.

[0052] Flow progresses to operation 204, where a performance metric associated with fulfilling
the CDN request locally is determined. The performance metric may be one or more of a compute
engine response latency, a software response latency, or a local latency that is a combination
thereof. In examples, the performance metric is determined by a metric generator, such as metric

generator 156 of management engine 150 in Figure 1B.

[0053] Moving to operation 206, the determined performance metric is evaluated as compared
to a performance metric of a remote node. In examples, operation 206 comprises evaluating a
latency table, as may be generated by a metric generator, such as metric generator 156 of
management engine 150 in Figure 1B. CDN nodes of the latency table may be ranked according
to their respective performance metric, such that the top-most ranked CDN node has the most
favorable performance metric. For example, if latency is used, the top-most ranked CDN node may
have the lowest latency. As discussed above, the performance metric may be one or more of a
network response latency, a compute engine response latency, a software response latency, or a
total response latency that is a combination thereof. While operation 206 is discussed in the context
of evaluating one remote CDN node, it will be appreciated that, in other examples, multiple CDN

nodes are evaluated.

[0054] At determination 208, it is determined whether the remote CDN node is better-suited to
process the CDN request than the local CDN node. For example, if the evaluation at operation 206
determines that the performance metric of the remote CDN node is better than (e.g., less than, in
the case of latency) the performance metric of the local CDN node, it is determined than the remote
CDN node is better-suited to process the CDN request. It will be appreciated that, in other
examples, a determination that the remote CDN node exhibits a performance metric that is more

than or higher than that of the local CDN node may instead yield a determination that the local
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CDN node is better-suited to process the CDN request, as may be the case when the performance

metric is tied to processor or memory utilization, among other examples.

[00S5]  Accordingly, if it is determined that the remote CDN node is not better-suited than the
local CDN node to handle the CDN request, flow branches “NO” to operation 210, where the CDN
request is processed by the local CDN node. Processing the CDN request may comprise providing
content from a data store of the local CDN node or providing access to a compute resource, among

other examples. Flow terminates at operation 210.

[0056] If, however, it is determined that the remote CDN is better-suited than the local CDN
node, flow instead branches “YES” to operation 212, where a route is generated to a remote CDN
node via an overlay network. In examples, the route is generated by a connection manager, such
as connection manager 152 of management engine 150 in Figure 1B. In examples, the route may
comprise an association of the client device from which the CDN was received, the remote CDN
node, and an overlay network via which the remote CDN node is accessible. In some instances, a
route may already exist via which the client device is able to access the remote CDN node, as may
be the case when the client device generates subsequent requests or if it was previously determined
to service similar CDN requests using the remote CDN node. While example routing techniques
are described, it will be appreciated that any of a variety of other techniques may be used to route

a CDN request to a remote CDN node via an overlay network.

[0057] At operation 214, the CDN request is provided to the remote CDN node. The CDN
request may be forwarded by the local CDN node to the remote CDN node using the overlay
network through which the route was generated at operation 212. Accordingly, the client device
and the remote CDN node communicate via the local CDN node using the overlay network. Flow

terminates at operation 214.

[0058] Figure 2B illustrates an overview of an example method 220 for configuring the
composition of a distributed content distribution network according to aspects described herein. In
examples, aspects of method 220 are performed by a service controller, which may execute on a
CDN node such as CDN node 102, 104, and/or 106 in Figure 1A. Method 220 may be performed
periodically (e.g., weekly, daily, hourly, etc.) or in response to the occurrence of a predetermined
event (e.g., utilization exceeding a predetermined threshold, the failure of an existing edge server

in a node, etc.), among other examples.
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[0059] Method 220 begins at operation 222, where a forecast is generated according to a model.
In examples, the model used at operation 222 was generated based at least in part on log data
associated with a distributed CDN (e.g., as may be generated by a CDN node, a CDN probe, and/or
a client device). As described above, any of a variety of models may be used to analyze log data,
including, but not limited to, a machine learning model or a statistical model. Additionally, in some

examples, multiple models may be used.

[0060] Flow progresses to operation 224, where the forecasted demand is evaluated based on
the network composition of the CDN. In examples, the evaluation comprises evaluating the
number of CDN nodes, computing functionality provided by such CDN nodes, available
bandwidth between CDN nodes, and/or available computing capacity at the CDN nodes (e.g.,
available compute resources, storage capacity, etc.), among other examples. The evaluation may
be performed using a predetermined buffer, such that CDN nodes are configured to provide
computing functionality that exceeds the forecasted demand by the predetermined buffer. In some
instances, the evaluation comprises performing a time-based evaluation or an evaluation based on

other conditions, such that the structure of the CDN may change as such conditions occur.

[0061] At determination 226, it is determined whether to adjust the structure of the CDN. In
examples, the determination comprises comparing the evaluation performed at operation 224 to
the existing structure of the CDN to determine whether the CDN is capable of providing the
computing functionality that was evaluated. For example, forecasted traffic may be compared to
the evaluated computing functionality of one or more CDN nodes. It will be appreciated that any
of a variety of other techniques may be used to compare the generated forecast and associated

evaluation to the structure of the CDN.

[0062] If it is determined not to adjust the structure of the CDN, flow branches “NO” to
operation 228, where method 220 ends. If, however, it is determined to adjust the structure of the
CDN, flow instead branches “YES” to operation 230, where an indication of the computing
functionality from operation 224 associated with the CDN node is provided to a functionality
orchestrator of the CDN node (e.g., functionality orchestrator 154 of management engine 150 in
Figure 1B). The CDN node may cause software to execute on an associated compute engine, halt
execution of such software, or change configuration of currently executing software, among other

examples. As discussed above, the indication may comprise times, dates, and/or other conditions
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in response to which the CDN node should be reconfigured. While operation 230 is discussed with
respect to a single CDN node, it will be appreciated that operation 230 may comprise providing
such indications to any number of CDN nodes. Any of a variety of other techniques may be used

to adjust the structure of a CDN.

[0063] At operation 232, a CDN probe may be used to evaluate CDN performance. The CDN
probe may be CDN probe 111 in Figure 1A. For example, the CDN probe generates traffic to
assess the current state of the CDN. For example, a CDN probe may mimic requests typically
generated by a client device and/or may generate traffic designed to test various attributes of the
CDN. Thus, at operation 232, an indication may be provided to the CDN probe to perform such
evaluations. Log data or other information may be received from the CDN probe as part of
operation 232. Flow returns to operation 224, where information from the CDN probe may be used
to evaluate network composition and adjust CDN structure as described above. Operation 232 is
illustrated using a dashed box to indicate that, in some examples, operation 232 may be omitted
and method 220 may terminate at operation 230. Thus, flow eventually terminates at either

operation 230 or 232.

[0064] Figure 2C illustrates an overview of an example method 240 for maintaining node
metrics for providing a distributed content distribution network. In examples, aspects of method
240 are performed by a management engine, such as management engine 112, 118, or 124 in
Figure 1A, or management engine 150 in Figure 1B. In some examples, such aspects may be
performed by a connection manager and a metric generator, such as connection manager 152 and

metric generator 156 in Figure 1B.

[0065] Method 240 begins at operation 242 where a control message is received from a remote
CDN node. In examples, the control message is received via an overlay network, such as overlay
network 110 in Figure 1A. The control message may be received by a connection manager, such
as connection manager 152 in Figure 1B. As described above, the control message may be an ARP

control message or a beacon from the remote CDN, among other examples.

[0066] At operation 244, the control message is processed to generate a performance metric.
Aspects of operation 244 may be performed by a metric generator, such as metric generator 156
in Figure 1B. For example, an ARP control message may be processed to determine a network

response latency associated with the remote CDN node. As another example, the beacon control
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message may comprise a compute engine response latency relating and/or a software response
latency of the remote CDN node. In some instances, the beacon comprises a timestamp that is
usable to generate a network response latency. Operation 246 may comprise generating a
combined performance metric. For example, a total response latency performance metric may
comprise a sum of the network response latency, the compute engine response latency, and the

software response latency.

[0067] Flow progresses to operation 246, where the performance metric is associated with the
CDN node. In examples, the association is stored in a latency table that comprises performance
metrics for remote CDN nodes with which the local CDN node communications. An arrow is
illustrated from operation 246 to operation 242 to indicate that method 240 may be performed
periodically in order to maintain an updated latency table. Further, while operations 242-246 are
described in the context of processing a control message from a single remote CDN node, it will
be appreciated that, in other instances, such processing may be batched for evaluating performance
metrics for multiple CDN nodes or a single control message may comprise information usable to
generate performance metrics for multiple remote CDN nodes accordingly. Flow may ultimately

terminate at operation 246.

[0068] Figure 3A illustrates an overview of an example method 300 for requesting a compute
resource from a content distribution network. In examples, aspects of method 300 are performed
by a client application on a client device, such as client application 130 on client device 108 in
Figure 1A. Method 300 begins at operation 302, where a compute request is generated. The
compute request is a CDN request for one or more compute resources associated with the CDN.
The compute request may specify a MIME type or media type of “compute,” or may comprise
another indication that the request is for a compute resource. The request may further comprise a
payload that indicates an RPA object or software associated with the requested compute resource.
For example, the indication may comprise a GUID, a URI, or other identifier that is usable to

identify the requested compute resource.

[0069] At operation 304, the compute request is provided to a CDN node. In examples the
request is provided using a hostname associated with the CDN, which may be resolved to identify

a specific CDN node of the CDN. For example, the hostname may be localized in order to identify
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a CDN node that is geographically proximate to the client device. Flow progresses to operation

306, where a response to the compute request is received from the CDN node.

[0070] Flow progresses to determination 308, where it is determined whether the response
comprises a redirection indication, as may be the case when a different CDN node has the compute
resource that was requested at operation 304. Accordingly, if it is determined that the response
comprises a redirection indication, flow branches “YES” to operation 312, where the compute
resource is utilized from a new CDN node indicated by the response received at operation 306.

Method 300 terminates at operation 312.

[0071] If, however, it is determined that the response does not comprise a redirection indication,
flow instead branches “NO” to operation 310, where the compute resource is utilized via the node
to which the request was provided at operation 304. For example, the CDN node may provide the
requested compute resource or, in another example, the CDN node may act as an entry point into
an overlay network through which the CDN request was routed to another node, as described

above. Flow terminates at operation 310.

[0072] Figure 3B illustrates an overview of an example method 350 for providing a compute
resource from a content distribution network. In examples, aspects of method 350 are performed
by a CDN node, such as CDN nodes 102, 104, and 106 in Figure 1A. Method 350 begins at
operation 352, where a compute request is received. The compute request is a CDN request for
one or more compute resources associated with the CDN. The compute request may specify a
MIME type or media type of “compute,” or may comprise another indication that the request is
for a compute resource. The request may further comprise a payload that indicates an RPA object
or software associated with the requested compute resource. For example, the indication may
comprise a GUID, a URI, or other identifier that is usable to identify the requested compute

resource.

[0073] At determination 354, it is determined whether the requested compute resource is
available to be provided locally by the CDN node. For example, an identifier associated with the
compute request is used to determine whether the requested compute resource is already being
executed by a compute engine of the CDN node. If it is determined that the compute resource is
available, flow branches “YES” to operation 364, where the compute request is processed at the

local CDN node. Aspects of operation 364 are described below in more detail.
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[0074] If, however, it is determined that the compute resource is not available locally, flow
instead branches “NO” to operation 356, where a set of service rules are evaluated. A service rule
may evaluate one or more conditions, including, but not limited to, resource utilization at the CDN
node, a number of requests that have been received for the compute resource within a
predetermined period of time, and/or a predetermined schedule. In some instances, service rules

may be hierarchical or interdependent, among other examples.

[0075] Accordingly, at determination 358, it is determined whether the compute resource
should be provided from a remote node based at least in part on the evaluation at operation 356. If
it is determined that the compute resource should be provided using a remote CDN node, flow
branches “YES” to operation 360, where the compute request is directed to the remote CDN node.
As described above, the compute request may be directed to the remote CDN node using an overlay
network via a route that is generated according to aspects of operation 212 in method 200 of Figure
2A. As another example, the compute request may be directed to the remote CDN node using a
redirection indication, wherein the redirection indication causes the client device to communicate
with the remote CDN node. Operations 352, 356, 358, and 360 may be performed by a connection
manager, such as connection manager 152 of management engine 150 in Figure 1B. Flow

terminates at operation 360.

[0076] If, however, it is determined that the compute resource should not be provided from the
remote CDN node, flow instead branches “NO” to operation 362, where the local node is
configured to provide the compute resource. Aspects of operation 362 may be performed by a
functionality orchestrator, such as functionality orchestrator 154 of management engine 150 in
Figure 1B. For example, the CDN node may be configured to provide the requested compute
resource if the set of service rules indicate that CDN node has excess capacity, the number of
received requests for the resource within the past hour exceeds a predetermined threshold, or if the
request was received during business hours. In examples, operation 362 may comprise retrieving
a virtual machine image, a container, a software package, and/or other software from any of a
variety of sources (e.g., another CDN node, a third-party, etc.) and storing the retrieved software
in the data store. The software may then be executed from the data store by a compute engine of
the CDN node. At operation 364, the compute request is processed at the local node using the
compute engine that is executing the requested computing resource. Flow terminates at operation

364.
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[0077] Figure 4 illustrates an example of a suitable operating environment 400 in which one or
more of the present embodiments may be implemented. This is only one example of a suitable
operating environment and is not intended to suggest any limitation as to the scope of use or
functionality. Other well-known computing systems, environments, and/or configurations that
may be suitable for use include, but are not limited to, personal computers, server computers, hand-
held or laptop devices, multiprocessor systems, microprocessor-based systems, programmable
consumer electronics such as smart phones, network PCs, minicomputers, mainframe computers,

distributed computing environments that include any of the above systems or devices, and the like.

[0078] Inits most basic configuration, operating environment 400 typically may include at least
one processing unit 402 and memory 404. Depending on the exact configuration and type of
computing device, memory 404 (storing, among other things, APIs, programs, etc. and/or other
components or instructions to implement or perform the system and methods disclosed herein,
etc.) may be volatile (such as RAM), non-volatile (such as ROM, flash memory, etc.), or some
combination of the two. This most basic configuration is illustrated in Figure 4 by dashed line 406.
Further, environment 400 may also include storage devices (removable, 408, and/or non-
removable, 410) including, but not limited to, magnetic or optical disks or tape. Similarly,
environment 400 may also have input device(s) 414 such as a keyboard, mouse, pen, voice input,
etc. and/or output device(s) 416 such as a display, speakers, printer, etc. Also included in the
environment may be one or more communication connections, 412, such as LAN, WAN, point to

point, etc.

[0079] Operating environment 400 may include at least some form of computer readable media.
The computer readable media may be any available media that can be accessed by processing unit
402 or other devices comprising the operating environment. For example, the computer readable
media may include computer storage media and communication media. The computer storage
media may include volatile and nonvolatile, removable and non-removable media implemented in
any method or technology for storage of information such as computer readable instructions, data
structures, program modules or other data. The computer storage media may include RAM, ROM,
EEPROM, flash memory or other memory technology, CD-ROM, digital versatile disks (DVD)
or other optical storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic
storage devices, or any other non-transitory medium which can be used to store the desired

information. The computer storage media may not include communication media.
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[0080] The communication media may embody computer readable instructions, data structures,
program modules, or other data in a modulated data signal such as a carrier wave or other transport
mechanism and includes any information delivery media. The term "modulated data signal" may
mean a signal that has one or more of its characteristics set or changed in such a manner as to
encode information in the signal. For example, the communication media may include a wired
media such as a wired network or direct-wired connection, and wireless media such as acoustic,
RF, infrared and other wireless media. Combinations of the any of the above should also be

included within the scope of computer readable media.

[0081] The operating environment 400 may be a single computer operating in a networked
environment using logical connections to one or more remote computers. The remote computer
may be a personal computer, a server, a router, a network PC, a peer device or other common
network node, and typically includes many or all of the elements described above as well as others
not so mentioned. The logical connections may include any method supported by available
communications media. Such networking environments are commonplace in offices, enterprise-

wide computer networks, intranets and the Internet.

[0082] The different aspects described herein may be employed using software, hardware, or a
combination of software and hardware to implement and perform the systems and methods
disclosed herein. Although specific devices have been recited throughout the disclosure as
performing specific functions, one skilled in the art will appreciate that these devices are provided
for illustrative purposes, and other devices may be employed to perform the functionality disclosed

herein without departing from the scope of the disclosure.

[0083] Asstated above, a number of program modules and data files may be stored in the system
memory 404. While executing on the processing unit 402, program modules (e.g., applications,
Input/Output (I/O) management, and other utilities) may perform processes including, but not
limited to, one or more of the stages of the operational methods described herein such as the

methods illustrated in Figures 2A-2C and 3A-3B, for example.

[0084] Furthermore, examples of the invention may be practiced in an electrical circuit
comprising discrete electronic elements, packaged or integrated electronic chips containing logic
gates, a circuit utilizing a microprocessor, or on a single chip containing electronic elements or

microprocessors. For example, examples of the invention may be practiced via a system-on-a-chip
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(SOC) where each or many of the components illustrated in Figure 4 may be integrated onto a
single integrated circuit. Such an SOC device may include one or more processing units, graphics
units, communications units, system virtualization units and various application functionality all
of which are integrated (or "burned") onto the chip substrate as a single integrated circuit. When
operating via an SOC, the functionality described herein may be operated via application-specific
logic integrated with other components of the operating environment 400 on the single integrated
circuit (chip). Examples of the present disclosure may also be practiced using other technologies
capable of performing logical operations such as, for example, AND, OR, and NOT, including but
not limited to mechanical, optical, fluidic, and quantum technologies. In addition, examples of the

invention may be practiced within a general purpose computer or in any other circuits or systems.

[0085] This disclosure described some aspects of the present technology with reference to the
accompanying drawings, in which only some of the possible embodiments were shown. Other
aspects may, however, be embodied in many different forms and should not be construed as limited
to the embodiments set forth herein. Rather, these aspects were provided so that this disclosure
was thorough and complete and fully conveyed the scope of the possible embodiments to those

skilled in the art.

[0086] Although specific aspects were described herein, the scope of the technology is not
limited to those specific embodiments. One skilled in the art will recognize other embodiments or
improvements that are within the scope and spirit of the present technology. Therefore, the specific
structure, acts, or media are disclosed only as illustrative embodiments. The scope of the

technology is defined by the following claims and any equivalents therein.
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CLAIMS

What is claimed is:

1. A system comprising:

at least one processor; and

memory, operatively connected to the at least one processor and storing instructions that,
when executed by the at least one processor, cause the system to perform a set of operations, the

set of operations comprising:

receiving, from a client device, a request for computing functionality of a content

distribution network (CDN),

generating a local performance metric associated with processing the request for
computing functionality;

evaluating, based at least in part on a remote performance metric for a remote
CDN node, the local performance metric to determine whether to process the request for
computing functionality;

when it is determined to process the request for computing functionality:

generating a response to the request to the request for computing

functionality; and
providing the response to the client device; and

when it is determined not to process the request for computing functionality:
generating, via an overlay network, a route to the remote CDN node; and
providing, to the remote CDN node, an indication to process, via the

generated route, the request for computing functionality.

2. The system of claim 1, wherein:

the remote performance metric is a first remote performance metric;

the remote CDN node is a first remote CDN node; and

the first remote performance metric is stored in a latency table that further comprises a

second remote performance metric for a second remote CDN node.

26



WO 2022/067169 PCT/US2021/052169

3. The system of claim 2, wherein evaluating the local performance metric further
comprises determining that the first remote CDN node has less latency than the second remote

CDN node based on comparing the first performance metric to the second performance metric.

4. The system of claim 1, wherein the remote performance metric for the remote CDN node
is based on at least one of:

a network response latency for the remote CDN node;

a compute engine response latency for the remote CDN node; or

a software response latency for the remote CDN node.

5. The system of claim 4, wherein the network response latency for the remote CDN node is
determined based at least in part on an Address Resolution Protocol (ARP) control message

received from the remote CDN node via the overlay network.

6. The system of claim 1, wherein the set of operations further comprises:
receiving, from the remote CDN node via the generated route, a response to the request
for computing functionality; and

providing the received response to the client device.

7. The system of claim 1, wherein the set of operations further comprises:

receiving another request from the client device associated with the computing
functionality; and

providing, to the remote CDN node via the generated route, an indication of the another

request.

8. A method for providing a compute resource in a content distribution network (CDN), the
method comprising:

receiving, by a CDN node, a request for a compute resource, wherein the CDN node does
not provide the compute resource;

determining, using a set of service rules, whether to reconfigure a compute engine of the

CDN node to provide the compute resource; and
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based on determining to reconfigure the compute engine:
identifying software associated with the requested compute resource;
executing the identified software using the compute engine; and
processing the request for the compute resource using the compute engine of the

CDN node.

9. The method of claim 8, wherein the set of service rules comprises at least one of:
a service rule based on a time of day;
a service rule based on a day of week; or
a service rule based on an amount of requests for the compute resource within a

predetermined period of time compared to a predetermined threshold.

10. The method of claim 8, wherein the software associated with the requested compute
resource comprises at least one of’

a virtual machine;

a container; or

a software package.

11. The method of claim 8, wherein identifying the software associated with the requested

compute resource further comprises accessing the software from another CDN node

12. The method of claim 8, wherein the request for the compute resource comprises an

indication that the request is for a compute computing functionality type.

13. The method of claim 12, wherein the request for the compute resource further comprises

an indication of the software associated with the requested compute resource.

14. A method for processing a request in a distributed content distribution network (CDN),
the method comprising:
receiving, from a client device, a request for computing functionality of a content

distribution network (CDN);
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generating a local performance metric associated with processing the request for
computing functionality;
evaluating, based at least in part on a remote performance metric for a remote CDN node,
the local performance metric to determine whether to process the request for computing
functionality;
based on determining not to process the request for computing functionality:
generating, via an overlay network, a route to the remote CDN node; and
providing, to the remote CDN node, an indication to process, via the generated

route, the request for computing functionality.

15. The method of claim 14, wherein:
the remote performance metric is a first remote performance metric;
the remote CDN node is a first remote CDN node; and
the first remote performance metric is stored in a latency table that further comprises a

second remote performance metric for a second remote CDN node.

16. The method of claim 15, wherein evaluating the local performance metric further
comprises determining that the first remote CDN node has less latency than the second remote

CDN node based on comparing the first performance metric to the second performance metric.

17. The method of claim 14, wherein the remote performance metric for the remote CDN
node is based on at least one of:

a network response latency for the remote CDN node;

a compute engine response latency for the remote CDN node; or

a software response latency for the remote CDN node.
18. The method of claim 17, wherein the network response latency for the remote CDN node

is determined based at least in part on an Address Resolution Protocol (ARP) control message

received from the remote CDN node via the overlay network.
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19. The method of claim 14, further comprising:

receiving, from the remote CDN node via the generated route, a response to the request

for computing functionality; and

providing the received response to the client device.

20. The method of claim 14, further comprising:

receiving another request from the client device associated with the computing

functionality; and

providing, to the remote CDN node via the generated route, an indication of the another

request.



