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System and nethod for a key bl ock based authentication

The present invention relates to a system and a net hod
wo ero7aokey bl ock based authentication conpri si POI/EB2006/052082

plurality of drive units conprising a plurality of

subsets, wherein a drive unit has a set of node keys
Systamthnarinétﬂ&mdr hikey blodk ibagddidnthehtitatidrbset s said drive

unit is part of and wherein an application unit has a

key bl ock. Key bl ock based authentication protocols

are well known and are used between, e.g., an optica

disc drive and a software application running on a

host conputer system According to the Video Content

Protecti on System VCPS (cf.

http://ww. | i censi ng. philips.con vcps) an

aut hent 'Iﬁé‘hfe@éht %V%BH&? Fel8Stoles g@@nﬁﬁﬁ%@tﬂo@ Yoradrkeg block based

applicatio drive 1n order to get access t0 a
autheigiR@tipn comptisuig @ ptu:ahty\s)f dpm:umtsemmpnﬁsinga plllmaEty of subsets, wherein

a drB R b€ kot SR nbad ke B . o ey R thel SRR sy B it is

part df BREwBSIIUreHpHeMonUnitthal @Ry bRk KRr oot that is
encoded in thé AKB The appllcatlon may al so

dynam cal ly conpute KRroot fromthe AKB using its
device ID and its set of node keys KN11. Typically,
each application contains an AKB with a personalized
KRr oot . Kl bluck bagddeduphentlydtivii peoto 061 dieatdIDknowWn Afdr£2@ tised
in the application renders all applications vul nerable

betwegn.£-gedn priisel dins dravarnnde wfiairs apnigpijonrugping|og a host computer
syst@RPAL& lhg'ib e \H&ﬁé{}meﬂifﬁo SR8y st VICPScf.

vul nera a hacker can use the node keys
httpiﬁNMwmér[smgtIﬁﬂh}isfmm/tfdfm) haalthehtieptidr pratdcohhdsdo be executed by an

KRr d i .
aDDIGREEN BT VG BRcs pbst SSEeming: VE TS PTotReIpth Ge As speciied in the
VCF"S3 ebi@i@ﬁﬁ(ﬁf‘&éfﬁ@ﬁ f1NinReEway aht 2 Igﬂlcﬁ}ﬁﬁ?cdﬂtzﬁﬁb éif‘ég@ﬁ@atlon key

oot. Therefore, hacker can
blodstz(AKl@saed obtaonatlyat pae-eemphtied |cop15t okaxoot K@r KBtoot\lshat hﬂmlcoded in the

AKI% eaI | Pgaf }oﬁglaééld &é)q%mo%ll&g:ggl%geklg @at mg 1ts device
1D afa B BasFhodéReyd K19 Typicallyl @abld: llbﬁﬁfﬁi SOt ARB willea

general public, while the hacked application cannot be
perspepdized KiRed- and t hus cannot be revoked A nunber of

solutio ;ﬁ‘féljm%%te Oldk?ga%% c?)ﬂlpfitalﬁSX oP ﬁklﬂegapiagﬁo% rénders all

known. 0 cons

applsdaﬁbnsavummﬁé td HRéy publiEbiag hack e\asntlh&ﬂy a%n@ll‘e/apiihbﬁion is hacked.
plication than_the one I n whic is contain

Theg E?qsee faryhis yulnerabilityisthat 4 bagkenqan uﬂ@@e nod¢ lsfaesKN ¥ %gaeted from
e GRS BEA S B0l A LLPRRLS 13, Sl g Ao o

othekKhfifllicafiomsneveadpthosaspplications dehwimpensnhhizedKAK Bo tvith unique root

koySR s i et e dHEkR o PR~ BPaTF Gt s AToRTERys KReo

without revealing the identity of the hacked application (i.e. the set of node keys KNy, used to

construct the database). As a result, the hack remains open for the general public, while the
hacked application cannot be identified and thus cannot be revoked.

A number of solutions that mitigate this key publishing hack are known. A
first solution is to construct the AKB in such a manner that it does not authorize any other
application than the one in which it is contained. Effectively, this means that the AKB

“revokes” those other applications (in addition to one or more drives). Therefore, a hacker



10

15

20

25

30

the associ ated root key KRroot, but not wwth a set of
node keys KN11 required to decode the AKB. For VCPS
w@ r@rmsdom 1. 2) a m xture of these sol uti ons haBChEE006/052082
adopt ed, because VCPS applicabi ons require a set of
node keys KN11 to decode another key bl ock (nanely the
can fotSe MR)hode Reys NBD o upplitdtioiND dafefmib @xCKR [ @fitddee in the

same key space. Here, the AKB. "revokes" all
AKB sﬁmqs%ﬁruaan%catlpﬁc& §eFong SeIyEOR jiipieguipiad rpplication wrth anyAKB and

0
the fAEiat&Prdol By Kt DL EERRE Pl 080 Kb KRG ARG AT Rkode the
AKBhe key publishing hack that may result froma hacked

applica is that these solutions f

the h act {}98523%;1533% Aaixpure of thassolytipng ﬁ?@s hecaie apted because
VCliHOz&;I)'hEﬁian Reduit@ 'Féev ofKiae REYs KN, & 8&bdd Qndﬂ?&'keg BldcR§namely the

to the general public. Consequently, It becones
disc pr@s; bldgk é)lﬂb) anidall KNy ashchasen fremghe sarhekéyaspres] Here, the AKB

| t h to.b ted t.hat h ti
“reviRey il Slhuiahd, s g o PaCEor uf b e RN R R,
candl¥eBO Gsddna deédie KIKR, fribRrthexkm! e, VCPS revokes
applications through the DKBs distributed on new bl ank

medi a. [The abaverseltionheféctixply anitigats mhﬁelseytmwlnag bagkrthat may
resug 3%’0%11? &3 ehl P_gl?catl&? 'ﬂ%%a?sgn id !ﬂg t?igs% %hﬁﬁr 3K rgg]ﬁla g?&(e? %o publish

i ci'en , a nore ;oA
datadbe idensify ﬂlathabl&rdChp@héatﬁﬁ\(namély WiRdot) kixeofaaﬁtoaqaeaslpw hack to the
al beit at a substantially |ower rate, Whereas the
gengseluble Grpsequert] y,éfsbﬁqmﬁg PosSENe IRy apg tq expkeths fadked
appﬁ@ag be resol ved by the above solutions, in this
el” there now al so appears a vul ner abi Iity to a key
publ i shitigs kabdkndtbdithat exchlatrevdoation bbbk hdcl(édlapp]&;catlbm is effected

thropgh S BN Shan b A GH- FO8 Xl LS £ vEikes HFgns dpdeh the

DKERIiCbuRl ol dewIK Sadihons. And as in the fornmer case,
t he hacker does not reveal the identity of the revoked

drive, &oa thresat maodel thhiassum ithut hawdaivaze @ymngj]é mot be hacked, the

o R 5 BRI, s ohE B 5 BRh5E) r

hardWRkd\@ided fwiB bk BickRU @S kvelasiBeit ailk SidBlahSAty 16We AN Wisdrél@ the key
a plurality of drive uni ts conpri si ng a plurality of
e

publishingchack regulting; frora hagkied eppliratiopsright Beresplved by ghekabpye solutions,
in thﬂqlg{)@é’i ﬂllqu ﬂé\k/f so" Ré&g\/\%g %fn@&bflﬂg%oﬁ?%géﬁhﬁhg h?(!]i{:\glgt rgsults from

erein on u

hacl&ed)dnbbsachkthls/\buse hhehadket tiges ittbarvide kgy K N ekieattel frore audtive to
in order. to revoke the hacked drive unit fromsaid

congtiRiGt detpbase ebthe seRtrkent KRantiod All applisatipns. &4y s 4y thedpimgs gase, the
hack®ftGes Tt RRAa13hE 1(feﬁt1f§/ df@ﬁ@l%v@l@ded}fve, so that an identification and a

subsequent revocation is not possible.

It is therefore an object of the present invention to provide a system and a
method for a key block based authentication comprising a plurality of drive units comprising
a plurality of subsets, wherein a drive unit has a set of node keys and an identifier indicating
the subsets said drive unit is part of and wherein an application unit has a key block, which

allow to identify a hacked drive unit in order to revoke the hacked drive unit from said key
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conpatible with existing systens and nethods for a key

bl ock based aut hentication. The object is achieved
wa@e@enadi’ng to the present invention by a syst epeT/iB2066/052082

key bl ock based authentication conprising: - a

plurality of drive units conprising a plurality of

block baset shithentiedtdiniwherdinl saRl dySfein diriSsaitl Bethod hrerto ddarge ¥stent
and an_identifier indicating the subsets said drive

compaitle with,existing systempandypethpdssfior a key; hlock hased aythgnticagion.

bl ock c S . r.akl ' ] ' i

and aut REap L0 achiflcsBldiihs 6 RArt o B £ Bk or a ko
block $asedi aattedtivdtioh comprisingsai d subsets, - a conmuni cation

ns far. submtting. said identjfier fromsaid driy

-a pﬂf{?letytoé dgiye amaspcammg%mgcﬂﬁmﬁfy airbrH W flfirlﬁa%ﬁas a set of
nodé&kddyR ahd 2R ideRRHKEN AP B8 'sﬁbs,@ﬂ@hidctﬁ"f\ﬂe%itlii‘?én b said

dri've unit, and - an authentication nmeans tor
- an applivation usit haxjng akely bilock eompriisinga dlusality o paits afauthonization and

neans by neans of a, pair_.pf keys, wherejn said .
et AR ke Srver QB 0L 60 TSR B o hoeri T subsets.
- a cOfIRMidalion theRAY for ShbrkNsy JalPidemicd fFoRY sdidl @fite unit to said

corresponding to said identifier, wherein said drive )
applipation weifrprd fs submitiingan atkasiration kevafiemssaid appli¢ajiopgnit to said

. ] . thentication key of said pair of keys fromsaid

dnv%ﬁ%]g{c??l#zati on key of said pair of keys by neans of
- an 9athentiationmeamifor k@lientichtify sid arivd omit addsaid siplikftiont Aedms by

drive unit as clainmed in claim9 conprising - a set of
meaﬁ%g%amgfke._ys,an identifier indicating the subsets said
whefih Y6 llcalich B8 Lorfrises 2 SIBAMEARL AR (o AGRALS pifPf keys from
said&ey bicok comesponding tasaididehtfierzat i on key from sai d

appli.cation unit, .- a _decodipng neans. fqr.deriving, an, .
wheEsht paif AP BRE RRIoF A G SRr o PRTS Tob iyl ByfhEtication key

of sdi& ?5‘1? on(ey%eﬁ'd;n &l a%oﬂ?ﬂl%nﬁc%%%f s@d gai_i' oPHeys_bg means of said set of
aut henti cati on nmeans for authenticating sai

nodekgyisi cati on unit by neans of said authentication key

and to application,ynit as.clained, in ¢l aim ..
compr | s g TG th aitive ufl g Staisfe mAidRe D pomprising
- a sBRdfmdd@keydyt hori zation and aut hentication keys,

wher ei n each pair of keys is associated with one of
- an identifiglindisatingthe sebsgtsgpidvdsivgmnitds part of,

- a communication means for submitting said identifier to said application unit and for

receiving an authorization key from said application unit,

- a decoding means for deriving an authentication key from said authorization key by means
of said set of node keys, and

- an authentication means for authenticating said application unit by means of said
authentication key

and to an application unit as claimed in claim 10 comprising

- a key block comprising a plurality of pairs of authorization and authentication keys,
wherein each pair of keys is associated with one of said subsets of said drive units,

- a communication means for receiving an identifier from a drive unit and for submitting an
authorization key to said drive unit,

- a selecting means for selecting a pair of keys from said key block corresponding to said

identifier,
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- a communi cati on neans for receiving an identifier
froma drive unit and for submtting an authorization
whego7oa07sni d drive unit, - a selecting nmeans fPRPE€T/IB2006/052082
sel ecting a pair of keys fromysaid key bl ock
corresponding to said identifier,- an authentication
- an GRABRIdation alchheiol babéntRgtit@bHid diive/enitiBy inclids sTR@mGtheAtication
an aut hentication key. A nethod for a key bl ock based
key.aut henti cati on corresponding to the systemis defined
in clai m 1%:311103_ l[%l‘sa tm &géh Qﬁhénﬁ@étﬁﬁe&h%%)o%ﬁm% to the System is
conputer by a corrp er program conpri si ng
defipadag rcaimdd d Ehiseasisod @in hean@lam@nmdaﬁimwrﬁputércbymecdmpmr program

the steps of said nethod en said conputer
Compri$ing ﬁo‘gpﬂtﬁhﬁfﬁg@nm "Ff‘?én‘?%% BN %CB’g'EEfo &{Pqﬁ%gf“aﬂé steps of
sald'nﬁb?h&i“&zhéﬂ‘ﬁid Sorhputér RELURES i éh 2GR ?&}Ef cation key and

drive unit flor which this authentication key is
vaI i d allhewyention iddasddfon themnsight etla tink between thefauthentication key

and {8 e Rl B g MmO T L A Rene e ook

drivé Ot féhd WRICE tpuBlshee RhiheAidation REP HAAKENE Sinds & i§ & readiBary for the
authentication key it is possible to provide different

authgnticatiom pesuich dhat idifferert authgntigation procgdunee nie the samomauthentication
key RL? ﬁ #x'i e 10 tprb\nﬁe d{f crent gﬁt&lgﬁn‘rgcqg?lg gé;%’ fefglk@lﬁeisez% %?thent{catlon

prodddres; i.el for Idiffdrém dripé apsadhdntiaitigawith tHetsameior diffepent Klpp(hcation
KAx. in the AKB encodes a different preferabl y uni que
units, bt i ébﬂsmggaqswhab?ﬂcma@pﬁzat&l 1%93’&%5 AKS engqdes a different,

t
AR ek N oo

not éﬂe@Mttrhﬂihﬁlé&uﬂ;enﬁMma koys KRLukhwvhenrthey canhotebehdecdad frem the AKB
to.retrieve the set of node key KNd from a

byﬂif'a?pcplhﬁ?ﬂoé’run&ﬁ'lve unit, he or she can only decode one

of the i RREAiS QBIEQ@réfSM HRaddol ﬁf)d Eﬁ'bfn drﬁéhlar drive
unit's AKB. Therefore, the effectiveneSs o

umt,riwborl sbé pzngorﬂm dicdds one dfithecnthoatication keyd &Rathmadh apphcatlon

nitS KRB e fore iR ttefhudton & HE i pubtBfind Bk 53y Hoause onty

a snIah%uE@ﬂBf the PLibIREatQirgt ka1l DKBbIR 0 bRfitac kadelgthose whbive a drive
hacker is forced to reveal at |east part of the

that isdeeated in the sarhesublier efithgr/A KB as Bredwked drileh KRaUth i s

uni que, .
t her ef o;ﬂelé g%&‘t%f' ﬂ){éﬁd ltﬂrae%%gg%gﬁ %rtli)@l en Ilﬁp 8 O%qec:}ﬁwked drive:

becaed €chIKIES;, istumiquel fis pésittongin thdAKAGS knEHWﬁJ aquhaefoaé bart of the
future AKBs, can. revoke the node keys that _are on

hacked dijve 5a@wtltmh§éqlﬁ@mws itg paqhéhrasg% the| AKB oTheée@kt*e a%l gure
AKII§‘5t éa;ﬁqrb%ﬁ( dhd ¥&ae l&zst}fa't 5}]'e L tﬂé*ﬂ?(ﬁ{m Pith SEERSquetl§, iPRYESSible to

orced to reve east
revoke the attacked drive in a finite number of steps: The hacker is forced to reveal at least

one more bit of the drive’s identity in each iteration.

It is possible to detect whether an application unit or a drive unit has been
hacked: If an application unit has been hacked, it is likely that all or most of its embedded
authentication keys KR,y will be published, supposedly more or less simultaneously. In this
case, the application unit must be replaced by a new version, containing a new AKB. If a
drive has been hacked, only one KR,,» from each application unit will be published. In this
case all application units must retrieve a new AKB and a new set of authentication keys

KRauh, wherein the hacked drive unit or the subtree it is arranged in is revoked.
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one nore bit of the drive's identity in each

iteration. It is possible to detect whether an
wa@pplioeEti on unit or a drive unit has been hacRem1B2066/052082

an application unit has been kacked, it is likely that

all or nost of its enbedded authentication keys

KRaUt hwhlifferogt feath khesdpplicat nied Hestk knowhdron tHeqsitor art wherein

simultaneously. In this case, the application unit
frompgach agthorigaijondey cBipPEsebipy spidrappleation &gy Rlask tle smeaRot key KRqoot

is to?éc erig%dp%l %{:ﬂli}é%% unlyt%ef %4& ge %ut B?@s%rg%%ﬁ? t h 'S O]::Iﬁzfggbs 2

plurdlity of ppthoxizition keyKAs witssin sled 4 phiraita ofi ewthéi{Batordkeys KR,y is
new, set. of authentication keys K h, wherein_the

to b derived e (65 BHTATGH! SUTiEaNY ’é“é’m’i s SETE g sbset of

drive GNiRKRGaid dpbBERISh Kby BBck MEMAPE et hHedtiRYtib RS/ KEOOWMRll be
fromthe prior art Wherein fromeach authorizat’i on key

usedclonputherdtating daveiurats gidane diffenent kehsebéantranyt todhe single romtkey KR, oot

t.] der.i ved li catign key bl ock
used Y e Gt okl e #irvdRe B oot pioes n
pl ural i WecortingUb BAE bmBbdifitnKeMEe K¥terVi§agtHnBéatdn According to
plurality of authentication keys KRaUth is to be

the pregent myentiangrsaieh dgve it i514 uspr devieg, irpartiowan axyivee prefataly an
. i di f ) Ve, - uni i i

oG SRER B G RCHOR 0 L s RGP E A Pt o
block ®ysediedhiehtivdtion ibpartiewlarly Ghpatainhfmiaicasd infghich date tabé prdtected

fromdifferent subset contrary to the single root_ key
froncpgaythorizgedaccessy s Rravidestancaentisal dta earrierand/s tq by Joaded into a

[ prior art. According to one

comg%ggggﬁ'%%tétg?g@ﬁté system for authentication according

to the prapefidrrddrenehodiment of said sylténa donautlienticat®mniaseording to the

device,. in rticular a driyv r.ef er.abl optical
prosgfytdpveptiposaliientiier & agihientialoinighs dotsler 1Spprayidiag o
subsBRPhI1F BhigRE AR Atifler Y0P Lach WRY LT it ¢8R e RhAREd BBB&Tctly the hacked

authentication is particularly inportant for a case in
drivevhnig wild be adentifiédbansk reveledevheirein mo (frmocdnd’ duesunitwidkbe affected by
th ‘{oroviﬁdﬁed on a optical data carrier and is to be | oaded

C¥YB "8 conput er or sone other host. In a preferred

enbodi Meninoter eaibddiNnt 6fIht Presanttitadition,al dieyal6dk dbnfiitises a

to the present invention, said identifier is a ) )
represghtationm of atres stiusiwadnpgdicular p Sinarpiregsteciue.rrgrgsponding to said

plur%ﬁé‘:ﬁ %g ?ﬁgsiefglolfgag& { | ig%J ﬁm\tsd %&tayabgiélg ftl?er eg%g%t%d.nvo% tfi'{é%s%t% in a tree

e ensure exactl hac rive uni
strudigreithigatid 4 e3¢ wado fiad dkedlevbetrsabdet Roshorttiine sinée' the kéareh of such
unit will be affected by the revocation. |In another

a treg f5BEfITPem easyand fi@stpr esent i nvention, said key bl ock
conpri s alf"a(f\%?%l S leftibbAitndAt s&ét%ﬁl fof EMﬁéﬂffcgti nﬂgﬂltrt(})ler

particular a ry tree structu cor respondi
comprsed afeyrbddaktgenerhtos filrpeharatifig s aew kdy bloek dion sagd apiplication unit
usingl rarp?g (I)IPS ety rf)?ocﬁ(,ege{i(? lsceeyn‘tglg(t:lic gennelqaftort ctz)?npsnbslglséeat 1%V(i)lgmga n}e(agsefor
revoking at least one authentication key from said previous key block to form said new key
block, an arranging means for arranging a plurality of subsets of drive units associated with
said revoked authentication keys in substantially new subsets of drive units in said new key
block and a key generation means for generating new authorization keys encoding new
authentication keys for said new subsets. The key block generator is able to rearrange the
entries for the plurality of non-revoked drive units in such a way that exactly this plurality is

covered by the subsets for which valid authorization keys are included into the key block.
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structure there is a easy way to find the rel evant

subset in short time since the search of such a tree
wa@eogooarme i s easy and fast. In an advant ageouBCT/IB2006/052082

enbodi nent the system for authentication further

conprises a key block generator for generating a new

key bl otikarf preferd @nbiogineh® tHeQsystemi for eth&dicati ascbﬂmsg to the

key bl ock, said key bl ock enerator conpri si_ng
presglg\;gy(qnﬁgnm%w@pnqeé@mprﬁ tyof appligation yaits, whereln different

&

sop 4O Tt A ARy E U MBI PR e Sier B bloRics in he
systehladiagkengs forqeduo aévlehlymmfe deulils eff thedderdity ufthamia¢ked drive unit in

associ at eg wﬁ({t} said re d authentication keys in
ordeg {henen Hp; the hackia hegrne Qu {-drive units in said new
key Dbl oakcaathefy, 8Y AERREpATRA RN Ke rb1&%rg%hatato?95 adapted for
new aut hori zati’on keys ehcodi ng new aut henticati on
gendramg § diffescat dew doy blobk darsacilapplicatjorbhrotér greweobapplication units
& ab toregrrﬁ%\gjlgthe entries for the plurality of
O ¥, P@\Y’&?@ ¥ units in such a way that exactly

this pl ufal ddveniafedi eaibRdinkht bithe SYRSAIST duent¥Bitich according to
val i d aut horization keys are included into the key

the pressakinvention sgideifeyrbleck genpitir ibardapteddosgenemiing oew key blocks from
t
saldiﬁér\h(ﬁfe% rlée% %idc?{]vsvgés:rgﬁlrﬂﬁ&% a\t 19etv5 Ee(e}lf #b 81?‘5I ai'?% gll[r{tﬁ/ =d wlﬁltnsgl,bstantlally

differkre rnebvrsuﬁée‘tsf @frdmb mnmlwaatsulssﬂamally alf&mh nB@\sabsts it will be
different key block. |If there are different key bl ocks

achipypd that asfirmeémtaﬂmglt R} bg hacked insthe figfupedy part ofgifferent subsets.
The%?%‘@'e tRerPhe Allfbdrde %\1% c 8 fot Qﬁlﬁ!ﬁ%gﬁ&k@{i hﬂtﬁgﬁ%ﬁéfon'k@y may be

to open up the tot ener a
usedAs tiaritkd g tho,se of onespaﬁ'mmﬂdlesubqet ﬁfcargrcmé pai'tamlas &eylbloek or the hacker

bl ock i s adapt ed er at d| fferent
has [Raeeb gt JHRTFBIOn R SUTH e R RO T By gt unit facing
any loCRHifhRr thihhék {sVaatR BelREsS tRUIRvERYd RifGeatioh B118Ws a rather
advant ageous enbodi nent 0Of the systemfor

fastamlh@ofsaath@kefbdmﬂmmg to the present inventi on sal d

o ks TBREEH BoiR) 6T BRERS of Bt Refhy a0 ik down o

hack@\lrive Yin ke radRed by @BEl%i‘at%lytd%téildﬁﬁttﬁélNI@ li . “revoking”
different new subsets of drive units. Wth

additiona) marke keysliy thei upper past of thaiirseiss dhas tha augharizatien keys KA, are
loca%ﬁrlls %Xﬁ-d[o ttﬁkﬁ%tf%g?&gt}{? FQQ hén?é’ggfegeg éfm lgaf.ﬁ % Q &sg% e)) Igﬁ&ﬁqarger

ré’is er e
AKB [t theri‘ﬁeréasmﬂ sdji'a'\ge&emﬁi'dn‘fenfsﬂio Micﬁtli‘setafmolblamlﬂ’eﬂapphcatlon units.
authorlzatlon be used is limted to those of

For gxanniethe éIﬂBaslzesaﬁ 9813 aboy | 61513 diell %hqrrzeuwakex@é%fomsésé levels
belogzlr tPE ot %?Eﬁ: hﬁg % g\iff t&ck&f &' Hg@l&édod}i\%%nﬁtol e. by adding

ow t he by any drive unit
the afdalmamgl ‘aayockgnsh i tie. suEreehlhat is keowim ékcangaiw ithret haakddydrive unit,

comp geltree?’ﬁg’%?gl&P tﬁgg’d{ﬂeaégal S aﬁﬁE {ydad[" | gl?q}%qnsvﬁ"there arer}nultlple drives

that must be traced and revoked in this fashion, the number of required iterations may

increase, because the zooming-in must be performed for all of these drives at the same time.
However, some efficiency may be retained when the AKBs of different popular applications
are used to zoom in on different attacked drives. Even greater efficiency may be obtained if
individual installations of applications contain a unique AKB, in which the additional

“revocations” are e.g. randomly chosen: In this case, the hacker must reveal the lowest KA,
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It has to be noted that the nunber of iterations
necessary for tracking down a hacked drive unit nmay be
wo edaoed1by del i berately extendi ng the AKB, i .BCT/IB2006/052082

"revoki ng" additional node keys in the upper part of

the tree, so that the authorization keys KAx are
preséitdAatiRtbolisctivmast AKBE bRlebft dpeiupfthd hekitd @R @AefaDpblR] tus giving

This | eads to a (possibly nuch) larger AKB, but the
up ajsybytanisd pars pbthg hacked giive sty do not cause a probl em

for application units. For exanple, the AKB size is

only about 16 kB if all authorization keys KAx are 10

| evel s bel ow the root of the tree. By zooming in on

the attacke r hacked drive unpit,. i.e, b dding the .. .
g 1 ol o BrEER Eredmgsont v eHITSiA beceseThetl 1 Srigt el with

respb@ tGﬁi%ta%E(S}nf)JiSri gs’g{{,v}{ghyni t, conplete revocation
may be achievéd after only a fewiterations. If there

are mul Figoll shelws & trse sthacturmos an hpplicatierekeyablock aveotding forVCPS,

this fashign, the nu r.of required iterat.ions.m

| ner casb BAbaYSE PRE STalh rrs oo ascropli SR Y Plogk
accoMliing & VOPSSSitifls ht@Redevidie Same time. However, sone

effrciency may be retai ned when the AKBs of different

popul ar FigopIshews & &ae staucturg o€ an applicaidon key Wackiadcprtingto the

t. drives. Even greater efficiency may be

pres%gt@féég ™ f individual installations of appl i cations

cont ai NFig. 4RhémearNBbodimeitt vfahe indthod doli dutltendication according to the

"revocations" are e.g. randomy chosen: In this case,
PreseMdnyeRtiRBr nust reveal the | owest KAxpresent in the

col | ect ot

gener al g A PplcRk Bl o FRER r ok Bidd Bghensication
accdrdhieg imthie presdnt inednsiondsdtity. In the follow ng the

present _inyention will be described in_furth t ai

bt eEliebenows fialhescaDRgimige Ab? RIS G 2 hex Hlikdtiss
authEhtitatidn 30Bngtd the BrezbhtifivdsiienOf an application key

bl ock according to VCPS, Fig. 2 shows a nore detailed

tree structure of an application key bl ock according

to VCPS with a revoked device, Fig. 3 shows a tree

structure of an application key block according to the

pr esent Figh¥ @Réwsh extaintple 4f b @SpaatlofIBRAHNERRB. Ah AKB is an
nmet hod for authentication according to the present

instangg efthie @gneri epabingkeyidock Gikdehstiyctisg snecidied an thesY ERS
gnpkey block based authentication according to the
ent invention and Fig. 6 shows anot her enbodi nment

of a sy this generia EKBy all hobbsrikaRadkeps KIAG Rh¢ @Rtth®©same root key

according to the %resent _inventjon. . . .
KR:o0t- In the case of a VCPS DKB that is essential, because this root key is used in the key

specfif%ati
pres

hierarchy for computing the content key, which obviously is the same for all players and
recorders. However, in the case of an AKB this is not necessary. The reason is that there is no
relation between different executions of the authentication protocol, and therefore the shared
secret (namely KR,,,;) may be different.

The EKB contains a representation of a binary tree structure. The white circles
and the gray circles represent the nodes of the tree. The black circle represents the root node
of the tree. The node directly above a node is called its parent. A node directly below a node
is called its child. The two nodes that have the same parent are called siblings. A node that
does not have any children is called a leaf. All nodes that are on the (single) path from a node

up to the root are called its ancestors. All nodes that are on the (multiple) paths from a node
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Fig. 1 shows an exanple of the top part of a known

AKB. An AKB is an instance of the generic enabling key
wWhb@cko(7EKB) structure specified in the VCPS PCT/IB2006/052082

specification. In this generig EKB, all authorization

keys KAx encode the same root key KRroot. In the case

dowafto the\lEHTRoBESrt Balled its RSGRAANtS I Thehe ahif és fohed bPaholeynd all of
is used in the key hlerarch¥ for. conputing the content

its desogndapts is Galinsha psrep- InsFign b theamiter @rclegireprgseay lepknages and the
gray' SR A&dr §senﬁ_£ﬁ9@%%rode§ Ahé p&}}%?&?]ﬁ%ft 16981 ANERhE s Th% c'ﬂﬁh nodes of

necess e reason I's ere I's no relati

a noliehvilewesi ndnftlﬁeeﬁrcfmire aleceltn+dns thef trdeh Tha BKBesvintaiest ﬂle root node and
rotocol,, and therefore the shared secret (nanely

atle%jzro i -be different. The EKB contains a

repr eseqhahb®i of thedE 1B IRE YohtaGhs fd 116%&% ﬁrforﬂh?iom fh?ee-bn tag,

circles and the gray circles represent the nodes of
and pptéonally en aTtheritdtimokey K/ | Thertegsrdesaitteghe tree mmurncﬁbeh (mbde

the tree.. e, nod irectl abov node is .calle
carrign et 55 ey [oin RfGerfibd I estp@RR oofla Rtnag iificaf the . The
tag Bil¥iHadle thETBII6Wig B g! THS 1Mt taBSitSRER 1081 aNthe H08e is the root
called siblings. A node t hat does not have any

node:pri 4 lgpbrpdesotbenvisaithe lafagst tag it i gefde “@’hdhe egnécrdeg bihés set to 07
if thlé fib&gﬂa@a lgﬁthgné gﬁ[ﬁ, ﬁg}%gsgﬁ% #g:téegte} El i 11? gtset% € ’Cﬁ e%?se the

S ancestors are € (I’TU

righfhadsh eagfbitisset to cotadmemotio hisreripieafand QHﬂdi, o@lﬁe@wiﬁhh@ﬂghthﬁ)st tag bit
descendant s. The tree that is forned node an

is sebto jlf <Theeawthonigatianskeys K/ ponsist af the qutrke& KRrw @cgvptql WH’@: the
appr%é n6ad Eéa@ KN SR &T 50!1@@'%119509@%?@51%&{&% %(y IgtA' Parent

es represent parent no F oot hod
nodéseloedot Oarryrart lethonizagion kKbe Kehilh Higy ddK A« irddicaterthd (authbrization keys. In
evel inthe tree are at |evel in_the
this E‘P%Btl% efubsering & is a8t SHH’@éh%fﬁ’aat‘é]%eslt%%@PStdF%m{“‘é’&f bl.tﬁo%}ione or
mord A&viboass of the EKB tree contain the follow ng
Information: a three-bit tag, and optionally an
aut hori Fig chhmmy mote dethidedt teegsstietuiog oflzm applcationey block

accogiipl i YoBs RS nfE A8 The SprRfion Revhifer Al anged in a
tree iR stradsre witteeih 8lhbitive ixagDORS IHP hfe%ﬂoﬁﬁemeﬁﬁnt D28is

leftnost tag bit 1s set to "' 1' if the node is the

revoked tand gerordingly spidapplention key nbwowleerowded e thy ﬂmtautlngzatlon
e b PR ey LB s v

covdragt thie tentnsetyseﬁ drive unitd TDO td ITKEbt3ke erthietylof abi-idoked ddve units
bit is set to '0" if the_node has a rlgqu]t hand_chi | d:

DO JDHaghi IDS to a7+ Agording o thg grep sirugture dag diys unitg IDO apg {D1 are
con E(}fﬂ{brfe?u %J&@%n*&’* 1BS157 af¥lco gﬁ daR o gﬁrn%gtT e sub-

ecrypte e appropriate no eys
tree nHH?3 oontamseenly maj Theesetiof inmleikzpg Kdia o egchmuve Raitenmprises the

nodq, d 53 siofihe g}o 7 %ré{l%m%g 8)? t %E%I&’bégé{sbggdmg ¥p s}giAd d1!i\|;]e 1'1:1{1tg For1 éxample,
drive unit IDO is in possession of the node keys Ky, Koo and Kggo, and the set of node keys of
drive unit ID5 comprises K;, K;¢ and K;¢;. The root key K’ used for authentication according
to VCPS is contained three times in encrypted form in said key block. Each instance is an
authorization key and is encrypted using a node key which is associated with one of the sub-
trees of said application key block. E{Kg}[K’] stands for such an authorization key wherein
in this case K’ is encrypted using Kgo. Since both, drive unit ID0 and drive unit ID1, are in

possession of node key Ko, the root key K’ can be derived from said authorization key
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this notation, the subscript x is a bit string that

mat ches the nost significant bits of one or nore
waelewroao7iDs. Fig. 2 shows a nore detail ed treePCT/IB2006/052082

structure of an application kegy block according to

VCPS with a revoked device. The application key bl ock
E {Kpf{ K 113h@ipRhde@ dotioh Widg KR:- Thd@nlp dfive tinit &/hivhas fothbl ©btain K

drive units IDOto ID7 are_ provided. Drive unit ID2 is_ .
from e gribarization keye of widepnlicatigrakeydlogkcis thegisveked dsive aiitIR2 since
o . . i . . , .
t s Bt 86t by pRUE BB kAR Uk M, 0 PR However, if
one bfithe réthaiemgsirive unites habkedhandakeroonkéy Khs readel publiy thete is no
. drive units |[DOto ID7 but the entirety of non-revoked
lndlﬁi?rt\‘){}@fﬁ’lli‘i“ﬁ’sdqvﬁdmtlvﬂs ff% D3 to 1D7. According to the

tree st F%‘?B%ﬁ@% DeedbinichurtBf b a ﬂ@aﬁ&glﬁéﬁloﬁ{ &ccording to the

contai ned 1n one sub-tree as well as | to ID7 are
presengringintien. The geneahsfrucaub of thedree Thé theudsrangemsengfof tHo3irive units is

contains only. | The t ,of de.keys of e
the GRAAR SEE T bigpr D Pt AJGE KR QYL T Kok BaBhuRAH
authbﬁwcaﬁ@&tAdc@rdﬂggtd 83 breR&rt iBERAOA gk 15 RoSPdA key’t MEmbRé tsince each

For exanple, drive unit IDOis in possession of the =
sub-freeiendedessity@vn Koigue atheadisetiomkey. The tree shaytn indtig kisydivided into

i i . L 0 101, .

four By el E6vatlle the ot PR bR Bl e undy fth, P3G g Bach of
thesé Sutc@edsdial aal owhra@thotizatkm Key. ERCaNtRoreAtibo keysi of diffidrentksal-trees

bl ock. Each instance is_an authorization key and is

encadlq ciffgrertputhentieption ke Tiews: there are differgatathentieation keys for
g BB Y B e 300K, B LAY B Bl o
drivevhitseiD0 dnd DHi amd cathentication key & Vs esbeiatidngitiKo@ sutitree ef drive
onie B3l it SR o Rl B ypie £ s gt bl to
obtagﬁéﬂyvcﬁqhé élﬁmlﬁﬁht%lﬂggy@_ﬁﬁ g RY T Shckfonbokats dﬁénﬁfcﬁ'ﬁ&ﬂ%ﬂls is

ek
ecryption using KOO. The only drive unit which is not
encryplicd usiog elmodé keykcorhprised tiththezett dfarode &eysorf deery sinth D2 aThbs, drive

. Licati.on key.block is.the revoked drive it 1 D2 .
unit 37 5,6l ok e 1q 15 R sk St e iog
prock§y IfRG lof fiid ethainigy didRiuni|Ys KackedjaMENRker ik hbRAS oBbfhairl the

remai ning drive units is hacked and the root key K is
correspgdipg Bpthentidatier keywsKnoKp 1 i cert Ko nBy publishing the respediivet
Ei . r . . .

autt BT KD e Hther ¥ AR S0 O 6 e e hacked drive
unitl nventi on. The general structure of the tree and the

arrangepent of the drive units is the sane _as shown in ,
Fig. 2. lfrfaegamglesdrive unit [Dd weuld g hagked and ifs apthentication key Ks

woultPbs Jtitish@4t WBlid Beida? that é%%ﬁc{%recfgiiy@%nﬁ?Dh RETHE fiiE8len hacked. Tt

tion there is no "roo anynore, Since eac
wouldithet be possibdo thechangesthe wpplication keabioble atdoedinglygnT eegnb-tree of drive

.The tr hown.in.Fig..3 is divided.into four sup-tree
anitg {813 WO e gl igfo G belSR Bt sAsh B LDy would be
providdd w8 né® abfbrizdeRmlkeQlencoding a new authentication key.
If, for example, drive unit ID3 would be hacked and its authentication key K’

would be published it would be clear that drive unit ID3 has been hacked and thus the hacked
and identified drive unit ID3 could be revoked.

As shown by the two sub-trees of drive units ID4 and IDS5 and ID6 and ID7 it
is possible to reduce the necessary steps of iteration to track down a hacked drive unit. By

deliberately dividing a sub-tree into smaller sub-trees the number of drive units which are in
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t hese sub-trees has an own authorization key. The

aut hori zation keys of different sub-trees encode
waledo7@oemt aut henti cati on keys. Thus, there arPBCT/IB2006/052082

di fferent authentication keysjgfor different sub-trees.

For exanpl e, authentication key K1' is associated wth

the dafiR® stibliret laf@ siire thiel sumie wihentidatioh keglislthhs ﬁﬂﬁbed Be51des the
authentication key K4 ' is associated with th

redugign of issalim AoRsyES. ihe 4lieratioss aheplvtionkeytlegksiriore a hacked drive
unit ?soﬂlexgtﬁ?éd AN fQJltﬁ K9 ds Qh&é & o:ﬁ)é %1/ E%il,bec’(% %\%&Q ke Qrive units,

to obtalh any of e aut tication
i.e. thogede tirosamensfubitieewe taeutidoket drivet unit) withywehicts the publighied d

usi.ng a, node k conprised in the set of node keys of
authgpticg O’EIHPXC‘T% ‘F*’i?f}s drive unit ID2 is effectively

revokedrnd jfiRkrafllag eﬁf’&o&f'ﬁﬁt BE¢hE nethddl tuRfRAEon according to

aut henti cation process. If any of the renmaining drive
the predentinventivac Redipplitatioh awk dris provadsidevithoaroapipdicatiantiey block AKB

contfig 5y o o B NekeR M St Atk eiioation Kivs KR drAIodK” in i
3). A Hﬁv@@ﬁk@ﬁs Polided Gt ah iddntifRAHD, hdRdet olodek8yd REQIALY
of the hacked drive unit. |If, for exanple, dr|ve unit

compaication betwigemseit appligation writ handead drve weh3 gy branitiated by said

s 08 51 BYRHAGRES b AL B L AL o an
initigiasdvehe? . tSaidhan gued 6 iapprbivedby odid ldeiye B) S8k 9 of rece1v1ng and
accordin The sub-tree of drive units | D4 and

prowafaﬁbaaﬁ\{ Taqyesdt 5 ipfollowgd by sen: Heefsenging an ideatifier Iﬁ@wge 13
contafﬁlﬂlgt dafdfi glk%n’tg%é; B§ 1&59%1%2&1&’%% ﬁlﬂ%i{/&. s’é}h} Jiﬂ)?lg%tﬁ{n' it 1.

enco w au tication
Alteﬂ)aawpllyethe grotoepl lmaytaldo% inibiated Hyesatdodrivedindtridby $e$1ding said identifier

1Da Sithoti A ATt TRy S PR E4id PP sao B | HAGHEA SR ERRICe e s used
by s%g%bﬁﬁica@iﬂﬂ uhfl Q% 1ddaROn&lphiY 6 MithdriZakSn kQHKA  BRd Eﬁ}i%ﬁﬂtmn key

the two sub-trees of drive units |ID4 and
KRalsRFomthd drlmumma in e AKB| Isf sgdsmvb lupit3as netcantlwrizeg, e.g. if there is no

e Ry gy raderistReatih Fouihoun i s uCE S5 goptication

unltfifﬁﬂl'&bﬂ%ﬁ%ﬂtﬁ&i@l&aﬁ&@rﬁmﬂ of drive units which are
i nthe sane sub-tree and share the sane authentication

key is Uhttep tZenié applicBen weit 1 ghrerategiansd transméts a message 19

[ [
e 5 A58 588 Kby R Ul D e Rl R g
authbfigdt@nikey K A LintshidrAKB\wad b agioashdsh atdbérsR A$aid drive umt 3 obtains
reduced nunmber of drive units, i.e. those in the_sa

(ster2-seideamtheaticationtkey Ky BeaTs of saidantioripation ken KAx "and a node
key FH? bS58 St 3¢ hPENEL OgéNdoa{%s&?%fe(fﬁuéaﬂi 1lﬂﬁ10 g@g ]fj In Eﬂeﬁ 23%aid drive unit

ustrates an e
3 geaerates atrandain dnivearnmabed Riyaridoa diree knyematribution QI amhsendsia message

25 iniing HigRost mber RAS sl v simber Kb 3ha SRE kéy Eonturionop
being encrypted using said authentication key KR,umx to said application unit 1. Said
application unit 1 decrypts said message 25 and checks for the presence of the correct host
number RA in said message 25 (step 27). If said host number RA is not identical to the value
of step 17 the authentication protocol is aborted.

In step 29 a host key contribution QA is generated and a message 31 is sent to
said drive including said drive number RD, said host number RA and said host key
contribution QA being encrypted using said authentication key KRyymx. In step 33 said drive
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contai ning pairs of authorization keys KAx and
aut henti cation keys KrRauthc(called K in Fig. 3). A
waleéogmoormit 3 is provided with an identifier |BUT/EBdoG052082
set of node keys KNd. A conmupj cation between said
application unit 1 and said drive unit 3 may be
3 detcfybisi saidatedaygesHli shdathptiiscfoi thepresende olf thy carfRflilfig: umber RD in
start request 5 for an identifier of said drive unit 3

said gpspagg 3 1i Hiseiddrive mumbenRD7s nefidenticabtorthe kajue ef step 23 the
authbR%ELYE Protdcot & foflbd ve 3. Step 9 of receiving and

processing sald start request 5 is followed by step 11
of sendimgems8S adr}7 4 biusrkey I dggendi@teddidm s4id deive Reydcontribution

identifier I1Dd identifying,sai jve unit 3 tq said
QD S’Efgﬁlé: g?ﬁt %ﬁy ﬁ‘?ﬂtflb‘it?on ‘%{_egaﬁg?’}lﬁ/g‘?ysl,r(btlﬁgo‘ﬁ P@FHEB?%WEJ’Y_ both, the
applftafifn Bfit 1 3hd GAVSHiPY, $Rdrbindhid4RHéRtitat Bn Bt @hiﬁgtgﬁﬁéa@ion unit

identifier IDd wthout a start request 5 from sai
1 and spidideire iuott Suwdstsudcessinl. §n egse e adhetticatempréioeo] is Bobrie it has to

sed by said lication unit 1 to |ocate the pair of

be sé&f:(ﬂgga[\{%gﬁt%‘?ggi;e@.rgsrpacté Henticat i on key KRaut hx

for thergy 5\Bowdh blodk dihgtdhe o Bystdrh 76 Fbrch Iebyl BISckWbdséd 3

Is not authorized, e.g. if there is no authorization )
authpetjcaidpi a¢nording tothh praspridRyesHOR 69mEFRIng Ak applicatien wnit 1 and a drive

L ar bW it i ' .0 WO h .

o S8 P P75 BB1AEABL by by 8RO Wi s o
authofizdtioh ape aathahttationdeys! 8aidnrippkicationass ddartHd compliseli ang

sai d authorization ke , an indicator j indicating

KAX

compyygicatian means &k a§ﬁ]P%FiléLﬁl%\si62é‘flf1@ﬁ aptagnty J ion Fegey ¢ ARy drive

« | « o | .
i 31900 0 RATAGES R o 8 65 S 0L 83
compesad asotrinauricion aeake §0,l6decadidg mennslE? drelankdthemticst#indneans 54.

.set of .node keys associ ated to said indicator.j.
Said Gemupyyicayien gugags 6&@'\@@%@? oEthg gRmmPiRetign Ao 7 8 fafksystem 70
and SHAREheiRidaAO niRatl $4Y 84 léf‘ezpa‘f%}ttflé Dithéftalidh ABshsSANS R system

nmessage 25 including said host nunber RA, said drive
70. nunber RD and said key contribution QD being encrypted

usi ng sai g .au n{lcation key . .KRaut hx.to sai . .. .
ool oS B o R fhu S O Al e frseid application unit

1 bySrBédhs O 55i@ g8maRnAfor MeadsS7H ShidisBRcIMEMBAEH20E usddQo select a pair
correct host number RAin said messa]gz 25 (step

of an puthenizetinpskeynkifoand mpeutkentisationdeay K Radx freomtspie wéﬁhsaid
skl o 0F AR O Lo RURGEIiL UL ) whor

said desstgemaank 32Sis asydttotderisasaid authsticatied ki KiR,,gafrdmdaidv e
nunber RD, said host nunber RA and said host key . .
authgpzationtey Kb bgamenns of said eptygfmede keysrNs dinputhentication is

. : A . : .
perfGHicalyBld ARk 74 oF RLFeFhone sfinfitpiRdo g 4.
of the Eg HebhdwslanotkerrubodimdrRDof @ sysa&inal 80nfersakypy WBdck Baked

said .drive nunber RD is .not .identical to the val ue of.
authgitication acqarding 0t PFeSSRt IBYPIHPBL LREGh S S cqyinsiyes a plutality of

application units 1 and a plurality of drive units 3 as described above. The details of said
application units and said drive units are not shown for clarity’s sake. Said system 80 further
comprises a key block generator 82 having revoking means 84, arranging means 86 and key
generation means 88. Said key block generator 82 generates a new key block AKB for said
application units 1 using a previous key block. Using said revoking means 84 and said
arranging means 86 an authentication key and the associated authorization key is removed

from said key block for revoking a subset of drive units 3 and the entries corresponding to the
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In steps 35 and 37 a bus key KB is generated from said
drive key contribution QD and said host key

wa@oenwriddut i on QA. Said bus key KB is now a SecPEL/IB2006/052082
shared by both, the applicatipp unit 1 and drive unit
3, wherein sai d authentication between said

drivepidity efahaidsubsedivthich shall neebeirediokedears! Biringdd WRfiew subsets for which
successful . I.n case the authentication protocol_ is

new 2855 pbeantherizatign ped pehentigatienikeyy aregeaerataddysing id kayegggneration
meatts- ’ThE %égg&% oYY are th%r ?@E@Wﬁo Qalﬁ’la h:agbﬁgﬁl?sni 8f usdd for new
system or a ey ased aut ntlcatlon
applivation dhitsgl.t o t he pr esent invention conprising an
appl i cation unit and a driye unit 3. Sai .
ag SI i caf¥cerTdmsite ﬂf I?rgseBF BYPRIER 3R k%?hblﬁab\g‘ﬁ&‘éﬁ?%ﬁm!@é?on
metlRIdBal KB FORIRG R lfeélatfiéck%gsw&dtﬁéﬁic%@gﬁtem are tproposed By

aut henti cati on Keys. application unit 1 fur
providing diffeeent authentmative keysoior diétenent 86ye wnitsehe efféat g»f mmd drive
unit I1ssreand ar t he 1?@%@0%?}%§g%1q%§§egs Iﬁdd‘ne éfvlglﬁ ng 1s reduced and
an ldeﬁﬁﬁ&atfdnaff sh@ﬂan RRked dfive/énitilinkadd poskiblb &t oo théiBatea

comuni cati on neans 50, a decodi ng neans 52 and an
revokingtrdathagkad dsiveradins 54. Sal d conmuni cation nmeans 50,

60 are [

yst em T8¢ brefens S BETTRAG 0kp BRehT Attty Vigh e Rgown vePs
authpitidation ptdiccod Ndithet hadvhemoreanmard s@imadifichtivyns e ﬂ‘b(flﬁred for

Said identifier IDd is transmtted fromsaid driv
implgpienting the psesert inyption dntp said pretecol. ks ﬁaﬁa mclevaréwanpatlble with

I

the GOHREh el 8RR calton, WHkFmbHE ChilRa AN S e key
genaxaticndnidekey iissasnos noddﬂg)anKE?meMfacemf tha ikdy AkiincSaemder to the software

ayt hori zation ke ransmtted, from
mang S TApers O ouie SOTATS MR OHrary B AP o sai
decodi ng HYE&NGe Rsted fhat'fhe g)res@ntq{%{}én‘ﬁ%n $&hdl limited to the described

aut henti cation key KRaut from said authorization key
VCR&Asindpyit mayibs uséd w&h dtheeoptixfal fmnhetSkwh akRdu-raxrDisc, and is also

appl%%éﬁ 0t Hf:eageyg@gl 3 121% s%g\%dt}\#t{l 8 P’i?ﬁ t he %{h%%ton such as

thosEhﬁbdt@@MNﬁaxﬂn&AUSf enbodi nent of a system 80 for a
key bllock based authentication according to the
present invention. The system 80 conprises a plurality
of application units 1 and a plurality of drive units
3 as descri bed above. The details of said application
units and said drive units are not shown for clarity's
sake. Said system 80 further conprises a key bl ock
generator 82 having revoki ng neans 84, arrangi ng nmeans
86 and key generation nmeans 88. Said key bl ock
generator 82 generates a new key bl ock AKB for said
application units 1 using a previous key bl ock. Using
sai d revoki ng neans 84 and said
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arrangi ng neans 86 an aut hentication key and the

associ ated aut hori zation key is renoved from said key
whb@ckod7or revoki ng a subset of drive units 3 POTIR2066/052082

entries corresponding to thedjjve units of said subset

whi ch shall not be revoked are arranged in new subsets
CLAMMS:Whi ch new pairs of authorization and

aut henti cati on keys are generated using said key

generati on neans. The new key bl ocks are then

di stributed to said application units 1 or used for

new application units 1. According to the present

i nvention a new key bl ock based authenticati on nethod

and a correspondi ng new key bl ock based aut hentication

system . t e
L. aut hentlg ?Bé ’keg gor eyga 'i(?c}kleb%g&?augﬁn&gétg% CIREe
-a pﬂifrﬁlﬂg‘/tof dfivauhiac(ds dordpmsiﬁg apluralitg of subsetedwhdrei.a drive unit (3) has a
sability of an authentication key obtained by hacki ng
set qfélOii%ls‘a@éHNdbwai ahideridier (H7e digHmg thesyybsetasnid ddweenit (3) is part
drive unit is made possible in order to facilitate a
revoki ng of a hacked drive unit. The present invention

- aniapplication Lisit ¢l hexing atkey diqeat(AKR) cninphisingea plurality of@eiss of
oo T B BLEA B oAk, P T o RS Ssciacd

withURoERAidIsGRRL | on into said prot ocol It is fully
backwar ds conpatible with the current version of the

- a copwyinidatian msans (\mhfor isulmittieg ssd dgadfiet{Bg\feom said drivéanit (3) to
soid SRR B el T il iR HE B5BatiERioPks P R 4 Lo g aoptication

umtm?wfs&@tchhﬁrehﬁ}t(ﬁ algd)urse sof t war e manuf acturers nust
adapt _.as well. It has to be noted that the present

- an aﬁtla@mqaaﬁn meanit54) foriapbgnticating said dsive pjié (3)\wabspidiapplication unit
th other optical formats, such as
(I)Bé}m%()? Qﬁ%&jk#’ 3 is al so appl i cable to other key
bl ock f wrhmhma&tmb;ﬂmaﬂirﬁmﬂm(at) comprisestaceleindmeas (62) for

seleétmeggggf g}%ysa %g;nhq%glre e&s 4 Ig%sch%%g&y%g to salé identifier (IDy),
aut hent feTeanly I
units ( g’;ﬁ@%gpn%rl(lfm ng b g?ur a 1?%03 a#e@éddﬁ et S, p(%h)éﬁéldenvmg said
authemtioation key (KR).mHa saad paat obkeysdrben kag aut(nKmuh)tloa kety R A) of said
t subsets said drive
pair ghps byyirans oE5id sgtor 500 Rels (RRGR: Ton uni ¢ (1 havi ng
a key block (AKB) conprising a plurality of pairs of

aut hori zation and authentication keys (KAx, KRauthc),
2. wher ei nSpsiemh (P4i%0) &ir apthgati¢ation 98 eleimaadsin) oldimhl, ovherai said drive

unit $5):80 BURY g, i R A8 e Rt ok i v, g gaid

applic3dio Gnit (1) is a software application on a host computer.

e

3. System (70, 80) for authentication as claimed in claim 1, wherein said

identifier (IDy) is a substantially unique identifier.

4, System (70, 80) for authentication as claimed in claim 1, wherein said key
block (AKB) comprises a representation of a tree structure, in particular a binary tree

structure, corresponding to said plurality of subsets of said drive units (3).
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said application unit (1) and for submtting an
aut hori zation key (KAx) fromsaid application unit (1)
wo o00gaddidri ve unit (3), and - an aut henti cat i POT/IB2A0E052082

(54) for authenticating said gfive unit (3) and said
application unit (1) by nmeans of a pair of keys,

5. wher ei nSgaekl (ARBO) Cottauthentiddition ad tlafediinickeam 1B
sel ecting neans (62) for selecting said pair of keys
f r om safi@itheegoraprting ¢ kephlogl penesaion@2 hprigenagafing a néw key block

or 48T S LA D gor

comptigihgnt i cati on key (KRauthx) of said pair of keys from

- g s o Evekink abloas op mpRjealion keglrom i arbyious key

blocBY99 frRYf saftPhdveERey BIBEL,ON as clainmed in claim1, wherein
sald drive unit (3) is a user device, in particular a

- an drranging meetisgBabfoy asranging & phirality of suhsets of deivelurgtsi () associated

.. a icati.on.unj.t (1) is.a software a ication on.a .. .
with B4 ref e apuEnticprio el Sinpbeniay e §Bhiri o Fe S ) in said
newd®y blcdked in claim1, wherein said identifier (IDd)

is a substantially unique identifier. 4. System (70,
- a kgp genasptionumeans (BDHpr gencrating ngwrasthorizatiqnakays encoging: neavh
aut T kol 8P ki APl Gapr | ses a representation of a
ree structure, In particular a binary tree structure,
corresponding to said plurality of subsets of said
drive units (3).5. System (70, 80). for. authentication
as cl ai fsdeni7G89) farputheptigation a&sh)%wdsm@a@ Ikey bl ock
gener at g ' '
Aol | cafiriieP Ehmplin SR REAly BPaRHOmN e 11 hel i aiftth
applicatiod boitk( 1) eavhriave a d{f82¢ntkeypidcki(AKB)- a revoki ng
means (84) for revoking at | east one authentication
key from said previous key block to formsaid new key
7. block, §yatm3y6, B9 rRIuiRAGHORE) chihedin g9 a
plurality of 'subsets of drive units (3) associated
W t h safuttheeoarkpribingia hlwrality of applicktéyrsunits (3)4veheeain saad key block

gene?‘gt\évr @g@ ?sgaélﬁgﬁ%fglf?rgé?\ﬁ%y 1,1%ta?igg’rgqtagwageip{iall(gc?ﬁngee%g\%lpgﬁci%’tion unit
(1) Hr O\ dfZpblicHtiok fts € TR Bdd PRWicw kBP Bldckat i on keys
for said new subsets. 6. System (70, 80) for
aut hentication as clainmed in claim1, further
conpri sj it . [ ' UNh L 1),
8. wher ei n Sg]g?rﬁ éféé n%{o%dr a%th%fltl&%ell LS 8hlRdh it ‘[,
wherein said key block generator (82) is adapted for generating new key

blocks from said previous key block, wherein different new key blocks are arranged with

substantially different new subsets of drive units (3).

9. Drive unit (3) of a system (70, 80) for a key block based authentication,
wherein said system (70, 80) comprises a plurality of drive units (3) comprising a plurality of
subsets and an application unit (1), said drive unit (3) comprising:

- a set of node keys (KNy),

- an identifier (IDy) indicating the subsets said drive unit (3) is part of,

- a communication means (50) for submitting said identifier (ID4) to said application unit (1)
and for receiving an authorization key (KAy) from said application unit (1),

- a decoding means (52) for deriving an authentication key (KRyymx) from said authorization
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application units (1) each have a different key bl ock
(AKB). 7. System (70, 80) for authentication as
web@rmediin claimb5, further conprising a pl ureCT/AB20@H052082
application units (1), whereifgsaid key bl ock
generator (88) is adapted for generating a different
key uem)Wnédn@@)ksél@seteﬂ@lbd@n@Jsl(Km) @Adunit (1) or group
pplication units (1) from said previous, key bl ock.
- an auths%qaew (nrens @) for srthgniqating said epplication Bpis (hidy mepns of said
!y\@@,g sai d key bl ock generator (82) is
authgﬂg%gﬁg%k? &Ker at | ng new key bl ocks from said
previ ous key bl ock, wherein different new key bl ocks

10. of *gr1 v PHrenet DKo 3o (Tl $0)iana by WOS et mipanication,
wheREH sdi@ Eyﬁerﬁ ?&i‘tﬂ%ﬁ' BGph@s %q)hﬁ‘%!ﬁwtdhgéhhi@dqﬁ) WhehAkife § %hﬁahty of

system (70, conprises a plurality of drive unft
subseB) sa@d)anphcaumgutat @ uompmlyg of subset s and an

-a k%? ﬁiolé%?}\gg} £81 ygn&%; g P LR?\EI)Y oq"_rpal\élﬁo f i Cgﬁo %ein%gétion keys
(KAL, rldkaca@,gl Wherb R ash PHLbFk B iflasdbdimed wmmltoné 3 sdid siets oFkaid drive

- conmuni cati on nmeans (50) for submitting said
unlts@é,ntlfl er (IDd) to said appli cat| on unit (1) and for

[ KA%)
- acggn%ﬁ]ln‘f go%{é&ﬁéj 66?% %'Qéengg%lérg et ng &Iﬁﬂ%(r@g)dqye ynit (3) and for
subrdﬁuiﬁg/mﬂ@tanaubthéy ﬂmx)lt@smétaﬁvé a(¥)hc) from said

aut hori zati onkey (1 means of said set of nod
- a sglegting RRENS (6%)rfar se %ﬂna atpﬁmf ket fromm savd ey béqylawfrewondmg to said

icating said application unit (1) by neans of

ldengg%gﬁﬂdf henti cati on key (KRauthx). 10. Application
- an amﬂlbnt(chjlom feans(pd) fomagthentidabihg fad devéenit (#) bykndézas eflan

aut hent | wherein said system further conprises
authgntigafion ?X {}hgaflﬂ“‘()jrl ve units (3) conprising a plurality

of subsets, said application unit (1) conprising: - a

key bl ock (AKB) conprising a plurality of pairs of
11. aut hori ﬁ/mﬂmdrfoanétejabbhlehasedauthcmtidaéys bé¢trn KRaut hx) ,

-a dvg\igg E}S}é E@eg hgtfi 11§Iaqq'fdlr Yl{s)léé @A a2 idolzcl 1?y co\é{vrilﬁrllqsilg)gn:«ie pl%I‘ality of

subse R 6w (3 Bavifg b 86D ofinobe k%@qmdpmm ide@iidr f(IT®%y) indicating
) froma drive unit (3) and for submtting an

theéahsqﬁ@mrlzlaw@mt@yspm§ and said drive unit (3), - a

B T e R

authorization and authentication keys (KAX, KR,uhx), wherein each pair of keys is associated

with one of said subsets,
said method comprising the steps of:
- submitting (11) said identifier (IDq) to said application unit (1),
- selecting (15) a pair of keys from said key block (AKB) corresponding to said identifier
(IDy),
- submitting (17) the authorization key (KAy) of said pair of keys to said drive unit (3),
wherein said drive unit (3) derives (21) the authentication key (KR,umx) of said
pair of keys from said authorization key (KA,) using said set of node keys (KNy) and said

authentication is performed using said authentication key (KR,ymx).



- an authentication neans (64) for authenticating said
drive unit (3) by neans of an authentication key

w@ kRaodrxd) . 11. Method for a key bl ock based PCT/IB2006/052082
aut hentication between - a driye unit (3) of a
plurality of drive units (3), said plurality

12. conpr i sAng@nspudripiédrath)cofiprising$einputes prograhh code mbdrds fBdausing a
havi ng a_set_ of node keys Khhf and an identjfier

compytegto Rerigradhs sigps Hfdhamsthed ag slagmeg inyedaitank It when) sajdscomputer

. , = application unit (1) having a key
pn%%@%éiﬁ%ﬁﬁgygggﬁggising a plurality of pairs of

aut hori zation and aut hentication keys (KAx, KRauthx),
wherein each pair of keys is associated with one of
sai d subsets, said nmethod conprising the steps of: -
submtting (11) said identifier (I1Dd) to said
application unit (1), - selecting (15 a pair of keys
fromsaid key block (AKB) corresponding to said
identifier (1Dd), - submtting (17) the authorization
key (KAXx) of said pair of keys to said drive unit (3),
wherein said drive unit (3) derives (21) the

aut henti cati on key (KRauthx) of said pair of keys from
said authorization key (KAx) using said set of node
keys (KNd) and said authentication is perfornmed using
sai d aut hentication key (KRauthx).12. A conputer
program conpri si ng conput er program code neans for
causing a conputer to performthe steps of the nethod
as clained in claim11l when said conputer programis
run on a conputer



