| NCI DENT ' COMVUNI CATI ON | NTERFACE FOR THE KNOW.EDGE MANAGEMENT SYSTEM

Thi's invention relates generally to the field of know edge nanagenent, and
nore particularly enbodi nents of the invention relate to systens, nethods,
and conputer program products for providing a conprehensive system for
production support information. BACKGROUND Busi nesses store
applications, information, and data across various |lines of business
("LOB") in a decentralized fashion. Typically, specific departnents within
each LOB are responsible for conmpiling, sorting, storing, and accessing the

know edge of the associates working within each departnent in the nost
effective way INGEHENELQYIMUNICATE H‘EBEBFéﬁEéTf?R’I%EFeKBIWLEHGFons,

information, and data are nei MANAGEYHNT SYSTEM ral | ocations, nor are
searchabl e or_usabl e for know edge trans nd general education between
departments aRHs FYSBHON-THAFETSEEY QHaR %ﬁﬁaﬁ@? SenERRASAPEILo BRY, MOT] he
proper pr@eufes cabedines of HeSinPdtiondldlé B §ydRmE SRehodd] aiPdompafer pRGram

associ at es ssggned__o support the proguctlgn_|n0|denjs. Therefore, when an
associ at e tsdorned PSH CHRrEegRveTY PHiEe "GB%“PW%‘D?}W‘?- know edge
base, the associate nakes inquires through calls or e-mails to a business's
own call center or other support BxSKe&ROUNDorder to find the appropriate
answer or contact reference. Inquires are typically forwarded on to a group
W th the respBimiickset istoye agpliestivas, ahfongationeand dath erosyd parivs ilidée ob bEdinkes s

team Subj, ~TRtter exper an sp be pul.Led into the_ inquire in order
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syst Fm %plipatihﬂl, infetinelGan anml ba:egaiitﬁe'r sioftd in tdheralloQRiNS neitdle salchable Bkaht 0
resol ve and.i nyol.ve personn ej ng sent _on-site or communicatin n the
Dhone. wi bl B0 1eepuBIEe Banstero 1St dendm BEisn bypen, Koreng g L0 ool ve
t he i nci demthémold) wher proBuctith BIORIEMS ofif) GRSForcl PRVEScs iBY fifG 0o Wthinfthieo m

their day-to-day. responsibilities on a |lgng term hasis. ach tinme an
i nci dent TF%"gé’gE%/YFSF@'B aysgeigfesAsgigud tQ ypport fhe) tiqnincideniss Therelpmsy A%t e and

negflt | Vel agsociiilids Sa T’]\llebﬁ%ﬂ'(ﬂﬁéééé 6f m‘td,fﬁéxgd?ﬁﬁmeﬁfﬁﬁﬁﬁimdwdlﬁgté%%?ﬂféfdﬁaﬁ%@w |
systens ar erson ased, 1IN a ,e,are enaen upon e no e e
Level s ofm§‘§$ P&W?ge%%% ea-ﬁ%gr alsip e hysin 58&9&%@}%%?@? SRR Ry theg
speci fi ¢ j3sfleFiodndtheMpORBNAE adivel HidofRA refofAtH. Sndifires hrd §fpidally Sitwardéilod ar
fron}a best practice. Enpl oyees_using these gstens_resppnd reactlyely to
any inci d%msgougﬁﬂthﬂﬁ? Wﬁgﬁﬁm%%scalﬁmgtgﬁme& BRPIRAAIF YIS year oFHbicRk 1

nor mal r Ghffer eAptEdAn alsa BS pdlled Sntb HeAnduite it @T@do 64846 the system architecture, and

upstream and downstream system and customer impacts. When the incidents relate to small

issues, the personnel necessary to froubleshoot and fix the issue may only be tied up for a short
period of time, however this time could be avoided with a more efficient system. When the
incidents are significant, the process can take weeks fo resolve and involve personnel being sent
on-site or communicating on the phone with associates for a considerable amount of time in
order to resolve the incidents. This time intensive process removes key associates from their
day-to-day responsibilitics on a long term basis.

Each time an incident is escalated to a higher support level it costs valuable time and
negatively impacts a business’s customers. Typical knowledge management systems are
personally based, in that they are dependent upon the knowledge levels of certain associates in

various groups. Therefore, contacting the specific associates whenever an incident occurs is
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Furthernore, when audit reviews take place within a business, a significant
manual undertaki ng must occur to collect the data and organize it in a
meani ngful way. This data collection and organi zation is followed by

| engt hy face-to-face neetings to review and anal yze individual data in
detail. Audit teans nust do this on a LOB-by-LOB and

depart nent - bydepart nent basis since nost LOBs and departnents organize and
store their data and docunents in different manners. Thus, it becones
particularly expensive and tine consumng to audit different departnents
within an organization if the neasuring metrics and processes are organi zed
in a decentralized manner and are not standardized across the busjness.
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to execute a P ol Nput
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is also mfmmegndenudhnlmxmdmttauaﬁwmmxent-lmadabl e program code to
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execut e aand trgkudlbof theeladaibddee gemtgtedrbyct@bsdcmtqsmﬁa busineksthwiughi ges integatpdnent
system access th bu5| ness associates to resolve the incident. The pro
cesser |ssyfetffpf1hae‘°f‘ea%ﬁﬁsfl gured to execute a conputer-readabl e program code to
recei ve a second user input associated with incident details related to
resol ving the incident. The prod3REESUMMARYo configured to execute a
conput er -readabl e program code to store the incident details in an incident
report dat abamhodiments| of themprdsent invention addresh than akoyb dgedyeand/op ackivns othsFent i on,

t he procegs ggmp
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I nput used to track, identify, and resolve the incidents that occur throughout the organization.
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I n yet another enbodi nment of the invention, the processor is further
configured to execute the conputer-readabl e programcode to automatically
popul ate one or nore fields included in the incident ticket entry interface
by accessing the incident report database or an incident database. In
anot her enbodi nent of the invention, the processor is further configured to
execute the conputer-readabl e program code to provi de pagi ng gui deline
access for identifying the plurality of predeterm ned busi ness associ ates
associated with the incident In yet anot her enbodi ment of the

I nvention, the processor is further configured to execute the
conput er -readabl e program code to provide for a bridge-line within the
know edge narresemhedinsptefdhs inwentipn ép pynemdpridantifyine aFd rsiobdeg inpidepthind ness
associ at LCl | atd NighdifabdIeh R[RGRAHA duvich an
enbodi nmen oggﬂgﬂéhgﬁgéﬁégo%%&t é%g{ggg%sgru$§ futfﬁgr gonfigﬁred to execute
t he conpoemmunisatierbidevigs cgpd asn REeREEsor-0  Bho)\Presesspr it Opaativgly seupladsta $he he

busi ness e r bk MEE: WAL debory WhSLL! ohe® are

i ncl uded c\% | ncg@(ﬁlzd%gcghﬁ%gge rfargﬁgaélgrr%eént sy?; em > hﬁli %(_;rilﬁanot_ E(.gr%)%eec{?r;%%csii ment
of the i reompticnreadableeproexamesasiorto jreceiver & iyt usehinpalutocinitiale e ineident tigket

comput er - GAAAN RaPLOALARC HE ploBebN HE LAMANG kol GARphlir US| Ness
associ ates to resol ve the |n0|8ent, erein the flow charts are i ncluded

Wi t hi n t heogcarowlodd de cramupiente rinfomyaiioantelated to| the yingideah Geksb o enplyeiityedt of
e e el AP LA REE R0 RS ThY plElse GORB Al BREUIES Liluter
conput er -r éadabl € program code to provi de incident database access to the
busi ness reaisblei progsmt @de de qirexddet keowledgedapragemgns rsgitem tageess e ithie hesinga abase
I's includ L L hi g Sen ! .
enbodineﬁ%g%%&%EéﬁﬁﬁsggFﬁ%%@gghghp og%ssorﬁ¥§M?%rt e?iggﬁg?g&?g%ﬁ%gmexecute
t he conputaisblepeapminh codertotaceine & satend usepingil ageociaiedi vidrincident deteilsyrelglad fe

dat abase ac 0. busy o .%gﬁa ol éEsd Ige%?n[e% ted SR lpivher ei n
t he incidgﬁﬁﬁigg%Vg%@g6Ui§%p§é{a %ﬁ% ?§;§§F"|n ?%e}knomde g ﬁ%nagenent
'system  program code to store the incident details in an incident report database.

In further accord with an embodiment of the invention, the processor is further
configured to execute the computer-readable program code to display on the user interface an
incident communications interface configured for receiving the first user input.

In another embodiment of the invention the processor is further configured to execute the
computer-readable program code to display on the user interface an incident ticket entry
interface in response to receiving the first user input.

In yet another embodiment of the invention, the processor is further configured to execute
the computer-readable program code to automatically populate one or more fields included in
the incident ticket eniry interface by accessing the incident report database or an incident
database.

In another embodiment of the invention, the processor is further configured to execute the
computer-readable program code to provide paging guideline access for identifying the plurality
of predetermined business associates associated with the incident.

In yet another embodiment of the invention, the processor is further configured to execute
the computer-readable program code to provide for a bridge-line within the knowledge
management system to allow the plurality of predefined business associates an incident relation
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I n yet another enbodi nment of the invention, the processor is further
configured to execute the conputer-readabl e programcode to receive a third
user input that identifies the severity of the incident. In further
accord with an enbodi ment of the invention, the processor is further
configured to execute the conputer-readabl e program code to display on the
user interface an incident ticket resolution interface configured for

recei ving the second user input. I n anot her enbodi nent of the

i nvention, the processor is further configured to execute the
conput er -r eadabl e program code to display on the user interface the
incident ticket resolution interface including a details entry field and a
root cause erariprthsredcgord with e embastrenteft thef invension.n thenprpesssor ois Afuglgiput er
Program pipeliedy b S;Eccace mwpﬁﬁeﬁrea@aﬁq,%% oS Fidvidk %?c&?fﬁﬁﬂ&&@ss% figram

product conprising at |east one conputer-readab um having
conput er -businesa assecipieotyr igsalvcoidie ipvistent, gharciarfhe grosess mmps aterincleded within the

corrputerjgc;T rﬁan‘a%% &fde portions conprising a first, second, third,
forth, an I Tth exécutable portion. The first executable portion is

configured fdnarefessiembodimentiof Gaitvention, the proegssar ipfrecs senfigured i ¢xeantc thser

| NPt 1 0 dofihbiBlofiaBfd drfrhf] Blie 1d BRI ARHOGR! &Fcatich RacPbsin! HERlatos T €1 1
the processor is operatively colpled to a user interface, a nenory device,
a communiresivedhe peidensevhaein thehBove ehagiatary inpladedawithin Bredgoriedgoaanagement ons.
The secoqﬁﬂséecutable portion is configured for comunicating, through the
communi cation device, information related to the incident ticket to a
plurality of Ipyedecthereinbedimonisif frednveniinnothie arasessorhuthericonfigagaddoitxeoite | s
portion fl C i di Bﬁ&%ﬁh- u 586
knomﬂedggﬁgﬁﬁgégﬁgﬁ é?g%%%?gé%%%§$ ot eu%ﬁgFﬁggga%E%%EFg?ggggo‘r%%olve

t he i nci dewtiateTHe kevivet theeiveidertabhercipothei ineidénd databaseqgisr wdudedr withinethei ng,

t hrough t ssor, a second user input associated with

i nci dent g?%? §&%%%%§3§5@%E%esolving the incident The fifth executable
portion is cdnbngher edbddimens pHithe inyention, théyprocassayis furfasy cordigutel éo éxgoiteithat
details in i ﬁigﬁ or : rther I ] n
enbodi merft mﬁﬂe l!t"l‘r%e I n\r}‘l'em I onc,oa? ﬂo:{)%gfr'ﬁgﬁ ncé%% Gé{cg%e{r% g%ggtﬁa%%%‘?ggcf%gr {O%E

conf i gur dusificss ashosiplesiyd regolon thehiscidetr whentie ticaineident recnyenyeguidecdatabeseiisat i ons
interface .configur for r 1.Vi the first user input. I n anot her
enbodineﬁ?"%Q&%g%wﬁﬁvgﬁ?ﬁgﬁ&%ﬁgy %%st execut abl e portion is further

confi gured f dn yeiasgherginbgdimanttdfiéheinsentionnthe pfosessoranivitheri cdefiguredite kxetutent r y

interfac %he! Qon{plel% -IQera].&ﬁlet Emér%ei ei: {QQ'ecEeﬂ% aftil{r(? biscl! %J%[lt ﬂlﬁqgénhﬁes the severity of

the incident.

In further accord with an embodiment of the invention, the processor is further
configured to execute the computer-readable program code to display on the user interface an
incident ticket resolution interface configured for receiving the second user input.

In another embodiment of the invention, the processor is further configured to execute the
computer-readable program code to display on the user interface the incident ticket resolution
interface including a details entry field and a root cause entry field.

One embodiment of the invention is a computer program product for a knowledge
management system, the computer program product comprising at least one computer-readable
medium having computer-readable program code portions embodied therein, the computer-
readable program code portions comprising a first, second, third, forth, and fifth executable
portion. The first executable portion is configured for receiving, through the use of a processor,

a first user input to initiate an incident ticket associated with an incident, wherein the processor
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In yet another enbodi nent of the invention the first executable portion is

further configured for automatically popul ati ng one or nore fields included

in the incident ticket entry interface by accessing the incident report

dat abase or an incident database. I n anot her enbodi nent of the

I nvention, the third executable portion is further configured for providing

pagi ng gui deline access for identifying the plurality of predeterm ned

busi ness associ ates associated with the incident. In yet anot her

enbodi nent of the invention, the third executable portion is further

configured for providing for a bridge-line within the know edge managenent

systemto allow the plurality of predefined business associates an incident

rel ati on i opasstively coupled fous viee intexfae® radmetnary devices gisommypisationrdevice anddent i on,

the thir ' | Med h ' i ek FQCess
ol EftHABbR ROk Wdb Polibhd NPhe GABH ElEREIE Borilh Y blingihed FAC

map access associates to resolve the Incident, wherein the

process rrepsnugicatiigniraygk thegominiupicatinn derisoitfaeation rridjedherthe iggidens Higket to |

anot her i erfifed! ' : hiF e Q%8 : ' [

further gﬁﬁ@g% rgbﬂ%%r pro&@ﬁ?ﬁ%h%@%ﬂ%%ﬁg%?mgccess&%%ﬁgﬁgwggggﬁgggﬁ§

associ at gsoviding, etbronghe thehesei ofcthel @rcessoi dinewledgehmanagement Hypters agedss ithéicuded

wthin t . fs e ' t of
00 SCE; TRARACUBI infit& SMine. fourth bitoMEN: BORIRE cAERAM R ik

the invention, t xecutabl'e portion i1s further confi .

provi di ngedeivig Smough sheatse 9 the peassssor, @ sedend Bies inpukasseeintedovifl ingidens defailso| ve
t he inci ' S NCi ] | % 1 BC At

. knowl edgg%%%\%gn‘%ﬁtgg{fgtﬁ%a#ﬁ ?E@’%%gg%]cg?aggp%rﬁ%%g i Ar‘r)gﬁ?g#fo% ggﬂlll ’\r(}grﬁt%ei on,

t he t hi r dneney devids| e puideiteietails infagrindident noport daggbesed f or provi di ng i nci dent

recovery guidg fg;%e?g&%?d %:&g%ﬁscn{b%dﬁﬁ%ﬁt SHSL @:ﬁ%ﬁnﬁ@g&w Eécﬁtﬁ’ol%?%ﬁ{n’égs the

I ncident, wherern the iIn ent recovery guide ase Is wmt
know edgduriten agefigered foy displaying on the user interface an incident communications interface
configured for receiving the first user input.

In another embodiment of the invention the first exccutable portion is further configured

for displaying on the user interface an incident ticket entry interface in response to receiving the
first user input.

In yet another embodiment of the invention the first executable portion is further
configured for automatically populating one or more fields included in the incident ticket entry
interface by accessing the incident report database or an incident database.

In another embodiment of the invention, the third executable portion is further configured
for providing paging guideline access for identifying the plurality of predetermined business
associates associated with the incident.

In yet another embodiment of the invention, the third executable portion is further
configured for providing for a bridge-line within the knowledge management system to allow
the plurality of predefined business associates an incident relation forum.

In further accord with an embodiment of the invention, the third executable portion is
further configured for providing process map access to the business associates to resolve the
incident, wherein the process maps are included within the knowledge management system.

In another embodiment of the invention, the third executable portion is further configured
for providing flow chart access to the business associates to resolve the incident, wherein the

flow charts are included within the knowledge management system.
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In further accord with an enbodi ment of the invention, the conputer program
product further conprises an executable portion configured for receiving a
third user input that identifies the severity of the incident. In

anot her enbodi ment of the invention, the fourth executable portion is
further configured for displaying on the user interface an incident ticket
resolution interface configured for receiving the second user input. I n
yet anot her enbodi ment of the invention, the fourth executable portion is
further configured for displaying on the user interface the incident ticket
resolution interface including a details entry field and a root cause entry

field. One enbodi nent of the invention is a systemfor identif ng and
resol vi ng | ndp d@h@@theﬁ cabraigifnie ol thenigrrngenetie taid exasmiablamortionnig

interface rd%ﬁl‘ﬁigcﬁmd@nt%%w&' aﬁ;@ésb Q8 KEWIshtss AL N e thI:rhe
processor |s opera ively coupled to the conmuni cation device, user

i nt er f acducidentl Wbﬁ@nrﬂamlwaémha@ is ipgtadedsviithip thedaowledaseanagement system.
conputer-r ea(i@mo%lepéﬁwdﬁﬂan@ QP‘&‘m IReftRaahY fid eiéc{rﬁﬁle 5&%1 isHRer EohiaRicli at e an

incident ticket associated wth an incident and di Splay on the user

i nt er f ac doramovidiag u@w@ntcr@mm@wpuderabasr mcéwtaélee Rusippssgatoeigtes & repadvetigi ng t he
first USGLideRdWhertHEmP HRGRASREY fith 110 KEXRHELm

conput er - rea ag‘{ o program co%EO e§' di sp ay on ;{ﬁe user ?ﬁt erface: %‘ﬁel nci dent
ticket im®ys@ml.ace in response to receiving the fr rst user input. The

processor is ng@ code
to aut omati czgl ?‘E'["E‘g%’ﬁ lgﬁalhg%%&g?&dﬁ%%%? s I ncI uded i n H}% 12:%"[
ticket i furthef zomplings a0 ceseilable @nrtxoncqoelﬁmedf &poreceiving abhind wer alrput ikt dent

dat abase;y %@ﬁes%@&g 5t thSinkidLgeher configured to execute conputer-readabl e
program code to co n| cate Information related to the inci dent ticket to a

plurality of Imprasdereembotémedtuefi thesinventiomc that foyrth Exaecupnblec portion is Jurdlies o
confi gur role Tl ARG, gﬁrﬁﬁ{ﬁgw edge
rranagerre%?ﬂﬁsgggtemdi%ﬁgﬁlg%p e'%glr usl neagglp{al‘s%g{)cr at esﬁ}[t{gﬁrl{easr&xve the I nci dent

The -6- fpremivingdhe sesondmstrheput.confi gured to execute conputer-readabl e.

program code u i dobhicn G S
details rel athrége{gﬁrﬁ{gggﬁng?cﬁ%%@ tru‘?r%r{ g%ﬁrrb?" ghngﬁ)g&gp?& tlﬁné}ornﬁ)'(l:lir&gent details
on the i monﬁmmi fori disphatyingronche wserinkeofadd he imsiflefidicketaeselutipmipterface ndoding user
i nput . Qﬁ{’&ﬁrﬁ?@fdah? ;gcégaugeo ge,qqé [££d to execute conputer-readable

§ hie T herden e

program co fails in an incident report database.
In further a€nercoibodinbntai theriredtionss b spsften foz identifyingisod resplving ididegtsimawl edge
managene e i0gl.ud Vi di ui e JARGES for

i denti fyrﬂlr]\%‘%%{%e rﬁ} %ga%ﬁlr ty 5 orgg IPsrm nedﬂ%ugﬁt%%%g gasslg%l%rpesg‘g(géogr at ed
with the communieaiion {evire) dhdgpxacdssqrdgéﬂer pecesEdrhisn opdrativielyowhepige torethagenent
systemto al Lurali f nci dent
rel ati on“f¢ '?nwaur()’lr}gd\?ﬁ E&pél%égfgéeé%ﬁﬁ%%a&hggﬁg\%ﬁé ?caccgglgég to%"ﬁ@ usi ness
associ at eamputerrresiably eprégdnam icods therdccnve\,raeﬁmi nsef ligpup o deitdate am pscident titkedbw
charts are i, OV\A edge. nan nent. s QV] dr 09

el dent rayags st reefl AR bE MR ARARIE b 3T Thnbll)

i nci dent jntfeee eonfighted ﬁonmcelemg thlaﬁmbaw mpnt.r ri‘hleqnlmdssm ishalso tcknﬁgkmdmb edge

t t d di de dat t
The busi A oL EREEBlH B e I S RE A SR T
recovery igefde nd&klain%m reseiving ﬂnerﬁrﬂthrserlqnp)m auig@mmsagrsrfmﬁter sytdigerad to

execute compufer-readable program code to automatically populate one or more fields included

in the incident ticket interface by accessing an incident report database or an incident database.
The processor is further configured to execute computer-readable program code to communicate
information related to the incident ticket to a plurality of predetermined business associates.
The processor is also configured to execute computer-readable program code to provide-

knowledge management system access to the business associates to resolve the incident. The
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One enbodi nent of the invention is a conputer program product for a

know edge managenent system the conputer program product conprising at

| east one conput er-readabl e medi um havi ng conput er-readabl e program code
portions enbodi ed therein, the conputer-readabl e program code portions
conprising a first, second, third, fourth, and fifth executable portion.
The first executable portion is configured for receiving, through the use
of a processor, a first user input to initiate an incident ticket
associated with an incident, wherein the processor is operatively coupled
to a user interface, a nmenory device, a comunication device, and the
conput er -readabl e program code portions. The first executable portion is
further cuspdessgnisdarties condigaist 48 pregute gompraereaiable pragrampeqde A reeeivg @ asgpnd
CoMUNI CafkORSml MSEkACHitE FdeAUIARIS RlatddoB SedbAtL {HRSndilldn® Fan&'%l%bla?ﬁwt . The
first executable portion is further configured for displaying on the user
i nt er f acengident ﬁetafgvem the jincident tégket, ipterfag geq for peseivimg dhe jegondaEe WPy t he
first usefpd fiBdsscNé a%%lﬁ%a@ued;a, lfeiécﬁﬂe c%&iﬁ»ﬁéél‘-%&ﬂeoﬂ]@éﬂalﬂlncdd% th WidrD 8he

configured for automatica pul ating one or nore frelds included in the

i nci dent in¢ideubdetailstin gn inpident reped dpfgbasecessi ng the incident report dat abase
or an incideng, ‘i‘nﬂhﬁnbaa%&)rﬁmﬁh SECQRBGHRAVIADHE ROEHRN providiRd (nBkleagk f Or
communi cating, through the comunication device, information related to the
i nci dent m¢neRement gysten gragssainclugesy Proyidinge peging guideling Acerss Joraislswdyigg die  The
third ex I ' IS ' : b e L R, -ddse of
g@ﬂ%ﬁ@sor, oE R%gft&gﬂe gebd basifi Q0 hisdiibRdadsQtiartd Rith fheRebideht) pRWAfIng {16ridgs!

the proc managenment system access to the business

associ at dinetwithin ghs| knewladge mandgement systhe tp gllpw he plaralitvaef pregrbined bysiness
confi gur =Y =YY : r user
i nput as%sc({cgﬁegdﬁ wﬁ%lﬁén?%g?%%n?’ .et.%ljialﬁgﬂl ?gqrg{eg%%%%gggﬁ%% %ﬁisgﬁﬁgge dent
and di splbayinesy astnsiates dp deselvedibe andident rvhaan jthec prgesss mape lead tomt eharta cee
confi gur Yot =Y IAVA i ki ol f¢f I
port i on (acihBi HBAEHY gy sbiapatrt SRl ithang BB dello B ST

det ai | s ibwsiaessiagsotiaiento resoiusrthe weidemtawherein the ingident databiase is ansdusied withinithean
hodi . . X -~ . ; .
cont 1 gur e Flsdke bbbl e, A ol Udice FRER ARGy R dBMds® abodtd ke

confi gur or - provi dde managenment sy _ 1

provi di ndrupiness ragsagiates dd reselvadheincidenty wherehn the yingident rrsoysiry) guide wytabase is

predeterm, I nes | ssociated with the incident, providing
{Uggﬁﬁﬂgﬂﬁéﬂa AR S el

for a br ne W thin the dge managenent systemto allow the
plurality of Queeebadirecht mishe dwentionssci spwputempiogwendpieduct dbmailwawledgaum

2 i _ . . .
Feaol ve (RUEHARE R, BiGompBlt f08Eh AGGEPQmuRS B RERRARRBMAES (0
Wi t hi n t meedum bhedg computergrexiable mymramngodp mortiods kmbddiesi therein, dbet ademderaccess
to the buygj jat es. . i.ncid , i he I RG t
dat abase PR HATEECHE K¥udid LEREs 0, dbs B, UG SR BetIEET
i nci dent poeinny dhy figtiexbteutatde partisreisaoufegised: for tebmiving) shiroughshewss of a proesssaro
resol ve t t'&\% igﬁmo iR & iﬂci{léﬁ?ﬁél{é?hsggﬁétec{ »%if@éﬁ?{n&d 'Qﬁw&?% PocEssbr

no g ge system e features, Tun

within tHe € nenagenen ; t1ons, and
advant agds opdrativelyaopeplid tna dses inigfee amymbry devike, eveechnvnitependiyive] andithe

various enbodi nen of th e a1y, i Qn ﬁaq j i et

ot her enBod 1r’réglﬁ egéa%}e&r?%:g c%tpgﬁ%és'o?he% éﬁ%e%ugériiﬂ e soglgsn W ljhcggﬁie%u éﬁi[:('l efxﬁrce to

t he fol | alidplayingemche peei duterfipel ardingidemgemniBRicEionDEBSCRICE TorDgwel faHEceS8EMERAL

VI EWs OF T W N Hav, t hus. i , di. of. 1 he

i nventi oﬁh?kﬁ‘sg‘ésﬁrel?gﬁ%st'rg? st e’?eg?lg@g RO d’l%ﬁﬁ%vcvg Gf’"gmat53 E|365r 4‘%%%% S anyi ng

dr awi ngs,intetfacehanameiderd tticketcangryg dntietfycedinansponse ©catavingtie fusener mput and '

Figure 1 provides.an overyi ew.of.t intetactdon t e. know edge

nmanagemen eg%ﬂ]&‘ﬁrﬁne&e‘f"ﬁaé’ PRI ?ﬁf’ﬁﬁ%" u@ ﬁ‘ggrg\j'{ﬁclgﬂny é@%%*?‘&gﬁ&l%"m th an

enbodi nenhorefficldsain¢ladednini ther incident ticket enfry interface by accessing the incident report
“database or an incident- database. The second executable portion is configured for

communicating, through the communrication device, information related to the incident ticket to
-7



Figure 2 provides a systemdiagramillustrating the interaction of the
systens in the know edge nmanagenent system in accordance with an

enbodi ment of the invention,; Figure 3 provides a hone page for the
know edge managenent systemillustrating an overview of the incidents

Wi thin production support, in accordance with an enbodi nent of the

I nventi on; Figure 4a provides a process flow for the dashboard system
of the know edge managenent system in accordance with an enbodi nent of the
i nventi on; Figure 4b provides a dashboard for the know edge

managenent systemillustrating a channel summary of the incidents within
production support, in accordance w,th nbodi ne of .the inventlion,;
i gure 5 ARGTIY L PRARHRI] PUSMSCAPEATy, R SHIR OO oFA L SRR oL JB erm
i 11 ust r atjrfGdife, SHRngh 8RNGEL FURIBfotesidr, khewlede damfanent tshitdin prasiint then

support, in accordance with an enbodi nent of the invention; i gure 6
provi des bapiBesh apsogigish Borseelve BiE ipg nﬁf@@ﬁ@ e ory 15-Gonfigred E’§t rating

an inci d%idi%ﬁimu%]i RAERISY oPthe hRBedsHCh SRBABULY InPitiisdERRY Glith Aidupdadlks, in
accordance with an enbodi nent of the invention; rovi des

anot her delateddaresolviie thadnyisrshyand gisplmging Jasndrident details, ‘?? ﬁ%;ifel‘r‘ii?"l? Hi§&<n
i nci dent ;3TN bnfifurél RRCEkdiviRg HRCiASRT uytk tifjuf PrHROGRE eRRu@bip RREton isn
accordance wth an enbodi nrent of the i nv.er]él ?(ri]e;tailsinanincidentre ort database.
configured for storing, on the memory device, the inciden D
In further accord with an embodiment of the invention, the third executable portion is
further configured for providing knowledge management system access including, providing
paging guideline access for identifying the plurality of predetermined business associates
associated with the incident, providing for a bridge-line within the knowledge management
system to allow the plurality of predefined business associates an incident relation forum,
providing process map and flow chart access to the business associates to resolve the incident,
wherein the process maps and flow charts are included within the knowledge management
system, providing incident database access to the business associates to resolve the incident,
wherein the incident database is included within the knowledge management system, and
providing incident recovery guide database access to the business associates to resolve the
incident, wherein the incident recovery guide database is within the knowledge management
system.
The features, functions, and advantages that have been discussed may be achieved
independently in various embodiments of the present invention or may be combined in yet other

embodiments, further details of which can be seen with reference to the following description

and drawings.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

Having thus described embodiments of the invention in gencral terms, reference will now
be made to the accompanying drawings, which are not necessarily drawn to scale, and wherein:
Figure 1 provides an overview of the interaction between the knowledge management
system and the channels within a business, in accordance with an embodiment of the invention;
Figure 2 provides a system diagram illustrating the interaction of the systems in the
knowledge management system, in accordance with an embodiment of the invention;
-8-



Figure 8 provides a playbook interface for the know edge nmanagenent system
illustrating the searching and display functions for incident recovery
processes for responding to specific incidents, in accordance with an
enbodi ment of the invention; Figure 9 provides a know edgebase

i nterface for the know edge managenent systemillustrating the searching
and di splay functions for the resolved incident tickets, in accordance with

an enbodi mrent of the invention; Figure 10 provides a process map
interface for the know edge managenent systemillustrating the searching
and display functions for the physical, logical, and transactional process

maps, in accordance w.th an enbodi nment of {ﬁae I nventi on; Fi ure 11

provi des a pridgwsed nreyidesi ashams paes ot e kepwipA e manasamen; Siee ilyste

|11 ustr abjeRgevr Bf G eRtsQhittan ngéau@usalsuppbﬁgmaéordme with a6 @mbbdnait oftiacess
map, in accordance with an enbodi nent of the invention; Figure 12

provi desingerftiogsy, chart di splay for the know edge managenent system

i1lustrating ﬁ%r@m MploRided a2 phdc@ BHART for ftﬁ@rﬂaﬁlbﬁh}:ﬂtg@ﬁﬁ) OE It &@ibwMege i N
accordance with an enbodlnenp of the inyentiagn; igure 13a provides a

process mm@@ﬂm@ﬁSﬁﬁ@L@p§F@ﬂﬁ6ﬁ&Nh@EPW@H@PPFffWﬁﬁﬁﬁmgyﬁten1of t he know edge
managenent Syﬁglﬁsfub' RS Of BARGHRdMid: th@ BnRITBRR! elﬁénthjfsecm feRAting

Figure 13b provides operational reliability i ndex}qh e for. the
knowl edgehaneeh aeesrentof Sy acidnis Witk Prasichan FIREOTAR ASEBTORTGe DR ED Ol G ac h
channel ,Oftﬁe&g&&rgance wi th an enbodi nent of the invention;

Figure 5 provides another dashboard for the knowledge management system illustrating a
sub-channel summary of the incidents within production support, in accordance with an
embodiment of the invention;

Figure 6 provides another dashboard for the knowledge management system illustrating
an incident level summary of the incidents within production support, in accordance with an
embodiment of the invention;

Figure 7 provides another dashboard for the knowledge management system illusirating
an incident summary of a specific incident within production support, in accordance with an
embodiment of the invention;

Figure § provides a playbook interface for the knowledge management system iltustrating
the searching and display fimetions for incident recovery processes for responding to specific
incidents, in accordance with an embodiment of the invention;

Figure 9 provides a knowledgebase interface for the knowledge management system
illustrating the searching and display functions for the resolved incident tickets, in accordance
with an embodiment of the invention;

Figure 10 provi&es a process map interface for the knowledge management system
illustrating the searching and display functions for the physical, logical, and ransactional process
maps, in accordance with an embodiment of the invention;

Figure 11 provides a process map display for the knowledge management system
illustrating an example of a physical, logical, or transactional process map, in accordance with an
embodiment of the invention;



Fi gure 14a provides an operational reliability index scoring interface for
t he knowl edge nmanagenent systemillustrating the reliability scores for
each sub-channel, application, and category within a channel, in accordance
wi th an enbodi nent of the invention; Figure 14b provides an
operational reliability index scoring tenplate for the know edge managenent
systemillustrating the scoring netrics for two categories, in accordance
wi th an enbodi nent of the invention; Fi gure 14c provi des anot her
operational reliability index scoring tenplate for the know edge nmanagenent
systemillustrating the scoring netrics for two categories, in accordance
w th an enbodi nent _of the invention; Fi gure 14d provi des anot her

oper ational FiErad?| peyidesngeblow «Haxt displaynfirathe mowledge mevasgnat sy#emagenent

syst em il dhatifia bl Beanighe of & Tow ShafBhéth GScusinet PorsFeafiRI M h&Srdahde RHEE @k dance
wi th an enbodient of the invention; Fi gur'e 14e provides anot her
oper at | ofhodiment ¢fithq inysptionidex scoring tenpl ate for the know edge managenent

system il | ustyaatd ng ;%rhﬁde%capfnioe&s MR fof thel Peratititil ¢@HBHBY ndSk sysfenPSIC@E dance
wi th an enbodinment of the invention; Figure 15 provi dés a contacts

i nt er f adeoVlsdee wenageRwl SEle. Heareridmenith g eabadimeneftheinveniiothe sear ching
and di spl ay gRY 195 GrdvRies ) BpitRnal FNbBHUAON kRS ek il B ARvidge Sect i on

of the know edge nana&gnent system__in acCordance with an enbodi nent of the
i nvent i gRanagement systegn, Hlastiating the, feliability gcqrercfor spph hagnst tin jaenqrdaste Vith 8k f ace
for the knowh.dos tBpALGHENt systemillustrating a request fonn for

reporting the incidents In the system in accordance wth an enbodi nent of
t he i nvent i offigure 14a provides an operational reliability index scoring interface for the knowledge

managenient system illustrating the reliability scores for each sub-channel, application, and
category within a channel, in accordance with an embodiment of the invention;

Figure 14b provides an operational reliability index scoring template for the knowledge
management system illustrating the scoring metrics for two categories, in accordance with an
embodiment of the invention;

Figure 14c provides another operational reliability index scoring template for the
knowledge management system illustrating the scoring metrics for two categories, in accordance
with an embodiment of the invention;

Figure 14d provides another operational reliability index scoring template for the
knowledge management system illustrating the scoring metrics for two categories, in accordance
with an embodiment of the invention;

Figure 14¢ provides another operational reliability index scoring template for the
knowledge management system illustrating the scoring metrics for fwo categories, in accordance
with an embodiment of the invention;

Figure 15 provides a contacts inferface for the knowledge management system
illustrating the searching and display interface for the hierarchy and contacis related to one
section of the knowledge management system, in accordance with an embodiment of the
invention;

Figure 16 provides an incident report request interface for the knowledge management
system illustrating a request form for reporting the incidents in the system, in accordance with an
embodiment of the invention;
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Figure 17 provides an incident report for the know edge nmanagenent system
illustrating a report sunmary of a particular incident, in accordance with
an enbodi ment of the invention; Figure 18 provides a process flow for
t he know edge managenent systemillustrating the incident notification
process flow, in accordance wth an enbodi nent of the invention;

Figure 19 provides an incident hone page for the know edge nmanagenent
systemillustrating the list of open incidents, in accordance with an
enbodi nent of the invention; Fi gure 20 provides part of an incident
comuni cation interface for the know edge managenent systemillustrating
part of the information |ocated within an incident ticket cor dance

, in.,ac
wi th an enmbodigwenit? ?}owlﬁeanilﬁ‘i}éf‘r%%ﬂftfofthehﬁwwﬁén?&agﬁpﬁvisaﬁ@&ﬁﬁw part

of the ii&%héiﬁaﬁnﬁa?m&&m&ﬂmideﬁgeﬁﬁaa&&d%@wﬁml SiMRAO6 tERa@EsRNt  Syst em
illustratihg another part of the information | ocated within_an incident

ticket, in afeprebwpravidesiapraseseiiayn firtsinoyledgsmanagemet syem illustratipg the, o 00

provi des;, aAgk AR prstesd fify, i slaRtice GRINTEH BinBatie of Bt @fveaiR; f or the
know edge managenent ‘system il |l ustrating another part of the iInfornmation

| ocat ed wi t hifigusn 1P mrpvddsst an incidert hempe Rageofol he dnglefee, Rasagsaeht YSEMof t he

| nvent | pstrating thE 1Sl Spefdndddenisi HascordabWiih Rdriboafmenb6F theHabchab; _
communi cation Tnterface for the know edge managenent sys%)?r’%l | | usg& ating
anot her part Figure BB nrowidssnpary of ap decideal CQEHPRAtoR infsHR e g kposyledgey,

accor danggairhdh AP SHTAMIER pf of b6 shiRRRtoh ABSated withifialHARA BEAVindles
anot her part of the Incident communication interface for the know edge
manage messcordynse sithjan prbediment afthy HERHOR; part of the information | ocated

wi thin an ingigentt okl shdh@CHRM SRNGE Mbiddht FBmaBRAIIIE Blerfibe HE the
nvent! Ol?n,owledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 22 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 23 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 24 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 25 provides amother part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 26 provides a process flow for the knowledge management system illustrating the
incident response process flow, in accordance with an embodiment of the invention;

Figure 27 provides an academy home page interface for the knowledge management
system iHustmﬁng the certification and modules available to the user, in accordance with an

embodiment of the invention;
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Fi gure 25 provides another part of the incident comunication interface for
t he knowl edge nmanagenent systemillustrating another part of the
information |ocated within an incident ticket, in accordance with an

enbodi nent of the invention; Fi gure 26 provides a process flow for

t he know edge managenent systemillustrating the incident response process
flow, in accordance with an enbodi nent of the invention; Fi gure 27
provi des an acadeny hone page interface for the know edge nanagenent system
illustrating the certification and nodul es available to the user, in
accordance wth an enbodi nent of the invention; Figure 28 provides

an expanded aqade% home page interface for the know edge nmanagenent system
i || ustiating e Z8rppyifesaty grraaded Awdems domg draes irtgtics ion dhy, kegwledsg

accor danggnadkhént eyt iasiaiB e ebrililBoh MEBRGAURR available to the B4eF, 8 Z30fAkR¥i des an
acadeny npdul e interface for the know edge managenent systemillustrating

the mquwghmw%yn%??themgwﬁ?mi n accordance with an enbodi ment of the
i nvention; arﬂ%:e 29 proVide dnSaca Ry ¥ uliSfiteFadl FBCHS RndwWiie hihadeh@nidgada ny

system of the know edge nanagenent system in_accordance wth an enbodi nent

of the iWpErtipyhe | JisplayesTrsepTin @seanfane it prbodiment -pf the) inkepien; ON

and
Figure 30 provides a process flow for the academy system of the knowledge management

system, in accordance with an embodiment of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

Embodiments of the present invention will now be described more fully hereinafter with
reference io the accompanying drawings, in which some, but not all, embodiments of the
invention are shown. Indeed, the invention may be embodied in many different forms and
should not be constued as limited to the embodiments set forth herein; rather, these
embodiments are provided so that this disclosure will satisfy applicable legal requirements. Like
numbers refer fo like elements throughout. Although the embodiments of the invention
described herein are generally described as involving a “bank,” one of ordinary skill in the art
will appreciate that other embodiments of the invention may involve other businesses or
financial institutions that take the place of or work in conjunction with the bank to perform one
or more of the processes or steps described herein as being performed by a bank. Other
embodiments of the invention may involve other businesses outside of the financial industry-
altogether.

As will be appreciated by one of skill in the art in view of this disclosure, the present
invention may be embodied as a method or an apparatus (system, computer program product,
device, etc.), or a combination of the foregoing. Accordingly, embodiments of the present
invention may take the form of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, micro-code, efc.), or an embodiment
combining software and hardware aspects that may generally be referred to herein as a "system."

Furthermore, embodiments of the present invention may take the form of a computer program
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Enbodi nents of the present invention will now be described nore fully
hereinafter with reference to the acconpanying draw ngs, in which sone, but
not all, enbodi nents of the invention are shown. |ndeed, the invention may
be enbodied in many different forns and should not be construed as limted
to the enbodinents set forth herein; rather, these enbodi nents are provided
so that this disclosure will satisfy applicable |egal requirenents. Like
nunbers refer to like elenments throughout. Although the enbodi nents of the
i nvention described herein are generally described as involving a "bank,"
one of ordinary skill in the art wll appreciate that other enbodi nents of
the invention may involve other businesses or financial institutions that

t ake t hepistlupt ecostprising o cRmpyeIcsAhle nderpgen medium hrwng ferRpRi-prable oPREdHe or
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article of manufacture including instructions, which inplenent the
function/act specified in the flowhart and/or bl ock di agram bl ock or

bl ocks. The conputer programinstructions nmay al so be | oaded onto a
conput er or other programmabl e data processing apparatus to cause a series
of operational steps to be performed on the conputer or other programuable
apparatus to produce a conputer inplenented process such that the

i nstructions which execute on the conputer or other progranmabl e apparat us
provi de steps for inplenenting the functions/acts specified in the

fl omchart and/or bl ock diagram bl ock or bl ocks. Alternatively, conputer
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processi ng deiigure 2 peorides e lsysthen diagriayi 108 lillusirgfing| thinterastionef thesystems imthe

m cr oprogessos. device. a af i Lot ot Ghd.al ts .
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conput er -r eadahl g i nstr.uctj ons reqf . whi i ry
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i S oper abinkebyppaesytasds 149, tThe netonrkuidizasyiber gtbbel e ntivora (GAN) suchresthey

device 113. The processin vice. 1l uses t i.catli i 111 to
communi ol § HO A RO ik fuf O SR Re BENRGL 13 )
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devi ce fHﬁmﬁﬁﬁﬁﬂﬂhwggf?ﬁ59WF%ﬁwSW%EFM§§VP§§§W%Hﬁfc%ﬁ%eqﬁbrOﬂ&02, and a

di spl ay, nouse, keyboard, m crophone, and/or speakers for conmmuni cating
with one or nore users 104. As further,illustrated in Figure 1, the user
.conputer system 110 includes conputer-readable instructions 114 stored in
the nenory device 113, which include the conputer-readable instructions 114
of a web browser 115 or other simlar application that allows the user
conput er system 110 to conmuni cate with one or nore other devices on the
network 102. The web browser 115 allows the user 104 to access the

know edge managenent application 125 in the know edge managenent server
120. The know edge managenent application 125 gathers information
representing the know edge of the associates across all of the channels




As illustrated in Figure 2, the know edge nmanagenent server 120 generally
conpri ses a conmuni cation device 121, a processing device 122, and a nenory
devi ce 123. The processing device 122 is operatively coupled to the
conmruni cation device 121 and the nmenory device 123. -15- The processing
devi ce 122 uses the communi cation device 121 to conmmunicate with the user
conputer system 110, the bank databases 130, and the bank conputer systens
140 over the network 102. As such, the communi cation device 121 generally
conprises a nodem server, or other device for comunicating wth other
devices on the network 102. As further illustrated in Figure 2, the
know edge managenent server 120 includes conputer-readable instruyctions 124
stored in theAsrdlinstrgtedidy i Kigura 23 thorisemh compyterdaysichie 146 ristrradly compRst &
NSt ruct it afioRbeidda 1k, JGRRBIEITRA o ARRLIRYIcO M3l 20 ustd hGHIN
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i nf or mat i brstéred int thememon dedige 1 1o méhiph iniudedhestopuier-readable ingtvetionari4 etaput er
. 14 } . . ) :

covi ce. 190 Ui, 1o br SR . Bl QBITHEE IR M thitpohibiner Gyl 166 N0

oper at i vedymanicyd eith bre drimore otimndevizesd omthe detwiodel 024 The b brawserelidrallowevi ce

143. Theprocestiing, deu. e ihbuledge mamagoment application 125 in the knowledge

management server 120. The knowledge management application 125 gathers information
representing the knowledge of the associates across all of the channels into one application and
stores the information for, among other things, resolving production incident problems that occur
within the various channels. Users 104, who are often bank employees, use the knowledge
management application 125 as their go to source for the location of all business related
information references, as is discussed in greater detail below.

As illustrated in Figure 2, the knowledge management server 120 generally comprises a
communication device 121, a processing device 122, and a memory device 123, The processing

device 122 is operatively coupled to the communication device 121 and the memory device 123.
-15-



142 uses the conmmuni cation device 141 to communicate with the user conputer
system 110, the know edge nmanagenent sewer 120, and the bank dat abases 130
over the network 102. As such, the comrunication device 141 generally
conprises a nodem sewer, or other device(s) for communicating with other
devices on the network 102, and a display, nouse, keyboard, m crophone,
and/ or speakers for communicating with one or nore users 104. As further
illustrated in Figure 1, the bank conputer systens 140 contain
conput er -readabl e programinstructions 144 stored in the nenory device 143,
whi ch includes the conputer-readabl e instructions 144 for bank applications
145. The bank applications 145 are used, in part, to capture the necessary
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The incidents can be assigned different |levels of severity in order to
organi ze the incidents by levels of priority or other categories. In one
enbodi ment, the incidents are organized into three severity levels as the

i ncidents occur in the bank conputer systens 140. Severity one (1)
incidents are high inpact significant events that cause full disruption of
service or outages to custoners and/or associ ates. These types of incidents
represent the highest rating. Typically there are no workarounds in
severity one (1) incidents, and they are addressed imredi ately to prevent

. further disruption of service or outages to custoners and/or associ ates.
Severity two (2) incidents are nediuminpact events that cause parti al
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The daily performance section 70 of the know edge nanagenent application
125, in sonme enbodi nents, illustrates the total nunmber of incidents 72 that
have occurred thusfar in a day for each channel in increnments of one

t housand (K). The daily perfornmance section 70 al so gives a general
overview on a scale 74 providing the user 104 a visual display of the
nunber of incidents that are normal (in the green) or that are abnormal (in
the red). The gauges 62 and scales 74 are used by enpl oyees, especially
executives, to track on a high I evel the nunber of ongoing incidents and

t he response of the production support teans. If there is a particular
channel showi ng a high level of incidents a user 104 can drill down into
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548, and the FCl 550, DCl 551, PHL 553, and AM. 554 for each incident. This
dashboard all ows the user 104 to exam ne each unresolved incident in the
system and check the status of each incident As illustrated in Figure 6, a
user 104 can view the incidents by nonth, week, and day, as well as change




-21- The chart provides a general measurenment of the nunber of custoner to
| ogged into a channel, sub-channel, or application so it can be conpared
agai nst the anmount of incidents that have occurred in that channel,
sub-channel, or application. In many cases the nunber of incidents is
proportional to the nunmber of customer |ogins, but that is not always the
case. The custoner login view 532 sinply provides another tool in hel ping

to track and troubl eshoot any incidents that occur at the bank. The
dashboard 500 al so allows the user 104 to view the specifics about each
i ndi vidual incident, as illustrated in Figure 7. The user 104 may sel ect

the incident ticket r]unber 541 in the' MOD incident |list 530 to view the
det ai | r'mpmtibn 589 sevEtiey ade(Biand e incBisots erriragkakbyahe knavdedge grnasepenit ant
i nf or mat gont ained in the incident ticket, which is discussed in detail
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the number of mmdents that are currently open in the various channel levels. For each channel

..‘

the knowledge management application home page 50 displays a current incident status section
60 and a daily performance section 70. The current incident status section 60 displays ganges 62
illustrating, in some embodiments, the number of open severity level one (1) ticket incidents 64
and the number of severity level two (2) ticket incidents 66. In one embodiment, the gauges 62
display a reading in the green, yellow, or red for illustrating the general status level for all of the

incidents in each channel.
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The pl aybook 100 tab is illustrated in Figure 8 The playbook 100 dat abase
gives a user access to incident recovery guides 150. The incident recovery
gui des 150 include information on how an incident can be resol ved and the
steps taken for the resolution of the incidents. A playbook search section
170 is provided, in which the user 104 sel ects the channel and application
for which he/ she needs the incident recovery guide 150. Alternatively, the
user 104 may search for the incident recovery guide 150 using the playbook
search section 170. In sone enbodi nents the playbook search section 170 may
be a specific page displaying all of the incident recovery guides 150 for
an application, sub-channel, or channel selected t he user
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an incident recovery guide 150 and adq it to the playbooks 100. The
know edgebase 200 is the second tab in the know edge management application
125. As di scussed bel ow, whenever there is an incident that needs to be
examned the ICl 800 tab can be used to fill out an incident ticket. After
the incident is resolved, the conpleted ticket is stored in the

| cnowl edgebase 200. Therefore, associates that have problens with resolving
i ncidents may search the know edgebase 200 for resolutions of simlar

i nci dents. Figure 9 illustrates one exenplary enbodi ment of the
interface for the |Inow edgebase 200 tab, which includes the search section




Users 104 of the know edge managenent application 125 researching
particular incidents may search for related incidents and find resol utions
to the related incidents before the users 104 have to escal ate the
incidents to other associates for resolution. This prevents other
associates at the bank from having to put aside their everyday workload to
troubl eshoot incidents that they have already taken care of in the past.
The users 104 can utilize the know edge of other associates to troubl eshoot
the incident on their own without having to contract those specific

associ at es. The users 104 of the know edge managenent application 125
click on the selectable incident ticket nunber 222 |link to open up the ful
i nci dent busiesras usual|(IBAYY chivegehs SAJT feilyfe, amanapproverbehangs, Ok atmisceHance®nt ent s
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t hat par s9Zefl RFigurerdiy bi(be chtteshosethe sidentclor edsl swhaglen@dorherhr ough
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process gifation 546, the severity 547, the channel impacted 548, and the FCI 550, DCI 551, PHL 553,
and AML 554 for each incident. This dashboard allows the user 104 to examine each unresolved
incident in the system and check the status of each incident. As illustrated in Figure 6, a user
104 can view the incidents by month, week, and day, as well as change the number of incidents
viewed at one time on the page.
The customer login view 532 illustrated in Figure 6, allows the user to view the number
of customers who have logged into the related channels, sub-channels, and applications at the
bank. For example, the customer login view 532 illustrated in Figure 6, provides the number of

customers who have logged into the online banking sub-channel of the e-commerce channel 2.
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I n one enbodi nent when an icon in a particular map is clicked on or
scroll ed over, a pop-up w ndow 350 appears on the interface display. The
wi ndow 350 has tabs and |ists associated attributes of the element. The
tabs relate to different aspects of the icon and the attributes |ist
information for each of the tabs. In sone enbodi nents, each tab nmay have a
search function, a hierarchy drilldown tree, and/or lists of information
for organi zational purposes. The attributes in each tab relate to
information, including but not limted to, docunentation, performance
metrics, links to other process maps, data in the know edge nmanagenent
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an applicati

n.inventory tool, ("A J'), . which.is used . o.track iny ory

"ol at bd PR e R o oteresI3mehusfi o4, By S ntine “pHE bR i opRYBRA ")

| P addr emsident hizkes, taaixsr 104/ wathSosiimilet o thel samk dssho mepgntdict she espoload bhe f or
mai nt ai nj.n e sewer., and.by clicking, the.lin he user. 104 is.taken to

t he con%@g@&%ﬁ t%{'ti’ﬂ?&“e'n‘{'?]l@ac"ghl %W“g’}?fﬁcfdﬁ?ti‘ Q‘R ST e P’é‘%{e (.%as The
t abs f orodclagedoinrthe pashtearediution é ahdt ymeidehiomagp help Bolive thespresebieincideatt. tThere
performance netrics i,ndicating. how wel |l the.server is, working and the
capaci tygqtaﬁlcﬁellfgf ?@gmﬂ&a‘f Wﬁ@ﬁﬂqﬂ’ﬁp‘% ProFide ﬁé{éﬁgﬁ‘??‘ﬁgﬂ% r eepro‘é%ﬁ%fgﬂf’r%? and
store, Sffdl il®lvel vith whaOsr thé pladrtion heidsets.v Sfurthathosn ¥ user 104 catoulso ttilize .
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The | ogi cal maps 320 display all the interacting applications, the
application structures and interfaces, and the |inkage between them The

| ogi cal maps 320 capture the application information without any hardware
details, including front end applications, helper applications, web sewers
i nformation, including, sinple object access protocol ("SOAP') (a protocol
specification or exchange structure information in the inplenentation of
web services in conputer networks), web |ogic, web sphere (sets-up,
operates, and integrates electronic business applications across nultiple
conput t
cyr emtie BBkl o HBRIFARE SahRRliSan HEMCRELICHR AR, RTGRRPHRNRE 120

i nt er f proeessof sablving the invideht H:dueu&eahmadmyre@ertﬁﬁ@ lipth yiei lastpersap & ®oxk on the
interface, A u r 104 views .i.nf tion. ab ut a particular application or
part of® Yfen taﬁ‘b‘f Eéelsfﬂ‘ﬁ‘ewlggfl‘c’ﬂt?ﬁcg%“@\?é’?e"‘f e icon or selecting the icon. A

Wi ndow popsThPpRFbJIORE 00 tAY ls‘llluéil@feﬁQﬂ Fsdied\BNTha pliybbisk 100f datbase wivésna user
attributes of the tab |listed bel ow The tab sections can have sone of the

same t a48ESSIP iRgidenprRgaYEn BuidaH 03 ﬂéleamrdmt regpyYTrE geides 1abacludsinforgption gp

i ncl udg dv%o ngﬁtaﬁto o ré%Qﬁr@@% § WY 6abs tatkeﬁ)' p t@%s&?&ﬁﬁéﬁt@ﬂmﬁ%h.e%

i nf or ma |on ange contro i nf or t|on ists all the change records,
such aplayipuebédt smrdho s¢clt|en apPl iscprovled, frorwhachoshret usanl HM agledts dbg |cbann@l/@nd a

o t oS or s 1o rerBabe iR e AP 1o ARl e s T08 ™

| aunchgyfséRen fiehepldematbidvary gilige Iﬁipusilﬁg,\/ihe\p’laybf)@{ $eatchGBctFINONS. \ahebﬂner a
map was ¥Ia gged as revi ewed, when it _was done, mho has &ﬁVIGMBd

when | embedinents dhe @laybpols s RsHER HaAtEY BE 4 H5E fisr RABE HsRlaYing: ?il.qffﬁ? or

- sear chijohagt feea@é Yidak '1?Wf&9aﬁ BSh1iaRSn, Js% chfne Lk CRadrRl sdigh@f BRihORsdn the
knomﬁe ge nanage t application™125 related to a particular application,
systemlO4r transaction depending on what process maps are being reV|emed
The transactiona a particul i 3g
into and ou nd‘f‘“‘bﬁ’i‘&régﬁ%ﬁq g'élp gﬁglsa aepsyysftg?’rgroc%%f “g?%c ﬁl%?he mgt cau rogs
end- t 0a@ ididehPaiRlatdin®@the fpksbierf O Mhel irictddht RGowiy kiidey Bﬂlmﬂgdd\dnﬁ‘d&nﬂnblﬁ abcint

i nterfaces, |nclud|ng?both applications and{&%mr re. The traqsactl naI map

330 capewieBdnGidmG cambr siolvetiand He stensttekendp SO Be A EFFIRR P Rl
appl | C?Jcb\?&% guid@ RYb ;@NhsRHEPH Fikl@. s indRiBAt 180veR euilld PHERS BYSeBTRY| oW,
busi ness tion, sequencing different business functions, and inpacts on

t r ansasdctiond 51 dhaslistsrthp spopendiscidgnt ks theoupssibleveausasf1§p nthci nossible cifiectad

1.
oon | et ek TRt tar Bang a5 e T et halitElantlib 18 i ap 2 sl "
Wi th ahétes b8 €5 @é ifdident advobergtgaédedBI0OWThd b)anptab;/madéntolrss liser thee hegror that
transactional maps 330 can have sone, of the 3@@5 t abs. of thﬁ EhKSiﬁaL maps

310 anBrodBerddhe meidsat. sueh as i egpmBier ifanegnling ng monitpr, was,
proces &ugf&@ frerihhgdnt iRak UeRe ﬁab@w Saub&ArBsi ST SRt HtOR/ihdIGnE A52 RElliMROthE S

responS| or mal nt al ni ng rocess maps. I i one embodi nent the user
104 i scerbinen tceuspa ithat have pnoﬁecedﬁan gaer rnethm pasidori thatt ¢ratlh produessthagepror-o Thae

support recel h C ] t he
user lﬁﬁssﬁ%ﬁ ¥ ﬂ‘é‘nﬂ% g%ﬂ'ﬁﬁ ‘fa% %’%ac et {4 0 %ﬁfrf&% nﬁ%l v %g%?gf iaréﬂ% ow
4?? t athap ﬂgvd:lﬁﬁsmﬁﬂ' @.Yfeah artes reﬁ&alaftigﬁ m:a&lecgﬁ Jolises thenMﬂk? ang rtrlgegﬁipmmmuteh as
illustrated in Fjgure . 1t i s_understoo in other e i ments, the
f1 ow 4demuggepeali s% Caﬁ EJH QDrRBHEH IS ?ef% PeCgHRIPR gfso‘ﬁéq?p%*e@lf%n The

flow CE\g{ bt dQFoRhats dgnike Hedibd ﬁ‘)‘éﬁher@vvﬁfﬁ/ u@wmfn toRecrRhl bedld @Nfochdiah the

custo |nterfaces wi th throughout the bank. A user 104 can al so dril
down t eervieewsstarahand follaws estrblished 100t censsranglysisi dée initial tegediagingeraupsd 560 t he

cust Oner, ;018 268, B0RLI G2) LIPS P iR pHcB 5136430402

for ot Ret appliec O
resolve the incident. A notes section 156 is also included giving the person who drafted the

incident recovery guide 150 a place to list any comments or special instructions.
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- 28 - and systens, by searching in the search field 404, using the

dr op-down nenu 406, or in sone cases selecting icons within the flow charts

402. There can be multiple flow charts 402 per channel and sub-channel

wi thin the bank. The flow charts 402 are cross-linked with other custoner

flow charts 402 and the physical 310, |ogical 320, and transactional 330

process maps, as well as with other sections wthin the tabs of the

know edge managenent application 125, as described for the maps 300

section. As described in regard to the process naps, the user 104 scrolls

over or select an icon in the flow charts 402 to receive nore information

about that elenent in the flow chart 402. Again, the information is

di spl ayed i nThe @m@eﬁgmmmdwlﬁmalﬁam ap ingident TS R @yidgidispiay setieh 160

El ement Slggé‘%cﬁ m{s ddf% th@deést.ﬁ% 182 eﬁbhqﬁmaéa@memaﬁgﬁderﬁ%@sm@ﬁoéae f1ow
4 ated 1nt

charts can managenerit application 125.
Changes stapd 63 mchlﬁfe néqsendamt@ léﬁdhatﬁtr@ @themctenferew@ar@@e raderogass | ow

charts ﬁ?m GidkddVre %@éseco%ﬁbé[ el e d RBRCE RSN fﬂa@ao@fe@ge%m Ghakts 402

or ot her mation that 1s cross-linked to the el enents and |nformat|on

changed. apﬁmahgxd%I he dinks pod agtes 164 wan dakgethe sgr Hlé tongihesntebi withiatthe he

bank. A f e ﬁﬂixfgd e of

t he procléeﬁsgi n%%%“%%g'??d"ﬂ&“ f 1(%Fay t(ﬁéeh”%e\?v ser@e%ﬁgggeggﬁ{lvﬁ% rrle%‘cg‘F%,gt i on.
As a r es;urbctess afuscmwéiseawelncka?;p@amc fona spmpcess teap” pand cibe gisergip taliepelo the

I nf or mat j Lt O i | de the
new capaém tf nf E‘Q’C&Q Iﬁaﬁ% (e }fl‘ﬁ Sdgif O”J?%u{f:ﬁiail))’ tHEPPS% %&gy B

S cor por at e
per f or mgmolders sotheboaf de Stbps a npyrseed tosléscuss it with the aptyouriatesontein Fbe vser

sub- ChanglmayARRk iR dofilor: SR BY sl R DRELCLARES id 1 e Clrflers! RYEp, V1 VS
to evaluaté the re Ity an |I|tyo e applications as they
rel at e twhictaottlivetvdgoisythe amom‘hmtact @)ndla@rﬂaﬂhmellhculaaﬁw pFathennorbithe t y
factor, GANGHlYoerDRAL £ ik Riked W g%e%n@ (b tsqb«a{ml)wiea%eﬁés%'z%% a

wei ghte average r ow | 'S in scorl

rel i abi |ditcyssod ladnecthitchawd begh aeselved hsngﬂzeirwumlhe wubntegcofvmrgutdqelso The
predlctabll y. | r r f the
cat egor y, ap‘%‘l | ég%%nthé i thtgjr%'raltglq“ﬂ:;g igetﬂ%gﬁhdee& ﬁgg&gﬁp&& fs‘a mg’?‘g"g rtg 13A
illustr aﬂmfwhovﬂﬂrﬂowmmvfdrmcﬂ%@smgw npjdentrecdvrynguisld d80.nanagenent

system1l to a h ' '
sub- channel s, aﬁ%ﬁgl?lanne"ﬁ%gég%(ﬁ( é Pldgé %l&d%{t ‘{égfg%g%d&tcﬁ%i %ﬁ%‘\ﬁ%dge
manage rrqrrbdtmﬁq)ﬂ incidént that de2drredewidii the bugdnegh df aavmbldeut ofaws thohdoesah alofady he
pr edi ct lity factors affects.each of @?%I al ues
may be 3’5%’ @ “%ﬁtr{ﬁ%ﬂvf"}’ %‘i/ eal%g*sé %'%Eoug Bl tﬁi"mrlt antégﬁ%nqgag?gt ens
110 or tmﬁyemdbestdaﬁeﬂmm@ﬂhe@hymm mﬂal | y based on data gathered by the
know edge MRS Riow wriedgal?age b6kt Nechad 1o if ale_knowledge management application 125,

As discussed below, whenever there is an incident that needs to be examined the ICI 800 tab can

be used fo fill out an incident ticket. After the incident is resolved, the completed ticket is stored

F—D

U-

in the knowledgebase 200. Therefore, associates that have problems with resolving incidents
may search the knowledgebase 200 for resolutions of similar incidents.

Figure 9 illustrates one exemplary embodiment of the interface for the knowledgebase
200 tab, which includes the search section 210 and the results section 220. In the knowledgebase
search section 210, a user 104 can search any of the available tickets by keyword 212,
application 214, ticket number 216, and date range 218. The application 214 search finds and
displays any tickets related to a specific application used in production support. The results
section 220 lists each incident found in the search and lists the ticket number 222, start date 224,

end date 226, issue description 228, cause of the incident 230, and resolution 232.
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t hrough the bank conputer systens 140. The user 104 assigning the weighted
averages may be an applicati on manager, MOD, or other bank enpl oyee in
charge of determ ning the how each predictability factor affects each of
the categories for specific applications within the bank. As

Il lustiated by block 1604 the know edge nmanagenent application also

recei ves wei ghted val ues for how each of the categories affect each of the
appl i cations, sub-channels, or channels, how each of the applications
affect each of the sub-channels and channels, and/or how each of the
sub-channel s affects each of the channels. Again, the weighted val ues may
be assigned manually by a user 104 through the user conputer systens 110,
or they may Bésersd0éofithnkepvdedssmenpgemeniapplicaion b9 rawashigs pHEFEY Bjdontie
know ed A RAvikenEYERIE BE us¥sians 140.
As ill ugltgr ate H%ﬁ’ E:Qldlg%@ ﬁﬁh kno&&dggggg%aﬁggegnerllt nfa%ppl | cation 125

r ecei veshave tq %balm thp mateatsfamth@rwesosw@a fos espiution. y This preyenis ¢thor agsgeiptepdt ¢ he
bank appl hhdhR tda‘éu%'atkilﬁlh’%}cﬁaé\féﬂfd By wBlkRRl ﬁﬁ@&l&sﬂ&thﬁ@dgﬂ%m they

managenen app Icat1o en transters the reliability data into a score
f or eachhaye edieatyaiokdn cape PRt the. pasor Ths apgss 404 Payr utilivs tb@ dapwledasi of etherf act or

of 11T BRRRRLI6 Aol QBHBASHE kR 6 llrHim oot BhViADId dduadl e EREH0VET |5
ei ther yes or n sone e Iments, If answer is yes the know edge
rranagerreassocmqsl i cation 125 transfers the yes |nto a score of 100% and if
the answer isyaQLl 1h$ Jf ) o%sﬁ gnﬁaﬁ’la?eg'/ 195&?)‘3&2?@99'0% Solecthiblel €r ent
reliability data s receive trans err |nto ferent scores, as

di scusseicident ftigket gmbetet23;link]| tatoeqm upithaifll Htctﬂ@ntr rsparbitiining thedistorsef thecor es
may be 3 ﬁ&a@&l%{ B8 bk orfnd' Eldedi bkl HBRLINRIONS Sher RERIHA e K e

110 or t etermned automatically based on data gathered by the
knowl edgﬁ)Ontalma@mwﬂlmqub maienbﬂmktizslomhﬂlg@gws ﬂ@r’e’fob@rﬁ@ntém & otbgrdabsns  140.

As illus [ @%lo [ t akes
t he scorﬁejfso%%&tgﬁla’c@ogﬁg %%ﬂ%eﬁ]&ﬁ%‘é&%@ in each catg orykaiggt%al ieﬁﬁlsat es a
cat egor yexampleg as descabqaﬂ ]awaﬁil @reaT @ie@ﬂ witls pigandhianthe [1CE 860 éab, didusgrscHidnnel
scor e baged o, hfiNE! L Saki0cal HES: Bl L1E: BE GEEN Aok Yo hBEIDatd to

cat egor i 2 I'cat 1°ons, S Wt ann Fi gure
13b il uke patxetﬂamnmdmtsﬂmmgmwed@ﬁd ak ¢akeRio 180 assomated ipeident rercpwy guidg50

e- comror BatehAbeRF P i bicklee JEA0R of o ARG P ARG ir ] B0y

channel e usdrel(MHE Lk Imlmnmétbnt Bepodnverehmeiel oy brdimee | Asides@iboth latdn angreater602 has

c02. vt 1B o BEEE R h byt 004 AR PE G RSk BB 1210

604 Wi t hicket dver tihatrexhmine B@-process, failures, and successes in resolving the incidents.

Figure 10 illustrates the maps 300 tab, which includes the three primary types of process
maps that are used for troubleshooting incidents: the physical 310, the logical 320, and the
transactional 330 process maps. A user 104 can select (click-on} any of the names of the maps
300 in Figure 10 to access that particular map 300, The user 104 may also search the maps 300
through a keyword search function 340. In other embodiments of the invention, the left side of
the interface for the maps 300 lists the available process maps of each channel and sub-channel.
When the process map name is sclected on the left side, the process map is displayed in a
window on the right side of the maps 300 interface. In one embodiment, all of the procedures
and systems in the process maps are cross-linked to other process maps and directly accessible
through the other tab sections in the knowledge management application 125.

Figure 11 illustrates an example of a physical process map from the maps 300 tab. In one

embodiment of the invention, the maps 300 section has a roll over feature that displays more
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602 by clicking on one of the channel icons 601. In other enbodinents, the
user 104 can view the ORI 600 score for each of the sub-channels 604 by
clicking on the channel name, or using the search function 640, or

dr op- dewn nenu 642. Figure 14a illustrates part of the ORI 600 for the
e-commer ce channel 2. The ORI 600 for each channel 602 includes the all of
t he sub-channels 604 within a channel 602, each application 606 that

i npacts the sub-channels 604, and the categories 608 that score the inpact
of each application 606. Not shown are the predictability factors 610 for
each category 608, which are discussed in detail below. A drill-down button
605 is used to drill-down in the index fromthe sub-channel 604 |leyel, to

t he i npaiaformationshenest the fuserds pysy an clement inthe procesy giap. Prélementifieqown to
the pr ed%‘ﬁféplda?tﬁ rbBGL S¥er,6H0 dofR! are Thfled A6WE %0 A BweRlsvdll poidingased on the
predictability Tactor score 612" and the wei ght ed averages are then used to

cal cul at mfamafianaglates te the elemsnly suchps jadditional pigruEes OF feEbsp b glegen of 5
sub-chanmﬁgnégghﬁpﬁl8, and finally the channel score 603. The scores
are calculated for each application 606 by using an ORI score-sheet 620, as

il lustrated ilnoms gehodimeptyhenandepgin &R@Tic"%é“@d kedmer sprglled overa pofor v
colum 6 mnﬁoﬁgkg Rl %h[%!iy' ihi&fxwf&fgi@r THO WirIo w36 hadibSRRMREs e@kin 626, a

sub-cat egory wei ghting col um 628, Source columm 630, a format cgl um
632, a sdfributes of glm_ieemt,- Hredabs relaterta diffcsent awpsriy ohilp deon; 8¢ thetighptesug
The cat egerieSon¥dBedo of B bRl HORME HBLUTINGE ZACAN Blay Raved @8rcR fudBotagement

areas in production support. They are the maj or nmanagenent categories 608
t hat ar ehigrwhi duldpwa tras, and(or disis iof infermerionsos ofgarirational putpgsesy, The 8 on

support. mE@aEQ 5@’0%“??{% hg&mg% Sl GY 66 hdd HokiRd kB OMcAABRatIRN Rdce

application asl s of each of the categories 608, The categories
608 for whieicinks0Othgeprocesemansndaiein thaknowledge managerasny spnlicgffont 138, agmisHe,

when, a“%o%é%}&&ﬁ eﬁm%yer&&&ﬁrﬁ%@%@é%ppmw&%m&rism{socess

In one e I'ment, the nost inportant categoriés 608 were identified as
change nessenipsede nThe Bavigatiomiidoad 36¢ @t theetap G tenpage 38 cadhegp @ wsstht inAREt v

manageme bc:ig@gem,‘éfg@am 98 olnbPReL S HIBRAIRIR Yhafidnent HsleST sk EBataBd 11 SK

managenen y management 656, service |evel managenent 657, and
syst ens amivdymgtistdagi@atetiinibe pep-up windew 3#ler st ood that, in other

ebodi nent . ldphfidel b 1% soiy R0 hdrbwdr b ARKCAUIRAL Rt SISl Oltfey

cat egori es 608. e categories 608 have a nunber o
associ at mdluge & lerdebicd caypoherds, decstion of thie| cgmpenertsddatabasasesapreaictst abiei t y

factor cgl I g4l Ll g infoha i a
val ues, %%egl,%ﬁ%‘?%eg'r %ﬁ%@?%g%@%ﬁiﬁe toa'ﬁ%l\;q\?@%??fgg%@smﬂ{ehi n the
bank f or plgaichl lpatwarcinl the badd, dgospertao@ocoi(Hdndardised formatt foydeliyegggaudiond

pr edi ct g?fg(laolc%éfn? {)\%ﬁ&}%&ﬂ%ﬂ%&? n%%l%,gﬂ%aﬁgcé QerRV SV EErs SBGHRoR bEME Bbabi | i ty

factor 0”’causli ng t "occur wi thin the category 608
for the Hppdies: capasityo@b demandi fof diet systenl serverciolevidentidiegion T(nechvasi ryinasy

percent ages _are, .based 0o i hcal | 8 103 1 Lty
actors BIDvEntihgsraRvr sk b8 ool ol S0 JedbuiER g

pr edi ct ahirthiviry), objettoorsheftizBoniserices EQEIF fused) borytyiB @ Siffadent dypes of bardwargndr ed
percent (1009 . ... As.il]ustrat i n, Fl 4p. .. chang genent 651
cat egory §e‘g{’§’ an 5’%?%%’%@3@”3@ o(;rhéer é’%ben%sh@m}n%a?ﬁﬂsde: %Ireéli%"?‘%'e procedur es
for initiatin@he ayfpmatiomipr aveedifiy iclegeninid e ipbykidal mgp A vere be abwespd badher ed

2 ) .. .
to: scrolling over or clicking on an icon in the map. For example, when a server is included in a

process map a user may click on or scroll over the server icon and 2 window 350 pops up
showing a number of tabs and the attributes for the server listed below the tabs. In some
embodiments, the physical maps 310 can have tabs with information, including but not limited to
monitoring summary documents (“MSDs”), change records, server information, and

performance & capacity information.
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Is there a clear distinction between a change request (e.g. upgrade
application, change router configuration, update firewall policies, etc)
and a service request (e.g. resetting a password)? Are there regular
reviews (i.e. at least quarterly) on performance of changes i npl enented
agai nst docunented key performance indicators ("KPIs") for this
application? Are nultiple related changes grouped and then properly
schedul ed and conmmuni cated to mnin ze the inpact to the business users
including last minute schedule changes (e.g. unforseen delays during

I mpl enent ation) ? As illustrated in FIG 14b, the availability

managenent 652 category's FCl predictapiljity factors 610, may i nclude: Are
there any siride h@%l\@ﬁ[’f‘g‘i’ﬁﬁ‘%ﬂ?’o@@hﬂg‘s ‘? Wﬁ?nakﬁévﬁ? %T‘%‘ gﬁswer
yes)?  linohisige dge%?eht bplcHidAN Y29, QREERS, Bift lﬁ?%ﬁted%etha\/iﬁtblﬂéhlﬂé il the i npact
i nformation (|nclu

the deta|I of t he | npact of osed change
comuni ckrosdedgebasg20 W&W&Fgg’gs%ﬂ’%a qrﬁéqy@lsg cg%%}l ar
(e.g9. atyigagk &iﬁ%fﬁcl@enﬂ%m i B, Ghich Wkd @Rl i ﬁkésa&tlﬁaaénw RsRGBANSt

required avallabll ty
with the server. Lmks to the dashboard 500 may also be included in the MSD tab. The user can
quickly evaluate how the server is performing using the dashboard 500 to view the open
incidents associated with that server or application.

The tabs for change record information provide a list of all the changes made to the
server, such as, changes in the host name, as well as the service provided to the server over a
specified time period.

The tabs for server information can include operating system information, service level
agreement data, as well as other system information for the server, such as an application
inventory tool (“AIT™), which is used to track inventory related to applications, host name, box
owner, box availability time, and IP address. These tabs may also include links to contacts
responsible for maintaining the server, and by clicking the link the user 104 is taken to the
contacts 700 tab see the contact information for the contacts.

The tabs for the performance & capacity information illustrate real time performance
metrics indicating how well the server is working and the capacity indicating how much more
information the server can control and store, such as the outage time of the server and any up or
down time.

The logical maps 320 display all the interacting applications, the application structures
and interfaces, and the linkage between them. The logical maps 320 capture the application
information without any hardware details, including front end applications, helper applications,
web servers information, including, simple object access protocol (“SOAP”) (a protocol
specification or exchange structure information in the implementation of web services in
computer networks), web logic, web sphere (sets-up, operates, and integrates electronic business
applications across multiple computing platforms), middleware tools, web methods, and online
support systems (“OSS”) interaction.

In one embodiment, the logical maps 320 interface is set up in much the same way as the
physical maps 310 interface. A user 104 views information about a particular application or part

of an application by scrolling over the icon or selecting the icon. A window pops up on the
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wth aviewto identify SPOF? with a view to optim zing equi pnent

(l owering cost)? Do you have procedures for nonitoring, analyzing, and
forecasting service availability? Are there audit procedures in place to
val i date the ongoi ng accuracy and appropri ateness of the nonitoring and
forecasting procedures? Do you have defined targets for the availability,
reliability and maintainability of IT infrastructure conponents (i ncluding
3rd party vendors) relied upon by the application? Do you carry out
nmonitoring and trend analysis of the availability, reliability and

mai ntainability of IT infrastructure conmponents (including 3rd party

vendors) to help identify potential future bottlenecks? )
screen showing a number of tabs with attributes of the tab listed below. The tab sections can

have some of the same tabs of the physical maps 310 and/or different tabs. The tabs can include
information for change control, tools, and process map review information. The change control
information lists all the change records, such as updates to the application, for a particular
application over a specified time period. The tools information captures tools, such as the
monitoring tool, log file, routing tool, and any other kind of tool launched from the application.
The map review information shows whether a map was flagged as reviewed, when it was done,
who has reviewed it, and when it was created. In some embodiments the tabs provide a facility
for search functionality allowing the user 104 to search for information in the knowledge
management application 125 related to a particular application, system, or transaction depending
on what process maps are being reviewed.

The transactional map 330 shows how a particular transaction is flowing into and out of
the applications and systems. This process map captures end-to-end tramsaction flow
communicating or interacting with different interfaces, including both applications and hardware.
Thé transactional map 330 captures information, such as, interaction flow between dififerent
applications, input and output from each application, process system flow, business function,
sequencing different business functions, and impacts on transactions to other processes. A user
104 views information about a particular transactional map 330 by scrolling over an icon or
selecting an icon in the map. A window pops up on the screen showing a number of tabs with
atiributes of the tab listed below. The tab sections for the transactional maps 330 can have some
of the same tabs of the physical maps 310 and logical maps 320, and/or different tabs.

In general, the process maps further include support team information indicating who is
responsible for maintaining the process maps. In one embodiment the user 104 is able to point-
out the changes required in the process map to the support team, who receives notification for the
requested change from the user 104 through the maps 300 interface.

In one embodiment the flow 400 tab provides flow charts 402 from a customer interface
perspective, ag illustrated in Figure 12. It is understood that in other embodiments the flow 400
tab can provide charts from the bak or business perspective. The flow charts 402 provide a high
level overview of the applications that the customer interfaces with throughout the bank. A user
104 can also drill down to lower level flow charts 402 that provide more detail related to the

customer interface applications and systems or view other flow charts 402 for other applications
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As illustrated in FIG 14c, the service continuity managenent 653
category's FCl predictability factors 610 may include. |s the business
continuity plan in standard format? o What is the date of the last test?
Have all outstanding issues identified as a result of testing been resol ved
or is an approved business continuity renmedi ation plan in place? 1Is there
a docunented and known recovery plan in place for each service area, in the
event of an unforeseen issue? Are there regular backups of critical data
taken and stored securely? Are critical backups of information tested on a
regul ar basis? |Is testing perforned for quality attributes such as
reliability, usability, and maintainability?

and systems, by searching in the search field 404, using the drop-down menu 406, or in some

cases selecting icons within the flow charts 402.

There can be muliiple flow charts 402 per channel and sub-channel within the bank, The
flow charts 402 are cross-linked with other customer flow charts 402 and the physical 310,
logical 320, and transactional 330 process maps, as well as with other sections within the tabs of
the knowledge management application 125, as described for the maps 300 section. As
described in regard to the process maps, the nser 104 scrolls over or select an icon in the flow
charts 402 to receive more information about that element in the flow chart 402. Again, the
information is displayed in a pop-up window with tabs and attributes within each tab.

Elements and information related to each of the process maps and the flow charts 402 can
be updated in the knowledge management application 125. Changes made to the elements and
information in the process maps and flow charts 402 automatically update any other process
maps and flow charts 402 or other information that is cross-linked to the elements and
information changed. For example, an upgrade to a server may be implemented at the bank. A
user 104 updates the information related to the server in one of the process maps in order to
display the new server capacity information. As a result, if the server appears in any other
process map, the information related to that server is automatically updated to include the new
capacity information.

The ORI 600 tab is a multi-level corporate performance scoreboard. Tt allows a user to
drill down to channel, sub-channel, application, category, and predictability factor level views to
evaluate the reliability and stability of the applications as they relate to each category, sub-
channel, and channel. Bach predictability factor, category, application, sub-channel, and channel
is assigned a weighted average related to how important each is in scoring the reliability of the
level above. Therefore, the scores from the predictability factor level can be rolled-up into a
score for each of the category, application, sub-channel, and channel levels.

| Figure 13A illustrates an ORI process flow 1600 used by the knowledge management
system 1 to track and display the reliability of the applications, sub-channels, and channels. As
illastrated by block 1602, the knowledge management application 125 receives weighed values
for how each of the predictability factors affects each of the categories. The weighed values may
be assigned manually by a user 104 through the user computer systems 110 or they may be

determined automatically based on data gathered by the knowledge management application 125
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As illustrated in FIG 14c, the know edge transfer managenent 654
category's FCl predictability factors 610 may include: Has

handover/t akeover neeting conducted with initial teanf? Has necessary
docunent ati on been conpleted? Rate the quality of on-boardi ng new
resources (bank and strategic partner) Rate the quality of training
docunent ati on and schedul es Are workarounds docunent ed/ new changes tested
wi t h workarounds in place? As illustrated in FIG 14d, the
infrastructure and ri sk nmanagenent 655 category's FCl predictability
factors 610 may i ncl ude:

through the bank computer systems 140. The user 104 assigning the weighted averages may be
an application manager, MOD, or other bank employee in charge of determining the how each
predictability factor affects each of the categories for specific applications within the bank.

As illustrated by block 1604 the knowledge management application also receives
weighted values for how each of the categories affect each of the applications, sub-channels, or
channels, how each of the applications affect each of the sub-channels and channels, and/or how
each of the sub-channels affects each of the channels. Again, the weighted values may be
assigned manually by a user 104 through the user computer systems 110, or they may be
determined antomatically based on data gathered by the knowledge management application 125
through the bank computer systems 140,

As illustrated by block 1606 the knowledge management application 125 receives
reliability data for the predictability factors for each of the bank applications 145. As illustrated
by block 1608 the knowledge management application 125 then transfers the reliability data into
a score for each predictability factor. For example, for the predictability factor of “if an
application has a comtrol plan” the reliability data received is either yes or no. In some
embodiments, if the answer is yes the knowledge management application 125 transfers the yes
into a score of 100% and if the answer is no it is transferred to 50%. In other embodiments,
different reliability data is received and transferred into different scores, as discussed in further
detail later. Again, the reliability data and scores may be assigned manually by a user 104
through the user computer systems 110 or they may be determined automatically based on data
gathered by the knowledge management application 125 through the bank computer systems
140.

As illustrated by block 1610 the knowledge management application 125 takes the scores
for each predictability factor in each category and calculates a category score, an application
score, a sub-channel score, and a channel score based on the weighted valnes of the predictability
factors, categories, applications, and sub-channels within each channel.

Figure 13b illustrates one embodiment of the ORI 600 home page. Figure 13b illustrates
the top level ORI score for each major channel 602; the e-commerce channel 2, the BCT channel

3, the DCC channel 7, the card channel 6, the MHEIT channel 5, and the ATM channel 4. Each
channel 602 has an icon 601, and the icons 601 list the channel score 603 for each channel 602.

A user 104 can view the ORI 600 scores for each of the sub-channels 604 within the channels
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Does the application use any non-permtted ("NP") technol ogi es? (consider
software level: non permtted score by enterprise technol ogy and delivery
("ET&D') (can be nore than 1 per application)) |If yes, how nmany instances
of NP technol ogy exist? Does application have renedi ati on plan for any
non-permtted technol ogi es? Does application have a control plan? Was the
control plan updated within past cal endar year? Does the business inpact
anal ysis exist? As illustrated in FIG 14d, the capacity nanagenent
656 category's FCl predictability factors 610 may include: On average how

;:Oglslecgp’lé’ gﬁghélﬂﬂé oRORS 6F e MHatR] HBES6610 ISEhMt UntiSRBirk&d, iROusef 164'&n view
the ORI 600 score for each of the sub-channels 604 by clicking on the channel name, or using
the search function 640, or drop-down menu 642.

Figure 14a illustrates part of the ORI 600 for the e-commerce channel 2. The ORI 600
for each channel 602 includes the all of the sub-channels 604 within a channel 602, each
application 606 that impacts the sub-channels 604, and the categories 608 that score the impact
of each application 606. Not shown are the predictability factors 610 for each category 608,
which are discussed in detail below. A drill-down button 605 is used to drill-down in the index
from the sub-channel 604 level, to the impacting application 606 level, to the category 608 level,
and down to the predictability factor 610 level. The scores are calculated based on the
predictability factor score 612 and the weighted averages are then used to calculate a category
score 614, an impacting application score 616, a sub-channel score 618, and finally the channel
score 603.

The scores are calculated for each application 606 by using an ORI score-sheet 620, as
illustrated in Figures 14b through 14e. The score-sheet has a category column 622, a FCI
predictability factor column 624, an answer column 626, a sub-category weighting column 628, a
source column 630, a format column 632, a scale column 634, and a channel category weighting
column 636.

The categories 608 in the category column 622 cover a range of management areas in
production support. They are the major management categories 608 that are addressed with any
application 606 that is used in production support. Each application 606 is scored in the
knowledge management application 125 on the basis of each of the categories 608. The
categories 608 for the ORI 600 were determined based on an analysis of the where, when, and
how the FCIs occurred throughout the production support process. In one embodiment, the most
important categories 608 were identified as change management 651, availability management
652, service continuity management 653, knowledge transfer management 654, infrastructure
and risk management 655, capacity management 656, service level management 657, and
systems management 658. However, it is understood that, in other embodiments, the criteria may
be split into any number of different categories 608.

Each of the categories 608 have a number of associated predictability factors 610

illustrated in the predictability factor column 624. The predictability factors 610 are questions,
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Are there any known initiatives that wll increase rate of growth?
(Initiative, Sales canpaigns, etc.) Are threshold alarns in place for

i ndi vidual services that alert staff about approachi ng naxi mrum capacity
limts? Are key conmponents (resources) nonitored for capacity |oad? (e.qg..
Hard di sk, nenory, CPU, etc.). |s capacity data constantly analyzed to
help in resolution of incidents and problens? Are changes to the capacity
of the application handled through a formal change nmanagenent process?

As illustrated in FIG 14e, the service |evel managenent 657 category's FC
predi ctgfi b fe¥, hackers 0%9 faHdrs 'MﬁéWf’:?ate tpﬁoﬁqfdﬁ GEcur SViftlin R BAREDBL Sach
("SLA") "exi st betweén L consuner busi ness bank technol ogy

-and opeeaicilanef®egory 608. Within each category 608 the predlctabllzty factors 610 are weighted as
to how much each predictability factor 610 contributes to causing FCIs that occur within the
category 608 for the applications 606, as illustrated in column 628. The weighted percentages
are based on historical data analysis of the predictability factors 610 causing FCls in the past.
The total percentages of the predictability factors 610 within each category 608 add up to one-
hundred percent (100%).

As illustrated in FIG. 14b, the change management 651 category's FCI predictability factors

610 may include:

o Are the procedures for initiating, approving, verifying and scheduling changes always
adhered to?

e Is there a clear distinction between a change request (e.g. upgrade application, change
router configuration, update firewall policies, etc) and a service request (e.g. resetting a
password)?

o Are there regular reviews (i.e. at least quarterly) on performance of changes implemented
against documented key performance indicators (“KPIs™) for this application?

e Are multiple related changes grouped and then properly scheduled and communicated to
minimize the impact to the business users including last minute schedule changes (e.g.

unforseen delays during implementation)?

As illustrated in FIG. 14b, the availability management 652 category's FCI predictability
factors 610 may include: |
o Are there any single points of failure (“SPOF”) (If not known, please answer yes)?
o Ifyes, criticality to environment of SPOF?
e Are availability impact information (including the detail of the impact of proposed
changes) communicated to the change management process area?
e Is there a regular (e.g. at least every 6-months) review of current infrastructure against
required availability
o with a view to identify SPOF?

o with a view to optimizing equipment (lowering cost)?
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I's risk rating assigned by LOB? Does the current application design
support the LOB risk rating/ SLA? Are agreenents with vendors docunented
and reflected in the SLA s? Does the SLA structure include features such
as reliability, security, service hours, support, response tines,
turnaround tinmes, performance criteria? Are there nmechanisns in place to
nonitor and neasure all itens in existing SLAs? Do SLAs have clearly
identified key targets for service hours, availability, reliability,
support, response times and change handling? As illustrated in FIG

oy i nol oD RSP ARBERes WG AGAY: el all BB AR chivic S\ BERAE O
t o cust oner Are g@aduditipetiineg irepacd ® validgie thel ahgogekairhonaid dpptdpeitdness
of the monitoring and forecasting procedures?
e Do you have defined targets for the availability, reliability and maintainability of IT
infrastructure components (including 3rd party vendors) relied upon by the application?
e Do you carry out monitoring and trend analysis of the availability, reliability and

maintainability of IT infrastructure components (including 3rd party vendors) to help

identify potential future bottlenecks?

As illustrated in FIG. 14c, the service continuity management 653 category's FCI
predictability factors 610 may include:
o Is the business continuity plan in standard format?
o What is the date of the last test?
¢ Have all outstanding issues identified as a result of testing been resolved or is an

approved business continuity remediation plan in place?

¢ Is there a documented and known recovery plan in place for each service area, in the
event of an unforeseen issue?

e  Are there regular backups of critical data taken and stored securely?

e Are critical backups of information tested on a regular basis?

e Is testing performed for quality attributes such as reliability, usability, and

maintainability?

As illustrated in FIG. 14c, the knowledge transfer management 654 category's FCI
predictability factors 610 may include:
e Has handover/takeover meeting conducted with initial team?
e Has necessary documentation been completed?
¢ Rate the quality of on-boarding new resources (bank and strategic partner)
e Rate the quality of training documentation and schedules

e Are workarounds documented/new changes tested with workarounds in place?
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Are conponent based technol ogy nonitoring tools avail able? (e.g.

| ntroscope, PerfMn, NetScout, SiteScope, Mjueue Comrand Center, etc.) |Is
t he operating system (on which the application conponents are installed)
nonitored on server and client machines? (Paging, File I/OQ Network I/0Q
Local Disk I/O Renote Disk 1/O Are application performance trends

noni tored and projected forward to indicate when thresholds wll break and
projected breaks that are alerted with sufficient tinme to alter the
application/systemto avoid service breaks from happening? Are

conponent / ARB'iilﬁs%taleQ’lni Eenhachs ifPAhALRIaddYidk (AARRRRAL sﬁogsf{gg?g%%m

Framewor k | nterfaces) re custoner experience nonitoring to ai | abl e?
(e.g. podazmbildpifactes BHhengichslei t or, Conpuwar e Vant age Agent | ess Monitoring

(Measure transagtion.response tinme, trans o0 vol u % .. Each of the
bred: ot atf | D05 PiscHmGR IO QLo BUVRRGL & Mo BtioR ok (Ganeide b ettt
t he sub- cat REEr YoBérilitddGoeYybinterfrisd tahntekA bt ddiviely (FBWSERS (can be more
predictability fgc or l610 contributes to prg%duci ng lIf—ycqqs. Th,ghcscores of

each predi cthapiliper gppligetiamw) 610 may be nanual |y entered by the source |isted
in colum 630, o{f#}gg h%%%é%ﬁ&anc% of"NP%fcénc}lg LAggharge of review ng the

scoring. Alternativeély, scores nay autonmatically popul ated by

recei vi ng i nf ar nBbésappfication bhvrerenapialion plan Gorsany mon-pernkitiediceligdogiesiagement
system 1 or_the bgnk, cg@%er Syst enrs 140. As illustrated by the format

col urm 632 DRES Pparaliop C@EW! P¥Re scores may be based on a "yes" or "no"

response, a SGAl fastheGQHRSI piAH WlateASNiBRNpADEAenddr PesFDEr range, pass or
fail, a high, medium and |'ow response, or sonme other simlar rating

syst em |o ePoesiihe husindss impast azal ysrgexist? ues, such as a scale, may have
associ ated text that defines the best practices for scoring the
predictability factor 610. In sonme enbodi nents, the score-sheet 620 may

have note fjelillsst@teddWiFIG. Uger the Tagacit9 mhanptmen 656)categpailst FCLprdicsabilite was
given for a fartigul ar predictability factor 610, in order to justify the
rat i ngfactosetibney Meldaot es fields heip to create unifornity in the scoring

across the 6H%Qg§'how close are current processing volumes to the volume ceiling of the

application?

e Are there any known initiatives that will increase rate of growth? (Initiative, Sales
campaigns, €tc.)

e Are threshold alarms in place for individual services that alert staff about approaching
maximum capacity limits?

» Are key components (resources) monitored for capacity load? (e.g.. Hard disk, memory,
CPU, etc.).

o Is capacity data constantly analyzed to help in resolution of incidents and problems?

e Are changes to the capacity of the application handled through a formal change

management process?

As illustrated in FIG. 14e, the service level management 657 category's FCI predictability
factors 610 may include:
e Do service level agreements (“SLA”™) exist between LOB and consumer and smali

business bank technology and operations?
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Dependi ng on the answer to the predictability factors 610, in one

enbodi nent, the predictability factors receive a score in the answer colum
626 of zero (0) to one-hundred (100) percent. The score of a particular
category 608 for an application 606 is based on the sum of the scores for
each of the predictability factors 610 in that category nmultiplied by the
factor weight listed in the sub-category weighting colum 628. In sone
enbodi ments of the invention, other scores are used along with the
predictability factors 610 for each category when determ ning the
application;score.and. . application score is used to calculate the
sgg-chanﬁéllié$ %%ggﬁ%ggﬁ%@%ﬁgéﬁgFoPpexaane, in some enbodi nents an

appl i cat i ©nDioksths cameht apflicatidn dsiRSApRot the QOB fiskAREAFSLARS utilized to
determ ne an ARCAT risk score and an ARCAT control score, The ARCAT ri sk
score is ¥ eAse egreamentswith vendopssdocnmantedand relipaied inrthe PREAT i sk score i s

det erm ned B\éeg ?l}@ §EAi %W%uﬁ? GR4Ne O\?\%‘é% Slich b€ Iréfaﬁﬁiti’,psetcﬂl%yaQajvic%aijicjupéj’

such as business 1npact anal ysis, ream appl 1 cat’i ons, “Upst ream

appl i cat i onsyppbriaespate hnes, airagroviat me penfErmanecoitenia? ti me requi renents,
rel ated hardware and software, and privacy data. The ARCAT,contrql score is
a nmeasur € ofre theredperhpRpms ) RIAGs 1P Qgnite e‘”’é\?@rall\}@msd‘&gx%tfffge&“éﬁst ens or
appl i catipnpo diks AR e BNdRMHSL R Prak ot R CUhALRbRA SR DGO Wby,
application is related to business contTnuity, technol ogy architecture,

pl at f or m or suppeity wspopst timps wdchangerhagdlang? i ty, regul atory conpli ance,

busi ness process, and information security. The 0111 score for each
application nay be reduced to a percentage of the total score, and the
ARCAT ri sk gedllgstaid MRAOAT kRN itHeobyskfd htnagsmdne 658 datktghe'st PEI piaditkabili 1
-36- score. For exanple the ORl score for a particular application in one
embodi #AstArs GE/MBRINGINdes pl i ed by eighty percent (80%. The resulting score
may be adde I 0)
A R S A R R
basis. The fmpetingeents id previidd dpectibnadfrelik®®% but now i ncl udes t he
additional factors of the A ri sk score and A control scare

Fur t her not e/ATSEOMPINGEY ?%?%H%T?W&B%‘E@@WO VAﬁﬁéﬁée-éo RsPoRS oo
channel ,  anfieigto®OMRcSHPESMERUR CoMnateOarl: etk assi gned a category wei ght
related to how the category 608 for each application affects the occurrence
of FCls in each channel and sub-channel in relation to the other categories
608 within application. For. il N i . t he
change. mihaliae APREGH S foh MpiHREBorlce B LampthaRt 51 htaiaRoRidiédon
percent ( 25%rverwhd kRerlt heackideghPading, Rikd/BCletwbrk /@) Lagal Bisk M) Renper DBkt
(209 , etc.gAaso, for the availability managenent category, the category
wei ght for e¥¢onmerce is fifteen percent (15%, while the weight for the
BCT channgl 4l : 9. Lot for
each cat2§O#$§?ﬁmgﬁ%ﬁkﬁgﬁﬁgﬁhgéﬁgf%IE&PEFgf&%?E%ﬁ%%ﬁﬁﬁgyggtgg?ﬁgﬁgagﬁgo%)
Ther ef ore, thatshglds ywiki break snd prbjdctad beeakls tagd ptei adertadovithasuglicrentitingd foediehihet he
wei ght ed average.for ea%h sug-chan elka d channel .and then sumred, so each
appl i cat i onHEEAUONSYE PR 18 2VOIY SHYIFE o4 ﬁ%&@[ APRIUME‘sub- channel and channel .
Therefore, age pE@Hp&iéﬁﬂ/B(pl?ﬁc%ﬁbﬁSﬂﬂerfdda@ aRneEREY (ATOr€ofipeheht Bolkiagibd, ed
average of the predictability factor scores 610 listed in answer colum
626. The apprameavorlolitesfased 616 for a sub-channel or channel is a weighted
average of the ¢ r I for a i i r .
sub-chanﬁ%lkﬁﬁ(?ﬁéﬁﬁgf%p%ﬁggfﬁgg%éﬁ%gdPhgn%?ﬁgﬁhé%ggbﬁ@ﬁ%%ngﬁﬂ§%§?8h8§8 may
be a wei ght Mbnitve Cagpuahirel Vintage(A gendédsMomtitooing $Meddird wanshdimh respoaeitangel .
Finally, the chanpnel scqQres 603 can be a wei ghted average of the

sub- channel tragsgetian vplyn 5 the application scores 616 for that channel.

The score-sheets 620 for each application can be updated in real-tine,
during periodic intervals, or on an as needed basis to exam ne the.

confi dence Eadrefsthepredivtabdlitydansors 61€ libted abeirecare assigigd aparticalar mesight in thesome
enbodi ngn h S a partl I catd . r

oo | 0 pleaeh RN bl OB 3SR SR A SoBf fREAEALERP e B10
intervals, in order to remnd the person tasked with populating that field
to do so in atinely fashion. In other enbodi nents of the invention, the
nmeasure time is tracked, and al arns qgg_requests for updates to the
predictability factor 610 scores are Sént to the proper enpl oyees to nake
sure the scoring



- 37 - of each application is kept up to date. Access to nake changes to
the predictability factors 610, the associ ated scores, or the weighted
averages may be restricted to only those who have been granted cl earance.

I n one enbodi nent, color-coded scoring is applied to each scoring level to
give a user 104 the ability to quickly identify the channels 602,
sub-channel s 604, applications 606, categories 608, or predictability
factors 610 that are acceptable, in danger of filling, or failing. Scores
greater than 75% are assigned a green color code indicating that the

associ ated metric has passed and is acceptable. Scores between 50% and 75%
are assigned a yellow color code indicating that the associated netric is

i n dangesonibuteaite progucingdFSlio dibe seraesrifriaeiy PedicEbilgefsior SlomasbeBrBEIB0% ar e
assi gnedee Lf dy Gl Q&E&aoﬂs%d Bkqighh 80 bldr & o%%'@h@ 1R tihi dhatpdSoff ai | ed

and needs |nned|ate anaAi5|s to determ ne a The contacts 700
sect i on, regiswinig| the sqoging d Altermativglys gheisgores may bPéPf@F’é?RS‘HY papiated bY rGEVing t he

necessarly,ﬁ{ tﬂ'{n IhO&hér h&ﬁoﬁseme RWI&gE amanagwehfs s%fen:?qn@)ﬁ 8! bank

hi er ar chy notif tlon contacts, as wel as ot her cont act

r ef er encesspuis systants bloheAS ﬂhﬁ%at?qubﬁgﬁ@ﬂﬂatt%mn@&i gealprspluma fdfy the
appl i cat eve?n%?be'b e&’gﬁaeﬂggf %mrespénslz'saesrcalé%&ﬁtr\raﬂfe percedl@pey, § hanpbdrhe

channel to the subZchannel [eével’, to the application l'evel, in order
to revi exngepasaer failtighymetlion, usrlow sespenss, a5 AMeRThe similph gtipg wistemy Alogsn

dri 'l - doygm, tg}me dgﬁgger e fx-uﬁg&segtsbm rhilehﬁf@%&cﬁfedttéiﬂtﬁaﬂfeﬁﬂérthé’%

enployees int nnel s, sub-channel's, or ap |cat|on Ievels
Al t er nat preaticys for sepring dlre predictabiljty facon 1. clerm%e embedimens,f

dr op- do"‘ﬁ?fﬁ% ot 6li8s Lllo@ﬂn@u&&efdﬁo?gﬁ{;lg{zafﬁg ) RamEdlMcﬁrel@as Hﬁ%l‘ at es an.

exanpl e 0f° a contact dis nterfa e contacts 7 tab for the
onl i ne bpauiry peediotabifigniacsbr @0, inteeder tocjustifie the eativga Rhetextznd yotes foldshelntodi spl ay

|nterfacg9%gémﬁbﬁglt}1\ﬁqhess% s b qutlve contacts 710 and the nanager

contacts execut! v ontacts section lists the hierarchy point
712 (or the Depeddale om dhet h@Wpoltmtthmpreduﬁbdmt faptots 689, waene emadimentytheoi nt

r12. M@%@%@@ Q+o AN PR Dundrl G2l (ot £ 090)5% SlhindFed @) act S

710 sect? no 0ogy executlve, production support executlve
e- conmer peecqnt Jbhgtdore nf @Pﬁﬂww casgoey608 for aapplisation 6@6cih hesedon thasemiof thet ur e

exap! o QLS R Fbd R gcipiiny o RIF AEaCANLAT oy BF e (R0} 0 *%‘E'es
|nternalh@ahhﬂnnmﬁuﬂﬁmqnwsgpmgmdupaﬁﬂ&ers The manager contacts 720 section
ok b, SR SRR HASAFESHA oSBTV ey o 2
hi er ar chfactosi 610 f&rkﬁc@ﬁbgbﬂyewmmdmbmﬁmwhﬂmhcaﬁ@ﬂsmre and ’oefore the apphcation
score is used to calculate the sub-channel and channel scores. For example, in some
cmbodiments an application risks and control assessment tool (“ARCAT”) is utilized to
determine an ARCAT risk score and an ARCAT control score. The ARCAT risk score is related
to inherent application risks. The ARCAT risk score is determined by taking into account the
risks related to the application, such as business impact analysis, downstream applications,
upstream applications, transaction rate, data volume, recovery time requirements, related
hardware and software, and privacy data. The ARCAT control score is a measure of the control
an application has over various other systems or applications. The ARCAT contro} score is
calculated based on how the application is related o business continuity, technology architecture,
platform or environment, production stability, regulatory compliance, business process, and
information security. The ORI score for each application may be reduced to a percentage of the

total score, and the ARCAT risk score and ARCAT control score may be added to the final ORI
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for each hierarchy point 722. In one enbodi nent of the manager contracts
720 section, the hierarchy point 722 lists the |level one, twd, and three
production support managers, the websphere, the unix, the distributed
performance and capacity support managers, the domain manager, center of
excel | ence managers, test partners, as well as a nunber of other nanagers
and the enpl oyees who work bel ow t hese managers. The incident recovery
gui des 150, the incident tickets, or other areas of the know edge
managenent application 125, indicate that a specific hierarchy point 722 is
contacted in order to resolve a particular incident. Alink is provided to
send the user 104 to the oper contacts 700 tab. For exanple, if an

i nci dent saoese ofer wagmiqr@efglti $ORES R BRI applicalion et SEhRdiment mayditought
to the aﬁm . by b t)tr éﬁg@é@meﬂmﬂgse&ewmeaadeae@ﬁgmdﬁnmred

servi ces, 104 to the rranggrs contact 720 sectlion

illustr ame@ured OBiagg @ tenr(18) basisy andghe ARG ATHeoniralessere; measiupd pyya gerofPc ket to
the prop rteA @bfhas% PihQ gl a iSRRI bt TRV BB nok Ab18ALs i1k dddftioRR iERborPbs

cont act n sone enbodi ments a hierarchy point Iink may be
provi ded@MAﬁéﬁW%ﬁRGﬁ@wﬂwﬂﬁﬁ@r chy map by selecting on the

hi erarchy pCiiuRLTrH ;Lk sl fn &e%si E%omeﬁrssk%cmuanﬁaem he phone
nunber and emmal ?%

e cont act p0|n ing on the name |isted in the

poi nt  of sasraasasteacipspbebingel is ass1gne¢r4ecaree<pm r“t%h‘? Biptedin bowdhg ¢ateganredBder i n
Fi gure 1%(:? ﬁéélfemm aﬁ%ctyge gcévrmﬁt%?]&%@@érs' E%h%atﬁélta{né‘&ﬁﬁ Sfnsed RElafod o R t he

i nci dent are trac W edge nmanagenent application 125.
A user 16thercaieseries 40% within thei applicationd Fos ﬁml% anlagragnd e ﬁ%rﬁ“géb%@@ngeh rough
the T epOfholnth' Gent Br e Ukl Aol DU BrchBfitd ferbdlf (LAY widlé mat | on

report generator out to create a customor canned report.
The repoweight780 thatBChohamek 3f iselwintyf prrcage (20°4), i oy r@p@rﬁs th awgilabitifyi ¢
tickets Gt e 756
of the |€%’|1 Qﬁl ttcl C &?ethg s @Jéﬁ‘ﬁhﬁ?%@%“%ﬁgﬁﬁgﬁ tf] Q%d?ﬂ?etl cket
nunber 7@61ghtr fOp ﬂ@lﬂ@l‘rﬁhmﬂes twemtshparcens 2004atThersoyp afeeach Helghtp@ pyeragn foser s

104

two, or £ih SublFP kool BRARN AR PRIPBr diduR BRI (BOUTDThEVEL: LhoB"%0e of
t he i nci steres §]4 fondadhrapplivatienare multiptied by the m@ﬂqd@ggamﬁke@bemav@ya%d
operatio | (X at the
st om of il S SBEF mtifea, ool b1 Bpdofias  roordieWhitn ol S 4B SR,
reports #fdChbmisl. The report cont ai ns the information entered in the

the report o6 ol PRRSEly ASRSEE'RE cdatbey o OBIEHT WBllof SRt © |
how t he predicidiifity factouscosd 610 disted iim gnsiviae calniy i6AGt iThe applisatiom sz@¢ 616 iier ausal
event 78g %a&e Scalflel W' Qvéx@ﬂ%%ze?&%%g%%&?@ﬁé TR Sdords 1 £ 00F AL ADRTEE || OF

lays outS"’Eb anne nical execu
i npact edea&htsuh-hmdl or7&@nnef. hdng&hnyreaﬂiudhnehtscaiel swh-ci@elofcotenel§ mpncbt: aand t he

IR, oS b il e 1 A L1, L

i nf or mat smsrnantblem waghte:‘l ABrhge aﬁmetsbbc]naandlsudrres)ﬁﬂwmh@appﬂihﬂioh 1scarebedio. foiThe
reports 0 are typically generated for senior executive nmanagenent
reportin e reviewed on a daily basis. The reports 770 can al so be
used for rret"miecssoxeehéeacﬁl)ofmr aadth applitation canidedipfiated dr real-tige, tdweng tpemidigi C

goal s of, Erllvealsl? or kon an as needed basis to examine the confidence scores of the channels, sub-

channels, and applications. In some embodiments, the scores for a particular application or
category are e-mailed to a subject matter expert or application manager at various intervals, in
order to remind the person tasked with populating that field to do so In a timely fashion. In other
embodiments of the invention, the measure time is tracked, and alarms and requests for updates

to the predictability factor 610 scores are sent to the proper employees to make sure the scoring
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The ICl 800 tab, as illustrated in Figure 19, is where the incidents are
tracked fromwhen they are first identified. Figure 18 illustrates the
notification process to deal with an incident when it is first found. The
first step in the process when a production incident occurs during a
production process or on a production systemis that an error record with
information of the incident is sent for storage in a database, such as the
bank dat abase 130, as illustrated by block 1810. In sonme enbodi ments a user
104 receives a notification, through e-mail or sone other commrunication
that an error has occurred. After receiving a notification or while
perform ng proactive nmonitoring the user 104 seartpes atabas for a

new i nciefeash apalicajipn iskeptaPdeI G BIcERER torpaks chagepgio W(ﬁ?“?rﬁ ities a
new i “C'tﬂgaésom&t&i?sdéﬁ@roﬂt%wb@&ea bfdrB8s P be &%ﬂﬁteﬂ&&@ﬂyam(ﬁdwmmbvdmn
incident by exam ning the error report in the database, as illustrated in

bl ock 1&ZFantedyieaeancthe i ssue with the incident is identified the user 104
searches t h%&ﬂ%&ﬁﬁﬁﬁﬁé&oﬁ&ﬁe&% apfiled e shch Beidg ivel tb Bk atusarq o esol ved

the sane issue in ast as illus a ed in _dianond 1816. |f the.  user 104
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| mow! edgﬁ}a zp%@,ze rs%féss@meengslo%anaers%mwda%w Eﬁ&tcoﬂélﬁﬂféﬁﬂig thS

|IIustrate user g cl ose out the issue when the

i nci dentthg ssspfe@@ﬂ meftic magd'angm@ftfmh@@@d, shoglés e menifaredal ?SSIrY Freseselay e

Furt her e Oinbih theUsiSicial niefe MRORIG bAE nbdasi dent
ticket ?%ﬁ%é“ ?ﬁd%%ﬁ Qddéd Xﬁﬂ ﬁlgfge 00 w tch anc)ll addi tional infor I’Ygtl on found
during tﬁmmqhﬂmmmhﬁwm)@Wmmmﬂgﬁﬁhe current incident report, in order to help
subsequent & ey Z&ﬂs&ﬁ&,%emeéwig% 19064 d68brence tab AS fiddidgSeat ed by
di anonds 18 the user 104 cannof find a related incident
ticket omecedsay umfemaanm forsthe: tams, epaginers cpoinihal epaisact ligrarchy; levels, olifisalion dent
ticket %hgs W&l a8 Qfher tdc{ befSb c?é egxsqylﬂpbﬂ&ktaﬂss%ugﬁblﬁ lﬂﬁeelqgo%vlcdge
|IIustra he 1 ncident one page he 1 ncident ticCkets. user 104 can
ent er anmanagemmnppéyzatsml 185t mrtgletembodlwew, r esr d6hcan diifl-down Bon tll%chaﬁ’éﬂ | Cl 800
home pag iniGbsIgRt the
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ticket niherinear 184 inay Sexvibe icontac s@rchofeatsiedi02 of drep-dows mexy 70k Id fingsa spepifiet her
|nfornat|oerghat can be found in the error report. However, a user 104 al so
has the $B¥tty to edit or delete any information in the incident ticket
Theref ore, @iguer 15%illusimies hﬁ&mﬂaoﬁfs cantasedisplacinterfatec]04 e theapantgeis €00 fah or
change t t t JURSE unber
814 (t hepﬁﬁﬁﬁgﬁﬂ%}?m{“ﬁ% e‘f'?s éPIF@rg&fcg%g{ cte% §]}lgi eni:llﬁfyl ngted{isﬁiea&pro ahcgtl on

i nci dent 7048 tid schon'sj the exécivet dohiaets 710 aﬁdehcmamwr ¢omtras 1728 1 Bhe exseutivie

status 809 o th o) dent
ticket t?Pé';f"{‘“hz; l%g}el ou%l%ggﬁ %n@a §E1ﬁe)]a?ﬁtﬁé%%}f§%l%t gg'zﬁﬁrcket
when it ésh hEmwepdmbylz. hhmneBthhmenttthalaaaﬂQh}sp@etrﬂéllmthmekmmtapm t he

st or e B g it eRbRbe iy prtcon ol EARTE < bimel bl ARAT, 12,

ticket i fipport &ecitivk, aﬁﬂ&et@dhmlogmrcmﬁdummdwtmmaexpa@wmg gui del i nes for

escal ati on, illustr | ock, .1824. . T t he
user 104, bﬁgﬁﬁﬁeﬁﬁﬁm\%& 6Q¥e of ‘H@%“as’h‘%mpbe Q%I@%%ﬁ%ntﬁ%%%?ﬂag&%g I ntor med
of the iwmcﬁﬁmludMQh&mmﬁﬁmﬁlpﬁmubnontdugpqnagrmgs gTicdedniage sontacts T20cedtiod i n t he

i nci dent re over U|des 1 of the books .10 gr 104
alerts tHs gi”%ﬁm{" 3'8? ﬁﬁclft’lvg ér‘s ?@ se%oc}:lﬁj : alwé&l}ef us r%kt%ed by

- bl ock 182k mmgmnaammsammn alst has ihewmlramhqu(nt)}zz)_a:gi thg pbintef dostattti@4gr oup
of people who are first notified of QP incident. The |l evel one (1) paging
list basically serves as the first help desk | evel used to troubl eshoot any
basic problens. In one enbodinent, the level two (2) paging list is the
next group of people that are nmade aware of the incidents, and are usually
tasked to determine the root cause and fix the incident or provide a work
around. Finally, the level three (3) paging list is the group of people
that are contacted when software code needs changing to fix a particular
incident. After the level two (2) paging is conplete, the user 104 opens a
know edge managenent bridgeline (or phoneline) with the enpl oyees on the



After the severity level 812 is determ ned the MOD nakes a determ nation on
who the incident should be communi cated to and what | evel to escalate the
incident ticket to, as illustrated by bl ock 1858. Thereafter the MDD

escal ates the incident ticket to those levels, as illustrated by bl ock
1859. At the sane time the MOD is determ ning the escal ation, the user
104 and anyone that the MO has al ready escal ated the ticket to, begin the
step of analyzing and researching the issues associated with the incident
ticket by using the resources contained in the know edge managenent
application 125, as illustrated by bl ock 1860. The user 104, and anyone
notified of the incident ticket, may fill out the fields describing the
problensﬁnﬁﬂﬁbk$ﬁﬁhfﬁﬁmb?%§r@%meﬁn‘ﬁ@n?ﬁ@?3@HP”?&FK§F“?¥%E@QR?WW& e
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user 104theempiesens shp ywork balow hegeiBanaghiti red fiel ds. The user 104 is
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t he user ust0M04iayheamangersicontads 326 spetiesy illpytrated)in Figpye) 1. Thapser 194eanthpsendor each

channel : prIRPIEE'S 08RG e atlocBBRd il P bt boafibt at es

how t he ﬁ%ﬁ'}s&daéﬁfﬁ%%}gﬂ;rpe r%)eEgr? dowﬁ w%‘%?ﬁ@each channel gﬁ’d sub- channel .

The gser'?mhbmmw_ fills in the affected application and functionality

section 834,111%13%&%&9%5&59%% y t%klﬂ%?"bé hviu&fgc;ism&eﬂmmﬁﬁ%wg the
c S

applications in eac annel an - channel . e customer experience

sect i on BeGrdhy nEp by seleating o the Hievrghypaintdink, & ethergmbedimsyis: theuseh E4gaat i s
affecting 2 J t i 50 i : r
base. Thgeﬁz&&ﬁlﬁé a se{) |nc'ha\yz}?tgéé{Eﬁg&ggg%?%%%dgﬁﬁlt%%gﬁ%oﬁg&g%ﬂ? -g;tHPt he

i nci dent of wnfagh¥2dcolmgn. whi ch may help to identify the root cause as a
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i nci dent spesific ticiests byattging thé tte 292 itheadtdreditn 734 or thesod idple 766 of BhetiiadenB40 i s
a work apqund,84 1.0 ' . j hawskhe
pr obl em ﬁ%ﬁp b% ‘grrrlp%g%alyia% I%‘p#il(lg tﬁénitn?'ﬁ@rftglgyeﬁgg? %%37323)1. ?gﬁﬁgieﬁ%ej I ec_?gand
fixed. ThE thatcthey whig@ remst . alUsemad 04 esoilsd ¢roaie Sparts baseld prothe sevetityerating
descriptjo 5 sectiqng that S t i I LRl or
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i |1 ustr ainetledty, adi theroobui86ehd sufalltbusingss bankdeahselogs andoiperatienstassigned 768, t¢ he
initial |evel et he incident is escalated to a higher |evel for nore
experti sHB e i ncident team as illustrated by bl ock 1864. Thereafter,
t he t eam andligires7 alldstrates ediat thescustbie orvaiméd mepari El0elooksgiikierafignairequedtds r oot

43 0 ntered in the reports 750 tab. The report contains the information entered in the incident

information report generator 751 in the overview section 772 of the report 770. The causal
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cause is identified. After the root cause is identified the incident team
inplenments a fix that addresses the root cause failure, as illustrated by
bl ock 1866. If this fix includes a request for change ("RFC') form which
is used for maki ng a system hardware, or process change, then the RFC
nunber 846 is included in the incident ticket. Furthernore, the incident
duration 847 is populated indicating the time it took from when the user

| ogged the incident into the know edge managenent application 125 until the
fix for the incident ticket was identified. Alink to the RFC ticket 848,
as well as the MOD contact information is also provided for follow on
inquires by the user 104. After the fix is inplenmented the user drafts
a write infprpgtion7§a seption 11HMWWWHBW“F‘H@WE%‘W‘F welyflipg therorginatinn sysiem
Cticket, o8 itelctshi bR g Ninb ROKinES GBpact 183, %Sllm%agghﬂcfdﬂnlaﬁom seéiRn Gy er

details section 850 and the root cause section of the incident ticket.

The ot heputdfs igippetedsehanneh 7Plg Bupagied teghmigal xgeptiveatddathe frapacted sibyghaneel 93y v
851, ticie %e@%@hﬂ EERHGn 1 2 12 RpARHIRASR MBS 193NDBRY96, HL 4709 Hng M

summary 85I section Is ﬁ)opul ated with information_indicatjing how the
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descri bes the technical teamresponsible for the pernanent resolution. The
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enbodi methey atei firkddentified. nEigwedld illnstrates theratifiestion prosrssito doljvdth amiveidenie user

104 to t t-oql 4l ' 4] | el i Ffideat
recoveryageﬁlggsﬁsfg%ﬂgéﬁgfﬁf%?n&k e{hg?g%g%o%ﬁf 66&1%1%% ]%léni%eln?jggnctufstl ck%?s used
f r om t heprodustion prigesh 25 en 20Wodustion system iFHbatrapouror mgew Wil infermagepof the gl so
popul at ed | . 4. {.NCl 426 ok e .h@feg- I he root
cause se%?@%nﬁgg%s%ﬁﬁt{é&gesg?g@ag églgirl{égg%%&%%lﬁeaﬁf %siqp{li%e gg al cisc 861 by
answer i niB10hdn fsoh¢ embedimenties viepi 84 reshivesca aotificatins, fhaough reamal Prysomet Bbeg62;

what eve ?H‘E ' od. AAf MBS s dReninppact of
t he ini t%zt‘irfrﬁ al ﬁLr %ahgga}%%}drlﬁwfﬁggﬁd't eeques‘{l%l%%?&g%%?g_m%ﬁﬁ% f glﬂn re
ori gi nat pro@@ige mohitoringcthe pssp D4 isessches thef databeis fge 8 mevw dhaidpnt, (re illpsirated bypoi nt
of fail t 0, j f.al . 1864 i .ot of
failur eugggg?%%de?&}eﬁg&qﬂ%s ? Qdogfen egtaa%é\?g%@dgg’utshgg@%hiedaﬁ 3.&% ﬂ%g%& t he
user popasseriats! witiethe ingilent l§@Tamining tieyarer r$e8 in tin datehase, de dbwtigied inblBE9
sectio nsléfg.d %rncéﬂgisgﬁ%{h' tﬂé.!inci%h@is iliehtifi&Pthe user 104 searches the knowledgebase 200

for any related incidents that have resolved the same issue in the past, as illustrated in diamond

1816. If the user 104 finds that the there is in fact a related incident, the user 104 drills-down

into the incident report to see if that particular related incident is resolved, as illustrated in

diamond 1818. If the incident ticket is resolved and closed-out then the user follows the

procedure outlined in the knowledgebase 200 incident ticket to resolve the current incident, as
illustrated in block 1820. The user 104 may close out the issue when the incident is resolved, as
iltustrated in the termination block 1840. Furthermore, as previously described the user 104 can
update the incident ticket found in the knowledgebase 200 with any additional information found
during the process of closing the current incident report, in order to help subsequent users facing

the same or similar incident,
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conpounded the inpact of the initial failure 870, the user 104 popul ates
the i npact 871, the root cause owner 872, and the consuner and snal

busi ness bank technol ogy and operati ons assi gnee 873. The user 104 al so
fills out the action itens section 880 outlining what needs to be done to
conplete the fix of the incident. Furthernore, the incident ticket also has
a conmuni cation history section 890 that keeps a |list and tine stanps al

of the new, edited, and deleted information in the incident ticket. The
i nci dent details are then saved in the bank databases 130, as illustrated
by bl ock 1870. Afterword it is verified that the incident has in fact been

fixed in the system as illustrated bgﬁblock 1872. Thereafter, the user 104
can close outs illusrated byeliamonps 1316t 90d 11848, 3 ths|usercl 04 gpanot find applagsq incident

conmuni CalRR. i LABHE: Aohd: Boh 8 kAt 103, 158 nindit HEIR: hd fho 301 Sopcisdont
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embodlment the paging guidelines are located in the incident recovery guides 150 of the

playbooks 100 tab. Next, the user 104 alerts the level two (2) paging list for the incident, as
illustrated by block 1826. In one embodiment, the level one (1) paging list is the group of people
who are first notified of an incident. The level one (1) paging list basically serves as the first
help desk level used to troubleshoot any basic problems. In one embodiment, the level two (2)
paging list is the next group of people that are made aware of the incidents, and are usually
tasked to determine the root cause and .ﬁx the incident or provide a work around. Finally, the
' level three (3) paging list is the group of people that are contacted when sofiware code needs
changing to fix a particular incident. After the level two (2) paging is complete, the user 104
opens a knowledge management bridgeline (or phoneline) with the employees on the paging
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The acadeny home 902 tab includes any required certifications 912 that are
deened necessary by the bank, LOB, departnent, or group in which the user
104 works. A status indicator 914 notes if the certificate programis
available to take, if it is in process, or if it has been conpleted. A note
icon 916 is also provided to nake notes related to the certification, and a
bookmark 918 is provided to take the user to specific links associated with
the certification program The acadeny honme 902 tab al so has a
drill-down button 920 to allow the user 104 to | ook at each of the specific
nmodul e
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acadeny 900, a user 104 can navigate through links to content pages | ooking
for information el sewhere in the knomd?dge managenent application 125. The
user 104 can al so, add, edit, and del ete notes on particul ar pages of each
of the nodules, and return to the nodul es or note sections if they have
guestions in the future. Bookmarks for specific areas visited within the
know edge managenent application 125 can be added or renoved within the
nodul es to help direct the users 104th areas related to the nodul es.



I n other enbodi nents of the invention users 104 may play ganes in the
acadeny 900 that are related to nodul es. The acadeny 900 al so contains a

gl ossary of terms so users 104 not famliar with certain terms within the
nodul es are able to | ook themup to provide a better understanding of the
nmodul e. Figure 29 illustrates an exanple of the interactive display
nodul e interface 950. lIcons 952 are used for global functions such as
changi ng the thene, time keeping, or bookmarking different nodul es or areas
wi thin the know edge managenment application 125. Wndow buttons 954 are
provided for closing, mnimzing, and resizing the display. The display
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incident is escalated to a higher level for more expertise on the incident team, as illustrated by

block 1864. Thereafter, the team analyzes and researches the incident ticket again until the root
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The followng U S. patent applications are filed concurrently with the
present application on April 22, 2009, and are hereby incorporated by
reference: U.S. Patent Application Serial No. 12/428,330 to Grace et al.
and entitled "Know edge Managenent Systent; U. S. Patent Application Serial
No. 12/428,333 to Grace et al. and entitled "Performance Dashboard
Monitoring for the Know edge Managenent Systeni; U S. Patent Application
Serial No. 12/428,335 to Grace et al. and entitled "Operational Reliability
I ndex for the Knowl edge Managenent Systeni; and U S Patent Application
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resol v eiursl;gl] ents in a know edge managenent system said system

conpri si ngAfier thedix isnimpldnamesd the mserodryfid e wirite ;upafor drenMiQ}2 andicating dwivcthe and

team resolved the incident ticket, as illustrated in block 1868, The user 104 fills out the other
details section 850 and the root cause section 860 of the incident ticket. The other details section
850 has data entry areas for a problem summary 851, ticket assignment 852, and permanent
resolution 853. The problem summary 851 section is populated with information indicating how
the problem occurred, what the users did to troubleshoot the problem, and the outcome of the
troubleshooting analysis. The ticket assignment 852 section describes the technical team
responsible for the permanent resolution. The permanent resolution 853 section describes the
final outcome of the fix for the incident.

The other details section 850 also identifies the tools 854 used to solve the incident. The
identification of the tools utilized includes, but is not limited to, the playbook used 855, whether
the user 104 consulted the knowledgebase 856, and an attachment area for any files 857 that
were created or used to fix the incident. Also, in some embodiments links are included in the
incident ticket, which take the user 104 to the tools utilized, including but not limited to, the
incident recovery guides 150 used from the playbooks 100, the incident tickets used from the
knowledgebase 200, etc.

The root cause section 860 is also populated by the user 104 after the incident fix is
determined. In the root cause section 860, the user 104 describes the causal/failure details 861
by answering the following questions: where did the failure originate 862; what event caused the
failure 866; and what issues compounded the impact of the initial failure 8707

Under the question, where did the failure originate 862, the user populates the fields
describing the initial point of failure 863, the second point of failure 864, and the final point of

failure 865. Under the question, what event caused the failure 866, the user populates the cause

-44 -



a processor operatively coupled to the comruni cation device, user

I nterface, and the nenory device, and configured to execute a
conput er -r eadabl e program code to: provide dashboard nonitoring of a
plurality of incidents in a business; receive a first user input to
initiate an incident ticket associated with an incident, conmuni cat e
information related to the incident ticket to a plurality of predeterm ned
busi ness associ at es, provi de know edge nanagenent system access to
the business associates to resolve the incident, recei ve a second
user input associated wth incident details related to resolving the

incident, and store the incident details in an incident report. database.
867, the event 888, and the description 869 sections. Unge:r the ques%gn, what aissues

compounded the impact of the initial failure 870, the user 104 populates the impact 871, the root
cause owner 872, and the consumer and small business bank technology and operations assignee
873.

The user 104 also fills out the action items section 880 outlining what needs to be done to
complete the fix of the incident. Furthermore, the incident ticket aiso has a communication
history section 890 that keeps a list and time stamps all of the new, edited, and deleted
information in the incident ticket.

The incident details are then saved in the bank databases 130, as illustrated by block 1870.
Afterword it is verified that the incident has in fact been fixed in the system, as illustrated by
block 1872. Thereafter, the user 104 can close out the issue as illustrated by block 1874. The
final communication regarding the incident is sent to the MOD with an incident summary, as
illustrated in block 1876. When the MOD approves the report the MOD submits the incident
report to the knowledgebase 200, where the incident report is stored for future searching and
troubleshooting for related incidents.

Any user 104 that has access to and wants to edit information in a particular ticket can pull
up the ICI 800 home page as fllustrated in Figure 19. The user 104 may search for tickets within
a particular date range 802, time period 803, severity 804, or by ticket number 805. The home
page lists all of the incident ticket numbers 806 that match the search criteria, as well as the
assaciated issue description 807, and severity 808 for each of the incident ticket numbers. The
user 104 views incident tickets for editing by clicking on the ticket number of the incident in the
incident ticket number 806 columm.

The knowledge management system also has an academy 900 tab, as illustrated in Figure
217. The academy 900 is a cross functional training forum for production support associates. In
other embodiments the academy 900 can be used to store and track all of the training for all of
the employees at the bank or the employees in any other business. The academy 900 provides
online training to users 104 of the knowledge management application 125, including bank
personnel, such as the production support employees and the MODs. The academy 900 provides
access to certification programs, which contain training modules for specific positions within the
bank. In other embodiments, the modules may be singular modules not associated with specific

certification programs. Figure 27 illustrates the academy 900 home page, including tabs for the
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2. The systemof claim1l1, wherein the processor is further configured to
execute the conputer-readabl e program code to display on the user interface
an incident conmunications interface configured for receiving the.first
user input. 3. The systemof claim1l1l, wherein the processor is
further configured to execute the conputer-readabl e programcode to display
on the user interface an incident ticket entry interface in response to
receiving the first user input. 4. The systemof claim3, wherein
the processor is further configured to execute the conputer-readable
program code to automatically populate one or nore fields included in the

I nci dent ticket entry interface, by acceSS|ng the i ncident report database

or an i rRcpdsE hemg 3Phodew all leamingnf04search lpring $00s jand ey tppsetiet (P08 he

Pr ocess Odectichs.! Urhichfinife Holiled By e REEH B thb Ris&OIA UL Y mt@&%blc@ff&ér@gr am
code to grOV|de paglng QU|deI|ne access for |dent|fy|ng f he Iurallt of

pr edet er orules mpy g slidg reseplations; videns, it ppdidy e fifesasHy Splay, 6.
The systigmumt a¢dwi M 1, wherein the processor is further conflgured to
execut e the conputer-readabl e program code_to provide for a bridge-line

wi thin the Thowadage hemsafenehindydes eny meoard sortifiensiopy 8% fhat W%@Cemeédef i ned

busi nessneéés%'b?ttﬁébm 'L@g @%ﬁbtnni’eﬁ 3 'g?dh fiarwWHith the user 104 wdlte S shagd of
claim11l, wherein theyghocessor urther configured to execute the

conput eringigaierAdioles dthe perifine rrezpndy Pralalle bt ke i js indeecss, erpif dirfes
busi ness,:as SQEUALE SA hote iQ@ATY & A14d%rbvAdddds Hake Mé‘srx‘é‘l'ai%d tme B&RE&SSn, RS are

I ncl uded withi'n the know edge nanagenent sgqs)tem The system of
claimi1 ammwlﬁnépw@@éé%@kem usef forfpeci hmksqaam@tﬂ@ovl&@@a@réﬁ@qﬁl@n

conput erg 5§ggable program code to provide flow chart access to the business

a5500|ates to resolve the incident, wherein the flow charts are i ncl uded
wi thi n t he Fhosdademgehonmddrhesiso ]@;gltdgﬂrdown button 920 to allow the user 104 to look

at each of the specific modules and requirements associated with the certification program, as
illustrated in Figure 28. The drill-down of the certification lists each module that is required and
whether or not the module is available, in progress, completed, or locked 922 (which indicates
that the user must complete other modules before locked modules become available). Each
module may have a number of sections that the user 104 completes before being allow to move
on to the next section or module. Test or quizzes may also be required at the end of the modules
to determine the user’s 104 proficiency with the subject matter before the user 104 is allow to
proceed to other modules or before certification for a particular program is granted. Again, a
status indicator 914 displays the status for each module.

The view all learning 904 tab allows the user to browse through all of the learning modules
that are available at the bank and add them or any certificate programs to the user’s 104 academy
home 902. The certificate programs and modnles may be organized as requirements for specific
job openings, or jobs within a group, department, sub-channel, or channel. The user 104 can add
the certification programs or modules that the user 104 is required to take, along with any that
are available to the user 104 to improve the user’s 104 general knowledge about other groups,
departments, sub-channels, or channels within the bank. Furthermore, some users 104 who are
in charge of a group, department, etc. may have the ability to assign specific certification
programs or modules to other users 104 that work in that group, department, etc. The
certification program or modules may be uploaded by the boss of the group, department, etc. to
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9. The systemof claim1, wherein the processor is further configured to
execute the conputer-readabl e program code to provide incident database
access to the business associates to resolve the incident, wherein the

i nci dent database is included within the know edge managenent system

10. The systemof claim1l, wherein the processor is further configured to
execute the conputer-readabl e program code to provide incident recovery
gui de dat abase access to the business associates to resolve the incident,
wherein the incident recovery gui de database is within the know edge
managenent system 11. The systemof claim 1, wherein the processor
Is further configured to execute the conputer-readabl e programcode to

recei ve i affthaygeryd@4 inthah specitis govpglspittpsnbSia ARFCQUIFd FRINPESF g‘[r"ﬁ%ofil‘fJF‘c’:"Pﬁe nt .

12. The ﬁK&E%QfIO&&Qﬁ%&S’ g?ogh%r@pmém’ did,ocessor is further configured to
execute the conputer-readabl e program code to display on the user interface

an i nci dent The sreeh rl@é@l’&tgioén‘ﬂgrft“@w e 85T oY perdoh keyerd g PR second
user | npa&% ent, sub-cHedmel | EinSl SicS Rebhiny Bk BylebrtifiiGdEhrBeraile oPMOGR&IRAt | S
confi

further ured to execute the conputer-readabl e prﬁgfan1code to di splay

on the ubepsar A4y awant igdaken c Theprarchiresulis disglay pll, of BiR crifigation PSS Udi ng a
details GOl af iR bTI@NE R Q04 GPHR G Rick tb Rl cBrtification programs or modules,

then the user 104 may add any of the programs found in the search leaning 906 tab to the user’s
104 academy home 902 tab.
The view transcript 908 tab allows a user to view the user’s 104 certification program or

module history outlining what programs and modules the user 104 has completed and passed.
Furthermore, it lists the scores of any tests or quizzes that the user took or was required to take,
The view transcript 908 tab is not only very helpful in keeping track of the various certification
programs and modules by the user 104, but also for the manager and executives as well as audit
organizations, and regulators. Manager’s and executives can easily upload modules to the
academy home 902 tab of an employee, and track in the view transcript 908 tab what employees
have completed the modules. Furthermore, audit teams do not have to spend time finding out if
users 104 of a bank application have been properly appraised of and trained on a particular
application becavse they can view the transcript 908 tab to see instantly whether afl of the user’s
104 have completed the required training. Additionally, if regulators want to know if the bank
has informed the employees about changes in federal regulations, the regulators can be shown
the view transcript 908 tab outlining the user’s 104 who have completed the associated training
module. _

Within the modules in the academy 900, a user 104 can navigate through links to content
pages looking for information elsewhere in the knowledge management application 125, The
user 104 can also, add, edif, and delete notes on particular pages of each of the modules, and
return to the modules or note sections if they have questions in the future. Bookmarks for
specific areas visited within the knowledge management application 125 can be added or
removed within the modules to help direct the users 104 to areas related to the modules.

In other embodiments of the invention users 104 may play games in the academy 900 that
are related to modules. The academy 900 also confains a glossary of terms so users 104 not
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14. A conmputer program product for a know edge managenent system the
conput er program product conprising at |east one conputer-readabl e nmedi um
havi ng conput er-readabl e program code portions enbodi ed therein, the
conput er -r eadabl e program code portions conpri sing: a first executable
portion configured for providing dashboard nonitoring of a plurality of

I ncidents in a business and receiving, through the use of a processor, a
first user input to initiate an incident ticket associated with an

i ncident, wherein the processor is operatively coupled to a user interface,
a nenory device, a conmunication device, and the conputer-readabl e program

code port{iqns; . a second .execut abl e portion configured fq
conmuni ¢ F”qlkﬁeﬁﬁ‘ﬁﬁe‘ﬂ?e‘“gﬁ?rme ‘?S(ﬁﬁg 6@9it‘éé9°?‘i tﬁ?%glﬁéf’ip(ﬁ?l“‘iee’l‘ 2% to the

i nci dentuddessiépding 6f the ibdulal i ty of predeterm ned business associates, a
third executabl e portion configured for proyiding, throygh the use _of the
processor, %%ﬁ'}w?é’d @“ﬁ%%me@%’%ﬁaﬁ%@éﬁ%éﬂoﬂﬁ%ﬁgﬁ%ﬁgg Lasdetates to
resol ve drbgsel Rsrigidal functions sudh hsUhbighgakemhain® KRasitd, orbcoRmMbikidldeftbrder
receiving, through the use of the processor,,a_second_uafr I nput _associ at ed

wi th i ncPeries ogareay VEhip dhedmavrledge mansgrrm gPRIEHINP o dfiRdovartons O34 apet j £ ¢ y
execut abhgvitd fol 10sifE HhinGMERE dn8 reskAiY 10 displaf. trhe ARBIP 6dte \thteiface 0BG
i ncident” details_in an incident report database. . . 15. The conputer
pr ogr am PG 8 maigylink 936 far Jink gﬁﬂ%ﬂ?ﬂﬁ&ﬂiﬂ@%ﬂ@%@e@w%@n porhoms pages
further gogfiibgdRtkoh@ins @chP kANInkY witBint the inkgRltivé BsSEf RESeANsuch &k B0t
communi catjons interface configured for receiving the first user input.

limited to, the home page, glossary function, rescurces page, help page, notes page, print

function, interactive games, quizzes and test page, playbooks 100 tab, etc. A user 104 can view

any of these sections by clicking on the link provided in the tool bar 958. A course exit button

959 is also provided for the user 104 to exit the course during or after a module is completed. If

the interactive display module interface 950 is exited during a module the user’s 104 progress is

saved before the module is exited.

In one embodiment, the main content area 960 of the interactive display module interface
950 has a title 962, a navigation path arca 964 for moving throughout the module, and go
forward 966 and go back 968 features for moving back and forth throughout a module. The
content display 970 shows the specific page of the module that user is working on and the audio
transcript area 972 provides text of the audio content. Finally, the character animation 980
makes it look and sound as if the character is teaching the lesson and includes character
animation controls 982 for controlling the audio and animation of the character.

Figure 30 illustrates an academy process flow 1900 used by the knowledge management
system 1 outlining how it tracks and displays the training modules and certification programs for
each of the users 104 at the bank. As illustrated by block 1902, the knowledge management
application 125 receives training modules and certification programs, along with the associated
tests, quizzes, video files, audio files, efc. from a user 104 though the user computer systems 110
or automatically through the bank computer systems 140 and stores them in the bank databases
130. The modules and certification programs may be created and uploaded to the knowledge
management application 125 by the user 104 or they can be pulled or pushed into the academy

900 by the kmowledge management application 125 as they are created.
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16. The conputer program product of claim 14, wherein the first executable
portion is further configured for displaying on the user interface an
incident ticket entry interface in response to receiving the first user

I nput . 17. The conputer program product of claim 16, wherein the
first executable portion is further configured for automatically popul ating
one or nore fields included in the incident ticket entry interface by
accessing the incident report database or an incident database. 18.
The conput er program product of claim 14, wherein the third executable
portion is further configured for providing paging guideline access for
identifying the plurality of predeterm ned business. asso ates soci at ed

with the incisddlpgirated by bl“*l@“'l‘ﬂ?“@o\’ﬁﬁﬁtl% bt GAnpe ¢ O gAML 4,
wher ein {;%gminhihfdi W@&nﬁpdwrswaﬁ 118, {h¥ Kab@ledgeoRin-gehas apglicaiino1dsdi ng

L 21t gt et o ok e v e S A eyt P e

20. The P [04RDIAIRY iRfhE mBbul&d dhcbitifidatiodVPRBRINR ahd thelaliotitie@teeB Ut abl e

portion I's further conflgured for providing_ proces access to the

bu5|nessma§@@Gﬂhﬂ@ém?%hﬂ§§%¥vgﬁﬁﬁéNﬂﬁ@ﬁﬁ@ﬂg %ﬂiﬁm%ﬁ@tﬁwdﬁgggp IfiPs are

i ncl uded gyt ik Nusk SorkpM SHEEs MADABANREYes HEShBBiess in the bank databases 130.
Furthermore, as illustrated in block 1908, as the user 104 completes the training modules or
cerfification programs the knowledge management application 125 unlocks additional training
modules or certification programs for the user 104. As illustrated in block 1910 the knowledge
management application 125 also tracks and stores the results of any tests, quizzes, training
modules, or certification programs in a transcript section in the bank databases 130.

The following U.S. patent applications are filed concurrently with the present application
on April 22, 2009, and are hereby incorporated by reference: U.S. Patent Application Serial No.
12/428,330 to Grace et al. and entitled “Knowledge Management System™; U.S. Patent
Application Serial No. 12/428,333 to Grace et al. and entitled “Performance Dashboard
Monitoring for the Knowledge Management System”; U.S. Patent Application Serial No.
12/428,335 to Grace et al. and entitled “Operational Reliability Index for the Knowledge
Management System”; and U.S. Patent Application Serial No. 12/428,340 to Grace et al. and
entitled “Academy for the Knowledge Management System”.

Specific embodiments of the invention are described herein. Many modifications and other
embodiments of the invention set forth herein will come to mind to one skilled in the art to which
the invention pertains having the bensfit of the teachings presented in the foregoing descriptions
and the associated drawings. Therefore, it is to be understood that the invention is not to be
Timited to the specific embodiments disclosed and that modifications and other embodiments and
combinations of embodiments are intended to be included within the scope of the appended
claims. Although specific terms are employed herein, they are used in a generic and descriptive

sense only and not for purposes of limitation.
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21. The conputer program product of claim 14, wherein the third executable
portion is further configured for providing flow charts access to the

busi ness associates to resolve the incident, wherein the flow charts are

i ncluded within the know edge managenent system 22. The conputer
program product of claim 14, wherein the third executable portion is
further configured for providing incident database access to the business
associates to resolve the incident, wherein the incident database is

i ncluded within the know edge managenent system 23. The conputer
program product of claim 14, wherein the third executable portion is
further configured for providi ngvHAG RaILAMNGEDMSY Y gui de dat abase access to
t he busi ness associates to resolve the incident, wherein the incident

recovery gUi1,deA%&??&?dénﬁ%%mﬁe%&ﬁpgmweﬁgqgamgg bnapMERBystem,

24. The conputer” programp ct o I'm 14, onprising an
execut awteyspem cowprisiagif i gured for receiving a third user input that

identifies the SSY rity of the incident.
& Uscr micriace,

a memory device;
a communication device; and
a processor operatively coupled to the communication device, user interface, and the
memory device, and configured to execute a computer-readable program code to:
provide dashboard monitoring of a plurality of incidents in a business;
receive a first user input to initiate an incident ticket associated with an incident,
comumunicate information related to the incident ticket to a plurality of
predetermined business associates,
provide knowledge management system access to the business associates to
resolve the incident,
receive a second user input associated with incident details related to resolving the
' incident, and

store the incident details in an incident report database.

2. The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to display on the user interface an incident communications

interface configured for receiving the first user input.

3. The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to display on the user interface an incident ticket entry

interface in response to receiving the first user input.
4, The system of claim 3, wherein the processor is further configured to execute the

computer-readable program code to automatically populate one or more fields included in the

incident ticket entry interface by accessing the incident report database or an incident database.
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25. The conmputer program product of claim 14, wherein the fourth executable
portion is further configured for displaying on the user interface an
incident ticket resolution interface configured for receiving the second
user input. 26. The conputer program product of claim25, wherein
the fourth executable portion is fitrther configured for displaying on the
user interface the incident ticket resolution interface including a details
entry field and a root cause entry field. 27. A system for

i dentifying and resolving incidents in a know edge managenent system said
system conprising: a user interface; a nenory device; a conmunication

devi ce; andsa proEeSSRM SREAAL, WhENirCBE proRessbidis filtthet oA dAb EQRuiaHE Ce,
user interface, and the nmenory device, and _configured to execute a .
conput EpmpEgHEeaiablenragamfode tieprpyide paging guideline access for identifying the plurality

of predetermined business associates associated with the incident.

6. The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to provide for a bridge-line within the knowledge management

system to allow the plurality of predefined business associates an incident relation forum.,

7. The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to provide process map access to the business associates to
resolve the incident, wherein the process maps are included within the knowledge management

system.

8. The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to provide flow chart access to the business associates to
resolve the incident, wherein the flow charts are included within the knowledge management

system.

G. The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to provide incident database access to the business associates to
resolve the incident, wherein the incident database is included within the knowledge

management system.

10.  The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to provide incident recovery guide database access to the
business associates to resolve the incident, wherein the incident recovery guide database is

within the knowledge management system.
11.  The system of claim 1, wherein the processor is further configured to execute the

computer-readable program code to receive a third user input that identifies the severity of the

incident.
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provi de dashboard nonitoring of a plurality of incidents in a business;
receive a first user input to initiate an incident ticket associated with
an incident and display on the user interface an incident conmunications

interface configured for receiving the first user input, di splay on
the user interface an incident ticket interface in response to receiving
the first user input, automatically popul ate one or nore fields
included in the incident ticket interface by accessing an incident report
in an incident report database or an incident database, communi cat e
information related to the incident ticket to a plurality of predeterm ned
busi ness associ at es, provi de know edge managenent system access to the

busi ness asggci a’fﬁ%ﬁ&d %c%éﬁéﬁ,&d&%&e?@%%ﬁ%%%sor is furtlle? configard DN Mg er

i nput associated w t’h 1 nci ed to reso ng the incident
and di sghpytet-feeddbhcprdgmim abdt & displayort the userdhtdefde dniindident itioket résalion

configured for recejving the second, user input, and
g mterface coniggureci f\t{)r receiving tﬁe second user 1nput. P

13. The system of claim 12, wherein the processor is further configured to execute
the computer-readable program code to display on the user interface the incident ticket re$olution

interface including a details entry field and a root cause entry field.

14. A computer prograni product for a knowledge management system, the compufer
program product comprising at least one computer-readable medium having computer-readable
program code portions embodied therein, the computer-readable program code portions
comprising:

a first executable portion configured for providing dashboard monitoring of a
plurality of incidents in a business and receiving, through the use of a processor, a first
user input to initiate an incident ticket associated with an incident, wherein the processor
is operatively coupled to a user interface, a memory device, a communication device, and
the computer-readable program code portions;

a second executable portion configured for communicating, through the
communication device, information related to the incident ticket to a plurality of
predetermined business associates,

a third executable portion configured for providing, through the use of the
processor, knowledge management system access to the business associates to resolve the
incident,

a fourth executable portion configured for receiving, through the use of the
processor, a second user input associated with incident details related to resolving the
incident, and

a fifth executable portion configured for storing, on the memory device, the

incident details in an incident report database.
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store the incident details in an incident report database. 28. The
system of claim 27, wherein providing know edge managenent system access

i ncl udes providi ng pagi ng gui deline access for identifying the plurality of
predet erm ned busi ness associ ates associated with the incident, providing a
bridge-line within the know edge nanagenent systemto allow the plurality
of predefined business associates an incident relation forum providing
process map and fl ow chart access to the business associates to resolve the
i ncident, wherein the process maps and flow charts are included within the
knomﬂedge managenent system providing incident database access to the

busi ness as ééc i affé§ C@I@Ptrterszspgrélmm@duch@ﬁ clainy 14, whereii the fitss ckevolabilerporiitatiabas e

is i nclﬂﬂ]&q nd. pr.ovi, i nci dent
recovery gw ata gglgiﬁg sén%@é%@s%%’%h ecg{l?nc? 1?31[*5}%? “ve the

i nci dewbnﬁgttnaiﬁlrmcbﬂvmgthcﬁnkemernmbvery gui de database is within the

know edge managenent system 29. A conputer program product for a

know edge managenent system the conputer program product conprising at

| east one cq@put eThelcaagaRl fr ogmt: p&%ﬂﬁ@\éfagmwmkﬁe%*m ﬂﬁ%ﬁa@x&&a{b@aﬁcﬁffbﬁode

portions _enbodi ed ther ein onput er - r eadabl e program code portions
conpr i 3% fgther configyreq forglispiaying andhe wsepiterfagn au ineideitickgt dngry iplerfededinng

dashbogg 01'@%%1’&EWtH@ﬁﬁt9§ r[@uty of incidents in a business and

receivin t hrou he use o processor-, a first wuser input to initiate
an incident ti cket associated with an incident, wherein the processor is

operatively . coupled to user inte a communj cation
devi ce, and 1?he ig rpé?ﬂﬁlﬂlpéo‘{hlfgﬂew ¥ f)%‘rnttﬁ%!ﬂ%“t XESHARIS PPEIOR 1f he
first e‘m;wt;@tﬁgardacmi adbmhtiealiy poddting MRt bombRMi @Y infl&dd 1ﬁﬂaﬁc19&ltttiaﬁetusef
interface an | nC| dent communications interface configured for receiving the

first 8@y interfge by agrgssipeethe insideniropor datakaseenandibidenidetabass. i s furt her
configured for displaying on the user interface an incident ticket entry
interface in response to receiving the first user input and wherein the
first execut&bl eTmem}mmeripsogramprmiucb@fmidimumedhérein thmﬂﬁrﬂ&kémfdbll%d@@@ﬂl ating

one or . c uded in the i.ncident ticket entry int ace
accessi %ﬁg‘?{ wnt rPEOS’(B pe P%Wiﬂéﬁnﬂéﬁ‘iessr%bﬁj%tléﬁﬁéﬁgﬁr %ﬁ i nC| dent
dat aba@mdetemnnedmmgmo@memwmtaiﬁﬁntﬂeQﬂm@@ﬁfi gured for communicating,
t hrough the comuni cation device, information related to the incident

ticket to a plurality of predeterm ned busi ness associ at es;
19. The computer program product of claim 14, wherein the third executable portion

is further configured for providing for a bridge-line within the knowledge management system to

allow the plurality of predefined business associates an incident relation forum.

20.  The computer program product of claim 14, wherein the third executable portion
is further configured for providing process map access to the business associates to resolve the

incident, wherein the process maps are included within the knowledge management system.

21.  The computer program product of claim 14, wherein the third executable portion
is further configured for providing flow charts access to the business associates to resolve the
incident, wherein the flow charts are included within the knowledge management system.

22. The computer program product of claim 14, wherein the third executable portion

is further configured for providing incident database access to the business associates to resolve
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a third executable portion configured for providing, through the use of the
processor, know edge managenent system access to the business associates to
resol ve the incident; a fourth executable portion configured for
receiving, through the use of the processor, a second user input associ ated
with incident details related to resolving the incident and displaying on
the incident details on the incident ticket interface configured for

recei ving the second user input; and a fifth executable portion
configured for storing, on the menory device, the incident details in an

i nci dent report database. 30. The computer program product of claim 29,

wher ei the ineidért] whereineloa ineddest databidednincRidediwitherthe bmfwlgdgeatadagémégntovi di ng
knomﬁedgg managenent system access includi ng providi ng pagi ng gui deline
access SO dentifying the plurality of predetermni ned business associ ates
associated with the incident, providing for a bridge-line within the

know edge managenent systemto allow the plurality of predefined business
associ at es a# i ndhelempuyien piegran predushel ghaieyidd vhgrept the il exgertaliepgtion char t
access; ' j . nel in the

o ocosd Ruh3RBELBERS ARG Hienl iR TRe I E AR MR et
syst emasspriates th regolvarthiedmrident atteas éredad das rdcovérh gubia dhabase inwihinitixt es t o .
resol ve the . incident, erein the incident database is included within the
knomAegﬂ@wﬁﬁﬁ§ﬂgﬁgﬁpa@§§fgwl and providing incident recovery gui de database
access to the business associates to resolve the incident, wherein the

i ncident recovery guide database is wthin the know edge managenent system
31." The sys&&m o%h%;ﬁqnpﬁtq,prwémr@dqch@f ghaisckds Syther eomprisingegn exeertaler ed to
execut %%gg = . £.0. €l : interface
i nfor ?ﬁgﬁcgﬁo eﬁfﬁﬁhﬁ e ﬁ@%ﬁgggé &gﬁ%ggﬁgﬁgﬁégiﬁﬁﬁ1 éﬁgﬁé a?%“a current
status of one or Mdire incidents, a score associated with the one or nore

i nci dents beLng acked.in the dashb .onitorin n _acade for..
{raf ning. asecy afBESOgRu Ry alim SRR &) Fif 14 bpeleibine ABr G Hhir Raion
sub- chafiether cARALIre@dr AsplangCi tBE Oder Bfierfts af ididcRf SckcCicaBlutibd Mtdr@es or S.

configured for receiving the second user input.

26.  The computer program product of claim 25, wherein the fourth executable portion
is further configured for displaying on the user interface the incident ticket resolution interface
including a details entry field and a root cause entry field.

27. A system for identifying and resolving incidents in a knowledge management
system, said system comprising:
a user interface;
a memory device;
a communication device; and
a processor operatively coupled to the communication device, user interface, and the
memory device, and configured to execute a computer-readable program code to:
provide dashboard monitoring of a plurality of incidents in a business;
receive a first user input to initiate an incident ticket associated with an incident
and display on the user interface an incident communications interface configured for

receiving the first user input,
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32. The conputer program product of claim 14, further conprising an
execut abl e portion configured for displaying on the user interface

i nformation stored in the know edge managenent systemrelated to a current
status of one or nore incidents, a score associated with the one or nore

I ncidents being tracked in the dashboard nonitoring, an acadeny for
training associ ates, or operational reliability scoring of a channel,
sub-channel , application, or categories based on predictability factors.
33. The systemof claim 27, wherein the processor is further configured to
execute the conputer-readable programcode to display on the user interface
i nf ormat i on st ordisplaynon the ukeronedsipeanmandapt frelet indgrétce m reghonsetd receidng ur r ent
status of o eﬁoQ nor.e incidents, a score associated with the one or nore

i nci dent s b@? PHSEMRY i n the dashboard nonitoring, an academy for

trai ni ng associ aggématRallp pesudte oRGdr etk ifels lihdlitled GO He Agtiddnt AclehRiitlce
sub-channel, application, or categories based on predictability factors.
34. The conPYRSEssBERa AT spgetin an ncfdsptycpart datahassen andpgigent dpfabassn

.execut abl e porti&%nﬁgﬂéig I : lisPloadd Rd; 1R fur) face
‘information stored In tieﬂiﬁgﬁﬁg%g%inaﬁgg%ngﬁ@ﬂgféggﬁéﬁng?ggfto a current !
status of opedgermimedbusmessssicsmtesa score associ ated with the one or nore

raining assoo BPEGS Koy Bak Ber P AT Pt i BEBFTRG FoIMEH el
sub- channel resgippilicGadiden, or categories based on predictability factors.
receive a second user input associated with incident details related to resolving the
incident and display the incident details on the incident ticket interface configured for
receiving the second user input, and

store the incident details in an incident report database.

28.  The system of claim 27, wherein providing knowledge management system
access includes providing paging guideline access for identifying the plurality of predetermined
business associates associated with the incident, providing a bridge-line within the knowledge
management system to allow the plurality of predefined business associates an incident relation -
forum, providing process map and flow chart access to the business associates to resolve the
incident, wherein the process maps and flow charts are included within the knowledge
management system, providing incident database access to the business associates to resolve the
incident, wherein the incident database is included within the knowledge management system,
and providing incident recovery guide database access to the business associates to resolve the
incident, wherein the incident recovery guide database is within the knowledge management

system.

29, A computer program product for a knowledge management system, the computer
program product comprising at least one computer-readable medium having computer-readable
program code portions embodied therein, the compﬁter—readable program code portions
comprising:

a first executable pbﬁion configured for providing dashboard monitoring of a

plurality of incidents in a business and receiving, through the use of a processor, a first
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user input to initiate an incident ticket associated with an incident, wherein the processor
is operatively coupled to a user interface, a memory device, a communication device, and
the computer-readable program code portions, and wherein the first executable portion is
further configured for displaying on the user interface an incident communications
interface configured for receiving the first user input, and wherein the first executable
portion is further configured for displaying on the user interface an incident ticket entry
interface in response to receiving the first user input and wherein the first executable
portion is further configured for automatically populating one or more fields included in
the incident ticket entry interface by accessing an incident report in an incident report
database or an incident database;

a second executable portion configured for communicating, through the
. communication device, information related to the incident ticket to a plurality of
predetermined business associates;

a third executable portion configured for providing, through the use of the
processor, knowledge management system access to the business associates to resolve the
incident;

a fourth executable portion configured for receiving, through the use of the
processor, a second user input associated with incident details related to resolving the
incident and displaying on the incident details on the incident ticket interface configured
for receiving the second user input; and

a fifth executable portion configured for storing, on the memory device, the

incident details in an incident report database.

30.  The computer program product of claim 29, wherein the third executable portion

is further configured for providing knowledge management system access including providing

paging guideline access for identifying the plurality of predetermined business associates

associated with the incident, providing for a bridge-line within the knowledge management

system to allow the plurality of predefined business associates an incident relation forum,

providing process map and flow chart access to the business associates to resolve the incident,

wherein the process maps and flow charts are included within the knowledge management

system, providing incident database access to the business associates to resolve the incident,
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wherein the incident database is included within the knowledge management system, and
providing incident recovery guide database access to the business associates to resolve the
incident, wherein the incident recovery guide database is within the knowledge management

system..

31.  The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to display on the user interface information stored in the
knowledgermanagement system related to a current status of one or more incidents, a score
associated with the one or more incidents being tracked in the dashboard monitoring, an
academy for training associates, or operational reliability scoting of a channel, sub-channel,

application, or categories based on predictability factors,

32.  The computer program product of claim 14, further comprising an executable
portion configured for displaying on the user interface information stored in the knowledge
management system related to a current status of one or more incidents, a score associated with
the one or more incidents being tracked in the dashboard monitoring, an academy for training
associates, or operational reliability scoring of a channel, sub-channel, application, or categories

based on predictability factors.

33.  The system of claim 27, wherein the processor is further configured to execute the
computer-readable program code to display on the user interface information stored in the
knowledge management system related to a current status of one or more incidents, a score ,
associated with the one or more incidents being tracked in the dashboard monitoring, an
academy for training associates, or operational reliability scoring of a channel, sub-channel,

application, or categories based on predictability factors.

34.  The computer program product of claim 29, further comprising an executable
portion configured for displaying on the user interface information stored in the knowledge
management system related to a current status of one or more incidents, a score associated with

the one or more incidents being tracked in the dashboard monitoring, an academy for training
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associates, or operational reliability scoring of a channel, sub-channel, application, or categories

based on predictability factors.
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