A systemfor’ conducting transactions with a mul tifuncti ongbs Gar fes
~having an electronic purse .- The .present invention relates to a
system dccording to the preanble of the main claim Cards such as ec
cards, credit cards or tel ephone cards with an integrated circuit that are
“available to the user for various transactions are commonly known. These ec
cards or credit cards are increasingly also used for conducting cashl ess
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thé preamble of the main claim.

Cards such as ec cards, credit cards or telephone cards
with an integrated circuit that are available to the user
for various transactions are.commonly known. These ec cards
or credit cards are increasingly also used for conducting
cashless transactions from the user‘’s own bank account to
any other desired bank account. This is generally done. with
services suppliefs or dealers having a corresponding termi-
nal which the card user uses for conducting the transac-
tions. .

A further type of cashless payment is offered by the
so—called electronic purse. To activate the purse the card
user makes an advance payment to the purse'supplier, ob-
taining in return a corresponding number of units of value
that are stored in the electronic purse. Each time a service
is used the purse is reduced by a corresponding sum.

Due to the increasing efficiency of the integrated
circuits used in cards there are increasing efforts to pro-
pose so-called multifunctional cards that permit the user to
utilize the stated types of transactions (bank application,
purse application) with only one card.

Such a multifunctional card generally has a bank ap-
plication associated with the user’s account-keeping bank

-~ and at least one purse application associated with a serv-
ices supplier or dealer. . o

EP-A 058 029 discloses a multifunctional card with a
purse function. The multifunctional card used here distin-
guishes several bank areas, a credit-card area and a purse
area. The user is able to gain access to a bank or credit-
card area with the aid of a personal identification number.

(PIN). The user can now reload a certain sum of money from



circuifs.used in cards there are increasing efforts to pro- pose so-called
mul tifunctional cards that pernit the user to utilize the stated types of
transacti ons (bank application, purse application) with only one card.

Such a mul tifunctional card generally has a bank ap- plication associ ated
‘with the user's account-keeping bank and at |east one purse application
associated with a serv- ices supplier or _dealer. EP- A 058 029

di scloses a nultifunctional card with a purse function. The nultifunctional
card ‘used here distin- guishes several bank areas, a credit-card area and a
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which is “‘thétéﬁaéﬂﬁﬁ¥éiﬂg (terminal) which is within the sphere of
responsibility of the purse supplier. The load process nec-
essarily includes the bank application of the card which is
within the sphere of responsibility of the bank. Communica-
tion-ié thus necessary between the components of the system
within different spheres of responsibility, so that it is
necessary in the interests of all institutions participating
in the system to make the total process resistant to forgery
and to ensure the integrity of the secret information re-
quired in the various components of the system. .

The invention is' therefore based on the problem of
proposing a system that takes account of the abovementioned
difficulties. _

The problem of the invention is solved by the features
stated in the characterizing part of the main claim.

The essence of the invention is to provide the purse
supplier with an authentic certificate about the sum to be
loaded in the purse and credited to the purse supplier’s
account without the secret data necessary for preparing this
certificate having to be stored in the purse application or
in- the purse terminal.

For this purpose a certificate is prepared in a first
step of the transfer process in the bank application about
the sum selected by the customer and further transaction
data with secret data stored only in the bank application,
this certificate then being transmitted to the purse appli-
cation within the integrated circuit. In the purse applica-
tion an authenticating code is calculated for this transac—
tion certificate with secret data that are stored solely in
the purse application or in the terminal. The transaction
certificate and authenticating code are transmitted to the



responsibility of the purse supplier. The |oad process nec- essarily

Tncl udes the bank application of the card which is within the sphere of
responsibility of the bank. Communica- tion is thus necessary between the
conponents of the systemw thin different spheres of responsibility, so
that it is necessary in the interests of all institutions participating in
the systemto nake the total process reS|§tant to forgery and to ensure the
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the purse memory of the purse application. This ends the
transfer;

The advantage of the invention is that it preserves the
‘integrity of the secret data of the institutions partici-
pating in the system. If several purse applications are im-
plemented in a multifunctional card no common codes are
necessary for transferring sums from the bank application to
a purse application. The individual purses are completely
independent from one another and always work with their own
codes. The method ensures that the purse terminal receives a
transaction certificate and that this certificate is valid.
Only after a suitable check is the sum selected by the user
loaded in the purse. The method simultaneously ensures that
both the terminal and the card are authentic.

It is preferably checked in the bank application before
preparation of the transaction certificafe whether the sum
selected by the card user is smaller than the sum stored in
a so—-called disposal limit. The current value of the dis-
posal Yimit constitutes the upper limit for the usable sum
-of money. When the disposal limit is used up no further
transfers to a purse are possible. The disposal limit can
only be loaded again by a transaction with the card user’s
account-keeping bank made possible by entering the PIN.
These méasures protect the card user, upon loss of the card,

from excessive sums being transferred abusively to the purse



-3-- tferminal and verified therein. If conparison is positive the purse
Termnal can assume that the transmtted data are authentic. In a
second step.the purse termnal confirms reception of genuine data by
preparing a further authenticating code on the received data and sending it
back to the purse ap- plication. In the purse application this second
authenti- cating code is verified. |If conplar+son is positive the purse
application can assunme that the term nal has received a genuine transaction
certificate. Only after this conparison is the sum preselected by the user
finally trarfsilerg 29 the purse fuUnotiobf CRRe bsuesd iyged MLitheutT| s ends
the transferprevioud erRd¥aatRge of the invention is that it preserves the
integrity of the secret, data of the institutions partici- pati,ng.n the
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the bank application to the purse application the reading of
the transaction counter in the bank application is trans-
mitted to the reading of the transaction counter in the
purse application. A transfer is only possible if the read-
ing of the transaction counter is greater in the bank ap~-
plication than that in the purse application. This measure
has the advantage that no more than one transfer can be
performed with a stolen card since a second attempt is
aborted due to the identity of the counter readings then
existing. Only a transaction with the account-keeping bank,
which ?equires a PIN to be entered}-increases the transac-
tion counter in the bank application thereby enabling a
further transfer. A card with several purse applications is
provided with a counter common to all purses.

Further advantages énd developments of the invention
are the object of the subclaims and the following descrip-
tion of an embodiment of the invention to be described by
way of example with reference to the drawing, in which:

Fig. 1 shows a schematic representation of the infor-
mation flow between the wvarious components,

Fig. 2 shows a flow chart of the transfer process,

. Fig. 3 shows a flow chart of the confirmation process.

Fig. 1 shows an exemplary embodiment of the essential
components of the inventive system. It comprises multifunc-
tional card 1 (MF) and terminal 5 with interface 6 for com-
munication with other units and keyboard 7. The multifunc-
tional card is divided into three areas, bank area 2, purse
area 3 and system area 4. The bank or purse area can be ac-

cessed only by the specially authorized suppliers. The sys-—
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gether with a suitable algorithm for calculating the bank-
specific certificate. The code is only known to the bank or
only stored in the bank application. So-called disposal
limit VR is also stored in the bank application to define
the maximum sum available to the user. The disposal limit is
thus equivalent to a limited sum which the user can dispose
of without an authorization process with the account-keeping
bank. A used-up disposal limit can only be initialized by a .
PIN-coupled process authorized by the account-keeping bank.
Account number PAN also stored in the application and bank
sort code BLZ serve to identify the user with respect to the
bank. Transaction counter GTZ also provided in the bank ap-
plication will be dealt with later. _ ’

In the exemplary embodiment described here, two codes
Slpursa and_SZPurs‘ are stored in the purse area of the carq
for authenticating the processes between the purse applica-
tion and the terminal. These codes are selected by the purse
user or -derived from so-called basic codes and are known '
only to the purse user. The purse application also contains
at least two memorieé.BSRAM and BSS. The RAM memory is for
temporary storage of the sum intended for a transfer by the
user. Only after all authentication processes are completed
is this sum transferred to the purse memory. Finally the
purse application contains a generator for generating random
numbers RND.

In accordance with the purse application, purse codes
SJ.‘;_mme and S2_ ___ are also stored in the terminal. Termi-
nal identification number TID is provided for identifying
the purse terminal. Terminal transaction number TTA is in-

cremented upon each transaction so that each transaction



t he. bank -application to the purse application the reading of the
4ransaction counter in the bank application is trans- mtted to the reading
of the transaction counter in the purse application. A transfer is only
possible if the read- ing of the transaction counter is greater in the bank
‘ap- plication than that in the purse application. This neasure has the
advant age that no nore than one transfer-can-be performed with a stol en
card since a second attenpt is aborted due to the identity of the counter
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transaction number TDA and transaction sum TB. The process-
ing of a random number dynamizes the data record in unfore- |
seeable fashion, which is known to offer protection from
so—~-called replay attacks. Data record DATTerm is now encoded
with the aid of purse code Slpur;e to generate authenticity
code MACTerm. Data record DATTerm and authenticity code
MACTerm are then transmitted to the purse application in a
first step of the transfer process (see also Fig. 1). The
purse application now in its turn calculates safety code
MAC'T from the data récord with the aid of purse code

< X0

Slpurse. The purse application then compares the calculated
authenticity code with the authenticity code transmitted
from the terminal. If this comparison is negative the
transfer process is aborted here, as upon all later com~
parisons as well. -If comparison is positive, data record
DAT____ is transmitted to the bank application. Although
this is a trans-application process it can be performed
without protection since it is performed within the inte-
grated circuit. A forger has virtually no possibilities of
access on this level.

In the bank application it is now first checked whether
transaction sum TB is smaller than the sum defined by dis-
posal limit VR. If comparison is positive, transaction sum

TB is deducted from disposal limit VR. It is then checked in



-5-.  temarea contains, anong other things, general data that can be
utilized by several users. In the following only those data stored in the

i ndi vi dual areas and processes or pro- grans will be dealt with which are
necessary for under- standing the invention. The code S stored in
‘bank application 2 serves to- gether with & suitable algorithmfor

cal cul ating the bank- specific certificate. The code is only known to the
bank or only stored in the bank application. So-called disposal |limt VRis
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of counter BTZ. This measure means that no more than one
transfer can be performed with a stolen card. Only a trans-
action with the account-keeping bank, which requires a PIN
to be entered, increases transaction counter GTZ in the bank
application thereby enabling a further transfer. If more
than one transfer is to be possible after a transaction with

- the account-keeping bank, corrésponding readings of above-

mentioned counters GTZ and BTZ must be taken into consid-
eration upon a comparison.

If comparison between transactiqn counter GTZ and purse
transaction counter BTZ shows that a transfer is possiblé,
global transaction counter GTZ is incremented and the cur-
rent reading of global transaction counter GTZ transmitted
to purse transaction counter BTZ. Account number PAN and
bank sort code BLZ are then added to data record DAT in
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the bank application. With the aid of code S authentic-
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ity code Mac_ is calculated from data record DAT .
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Certificate ZF is prepared from data record. DAT and
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authenticity code MAC < This certificate is transmitted

Ban.

.to the purse application in the third step of the transfer
process. '

In the purse application, transaction sum TB is now
first transmitted to RAM memory BSRAM. Authenticity codes
MAC1 and MAC2 are then calculated from certificate

Purmse rurrse

ZF . with the aid of codes S1_.: and S2 . Finally

TR = e Puxes

certificate ZF is transmitted to the terminal with au-
Banil



only to.the purse user. The purse application also contains at |east two

. menori es BSRAM and BSS. The RAM nenory is for tenporary storage of the sum
intended for a transfer by the user. Only after all authentication
processes are conpleted is this sumtransferred to the purse nenory.
‘Finally the purse application contains a generator for generating random
nunber s RND. I n accordance with the Burse application, purse codes Sl
and S2 are also stored in the terninal. Term - nal identification

nunber TID is provided f i dentifying, th nnal . '
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Fig. 1 with refersence to signal patterns w || be destrFbed in

detail in tMAGIH | gui ng MiRISFkes GRIPABLFPYsmeangnfhat the certificate
was transmitted to the terminal from an authorized purse
application. This ends the operation of the "transfer" com-
mand.
The "confirm" command is initiated, as apparent from
Fig. 3, by authenticity code MAC2’ being calculated

rurse

from certificate'ZFBank with the aid of code S2_ in the
terminal and transmitted to the purse application.

In the purse application, authenticity code MAC2purse
stored here is compared with transmitted authenticity code
Macz’ . If comparison is positive the content of the RAM
memory is transmitted to purse memory BSS. Due to the posi-—-
tive comparison the purse application ensures that the ter-
minal has received and processed an authentic bank certifi-
cate. In a last step the RAM memory is erased and a corre-
sponding signal about the successfully completed transfer
process sent back to the terminal.

Bank certificate ZFBank can be transmitted to the cor-
responding bank via interface 6 for example. It is also
possible to store several certificates in the terminal and
to transmit them to the corfesponding bank at certain in-
tervals. The measures for protecting such transmissions are
known so that they need not be dealt with in any detail
here. The .bank is in a position to test certificate Zr__
for authenticity with reference to bank code S__ before
remitting the corresponding sum from the card user’s account
to the purse supplier’s account if comparison is positive
with reference to the data transmitted in certificate

ZF

-
Banlc



Fig. 2-shows ‘a flow chart of the "transfer” conmand. The terminal first
sputs together data record DAT fromrandom nunber RND requested fromthe

purse—aﬁb++ea%+eﬁ~eF—Phe~card term nal identification nunber TID, term nal

ansac nunber TDA and transaction sum TB. The process- ing of a random
nunberJ mu j "Eummmna record in unfore- seeable fashion, which is known
to off so-cal |l ed reprhygaftacks. Dat a record DAT S

nom/encoded with the aid of purse code S1 to generate authenticity
code MAC . Data record DAT and éi%h?}g’[lm ty code MAC are then
transmtted to the purse application ina rst step of the transfer

process (see al so Flg 1). The purse application nowin its turn cal cul ates
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card and reloading the sum from the bank application to the
purse application within the integrated circuit of the card,
characterized in that
a transaction certificate is prepared from the trans-
action data transmitted from the apparatus within the bank
application using secret data known only to the bank or
stored in'the bank application,
the transaction certificate is transmitted to the purse
application, and
_ the sum of money to be transferred is loaded into the
purse application only when the apparatus confirms to the
purse application that it has received the transaction cer-
tificate authenticated by the purse application.

2. The system of claim 1, characterized in that the
transaction certificate transmitted from the purse applica-
tion to the apparatus and the confirmation by the apparatus
that it has received the transaction certificate is authen-
ticated by secret data that are known only to the services
supplier or dealer and stored in the purse application and
in the apparatus.

3. The system of claim 2, characterized in that an
authenticating code is calculated for authenticating the
transaction certificate in the purse application with the

aid of a first purse code, the transaction certificate and
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2 count gf ' than that of purse transaction counter BTZ which, as
appaira Mﬁj’ﬂgﬂ@i 's stored in the systemarea of the multifunctional
card ( 3 menti oned, after each transfer process fromthe bank
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counter GIZ is transmtted to transaction ggunter BTZ in the purse
application. Atransfer is only possible if the reading of counter GIZ is
greater than that of counter BTZ. This neasure neans that no nore than one
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wi th the account-keepi ng bank, correspondi ng readi ngs of above- nentioned

counters GIZ and BTZ nust be taken into consid- eratiaon qlé?o,n a conpari son.
| f conparison bet veerTR¢ aFESEERORL cELALE 3eTZhagrdterdead AfsFatorR ERAT er

BTZ shows thain@ dueHeheicatifgSeblkeisgbahallatads Fridn thed Wi sdHidid
I ncremented and the, cur-- r'en{: r eadi nﬂ gf o] o%gl rans.%(r:"tj#gn countl_g{] GIz

transnitted (TSI rantRHRSn2RBRRRERSRYZ 0p AEh G SS597h Pk
sort code BL£aiie, ttteis caldehlehtidatingecode BAT transmittdie Hearthe purse:

¥ Con. Wik 2 d oy oy
gglpcljfgt ggn f r?yr#i(}'a(%{tﬁf%lé br%t‘?)gﬁﬂg §econda‘a{hl%ﬁghlt§.¢a'ttl¥xd: QQJ%M% verified
' in the purse application.

5. The system of claim 1, characterized in that before
the transaction data are transmitted from the apparatus to
the purse application an authenticating code is formed in
the apparatus that is transmitted together with.the trans-
action data to the purse application and verified therein.

6. The system of claim 1, characterized in that before
the transaction certificate is formed it is checked in the
bank application whether the sum of money to be transferred
is within a disposal limit defined in the bank application.

7. The system of claim 1 or 6, characterized in that
before the transaction certificate is formed it is ascer-
tained in the bank application whether the number of trans-
fers performed with.the card exceeds an adjustable value.



Certif.icate ZF I's prepared from data record DAT and authenticity
- code MAC . This certificate is transmtted to the purse application in
the third step of the transfer process:” In the purse appl i cation,

transactioon sumTB is now first transmtted to R;
Aut henticity codes MACL and MAC2 _ 4, are th Eﬁ d ErNo
certificate ZF with the aid of codes Sl1 and AGED Final |y

certificate ZF[err] is transmtted to the termnal with au-

thenticity code MACL in the fourtApbstepcotf the transfer process.

The termnal nowin its turn calcul ates safety code MACL' from

certificate ZF with the aid of code S1 and conpares authenticity

codes NACL aInd APStstem forAcpnduct\lagc@rxmsmqmr?slﬁmaﬁ mpkti-

certif1cate JatcLigNal EAgd hOvEH5 bA! FuRalrbio A Aol IaRd exsee
|s en on

appl i cation. e opera transfer" com The
"confirm coremiRing anbankt ésplaga‘épﬁar éﬁﬁOPrJ&ﬁqd yith the d{ﬁ%rﬁ i*FTy

code MAC2' counPekd8pfRGCHARKECHNd at least one purse appllcatlon asso-
ciated with a services supplier or manufacturer. With the

aid of an apparatus communicating with the card the card
user can load a selectable sum of money into the purse ap-
plication. The purse supplier is provided with an authentic
certificate about the sum loaded in the purse and to be
credited to the purse supplier’s acéount, without the secret
data necessary for preparing this certificate having to be
stored in the purse application or in the purse terminal.

Fig. 1
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framcertificate ZF[err] with the aid of code S2[err] in the
~terminal and transmitted to the purse..application. I n the purse
appl t cat'ion, authenticity code MAC2 stored here is conpared with
transmtted authenticity code MAC2'[err]. If conparison is positive the
~content of the RAM nenory is transmtteld’o purse nenory BSS. Due to the
posi- tive conparison the purse application ensures that the ter- m nal has
recei ved and processed an aut hentic ban eftifi- cate. In a last step the
RAM nenory is erased and a corre- sponding signal about the successfully

conpl eted transfer process sent back to the term nal. Bank certificate
ZF canfbe transmtted to the cor- responding bank via Interface 6 flor
exanple. If is 0 possible tg sfjore Several certifrcates In é telmjnal
and to trapsmt 'themto the correéponding bank at certain in- val $. | The
neasures fpr protecting such transmssions are known so that they need]not
be dealt wth in any detail here. The jpank §s in a position to test _
certificatp YFBamk duthenticity with rleferehd®rseo Bank code S be{ofe
remtting [he corresponding sumfromtfhe card user's account to the pufse
supplier's}jagcount if conparison is pgsitive with referencesio t he dfta
transmttef in %ertificate ZF[er%&. Purse
Bank G S2pyrse
VR BSS
PAN BSRAM
BLZ RND
3.
2.
1 k. b, .
| S | !
| Transfer Confirm
Legend:
MF  Multifunctional cand
Purse transaction counter
GTZ  Global transaction counter - -
Sgank  Bank code | 31 pyrse
Slpyrse  First purse code S2pyrse
S2pyrse Second purse code
VR Disposal limit 18
PAN  Account number
BLZ Bark sort code TID
B85S Purse memory TA
BSRAM  Purse RAMmemory
10 o b omb
ermin nhumoer .
TTA  Terminal transaction number Terminal 5
1B Transaction sum 1
b 7




Cl ains - 1. A systemfor conducting transactions with a nulti-
functional card having an |ntegrated circuit which contains a bank
application associhated with the user's account-keep- ing bank and at | east
one purse application associated with a services supplier or dealer, and
With an apparatus via which a sel ect abl e ;s;gm of noney can be | oaded into
the purse application by transmtting transaction data containing the sum
of noney, anong other things, fromthe apparatus to the card and rel oadi ng
the sum fromthe bank application to the purse application within the
integrated circuit of the card, characteElﬁ ghln t hat a transaction
certificate is prepared fromthe trans- data transmtted fromthe
apparatus within the bank application using secret data known only to the
bank or stored in the bank application, the transaction certificate is
transmtted to the purse application, the sum of noney to be
transferred is | oaded into the purse angV§§¥ion only when the apparatus
confirms to the purse application that it has received the transaction cer-

tificate aythenticated by e purs ] i o0, 2. The system of :
claim1, ¢ giaBeler i zed in dermhee(lﬂﬂﬁﬁ]slgcﬁ%merti ficate transmitted from
the purse applica- tion t(S1 I‘ ai%ﬁht)s anﬂ-tMACq&rﬁl rmation by .the

apparatus that it has receiwe HRSact--oR—cer qate i s aut hen-
ti-cated by]‘se_cr et data th t[]m'eT n,om[pni.e\{ t.0-f hpm%grw ces

Purse: S1PUTSE( DAT Term ) == MACITerm
MAC form = MAC" ferm
2. OAT o —> Bark
Bank: B =<=W
VR = VR -TB
6GTZ = BTZ
GTZ = GTZ+1

DATgANK = (OATform » PAN,BLZ)

Sanki DATggnk ! == MACgqu
IFpank = (DATpgnk . MACpBgnk )

6T --= BTL
3. LF gank——> Purse
Purse: T8 ——=> BSRAM

STpyrse (ZFpgnk ) = = MACTpyree
S2pyrselZFpank ) = = MACZpyree

ll. ) ZF Bunk’ MAC] Purse =™ Terminﬂl

Terminal: S1pyrse(ZFpank ) == MACT pyree
- MAClpyrge = MACT pyrge
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-
supplier of deal’er and stored in the purse application and in the
=apparatus. - : 3. The systemof claim2, characterized in that an
aut hent.icating cade is calculated for authenticating the transaction
certificate in the purse application with the aid of a first purse code,
*t he transactian certificate and - 10 -
the authenticating code are transmtted to the apparatus, and the ,
aut henti cating code is verified in the apparatus with the aid of the first
purse code. 4. The systemof claim3, characterized in that a sec-
ond authenticating code is calculated frogm4he transaction certificate in
the apparatus with the aid of a second purse code, this authenticating code
is transmtted to the purse application, and the second authenticating code
is verified in the purse application.

FIG.3

Confirm-
Terminal: S2pyred LFaari! = >MAC2' pyrse
5- | MACZ"PUFS@ Cm—— PUfSE
PUFSE: MACZ Purse = MACZI Purse
BSRAM  -— BSS
Erase BSRAM
. 0.k. —-=> Terminal
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5. THe*system of claim 1, characterized in that before the ¥ransaction data
are transimtted fromthe apparatus to the purse applicagﬁé an oz, oo
authenticating code is formed in the apparatus that is fFansnitted t oget her
with the trans- action data to the purse application and verified therein.
6. The systemof claim1l, characterized in that before the transaction
certificate is forned it is checked in the bank application whether the sum
of noney to be transferred is within a disposal limt defined in the bank

< application. 7. The systemof claim1l or 6, characterized in that
before the transaction certificate is figrmed it is ascer-"tained in the
bank application whether the nunber of trans- fers performed with the card
exceeds an adj ust abl e val ue. ABSTRACT

A _SYSTEM FOR _CONDUCTING TRANSACTIONS WITH A

MULTIFUNCTIONAL CARD HAVING AN ELECTRONIC PURSE

In a system for conducting transactions with a multi-
functional card having an integrated circuit, the circuit
contains a bank application associated with the user’s ac-.
count-keeping bank and at least one purse application asso-
ciated with a services sﬁpplier or manufacturer. With the
aid of an apparatus communicating with the card the card
user can load a selectable sum of money into the purse ap-
plication. The purse supplier is provided with an authentic
certificate about the sum loaded in'the_purse and to be
credited to the purse supplier’s account, without the secret
data necessary for preparing this certificate having to be
stored in the purse application or in the purse terminal.
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