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'} _,/SYSTEM AND METHOD FOR PROVI SI ONI NG UNI VERSAL STATELESS DI G TAL AND

COVPUTI NG SERVI CES BACKGROUND OF THE | NVENTI ON [ 0001] The present
invention relates generally to renote access of digital data and services
and, nore particularly to a service provisioning systemarchitecture for
providing universal stateless digital and conputer services. [0002] The
conf i gur at i onS¥EPTEN ADDME TFHMP MOR PROVISHONING UBVVERSA LR TELESPast
fifty ears since the intr BHEEEAIGANS CONBPTENGRERVPCRYr anmabl e di git al
conputer. In the first nulti-user systens, sone nunber of users, such as

cor por at e eBRCRACROUND OF THRROENGGoNNE processing power of one or nore
centrally | ocated mai nfrane conputers wusing "dunb term nal s" connected to

the mainframe coppes)ems pysa veRIBRRLEAEONRy ¢ " e DS B 91 2
conput ers provided_ all Sr chessi ng poweréélglg' Yég{lgﬁis oa!é%eﬁge_OFc}l%iﬁ?t?f’% . The
dumb t er mi nEFVigeEEndigrae peHCHal Ioianivise Provisionpagtsyitny atbhitecitrefor povidianf r ane
conput ers afgdyvaliap Rh@kiNg -palllg]gﬂg rated by the mainframe conputers.
That is, the dlfliﬂb term'%lal |_8n%g%e@%eg‘§£ek§t he capability of processing or
storing data | od8902) The geydigntalion ¢Scorpiotate anpiotet eystenadlas vabrel S edr@issspasinl ess it
was connect Lo L I; rs via a dedicated, mainfrane and
instal |l ati o%?ys pags(’:lg1 ?ecﬁigéﬁn%{?ﬁ%gtoﬁglﬁ%tg&a ¥ rr%g.lalf%@ﬁ] lg%ﬁéq}’éq“‘,tert ¥ ™ gh cost
associ at ed st muliboper sysignardoeriuniter RF vgers,haich NBi Gfrpaie epEEieE.f uel ed
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t he avail ahj}i | arit f the _desktop. o ersonal conputer ("PC")
- the- 1oa0g st AP ERREAHE AN o8 hnd, 8°wOE Sl o rBE) PamercomPEN 5. o

sel f cont aiwieg “domp Utinmigelsysneetedertke alalnfighecosSLRES Vi8 RRhiBEodsocal 1y,
and al | a%mo%ti ns_and data are exec teq and stored locally. The
relatively 1TOW cost coP“PE® Spgpitay p§‘?"r‘f§ﬁé‘ Lrapessiny @owpmpd BaidisEasses t o

readi |y acduilliteesaftle dirhb tez@inhheaspsarRs aidNBnitddWBHulhe URE 1PES nlapglead of
rel ying on nassive tr.al I%PI ocated maj nfrane systéns. However, users

meSie Gentt .
coul d not SZEPYs Ehd Psriagpe owpy Heg Errerateichyribe wpRaane penputpesThetsethaot par t

of a cent r ahink e@riabMAlK ndN daxdi theNQlpaBIRGESS BFdckHindS6r Ef&ﬁ?éadlﬁ %?ﬂ;&;' ng
system Al %Oé %Jé,n e i?ach PC needed its own | ocal copy of any software to
be execut e rr%l}ft el terpiak et dseles plesssih s sopnaisd do dlppiupinéerinen i n

di fferent penmAAakiaGQTERhed nAIRKNRHHE thetd BRI spldi inkgati.ng, and
sharing data w ‘tl?h §ach ot her. [0004 ' _Tﬁe_se céﬁné@ﬁ%@%ﬁ%ﬁyg{%& Tbhility
probl ems with t B8 Eewraroree bad cogassosizied wid aaidng eénventisingt bes. The
PCs (or cl i@fifighne WerBueRNieRt et Haisaay agﬁ pslsméﬂtg of thPhds ) Gr GAITRLY! cations
network, such as a corporate network, and to a common server” P67/ Fhg data
and appl i cSRTRIE (Hha & drovie80sraintitelly nenfichesd oo arstmd dbing phanidropraoRd des copi es

self contained computing system where all processing is performed locally, and all

applications and dgta are executed and stored locally. The refatively low cost of PCs
enabled single users and small businesses to readily acquire and utilize the processing
power of the PCs instead of relying on massive, centrally located mainframe systems.
However, users could not easily sharc datd' with other users since their PCs were not part
of a centralized network and did not necessarily use the same operating system. Also,
since each PC needed its own local copy of any software to be executed, incompatible
versions of the same software application in different personal computers prevented users
from communicating and sharing data with each other.

[0604] These connectivity and compatibility problems with the standalone PCs
gave rise to client/server systems. The PCs (or clients) were connected to each other via

private communications network, such as a corporate networls, and o a common server




of the data to the clients upon request. However, since the client/server
systens rely on the processing power of the PC, the hardware and software
conponents of each PC of a client/server network nmust be constantly
synchroni zed and therefore upgraded. In many corporate settings, PCs are
nunerous and wi dely distributed throughout and anong diverse |ocations.
Dependi ng ontotihg dégendoapgiidayipies. dfhe bheefaigyiss @8 co0@bh ith alPHdWaESopies

conmponent s, C i CL.Oopr ocessors andom access nepory (RAM, hard disk
Govtoaa ° o pRHR Bt Be iSRE SRGHERISH AREn ok R hOR PV rIRETs HY Bt e PC
system Howeegiroceipowsh 8Nthie PO, shefiRaiah MdtSfWRGIBREotcn8 JFCachyiRt 675, the

t housands of PC systens can be staggering. [0005] When

cost of upgrﬁétli n%v _ (

the PC syst EMUSHYHEMERYRISIEE opradsmchimpcdmn] bachye upardedstn peny
replaced. FesmpesaRnRiRics, NEUE freVRInSrORS Al wiieh! WakBudP Rhb b0 B34 ?fnogger ating
systens nmay _require hardware capabilities that cannot be satisfied by

exi sting PCIL§St dvationse Repanding on fhepge 4pd tywm of ha B sydem.eetrinip edvas ol et e
in three tocdhyRe8alich ashBEbpRYes08E Sa oAl O(%l\ﬁ Rt f
thousands of PCs as often asﬁlgv%sry 't %?gg%géagg?eﬁ]ﬁé} )?ﬁ&rgg |t|%)lﬁ‘%to t he
cost of purehasirhy inerdeberdourdiced anbow ofilacaneche entiee BO systennf Hpeswet,wivag t he
sof tware angyhp LRI L.t ens, | e client/server stem
can be subst ant{tgwaﬁggqg%g%ﬁée%ﬂen%%?i Sgegl#st V\H%rdg&a%gﬁggaa |gghcs’us% d\é Oégtﬁy readily
backwar ds ®siepaciubbestageerégeby i nposi ng a significant burden on the

corporations to i i G i.bl e versions of .spftwar.e applicatjons on
all PC systens. [q:ﬁdes T?ﬁ{nﬁﬂ rﬁlllesﬁ%%eé}géagf%oorntgelobéanué)%}aﬁ%&g)c?sefl lfeosyﬁglafl?%ﬁtg’eeach
system proepded Foesrsoglecogiee sersibnsaffsbivaire applivsticak br epechting8ysidndi Aast he
software is_the . S orti of t recurtr.ing. cos of runping. a
client/ser vleeé e a\aib“%ge %aﬁgbéﬁtéeosgg%rc e Ogﬁ? Sa%/tgeﬁl%e%ﬁ%?% L ‘?“é”?alué{ti on
capabi | i ti esPCtdystemtis @ohsidveedainthecolisale@ginreofto SO tywas,ethalpy néRtdi@ms: can be
very oneroucso.tJOOIOU&GI stt | | atdi ogpgf new software al so exposes the
corporate USSP FBACESH? t@ous?’lﬁﬁ TR PR R YA S ecurity of the

cor por at e net worfd006hm fiditRass khe dEETPIRHdE ndakl@ife 0fd it ptopartial ly
or in tot alOf?%(fg{ nac%vertent or. intentional .jntroduction of conputer viruses

when a user Vi) the STVEER A S AR SOmP LY @Erbiehes 1B herrlisti{seiger elgm

sof twar e apphibe sttsRRt&r Hol kQsnpid, QQ.Q@]SONQE}ébﬂlb@ﬂi&m%@mﬁ&@ad@%ﬁcﬁv&a?&y their
- office often ha\@?a conti nui ng need to gai n access {0 thei f cor porate

networ ks. TABYAHES SR iBPosited ssi%iﬁt'wéj@t, wdpmionsthe oopIoRations te risainip
prograns r BRbMblORSiRRIoE soffl@sKiicatiof! &n all POSRKRP ThE Sdfhthi A rfolP
| evel , | ocal graphical user interface environnent custom zeg y a-user to
di spl ay and®d 3he cost to upgrade each system, provide licensed copies of software, install and '
maintain the software is the largest portion of the recurring costs of running a
client/server network in a corporation. Even with remote administration capabilities, the
tracking and cataloging of software applications can be very onerous.
[0007] Installation of new software also exposes the corporate user to security
risks. The integrity and security of the cbi]forate network can be easily breached by
hackers or disrupted partially or in total by inadvertent or intentional introduction of
| computer viruses when a user installs or downloads unaﬁﬂlorized and even authorized
software application or files. _
[0008] Individuals who are away.ﬁ“om their office often have a continuing need to
gain access to their corporate networks: : They may need to access files, e-mails,
applications and programs running on their “desktop”, ete. (“Desktop” refers. to a top

level, local graphical user interface environment customized by a user to display and
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provi de access to data, folders and applications.) One approach is to use
| apt op personal conputers to enable users to access the corporate network
to renotely access their files and c-mails. That is, if appropriate
comuni cations software is installed on each client |aptop PC, the users
can renotely access emails and the corporate network to transfer files

from to thepRRIsEkesSRI MY AdYO4ENpBLIGSs) UBnd BR Atol s BipfoB oadband
connecti on, psuch as a di g| t al rSUbSCI’ﬁI ber S)I n]é é‘ﬂgﬁﬁ 0, ® B{QEPBIE?%E) Al l

appl i cat i on OB dhenapledisere t%ﬁfemsda%\mryorétﬁ @@W@éc mem@éely @@ms thdit ’élm | apt op
PC. VWil e t hife-aRans oach , &gﬁg ﬁ,&a&]h eyery
such software %p i cati (ljén%?ﬁ@ whﬁcimﬂﬁ con F%ﬁ%ﬁ%ﬂ% en mnal n al ned on
each | apt oplapep %@ﬁ%ﬂ%@ﬂﬂyrelmtﬂbr aqepsseemaith gl thapormozat ,netp@rkt foctdnafet y i n

vi ew of thesQg- Mt@um&e&[ 50861 “tnfffueh 1€ a3 LA UL VB & pBRRLALALT Ons,

can becone quite expensive her “appr odac uses
virtual prieeanectioat soh les (2v/figjtalt smbsqmbaviucbe(])ﬂld,e’rb,r@blenetcv)orkll(dﬁﬁnd)atmn

networ k. ( LA e AR B RISt Hept G R bisel e Bianee B ol Bepdoame s ™ ' °°
| nter connecﬁmph: @Oﬁb@eadﬂa@eertha exh enndi errbeideafiwahe apfNaand bk higsthilRapt e user
| ocati on. nt PC co necte VPN to a LAN appears as if
it is dire€ ‘f?‘“%%n tﬁ o B Eﬁxﬁ“‘r@i@@ﬁl acc\?ﬁ?@u@’&tﬁhe@tﬂi gRer 88t r es
expensi ve \iphroatlgrpuiiivalaklerin eGew PRt of-@in@sphb@ kbsts iof eheV/PRtall@UtEHard OCat ed

at each end o{. he connection or VPN-client software installed and
confi gur ed ZPHEEF O AH{SFEPESCei t her case, the VPN termi nator

provides |ayer Z0009Fkabhpr osRsshNGeas WRldonASviaRal HPfatd herwBAC KEIN) to
encryption/ dec{%%ldgon funct]onality. Al though either PC operating s stem or
client basdd®"! &ﬁﬂmorkéﬂ’%@wwwl%aéﬁmw upgidosgprn toet pATHBL or , it

bot h reqw r BrifoRds iddarad @m&ﬁf{hﬁt\o PROCES WA cbihcBSSLHR lﬁlpmnﬂ isassendl e
packet s, 0Si nlglfa signi ficant processing burden on C. Accordingly,

a separ at e EETRPHPR APRY Haen 2 eéfenﬁl%bfﬁ@ﬂ@t e gy anql @i@d@m@ﬁﬁi user of t en

required t roﬁ&i@:ﬂ)orﬁx reMfohé G@éﬁ@@’@téoﬁh@cx@cﬁ’\fh}dﬁ gl GGG €l ol EXR] %p@a}r ﬁdi%t y and
reliability_w thout i osmg undue processmg | oad onth I ent itsel f.

Thus VPN &dfssthnempegted teghe Eepermsi ¥ ¥PNoprnecddi semied ewn$1V@MP§ and
costly to Q&Hﬁﬂﬂtéﬁ@t{ t (5@1' LR Soté@clﬁr)l dﬁ %&h &Qbn EIQFO%Q‘%XO%H&C%

sensitive corporate data are trans |cat ed ween e secure
corporate Mg Wicairreftivae 11’4@116&911@) ponﬁ@nmé atlhe almns mackown | aaiibet sl the

Cnat hor Y84 iranet? APERSE 8f: 7 BIREChe SRR (b NS, ROGER PRk o
happens w @mmﬁmﬁecrmﬁmﬂue@@eahﬁ Ahkougb gitlter Betopetltb@sy@waedr. client based
VPN software can mitigate the cost of the VPN terminator, it both require considerable
packet processing to assemble and disassemble packets, imposing a significant processing
burden on the PC. Accordingly, a separate dedicated VPM terminator at the remote user
location is often required to support VPN connectivity with required levels of security
and reliability without imposing undue processiug load on the client PC itself. Thus VPN
equipment is not only expensive, but tedious to configure and costly to administer and
maintain. |
[0010] In all of the above cases, sensitive cmpofate data are transferred amd
 duplicated between the secure corporate network and the PC/laptop. Once data is
 downloaded and physically copied, no access or transport security system can prevent
unauthorized, uncontrolled distribution and misuse of the data, which happens without the

knowledge of the legitimate dafa owner.




3 [0011] Still another approach to extending the office environnent to
renote user location utilizes an application service provider (ASP) nodel
requiring the installation of specialized server software in the network
server, such as Citrix Corporation's MetaFrane(r) software using

i ndependent conputing architecture (1 CAQ protocol. The network server

situated on the jophd M %otlfeﬂﬁ]ﬁﬁéa@ﬂt@éde%ﬁu@%% @ﬁﬁc%‘ t&g%g%A o éékrtual
I en

machi nes, to various different renotely |oCated c ernatively,

M crosoft (B8 HHiZehasapplisiienstyipe mrevider{ASF Bawoddl G@Emw@m ingtgllatign o€ ot €
deskt op pr otQ&Ohized BQ‘%I‘ %@‘E?WQ@ Mt 'tﬂe' ﬁ&go O SB—Q&V\T%& ”Qfx! £ ot EitBJ{ eC(}%EraH@A s

machi nes. However, both the MetaF rarrer
consi der abl MgHFsuRe® B@fg"ﬂr@aﬂn@md@medem ctmmutlﬁgalchmwraﬂ@A@) Ipnesahl Ehé 0

net wor k faul,is, e- m ttacks.
Addi ti onal | I31/1 the AV% Ejg{s?gg g{ eg“?@gﬁﬂld?%%g an%v‘?y}eogaég Ifl?lﬁ’f’dlfé'bm not e
execution f m?elvn@nm ivaryous Thiferprti romoiglyt Iosayex:t ebat \lse diangively, Mickoslstv el oped

to overcone t at pri.or conmmunications
net wor ks. CO%‘D ng?’ deo Og’é@c?m%h%} é°§§ (&&2&8 W%etn?og}é? PnBLHeEd t he
bandwi dt h ofREFecaobrunilized itonsoviéd waitdple vihel gﬁ;ﬂ@gﬂ( tladivﬁla%ldt%tﬂ She I
i ncreasi ng ocessor S nd doubling approximtely
every nine %%?haém’%?ﬁ@r@@ Elr&]ﬂjﬁostei‘l’gg%‘gelr@ © BIoctsHEs (S’F‘tgﬁ‘r?leélygpens and
t echnol ogi espd ®é ﬁrﬂﬁéraMe It<y nét@ﬂﬂt&mmgm& bemi8SedcBES such s YVingWirkhe b &dle”

and networks, it is desirable to provide

shortcom ngs_ of the
a syst em andf’&&t hotidft ina tﬁ¥ ﬁﬂggﬂ%s‘?dué@@at‘% N ebyvidesc @ damifadsreofeant

machi ne, i nedevistiondinthiskdI@R, TIRGTHoVaE: &sRR WSl dsRRsd and%@%l&ped‘i'@%@er@dlﬁ@s
etc., from iwhergtpln the world as if he is still in the office wthout

conprom sin Y fatipRR Rfdhg BpPr; Cﬂmﬁléwcﬁfbﬂﬂa\Rﬁ‘i“@ﬂ@oquﬁete@hﬂﬂ‘?&@ﬁ]r uct ur e.

[0012] Managhivisbel MES BBL0605isdeR8 akfdagiwnatd Mf DR ScoRMREcaliGR hef PSR,
difficult or nore essential for success. As the cost of ownership for

deskt op systEnicteekabandwidth is gicpraving fasiss thraceriofepyecctsor ppagtcad plonblingse and
upgr ade cos p%roxﬁﬁii{él 'e§é19§’ﬂde%bnﬁi§dtherQ® RIGH %{lﬁ@ v:ﬂiéér)@ﬂﬁéaﬁ? x| mﬁﬁ&ﬁs lhese

saV|ngs can't resul in a loss of furction

unrestri ct dachaelesiss affctivelnropasringrthem ebsclgipl ﬁta@wmf ¢ ehraicergings of |tlte| cal
requir errentpﬂo? Sﬁ%ﬁ%lﬁﬂe%@l&r H?stdegl&bﬁytﬁ h?o deeafsf t%llneaﬂﬁ Lr)éthoi[ur eh?]?]lz[ntg Can

desirabl e t'o have a service provisioni Syst m architec
provi de an wifir @sseciishe ecotrakis lientnachec m@dnenms@oacm&rwnﬁhonﬁonmdl fying

?Lf \rManP r lTCt ur eI ag%%%g&?% A f)}n@@é%f %%gf&%{ddﬁ\gﬁéﬁﬁ'f (%ﬂe S without

compromising security or investing in new hardware/software mfrastructure.

[0012] Managing information systems efficiently has never been more difficult or
more essential for snccess. As the cost of ownership for deskiop systems escalates,
corporations need ways to reduce purchase and upgrade costs, administration and
maintenance expenses. However, these savings can’t result in a loss of functionality or
performance. An unresiricied access fo high ﬁel'fonnance applications remains a critical
requirement in managing information systems efficiently. Thus, it is desirable to have a
service provistoning system architecture that can provide an unrestncted native and
secure remote access without modifying or with minimal changes to its existing hardware

and software infrastructure.

SUMMARY AND OBJECTS OF THE INVENTION




[0013] Therefore, it is an object of the present invention to provide a
service provisioning systemarchitecture that delivers universal stateless
digital and conputing services and overconmes the above-noted shortcom ngs.
[0014] It is another object of the present invention to provide a service
provi sioning systemarchitecture that. provides a secure, reliable, rich,

hi gh- per f or mance[0023jcBsseftro, &0 polobiee fytht @Mses UsTentsn ke gaeyeanievips i se
data center, with.no or mnimal dj fication to the existing hardware and
sof twar e i nPRRXSIPHRE: SyPigm afﬂ’é{gg%‘iﬁptg‘%é# Veﬂ%f“&ver?éﬁfa@[esﬁg’rgﬂﬁlea“&ﬁﬂmpp‘ﬁ% with a
connect or OEerCiodME biv@BoB&NNd MevattdCholi@dnpi@Vi de a secure renbte access
fromanywhere in the world. [0015] The inventive system and net hod enabl es

a user of a clieliP1Udb it evothgr obisttapf yihey reesgitewerion) oo pEoviflevpcEIViED access

rendt e 1 eSOopieRfbningGybieh HechRBRk Gak bRRReAR decuflatddian il WiS, HithiRY L&A 1i Ng
a local copy of software or data or correspondi ng hardware ‘resources, a

user can suffcisHe COHCEHH Ysteny rclngsclesasy Hinterptise Kelereaipervath ryosyinimal il es
and appl i Cﬁgai@iegﬁongthechy%ﬁgmfg%cwé h&T sAGRES RirQddiehyd| $hd ?(%rg?xﬁ{e\e/c}a?aes’ such

as digital video an musi ¢ Dbroadcasts, Internet protoco ephony

and the | i keentegsambp enthttedenith o eqnnesior angetmerlidueseryidealerive &i woviden efosreabl y,

the system jpgldides. an L i system or mechanism such as a smart
card. [0016ﬁe Byeuage%lsni %lgaﬂg‘gﬁégwln&%%%{hder ivering digital services, the

inventive servi dé015Toviisyestivegystys taednastiohil ereblesrae vek f@T 6 cliwdttdepice, | evel s
ot gni 11 cantiy el SRl e e Wik S P VTP o RS SRl p

del i very ofdagmyltab giitiet seuivigelccd capy ehofiealeoc dith oncotickfvnding heduiated Ng a

| ocal copy f the data, ar |ication or.s ortive. hardware. 017] In
accor dance Nt Hoad ‘BrbsH iSLr‘rlre}ﬁ ealgg’uieﬁ é‘n%?cé"gséﬁ]fs #%891??66%‘,@??5%@’@8%%%%

syst em del i applictidhs)i Thel usaeday ifoesr fccamodier eiglisl tsemed) Qlichals Kigigyatiemmar data
center thraough ingle "Digital Dial Tone" network wi.thout' conprom sing
security orm'%bcdf"]foﬁ‘?cﬁﬁtg’aﬁf/ﬂ%eﬁ %r‘ftﬁcé’l B@ﬁé?l?pglﬂ’@f &%‘gg}ea]il?eo HEing gqclient device

har dwar e/ safiichalile: & néledsivn. Udtefe@blof tHehdstemi Btludg MehmBnkcation NGste@r o ce

provisionin stem architecture of the present invention connects sinple,
| ow cost, I‘%‘?ﬁﬁ%ﬁ’fnﬁtsg KAt devi ces, that can be incorporated in

various forms, se0bj B@aeﬁgﬁgaﬁmwapef&eﬁb&@% MEifELRH8es, A iEReAdediden
exi sting Ieg{g’? appl i ances such as TVs, PDAs and PCs, [00181 In accordance
|

with an en® £ Hftemachieduis piters iyditle licls phiangiopilityecousitoyiddpei ng
f, gts \tNg ;nk pr g\éérﬂfi?vésﬁﬁ@ﬁ §ro?&ﬁ&i§§ttats%n$ﬂcgt%tfy§by[vé§fv¥ﬂaﬁ €8st B8 'isriart @gfﬂt&t@t«s,ﬁﬁhl ons
conmmuni é at iagrrqg\gs csiélir\]fgryao an)l;l rd%itlai s)érv?ce tg alrgxrrllote IO%XtIiO?leV?ith%?lp 1gg§iﬂng a kizal oo%y
of the data, any application or supportive hardware. |
[0017]) In accordance with an embodiment of the present invention, the inventive
system delivers di gitall services from an existing network, system or data center through a
single “Digital Dial Tone” network without' compromising security or modifying any of
the functions, operations and hardware/software infrastructure or the existing network.
The service provisioning system architecture of the present invention connects simple,
low cost, low maintenance client devices, that can be incorporated in various forms, such
as desktops, portable, wireless, or embedded in existing legacy appliances such as TVs,
PDAs and PCs.
[0018] In accordance with an embodiment of the present invention, the service
provisioning system provides remote access to digital services over a communications
' network, comprising a plurality of client devices connected to the communjéations
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5 network for requesting digital services froma plurality of service
centers and presenting output fromthe digital services. The network
operation center connected to the comrunications network authenticates
client devices and users, manages sessions, and processes requests for
digital services. A connector associated with each service center

est abl i shesnaiwetlsfi osquudtinh diyitell se@ftles Gemi LRuSRBCHTseRite Rintéd end SlcViiik
operation center and &%}%ﬁsul at es tetﬂe native protocols of the digital

servi ces wi PHPH foPe st t SFARET vele JeBTwE dperap cptfrorempdedtadhe ve

protocol i nehdesicitivhd hembHOMiHAlica8S NEERT deRBePaldUIRRA; mBRIEERILBhE and
present ation on the client _device, to provide a renote access to the

digital sePRPFess Gitessder Hoth syving- th éom’&P@W@ClﬁﬁfﬁWﬁbﬁaﬁh@ﬁ@m center

i nfrastruct g lifles aN@sshRr WHIE € clid® Héﬁéesspe&ﬁ@&-g} the hRFGER o g&gt?o‘:fl Sl aﬁ(fI

enbodi ment of the present invention, the service provisSioning nethod

provi des a @E@ﬁ%@ﬁﬁeﬁeﬂeﬂﬁtee@§0bdﬁdmgﬂhaﬁd§emvweeemuwenﬂamnomnnMMY@at|ons
network. Thg, o%&lhoﬁjquﬂgﬁq;ﬂ@ra&ﬁ/%?n& Lol nfeudE € MY ma 1911 fr g?&pa?@é%r Qq. Provide
one or nore digital services ove € conmuni cat connect or
encapsul at i pRjcaptblpavtsentationatn the cpﬁldt@&mb,stoqﬂovlﬂ\@admmte ad:cesseﬁovﬁhedsgml thin a
common reno i ro dre gl ves uest. for a

di gi tal ser%f%gkg%g%ﬁgg#%ﬁggg &qu%ﬁF%gg%gﬁﬁgg r%ﬁ1a ﬁ%%rugﬁga ST %ent

devi ce overceniges. connunications netmork The network operation center

aut henti cates t the | i ent VIC user..and the. client
devi ce are aut hgﬁ?ﬁi% asm?ie a%e{?g% Mg P th?/gfeis?in SRR, dsqoRdce 5

devi ce conmedsipung tinethie pcrd)wmata dewire ereimdteeat@i ite iggtal Qetviviet | dle A
session. The ho t ransl at t/ out put commands of the requested
digital service }Cagons KES gmﬁ@@ nf‘eﬁl?eér%?é’fl?‘& PGt BE S By ot ?18"”&‘3%%& or,

t her eby natprongdd hee bﬁma&smgﬁhldb@[d&abvéiﬁhy c6BmafticitRs SeHHE he 6RMEQST
renotely accessibl.e to n the valid client device w thout

modi fying CRE® W&W?P&C*é‘fﬁdl E‘éﬂf&fw@s Phire queitel Repvissa Wehing g eonpaenareReitt er .

100201 The ife@sErd proRYant THendiEy Re-iaRhod e fon aalifal Worike SfieneRHtier
systens incl udi n%ga set of dedicated servers adapted by a set of software

conponent s, 531 REhEPHU? BT S8 CorlifTh o 5e tSeraprBENGHeNs RefBotknglhsy st em

ar chi t ect Um@twollh bferdichltich@E huticBticARShd DRr &R fhk b¥edt Qe AN REHE s %P@ BRt €,
manage and deliver a digital service session to a variety of client

devi ces coAEt &yice oire rethsBicpisr kes arvalidmay) e ¢ Hvelid (rbignts MW» rﬂgdevmﬁ

" SWi t chi NgcomfecHdHCl HEARONVIRE é’%ﬂsﬁi@% ﬁﬁ’tﬁ:ﬁté)é( sc3bilR! YnAULRG n{l‘&!ﬂ% dgng the
user through a smart card or other applicable access control tec nol ogy.

By reason &PU/pEPEnteueEac! thevequesishebeitl oervidveingy dserrmolnimeamiton, user
i nteracti ofdhdol b AENCRREMC BreteBy %Jgeﬁg ?%u@%ed digital service on the service

center remotely accessible to the valid user on the valid client device without modifying

the hardware and software infrastructure of the data center.

[0020] The present invention may be embodied in a network of computer systems
including a set of dedicated servers adapted by a set of software components, all
configured according to the service provisioning system architecture. This architecture
has the ability to connect, generate, manage and deliver a digital service session to a
vatiety of client devices connected to the network, and enables the “hot swapping” or
“switching” of such sessions between devices by simply authenticating the user through a
smart card or other applicable access control technology. By reason of the unique and
novel aspects of the present inventionl, user interaction with each service is unaffected by
the type, location or conneciivity of the device used. |
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the type, location or connectivity of the device used. 6 [0021] Various
ot her objects, advantages and features of this invention wll becone
readi |y apparent fromthe ensuing detail ed description and the appended
claim BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0022] The foll owi ng detail ed
description, given by way of exanple, and not intended to limt the

present inventi omosl@lnbul ReleeiBject biivalBsls BE HARRISLOREs ifvenb@Nkpct i on
with the acconpanying draw ngs in which: ._fOOZS]_ FIG 1 is an exenplary

bl ock di agr BB réaddly seitayang &orp il ansiingdaigled decaprionané thetappendedclafn. t he
present invention; [0024] FIGS. 2A-2D are exenplary screen shots of the
Met a- Deskt OBRIPF DARCAIPGTION OF rRrepraPedidrent of the present invention;
[0025] FIG 3 is a flowchart of an authentication process in accordance

with an enbodi n@otz]afhet HEoWIRE Feftled BMEANRAN givah By [VWR26] efinthle, 4l ot f1 oW
chart of a process for transferring control of a client device to another

NOC i n accof¥fafied it dhe Srsei Hemtionfsolehe tyrda emtll basiebr aderstomT L
DESCRI PTI ONcdghunétia M@Iab@h{ﬁ&)ﬁl@d’}lmmgm Wigsent invention is readily

i npl enent ed usi ngaﬁﬁesent |y availabl e ~communication apparatuses and
el ectroni c conpd FIGThs qorpxenpiaonbledkndiacrame #d{he seyfriei ratisioning syster t ual | y

al | communi SafileRs SR GBSt ibRgkiMdi ng but not limted to intranet, |ocal
area network (LAN), wrel egs LAN CW.AN), wi de area network (WAN), Internet,

private and publ[Pe24 dibetini2é owe exemplenk srewi skitesy, thoalstd-Desstopc atbl e
net wor k Or[%%%g?m‘?he | DRnBbaRah: B ap‘ii&@ﬁttinveﬂéc?finm'to' point, and other

net wor ks. present 1 nvention provides the basis for a secure,
reliable, rich, [#23h+I@e fsor fem caracicasstheotication gecesaii atcygrdafce with an

conputatio icat ertainment. and other digital services
gﬂlbogﬁémg ?lgkfﬁlpﬁwen?igh,s

(collectiv erern as "digital services") while providing
enhanced secur i t[Q02ah&ignidtiholiew clegueiia pgress foosdnsferringresirsliodn client deview

har dwar e/ saqf e bnfrastructure, The system.utilizes | ow cost,

| ow nmai nt eﬁgtﬁ%\%ﬁe é\\k/(lﬂféler}sacc%rganﬁglwilt\l%ea? gt ]{n%ﬁ% Oggﬁ;ﬂeég{s% THRYON Wi de variety of
communi cati ons networks worldw de. The inventive service provisioning

syst em ar c PEESHPESCRIBPEIN IR THE PMBOJYMENTS pl e user sessions froma
variety of different client devices. The system continuously maintains

each session, tRRébyheerasnt tivegtiethes wedly mwletesathd| yeingcpwswitliniasaibblsi on

from diffenehfunlQ6at iaﬂﬂﬁa’cﬁs’gg aﬁhie?&hoﬁgvéoﬁn%gnems. The invention finds ready
application in virtually all communications systems, including but not limited to intranef,
local area network (LAN), wireless LAN (WLAN), wide area network (WAN), Internet,
private and public communications networks, wireless, satellite, cable network or other
online global broadcast, point-to-point, and other networks.

[0028] The present invention provid'es:thc basis for a secure, reliable, rich, high-
performance access to a wide variety of cdmputational, commumications, entertainment..
and other digiial services (collectively réferfed to herein as “digital services”) while
providing enhanced security and without requiring a costly conversion fo a new
hardware/software infrastructure. The system utilizes low-cost, low-maintenance deﬁces
to deliver digital services over a wide variety of communications networks worldwide.
‘The mventive service provisioning system architecture is operable to manage multiple
user sessions from a variety of different élient devices. The system continuously
maibtains each session, thereby permitting ‘t'h-e user to readily access his session from

different locations and client devices.




7 [00291 In accordance with an enbodi nent of the present invention, as
showmn in Fig. 1, a service provisioning systemarchitecture 100 conpri ses
one or nore client devices 400, service centers 300 and network operation
centers (NOC) 200 connected to each other via a comuni cations network;
such as the Internet or a wide area network (WAN) 110. The service

provi si oni ng sys{eMMPMORE8SLY Keh 19 QubaMmdhd df tﬁ@pl\égernt H@Eﬁtﬁéna&kvshow in
communi cati ons system such as intranet, |local area network (LAN), wireless

network i n&isidi rigSSWiPe PRISIONmY VEmNychirte Hileeomsison ple en/\mye chfmt er net ,
private or Q%Eésqoocé%%érﬁeﬁt%ﬁ'%@%n&‘ﬁéwc el ée!n't W}%l&o R accor dance

networ k, other online gl obal broadcast tvvor
W th an aspé&eih gherthea sprmenicationy aefwods ; Stwﬂlha@ ﬂsfehmrcté or pryoidé sicemietrprisy st em

archi et ur evd) 1190138 RE SR K08 AR0GLELSH M LoE3Ehapyhpor zed

user of the'u er sal statel uting Services
accor dance wpmpuaichtioasrsystionenth af Intrbn@t poed arde uenwht(LAH) wmsmmm | s a

packet net o nsm.SsSi PrLat col/ t ernet

pr ot ocol %#@)wg%%%?‘él\g I ~pr (%é%l Ry AT ko(%“r%ﬁr?;?te% SPRYE Tt Al 1y

per f or med abomimemsﬂroms n@woﬂcesﬂte&lﬂt(e aiptwB00) catfldrectddii, dthér @ihiael gldbﬁumndbist a
desired | eveI ser nsure tine ponse tinme
and tinely Bel oy %;/éat i l%ﬁa'?fg aﬁ(‘éqr E%Wfi %ﬁpe@ncifﬂbee‘i’f?%gsm %Xn a{ﬁ%l THE® servi ce
cent er s 300prokionéeanmpled) aichita@tuilern b dnaidedr cdirit@tioltdie ddSeited 0REh NAAth
experience ce | e .or ven no ab) e del.ay, the round-trip del ay

i nposed by f“ﬂaom\ﬁﬁxﬁsegfgtg‘é Hyvree! patelesy g’f’ﬂi?ﬂ# COP’(FPt"égZS&%‘PCé 60 nsec.

Accordi ngly, thejobsd)ah a&dofﬂémfeﬁﬂtﬁ alwﬂfodmmsﬂmg%&wt INREHLS th@WMH@nderi ng
of the textuyual or gra h cal present ati on of resul t ., gnd trip
del ay) shoulSd* B¥ Bet% ik s 0 Gt dSHOPE O C%@Pl:@fﬁche%mrm& Prot%

ht ndred m | ¢TcemEgNdsnce Bn%i&rﬁmgmamﬁp%n@afméﬁal A3 AndAAN ol &riise
characterized bi3 ound-tri (}ls are.l ess than ns on avera e and | ess

than 100ns Feitarts %Fh§tWél§slé0 Shqutl fsrappieirhicsd of Buality pioeivirsd RO #hdpoi nt

and per cept jxgite Ehdl SERRhsAURE AGL 1] yaaeh%& laf aata |b9We¥1§"iﬂead?1€1% de%lcegea@ﬁ ally
preferred over a | ower average delay with i gh vari ance. 31]

Consi st ent #idt the samicgrmentarsd® Por Bgeramalec i Pléélt i9r enspye t@ﬁtoﬂ}alusefc@ﬂ?m@m cations
networ ks, the handw gided; %ﬁ}}é' dr %vc%rﬁo%c:% 16\0aNy 10 L& txg:‘ }ylmﬁ r[rﬁ{gﬁ gical
e sin d render

for typi cal onputi ng applications renbte proce i ng
aspect of tWAN Al phoniddbesiess\vihare fgsregernple.oifl mepes yés:tceqdmgbt; Ithettef@l ime fibGO

Lot frc | RFpRkER u PR AP MY S AP NARL! SAMAA! tifespiyfon o 8
upst ream t rig$uflf @e roned—mpd:kﬂaa) shoalifbie belbwda tshes thtesland Oﬂ@qent@ném@ ghout he
service ce aﬁhdg’e%%ﬂﬁgé&n&s}( SRl APRL 'R ddlnad NEnB A48 | Jeand, Lf om

upstreamtr
by round-trip delays are less than 60ms on average and less than 100ms in the worst case.

It is appreciated that from unser standpoint and perception, a higher average delay with a
low variance is generally preferred over a lower average delay with a high variance.
[0031] Consistent  with current and foreseen architecturs  of global
communications networks, the bandwidth requirements of WAN 110 are highly
asymmeirical for typical computing applications. The remote processing and rendering
aspect of the inventive service provisioning éystem architecture 100 typically generates
considerably more downstream traffic (i.e., data traffic from the service center 300 to the
client device 400) than upstream traffic (i.e., data traffic from the client device 400 to the
service center 300). In typical application, the bandwidth demand from upstream traffic

is on the order of a few kilobits per second (Kbps) whereas the downstream traffic
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is on the order of a few kilobits per second (1Cbps) whereas the downstream
traffic 8 averages between a few hundred Kbps to several Moips. For

exanple, in a digital broadcast service application, the traffic consists
mai nl y of broadcast video/audio data fromthe service center 300 to the
client device 400 (i.e., downstreamtraffic) at 1.554 Mops after the user
sel ects a paktds Qélbé&ze&@%&@fiﬁhm@& TopAne Qbvesdl 'WbR!  F6r bhenpdy h axhr.@mal r

br oadcast teIeV|S|on and cable televi:sion, the latter requiri si ngl e

upst r eam tlrlaﬁtﬂffnﬁ‘f seivisa agplicebers thentpfiie sansgily BRye! Tronsigsst VR@H@P‘% o #&i ces
430, e.g., é A58 B8R 8% cliSRARIRE 300 A, HoRhfireamCidtic) SANMACtEd tO

the client VI ces 0 can I ncrease the upstreamtrafflc to |rrpose
addi ti onal Mapswkeadtire wseqesleconepariowar tropscasppy dhpanel sioviky & fhetdvesthedpst r eam

ool rgﬁﬂg&n@PNMﬁN %&pa&ﬁ@ QEWER&JE%O%%%Q i accorgu% QR% mhe

const ant, reque ei ng i sochronous th an
enbodi nent tm‘usﬁhmomnﬁsﬁnhamqnvkmtby@n the inventive service provisioning

syst em ar chi tem[@®§h§%§?‘ﬂgtd@' chse%ol n%ﬁt [é%oﬁs Q%g%gmﬁ&gpcg&i&g&n&t&ghnol ogy

to transmt audi g€ cont i'ng ture ert’'s G oup
(MPEG), MPZ:t@ncorbeed k. ch.éﬁicdnvd:leng(y catb amrwicdibt veirmmd raffin tohmpvan 110

from multined a apd telephon C be deflne
avai|abi|it3;r9rl‘516‘rm@§ﬁ%’ﬂ&’é® W&Ny ’5‘8‘5‘? ‘@E‘. Ry m 2 Gk QWNQ‘E%%M

guar ant ee, pRaYwidgddgRaniiencWaN 0f0 ehd emteasﬂgiemameﬁfdébﬁiﬂ telmﬂatd be |constant,menor y
and data buffering requirements. For exanple, the approxi mate bandw dth
requi r ementEAPEHINPEUBSTETHENEi medi a applications on the WAN 110 i ncl ude:

160 Mops for ung@mr Bs&eskdaa e INaniveRialeniTe iRy preieaninSéraiveAhd snveGdemi t t ee
(NTSC) video an

audio, 2 to 7 ps r ressed. DVD- it V|deo 384
Kbps to 1 I‘?B’i'c}’écef brpvwnaﬁﬁﬁewym@ﬁ&eﬁ%#%ﬂﬁﬁé ot Sfifgl&@rf 5,
(codec), 1.19hnMOPS td Rinsh@WMubR- aﬁad/or Rites Qo i(hig, npﬁuingtplaare(BMs @ﬂﬁ@ded)

CD-quality audioand 128 1 Cbps for_ MP3-caonpressed nusic._|n conérast,,

bandwi dt h~ r®RE@eMBAtand dbe Ilﬂ"ee) aéchfﬁmE]é baggdwiithefaangs pn G {5 EpRony
grade conp rn%ﬁﬁﬁl%é“‘éﬁ& QeledHODB 4bplicRtiche Gah 4R NMeBnd t & BvARBNE) BE Bhha8edt he

present invention, the inventive service provisioning %/st em architecture
100 can useéVoaF potvsnpubl ¢-8. amwmsema}ﬂew@m@u% hsrcqelt ohvideHr ot ocol s

L0 ensure Rl sakt}ohaﬁteoqa&, Ofle 5§§' éﬁﬁ'&é@ac%ffeﬂﬁgefeﬁﬁ@é?ﬁ%tst hEQuUhmpRNEret 0- end

encryptlon or exanp e pr ent systen1can utilize protocols such as
renot e des kppxiprast b@dchtthm)uremmfpe niddels rodfpedis applisrednstaacthe AT CA(r) ),

CE0rT S hpdiPanlal: REOASE! b hlbohp:8baf GhaSS BV “YElkvibiBh CShARRMCN! ne
Comumittes (NTSC) video and audio, 2 to 7 Mbps for compressed DVD-quality video,
384 Kbps to 1 Mbps for VCR-quality video using the latest coder/decoder (codec), 1.5
Mbps for raw (e.g., pulse widih modulation (PWM) encoded) CD-quality audio and 128
Kbps for MP3-compressed music. In cohtlrast," the bandwidth requirement can be as little
as 8 Kbps for simple telephony grade compressed audio.

[0034] In accordance with an embodiment of the present invention, the inventive
service provisioning system architecture 100 can use various public and/or propretary
remote interactive protocols to ensure user authentication and privacy, preferably through
end-to-end encryption. For example, the present system can utilize protocols such as
remote desktop protocol (RDP), independent computing architecture (ICA®), hypertext
transfer protocol (HTTP), stateless low-level interface machine (SLIM), appliance link
protocol (ALP), etc., as the remote interactive protocol as long as the protocol provides

user authentication and enables the user-fo securely comnect and disconnect to/from the
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protocol (ALP), etc., as the renpte interactive protocol as long as the
prot ocol provides wuser authentication and enables the user to securely
connect and di sconnect to/fromthe 9 session. WAN 110 preferably conprises
a virtual private network (VPN) service to segregate data traffic and to
provide a high |level of network performance. [0035] Various digital
services av&ﬁh&blaVAbbnMIh@&&&hﬁb@ﬂmﬁeﬂhemﬁmB@ﬁvﬂammh&ﬂg@@Eﬁﬁﬁﬁdp@yathe
users using the cllentﬁgpvi es 4Q0. EQ i.ent qSVI es 400 can be | ocated
in corporatégﬁﬁﬁpgggnﬂ ﬁ@Q%JWBFB?§PI %?Eﬁﬁﬁ@@mr nn%Fﬁer in-transit or
franchi sed = compposs]altarispacRAalafgvitd Cavhildo® frdMethe VR Ttel 6BteHEIN0 &R be
provisionin%:systen1arch|tecture 100 of the present invention

cont enpl at e4eCeFEENEE RS et P%’f%fr‘s 890- dierclipidieviers 40R can brlgrated
i npl enent at i ORSpeAR BrAeas, i BiesOThothld fAPRALs, tMRE ddfier ClnltBRbit BRVAARBIsEP access
the digital services avai | abl e from and supp orted by service centers 300.
These cl i enforgagFiakspagasing dhenlilest |']3W§1“@a‘h"er9§ﬁ@@ FPHRPRNE AYtafElifatEhs| ve
sol ution, sygfo@fe 1e§&1{%t1§‘}eﬁ§é1 %vén@p@ates(ﬁs% £a vHeY Qﬁaﬂéﬂeﬁp&mt
ternlnal) to a software based sol ution wherein termnal enul ation
sof twar e i sdgvirstisiplegwnigtons adanderay POliffereat typg of tehiewd rdgivicefelpi asegss e enul at e
a client

e kian cy SFA Se¥ st bl he Ao R0 A0 AR LANGR, kAL ALARL Ao
"PC | ike" denplaestatinet caarrelg@cpraa h@ﬂ@arwltmsgfhsehdon waghkastazetatedess devicehot h
functional i erf i.ngl i ncl ude
but are not Ef% ?‘8% p V? [ os‘ﬁ’%y éﬁﬁ%ﬂ tJt;]grSXﬁW&ﬁ bﬁg%‘egggfﬁgﬁéf%ﬁ% bl
assi stants elﬁ@mﬂ)spﬁWapumpStdtﬂdwutaetasdar@IEQKt o Rdsful destoapiolemBiEE:, a cJIien‘eI ess
handhel d P t h box TB) .. T ;
li ke. [0036]°C 18 B0 EHER"RIRR: 40 bt B RS k] hé%@éé‘%n4‘é Sitat 0
client deviad® pla]ybéﬂ@e@a:as mcfmhbfummﬁ&’ﬂ-lﬂmg demmttbieﬂmﬁsmumpmme m‘t&glabnd

equi pnent ) eak rt card
Coadore " ot gosuaionn AP Boe i RS ik RerorBRREY B ey, AREFRERes A3 300
i mpl ement s 1a.c1n@dmhte?ﬂen1§cer1aﬁiltecw_&> Efo@ltspc‘@dun& Dltermlrﬁub@atsoﬂg digital ARistants N
interactive of Qco i.e ight"_ or "mni" _version of t r ot oco to
commm et CPRASH 5 cxiptites. tBon e r PR P b BT TS s REE AN 110,
dient dewtgleﬁmﬂ&@s&@@ mggxsm@mg@@a@tﬁ@m nati on of the defl ned

peri pheral devices, such as one _or 5 di spl ay devjces, (e, full-color,
bl ack/ white, Lct? 3]P§%Fmﬁﬁﬁﬁéﬂm‘PF§W@ Hﬁ??%ﬁh%@@ﬁﬁme@F@nfhm“@ﬁEﬁF’deV|ces

(e.9., mous@o KLYHABAR varRUE BpSesRRR perSbamnN efui xﬁa{tdegeaﬁgrays hze;tﬁoelras, etc.),
audi o devices (e.g., speaker, mcrophone, etc.), devi ces .

canera, codéeakersRicHPBYLSE A el isHlersette, gach awalegtﬁ%wa‘ﬁél‘blé% é’af-‘#»reléyag
uni ver sal Sc%ﬁtadev%aemobuﬁ@en%w @%énot§a&ﬁ$}a@%§/eqfrbt9&&r@r 2 GRROMBr 2DVise har d

di sks, etc.). The specific | nstances and/o
interactive p1otocol ie., ‘light” or “mini” versmn of the protocol) to comnnmicate with

the NOC(s) 200 and service center(s) 300 on the WAN 110. Client devices 400 can each

comprise a combination of the defined peripheral devices, such as one or more display
devices (e.g., full-color, black/white, LCD, direct-mapped, frame-buffer device, etc.),
input devices (e.g., mouse, keyboard, touch-screen, scanner, card reader, buttons, efc.),
andio devices (e.g., speaker, m1010ph011e etc ), video devices (e. g - camera, codec,
clip/overlay region, etc.), and storage dewces (e.g., universal serial bus (USB) devices
such as printers, CDROMSs, DVDs, hard disks, etc.). The specific instances and/or the
number of each class of peripheral devices associated with a particular client device 400
are enumerated at power up and reported to the NOC(s) 200 as part of the device
authentication and connection setup proceés. In this manner, the service centers 300 can

10




nunber of each class of peripheral devices associated with a particul ar
client device 400 are enunerated at power up and reported to the NOC(s)
200 as part of the device authentication and connection setup process. In
this manner, the service centers 300 can 10 adapt their input/output (VO
interfaces to support the capabilities of a specific client device 400

confi gur at i @iaptt fhafk t/eupieio)yinlghdrg th g@q:loﬁ @heSeHppEititiesaoMa Bleificadlietl f f er ent
types of cl | ent devic 400. . Faor exar’{p in the case of bus-caonnected
peri pheral s deyipe 00 ﬁﬂéé@fﬁgﬁgég curggnfly -bﬁ]lng dbsedeveshlpgort p ngmber of different

connect / di sgRANEGClieR \GBRES) 408! Fob LANPILth BB cade®P Bhd-EnbAd\IRpRIrald@kknVi & t he
remote interactive protocol so that appropriate action can "be taken at the

servi ce centsePPB)desmes.t {1 ColaUSYHER € 6 FOHICHASEMPehteVEEY dessignld Such

actions myreb&&hwﬁod@rzo@mé ﬁ'emotté ﬁf&%ﬁ&é ;sragc&eg HOR bbb RiafeSRESK AT
commands to client device 400. The signaling is also necessa@y because
a

devi ce dri visrtakanss dis serder winter(sk HE to somapede ifh-thudlient feidep el aPuchr esi de
and execut €50 t r QJWQS 0. In
accordance W ét;&hs Inﬁf lﬁ%%%?%ee%t% l;H(j)l? §%1§'99t1%rs%p%%%§ge rllltd?[](l)ﬂge& 4 fbgéllteﬁodew ce
400 encaps Lﬂeatce§0@r The aygualinigas nlae mt@ssapfr'@w@@ dedée drltﬁesrsa{tsswf@dw@bﬂiepher al
device (1 Suencihlheblnll ppﬂuepa&s (680d at Dl B0 uBROKARILALE 366 TS Fot on

interactive pro oco e native comman tween the attached
peri pheral dliegt deeicesst)fo dlaaegrdssrewitencenbémen3@Ge fresent, invdngorgties dientr ent | y

| communt ot et faRePLOVLAL I8 SELYLERCLONE LLLENberslEd 86,400 T

accor dance et hvent
i nteractiveaigy ﬂeiu@e @ISB)mfdcalysmmm ap@paipeste tanott djéracfvetraio@k iasd pagesnat i ve

protocol to thereb e to nect and conmunicate with the
servi ce prd{§ BBRi°A “ag %%Wf’eélrt %laé’ﬁ?dul?eéipﬁﬁgl 1% Cé’”ﬁ%ltoﬂiflg §B1Ce y°&t i ni ng
the operatizo, pd, ﬂlbebnatchﬁelhgdm Pemvahketial wﬁE\ah@@rdvﬁu‘&@Eerhye tchfhe client
correspondicgg service center For examt)lff, res onS| e service

enter 300 @ECRAH?-ndR %W%%el“ﬂ A ER ﬂ’é pm%éﬂ eptpny e t he

attached pafkRb®fapBtRBIdoNeMyd 6r beGRENEod QpY i tﬁu%xﬁu@gmsmq&btoa@ faot
pl ug/ unpl ug%EF devi ce-specific excep t| ons, etcg. éﬂl I n accordance with an
c

enbodi nent bcyh%laB#ee@é( evichve r‘ﬁf”i‘l’tﬁ’l'?lt ang %‘%W“caﬁe\y}ﬂ& YIBVIELROBEIUE | zed to

enabl e a n%t&ﬁ@éﬂl@ahlecho@ntméeydnfa@ pﬂﬁ% Ei@fnﬁﬁ%:'ﬂ%c bpdr&tichher idAMatdd and
comuni cate"with the service centers 30 N&: 200. Non- conpli ant

client devm@é@wz;azoiemy iy apir % St cEmopdise tSﬁ%fﬂCﬁoF@n%t%%urli‘OérPefWP#et E@ f

support thggg, BI%E‘E% s‘erh@é, SR BOY BetRE AL GOV tPhntd REwHEI i, CRURIIOMHSHARKRY SYSt em
architecture 1 provi de appropriate interface, the proxy device 410

appears to attmempdﬂﬂ@eﬂlﬁa@mb hevi ferrespoaé e veripCevania sudt &s et nlugheelasol
converter: 4k . Eﬂé&%'ex&%i{bz%eetcf or the non-conpliant
[0037] In accordance with an émbcidilnellt of the present invention, a proxy
device 410 can be utilized to enable a nozl—coﬁpliant client device 420 to counect to the
WAN 110 and communicate with the service centers 300 and the NOC 200. Non-
compliant client devices 420 may represent devices that do not currently itself support the
" remote interactive protocol of the service provisioning system architecture 100. To
provide appropriate interface, the proxy device 410 appears to the WAN 110 as a client
device 400 and acts as a protocol converter:or “tunmel device” for the non-compliant
client device 420. For example, instead of installing the emulating software on a “dumb”
terminal, the “dumb” terminal can be comected to a proxy device 410 which is conmected
to the WAN 110, thereby enabling the “dumb” terminal to cormmunicate with the NOCs
200 and the service centers 300 via the ploxy device 410 and WAN 110.
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client device 420. For exanple, instead of installing the enulating

software on a "dunb" termnal, the "dunb" term nal can be connected to a
proxy device 410 which is connected to the WAN 110, thereby enabling the
"dumb” terminal to communicate with the NOCs 200 and the service centers
300 via the proxy device 410 and WAN 110. 11 [0038] For exanple, the proxy
devi ce 410 can HE03f&dr exsmplon the proxa deroee4l0mph be wted td dvinnect k hentorydainhe WAN

110 by convgrti i j.ent’ s. i Me pro.ocol to.it nal in the
remote int e@%%l{%gtethlr%oﬁ oco}m%céé%‘{egﬁl % g| %/ME? @loe%%) %Vg ‘%0\‘/‘5%‘38@03%9%(‘@% Bhi ng
syst em ar che trembiarigtesacfios ptot@bl. vitewmrdingly, fion: denpdriien pravisioningl éyel i s j ust
anot her client. devi.ce.40Q . connected to the WAN.110. ereas,, fromthe thin
client's po?’r‘?ll}lteg T R ol(P'E/ le?”s{ﬂg P%prh(?%tr{ﬁl&?péﬁ 1Et183t§“‘\§/$%fﬁ§5$&e‘f1ﬁ? ‘ﬂaocl i ent
server:. Thenadotdep thd @A 1V0.c @hpteay ifivirothe fgn 8iiai’e Poind bE Mk £kt iusigph00 can
connect and co nicate with.existing network, device or system wth no or
only mi ni mei*Hed 'iocaaftia’b%ﬂr‘{ E‘”‘lﬁ?%ﬁ%\’l\aﬁgﬁ?ﬁﬁ?’&ge STV CRRFY S MHIRTF R et ure of
t he exi sti ngcHiRttwer K00 @8 \beRcOmd SYSiRAlcatbGaR Gisigh Yetwble deXésSsd HigteMet Wor K,
device or system s funct iz}?ns, operations and infrastructure have not
changed, but™} PS °F PABPIRITE SPdifiaing 1 dmbariif cadonsndvas Bfeduce of

connect i Ng the ekib@nSRAWbAKE AV brSIyRRinN A SIEdIRIN, 188 CRskRCE NG 1B
connecting to the service provisioning systemarchitecture 100, a.

cor por at i orfyS'&R ol geHiz-atneEH Ry and infiarineigare aahchagrdp Pehvitsaerpabilies! d- wi de
rendte acagss bhéh ERENSAr MdCESANALY 2BIRc td TeCithwdld ﬁ%vﬂr%mgr stefi€Vi c€ or
system wi thout conprom sing security or investing in new har re/ sof tware
i nf r ast r uctahetectsigcl¥Oasineqmenting énthe sevicsrpregigening sysiorewahifestured ), af 0039]

|n servi ce dBaayish OBl ety S GMALE BahRLY 8 100 nibllfe 3 Fald wiRMTBHbENT
resources and the data ‘associated wth:the services reside In the service
centers 30@ccest 9 he appicetiazibbletdaits axstny inclevods ndevice 3g0syslem bethaut! egacy
ent erprise gﬁéﬁmﬁ%& Egcuﬁgrtofr Hl%ﬁﬂg‘ﬁﬁﬁ& hatli§ar Y sotWarE in%’%&ﬂl%ﬁl}ﬁ? rsv?choars n%v(&)fnneCt I on
servi ce nodul es ;o or speciaf site set up specifically {0 support a

gi ven ser vicbent-sewretsyasmy ficeellg enf er ence, I nternet protocol (EP) tel ephony,
voi ce nessagi ng e television, digital nusic i gi.tal vie, .
e-comerce, et !:GO%%?% &ervt 50"%)5}0(1)1%/%‘%5? o%r?fnnamsyesc 5?71@?’0 Fté%a?ﬁf%mlfﬁﬁlgenabl es
t he servi ceespmow oerthe data afsbadated wih ge savicesrehiyle sihakdrvisheangrsa3®ervisce
center 300 whig nnects. its. s emto the N 110 via,a caonnector 310.
The. conectiregied BANES Tigh | QiYL M st bekSy rtlelrot it tPuf s G e
exi sting naht vwe nprotcotmctond of b@medion esfFtadhotniGeI M, oL aChpBdigrsi0Lt uwpi t hi n an
appropriate rﬁmﬁe interactive protocol. Tléi s enabl es_the servéﬁge ent er
300 to tr SPREHICEMY IS SHRROT G B R ITasSUED 28 V98 CORYERT e DiarBes Proped) (B onnect or

or connect kgdphony, voice messaging, cable television, digital music, digital movie, e-corumerce,

etc. The service provisioning system architecture 100 enables the service provider fo
offer its services by establishing a service center 300 which cbnnects its system to the
WAN 110 via a comnnector 310. The connector or connection service module 310
encapsulates or wraps the existing native protocol of the corresponding sexvice center 300
within an appropriate remote inferactive protocol. This enables the service center 300 to
.tra.nsmit its native commands to client devices 400. Also, connector or connection
service module 310 of the service center 300 unwraps or disassembles the remote
interactive protocol messages or packels containing the native commands of the client
devices 400 destined for service center 300. In accordance with an embodiment of the

present invention, all services offered by the service centers 300 are delivered to the client
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service nodul e 310 of the service center 300 unw aps or disassenbles the
renote interactive protocol nessages or packets containing the native
commands of the client devices 400 destined for service center 300. In
accordance with an enbodi nent of the present invention, all services
offered by the service centers 300 are.delivered to the client 12 devices
400 at the diviesstDont te, digebuniderd wider the rohimmouscamt o) [thaoROH LONOC( s)
200, descrhég?&eg%l%mgﬁtvow. [ 00401 In accordance with an enbodi nent of the
present invention, service - provisioning systemarchitecture 100 enables a
servi ce provi der{0049] dorcendanee dathaac enfbedimshindd fier pesdnalihventiord ®ewisd ce
center 300 with. no or only.mni ch es to its.exjstin ardwar e and
cof tar e i ritPuSePRetnen et iy EMPRIE Se mviff biiotBepBe S Conver
its | egacy it er gtdbiieh bnrémRs centat 300ewlinho of oSBT HMintiea) GRMigRE ta3Q eBghgconnect
t he servi cghc_int er S%Ft_o N 110 via a cg}nnect or.310 to provide its

enpl oyees PATKRIF and ofiser niqsiudne, Fonexample; pprppratign cap peilessly pyyertes

avai | abl e oy leiy LREREYe RBbRRITeS B0l attVRS LElGT300 8nd dRBect HRFBHReicBi@r act i ve
protocol of_the service provisioning systemarchitecture 100 operates "on
top" of the’WdpiWaNIH8vEiotonpreiy 10 ?%@%9\? EheBRIpYers & SSPRIBRPEGCHEDA de a
secure renmpf Gortidk @Sl J0heWibiesd #RHa8MBh QMR iy Rferdl XnPAREGLESI MRS S,
renote access to applications - can be provided by either "xhost'ing" the
appl i cat i orf§Mgte ipgFstYRgPratos o itha serviee Rrowpioning gysteprplifectugy | Qfepporatest he
server's Xld,3&r\@imRiil¥abecol 69 Ehe"!@é%f:?&ﬁér%réédé’sg&m rlbﬁﬁé% SEburedBYRS S,

renote access to applications can be provi y enabling the w ndows

term nal geesseio fufherized snplatieoss itag nkxdragssiofervess, RDRtpreEBdo appiBetitnsof t hese
met hods pr qui I e > i i | fshst hatunhiyD O nServers
mnn the Sa %186@2%?%?&1@%85(}1]5%11?%%%%?15]%%@%{3 Frambdp OBe-HE FEATE |
one or nor drasohndat dgrer sethe isgrcriyotill sewelddivateatFor MigomdnWarlowd®besedhe LAN

320 (or th erprLise. : ' to.the WAN, 110 on the
other si de PraieRisheafts | bpB0EL, AR iR By MOl Bt e 510
can be coreewet fucta sweusiiNMIdGsofi’ aRBP firotewdl |Botte wi desd nethodhpwv)de The
connecti on _seryvice dul.e .or connector 310 nmi.ntains a secuyr connecti on
Co one. or R ik BoPiGah GRONGIhe Foverl PARETE Selich P 0gh et one
of its off eithd ey Vicceside@esterc2(0dnk odevi mere4Bfhectpeehfitemohiesd1e thdt t he
NOCs 200. Accordingly, i.ng, t hat was prevj ousl vai | abl e irectly
fromthe dzﬁeaw@%‘?ﬁt%r%(t %Ceg‘%%ggé?rqgﬁﬁlﬁf’%g %Sc}ﬁgﬁneé-oﬁﬂl%/ S@F PR {%stgle Wﬁg[g e
processi ng,110 batierdiet skdenAaahitvel, thetcomkctoSortondcesicetiye Beigssiddae by a
renote use referab i a smart card (describ her ei nbel ow) from
anywher e, ﬁiét??m’teﬁfsd g’aﬁ’é“@g& ERidt ’sre‘f’ﬂle&ﬁf@fe i(‘lg‘Péf}E’rwn)'oggT FREMEAIOY SEICE ent er
300. HencemddhRrc chinedpr DERAaintinsa: st @pnreEtidArtoPhE 6f AbYe NOUS QD@ and

awaits instructions to securely connect one of its offered services to a client device 400

specified by one of the NOCs 200. Accordingly, everything that was previously available
directly from the data center (e.g., user applications, e-mail clients, voice processing,
internet connections, etc.) is now remotely accessible by a remote user, preferably using a
smart card (described hereinbélow) from anywhere, yet, the data never exits the perimeter
of the service center 300. Hence, there is no need for a laptop or proprietary personal
digital assistants (PDAs), while traveling, although they can still be used. With the
service provisioning system architecture 100, businesses and corporations no longer need
to purchase and maintain desktop or laptops, provide technical and software support at the
individual client device location, thereby saving substantial cost, time and overhead while
providing an unprecedented level of security afd performance.
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digital assistants (PDAs), while traveling, although they can still be
used. Wth the service provisioning systemarchitecture 100, businesses
and corporations no | onger need to purchase and naintain desktop or

| apt ops, provide technical and software support at the individual client
device |l ocation, thereby saving substantial cost, tine and overhead while
providing an UnQé@ﬁg%%c{%Ehaﬁ&V\%ith Qf e3®68HhY ofRE PRBES QAVERAGS -coribciB9411 I n
accordance wth"an odi ment of the present invéntion, connection service

modul e 310 ssoRgsrnedide Sidfoomarises solbvare el karévare peeReamts suah st sasofn8 6t of one
or rmore | qy,eq5) ’coaggéré\%ﬂﬂlg%laﬁg%%@@ﬁ% 13 ﬁﬁéf %E) 1613%1%015 H@fital%ﬂﬁ'@ectro gach

digital service tot exanpl e, e digital service can
represent cWilghut Er Fopexananley dresdigitah pirvige edn roprgesio? ¢opnyises entserversIyigtiag (i . e.
W ndow s(c)

i T i AUX T S i 0 i@ L
t el evi si on %re%%gggésrg @1% %tetneﬁ'gbmg&{gér% Mﬁg&{oﬁe’. ﬂgg}ﬁnég{]%%n’ggff}\}%é modul e
310 act as dthp digiebicleusion bintestabdskpionzash thedikei Cepnecimrerepriet modide
di spl ay/ so apd user . co ng set fqr_e . i
command setLH’ﬁil(:a §afid™r (r?%cr%l e Tendt e Th Seerrgg ’iu?/tgl%%lrt g@oﬁ%@aﬁs@@é%ﬁd ge
sessi on i s wsinahtisshéd det veeine ant lcoertt tevhmemaahdetdo amérivine ehcamiae 300,

connecti on .servij.ce dul e 310, uses the client..device 400,10 .receiv and
di spl ay t he M REHEF Iffgg’ﬁépfgﬁl%%‘eo%? paESE ! esgatlfﬁﬂglceﬁ;{)ﬁ%v i Clrleengﬁl%‘él % dg? gital
servi ce andgrvideaRa®d B0M) @shrectical i@ hoyuld 310 eset the chiedisiericbetd ar receguest ed
digital service. Connection service n?dul e 31Q or serve‘{is.BiIS col l ect the
vi deo or di%spaplay i parceptble otat of a subsgribes o refp eyt gitas SFYCH A

di gital serpsh&Rit Bhse, SENEE AlAR 8 (5 AbEIDSS of BRYEEMA dditah sdrige.C Cogmictiodevi ce
400. Servers 315 are "appliance-like" in nature, requiri.ng m ninal

mai nt enanc&ervigsdngsater YOrar sgvanPlS ePlisrtige sideg HJ(':‘?IFR%W. impge {i.6. PIxei oty yer s
315 only maRagR) deMiLR ofCOMBRAtERNS RAt WEERIs RPkd@ak | s8RfnOwitlS BlcV E16R5
running on the servers 330 within the_ service cenfjer 300 and the client

devi ces 400leriegd@&t Srirjes 3éh axpeiappliace- gt 4nnatprre reBrRS rRINEIE MASHECT ent er
(NOGC) 200 i &l iohNerns ' BYasas ideHse Servi ce
centers 20 %?Eﬁg%%%wtﬁ%’ % ﬁg@l\%\&“ﬁ@{% el:lhﬁz%rlil\({%&%‘(r)egg g%{ ﬁ%ﬁt [ aélagéés al |

connect i on cretessbatwesi apptcdtioomor erviskes ewmintegi dles sedpds 3a0 widhe dhe| y
transfers the.con ' : ' : [ nter 300 to deliver
the r equesS rgﬁggg@gﬁdggﬂ%{3185{%%?gﬁﬁ%%ﬁ@%%@h%g@&%&%&xggor dingly, the service
provi si oni ng syWHahThr attivbdcoperatioon nergerpIE) 200l isithd eat@Bs (@6l of dhesuppor t

a large nunber of_client .devices. |ln ordan tNaAR o4&l of the
present i n&%‘?ﬂcl‘e%ﬂgferfclr\gyﬁ’ﬁ?r%uérserg}ce W Vs?a@g o%ecﬁgtt%hr?l y ve(r? I cgli y scal abl e,
but the furotimfisntdatdaiall acBiectipherehiidStsaregeiatd dromhthei dent dbligess4il alnl e

nunber of hardware/ software conponents wi thin the can,.
( secureqy transfers the comaectlorl:‘rlpto t(laﬁe appropng{e service center %86) 10 %erﬁwer the

=

requested services to the client devices 400. Accordingly, the service provisioning
system architecture can support multiple NOCS 200 to support 2 large number of client
devices. In accordance with an embodiment of the present invention, the number of
NOCs 200 is not only vertically scalable, but the functions within a single NOC are also
horizontally scalable (number of hardware/software components within the NOC 200 can
be increased td expand the NOC’s capabﬂiﬁés)‘.

[0043] Tn accordance with an embodiment of the present invention, the NOC 200
compriées one or more authentication service modules 210, a Meta-Desktop™ service
module 220, a user database 230 and a client database 240. The authentication service
module 210 responds to authentication requests from the client devices 400 and executes
the authentication process of the remote interactive protocol to setup and maintain valid
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be increased to expand the NOC s capabilities). [0043] In accordance with
an enbodi nent of the present invention, the NOC 200 conprises one or nore
aut henti cati on service nodul es 210, a Mt a- Deskt opTM servi ce nodul e 220, a
user database 230 and a client database 240. The authentication service
nodul e 210 responds to authentication requests fromthe client devices 400
and execut esgutherfeated copaptiona thebreen ribe sBert gevitdsed (e pmt dhd MNGET 260 vEBhepr ot ocol
to setup an I i Al | f 4 i he

ol i ont - devi SuaEBlBh BB by dFHLRE R i s EARAARH AR SR e 210
stores and theirnsainEd palilicdkeys incthe userviaebse 238G erd thbslien databdyei2d0.aEsdci at ed
public keys_ji r.. dat abase .230 and.the I £nt t abase 240.. Each
ClTent devi islsfie A0 b U ARERRO AR AR ABENOL A ATRRBRAS st eneh

Al t er nat i vellgriceat hancel apsticiatedewiticepriffy ST 100 sas scedoatias NACT PO@inpasemary NOC

Turning noul EQEED) NaC PRL G { ARt o Bt Fe i iV B AoBoss | n

accor dance mithdntiediior ploehs i Atcobfant @it & s@bddih e e tlieofreselhi@vertioh €THe devi ce
to the assigned

400 can either transpmit its authenticatjon. request directl

NOC 200 (1 . Shent (iGOAID e EROSHTRES 6 Gt cplihy o=ty ¢f fheohoghgadcast

its aut henDCARIONLE LGHRSkEs @ kRev N1 Owlviy B8 .de e eri)v efl bt agessed by

the assigned NOC 200 in stlgﬁ 1000, Preferably, the client device 400 uses
e

the public %¥erbedarrearets ontheny fhel Hsieibgiew Rbendor eset At thppssierrd

aut henti catwor 208Gy st 10®Rf ofierefabBN &IY ikt AGvieY 40008LABE NIy dssociated
~authentication request to the assigned NOC 200 in step 1000." [ 0044] Each

" NOC 200 is il fhgrrenzngd iV da0 fr preamé theedithenication teR@eSNOXO IRDBYHEERE Okey, t he
aut hent | catyGpoagty | Caullaulin RH-derny Blnkhtoaubiiaiidcapbon requests or
messages received fromthe client devices 400 in st eg_ 1010. The _

aut henti cati on ded] Bech NadadPe isasgsnedansivue grivate kavo the N epriveigpt ed
response t ri ar. clj.en i 4 c NG paonse
e ng the. ph B RUSHBE R GRAL. BRMLE oDl BRCLIREL, 1B LERARTSC, &
user on t hatessigeerrceidaMiton r0dichihdeyicep 4A0RGep Hi0&d.e Thd hythertiaalidneeemei ve
service prQyiskomn rehni t - t L |.ic key
exchange \(/%\}\"{ldédr%%% %%P[%Leﬁﬁ% ﬁlre%rt%?%g%tlg %ﬁ eﬁ%%%@%%o@u%ﬁ B%gﬂ%s&ie tegéé% 51i ¢ key
associ at ed AWty encuyp@rg the mesphesealsingritie dehlic dey 400 iaadodidied slithghit dieni ce 400
has the pubjic associ at i th.the - aut hent jcat},o rvice nodul e 210.
That 15, "t RsEr A8 pP SRR SRR o L MRl PR S BT Cuei ng
t he publi c skeycethatisioiSngasgeai atchiecnirt 100 beplags sygneeridEEhRORey atdladecr ypt s

user o pri e B GRS A RRIF o BT e R R Brotburing WRAREE T nat

val i d NOC 20@he client device 400 and fhe client device 400 has the public key associated with the

authentication service module 210. Tﬁat ‘is, the client device 400 encrypts its
authentication requests using the public key that is associated with the assigned NOC 200
and decrypts the response or messages received from the assigned NOC 200 using its or
user’s private key. This symmetric authentication procedure ensures that valid NOC 200
is in communication with a valid client device 400, |
[0045] Once the authentication request and response have been successfully
exchanged between the requesting client d_evice 400 and the authentication service
module 210, the requesting client device; 400 and the authentication service moduale 210
share a unique value (preferably, a value that is difficult to determine or guess) that can
be used as a session key or initial session key in step 1030. In accordance with an

embodiment of the present invention, each-client device 400 includes a smart card reader
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is in comunication with a valid client device 400. [0045] Once the

aut henti cation request and response have been successfully exchanged

bet ween the requesting client device 400 and the authentication service
nodul e 210, the requesting client device 400 and the authentication service
nodul e 210 share a uni que value (preferably, a value that is difficult to
det er mi ne or43guess)snidiadard atiquebeidufEids 8seR afBIGEOMek BYfordtibn) kichak u§@SSi on

key in step 1030., I n acgcor e with an odi ment of the present

venti on. " doVeEp PRHES 90 LA BH I et i B v per SHeeS e ader srdghin 30
Each smart aRy dndiindaglifdaderi4d@of thkicBent BeWi&2100aH chiSdtOh 8Sssid BhiwelH @E RRLHLON,

such as user, |ID, user' rivate key, NOC s public key and the |ike. A user

S
inserts his 9§HEF %OOCaélF‘dLWE&OO-t e wpaEroprd geperatee a@rheaatication request basedan devi ce

400 to initimd giept TPFHRNIRAE WBER 4008m6 lch&Phts idONIeRiAA0 ARHesh uiE1800. The
smart card generates an authentication reqiest based on the client |ID of

the client dREdcblpodeymad dereyRipths rpansgarHasscazearicoived dguete NRT 260 t s

stored publig i m t he
NOC 200 usi“%sé‘?%s@dé'fho?@ﬁﬁ?%%aPE&k%?‘?%%%%aﬁlﬁﬁ%ﬂ%ﬁf BRI LR and

response haveccpeblly exolrnees it smeriesacchandgfbel authérsicatiar serder woduld2 ttheow
aut henti cat i | i roimitial
sessi on keysggegg%ﬁgﬁ?gﬂggﬂggéé%%ﬁpﬁﬁ?%éggﬁﬁh%f%%?ﬁV&ﬂgégggﬁmb{ﬂeﬁgesnart

card enabl esf te NOBt 280 canblcsaa NOIC206rand el tinty'br Sduingritclicke\viceiee 480161 adow a | ow

cost client Vi Ki,ng. encr .1on..and _decryption abj,lities o]

aut hent i cat 89825(13%:1 i dgﬁ%]%rly(%gl es Cé’gfl?ns%nda eglé?g?lbﬁgpa%@ﬂﬁéﬁgdqg%nqcﬁtg géat‘g,ltési on
key and t heothut hesitblshtisessionf the requesting client 400 has been

est abl i shed, the nticatiaon service modul.e 210 passes aff or vi des
The ol font 1D S0l (iRt R s BRfsny S nfR EGReton ot BOThe

I\/b'é al- Deskt opassigen iestﬁblis[‘mﬂ gheeatﬁﬂeﬁiﬁbdﬁoﬁ k@Picd QHAule The hﬂvmeanﬁaﬁlﬁr@spd@ﬁtﬁai ce
nodul e 220 est i shes vjice connection with t requesting cl.ient

devi ce 400 gWﬁgg$§5P8Vgﬁdm§hé?dﬁ??%ﬁgﬁéﬁﬁfgﬁg%ﬁ@%“’gﬁ]vﬁﬁiFﬂﬁﬂb§FWﬁ% devi ce
400 in stepmb@ie22) @04ép 1bm. aTEONMIRTORkIGh sbrvRB nestRAIeatabihed h@ePE@SENt
i nvention, the Meta- Eﬁsktop,nndule 220. conprises one or. nore Met a- Deskt op
servers 225%0npprlioREfith theyegyestingelicutdsyieed (pgd dspynn eistripdMstpdegiior nt

dat abase 246n hekeqaedink @Bticdd00fih kep bgged on the client ID supplied by a
remote user's smart card and reads or retrieves the client. profile to

determine the cllPl Tyegsedanes yah anranbodisant oh ther pressat Epveiion. heee- (e. g.

geogr aphi ¢ bekhi APnAN 310 TcoRBENR dhe 0P Githd Vet Belk (@S sdrFerddols esg) . vthe
attached peripheral , devices and the |1 ke. Based on the client profile

i nf or mat i On]?e o8 SRIICK %ﬂa?@}g seageligh Hie client database 240 for a client profile based on

th¢ client 1D supplied by a remote user’s smart card and reads or retrieves the client
profile to determine the client device typé; the location of the client device (e.g.,
geographic location and/or network location such as IP address), the attached peripheral
devices and the like. Based on the client proﬁle information, the Meta-Desktop module
220 generates a Meta-desktop session using an appropriate Meta-desktop server 225 (e.g.,
one having spare capacity) and establishes a secure device connection with the requesting
client device 400 to display the cﬁenfis;i)'éciﬁc customized Meta-Desktop on the
requesting client device 400. As a security measure, the Meta-Deskiop service module
220 preferably iniiiates the device comection to the client device 400 to ensure that the
Meta-Desktop service module 220 is in communication with a valid and authenticated

client device 400,
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220 generates a Meta-desktop session using an appropriate Mt a-desktop
server 225 (e.g., one having spare capacity) and establishes a secure

devi ce connection with the requesting client device 400 to display the
client-specific custom zed Meta-Desktop on the requesting client device
400. As a security neasure, the Meta-Desktop service nodule 220 preferably
initiates the deld048] BenMetetheskiop & 2 lop-lovel sieclicteintafodt B0t ﬂsmscelrmdmmchhat t he

Met a- Deskt I
Nt hent: cat o Gy W QAR sBefe ol e I R Rind bl Bai®H 1L RS 1 eve
sel ecti on i speicareitehatiter 0UBedcewe 4 Iammlmr dighiel sesadde. |Inta0coadaﬁ@£ﬁ*itﬁlaﬁ

service connect nectin e 40 cific
servi ce cente tfggh P(%esrméfélé‘irﬁ\lll{e}méslﬁgef@?M%faﬁes!ﬁ%&lst Fﬁésgﬁf?eé‘ at nCii ﬁ’&%%&dance
with an as meﬂie weér Hyhihe [ﬂhﬁﬂ @aticd moenielmm-mmﬂ@eoﬂfére aﬂ@b@rﬁ%@kﬁcﬂﬁohﬁet he
first screen,that is he user he client device 400, the
Met a- Deskt ofTGFH81Es 43& 3’5@@%&&? ‘°6 B?W?‘Fg%ed;o@’é‘?np?%lﬁﬁlmgﬁ“ BEndi ng
and ot her setijdgieabl€tcatued af @mtmﬁm ahoNGe M DU @I préfmbRiThdadk gedngat ur es
as shown in Fig. 2A. The Mt a-Desktop preferably includes icons 440

repr esent i n§* e?/‘aqp}eé?}gmg é’?@‘?‘@égﬂ’éﬁ‘?%lﬁ‘faéﬁﬂ%t% pshgoidip aptheqticatsd 1erE 9B iacRewle user on

a specific aanidiemtd Ql?én@@e\%d £t as@ﬁcwrﬁ:ﬁl ﬁg@ 228219 h‘}"‘ﬁff‘ekdi‘nﬂfé QPen hbuAPn FOT
exanpl e, even though a wuser is subscribed to the | nt ernet tel ephony

service, heUifhys pbecTied dp ke foipreed ddepbomyngerviee hephanyotsher apicte adcesstibe cl i ent
devi ce 4. 00idpnRfft s@kE RPAE Widah a8y %@Wﬁ&eu{uﬁ@ea %&PE@%&?hi{ﬁet hggn

enbodi nent of theé present iInvention, based client profi
i nf or mat i onaceAManqsf withnani erodiswal obtheforesent whention,i kased devhe gicad profilhe

Met a- Deskt Oﬁfoﬁ%ﬁéﬁ{ ?ﬁcqggﬁ'llla?iog %chfv@ﬁ‘ ol ttl%nl:lfeﬁ% 95\115@'4!)@”11& rﬁetw thg? skt op

content for a speci l'i'ent  devi ce, ic @ specitrc 1ocation
of the user SerHC%lpe@1¢ 220 ¢anrepstoreize or W@ﬁmlﬂbﬂay)estﬂqp commt éorlaesgkmﬁ)qaclmndul e 220

transmts, e . i ly_C i-NQ: an

updat ed d| sp acjgsg%}%&%i E %@%%1%‘83“&%?5?%% el|f g%%gffﬂ%n?eh% %ab&i t%‘w ce
provi ZI oni ?%IeQ@QSpran?ulet 82 treni8Opishs delnadcades szdn;aﬁll?aslﬁngml\%fnd

provi di ng e - r preci ate a e a-

Deskt op ser(\;/ﬂln?:%11 Ey up%te fhs&a%set Yl?e T, devsl%ers\fﬁ@es that can provided by the NOC

200. Accordi ngl[9049¢s&1ﬂmtgh tliaesdmbcapm@dﬁlmg Sedtant Cemhﬂaumiaemd tad ibegn servi ce

Cl ot devi Fa-tsh WE & 680fns TG QS REer ot arodzd g B e 10 1

aut hent i catbektoptdiie ﬁjxﬁerelgrbuﬁmfag@y@eg&dealthat e \prdaded, bySHe fN@S Aobe

Met a- Deskt o Vi ce, t her authenticatio dul e 210 nmanage
digital s er‘g? ]éi{ ly, als Wlﬁ’l the rf\geta—%esktop servr%ce autthent{(]:at%?l servelce module 210 can 9

authenticate, connect and manage any digital service to the client device 400 via a secure
device comnection. For example, one authentication module 210 can manage digital
service A, such as the Meta-Desktop service, and another authentication module 210 can
manage digital service B.

[0050] When a user selects a particular service from the Meta-Deskiop displayed
on the client device 400 (e.g., clicking on an icon 440 associated with that particular
service) in step 1060, the serving or assigned NOC 200 that is securely connected to the
client device 400 determines the service center 300 that is associated with the selected
service. The serving NOC 200 uses ifs secure connection to the connection service
module 310 of the desired service center 300 to initiate a new device connection (also
referred to herein as the render connectioh) between a server 330 and the requesting client
device 400 in step 1070. The serving NOC 200 manages the session between the server
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[ 0050] When a user selects a particular service fromthe Mt a-Desktop
di spl ayed on the client device 400 (e.g., clicking on an icon 440

associated with that particular service) in step 1060, the serving or
assigned NOC 200 that is securely connected to the client device 400
determ nes the service center 300 that is associated with the sel ected

servi ce. The3ser wen@niNio? 8dwe 850 hldsthe e&fubRing @RRE AbviN4(¢00ant RgigSANECt i on
service nodul e 310 of g$&@de5|red service center 300 to initiate a new

devi ce conn&®PFOH Hafey $ EPTRLPAS St of tarsses ) r B thegrrmeN ¥n)

between a sy @iovd@e tBH Alidd rdf@tesinatch 6f HRNYequedgil aﬁnfl@&lderucﬁ)t t%pthéO?O
The serving 200 manages t he session between the server of the

connection ﬁﬁH@W@EBT%V%ﬁqum@3?@qﬂ€%¥$%@j%ﬂﬁeﬁ¥m@@WF@@WK@OHﬁﬁ@3ﬁﬁ@ﬁ?alns a

record of t@ﬁab‘iﬁﬁ%‘ s@§§1c(d with me%&l&%ﬂ% cﬁ&@tduﬁc@aoﬂyaﬁjﬁlaaﬁ hReviSeaSEMy - That
is, the serving rovides the client profile m%ormatlon of the

requesting é‘l’l‘lﬂémmd‘éﬂif‘f”@@ fz%elw; Pherroiding dlea reanesiedrspivios awd e eeq8astinand
instructs t bﬁen@%eaegub@rav&eﬁlggggl\}by%ul @mﬂp?ﬁo& Lkl LihaRq 38 @ﬁwﬂyw th

the requesting client device Initra eV|ce or ren
connect i on beturiegthat He comrepiém BBepnalpied? h@gmttlhtes aléql..tgsingdomwmn&:e) thed t he

e " St Aol o 4 Bl JofecN 16 coleecRBPAARGD  BERYLLS

enhanced secur nection servi ¢e fv
initiates aIFhatomtlgaozﬂ‘wgt ¢aimee d@l canscatlontohe 1m¢zhﬂee:nm1edmms ae shedddbsiceadedieno

i nconi ng co ctions t ervice center That is, no
client geV|%g§ %EB ]ﬁﬁ%%éqﬁO%HP%a%FOTﬁF?féf e%% gﬁg’®8°1ﬁgc§gf%lce
center 3004000d11mastﬂresn&i6§t1ﬁametﬁ-aremt¢1ﬁt"E& mm&dﬁ@p&rﬂlée&n&ﬁl‘% T® weaneection to
the client eV|c t hat Vldl t he Met a- kt o The cannecti on
Sorvi ce- modiiEan e tns soP it RoRr BERREN St Hai e PRSI
appl i cati onpBecyli &8minn el hﬁﬁag"eﬁ 2t €oninkdiidh a6 tthy Rlierrdetiee abo f orimts, ans
manages the connection to t f % hent devi ce 400. Th& is, the connection
% 3t Frolutign.o colgi pentts

servi ce modf"8°HEY EBHIRrPAN CHBF Rl (e ssrut

keyst r okes, kdyBtas®@s, 6RO ichrtiaseL4e ) prfRTaePhr 8l dah cBatlicaty m ok kent
device 400 for anpy .of the-digital services available on the service center

300. It is Qb@?ék?ﬁ%é@wﬁﬁ%ﬁwﬁ%meﬁpdﬁgF&WF@#EW§1ﬁgﬁuﬁ?ﬁdﬁﬁvmﬁﬁéiéﬁﬂﬁéctlon

service m%ﬁxaﬁa@lsl lfeqﬁm AR b&AbIRA sSNRR Al NDLT MR JHpRdLien bipbsiact i ve
pr ot ocol , %‘ via the X11 virtual device driver software. [0051] After the

NOC 200 i niftabiie 8ot @tesdtizpPPORtene. Vit tha X4 b ysiuahienise diwm seftwasar t i cul ar
service center 399sianghe hee ROCENS HaYiGenA0 bt RRFERUSSLERT hi@nt, devi ce

400 transmits user inputs to the appropriate service center 300 mnth over
the WAN 110partipuler eprviceoager Ydond tecdiopt devideet08ethy reguesisarimt go0cptlesses

the inputs andhefRerd gg{s@@m& Qﬁar QIRNEAL QRS %da WBNREAHE vPARNRYS 4§81 ts 1N

step 1090. The service center 0 transmts
1080. Upon receipt, the servwe center 300 processes the inputs and/or performs the

computations to generate output/results in steia 1090, The service center 300 transmits the
rendering commands to the client device 400 in step 1100,

[0052] In accordance with an embodiment of the present invention, each NOC
200 is operable to manage multiple sess‘io'n.sl' with a variety of client devices 400. NOC
ZOOIdynamicaIly updates the display format of each Meta-Desktop based on the type of
client device 400 that is currently being used by the user to access the digital service from
the service provisioning system architecture 100. '

[0053] Service provisioning system architecture 100 enhances security by
maintaining a secure (e.g., TCP-based) connection between the client device 400 and one

of the NOCs 200. The lifetime of the authentication performed on initial user token
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rendering commands to the client device 400 in step 1100. [0052] In
accordance with an enbodi nent of the present invention, each NOC 200 is
operable to nanage nultiple sessions- with a variety of client devices 400.
NOC 200 dynamically updates the display format of each Meta- Desktop based
on the type of <client device 400 that is currently being used by the user
t 0 access t hesediogi {.a) irseting the dmagneard o der dieniedqyiod 09| to nicags fb&dhgml

ar chi tectur 0053 Vi Sion sy.Sst Itectyre 100
enhances se%’ﬁlgv?:g ym%r yP OPF%' ?Jg%ﬁ%ﬂ%é)ﬁée 0881?‘3@!“‘61 t 1yls eﬁﬁ@ﬁa}}?ﬁg’ Eieer Beklett on

bet ween t he dehnemmo gelihe No@:)@ocanas Lo1g as alfis thieedGRYs 2ahtaiddde thel r&@tlm of the
aut henti cation {l aglad, on initial user. token %@e ﬁ)s ion,, i.

inserting tﬁ'gndé RarTPearE PREEES A deopRsstoy s e mades ¢ %%Eéwf’%%enéﬁrgl t al
service, comBoes p@mlsoljz,cas th eddifidnet seﬂiﬁltsbfjrebhﬁwﬁ,qm&ﬁlhbdﬁﬂn Bice npafst:ap! i shed
bet ween the cl i ent vi ce 400 and_t he |l ong as this connection

i s mai nt ai n&dMIAFRS tasvispernneciiqn o he elicut e‘féﬂel"\?@'lfth%"soélaﬁéw?éert”ﬁ@m‘i’éﬂﬁect| on

servi ce modghe £33 @ Rbeild e SREY LER " GRRIEE witBRQ: praeétﬁh@@ba&md%% tiff3, gddi tional
security precaution, the connection service nodul e term nates the

devi ce conn@eRp@ed @a*tth%“l@PH glifte” ugliees ﬁooftfle teﬁ@ted@ﬁQWé%Yq metogdr vi ce nodul e
310 fail s to r eCRioys ADSart keeRs Qﬁth%ﬁca @.ﬁﬁaw bR PrRARkRLILRGH Peri od

of tine. is apprematedthat t eep-al Ive" function is part of the
renote i nt eﬁ%mltcﬁ wedple 3 6 perforn 0aBRlic key 'p‘rmsaectlelﬁ et h@uladhfh@lnhfm@anty ofibdtandshake

or process, 11{dtf'ﬁd1?a!tlh gl?etag 00fic SIRbY I&Re MG U WA EII Qhﬁﬁqb%u&%’% e key

transaction to ensure enticity of bot users and the
speci fic cl keystis dembtﬂm MUbhbkm@ﬁtemaﬂE@buﬂeecmesmmmus lnmmss@:fy tolegsurkeys i s

a problemi Eke&gglle s%m}fa Peél%§}gg%ls(% ﬁ%{)ﬂ dna gey\%tﬂean babdRER o8 Y to

ensure tha are se eguarded N accor dance
wi th an enbidimeai m‘{*enumhethqosee\swprowammmg|S§m¢m mhltcszmw iLoe u@lnzw iagbioami ng

system archjtecture, 100 uti lzes, a tok n- sec mtha

enpl oys srnallr”flsmgar%mtny &Rt (t)11 EERETRE r| ‘f%ﬁg“ Oegs}'sH’ ﬁ%&é{n@% E"? ﬁ"& sessi on
keys. For egtammltmg saxsiva ke, lmemamﬂe usSwlith user samnde Iaselar® tartl ok e;gé@htedi
circuit card t hi.s sessi on, vi,a nt. devi ce 400 access
t he vari ous® q§ar%%8§%t°8f)° IE)‘F SEPFIGT ¢y h es%l’re{}{ (Igeé”sce 4{](2%368?55511?? @”stlﬁ[d'ﬁn aspect
of the prespadkidpnaradigitad Bervicse hl%ﬁdlﬂmﬁawﬂﬂltaﬁk@ﬁbcﬁthhe%rd:!;SﬁrmﬁenﬁbﬂlVtﬁé e key,
user credentia a client/usey 1D I|c 200, a
uni form res%ﬁ‘éﬁr%“@‘%? |Sff°fe§r“3?frs Proest %ery’ ICr o ©-& I‘?afh%%{ %%%d to
|l ocate an appliopey af £NNOR00Ea @11f0nntr&;@u1%é [deﬂﬂiemi @eétémmfm&)qmﬁcm) and

the |like. Pref y, the smart card includes a source ppropriate
pseudo- r andntiss ,%gchte a“?@l’ftoﬁ’éat%éﬂbﬁé"egp V) ﬁfpr{@q‘é’;?s?fdéﬁ?‘&f grﬁnflékq ure 100

does not hame. PeefEgbly, 8 sthiiecHed in8Rties a source of appropriate pseudo-random numbers,
so the service provisioning system architecture 100 does not have to rely on the client
devices 400 having these capabilities. As discussed herein, the client devices 400 may
span a wide range of device capabilities from a simple /O device to a fully-functional
PC.

[0055] In accordance with an embodiment of the present invention, the smart
card/token can be used to authenticate both the client device 400 and the user. Preferably,
smart card is a type used by the global éysfem for mobile communication-subscriber
identity module (GSM-SIM). For additional security, in accordance with an aspect of the
present invention, authentication service module 210 requires the user to enter a PIN or
password to unlock the smart card, similar to the conventional automatic teller machine
(ATM) card. This helps prevent the smart card from being used an unauthorized user.
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devi ces 400 having these capabilities. As discussed herein, the client
devices 400 may span a wi de range of device capabilities froma sinple 1/0
device to a fully-functional PC. [0055] In accordance with an enbodi nent

of the present invention, the smart card/token can be used to authenticate
both the client device 400 and the user. Preferably, smart card is a type
used by the gl ob&?058)Eeresplifverc-hasddi ¢lient demmenifatucioras suubsh: Ibl‘cb&eér (ledemti ty
nodul e ( GSM. in_accordance w ect of
the pr esentﬂ%te%tﬁ?%%@fggﬁaﬁgﬂg illec%te ‘lglglﬁlfé éée/r}”\?e Erovﬁﬁ)&ﬂgesyﬁt% ¥ Eﬁtﬁ“@z% he user
to enter a MM Wilize pgmswﬂwd aythentivdtookalidations mathiod Caucll as sy |sadurd Sodkbre

conventi onal e Chl n This hel ps prevent the
smart card f ?%Wﬁ?logr%ﬂgaec amﬁ rwgﬁaggd%@%worg Pychafgugsirespgpse system

sof t war e- badeduibentgntiordevi ce 400 suchas a web browser (i.e., one wthout
a smart card rea nventiye serV| ce provisjoning system

the
architecture 100%%%13/3‘&{5@ SPRICE SHE A5 Arveyd BRge é%t@ﬁ%?%ﬂ?h%r%ﬁlis sideoret hod,

such as usi sgvisecileph@gCddhsetioh,adt€l cAnSHE- kofiREte® th MBS ¥ ARC] @ fh&aﬂ%ﬁrﬂ £int
reader, a asswor? or chal |. enge/ response sgstem for authentication. [0057]

A di gi tal sSPRACHRNY) R OMECHPn Srire s 0o SET a session, hanbeenissesded vi deo

service, tebapbangrGe ekt BONandahe client 8idR €106 ORRESLSH siiich
through the_ connector(s) or connectllon éerw ce nodu s(rQSc :’»10]%@%1(%P

sessi on hasSBEEHCBE A sciinuer thpwavmsied dieiip\srice cah cavedoide mvdmingaligital ent
devi ce 400, d#9RpeELItAINIEEY b ORinBRAUL L3 e"}%@ﬁa /lﬁcﬁlrsé/hr‘fuekeéﬁtg&é ‘g{g’o ?tl vat es

the requested digital service and converts'the 1 ncomn
repr esent at H’SBWS‘(D%“@“ COMPREE oW des ket Teffragsivay desblop epratodolk Bymbtr mk(bs) into
a data repeRsaikatinurenal lhlie, ! NRHAS Ski.0p
pr ot ocol forrrgft% and encapsul at es fmt) ?&1%%6 %gg%éeg?éns%g‘é?eoﬁﬁoél%%ﬁg? is, the
connect i on &EpipfedEt-merngl @1x3l nagesyof theyeric ®itpittsurppedeniingYirtiatiges: of t he
servi ce outgut, d§§1{ §I§ t LOg~VL T h skt o
appl i cation, etc. g%{o?loéﬁpsg%%ﬁ%%%ﬁloarg?glﬁfﬁo uﬁsglor ?)Oo’iﬁ?‘gﬂ ’?Ss state
and avai | absitate yd mﬂ@hém\mhewc Piotve Veweverf if tilreusts of usdr susih dessbon does
not requesk I Y h he Met a- K vice
nodul e 220 n%_re%@fgﬁa Sel%%e {hgﬁeé S@USEDS\IIC%% éﬁ% @%Skgﬁdsemeem%i O%Ffe{yn Fig.
2A. Thi s enadhtems Iﬂ&}ea@éh tahwe dodiedas smbmtlﬂrﬂlg.aﬁl y Thisneadbled OCES@ORSE to a
user reque : rvice and to I intai.n the state of the
service se S?J(%%J a o t?alug' umne @ eorﬁg)é’]lseﬁﬁranllﬁ‘?bl%é?t T {I‘:ldbgﬂnl4ser‘f11‘i‘-’e?‘l§l fos
i|lustrat edhlwnpaimaas&eﬁtatre otfﬂmrsame Edsﬂ@n semtiek. of a client device 400 to
anot her NOC 200 dd% ful:cordancei ‘19‘ an_ e odi nt of the

[0058 o rig. 4, there 1s1

TNINgE Now strat a process for transferring control

of a client device 400 to another NOC 200 in accordance with an embodiment of the
present invention. Upon a user request for digital service (e.g., insertion of the smart card
in a client device 400) in step 2000, authentication service module 210 of the NOC 200
determines the geographic and/or network location of the requesting client device 400
(e.g., IP address) and establishes whether the distance between the client device 400 and
the service center 300 associated with the digital service (i.e., the serving service center
.300) 1s within the direct service area of the service center, e.g., few thousénd miles in step
2010. The anthentication service module 210 searches the client database 240 for client
profile information which contains information relating to the client device type, attached
peripheral devices, location, etc. The sizé of the direct service area depends on the round-
trip delay or response time, which should be preferably below the user’s threshold of
~ perception. If auﬂ1§11ticatiqn service module 210 detenmines that the requesting client
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present invention. Upon a user request for digital service (e.g., insertion
of the smart card in a client device 400) in step 2000, authentication
service nodul e 210 of the NOC 200 determ nes the geographic and/ or network
| ocation of the requesting client device 400 (e.g., |IP address) and

est abl i shes whet her the distance between the client device 400 and the
servi ce cent@vigo@laisseitiinttbe divedttsetvie atbgiof dhe smving cervide. @nter t306, §&r Vi ng

service cent gy 300l Lot Lile RS (ShigekeSEL LSS 2088 00 Lhe sgpvige

center, usand m
modul e 210 swawddssethe tlizet X mseurcnatazliasxnﬂbma eaqﬂélsﬁng ollienc hs@idted WItR fhelr€questfngr mat i on

per i phoral - caor Bt LG gt Batvie Dot S of B NEE: BB ot cn

depends on tTie Maumktbps bvide kdyuler220 @EIHIES aHiEH?ﬁ:ﬁ c\dﬁﬂeﬁﬁolﬁﬁﬁ}ﬂrﬁu@ﬁm
preferably b the user's threshol d of l%@rce ion. If authentication

servi ce nodtft 1811 HoHd eF‘%ﬁ%g’astﬂf‘FaMeﬁa%SIFt@h &d phige eliand proflleipfogaeianeof400 i s

wi thin the dhéegfuesiaswlie® &R 40, Lhe dRBRVI BE SBIWILR M@ﬁtﬁéskéﬁ F:Ja
aut hentication service nodul e 210 aut henticates the user and t ent

devi ce 400, TERSIBgLEFItSE¥ict A ) Sepri039-DVhes deq wperetslapistandeshied seedereliering
client assoghahrth-Miskidp tdK!;?laSr&ﬂéi?ﬁIe' es’fﬁl cﬁ@ﬁt d%l%‘éé Q@b 1%0&%} %4r0h$h ¢ NOC

Met a- Deskt op _servi ce nodul e 220 of t in step 2
Met a- Deskt o8 eleigroaipespand insrugtp ohee@mmqnémegeram@i exiter e 00 dmmetehlisbra deivich

requesting oGhiefn (ﬁi@é@sﬁﬁwﬂ%e ﬁﬂ%h?%]c%@lﬁ dt)E MRl s S4dop based on the

client profile information of guesting client” device 400, and
di spl ays t he cust®®ntiZédhavelicat besdet 419 iorputside the én]westnvmg acdai frihe devicee 400

in step 203Qent¥1v13%6 3N cdfﬁa%rc m%teﬁlbgd&%ﬁﬂ ({fetﬁie ?1%5 \ﬁ x%%entllfg,o eth F%OSO 40,

Met a- Deskt op di splayed on the requesti ng
the NOC 2060@et@pmlatissthander walcrruaacbtraﬂs@ra:mdr fmqstahhhhagﬂ&emser sasioens er 300

to establis j i Sion w the re i client
dovi ce 400" Rt O30 TIABFERLT, R8I AR: MEGr ERio N E P e e

di rect servie@. dihetis,dhe orignad esey baggion withthehoROHOU mOastﬁmszéa’hﬁae;uwpieh&edan
enbodi nent of resgnt | ntion, the hone 20 encaps es the
user sessi oﬁl %r?O% ransters an 60? #tleg‘g’tﬂ%\t&nt%ﬁ%}gs’l{}%d&§@8 STIES 1B S‘f TG not her
NOC 200 | oc ateedessﬂomsmmﬂgcsextvhxe) @icu;&nlatedeﬁﬁ s BAAhd Meﬁsessﬁtﬂﬁ@hﬁnd\i%@@o) in
step 2060 i.nal_  user e55| on wth the hone IS

"frozen" h%t %BISH%QGB SYP%HS@FBE d]%ti,téte WP aRpng, Fatiqys NQ]@% ﬁP@on a

series of dHﬁmﬁah&ﬁi s Setnetd i Shivedres, thd hodae NOESHD @bkt&radida@s S&d vers)
encapsul ates and transfers the gl?er sessjon to provi d]%gl obal" hot desking
(i.e., synchrEHPZrTgNt e SEAEn O EErdiee S8 N arftoig Weafid'd ASUSROCSI200) .

Upon- a user orsthe @éed Hitatizte D80S Rn®avE060)34 &8 2070e home NOC 200
rest or es/ updat es_and
[0060] The NOC 200 hosts and continuously maintains the user session, thereby
enabling the user to freely switch between different types of client devices 400 and/or
locations in real time, while maintaining the user session on the NOC 200 and/or the
connection service module 210. The user can continue with the session from the point
that session was last accessed. Accordingly, if connection service module 210 does not
receive the “keep-alive” message from NOC Wiﬂnn a predetermined period of time, the
connection service module 210 terminates the render or device connection to the client
device 400. Similarly, if the user logs off or removes the token or smart card from the
client device 400, NOC 200 continuously maintains the user session, but terminates the
authentication comnection to the client devicé 400 and instructs the connection service

module 210 to terminate its render or device connection to the client device 400. A. user
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synchroni zes the user session in his hone service area (i.e., stores the
state of user session on the user database 230 of the home NOC200) in step
2070. [0060] The NOC 200 hosts and continuously mai ntains the user session,
thereby enabling the user to freely switch between different types of
client devices 400 and/or l.ocations jn real tine, while maintaining the
g ?ﬁ%%ﬂﬁn‘feﬁﬁ‘ﬁs@ha‘ﬁﬁ’fyn‘%fégg% Pbce Srustngrasresst gppbion ek@n 0. The

user session on

user can cotlis idn@iby e kiterigens kken i@ MetsBie BPliMerent NRh: 84RE1LOH WAS; | ast
accessed. A@éﬁ@dLﬂglg, i[ connection service nodul e 210 does not " réceive
the "keep- al'f%/8881& 8L AL [988s oNcran e onmalelpd 3p swehebatpracklipetrdenideodO% i e,

the connectrhey) as€e \boffectBady be Ak dR1HU0ALES r '
connection to the élienf devi ce 400.CSLniIar?%?ﬁﬁfﬁgﬁgﬁﬁgé}gﬁggﬁgg¥f

removes t he Bk DlosvRep paethar livyt gavieall by remntinglevaker i000he NGCORO0
cont i nuous! Yei 40bah fistGg USSHhe S&3 cﬁﬁnt e UG, g@@grttﬁasn 18 i?glﬁ]ehﬁ(% 1/::2: on

connection to the client device 400 and I nstruct e connec
modul e 210 Berdediorfviigh betiveen theplifet dayicesiby et of Grpestitaivntiombin@inet agnt

devi ce 400. 2 ' er session rely. by |oggi ng back
in. If usinﬁégggﬁgﬁpééérggg§ﬁ%o éﬁ%ﬁﬂ%ﬁPéﬁﬁ%mﬁgﬁﬁﬂﬁ§mg§¥bﬁ¥@?¥:aeg%% t oken
i nto the sake tgre kit feartbptime [that ptusatdvgsoef 4@Dlogsbuek ontot ) eestiog gha@sHen and

| oggi ng of f , witch. between cl i devices 400,  Thus, a
user connec?@%Eng%%g c‘f%%?déggéggmf 6méﬁﬂm?ﬁ%ﬁwkgﬂhObﬁQQgﬁfé@?ma%ould

| ogof f- fr ofre INO@EZA0 hogstaristed tanaithericatd ant prdgylyc@nd@edyornedoMiwigh a t oken
fromthe fi&g%_&kﬁq@heﬁggyége ng and in rt%@g into the second client

devi ce 400. Other THaR & patss HHe A8 "EFher 2 fBRa sy Proprisibeopd digdah t he
client devimgstatth¢PBAa) eviolk ttahelingl elf@npaticgeah Stilltenisad. Nedia R scth& user
can then nn%e.about whi | e anh%nﬁ#pgspo show t he presentation. \Wen there
is a lag ti'REBERHEGETR AL [HHalsen oplydiredsdg sarpr s smart rgsr kektoont o a
sessi on, t hemseBsicoss hiseuipdrdbmetathedmandgwsdor ed on the connection service

nodul e 310 or tm‘g%l\lﬁ 200 while the NOC 200 re-establishes the
aut hent i cat ed aho3t SBRPIRP LRI S WENHICETHYFs WcoRng dnta Frawy sevicent

devi ce. Heneeiddher Rriets 330 aﬂ\?ﬁﬁsés&ﬁe ﬁifdrﬁ&ﬁﬁ&pfoigfralﬁﬁﬁ)sngEQ% HeXrbld 'ﬂéﬁgx[%l
di gi tal a§®hsp@gts ( PDAs) , ile traveling, although they can still be
e

used. Wth rRFPSCRE TRERSIOR Sitibrs g §3mie uyer dnterfice @ te@ﬂhechémodemeﬁwﬂonl y
needs t o casthat MAkS tl‘éﬁﬁ()ﬂing ah@dRdioh WA &0 the’ ﬁ%?!aﬁd %ﬁ&?&hﬁ%ﬁgﬁ Qi por ate
d ul e

net wor k fron1aQ%mhere. 10061] The connection service no receives
i ncomi ng d&LEPt rdeRiee LOPVIP clisplayr the i rerpssnigions ef ther ¢330 thndliqphdsese BH@

: ziglr’lt”?;i’]o"l"rin%odﬁﬂgqg§rﬂ'&%&sgﬁ} obBrebdh aGhdagDfire %‘?}ﬁ!’]g& ‘Cﬁﬁ)md' Q. for?n%?tda enent
utilizes the basic user interface of “each client device 400
rat her thafio% PEREPED diangsolling of pest ito notyas etddeo otuings frelatb Uiitdypatedt markup
functi onal .ﬁaﬁlkt@a%e Qf—ITﬁ/ﬂfbrﬁles and graphic files to the constraints of mobile device and other
web-enabled products which usually have ‘smaller screen sizes, lower memory, and
slower bandwidth rates. The client session and computing overhead to process and
manage cach user session resides with the NOC 200.

[0062] The connection service mbdt"iié 310 transfers (i.e., uploads and downloads)
data to each client device 400. In accordance with an embodiment of the present
mvention, the connection éervice module 310 is a normalized virtual media buffer
operable to transfer data using a range of protocols, such as ALP, RDP, IP and the like.
Preferably, connection service module 310 transfers data using the remote interactive

| protocol optimized to provide a high level of performance with encrypted delivery of

streaming data representations, such as streaming video and audio. Those skilled in the
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client device 400 to display the representation of the data on the client
devi ce 400. Transcoding is a process of converting a nedia file or object
fromone format to another. For exanple, transcoding is used to convert
video formats and to fit hypertext markup |anguage (HTM.) files and
graphic files to the constraints of nobile device and other web-enabl ed
product s V\/n|a&h‘”‘ﬁé‘ﬂﬁmpﬁmﬁ%?\tf@f%’ﬁ’ﬁ@‘qﬂélalag%&@éﬁe@iﬂz&@dm @wWedteo wemog fransmittd S| ower

bandwi dt h ra&Rg. thEhBsee! DaRdras eBslen ﬁ@ﬂp QRPYL e,;?gﬁ process and
manage each USEr session Egergl des Wi t X g% 19){8%2 mgcpﬂtﬁ%otl on
servi ce noddfdutecture, gsrthese fierpgts tplerate, SOWI@@dsssadeedcdmeamm)lated@t aBdch each

client devi di-ment. of t

i nvention, t%ﬁsgﬂ%%ng&éﬂ]ﬁagﬁ%g@%%g bg)u%[e31 §%le£0131 ﬁ%‘} Ha Ez S'?yf B5P media
buf f er opelsﬁmcé drigerthezing fittr ovdeteadauisiz wggiae pawigeoeing pgiheg @@dhsas Misedzos ALP,
RDP, | P and lggovuégﬁheFgﬁﬁ&bh%acﬁonnect| on service nodul e 310 transfers
data using t remote | nteractive protocol optimzed to provide a h| gh

| evel of perfornﬁlﬂéﬁ BwNtwtuermtfrtlwppzedandeérmem;bv&iomfgtiy@taﬁﬁi Achifetuge, N

r epr esent at 526’6'35111 esga%p s scturreecam “%h {deo grg audi 0. Those skill ed |n t he
22 art will “apprecia AP S GIPHPHGhP 3R Paesly ihe someriigieRyonmantye or

vi deo can baoa mhmltmedbwdasom@ prdreddinparaletaBramRealRe Rl bot R )rpRd/ or " a
as these formats tolerate

proprletarytu r ot oc rchitecture,

some data |89 ﬂ‘@%gaffﬁ ng"‘ G‘Eﬁé‘”’i Hiceresnt Eyeptionsaatlpopll sesgioaplt bal user
interface (ﬁdil)lbland thd S&b@|W1t116fltO£ﬂj?H&dtQ"ﬁraﬁt§ﬂgQ%ts‘ih’e' MEReRce CRARr B@Qrﬁﬁhg e
driver havi n it's own rdgnderl ng engi ne or w ndow ng engi ne, such as

M crosoft ¥ VWH’@O"\?&L?‘E)?‘“ fonfipyeus aceTveVhs flain fromermpivhese, ipdude uBpewtd t ue of

t he presentregRtaio&iopd, OVi Si oni ng system architecture, NOC 200 can
establish a secure comruni cation path between the connection service nodul e
300 and the cli &RPO4dYi e 4900 theo f%?%fngéleﬁﬂlilpﬁ@lal fahesels| @mtfsta‘@tbnssendjrl ty to
both the seiifbve BRONIABES 0BG ﬁb&tﬂdﬁ &ifi- be & Adgi £ ¢ Bk &difa ity

i nvention enpables all sessions to be availa Pe to the user wt any

dat a t r avel {HRGTERAS e dessapiiaariyfocdes wastied agdiostratitie snly pmbmlfdr thg pSﬂIDBH e and
cont i nuous #FG&L f ecure r enot e

| ocati ons. 006%?@%1%3%1%1&\/&12& the a&%?@ol?éeggég?%& glg@% H]gl on, Veﬁlulﬁ% %ﬂs of

modi fi cat i S&H‘éiufeamférh@atfﬁrmé sshfadiatie nvighoof dbﬂm&ngnftemt thanspmﬂ bf big:
apparent t ngl y escriptionis to
be constr ugré‘;égg&? aﬁﬁgiteregg}l%}g& ]%)Sggf 4 }n dlﬁAgt q’%l d B’r%@“éﬂ H’Sf'sc?pgaoéﬁk? ‘ng those
skil | ed i n appradad elairhés Ib@s\tedm)de.of carryl ng out the invention. Details of
the structure nmay be varied substantially w thout departing fromthe spirit
of the

23




i nvention, and the exclusive use of all nodifications, which come wthin
the scope of the appended claim is reserved. 23 CLAIMS 1. A network
operating center (NOC) for assisting in connecting a client device and one
of a plurality of servers over a network, each of the plurality of servers
providing at | east one digital service over the network, the NOC
conprising: a client database for storing client profile information of
client devices and/or users that have an account with the NOC, the client
profile information having at IeastCﬁAHﬁgient identification (ID)
identifying respective client devi /or users and subscri ber
information indicative of services available in association with the client

| D; an aut hentj cati ser,vi ce .adapte recei.ve client IDs fromthe client
devi ces conneic't ed f?get‘fv i thg%éjm?rﬁgb#&fwwuntgﬁ%C%ﬂ?teﬂg}gtai Cﬁ:‘ﬁ’iﬁi on service
capabl e ofevikceed shawf a jlielicldfeaied at@hasevdrb, btk &f the pluigdofGkivert 1Ds to
assi st in_aut henticati na, tgle cl.ient; a service _selection service configured
to p_resen]E’r,OV‘(Slﬁlgzi‘ﬁ °atiohe Rt elaeuereQvrehe netgath £e NAC ap@pridge of avail abl e
services based, clpht da@Made foPsiBARd clicRibrbiie i?ﬂdﬁﬁﬁ{oﬁ%?ﬁlien’t ALALTBhyGN, and to

receive indication of a selected service fromthe user; and a connection
servi ce c#sfsitiaiha: angceamt gith tHOET the hleny brddd infoyrmefiorskavingrag leoster  t he

net wor k t ] i . L VI G facilitate agcess.to the
ol bot o ORbRERHAES, (DPBRUEEL SERSLY LG bAARRIL BeR B8 STRGIT (e
servi ce sefenhionngdiestiricod sereced avaiialdd inenfociatioh ebmkd @ienpinvi ded by t he

client device, an her.ei n the service selectiqQn service custom zes the
di spl ay based %ﬁu?‘ﬁl\é@?ﬂﬁ%_ﬁwlﬁ%?é?ﬁ\f[ié? FREEY D! ﬁﬁ%‘rfi&ﬂl it@_ Ie’iltrﬁiFB‘FﬁSafti on. 3.
The NOC ofonfitcddd®o Zhe NOETREFLE HAWSAL, WieGRIRAE RGN UNiSEEMHLTE oEMILRIHZeS the
di spl ay based, at least in part, on an identify of a user operating the

client deieekent databpsptongbiaip stored ghignt 3Ds {graspist in apthenticeting the cimlbect i on servi ce
custom zes the o fiSRLAY:HASET ' : Lflc client
devi ce oper at edse§)31/ the user. ?&#ﬁ%ﬁ%& ﬂé%efgﬁ?glﬁ?ﬁl%gh%%%%?%ﬁepﬁe service
sel ect i ondeyereya displgedfenhitabic sediisgslbagedf olenat inlpas,aoh thasitbheidey pe of t he
specific ckient dgv{ttce. 24 .6d. The EICI: of cl ai.mOtZ, vl@erei_n he service
sel ect i on"SEPI Ce LS TEIH TR ien o F§%?C§1§f&8§’§%€ o heusgia g n part, on a
| ocation of theocHs®tion fervit8€oiglre@lio drdicibe ofMREHIa it JTReS Bk bvE&ahSEl ecti on
service custom zes the ) . _

network that provides the selected service to facilitate access to the selected services over

the network.
2. The NOC of claim 1, wherein the service selection service receives client
information provided by the client device, and wherein the service selection service

customizes the dispiay based on the subscriber information an/or client information.

3. The NOC of claim 2, wherein the service selection service customizes the

display based, at least in part, on an identify of a user operating the client device.

4. The NOC of claim 2, wherein the service selection service customizes the

display based, at least in part, on a specific client device operated by the user.

5. The NOC of claim 4, wherein the service selection service selects a

display format based on the type of the specific client device.
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di spl ay based, at least in part, on a tinme at which the client device
connected to the NOC. 8. The NOC of claim 11, wherein the connection
service provides a network address of the authenticated client device to
the one of the plurality of servers providing the selected service to
facilitate establishing the bi-directional connection. 9. A system of
securely providing access to digital services fromone of a plurality of
servers to one of a plurality of client devices over a network, wherein
each of the digital services is provided, at least in part, by generating
data in a native format to be articul ated to a user via a respective
client device,6the ByedN@eof olaine E,S\Vhfgem thersetwiverskleaparsatvicegugemizes the NOC) f or
authentlc h ral ity of ent. . devices, and for brokering a
-direct ?ltsgg}lgb&gg(?ir?gice T ORPHE \r/l\éé%cagfﬁ Rt P4t ed client devices requesting
a digital service and a server providing the service; at |east one first
connector coupl ed t,ﬁ‘gg\ze gf the plurality of servers, each of the at
| east one conn&ct or (§ & clain £.rahessin the Serisedalediqn e lise cHaemizes ther mat to a
set of rg b e
connect ed ?l%@{ h%gggggg?ﬁﬂ%%g%gg%&%naggﬁ d&z%%éi%%{ﬁl&r&ﬁ?lgﬁ{tegg@\]}?gq\g(guch t hat
the data in the native format is not transferred over the bi-directional
connection or gtor e 10,. The .syst el I m9,
wherein the r eSf] der ?ﬂlet}go%gg ¢l élﬁ F%}regeag b CODﬁlGCtl?Ih?C&iF%]?I‘O%Iﬁ]BS[ zbneg‘gor&l Spl ayed
on the cl a(blnftss dﬁthb@&thexﬂtibated’bberﬁyl&tlﬁmowlﬁe @ieadflﬂhe%)lumtl@roebdivérﬁlﬁrodﬂﬁ@ in the
native fo 1 ncgl udes tex(i] I?l% £ enderl ng commands i ncl ude pi xel
i nf or mat i ﬁS? BPTEEEHPY 9deqtatecsigbligmehg ’E?é“‘?ﬂagfﬂn&%’&non the client
device. 25 12. The systemof claim9, wherein the at |east one connector
receives users inputs fromthe client device and converts the user inputs
into instructi®ns G%SWW@ﬁﬁec%dﬁipm}’lﬂhﬂ&aqch@t@létgstahﬂqmq‘?eﬁnmtqm@fﬁormat 13.
The syst em.Qlit i t of sof tware
application Flﬂate %ﬁot éﬁ/%?t? ga‘ti&td eggg%&g%e't&fo ’n‘ghec IPg%cth 0%evi ce,
and wher efhp digitel sstvicds mbwdenb at:kamsm acpat, be geneenting dithén daitiveifrinnt focieder i ng
commands t the .client ev ce . can _view the data w thout requiring

the soft vvarlrﬂ%uq%tﬁg O EEET OA 2 IPRCCIRE 1%&‘@?}‘? e SYPEREPEPTIYAEr ei n t he renderi ng

commands are fmm&%@ema@g:whwr NYOLP foR RuihBhtREASE thy Bluk At BLolichhe system
further corrprl mggféb | east one second connector coupled to each of the
5%

client dedfvicss an Keripg 3 bi-gpestionad sprneetinmrhstyesn andansicated clientconvert user
co mm-nds AL reﬂﬂesruﬁg a ﬁlgﬁt@%rﬂ&vﬁﬁ% skt ﬁ}gvfdfﬁ%%@s(éwﬂ e format.

at least one first connector coupled to each of the plurality of servers, each of the
at least one connector adapted to transform the data in the native format to a set of
rendering commands capable of instructing the client device connected to the server how
do render data on the client device such that the data in the native format is not

transferred over the bi-directional connection or stored by the client device.

10.  The system of claim 9, wherein the rendering commands include pixel

information to be displayed on the client device.
11.  The system of claim 9, wherein the data in the native format includes text

data and the rendering commands include pixel information representing the text data to

be displayed on the client device.
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15. The system of claim 14, wherein the at |east one first connector is
adapted to convert data fromthe client device in the interactive fornat
to nodifications of the data in the native format. 16. The system of claim
15, wherein the at | east one second connector is part of the respective
client device. 17. The systemof claim 16, wherein the at |east one second
connector is Jlocated renotely fromthe respective client device, and
operates as a proxy for the respective client device. 26

12, The system of claim 9, wherein the at least one connector receives users
inputs from the client device and converts the user inputs into instructions on how to

manipulate the data in the native format.

13, The system of claim 9, wherein the data is in a native format of a software
application located on the server, but not located on the client device, and wherein the at
least one connector converts the data into rendering commands such that the client device

can view the data without requiring the software application.

14, The system of claim 9, wherein the rendering commands are formatted
according to an interactive format, the system further comprising at least one second
connector coupled to each of the client devices, the at least one second connector adapted

to convert user commands input on the client device to the interactive format.

15. The system of claim 14, wherein the at least one first connector is adapted
to convert data from the client device in the interactive format to modifications of the

data in the native format.

16.  The system of claim 15, wherein the at least one second connector is part

of the respective client device.
17.  The system of claim 16, wherein the at least one second connector is

located remotely from the respective client device, and operates as a proxy for the

respective client device.
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