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1 English Translation for PCT/JP2004/005881 SPECIFICATION 5
AUTHENTICATED DEVICE, AUTHENTICATING DEVICE AND
AUTHENTICATING METHOD Technical Field The present invention
relates to an authenticated device or an authenticating device. 10
Alternatively, the present invention relates to an authenticating method for
performing an authengiesitibrarsétivecty tiE dlithendicatsgadevice and the
authenticated device. Background Art When a user enjoys a certain
service, identification (authentication) is performed to 15 identify whether
the user is a valid user qualified to enjoy the service, and key sharing is
performed for cryptographic cogimunivationi@ne type of cryptographic
algorithm is used in cryptographic communication, and authentication and
key sharing cannot be performed between devices implementing different
algorithms. Further, there is a reference describing a communication

system whatéinapluralty o 2@ proecals fereynoaaphiciesegiogy
application can be employed (JP 10-304333). Additionally, there are

references describing Asnhnalagiesutiizingrepivedityef algorithms
(JP2000-1 5 1 57 8, JP5-227152). As stated above, conventionally, one

kind of cryptographic algorithm has been used in cryptographic

communication, therefore, when the algorithm is found to be vulnerable
Te2mtiFRIoken, or when security (safety) with data encryption cannot be

held due to leakage 2 of keys or the like, a securer algorithm etc. is to be

impiemeatesl. #veHEbAERSS 1 M@Muthenticated device or an authenticating device.
Alternatively, the present invention relates to an authenticating method for performing an

authentication between the authenticating device and the authenticated device.

Background Art

When a user enjoys a certain service, identification (authentication} is performed to
identify whether the user is a valid user qualified to enjoy the service, and key sharing is
performed for cryptographic communication.  One type of crypto graphic algorithm is
used in eryptographic communication, and authentication and key sharing cannot be
performed between devices implementing different algorithms.

Further, there is a reference describing a communication system wherein a plurality of
protocols for cryptographic technology application can be employed (IP10-304333).

Additionally, there are references describing technologies utilizing a plurality of
algorithms (JP2000-151578, JP5-227152). |

As stated above, conventionally, one kind of cryptographic algorithm has been used
i cryptographic communication, therefore, when the algorithm is found to be vulnerable

or is broken, or when security (safety) with data encryption cannot be held due to leakage
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happen that different algorithms are implemented by devices, and there
has been a problem in that authentication and key sharing cannot be
performed between such devices impjementing different algorithms, as
referred to above. Also, since different 5 cryptographic algorithms are
provided by each manufacturer or the like for a market etc., there has
of kgepr shorslenshethatadgehigntication mnickkey Bhaningicannetdea case, it may
performed between devices implementing such different algorithms.
happdoribetdrftimre asieensacpropienerirediat dhen thendadurith{satety) isroblem
not being maintained any more, a securer algorithm is to be implemented
in thas mertiongdaboddewhlehing. 0amay et firachbewheraithedexisient
systems and devices become unusable by implementing a new algorithm
impletocwalgiticiaty; thereithas heerfarprdblemdtethah@veniif-a a@rRnt
sophisticated algorithm is to be devised in the future, the algorithm cannot

cryfhesaglied o timtdeaicprobishingschaematagdnkerbisBnipliest Ohiheet ctc..

present invention to resolve problems such as impossibility to perform the
theratithentisatipnlue i difesencarhinsialirtialpaithms s anoleah ahigct

of the present invention to allow a system and a. device to remain

betvapardble everpwhental slgaritimbaskesmmade unusable due to
breaking of the algorithm or the like. 20 Further, it is another object of the

Preseilviiy 8o R4 Fede gihadis ki ah A6CFRASEINSESH ALY 19 not being
breaking of the algorithm or the like, by allowing a system and a device to

maik@Maiaworkale, AdGHIPRRISIRROIRSHAINISHLRIANE RISRRRLINGNION hich
to reduce the chances of invalid decryption being performed by

may@avesd aRRKRO e ARCIgIINIONE-the S8 esdR come unusable by

implementing a new algorithm etc.

Additionally, there has been a problem in that even if a more sophisticated algorithm
is to be devised in the future, the algorithm cannot be applied to the device which has been
used.

It 1s an object of the present invention to resolve problems such as impossibility to
perform the authentication due to difference of installed algorithms.

It is another object of the present invention to allow a system and a device to remain
operable even when an algorithm has been made unusable due to breaking of the algorithm
or the like.

Further, it 1s another object of the present invention to reduce the risk of decrease n
security due to breaking of the algorithm or the like, by allowing a system and a device to
remain workable.

Additionally, it is another object of the present invention to reduce the chances of

invalid decryption being performed by eavesdropping etc., and to improve the security.



3 Disclosure of the Invention In a first aspect of the invention, there is
provided an authenticated device comprising: a memory unit to store at
least one algorithm identifier and at Iéast one encryption key identifier in
such a manner that one algorithm identifier and one encryption key
Disclagemtifishafevsaiied as one profile; a transmitting unit to transmit, to an
authenticating device, the at least one algorithm identifier and the at least
ote &fitrygriont keythidenvifigicstotiezidoly thevitkehonautiienticsigdhievmanpmprising:
that one algorithm identifier and one encryption key identifier are paired as-
a mengm ymibfileiaaetkindhgnenilgoitboeide)tifomativbaa iethse oticanay plevidesyadentifier
prescribed algorithm identifier and a prescribed encryption key identifier
in suchairachasatire sori bégbptofil edeakiitte drfdome amomptite latyedsittime are paired as
algorithm identifier and the at least one encryption key identifier
one piralsmatedrsynitingransmittingueititatd an authentiettignderdce stiagatiidhst one
to perform an authentication process with the authentication device,
algorithms édbonfitreapdekerivéehst goeidnuryislentikiey advdiieresatibedhenaeypsigrunit in
key identifier paired as the prescribed profile received by the receiving
such amifinfer that seecngoasheckiehtifiern avdrtiersribereiis providedifsr are paired as one
authenticated device comprising: a memory unit to store at least one
profil@lgoréteividentifietpatdaast, ofiere nbey plidenkiextiae ndifiece anhatsteisidonigorithm
profile identifier to identify at least one profile whereby one algorithm
identifttenkitier srsenBaihendtpash e rigalitBrpidenatiier paccanelgroniptiencted from
key identifier among the at least one encryption key identifier are paired;
amon@ WRNsMigingdmitdgoiansnmiciifiat leastianaprafie identifievsioreddy identifier
the memory unit to an authenticating device; a receiving unit to receive,
transr##08% the AehentisatingedaMieeatipraseninedRivlie iRk saiec®dperform an
from among the at least one profile identifier transmitted by the

authentication process with the authentication device, based on the prescribed algorithm

identifier and the prescribed encryption key identifier paired as the prescribed profile received

by the receiving unit.



transmitting unit; and an authentication processing unit to perform an
authentication process with the authenticating device, based on a
prescribed algorithm identifier and a grescribed encryption key identifier
paired by a prescribed profile identified py the prescriped profile identifier . .
SR Y g i il ot SF AR R GPBHTFRIERIGS cevice
provided an authenticated device comprising; a memory unit to store at .
COMPYISHEF GhESIYUR i THHE 2 Rsh P 6 ESSRE RO &S F At O EPgyPtion
. version identifier to identify a version indicating.a set in such a manner
key iGei e 2t ¥ teAvhQA R iiSBHGRe ddTRHRY Rblrasonfimiglitrthdsieby one
least one algorithm identifier; a transmitting unit-to transmit the version _ '
algorifhandfentdier s eh i iamAF AR AR Rt dRbHRY fsicae qencryption key
__receiving unit to receive, from the authenticating device, a prescribed )
identifipy HAGRRIdEH BTiksAEb S SBRITIPICR kepresatibics angbatimd: selertenitfsig unit to
among the at least one algorithm forming the set indicated by the version
transpde Hiffigl lgsthengepsniiie iggmﬁ@r tpTshRBe dhsy IS N SRR G ikt hgRgicating
_ an authentication processing unit to perform an authentication process
devicgyith tRechiiigeHiitatihgcgeliee fioamddoRuHepisaind clevat§ontttiescribed profile
identifier received by the receiving unit and on a prescribed encryption key
identififsntifilecisdirépwitaraead réxcriedeaty ovtBnPig8itifisersifier atfenymitted by the
aspect of the invention, there is provided an authenticating device
transneviigrigity shchaaravienifatty storecas e s doayorimmait entifatigricbatprocess
least one encryption key identifier in such a manner that one algorithm
with {hieatiffemgingogelevicsydrisad Koy ddemtifiebertalgainduasdenelmiofitet & prescribed
receiving unit to receive at least one algorithm identifier and at least one
encryphenybtio ndeaii lide mefied frone ancsctivedtivaBlt déwitidied Solabtingesmibed profile
select a prescribed algorithm identifier and a prescribed encryption key

identiigientfier qolaimethascecprasrvilbéd profile stored by the memory unit from
among the at least one

In a third aspect of the invention, there is provided an authenticated device
comprising: a memory unit to store at least one algorithm identifier, at least one encryption
key identifier, and a version identifier to identify a version indicating a set in such a manner
that one set is formed from at least one algorithm corresponding to the at least one algorithm
identifier; a transmitting unit to transmit the version identifier stored by the memory unit to
an authenticating device; a receiving unit to receive, from the authenticating device, a
prescribed algorithm identifier corresponding to a prescribed algorithm selected from among
the at least one algorithm forming the set indicated by the version identified by the version
identifier transmitted by the transmitiing unit; and an authentication processing unit to
perform an authentication process with the authenticating device, based on the prescribed
algorithm 1identifier received by the receiving unit and on a prescribed encryption key

identifier paired with the prescribed algorithm identifier.



algorithm identifier and the at least one encryption key identifier received
by the receiving unit, when the at least one algorithm identifier and the at
least one encryption key identifier stored by the memory unit in such a

th lgorithm identif] : jon key identifier. :
ot K Re Brsfie iR 1 ATSBRek oHE S MLREHF s device

the at least one encryption key identifier received. by the receiving unit;
COmPR it TTY G B a1 he b S4Eh 558 SO (G s st e
prescribed encryption key identifier paired as the prescribed profile X
encryRfECHSY I Solactiiy (iR 8 AR (LEFEH o HEBIGRE A3 one eneryption
. authentication processing unit to perform an authentication process with. |
key l‘fﬁ’é“ thavriBated Yoot PR B IRSsERTE AgBhthat itFaRtiRer Aeprithm
) .the prescribed encryption key identifier, paired as the prescribed profile .
identifiehapdiRbIlPly AN FRFTERTIRMEUNISHIEHHRCRR B ARAERIGE RS Aglecting
. is provided an authenticating device _comprising: a memory unit to store at
unit R etsghé Asrtfedialsem adenfisnerd e mitorvrd FissrRitRR, kg igentifier
_least one profile identifier to identify at least one profile whereby one
pairedy g Aiiie teERficr atHe R arsd dietst 8KEgomiTaEhfree M dhend least one
encryption key identifier among the at least one encryption key identifier
algorighm dasifiy Adetimat Upisteve sERFEMAITR D0 IRHIE & SaeivR S s fseiving
_authenticated device; a selecting unit to select a prescribed profile o
unit, yefetither atdred pyetrteardhne idanifirorh e g lerstane socordippdtes identifier
identifier received by the receiving unit, when the at least one profile _
stored durififemstored ByttHesseh mamsr thit existienoideat fisgr e encryption
profile identifier received by the receiving unit; a transmitting unit to
key ideafidientaivepgrescribeteppoiiide garifior suldbredi Dyat o se Rlginghunitdgnti fier and
the authenticated device; and an authentication processing unit to perform
the atdppadheraicatisirpkeradeniifiithesceiutiacititeradodeviverbidse hommitting unit to
prescribed algorithm identifier and a prescribed encryption key identifier
transipHiréx iy prestribeeriprofilalusiiifieandytive presolibédencryption key identifier

paired as the prescribed profile selected by the selecting unit to the authenticated device; and
an authentication processing unit to perform an authentication process with the authenticated
device, based on the prescribed algorithm identifier and the prescribed encryption key
identifier paired as the prescribed profile transmitted by the transmitting unit.

In a fifth aspect of the invention, there is provided an authenticating device
comprising: a memory unit to store at least one algorithm identifier, at least one encryption
key identifier, and at least one profile identifier to identify at least one profile whereby one
algorithm identifier among the at least one algorithm identifier and one encryption key
identifier among the at least one encryption key identifier are paired; a receiving unit to
receive at least one profile identifier from an authenticated device; a selecting unit to select a
preseribed profile identifier stored by the memory unit from among the at least one profile

identifier received by the receiving unit, when the at least one profile identifier stored by the



profile identifier transmitted by the transmitting unit. 6 In a sixth aspect of

the invention, there is provided an authenticating device comprising: a

memory unit to store at least one algorithm identifier, at least one

encryption key identifier, and a versjon identifier to identify a version

indicating a set in such a manner tha? one set is formed from at least one

algorithm corresponding to the at least one algorithm identifier; a

receiving unit to receive a version identifier from an authenticated device;

a selecting unit to select a prescribed algorithm correspondingtoa . . _
meM ARy R G4 AGRIRA RS A L P BHORERHY HEPHAT BFIVAE PoniP S TRSIY thi umit: 2

at least gne algorithm forming the set _indicated by the version identified
transptipg WRddROWARRIARE PERBECYr ke rstesiiiy erirctederiinaciequagumit o

one algorithm corresponding to the at least one algarithm identifier stored .
the ayheiricatrchasiicshtkast ArTRierECR RasESHE BB HnRSHORING gehsatication

indicated by the version identified by the version identifier received by the
procesa uitinghe rttBeit FRifttsYithit brefansndit s P reerithgp ridgpiifier and a

identifier corresponding to the prescribed algorithm selected by the _
presciipidctifgyiHrrd e ddentHestRadted MevdipeesaracdrPEftifcidgasifisd by the prescribed

processing unit to perform an authentication process with the
profilgidneifieatendelied bydBedvwHEipasékibed algorithm identifier

transmitted by the transmitting unit and on a prescribed encryption key

identifier paired with the prescribed algorithm identifier. 7 In a seventh

aspect of the invention, there is provided an authenticating method

comprising: transmitting, from an authenticated device storing at least one

algorithm identifier and at least one encryption key identifier in such a

manner that one algorithm identifier and one encryption key identifier are

paired as one profile, the at least one algorithm identifier and the at least

one encryption key identifier stored by the authenticated



device; receiving, at an authenticating device storing at least one

algorithm identifier and at least one encryption key identifier in such a

manner that one algorithm identifier and one encryption key identifierare

paired as one profile, the at least one algorithm identifier and the at least

one encryption key identifier transmitted from the authenticated device; .

e G e B s b Bl e haagpe device
and a prescribed encryption key identifier paired as a.prescriped profile .

OB S BN LA HevTEe R S oM o et 5t angs sy tion

. identifier and the at legst ope encryptian key identifier received, when the

ey §EILAE G AN G AT PR RHE d VoAU OB LSBT 0, et  manner

e
ot
géhat one

identifier stored by the . authentigating device in such a manne .
that o RSt PTG LR THEIEHEN S 0 (DSiFLACAR GRe eleorithm

. .profile exist among the at least one algorithm identifier and the at, least . .
dentifip, arigHpN mtia%ﬁﬁﬁ@ff?eée‘f%%%ﬁmﬁﬁg%,rwsnartr?élﬂm‘ﬂcatea device; a
authenticating device, the _prescribed algorithm identifier and the .
selectifie duibdd eRtaYpfoR R HRch A BRI UL BHaE b edRprafiided algorithm

i _selected to the authenticated device; and receiving, at the authenticated

identifjgy,Riaratlohy the BFHEREAHNG e RO h i Brastsantns gl imu&rmiar the set

~_ and the prescribed encryption key identifier paired as the prescribed = .

indicaipe iy Safereadpoideaiiidgbmahst Yéa%%ﬁéelavééﬁtwm@i#ﬁeﬂlsﬁ&%@g unit,
least one encryption key identifier transmitted; and performing an =

when Sherlgasiiong Yeessanh sarsspriEnsuin dtichtersdeta e sosdbmeldentifier stored
authenticated device, based on the prescribed algorithm identifier and the

by thg rasmiose diih SXIptiamIes) thfepitires! paivcdensithe fpesunn der pidfidivatethby the
example embodiments, there is provided an authenticating method

versidpdfigaiied Wi she-assriomtislgtbe tecaeinedny ahiusising sptic attgryavigag unit
storing at least one algorithm identifier and at least one encryption key _

to trajfemitifide torenvakifertenting désibéictheoaeipandivgetal dorithiestdidsdfialeorithm
and the at least one encryption key identifier stored;

selected by the selecting unit to the authenticated device; and an authentication processing

unit to perform an authentication process with the authenticated device, based on the
prescribed algorithm identifier transmitted by the transmitting unit and on a prescribed

encryption key identifier paired with the prescribed algorithm identifier.



a first receiving step to receive the at least one algorithm identifier and the
at least one encryption key identifier7transmitted from the authenticated
device by the first transmitting step, at the authenticating device storing a
plurality of algorithm idengifiers and a plurality of encryption k .
i LT G 0 ETROE IHE S R IER S i igating method
rescribed algarithm.identifier and a prescribed encryption key identifier,
compySIBE fEHRPYY o diRMer oA P BROREA HORY SamURE et [64L Bif Algoritm
) .algorithm identifier and the at least one encryption key identifier received .
identifeTi ARG ety SRESRIREN AR IER5I AL BFTNE pibaIRy BrAIgh R ge algoritm
. ,igc%ce;ntifiers and at least one of the plurality of encryption key identifiers
identi gt & hyPiYe CRERHRIIR Aty HeRids oAt aigith theoueiedetlneigatitsast one
.identifier and the at least one encryption key identifier received by the first.
algorifmeigingiite 3nd DcahlyarhAsrRMYStED k6 tridsatfieiprdderifisaruthenticated
. algorithm identifier and the  prescribed encryption key identifier selected
devicg; Fepel daR g steiierdrAting dariseifung ¢t dewrtans drosihmcideatifier and at
device; a second receiving step to receive the prescribed algorithm
least quperayRitRNkEYHeSIBE R R A oRASy I JBAtREe t@é&’fgﬁgﬁéadsyttﬁ@r and one
second transmitting step, from the authenticating device, atthe
encryplipR il BevAtePaif an arrmeptilatbn Prisessensgiterithpdepifienand the
authentication process between the authenticating device and the
at leag ftne stieEBEIT e dasBer drarmitiessEione dhal gagniicatrshdtiseaint igrsing, at
prescribed encryption key identifier received by the second receiving step.
the ayhemieigin depest ppiacihesntigaritheyédeniitul ded anaseémicanienyption key
method comprising: transmitting, from an authenticated device storing at
identifeagradied atgorithsaripdniiéie stdecisbp e enthpptiontikeydidesifiom amtbag the at
least one profile identifier to identify at least one profile whereby one
least eiigofghrmlidentfivizmmdghbetdeiehstopecaygorithkey identifier received, when the

at least one algorithm identifier and the at least one encryption key identifier stored by the
authenticating device in such a manner that one algorithm identifier and one encryptién key
identifier are paired as one profile exist among the at least one algorithm identifier and the at
least one encryption key identifier received; transmitting, from the authenticating device, the
prescribed algorithm identifier and the prescribed encryption key identifier paired as the
prescribed profile selected to the authenticated device; and receiving, at the authenticated
device, from the authenticating device, the prescribed algorithm identifier and the prescribed
encryption key identifier paired as the prescribed profile selected from among the at least one
algorithm identifier and the at Jeast one encryption key identifier transmitted; and performing
an authentication process between the authenticating device and the authenticated device,
based on the prescribed algorithm identifier and the prescribed encryption key identifier

paired as the prescribed profile.



identifier and one encryption key identifier among the at least one
encryption key identifier are paired, he at least one profile identifier
stored by the authenticated device; eceivmg at an authenticating device
storing at least one algorithm identifier, at least one encryption key
identifier and at least one profile identifier to identify at least one profile

iR AR e e omang b ALiees PG AL g

one encryption ntl ler among the at least one

frs SRSV | r r
a firs trg%[s?mii?ea& SUEIEHACRASH S eRe! AR A one

i r rofile f h h icti device
algorfiff FEa GBI RTINS %a%ﬁo%sﬁ%it?i if Lo S CNERINAAINCR . the
t 1ead %@5‘1’&0&?&%” AR e GR ggngeiaceg SiAnaLe

eaSt ne pro ent ITier recelve transml

iepicang ey 3%&@1%@@3%@@%%&%2& depuerseieeted Qe o one

Cae ice: and recelVlng at Ut]hentlcae evice, rom
a nti tin ce th scri ed ofiei fiers lected. fr

?iiong rctiisai b i i e b E’mE’%ﬂm“

step, gtut%hem ttltg 0 rOC eSvS1 bettwer(el)él]étheméith?fen%l Clatm devcﬁ’:: t1 1tefs and plurahty of
en ICa e ase rescri be 1er an

tion key identifier paired by a prescribed profile
encry%{ céynrt%heggrescribed profile identifier. In a ninth aspect of the
mveect[ion lihere |slpr w%ﬁ{j an tica .method ¢

sten. to sele m e ce a scrq% 1dent1ﬁer
ransm ng pfrom an au henftucl:af:e EVIEe Storin g]iel one gor

and a'gi%%“f‘ édaén'eas 1on§(e”‘2{¥%§¥’é‘r (ehd ”“ﬁ%g?ﬁ‘daa caih{%jeé“ 1oL I’O(Hn
a VeI’SI ting a set In suc nner one S

amon %ﬂ at ea togggla %mr?]e ’9 {.r & dp rl%t the agr']lﬁet?g?it eVIg enttﬁer

I er e ver iers ore

rcei G LR e %Qﬂca“”%?l%%véiiaﬁﬁtﬁéﬁt SR AR

identify a version



indicating a set in such a manner that one set is formed from. at least one
algorithm corresponding to the at least one algorithm identifier, the
version identifier transmitted from th& authenticated device; selecting, at
the authenticating device, a prescribed algorithm corresponding to a

ldenuﬁ%%%ﬂﬁ%?i@&‘&?&%‘é'@f*%%r%%%?ﬁ?%n W he“&'c? 9.dey '%8 Lo
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Brief Description of the Drawin 1 is a diagram describing a_structur
o elnalétﬁlﬁ%l{ e e A B R SRR b3 ean the

gty el atetccopans o L s,
e R A U .,
In an eighth aspect of the invention, there is provided an authenticating method
comprising: transmitting, from an authenticated device storing at least one algorithm
identifier, at least one encryption key identifier, and at least one profile identifier to identify
at least one profile whereby one algorithm identifier among the at least one algorithm
identifier and one encryption key identifier among the at least one encryption key identifier
are paired, the at least one profile identifier stored by the authenticated device; receiving, at
an authenticating device storing at least one algorithm identifier, at least one encryption key
identifier, and at least one profile identifier to identify at least one profile whereby one
algorithm identifier among the at least one algorithm identifier and one encryption key
identifier among the at least one encryption key identifier are paired, the at least one profile
identifier transmitted from the authenticated device; selecting, at the authenticating device, a
prescribed profile identifier stored by the authenticating device from among the at least one

profile identifier received, when the at least one profile identifier stored by the authenticating

device exist among the at least one profile identifier received; transmitting, from the



Fig. 5 is a diagram describing an example of a frame of communication
information 3. Fig. 6 is a diagram describing an example of a frame of
communication information 9 4. Fig.&'f* is a diagram describing algorithm
identifiers, encryption key identifiers, algorithms and individual keys
installed on the communication device 200 side. Fig. 8 is a diagram
describing algorithm identifiers, encryption key identifiers, and 5

authenfjoaimeE THStallsas st e mioiisiddsam s igls e € dbe pighondcgted device:
diagram describing a structure of an authentication system accordingtoa
and r%%&w&e%%‘aiﬁ‘ﬂgﬁ?ﬁ‘?@?eﬂo4§Vé°ﬁo\ff€ﬁbr‘ﬂﬂﬁe%‘éfhﬁ¥&%ﬁ1&uﬁﬁ‘é‘ﬁﬁcéhﬁ1@feSCﬂbed
method according to the second embodiment. 10 Fig. 11 is a flowchart
profilgyddenfiiicy splosirA chaEh i Rteths Phlewidivre toma irddeiBeciasmitied; and
Fig. 12 is a flowchart describing an authenticating method accordingto a
perfomgipaanspigsdisaRermEo cess be Werichatbsetieiipedesisharditiringhenticated
. method according to a fifth 15 embodiment. Fig. 14 is a hardware o
devicgdiimgtratierPeiagihed. alusigire ddenhibisaisndriresches ngoptionekey identifier
. Invention Embodiment 1. 20 Fig. 1 is a diagram describing a structure of
pairedipy 4 ipRessticat arodiistidtensificorbindeatersrfired erafibdidestifian Fig. 1, the
authentication system includes a communication device 100 as an
althentistingstesticefailg deomionnitetionidepierid@h as anthenticating method
authenticated
comprising: transmitting, from an authenticated device storing at least one algorithm
identifier, at least one encryption key identifier, and a version identifier to identify a version
indicating a set in such a manner that one set is formed from at least one algorithm
corresponding to the at least one algorithm identifier, the version identifier stored by the
authenticated device; receiving, at an authenticating device storing at least one algorithm
identifier, at least one encryption key identifier, and a version identifier to identify a version
indicating a set in such a manner that one set is formed from at least one algorithm
corresponding to the at least one algorithm identifier, the version identifier transmitted from
the authenticated device; selecting, at the authenticating device, a prescribed algorithm
corresponding to a prescribed algorithm identifier stored by the authenticating device from
among the at least one algorithm forming the set indicated by the version identified by the
version identifier received, when the at least one algorithm corresponding to the at least one
algorithm identifier stored by the authenticating device exist among the at least one algorithm
forming the set indicated by the version identified by the version identifier received;
transmitting, from the authenticating device, the prescribed algorithm identifier

corresponding to the prescribed algorithm selected to the authenticated device; and receiving,

at the authenticated device, from the authenticating device, the prescribed algorithm identifier



device. The communication device 100 includes an antenna 101, a

communication processing unit 110, a memory unit 120, a control unit

130, a selecting unit 160 and an 25 §l]3thentication processing unit 196.

The communication processing unit 110 includes a 10 receiving unit 111

and a transmitting unit 112. The authentication processing unit 196

includes an encryptign processing unit 140, a random number generatin? .
corespRRABY, ‘ridmarsrstiReesl grHbrRiR ettt 1700 ARAREJREKist one algorithm

.generating unit 180, an authenticating data 1 generating unit 190 and an
formitg the st Abcis ety Hrerririgruifenoiedhy teoivimonidimsifiecyrsnomrd: and

includes an antenna 201., a communication processing unit 210, a
performing 5%, BhepbeatipeaRaess e ysomiy anthenfierinadenisondsbnepthvnticated

. 296. The communication processing unit 210 includes a receiving unit

devicer1hagith opyiissRiRsHEPesiel ganthmmddsotifienieadiompropesssivlep dringoption key
] Jincludes an. encryption processing unit 240, a random number generating
ldeﬂtlﬂﬁtmﬁé“@ﬁb%qu{ig?@é@ﬁ%@ idaft#88; an 10 authenticating data 1

checking unit 290 and an authenticating data 2 generating unit 295. The

first embodiment describes a case wherein wireless communication is

erformed between the communication device 100 and the

Brief itpeatfohaleWed B0 via the antennas 101 and 201. However; it is

not restricted to wireless conununication, and wire communication can be

péitorined itistran. deseréxampleritisrpossibleutbartinfijunesthethBecording to a

communication device 100 as a roadside device at a store side, and the
first egdrdimnidation device 200 as an on-board device at a vehicle side in

ETC (Electronic Toll Collection) or drive-through etc. Fig. 2 is a flowchart

dédgriBing thelauttientichting inethod atbendingite thefisd erbattiment.the first

20 The memory unit 120 stores at least one algorithm identifier, at least
embodimaeenCcryption

Fig. 3 is a diagram describing an example of a frame of communication information 1.
Fig. 4 is a diagram describing an example of a frame of communication information 2.
Iig. 5 is a diagram describing an example of a frame of communication information 3.

Iig. 6 is a diagram describing an example of a frame of communication information
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key identifier and algorithms corresponding to each algorithm identifier of
at least one algorithm identifier. Further, the memory unit 120 stores at
least one profile identifier to identify at least one profile whereby one
algorithm identifier of at least one algorithm identifier and one encryption
key identifier of at least one encryption key identifier are 25 paired with
4. each other. 11 The memory unit 220 stores at least one algorithm
identifier, at least one encryption key identifier, algorithms corresponding
to &aghy atgodittgriddntifidriad aldeattoiknaifattenidentifiesyinidividieal,
keys unique to devices as encryption keys corresponding to each
almnighypsienddegtiidéntifieyofratdBadbanheantcrypiidoakey ieniH i ane a
device unique 5 number. Further, the memory unit 220 stores at least one’
algogtHmsidetitifienahgaibipast] onehen et Keyddeniictdn gushiars, and
manner that one algorithm identifier and one encryption key identifier are
algeairechaimankeprafilee aothallaastonadiefilrmeantfier to identify profiles.
It is only necessary that at least one of the communication devices 100
andiig09 Q@ dontainsiasphiality sirpaiisQffoneMaaitmIdentifiar AR6908 o a
encryption key identifier. In S201 (Step 201) as a part of authentication
seqrodessingisiens, the random number generating unit 150 generates a
random number 1. In S202 (Step 202), as a transmitting step, the

trangmitingaumitdheriransmiadng fandemRauphetlganesaiad bY #€second

random number generating unit 150 as communication 15 information 1
entBotfignegmmunication device 200. For example, when a vehicle equipped
with the communication device 200 is detected by the communication

devige 10Q withvecHatasting ik shaWB b sdigyies . hailigRs Dilting
unit 112 transmits the random number 1 to the communication device
embdirkde. communication device 100 requests key

Fig. 12 is a flowchart describing an authenticating method according to a fourth .
embodiment.

Fig. 13 is a flowchart describing an authenticating method according to a fifth
embodiment.

Fig. 14 is a hardware configuration diagram.

Preferred Embodiments for Carrying Out the Invention
Embodiment 1.

Fig. 1 is a diagram describing a structure of an authentication system according to the
first embodiment. In Fig. 1, the authentic:ation system mcludes a communication device
100 as an authenticating device and a corrununicétion device 200 as an authenticated
device. The communication device 100 includes an antenna 101, a communication
processing unit 110, a memory unit 120, a control unit 130, a selecting unit 160 and an

authentication processing unit 196. The communication processing unit 110 includes a
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information (a key identifier and an algorithm identifier) held by the
communication 20 device 200 by transmitting the random number | as the
communication information 1 to the communication device 200. In other
words, the communication information 1 is request information to the
communication device 200. In 5203, as a receiving step, the receiving unit
reconngawaived (el raHaBHIiEEHENY HS. thd o awheniisation fufsaysatipnnit 196
_transmitted by the transmitting unit 112. The 25 communication device
inchidgsaatepsRIP g RS Sy Info Hrationiideerieynibiengfierr it thet 130, an
algorithm identifier) held by the communication device 200 is requested by
indireuabksthmiewiong deiité0100dmpreeeiing theerantiprminidihen hahthecating
receiving unit 211. In S204, as a part of the authentication processing
datgtbpgnentirandoi Pimidem getheraiingngnin 260 genkiatesia rafidoihe
number 2. 5 In 5205, as a transmitting step (a first transmitting step), the
corpyansieatingdemic@200 irmhsinitsramcomninicatiomindaitnatiop3cadsieasinit 210,
one algorithm identifier, at least one encryption key identifier and the
a ngevice wnigué.rueben stoie3yathtamamianntisnitcd2Q o @sdidh enandem The
number 2 generated by the random number generation unit 250 to the
corgummunpaiorcdsviga200 ldsith iidtsthenticatinouie it e abldwirengnitting unit
algorithm identifier 10 and one encryption key identifier are paired as a set
21%epidsemdaatcat profitecdhagaommumicalidesafoemalinmng pavainsdala 240,
of the random number 2, the device unique number, the number of the
a rqndfilesunthiehgantihe sameintfoperaspihasats ofaredlgonithmsidantifier
and one encryption key identifier, profile identifiers of the same number as
authesticainpenaf thégidfilesniandithadigarithenidantifiersapgdéheating unit 295.
encryption key identifiers 15 paired as the profiles identified by each of the
Thefofilesidentibens dewrithes, each ehthenprofdeddestifiorsicip AlgQdi i Aned
identifiers and the encryption key identifiers paired as the
between the communication device 100 and the communication device 200 via the

antennas 101 and 201.  However, it is not restricted to wireless communication, and wire
communication can be performed instead.  For example, it is possible to configure the
communication device 100 as a roadside device at a store side, and the communication
device 200 as an on-board device at a vehicle side in ETC (Electronic Toll Collection) or
drive-through etc.

Fig. 2 is a flowchart describing the authenticating method according to the first
embodiment.

The memory unit 120 stores at least one algorithm identifier, at least one encryption
key identifier and algorithms corresponding to each algorithm identifier of at least one
algorithm identifier.  Further, the memory unit 120 stores at least one profile identifier to
identify at Jeast one profile whereby one algorithm identifier of at least one algorithm
identifier and one encryption key identifier of at least one encryption key identifier are

paired with each other.
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profiles identified by each of the profile identifiers are such data that the
identifiers are mutually correspondent. In sum, the transmitting unit 212
transmits to the communication devicel 100 as the authenticating device,
at least one algorithm identifier 20 and at least one encryption key
identifier stored by the memory unit 220 in such a manner that one ]
alg8RtREMABhHRE N d'BHR BnEATHROR Kayitiumtfientie fhiketaupRacryption
profile, In S206, as a receiving step (a first receivin stg-%p), the receiving
key RO et SLENRE AT EHROB e TR B0t s #lat lcas one
authenticated device, the communication information 2 containing the
algogBrdsiiifigempiTH ddArERIg e donifises, anenpimiier ehP S eResponding to
rofiles which is the same number as the sets, at least one profile
eacgi eRferen fRy wdneliesohainisst aactrechmtibekey thenphistiasd ardbece unique
least one algorithm identifier and at least one encryption key identifier
nurgbgte s poidivig the aasnosy et pestikkontsnifiens oharlsationelgptdfileand at least
identifier. In S207, as a selecting step, when at least one algorithm

onqgepniisioaderidesisfiorie Sdnenyption ey iemaiierithorétbiyfitramdamory

unit 120 exist among at least one algorithm identifier and at least one
enceyRipgptisty kisptidientfieprsedinednothéleconilindeastiivnd prafils ideheidtimgo
~unit 160 selects a prescribed algorithm identifier and a prescribed
iderdiigrppridaskey identifier to be stored by the memory unit 120 from among

at least one algorithm identifier and at least one encryption key identifier

rebigivedlbyctrssapahdangt leaist thd ofritothemvords; ti® vidreoeatl (EhstdReo

profile identifier stored by the memory unit 120 exists among at least one
conprofile ideraifie o ferdived dny theomitbenihoptifit 3ad otivecsetepting kayitdepDifier.

selects a prescribed profile identifier to be stored by the memory unit 1.20

frdm athbabten MHtasneaptofilevidientifieioe peivessing thepredeivinglamitumber

111. By selecting the prescribed profile identifier, the prescribed algorithm
genidetitifiemantb theepessgeribedndnorypiidrekéy identifier

In 5202 (Step 202), as a transmitting step, the transmitting unit 112 transmits the
random number 1 generated by the random number generating unit 150 as communication
mformation 1 to the communication device 200. For example, when a vehicle equipped
with the communication device 200 is detected by the communication device 100 with a
detecting unit not shown in the figures, the transmitting unit 112 transmits the random
number 1 to the communication device 200.  The communication device 100 requests key
information (a key identifier and an algorithm identifier) held by the communication
device 200 by transmitting the random number 1 as the communication information | to
the communication device 200. In other words, the communication mformation 1 is request
information to the communication device 200.
In 5203, as a receiving step, the receiving unit 211 receives the random number I as

the communication information | transmitted by the transmitting unit 112.  The

communication device 200 determines that the key information (the key identifier and the
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15 paired as a profile identified by the prescribed profile identifier are
selected. It maybe possible, for example, to simply select the algorithm
identifier and the encryption key identifier commonly owned by both the
communication devices 100 and 200, or to select the algorithm identifier

al 8”{%?% en tlg)ﬁg l%eg/ identifier commonly owned by both the

oMM (iRZL0E SO RN BEY BREF HssiAY deRsets ks BigBiethm

identifier and the 20 encryption key identifier whose security has become

CORUHIERM dEeto LUtRYSReERnG Hie raikiame Trabemboidheerecaganimal L
algorithm identifier and the encryption key identifier corresponding to the
pr%géﬁ%o%?d?ﬂéti%%ﬂﬁf?é#%@éﬁé&é%?sgwétnp@tﬁ@ predemibaentsiofile

identifier. In S208 as a part of the authentication processing steps, the
genpiaiRg IRk gesmeratiig padenmenbeieterates an individual key held by
the communication device 200 as an 14 encryption key corresponding to
thB preSrisedt BReRHem sy (b Ernifiensaistacs vy thbe selestiftingnint 6D, 2
based on the device unique number in the communication information 2
ransmis iy ARRSRIGHIGE, iy axdiep b ahS00e s kpattofidhet duthantiestion
processing steps, the temporary key generating 5 unit 180, by using an
enchpdeRHiRYCE R s ah greodevec pravgribeealigosivnalitie titfiercrsetyateid 280,
the selecting unit 160, encrypts the random numbers 1 and 2 with the
andiHesyrngankaygkeicl et ietheyititivicdank ey gbereyeatingtionith 7R 56 thehe
encryption key corresponding to the prescribed encryption key identifier,
congjupsaiirnotatisceitystibn aptioneissing drititd0, el gererhtesthm identifier
temporary key as one example of an encryption key 10 for authentication
andgraceReymiion koy adeat fartaot theraditsenticatipreprocd ssingisitilps, tiie
authenticating data 1 generating unit 190 generates authenticating data 1
CONBYUSHENM NGB P02 ompant dithef the random number 2, the device unique

number, the number of the profiles which is the same number as the sets of one algorithm
identifier and one encryption key identifier, profile identifiers of the same number as the
number of the profiles, and the algorithm identifiers and the encryption key identifiers
paired as the profiles identified by each of the profile identifiers. Further, each of the
profile identifiers, the algorithm identifiers and the encryption key wdentifiers paired as the
profiles identified by each of the profile identifiers are such data that the identifiers are
mutually correspondent.  In sum, the transmitting unit 212 transmits to the
communication device 100 as the authenticating device, at least one algorithm identifier
and at least one encryption key identifier stored by the memory unit 220 m such a manner
that one algorithm identifier and one encryption key identifier are paired as one profile,
In 5206, as a receiving step (a first receiving step), the receiving unit 111 receives,
from the communication device 200 as the authenticated device, the communication
mformation 2 containing the random number 2, the device unique number, the number of

the profiles which is the same number as the sets, at least one profile identifier of the same
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random number 2 with the temporary key generated by the temporary key
generating unit 180, by means of the encryption processing unit 140. 15
In 5211, as a transmitting step (a secard transmitting step), the
transmitting unit 112 transmits, as communication information 3, the
prescribed algorithm identifier and the prescribed encryption key identifier
DUTBREE A DY IEL AL dimprafies 604 tddsterpplsamnprlaifissarpstefilsast one
identifier selected by the selecting unit, and the authenticating data 1
encraii ey Blpaidsnnsrranivedateehgdibeninglartenobers afet least one
communication device 20 200 as the authenticated device. In 5212, the
profdeddgiéfignit 211 receives, as the communication information 3, the
prescribed algorithm identifier, the prescribed encryption key identifier
sele S friim Saleiig atepashemat Mgerithenaigeritifieridendifmr loabtionest one
encryption key identifier, the profile identifier corresponding to the
enciyBYentsey digbHiemitidenivehantue progciibiedx2s enongiiokaseyne algorithm
identifier, and the authenticating data I, transmitted by the transmitting unit
idengfiey ppdrainte tiecssransayitiatide delvivelit O feasithe lputhe nticating device the
In other words, the receiving unit 211 receives the prescribed algorithm
sclogangifiait 408 shis@resprisedbehaiypiibm kdgnidéntifier ppimsdrasdhacryption key
prescribed profile from among at least one algorithm identifier and at least
ideginieeeichgptioredéy idemifivorirans hifictbby dhe tramsittingainig @ #R:b identifier
from the communication device 100 as the authenticating device. In S213
andad Eeprief ther pitherkivaiiont fracessingdstepibe the a@naryplidn Prodessiag words,
unit 240 confirms the profile identifier received by the receiving unit 211,
whetnet thestprasprifdd idactifiptiot kelybig entifienand the presetibiedatgerihiast one
identifier corresponding to the profile identifier. 10 In S214, as a part of
profile idethiénticatioveplincdssing:stepsyting temporalyckay genedtindects a

prescribed profile identifier to be stored by the memory unit 120 from among at least one
profile identifier received by the receiving unit 111. By selecting the prescribed profile
identifier, the prescribed algorithm identifier and the prescribed encryption key identifier
paired as a profile identified by the prescribed profile identifier are selected. It may be
possible, for example, to simply select the algorithm identifier and the encryption key
identifier commonly owned by both the communication devices 100 and 200, or to select
the algorithm identifier and the ehcryption key identifier commonly owned by both the
communication devices 100 and 200 after having deleted the algorithm identifier and the
encryption key identifier whose security has become insufficient due to code-breaking etc.
In the first embodiment, again, the algorithm identifier and the encryption key identifier
corresponding to the prescribed profile identifier are selected by selecting the prescribed
profile identifier.

In 8208 as a part of the authentication processing steps, the individual key generating

unit 170 generates an individual key held by the communication device 200 as an
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unit 280, by using an algorithm corresponding to the prescribed algorithm
identifier received by the receiving unit 211 and confirmed by the
encryption processing unit 240, encrypts the random numbers 1 and 2
with the individual key stored by the memory unit 220 by means of the
encryption processing unit 240, and generates the temporary key as 15
eNCIEROS kM pRaTes R dineriptivnpkese fibedativentideni snypitvotissr keltrisdvaythe
the communication devices 100 and 200 are able to share the same
seleqingporanfReYeserhen thelidiciical Wy storecbier thebm emmonuuioit R20ri& rmation 2
generated by a generating method equivalent to that in the individual key
by ugeaerhtisigvahit, 100 camapls. stored in the memory unit 220 in advance by
using some means such as an IC card. When the temporary keys 20 are
geng?ffets byptiiedethp endiyriteytgenaratingnnite i3 hanchdB0asricry gt ating
is perfonned with the temporary keys in the present embodiment. Instead,
unit d&86rypticmmary dgopénfornreckpsintiegttisthalyraecessadys thzhihRlentifier
authenticating device and the authenticated device perform the same
seleprddesthdnci2ibhgasa a0t afdiptavkbentitationpraseIsing steps, dhe
authenticating data 1 25 checking unit 290 decrypts the encrypted
indiadthebticatingdadeh} recaitritias! they konaamipumicationiniey sl iddey
the receiving unit 211 with the temporary key generated by the temporary
corrkgy gdingnating piritc28Qdkydhe means aldhefRnGyRIGANEPGRSSHIGHANN
240. In S21 6, as a part of the authentication processing steps, the
procasingniicating dadogkheeteckingripdit2PReehacksewhathae data ehdh@ition key
decrypted authenticating data 1 is the whole or part of the random
for antireheraBdrapeaitied from the communication device 200 to the
communication device 100. If the data of the decrypted authenticating

datal (5 the yholef orparheiibaitansionaumheny, this:shouwndhaktaga 1
communication for the authentication
generating unit 190 generates authenticating data 1 by encrypting the whole or part of the
random number 2 with the temporary key generated by the temporary key generating unit
180, by means of the encryption processing unit 140,

In §211, as a transmitting step (a second transmitting step), the transmitting unit 112
transmits, as communication information 3, the prescribed algorithm identifier and the
prescribed encryption key identifier selected by the selecting unit 160, the corresponding
prescribed profile identifier selected by the selecting wﬁt, and the authenticating data 1
generated by the authenticating data 1 generating unit 190, to the communication device
200 as the authenticated device.

In $212, the receiving unit 211 receives, as the communication information 3, the
prescribed algorithm identifier, the prescribed encryption key identifier selected from
among at least one algorithm identifier and at least one encryption key identifier, the

profile identifier corresponding to the prescribed algorithm identifier and the prescribed

encryption key identifier, and the authenticating data 1, transmitted by the transmitting unit
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process is performed properly with the communication device 100, not
with a fraudulent 10 attacker. That is to say, one direction of the
authentication process between the cgynmunication device 100 and. the
communication device 200 is proved to he successful. In S217, as a part
of the authentication processing steps, the authenticating data 2
21 2gEeier Hitnep DARURES iehdrsies A0 e ticaskhg disstizebieeery pling thewords, the
whole or part of the random number | with the temporary key generated
recgyjitgarehid drese ey denveatinbednileaBlzgodayifireans dfethessmiigption
processing unit 240. In S218, as a transmitting step of a part of the
encathenticstdenphoc pesinbasttpspitrerirethpmittio g omit 2bagrarsmitsiielgorithm
authenticating data 2 generated by the authenticating data 2 generating
idenitic@%lad boshomentoatigriiinfdapationideto tthesoarmuahbpidatiomdeyicey unit 212
100. 20 In S219, as a receiving step of a part of the authentication
froiprdeessingusiepsyithievieréiMing Unitaihdnteerive gdhiecauthenticating data
2 as the communication information 4 from the communication device
200.9%013220,rasta Pdxt af thedtitieneatiapinscogssing stRPHHBE processing
authenticating data 2 checking unit 195 decrypts the encrypted
uniteR#hentidatinghdate Aleadeivea by thiy ¢@ ogivirg c28wimit Uil 2as, thed the
communication information. 4, with the temporary key generated by the 17
preeripdrarnyrkeyogdrsriakingivnihd8hdy eeaans] aidhaBRCILHITR OB Abing
unit 140. In S221, as a part of the authentication processing steps, the
to thufhefiticaltngfdata 2 checking unit 195 checks whether data of the
decrypted authenticating data 2 is the whole or part of the random

numiir4, iaasrittetifomdiacanicmimicatiomderdsse #04emRLBy key generating
communication device 200. When the decrypted authenticating data 2 is

unitR80yholeshp padigiitiedavdespdidnbead thil jscsbovad thad 4a8n identifier
communication for the authentication
received by the receiving unit 211 and confirmed by the encryption processing unit 240,
encrypts the random numbers 1 and 2 with the individual key stored by the memory unit
220 by means of the encryption processing unit 240, and generates the temporary key as
one example of an encryption key for authentication process.  In this way, the
communication devices 100 and 200 are able to share the same temporary keys. The
individual key stored in the memory unit 220 is generated by a generating method
equivalent to that in the individual key generating unit 170, and is stored in the memory
unit 220 in advance by using some means such as an IC card.  When the temporary keys
are generated by the temporary key generating units 180 and 280, encryption is performed
with the temporary keys in the present embodiment.  Instead, decryption may be
performed, since it is only necessary that the authenticating device and the authenticated
device perform the same process.

In 8215, as a part of the authentication processing steps, the authenticating data |

checking unit 290 decrypts the encrypted authenticating data | received as the
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process is performed properly with the communication device 200, not
with a fraudulent attacker. That is to say, the other direction of the
authentication process between the cgmmunication device 100 and the
communication device 200 is proved to be successful. 10 As stated
above, the authentication process between the communication device 100
congRgnatieonidninication Hevhsereadvisdinishad] ant thereafperatiyéey generated
~ communication device 100 and the communication device 200
by erimmpnioatdoitcaaohiagheitd2ie, bnchgprediwit tteetergposanyrkeysing unit
thereby security of the data is ensured. Fig. 3 is a diagram describing an
24(example of a frame of the communication 15 information 1. In Fig. 3, the
communication information 1 contains a header and data of the random
ndmbatdl sFigpdris b tiagrarndesdrnibing @asaxasmple diccatrdmeiafihedata |
communication information 2. 20 In Fig. 4, the communication information

chegkanntain g 20hdader vdathafdhe rdnbodecnprdlenZhdheedenicétnigdehe whole
number (device unique No.), the number of the profiles (No. of profiles),

or e pfofiteridéntifiermberch asnkidfite] TonPrhbleominuidentify aaebofiheo the
profiles, and the algorithm identifiers (algorithm IDs) and the encryption

conkeyrdetitifiets/ fkelpDs) Ecreatpobding toeaphobiiik-profileidentifiersHOwhole
Fig. 4, the data is organized 25 in such a - manner that the correspondent

or pelatidtharanhgreachiahtheiprodilevidentifigrs capgnl@idhe /l@RHRuthentication
identifiers and the encryption key identifiers corresponding to each of the

propesiile pagotifiedsis pecioovigaie chign bz Aidingsart d@sCHBING AN fraudulent
example of a frame of the communication information 3.

attacker. That is to say, one direction of the authentication process between the

conununication device 100 and the communication device 200 is proved to be successful.

In 8217, as a part of the authenticatioﬁ processing steps, the authenticating data 2
generating unit 295 generates authenticating data 2 by encrypting the whole or part of the
random number 1 with the temporary key generated by the temporary key generating unit
280, by means of the encryption processing unit 240.

In 5218, as a transmitting step of a part of the authentication processing steps, the
transmitting unit 212 transmits the authenticating data 2 generated by the authenticating
data 2 generating unit 295 as communication information 4 to the communication device
160.

In 5219, as a receiving step of a part of the authentication processing steps, the
receiving unit 111 receives the authenticating data 2 as the communication information 4
from the communication device 200.

In 8220, as a part of the authentication processing steps, the authenticating data 2

checking unit 195 decrypts the encrypted authenticating data 2 received by the receiving

unit 111 as the communication information 4, with the temporary key generated by the
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5 In Fig. 5, the communication information 3 contains a header, Profile k
as the prescribed profile identifier to identify the prescribed profile
selected, the algorithm identifier (algerithm ID) and the encryption key
identifier (key ID) corresponding to the prescribed profile identifier, and
the authenticating data 1. In Fig. 5, the data is organized in such a
tempREHpdrethat e Bk radbbREHNY Faransf hvorry Tt israzmssednsratite! 40.
identifier, 10 the algorithm identifier and the encryption key identifier
chrradpbriviag e i lsrayEhiméga pofieorpsatifiett ey Tebognideblieatig dis 2
a diagram describing an example of a frame of the communication
cheqlkfogriatidd AchaokigvBethe datmmilhicdtionmédrmtiiotich ogntiins?ds the whole
header and the authenticating 15 data 2. Fig. 7 is a diagram describing
or peedigorittidddentifibes, ltharenutygtibnkehddentifiens;atios digorithfistartie
the individual keys installed on the communication device 200 side. In Fig.
comuaticheocotnrmeeitftioderi st sipledthetmetiveripg ditt 2 20sstior eghada or
algorithm identifier (ID) and an encryption key identifier (ID) of a profile xx,
partari tigosittom 20mbeorrels posiding: thahthalgaritwmiidentifier, taaeahentication
individual key x corresponding to the encryption key identifier; an
pro@igyos heriodent ffeo paty anitbribeypiiomieyddentifieico280profileyly adiuudulent
algorithm y corresponding to the algorithm identifier, and an individual key
attagkegorrddpoindingato thecehardptiotideyfidentifibnticatich proalgeritimeen the
identifier and an encryption key identifier of a profile zz, an algorithm z
comparngspaindingide 1he algatithroRmidentiberdandeatvingiyidwali ke b successful.
corresponding to the encryption key identifier. That is, 19 they are
instaitettdintplemetetedhont itweico prowmnidsiiondetice 2Oukigatdisdvice 100
diagram describing the algorithm identifiers, the encryption key identifiers
and the communication device 200 1s finished, and thereafier, the communication device

100 and the communication device 200 communicate with each other data encrypted with
the temporary keys, thereby security of the data is ensured.

Fig. 3 1s a diagram describing an example of a frame of the communication
information 1.

In Fig. 3, the communication information 1 contains a header and data of the réndom
number 1.

“ Fig. 4 1s a diagram describing an example of a frame of the communication
information 2.

In Fig. 4, the communication information 2 contains a header, data of the random
number 2, the device unique number (device unique No.), the number of the profiles (No.
of profiles), the profile identifiers such as Profile I,.. Profile n to identify each of the
profiles, and the algorithm identifiers (algorithm IDs) and the encryption key identifiers
(key IDs) corresponding to each of the profile identifiers. In Fig. 4, the data is organized

in such a manner that the correspondent relation among each of the profile identifiers, and
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and the algorithms installed on the communication device 100 side. In Fig.
8, at the communication device 100 side, the memory unit 120 stores: an
5 algorithm identifier (ID) and an encryystion key identifier (ID) of a profile
aa, and an algorithm 1 corresponding to the algorithm identifier; an
algorithm identifier and an encryption key identifier of a profile bb, and an
*h%a%é?fﬂm slensifsshnihg taciBliggdsmidendifattientespmdian wgarhtifthe
identifier and an encryption key identifier of a profile cc, and an algorithm
profiledensismtingers aregdtiforithm identifier. That is, they are installed 10
(implemented) on the communication device 100. As stated above, the
autHemitatisli Proe dewnginar o peitoris imaofibatoatiomiprtoess
_with the communication device 100 as the authenticating device, based on
ntqHBapBstribed algorithm identifier and the prescribed encryption key
identifier received by the receiving unit 211. More specifically, the
authEtticatibp grovessmtiamic 208 gencl atestdibsthédetpdrarfikeyagithe
encryption key for authentication process by using the algorithm
pregeyResviadila gdentiispie sbribiéd thigoritionibidbntiffile rekeivedtby dherithm
receiving unit 211 and the encryption key corresponding to the prescribed
ideptiigey prigntikbyitiehtifié the ceiveption ithe ideceifingkeyil Dind pesormimghe the
authentication process with the communication device 100 as the
presenhehiecatigetite , byd siegritiecgereiatathte Mpolalikey as thea is organized
encryption 20 key for authentication process. In other words, the
in sggkherticatio thpr deessingunidd@Gehenaratesthidempanded keyrizsithatifier,
encryption key for authentication process, by using the algorithm
the edgregponidingiforthedptesarivest alg beighdeidifiotite rraneh tiemgneryptiosskayed
corresponding to the prescribed encryption key identifier received by the
profdeddeirtafionis 12edgiireleescribed algorithm identifier and the prescribed
encryption key identifier being 25 paired as the prescribed profile, and
péffprins théiauthe dtisatlongproeessplitb theidthe of the communication

information 4.

In Fig. 6, the communication information 4 contains a header and the authenticating
data 2.

Fig. 7 is a diagram describing the algorithm identifiers, the encryption key identifiers,
the algorithms and the individual keys installed on the communication device 200 side.

In Flg 7, at the communication device 200 side, the memory unit 220 stores: an
algorithm identifier (ID) and an encryption key identifier (ID) of a profile xx, an algorithm
x corresponding to the algorithm identifier, and an individual key x corresponding to the
encryption key identifier; an algorithm identifier and an encryption key identifier of a
profile yy, an algorithm y corresponding to the algorithm identifier, and an individual keyy
corresponding to the encryption key identifier; ... and an algorithm identifier and an
encryption key identifier of a profile zz, an algorithm z corresponding to the algorithm

identifier, and an individual key z corresponding to the encryption key identifier. That is,
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authenticating device by using the generated temporary key as the
encryption key for authentication process. On the other hand, the
authentication processing unit 196 perferms the authentication process
with the communication device 200 as the authenticated device, based on
the 5 prescribed algorithm identifier and the prescribed encryption key
theygasingietishemntaacsiethen hasentmgigntondevidod8pecifically, the
authentication processing unit 196 generates the temporary key as the
eddfy it Kiigramalawahitathorigoddss Wynidie.tHe algorithm key identifiers
corresponding to the prescribed algorithm identifier transmitted by the
andytha sfantiemsnstalzdandtvite thenencripticlekey tihedponding to the
prescribed 10 encryption key identifier transmitted by the transmitting unit
11 BEadperibmesneuscatenticationl ffotdsstivithdine isominiiication: an
device 200 as the authenticated device by using the generated temporary
algathasidhatiéncjPliendkey forrapthantnatientfiocdsy. dfia piodiavardadthe
authentication processing unit 196 generates the temporary key as the
algemiduyptionrkeydodiag thethicagioritmockesifioy: usingdhehal gsithfer and an
corresponding to the 15 prescribed algorithm identifier and the encryption
enckayticorkespderdifier tof therpfdisotibad enshyptitmkeyddessifietitamsmitassrithm
by the transmitting unit 112, the prescribed algorithm identifier and the
idergrBstribeddentnpiidhkeydoeiifierdoeing paingshas fHecprarerizadpigilec,
identified by the prescribed profile identifier, and performs the
andauthiytichtion groegsmuith whbaukhenieaieehdayvice DiausingEhre installed
generated temporary key as the encryption key for 20 authentication
(impiacessdThe tentvoluniidsiocdatiodsiéach unit of the communication
device 100. The control unit 230 in turn controls each unit of the
commutrdationed vicr2etkichtenpritaRmngnihit 20 siarasdatehg e fgkaiedhtion
in the process performed in each unit of the communication device 100.
proddse widmbeyouminB20:ridhi e Stey es Watalgenekatedanihevice, based on the

prescribed algorithm identifier and the prescribed encryption key identifier received by the
recetving unit 211.  More specifically, the authentication processing unit 296 generates
the temporary key as the encryption key for authentication process by using the algorithm

corresponding to the prescribed algorithm identifier received by the receiving unit 211 and

the encryption key corresponding to the prescribed encryption key identifier received by

the receiving unit, and performs the authentication process with the communication device
160 as the authenticating device by using the generated temporary key as the encryption
key for authentication process. In other words, the authentication processing unit 296
generates the temporary key as the encryption key for authentication process, by using the
algorithm corresponding to the prescribed algorithm identifier and the encryption key
corresponding to the prescribed encryption key identifier received by the receiving unit
211, the prescribed algorithm identifier and the prescribed encryption key identifier being

paired as the prescribed profile, and performs the authentication process with the
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25 process performed in each unit of the communication device 200. 21

When the communication device 100 is configured as a roadside device at

a store side, and the communication gevice 200 as an on-board device at

a vehicle side in ETC, drive-through etc., for example, the

above-mentioned steps are recapitulated as follows. First, the roadside
authenliading Y SHPY Yetd SsaRpiishinBararar e ReYs Rsmmlrkss(for

key identifier and an algorithm identifier) held by the on-board device.
autheREFAYAR V4588 rd device transmits all the information concerning the key

held by itself to the roadside device. Next, the roadside device selects

frohh ARG the ke himaghvation rsceioeer e ket ifoneritions domruithestication

with the algorithm identifier and the key identifier held by itself, and 10
ProGafifatitHe AMpBYHAddvacie el ab i riidentitrieddevipe kesed on the

identifier selected. Thereafter, the roadside device and the on-board
pregyebrebaishm Hensliaantdhe oneantiaheneyrsivariy blewsfiog tearmmitind by

keys corresponding to the algorithm identifier and the key identifier
the HaRsHHBINE oihddnithVBaehiseiBealls draradiapbveithefirstseimbodimeat

handles a plurality of algorithms used for 15 cryptographic communication,
gengiiftPe Hblkesnhesy kearasteammain ope kel oevethwhentam migesstim ising the

made unusable due to breaking or the like by using another algorithm, and
algaithimdosee shendékedo dberrasehvd etamitihuusltot Sreakingoafttdchgalgerithm

and the like. Additionally, the first embodiment makes it possible to
trangadiine it bedoritintés anrigentidabalgorithroridings ad thy futhenitizing

a plurality of the algorithms, therefore, it is 20 enabled to reduce the
encppincds vidsrddikintaheratgdrith thdyansautttiogined At2ckerpariolrtos the

improve the security. Further, a newly devised algorithm can be installed
authgntibeicoopnesasiicaitib thd evicss)thetefoteyit s J00ssibte tafasitiated device by

application of the newly
using the generated temporary key as the encryption key for authentication process. In

other words, the authentication processing unit 196 generates the temporary key as the
encryption key for authentication process, by using the algorithm corresponding to the
prescribed algorithm identifier and the encryption key corresponding to the prescribed
eneryption key identifier transmitted by the transmitting unit 112, the prescribed algorithm
identifier and the prescribed encryptibn key identifier being paired as the prescribed profile
identified by the prescribed profile identifier, and performs the authentication process with
the authenticated device by using the generated temporary key as the encryption key for
authentication process.

The control unit 130 controls each unit of the communication device 100.  The
control unit 230 in turn controls each unit of the communication device 200. The
memory unit 120 stores data generated in the process performed in each unit of the
communication device 100. The memory unit 220 in turn stores data generated in the

process performed i each unit of the communication device 200.
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devised algorithm. When at least one of the communication devices 100
and 200 contains a plurality of the sets of one algorithm identifier and one
key identifier, options 25 are availableytherefore such an effect mentioned
above can be achieved. Meanwhile, in 22 the first embodiment, it is only
necessary that at least one of the devices 100 and 200 contains a
plirhiinytd teensetsioitemedaligoritii idemifignmdchonecedsjpiondesy a store side,
identifier. However, according to the present invention, the authentication
anddhn berperforaied Wdvare af leastrone setréfdene alg aritbin el eidtifie A
one encryption key identifier of each device 5 coincides with each other.
drivErérefgies @ pluralityngiith éhsedsoneadentib hadcoiameddoupiiuaast onlafws.
the devices 100 and 200, and only one set may be contained in each
déiise thE uothibidsitodceathhdavice raqyesari@ihontytoaaiskiviteckey information
authenticating method according to the present invention can be applied
(a Keytidercifityant anallgotivine iéinidy) OBkl epafpsivboalgdhea. is used. 10
Embodiment 2. Fig. 9 is a diagram describing a structure of an
authentisatiarbeysiatsvaccedingitoahehcSaeonthesetinanibel fhE it Shdey
authentication processing unit 296 in the communication device 200 15
itselfejudie s adiientigating data 1 generating unit 291 further to the
configuration described in Fig. 1. Each of the other parts of the
configuratienipithedsamesakdts Agmladige kP d e figwenatidascebiagi@dnkey
authenticating method according to the second embodiment. Fig. 10 is

infoifif oo agilig. wildxee Pl bater ARant SAAORE kig d-argigacrepiaced and
20 with S1015 and 51016.

notifies the on-board device of the algorithm identifier and the key identifier selected.

Thereatter, the roadside device and the on-board device perform the authentication
and the key sharing by using common keys corresponding to the algorithm identifier and
the key identifier commonly owned with each other.

As stated above, the first embodiment handles a plurality of algorithms used for

cryptographic communication, and enables the system to remain operable even when an

algorithm is made unusable due to breaking or the like by using another algorithm, and to

reduce the risk of decrease in security due to breaking of the algorithm and the like.
Additionally, the first embodirent makes it possible to reduce the number of times an
identical algorithm is used by fully utilizing a plurality of the algorithms, therefore, it is
enabled to reduce the chances of breaking the algorithm by unauthorized attacker, and to
mprove the security. Further, a newly devised algorithm can be mstalled on.the
communication devices, therefore, it is possible to facilitate application of the newly
devised algortthm. When at least one of the communication devices 100 and 200
contains a plurality of the sets of one algorithm identifier and one key identifier, options

are available, therefore such an effect mentioned above can be achieved. Meanwhile, in
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In S 1015 as a part of the authentication processing steps, the

authenticating data 1 generating unit 291 generates the authenticating

data | by encrypting the whole or part,gf the random number 2 with the

temporary key generated by the temporary key generating unit 280 by

means of the encryption processing unit 240. 25 In S 1016 as a part of the
the Busthembicditionipibtessingesteps;thataithentioatiog tatdeh23s ¢heakihgoo

unit 290 checks whether the encrypted authenticating data | received as
contimes eqriwmalinicetiba sefoohatio alSobithith edeadivingdinidicramibihiesy identifier.

authenticating data 1 generated by the authenticating data 1 generating
Hownit2 8tcoodhgide viithpeacht ativentitinhky colegidedthcaadh ptainikibwhen at

shown that the communication for authentication 5 process is performed
leaspoopedyofithah eammidusaiionade\dae ROyidiity aibiauulentach device

attacker. That is to say, one direction of the authentication process

coirdeivieeittbec lcomumn unication (e vigas 00 ANt QRIS RONEOOBR aned in at
successful. By the configuration as stated above, the effect similar to that

leasintheofitst @abadinEningan beagbigveshc L Embodinentis. Eacdait ate.

the configuration according to the third embodiment is similar to that of

Furfhig, dinfd@adi devacowsharhdeseriinadhe agihantieatingimethelbd according
according to the third 15 embodiment. Fig. I1 is similar to Fig. 2 except

to 1Bk SERZiaRERAWROBE i pRidrpeheXishibhbiithal d: Whtherthirdembestryption

went, the configuration is such that the communication device 200
algdf@RgMYtsEae communication information 2 to the communication device
100 as the

Embodiment 2.

Fig. 9 is a diagram describing a structure of an authentication system according to the
second embodiment.

In Fig. 9, the authentication processing unit 296 in the communication device 200
mcludes an authenticating data 1 generating unit 291 further to the configuration described
in Fig. 1. Each of the other parts of the configuration is the same as in Fig. 1.

Fig. 10 is a flowchart describing an authenticating method according to the second
embodiment.

Fig. 10 is the same as Fig. 2 except that S215 and 8216 of Fig. 2 are each replaced
with S1015 and S1016.

In S1015 as a part of the authentication processing steps, the authenticating data 1
generating unit 291 generates the authenticating data 1 by encrypting the whole ér part of
the random number 2 with the temporary key generated by the temporary key generating
unit 280 by means of the encryption processing unit 240,

In 51016 as a part of the authentication processing steps, the authenticating data 1
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authenticating side, even when the communication device 100 has not
transmitted the 20 communication information 1 to the communication
device 200. By omitting such steps, agthentication flow can be performed
at a faster pace. By the configuration as stated above, the effect similar to
that in the first embodiment can be achieved. 25 Embodiment 4. 24 Each
cheghangofried Ybelfigplrabet Bochkimgrig thbdaurttieatibgdinte htris sivad ars tde
Fig. 1. Fig. 12 is a flowchart describing the authenticating method
congoeukcingtofecfoion eyibedivenndigit1?lis sidilr tothigiiZeengepihiat
5205, 5206, S207, S211 and S212 of Fig. 2 are 5 replaced with 51205.

 gen&BROBYGIR0T K2 Atmad5hol @nbdhesfouithBnebodideniiadnemery 1f

unit 220 further stores a version identifier (ID) to identify a version

theyrdicatiirgratsetih atrannér thak onkaseids fonmed didom &b leastanRation
algorithm corresponding to at least one algorithm identifier stored. The

proceenmopyinind2 Qrsptn wWith bier stiasessicdeisiaridentifier {dDithid ertituint
10 version of a set in such a manner that one set is formed from at least

attaokig. al UM ocaRrasROMEN0JR & IRashRa RGN ddentifierssiomed.
For example, a version identified by a version 1 as a version identifier

conshipgiostaryyibE $0Asa0 20005 hiavA weriaadeastified by a version 2
supports DES and MISTY as algorithms. A version identified by a version

3BYpROtH BERSt MISE Ytateammedia and Mes 4ids AJIRitiMEe L3RR diment

as a transmitting step (a first transmitting step), the transmitting unit 212
can aAshats@s communication information 2-1, at least one algorithm
identifier, at least one
Embodiment 3.
Each part of the configuration according to the third embodiment is similar to that of
Fig. 1.
Fig. 11 is a flowchart describing the authenticating method according to the third
embodiment.
Fig. 11 is similar to Fig. 2 except that 8202 and S203 of Fig. 2 do not exist in Fig. 11.
In the third embodiment, the configuration is such that the communication device 200
transmits the communication information 2 to the communication device 100 as the
authenticating side, even when the communication device 100 has not transmitted the
communication information 1 to the communication device 200. By omitting such steps,
authentication flow can be performed at a faster pace.
By the configuration as stated above, the effect similar to that in the first embodiment

can be achieved.

Embodiment 4.
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encryption key identifier and the device unique number stored by the

memory unit 220, the random number 2 generated by the random

number generating unit 250, and furthgy, the 20 version identifier stored by

the memory unit 220, to the communication device 100 as the

authenticating device. In S 1206 as a receiving step (a first receiving

stepyhipis reEEwingrlistratiareceivdiog frothetfisncdmmivnicaticnsdevite 200ig. 1.

as the authenticated device, the communication information 2-1

caigaihing aHlo venhdtrdasoribiver thethet ilevicetngioeendmiverdimgnabelicofourth

the 25 profiles which is the same number as the sets of one algorithm
emhgdiigidr and one 25 encryption key identifier, at least one profile identifier

of the same number as the number of the profiles, at least one algorithm

idBigtiflériamichdt eadtipribeanepy phinirS26y . identfie0cogespend sl DEABH 2 are

of the profiles of at least one profile identifier, and a prescribed version
replgedtifish SIB0S $2006a8 E26&|exiting sieps when at least one algorithm

stored by the memory unit 120 exists in the set indicated by a version

identifieihbyhthelprésotibethy ersinnriderliifien reeriveehhy theereieaiviRgtificr (ID)

unit 111, the selecting unit 1.60 selects a prescribed algorithm identifier

to idongspordig iadmatigarisbmna baisiorehbyithedmne Meneymib A28 a5 one
the set indicated by the version identified by the prescribed version

algddentifierrepeivéiddy Hdeher rageiring:thit it Whaeprtde communication
device 200 supports only an old version and all the algorithms indicated

bl leereldograion Dave sesufiitiohlaais: iraxAMBRiIA BPPES RISy o
terminate the rest of the authentication process without selecting any

versigartthms iOmihe aiheidand, oubenral leaskanm alaeityusanle fanthe
authentication process exists, it is possible to perform the rest of the

corrasithediigation RIBCess by sising aldkgsaigalgorithm. By using the
version identifier, it is possible to detect from the version

For example, a version identified by a version | as a version identifier supports only
DES as an algorithm. A version identified by a version 2 supports DES and MISTY as
algorithms. A version identified by a version 3 supports DES, MISTY, Camellia and AES _
as algorithms.

In 51205 as a transmitting step (a first transmitting step), the transmitting unit 212
transmits as communication information 2-1, at least one algorithm identifier, at least one
encryption key identifier and the device unique number stored by the memory unit 220, the
random number 2 generated by the random number generating unit 250, and further, the
version identifier stored by the memory unit 220, to the communication device 100 as the
authenticating device.

In 51206 as a receiving step (a first receiving step), the receiving unit 111 receives,
from the communication device 200 as the authenticated device, the communication

information 2-1 containing the random number 2, the device unique number, number of the

profiles which is the same number as the sets of one algorithm identifier and one
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identifier whether a usable algorithm is installed on the communication
device 200. In S 1211 as a transmitting step (a second transmitting step),
the transmitting unit 112 transmits, as communication information 3-1, the
prescribed algorithm identifier selected by the selecting unit 160 and. the
authenticating data 1 generated by the authenticating data 20 1
encg@terakiog ideit 180 atddive commuiiicaltotifde\i€eh2 Gfhasrtineber as the number
authenticated device. In S1212 as a receiving step, the receiving unit 211
of theqeiviiss ag thescomrlgpideiio iddnfidkmadid ntdedstthacpneseritien ladg adithiifier
identifier corresponding to the prescribed algorithm selected from among
corfisieasiinne Agor bithshosgt:by the isasnoasynilll 2R visic hdo ipsdheisel
indicated by the version identified by the version identifier, and the 25
verdohdatigating data 1 transmitted by the transmitting unit 212 from the
communication 26 device 100 as the authenticating device. The :

aghentication prreassingpINhaithareafiengrneralestee BPayRIaRKeYint
for authentication process by using the prescribe algorithm corresponding

120te:{Res REeREHBbERIdRIgeATRM e sl Eaaaed DY dhRcEeeBRARG Wk Zdchtifier

and the prescribed encryption key 5 corresponding to the prescribed

rec@DEMRIIR keidaptifigr pairad Wb ihe; Rigequbedielgariert iteatfigs ithm

and performs the authentication process with the authenticating device by

idetisieg dbaApPRIRIEdenchRIANKRY (R AUhieBlicRlIaRRIRGERS: THEfom the set

authentication processing unit 196 similarly generates the encryption key

indmeétﬁg%%‘é% RIOGERSINY %ﬁﬂﬂé%i@%@ﬁm&ﬁém%& Hethe
e

prescribed algorithm 10 identifier transmitted by the transmitting unit 112,

rec@PR NG BN PLIAMKSVHEQURSRONEIDG AR PRBCHRHE RNGRYPHRR 8 rsion
identifier paired with the prescribed algorithm identifier, and performs the

and3HIRENICRNIRR-Rr QcaSs MR e anheptcaied devigR DYy HIRGIN G example, it
generated encryption key for authentication process.

1s possible to termmate the rest of the authentication process without selecting any

algorithms. On the other hand, when at least one algorithm usable for the authentication

process exists, it is possible fo perform the rest of the authentication process by using a

usable algorithm. By using the version identifier, it is possible to detect from the version

identifier whether a usable algorithm is installed on the communication device 200.

In S1211 as a transmitting step (a second transmitting step), the transmittmg unit 112
transmits, as communication information 3-1, the prescribed algorithm identifier selected
by the selecting unit 160 and the authenticating data | generated by the authenticating data
1 generating unit 190, to the communication device 200 as the authenticated device.

In S1212 as a receiving step, the receiving unit 211 receives, as the communication
information 3-1, the prescribed algorithm identifier corresponding to the prescribed
algorithm selected from among at least one algorithm stored by the memory unit 220,

which forms the set indicated by the version identified by the version identifier, and the

authenticating data 1 transmitted by the transmitting unit 212 from the communication
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In addition to the effect according to the first embodiment, it is also
possible to 15 eliminate an old version having security problems by the
configuration as stated above. In the fpurth embodiment, the selecting
unit 160 selects the prescribed algorithm identifier, however, it is also
possible that the selecting unit 160 further selects the prescribed
devendiptentkeyitenifiengaisesponding to the selected prescribed
algorithm identifier. In such a case, there is no need to replace 5211 and

57h2 infhightR i Srd@kdin2Quaindd® dikteireFigntrinmkodiongnicn kachr
part of the configuration according to the fifth embodiment is similar to that

authentfdgtida gRobigs b3 isiacliowphadirsapbinaihe Adthentipatiag e Restved
according to the fifth 27 embodiment. Fig. 13 is similar to Fig. 2 except

algdRaind 2dntifi20Ranted 8O (Ho Eigivinar enie PIaCesl AWl d8Be P ckdBrion key
S1307, S1308, S 1309, 51310, 51311 and 51307 in Fig. 13. In the fifth

corREpRadimentiasirtoadavsh emasine MethaderenHnitR20furhesd 5

stores a version identifier (ID) to identify a version indicating a set in such

alpGHANOCHINGE, ANESSHIS{oMmesiealdaast SRe Aot MCIRSARNANI device

to at least one algorithm identifier stored. Similarly, the memory unit 12

by dsiBRSIMRSAMRTRPIH IR R Q. idRRtibAGy8LsioN of a setin such

a manner that one set Is formed by at least one algorithm 10

COfFESRONGINC IR ALIRRELANS AP BLHS NSRS BRIt R AREBARS for

transmitting step, the transmitting unit 212 transmits as communication

autRFRIRANR B & 2sh deMiC e RIgHAAHRBRESIBIRGL P MR PRI Wt tithm

the random

dentifier transmitted by the transmitting unit 112, and the encryption key corresponding to
the prescribed encryption key identifier paired with the prescribed algorithm identifier, and
performs the authentication process with the authenticated device by using the generated
encryption key for authentication process.

In addition to the effect according to the first embodiment, it is also ?ossibie to
eliminate an old version having security problems by the configuration as stated above.

In the fourth embodiment, the selecting unit 160 selects the prescribed algorithm
identifier, however, it is also possible that the selecting unit 160 further selects the
prescribed encryption key identifier corresponding to the selected prescribed algorithm
identifier. In such a case, there is no need to replace S211 and S212 in Fig. 2 with S1211

and S1212 in Fig. 12.

Embodiment 5.
Each part of the configuration according to the fifth embodiment is similar to that in
Fig. 1.

Fig. 13 is a flowchart describing the authenticating method according to the fifth
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number 2 generated by the random number generating unit 250, and
further, the version identifier stored by the memory unit 220, to the
communication device 200 as the 15 guthenticating device. In S1306 as a
receiving step (a first receiving step), the receiving unit 111 receives the
communication information 2-2 containing the random number 2, the
emtgdy@inique number and the prescribed version identifier from the
communication device 200 as the authenticated device. 20 In 51307 as a
séigetiAgssteplayeRithe srespribed Y208ioR2emifiSRodceiVed bythesplaced
receiving unit 111 coincides with the version identifier stored by the
withhddfdhy Uit @.20] 102, SeIestind 1t 16DL8eRtis thed /810N id Ertific:.
When the prescribed version identifier received by the receiving unit 111
dbethadiféomaiddimitht tlae wmetsidouidk etiflerdtorad thy rheenore man2 2Mifiirther
120 but at least one algorithm stored by the memory unit 120 exists in the
storg$asetrinaiceiadibsr O presdeibidd verstomidelitifiery theeselactihg nnitibbOhat
selects a version 28 identifier of a version indicating a set wherein at least
one epeiafgortdrhstolessbythelgoeithary ounitib2@ iaxisist Fasexamplerithen
the version identifier stored by the memory unit 120 is a version identifier
dendifariateredersion than the prescribed version identifier received by the
receiving unit 111., the prescribed version identifier received by the
regeiilimty,thit thincbywinich 16 diralrepldoves sicrrik sedeataibsaab thentify a
versions are common to both the communication devices 100 and 200.
versBy: sélecting theloldversionhaooimes (e thenedBmuRication dpvisgs:100
and 200, the rest of the authentication process can be continued and the
cortkeyosidaring eatehe exealgedhin Qt30Gastatr@nsmitting step, the

transmitting unit 112 transmits the version 10 identifier (ID) selected by the

séeStibgsunih 16Hasitmm ey idationnnfomagtion: 23 t@4henits as communication
information 2-2, the device unique number stored by the memory unit 220, the random
number 2 generated by the random number generating unit 250, and further, the version
identifier stored by the memory unit 220, to the communication device 200 as the
authenticating device.

In S1306 as a receiving step (a first receiving step), the receiving unit 111 receives the
communication information 2-2 containing the random number 2, the device unique
number and the prescribed veréion identifier from the communication device 200 as the
authenticated device.

In S1307 as a selecting step, when the prescribed version identifier received by the
receiving unit 111 coincides with the version identifier stored by the memory unit 120, the
selecting unit 160 selects the version identifier. When the prescribed version identifier
received by the receiving unit 111 does not coincide with the version identifier stored by

the memory unit 120 but at Jeast one algorithm stored by the memory unit 120 exists in the

set indicated by the prescribed version identifier, the selecting unit 160 selects a version
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communication device 200. In S 1309 as a receiving step, the receiving

unit 211 receives the version identifier as the communication information

2-3 from the communication device 199 In 1310 as a transmitting step,

the transmitting unit 212 transmits, as communication 15 information 2-4,

at least one profile identifier stored by the memory unit 220, the algorithm
iderid@etifibssvantbthimdinsrygtionkeyddantliarsspaitedigs prafilesridentifiedibdmory

each of the profile identifiers, and the number of the profiles which is the

unitSEIDexismbef @scthenpeisvaicone: algoiihmdsieniifias aachome: SRGHRTR 120

key identifier, to the communication device 200 as the authenticating

is a Gersiem, idbnbifiel 314 REcA FOGRIMINGSIAR PRSIRSRIVBEIUATILAIHEGeN R d by
as the communication information 2-4, at least one profile identifier, the

the adgeihenuidentifiens anesthp &nestiomkey:identifiers egm@&mg IgSit 111,

identified by each of the profile identifiers, and the number of the profiles

whivthichfisidbedsame-numbacasdie satsef ausiggonithydgsntifiesandnone

encryption key identifier, from the communication device 200 as the

condiiRAtieARE 22 L Rice RS rangle RIBURP R 2 A SN UGS HR RS e

number are contained in the 29 communication information 2-2, however

conth@MiedReIcARERINGS indhecamimLnicalion. information grddnsteasdn

S1312 as a selecting step, when at least one profile identifier stored by

contRRNEMPNE H@ys},%pi?% Mopg,atjeast one profile identifier received

by the receiving unit 111, the 5 selecting unit 160 selects a prescribed

Dﬁgfiﬁ@3’@@'&Eif%-%&%t?&?é%@éfﬁﬁ'@%%@ﬁ%ﬂg’GHit. 449 HQH@&YQ?Q&@H&?

one profile identifier received by the receiving unit 111. By selecting 't

ideRIGSADgdanrofile b HE‘fé‘éfac@h?é%ﬁfiﬁﬁﬂa@'@&ﬁﬁm{ﬁhﬂ&%ﬁiﬁ%ﬁg%%yntﬁ3 to the

prescribed encryption key identifier paired as a profile identi e
conPhEREHREH Brofile Jggntifier

In 51309 as a receiving step, the receiving unit 211 receives the version identifier as
the communication information 2-3 from the communication device 100.

In 1310 as a transmitting step, the transmitting unit 212 transmits, as communication
information 2-4, at least one profile identifier stored by the memory unit 220, the algorithm
identifiers and the encryption key identifiers paired as profiles identified by each of the
profile identifiers, and the number of the profiles which is the same number as the sets of
one algorithm identifier and one encryption key identifier, to the communication device
200 as the authenticating device.

In $1311 as a receiving step, the receiving unit 111 receives, as the communication
information 2-4, at least one profile identifier, the algorithm identifiers and the encryption
key identifiers paired as profiles identified by each of the pro file identifiers, and the
number of the profiles which is the same number as the sets of one algorithm identifier and
one encryption key identifier, from the communication device 200 as the authenticated

device. The random number 2 and the device unique number are contained in the
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are selected. 10 As stated above, the fifth embodiment is an embodiment

wherein the step of selecting a version is performed separately compared

to the fourth embodiment. By the configuration as stated above, the effect

similar to that in the fourth embodiment can be achieved. Further, in

addition to the effect according to the first embodiment, it is also possible
coRgBRReie BigBHENeTs havimprseeuthyyproblemsntkinad istdte datmuejcation

there is provided according to the above-mentioned embodiment an
informppnidadimptensthod including: a first transmitting step to transmit, from

an authenticated device storing a plurality of algorithm identifiers and a

plimatity bf encrgitivmkeieideriitfiess Japamaytheiiticitinigiedeviea) thethe memory

plurality of algorithm identifiers and the plurality of encryption key
unifdelitifiorss 20@temdeasfissterpedildndestéptodateidetheplucalitia@lnit 111, the

algorithm identifiers and the plurality of encryption key identifiers
scl¢réingmitiethfroatethe aptbeniicdtpr devitetifidhe fistitROIMIINeSHRRY it

the authenticating device storing at least one algorithm identifier and at
12(dasnomeepatyipticrokeyidéktidentZoraeeiocting siepdehgigainatithe Ry

authenticating device, a prescribed algorithm 30 identifier and a
selprascrivgstendtytion Keyiddenfifick torbe et oy ithe AMReRLCAING prescribed

device from among the plurality of algorithm identifiers and the plurality of
enceyeiyptiey kieytitleniifiens teaqivefldoMdherarsiving SieRrpheptt-atdaant:

one algorithm identifier and the at least one encryption key identifier
aresteerzdy the authenticating device exist among the 5 plurality of algorithm

identifiers and the plurality of encryption key identifiers received by the

firstsreaaiingostephe fifth embodiment is an embodiment wherein the step of selecting
a version is performed separately compared to the fourth embodiment. By the
configuration as stated above, the effect similar to that in the fourth embodiment can be
achieved. Further, m addition to the effect according to the first embodiment, it is also
possible to eliminate algorithms having security problems,

As stated above, there is provided according to the above-mentioned embodiment an
authenticating method including:

a first transmitting step to transmit, from an authenticated device storing a plurality of
algorithm identifiers and a plurality of encryption key identifiers, to an authenticating
device, the plurality of algorithm identifiers and the plurality of encryption key identifiers
stored;

a first receiving step to receive the plurality of algorithm identifiers and the plurality
of encryption key identifiers transmitted from the authenticated device by the first
transmitting step, at the authenticating device storing at least one algorithm identifier and
at'least one encryption key identifier;

a selecting step to select, at the authenticating device, a prescribed algorithm
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a second transmitting step to transmit the prescribed algorithm identifier
and the prescribed encryption key identifier selected by the selecting
step, from the authenticating device tg,the authenticated device; 10 a
second receiving step to receive the prescribed algorithm identifier and
the prescribed encryption key identifier transmitted by the second
idenfidies mittimgrssepbébemdhentmuthentibatiifgdevieestatdh & atith entieatedting
device; and an authentication processing step to perform an
deviathentivatiop {hopksslive ey tiibnaidthetiicating e yikeatinddhencryption key
authenticated device, based on the prescribed algorithm 15 identifier and
iderthiepr estribetberibeyriteivivg)sideniifien theaivieasbyihelseaand FReENINENd the
step. Alternatively, there is provided according to the above-mentioned
at leasbodienentaiondwihefeticditngrored indircludiogiafifst dARRRSBILNGSIAR the
to transmit, from an authenticated device storing at least one 20 algorithm
plhidapiifelnihal idasitne anctiphundry identifiasiiia R6,3HRIARGved by
device, the at least one algorithm identifier and the at least one
the @rnenetinimkeayeigentifier stored; a first receiving step to receive the at least
one algorithm identifier and the at least one encryption key identifier

transeoiited:iionithe atipesticaianidaripe: Ry iher st s MItingeSIeR 1at

the authenticating device storing a plurality of algorithm identifiers and a

presetitiedithic2hpabanesy RieRkaysIhantdiersin L seigcHBY HER BSHRn® ating

the authenticating device, a prescribed algorithm identifier and a

devipeescribes Bpeiyptiandkeyddentifier to be stored by the authenticating
device from among the at least one algorithm identifier and the at least

oneRbaMRIeN ke idantifior FrRoaly g RY{INR LBEsHInG RleRitvPsNahleast
one of the plurality of algorithm
prescribed encryption key identifier transmitted by the second transmitting step, from the
authenticating device, at the authenticated device; and

an authentication processing step to perform an authentication process between the
authenticating device and the authenticated device, based on the prescribed algorithm
identifier and the prescribed encryption key identifier received by the second receiving
step.

Alternatively, there is provided according to the above-mentioned embodiment an
authenticating method inciudhag:

a first transmitting step to transmit, from an authenticated device storing at Jeast one
algorithm identifier and at Jeast one encryption key identifier, to an authenticating device,
the at least one algorithm identifier and the at least one encryption key identifier stored;

a first receiving step to receive the at least one algorithm identifier and the at least one
encryption key identifier transmitted from the authenticated device by the first transmitting
step, at the authenticating device storing a plurality of algorithm identifiers and a plurality

of encryption key identifiers;
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5 identifiers and at least one of the plurality of encryption key identifiers
stored by the authenticating device exist among the at least one algorithm
identifier and the at least one encryptign key identifier received by the first
receiving step; a second transmitting step to transmit the prescribed
algorithm identifier and the prescribed encryption key identifier selected
by tisdesiecting teplefiont the auitieatiticatingetiocdeviostolibd algorithm
authenticated device; a second receiving step to receive the prescribed
idestidjoritich d eerifited vadhp tiprekeyiba idioryptiontkeydite ttifienthenticating
transmitted by the second transmitting step, from the authenticating
devaevican anthegdbtheritisgtededepinihanidanifethedtivatiok ptonessingy stem key
- to perform an authentication process between the 15 authenticating
idendeiicecandathbalikhemnticatedsdpyichehas b anthe Priesptibedhalgorligbnthm
identifier and the prescribed encryption key identifier received by the
idersgitondiré eeiving ostepi hdphoskibleftenatigwipakis/addhefuiale eiishake
are explained as "units" in the above explanations for each embodiment

authorbeaonfigrvied svith progiaths aesabinon conaRytEls:tiR8 ThOS&: at least one
programs can be written in C language, for example. Alternatively, HTML,

encSEH6N layXidhtifay heivsedy Fig. Adtiscachargwayie configuration diagram.
When programs operable on computers constitute parts or the whole of

whatesed desenibeddndetaboveexplanatieaskier 4achiBmRRATRNLAS the
"units", the communication 25 devices 100 and 200 are equipped with

preécHbb3 & anital RFPRRESIAG MHcE0) 19 execerBd sPIidMShaSuthenticating
described in Fig. 14. The CPU 37 incorporates, or connects to via a bus

deva®, iRAMadhéRandamiAecess Memory 40) as one example of a memory
device or a memory

a second receiving step to receive the prescribed algorithm identifier and the
prescribed encryption key identifier transmitted by the second transmitting step, from the
authenticating device, at the authenticated device; and

~ an authentication processing step to perform an authentication process between the
authenticating device and the authenticated device, based on the prescribed algorithm
identifier and the prescribed encryption key identifier received by the second receiving
step,

It is possible to allow pérts or the whole of what are explaiﬁed as “units” in the above
explanationé for each embodiment to be configured with programs operable on computers.
Those programs can be written in C language, for example. Alternatively, HTML, SGML
or XML may be used.

Fig. 14 is a hardware configuration diagram.

When programs operable on computers constitute parts or the whole of what are
described in the above explanations for each embodiment as “units”, the communication

devices 100 and 200 are equipped with CPU 37 (Central Processing Unit 37) to execute
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unit, and a communication port 44 capable of communicating with the
outside. Further, it is also possible to configure the CPU 37 to be
connected to the memory devices sueh as 5 ROM 39 (Read Only Memory
39) and a magnetic disk drive 46 as described in Fig. 14. When programs
constitute parts or the whole of what are described as "units” in the above
pro geqplanatidns fibeé achigmBodilitent; Rbe3growp pb pregrams 4feinsRigvikd bus 38,
stores programs executed by what are described as "units" in the
RABkplafiatichsfdceasMembgdifient oibexgrapie of pragrams#9iie siosetkifory
the memory devices. The group of 10 programs 49 is executed by CPU
unit3 #nOSodiheimidhe memoty dpdbksosicrmnesulisal eashioeasse. Further, it
Further, such a configuration is also possible to implement what are

is aldegoiibibit as canfigardnith € pKplanatiensoiaiceachie mbosbment ddYices such as
firmware stored in ROM 39. Alternatively, such another configuration is

ROMSpResibE1g Myipmerntwhatare desws bied ddvas duRitksifibes in Fig. 14.

explanations for each embodiment by software, hardware or combination

ofigpé @ BRkowarERRIFAMIWRIEe RIHIREHFSUGH ARAIBREBEANYUAHAN i8S the

also possible to store the programs to implement each embodiment by

aboVSIBLACAISHE GorRRA AUBES M e QRRLBF B NIMS PFlia. ISHCIuAS Res
FD (Flexible Disk), an optical disk, a CD (Compact Disk), a MD (Mini 20

proRigik} x@RMLIRNGHAL VeISRIIBR MY ulit SUGhi RSt AP P diciexible
Disk Drive 45), a compact disk drive 86 (CDD 86) and the like are

emtOMigRd NS AR IgRRRUSRRS 48R WB 18RI mIndUS HaY ARPlIoaRltYup of

25 The communication device 100 and the communication device 200 as

progiatadiahove-3dieay keuser onf anlyias apigadside daxise.atka RIS Hdg:

and an on-board device at a
each process.

Further, such a configuration is also possible to implement what are described as
“units” in the explanations for each embodiment, by firmware stored in ROM 39.
Alternatively, such another configuration is also possible to implement what are described
as “units” in the explanations for each embodiment by software, hardware or combination
of software, hardware and firmware.

Further, such another configuration is also possible to store the programs to
implement each embodiment by using recording apparatuses with the other recording
media, such as a FD (Flexible Disk), an optical disk, a CD (Compact Disk), a MD (Mini
Disk) or a DVD (Digital Versatile Disk). In such a case, a FDD 45 (Flexible Disk Drive
45), a compact disk drive 86 (CDD 86) and the like are provided in this configuration as

shown in Fig. 14.

Industrial Applicability

The communication device 100 and the communication device 200 as stated above
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vehicle in ETC, drive-through etc., but also as an authenticating device
and as an authenticated device, between mobile communication devices
such as mobile telephones, wire comgunication devices, or a wire
communication device and a wireless 5 communication device via a
based station and the like. The present invention makes it possible to
canfierfomh ran anthenticatidsidanitkey shasinge S\RMAGHNRNHISMCGRS ice at a
implementing different algorithms, and to allow a system and a device to

vehielnaiE O tble- girengviean, boeMgarthimis oaGe Mgable due 10an

breaking of the algorithm or the like. 10 Further, the present invention

autlepkesdtl posaibl@domaeaunstine disk-afHEMB AR 1SRRI, APAL telephones,
breaking of the algorithm or the like. Further, the present invention makes

wird ossitiecteisadic e aNceRiad LRAMNNHZEL deciRHRN B ireless
eavesdropping or the like, and to improve the security. 15 34 CLAIMS 1.

confiuaihiRnticaiRd dRVIGRGANRERINGNA MEMQTY unit to store at least one
algorithm identifier and at least one encryption key identifier in such a

Manegrdhat aRealgartaredaesiifignand Fg}?oﬁ?gﬁyﬁﬂﬁ&lﬁ@(tfgﬁ RHEgL. r? Waring

paired as one profile; a transmitting unit to transmit, to an authenticati

evel®¥eRH18210P3h 0BG AIBYTITRIdeRIfin @AY hgab 8RS A8 stem and

encryption key identifier stored by the memory unit in such a anner

dev%@@}gﬁﬁﬁﬂ%@%B@W@ﬁ%@fﬂ%}%@@ﬁ%&gﬁmg@ab@g%@ﬂgeﬁ@ﬁ(m of
one profile; a receiving unit to receive, from the authenticating device, a
the RIGSSHIRSHr the like.
Further, the present invention makes it possible to reduce the risk of decrease in
security due to breaking of the algorithm or the like.

Further, the present invention makes it possible to reduce chances of unauthorized

decryption by eavesdropping or the like, and to improve the security.



algorithm identifier and a prescribed encryption key identifier paired as a
prescribed profile selected from among the at least one algorithm
identifier and the at least one encryption key identifier transmitted by the
transmitting unit; and an authentication processing unit to perform an
authentication process with the authenticating device, based on the
prescribed algorithm identifier and the prescribed encryption key identifier
paired as the prescribed profile received by the receiving unit. 2. An
authenticated device comprising: a méﬁwory unit to store at least one
algorithm identifier, at least one encryption key identifier, and at least one
profile identifier to identify at least one profile whereby one algorithm
identifier among the at least one algprimddentifier and one encryption
key identifier among the at least one encryption key identifier are paired; a
transmitting unit to transmit the at least one profile identifier stored by the
35 memory unit to an authenticating device; a receiving unit to receive,
from the authenticating device, a prescribed profile identifier selected
L. fromfanisiptiwaicibdey e prafilsidentifier transmitted by the
transmijtti nit; n_authentication pro Ing unit rm an
At LS G A Ros RoAe R APLETRA e teast one
enqngscribdd algdetiiicdentifisrtand @mprescribed cercaiptiarhkeyiddantifeer and one
aired by a prescribed profile i%gntified by the prescribed profile identifier
el}‘?@’égﬁ?@c}éﬁy HHEVAUENARG RIHTE .S}A‘?Pgﬁﬂg icated device comprising: a
meraofa bt ite stoitat ieaghenaialgerithnidentiiendleastionethe at least one

encryption i i )
algorithm 1dentifier and the at least one encryption key identifier stored by the memory

unit in such a manner that one algorithm identifier and one encryption key identifier
are paired as one profile;

a recetving unit to receive, from the authenticating device, a prescribed
algorithm identifier and a prescribed encryption key identifier paired as a prescribed
profile selected from among the at least one algorithm identifier and the at least one
encryption key identifier transmitted by the transmitting unit; and

an authentication processing unit to perform an authentication process with the
authenticating device, based on the prescribed algorithm identifier and the prescribed
encryption key identifier paired as the prescribed profile received by the receiving

unit,

2. An authenticated device comprising:

a memory unit to store at least one algorithm identifier, at least one encryption
key identifier, and at least one profile identifier to identify at least one profile whereby
one algorithm identifier among the at least one algorithm identifier and one encryption
key identifier among the at least one encryption key identifier are paired;

a transmitting unit to transmit the at least one profile identifier stored by the



key identifier, and a version identifier to identify a version indicating a set
in such a manner that one set is formed from at least one algorithm
corresponding to the at least one algorithm identifier; a transmitting unit to
transmit the version identifier stored by the memory unit to an
authenticating device; a receiving unit to receive, from the authenticating
device, a prescribed algorithm identifier corresponding to a prescribed
algorithm selected from among the at least one algorithm forming the set
indicated by the version identified by tAé version identifier transmitted by

the transmitting unjt; and an aythentication processing unit to perform an
meé’ﬂ%ﬁf?&‘é%ﬂ%? dé“é LG ECYShenticating device, based on the

presgtibedsalgoitimddrniiies, racaiva Ry thentieseMNeUNiE 23R bed profile
.. prescribed encryption key identifier paired with the prescribed algorithm
idopdfigrieclaciad é’?ﬁﬁbﬁﬂ&%ﬁ‘&d%@tc&%ﬁn‘?@@s@@féﬁ?ﬁé%@%nﬁ@%ﬂ by the
trafRbGRSh NG RIgQMthm identifier and at least one 36 _encryption key

identifier in such a manner that one algorithm identifier and one

encryipioihke dduatifienogeespag sdibsooper fsrofilepaarebeivingt wmitpiwcess with the

au geglﬁti\é%tﬁiéggg&i%@e%g’%nh@l Idgég‘%glgrrjﬁa&dj aegg%?oar%t ?ﬂ‘%tdgrﬂ‘ﬁlﬁ@ tlgr?dkgyprescribed
iaenuner m an au nticate vice; a selé Ing unit to select a

enqrgstoidetplgdrithifieidpatitidr ianc prresdsiedrefityyigiton ey isentifigirescribed
ire% asifé)rescI.ibgc?&%le stored by the memory unit from among the
PR LS BHEBIGE R 1L MERiLT ARG 1 Bt least one encryption key
identifier received by the receiving unit, when the at least one algorithm

identifier and ) o
An authenticated device comprising:

a memory unit to store at least one algorithm identifier, at least one encryption
key identifier, and a version identifier to identify a version indicating a set in such a
manner that one set is formed from at least one algorithm corresponding to the at least
one algorithm identifier,

a transmitting unit to transmit the version identifier stored by the memory unit
to an authenticating device;

a receiving unit to receive, from the authenticating device, a prescribed
algorithm identifier corresponding to a prescribed algorithm selected from among the
at least one algorithm forming the set indicated by the version identified by the version
identifier transmitted by the transmitting unit; and

an authentication processing unit to perform an authentication process with the
authenticating device, based on the prescribed algorithm identifier received by the
receiving unit and on a prescribed encryption key identifier paired with the prescribed

algorithm 1dentifier.

4. An authenticating device comprising:

a memory unit to store at least one algorithm identifier and at least one



the at least one encryption key identifier stored by the memory unit in such
a manner that one algorithm identifier and one encryption key identifier
are paired as one profile exist among the at least one algorithm identifier
and the at least one encryption key identifier received by the receiving
unit; a transmitting unit to transmit the prescribed algorithm identifier and
the prescribed encryption key identifier paired as the prescribed profile
selected by the selecting unit to the authenticated device; and an
authentication processing unit to perfo?‘?n an authentication process with

the authenticated device, based on the prescribed algorithm identifier and
on Pk e UL Ry i ER B At BrL BBl ihd one
endf@paoltias ydinefitionsmpitivg Unibnd pAnrasthenticating device
comprising: a mem,or%/ unit to store_ at least one algorithm identifier, at
R

least GREEHER Bt (RelFredviflr 125 aPfeA8 BB IR IYAHiRaF Gt least one

enddGR Atieasbonspielils wherahwnRne.alaanihe identifier among the at
least one algorithm identifier and one encryption key identifier among the

at leastebrdlagcapption keleidentitkes abgshirdgorthaeeidingilinr todeaeivescribed
en uﬁ)ﬁ{?% g@eﬁc Rrafias! e%ﬁlggé gﬁ%p?’@s&#&% i&?f‘igéjs ﬁé!!fﬁ' e ?n%ﬁ&%ﬁ)%t from

t a prescr profile‘identifier stored by the memory unit from
amamongdhat atdedsboneapgofithidentifierireceinddthy the rexeiving wmicryption key

. the at least file identifier stored by th ist .
B e e e RS G BB B B i oA Crfeg e and
thdransaitting wai teptianskel thiericseribad Piofie ddentifierselgciedbyihemanner

that one algorithm identifier and one encryption key identifier are paired as one profile

exist among the at least one algorithm identifier and the at least one encryption key
identifier received by the receiving unit;

a transmitting unit to transmit the prescribed algorithm identifier and the
prescribed encryption key identifier paired as the prescribed profile selected by the
selecting unit to the authenticated device; and

an authentication processing unit to perform an authentication process with the
authenticated device, based on the prescribed algorithm identifier and the prescribed
encryption key identifier paired as the prescribed profile transmitted by the

transmitting unit.

5. An authenticating device comprising:

a memory unit to store at least one algorithm identifier, at least one encryption
key 1dentifier, and at least one profile identifier to identify at least one profile whereby
one algorithm identifier among the at least one algorithm identifier and one encryption
key identifier among the at least one encryption key identifier are paired;

a receiving unit to receive at least one profile identifier from an authenticated

device;



selecting unit to the authenticated device; and an authentication
processing unit to perform an authentication process with the
authenticated device, based on a prescribed algorithm identifier and a
prescribed encryption key identifier paired by a prescribed profile
identified by the prescribed profile identifier transmitted by the
transmitting unit. 6. An authenticating device comprising: a memory unit to
store at least one algorithm identifier, at least one encryption key
identifier, and a version identifier to idéﬂtify a version indicating a set in

such a manner that one set is formed from at least one.algorith )
corrdaS TG (A FIad DAL SO A Rl M oS ks memory

unfefieiveaivarsion idaetifiestoprai auibemtieated deviry arselecbngngnithit, when
to select a prescribed algorithm corresponding to a prescribed algorithm

the e RET SttSr@IBY tHERERDIF QRCHM M BITT Y A 43t Bha dagsrithmat least

onfOFRING R MEkMICASL Py B VRISIORanfied by the version identifier
received by the receiving unit, when the at least one algorithm
corrésiientiing retheiattiedsmsnat AlgortpranidedtiirBniddmifigieselected by the

Sel:%]bg%gtga%(gt Sﬁﬁﬂ?&ﬂ&cé?@d%éf%%ttaﬂg algorithm forming the set

e version identifie e version identifier received by the
recevirugy it iadnansprittings ung tuoi tranpanicthe presdtived @igonithbmcess with the

entifier corresponding to the prescribed. algorithm selected by th .
o g 0 e Aokl GRS GO T SIHBHAL At @ preseribed
enPracessing LndeiipRifQrarad BytheptisatidrProests Witkhtieed by the prescribed

authenticated device, based on the prescribed algorithm identifier

prce"tégqsiﬁﬁ&gngwmitted by the transmitting unit.

6. An authenticating device comprising:

a memory unit to store at least one algorithm identifier, at least one encryption
key identifier, and a version identifier to identify a version indicating a set in such a
manner that one set is formed from at least one algorithm corresponding to the at least
one algorithm identifier;

a receiving unit to recelve a version identifier from an authenticated device;

a selecting unit to select a prescribed algorithm corresponding to a prescribed
algorithm 1dentifier stored by the memory unit from among the at least one algorithm
forming the set indicated by the version identified by the version identifier received by
the receiving unit, when the at least one algorithm corresponding to the at least one
algorithm identifier stored by the memory unit exist among the at least one algorithm
forming the set indicated by the version identified by the version identifier received by
the receiving unit;

a transmitting unit to transmit the prescribed algorithm identifier corresponding
to the prescribed algorithm selected by the selecting unit to the authenticated device;

and



transmitting unit and on a prescribed encryption key identifier paired with
the prescribed algorithm identifier. 7. An authenticating method
comprising: transmitting, from an authenticated device storing at least one
algorithm identifier and at least one encryption key identifier in such a
manner that one algorithm identifier and one encryption key identifier are
paired as one profile, the at least one algorithm identifier and the at least
one encryption key identifier stored by the authenticated device;
receiving, at an authenticating device §§)ring at least one algorithm

identifier and at least one encryption key identifier in such.a manner that
one HGRHHFRCRHRQrO5AE Ui HEA PR K HPHIEPAFQ S BEP 58S With the

auQRAMRIHe, dba @l Ieastonr algoitese-isentfiesanthinaaflerstiei@mitted by the
encryption key identifier transmitted from the authenticated device;

traggIBEig, AiheadthahtitabFs HEice A PrE¥eb et guletHif fdentified With the
pré’-gQg;@ecpgqf SHhed g{é{ﬁ&ygggn key identifier paired as a prescribed profile

stored by the authenticating device from among the at least one algorithm
identifier and the at least one encryption key identifier received, when the
7 at legst orkt%ee%ll%%ﬁpmllﬁj&ﬁgger and .the at least one encryption key

. A1 3l OIMPrisipg.. .
identifier store y the au en%c%lt?ng élg\/lce in such a manner that one

algotithrmnidientifiefrand ane anbrypiiencieyldantifigoanezpairekas one algorithm

.. profile exist among the at least one algorithm identifier and the af least :
O R S TR SR PRBa e PSR g kb et o algorith
idauthentieatingedenespivn NepcabedRigarihmildanifiehaapebie, the at least one

prescribed encryption key identifier paired as the prescribed profile
al goridlra qifs nides iREntidatal deicensngneryption key identifier stored by the

authenticated device;

receiving, at an authenticating device storing at least one algorithm identifier
and at least one encryption key identifier in such a manner that one algorithm identifier
and one encryption key identifier are paired as one profile, the at least one algorithm
identifier and the at least one encryption key identifier transmitted from the
authenticated device;

selecting, at the authenticating device, a prescribed algorithm identifier and a
prescribed encryption key identifier paired as a prescribed profile stored by the
authenticating device from among the at least one algorithm identifier and the at least
one encryption key identifier received, when the at least one algorithm identifier and
the at least one encryption key identifier stored by the authenticating device in such a
manner that one algorithm identifier and one encryption key identifier are paired as
one profile exist among the at least one algorithm identifier and the at least one
encryption key identifier received;

transmitting, from the authenticating device, the prescribed algorithm identifier
and the prescribed encryption key identifier paired as the prescribed profile selected to

the authenticated device; and



39 receiving, at the authenticated device, from the authenticating device,
the prescribed algorithm identifier and the prescribed encryption key
identifier paired as the prescribed profile selected from among the at least
one algorithm identifier and the at least one encryption key identifier
transmitted; and performing an authentication process between the
authenticating device and the authenticated device, based on the
prescribed algorithm identifier and thegrescrlbed encryption key identifier
paired as the prescribed profile. 8. An &Uthenticating method comprising:
transmitting, from an authenticated d VIce st rlng a{éleast one algorith

dentis Stectlt G BRUISHHCH Kb, AR Sl I | A BHI HiBfie cvice. the

préd@mbidigralacideniehienst aNe HOHRIRRIEDLRAS RGN IdeRtfier paired as
among the at least one algorithm identifier and one encryption key
Yg@fqﬁ@r and the

thg peptabahisng weclidedstrent asray phiorkbpst enareeaeisa
at BLl8astd é}‘?cﬂrﬁl.fﬂ% g ti |&§t%egap¥mﬁeaug}g1tlcated device; receiving,

at an authenticating dewce storing at least one algorithm identifier, at
|easp@ﬁferem@g/pnmﬁ@pﬁm@h@ﬁmprawab@we@rtéq)ﬁ@m@md@atmgrdewce and the

auti]qer';ql ted e%(f‘ré]) n f|Ie "¥£‘§ ret@écn % 3 l% rggrfﬁljl'g ?ggﬂtﬁxgrm a?nr%gtweﬁrescnbed
east one alqgori ent ler antl one encryp ey | Ier among't

enatyigash teg &immﬁhﬁpzkmd iderhiifiercace padrech fille at least one profile
identifier transmitted from the authenticated device; selecting, at the

authenticating device, a prescribed profile identifier stored by the

8. authgntiatieg:deyige fﬁ@fﬁ@[@ﬂ%ﬂﬁ@é Jeast one profile identifier
received, when the at least one profile identifier stored by the

auth@ﬁﬁ&@ﬁﬁ@ﬂei@b@t anibeBtipdied device storing at least one algorithm

identifier, at least one encryption key identifier, and at least one profile identifier to
identify at least one profile whereby one algorithm identifier among the at least one
algorithm identifier and one encryption key identifier among the at least one
encryption key identifier are paired, the at least one profile identifier stored by the
authenticated device;

recelving, at an authenticating device storing at least one algorithm identifier, at
least one encryption key identifier, and at least one profile identifier to identify at least
one profile whereby one algorithm identifier among the at least one algorithm
identifier and one encryption key identifier among the at least one encryption key
identifier are paired, the at least one profile identifier transmitted from the
authenticated device;

selecting, at the authenticating device, a prescribed profile identifier stored by
the authenticating device from among the at least one profile identifier received, when
the at least one profile identifier stored by the authenticating device exist among the at
least one profile identifier received;

transmitting, from the authenticating device, the prescribed profile identifier

selected to the authenticated device; and



least one profile identifier received; transmitting, from the authenticating
device, the prescribed profile identifier selected to the authenticated
device; and 40 receiving, at the authenticated device, from the
authenticating device, the prescribed profile identifier selected from
among the at least one profile identifier transmitted; and performing an
authentication process between the authenticating device and the
authenticated device, based on a prescribed algorithm identifier and a
prescribed encryption key identifier pﬁiped by a prescrlbed profile
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authenticated device; selecting, at the authenticating device, a prescribed

algorithm corresponding to a prescribed algorithm identifier stored by the
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transmitting, from an authenticated device storing at least one algorithm
identifier, at least one encryption key identifier, and a version identifier to identify a
version indicating a set in such a manner that one set is formed from at least one
algorithm corresponding to the at least one algorithm identifier, the version identifier
stored by the authenticated device;

receiving, at an authenticating device storing at least one algorithm identifier, at
least one encryption key identifier, and a version identifier to identify a version
indicating a set in such a manner that one set is formed from at least one algorithm
corresponding to the at least one algorithm identifier, the version identifier fransmitted
from the authenticated device;

selecting, at the authenticating device, a prescribed algorithm corresponding to
a prescribed algorithm identifier stored by the authenticating device from among the at
least one algorithm forming the set indicated by the version identified by the version
identifier received, when the at least one algorithm corresponding to the at least one
algorithm identifier stored by the authenticating device exist among the at least one
algorithm forming the set indicated by the version identified by the version identifier
received;

transmitting, from the authenticating device, the prescribed algorithm identifier



least one algorithm forming the set indicated by the version identified by
the version identifier received, when the at least one algorithm
corresponding to the at least one algorithm identifier stored by the
authenticating device exist among the at least one algorithm forming the
set indicated by the version identified by the version identifier received;
transmitting, from the authenticating device, the prescribed algorithm
identifier 41 corresponding to the prescribed algorithm selected to the
authenticated device; and receiving atthe authenticated device, from the
authentj catlng deV|ce the crjbed algorithm identifier corresponding to
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from among at Ieast one algorithm identifier and at least one encryption
key identifier transmitted by the transmitting unit 212 from the
authenticating device 100, and an
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authentication processing unit 296 to perform an authentication process
with the authenticating device 100 based on the prescribed algorithm
identifier and the prescribed encryptié# key identifier received by the
receiving unit 211.

ABSTRACT

An authenticated device 200 includes a memory unit 220 to store at least one
algorithm identifier and at least one encryption key identifier, a transmitting unit 212 to
transmit at least one algorithm identifier and at least one encryption key identifier stored by
the memory unit 220 to an authenticating device 100, a receiving unit 211 to receive a
prescribed algorithm identifier and a prescribed encryption key identifier selected from
among at least one algorithm identifier and at least one encryption key identifier
transmitted by the transmitting unit 212 from the authenticating device 100, and an
authentication processing unit 296 to perform an authentication process with the
authenticating device 100 based on the prescribed algorithm identifier and the prescribed

encryption key identifier received by the receiving unit 211.



