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COPYRIGHT NOTICE

A portion of the disclosure of this patent document contains material

10 which is subject to copyright protection. The copyright owner has no objection
to the facsimile reproduction by anyone of the patent document or the patent
- disclosure, as it appears in the Patent and Trademark Office patent file or

records, but otherwise reserves all copyright nghts whatsoever.

15 BACKGROUND OF THE INVENTION

The present invention relates to the field of electronic messaging systems
and particularly to messaging systems capable of using different internet

protocols.

In early email messaging systems, mail messages were typically delivered
20 to a single time-sharing machine within an organization and each User would
login to that machine to read the User’s email. Today, email Users often have
one or more machines at work, a personal computer at home, and a portable
computer so that a distributed messaging architecture that accommodates
different modes of operation is required. There are three generai modes of
25 operation in a distributed messaging system, namely, offline, online and
disconnected. When a client/server architecture is employed, the chient 1s, for
example, a workstation or personal computer.

In offline operation, messages are delivered over a network to a shared

server and a User periodically connects to the server and downloads ail of the
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Abstract: A nessage system for comunication of nessages over a network
where the messages include neta data and content data. An authenti-catiigh 2104
unit awbentsmat es users for nessages fromthe network andrauspbosmge server
unit that stores the nessages. The storage server unit includes a
plurality of protocol server units for processing the nessages according to
protocol s used for the nessages over the network, includes a neta-data
storage unit for storing the neta data of nessages, includes a content-data
storage wunit for string the content data of nessages, and includes a
manager unit for common control of the neta-data storage unit and the -

cont ent - da it g roundt ineludes a co n _addr essi ng

unit for cgmﬁrgﬁg%g%%%ﬁ?e gF&g@%gg%’rédggﬁeegto ﬁnfégg%isg'%%ssa @J?rg%ﬁeons in the
st.orage sessreer tortht chian nmekibagarrothet gl plogiah i Mnfihg AROURCALssB@IVEr units .
and a common access control unit for controlling accesses to the |ocations
in the stoﬁ‘é?g‘ge %$ @W Haiservey Thasegfiar message procpssoiede bicalsar therclienti t s.
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protection. The copyright owner: has no objection to the facsimle

r epr oduct i 6FMBYEARY omal d#lelﬂthéfq%@@ht--mibi’yemomrthatfhenpaﬂemt’timedian:ll osure, as
it appears | e t and JTrademark O fice patent file or records, but

ot her wi se rpclg(gbé]w’e%g%tﬁpc%rbey%iddﬁ?am?ti YRES what soever. 15 BACKGROUND OF THE

| NVENTI ON The prias@idorinboedtdperatio] at 8%ilt Qiehh@ofreelsdioOfheenaf teRRE C ,
nmessagi ng systens and particularly to nmessagi ng systens capabl e of using

di fferent i™akep ef'cache” copy of selected messages, and then disconnects from the

10 server, later to reconnect and resynchronize with the server. The User may then
operate on the message cache offfine, but this model differs from the offline
model in that the pnmary copy of messages remains on the server, and the mail
client program will subsequently re-connect to the server and re-synchronize
message status between the server and the client's message cache. Online and

15 disconnected operation complement each other and one may alternate between

them; however, neither is compatible with offline operation since, by definition,

offline operation implies deleting the messages from the server after they've been

copied to the client machine's local disk.

Any one of several client-server protocols can be used 1o access

20 remote message stores, including general purpose file access protocols and
application-specific protocols. Whenever mail is delivered to one machine but
read on a different one, there is a need for a network protocol to access the
messages on the server machine. A determination must be made as to whicﬁ_
protocol is to be used to access message data when using different machines.
25 The question applies both to incoming message folders (for example a User’s
INBOX) and also to saved-message folders. When reading incoming message

- folders, a common operation is to save a message to an archive folder, sd both

data sets must be available simultanecously. The selected protocol can be a

generic remote file system access protocol{'(for. example, NFS, SMB), an



protocols. In early email nessaging systens, mail nessages were Ly;y% Iy,m,
delivered 20 to a single tine-sharing machine within. an organi zal *f‘gné t
each Usesomorbgl |ogin to that machine to read the User' gcenmsiod/zostoday,

emai | - Users often have one or nore nmachines at work, a personal conputer at
hone, and a portable conputer so that a distributed nessaging architecture
that accomopdates different nobdes of operation is required: There are
three general nodes of 25 operation in a distributed messaging system
nanely, offline, online and disconnected. Wien a client/server
architecture is enployed, the client is, for exanple, a workstation or

personal  Complfin- %Je&ﬁgfrﬁésbdg% a@@é‘s& dtBEbl fﬁ?%ﬁﬁgﬁé lﬁés% otelkd prISShIQVEr a
network to-'a share server periodically connects to the server

-and down| oRO¥) ahd imémeﬂMeﬁsagﬂA@@ss:W&Bcel (4wm').2004 PCT/ USOO/ 30500 pendi ng

messages to the client nmachi r}_&h A client Ll feté&es ges romthe
server to the cti SFRENTRIHING TihEYLeP HICIRSP! HRTFaim 1Y ¢ d the

nessages %ﬁ.n delestifg of Fﬁﬁr&ttef}ﬁesgfgrevs%msBQ@J..@@E%% is B SH Qemers%@ﬁs' ng is

| ocal on t clr1ent I'n onl 1 ne operation, nessages are left on
t he $rai | seanwersalyngaitshie farl At @shputesphahlation alﬁdldpethltloﬂfﬁanﬂbk@i}ﬁ’ﬁams,

--possi bly re_than one _at a tine rob nore than one at
di fferent lalr‘raﬁ?ﬁlq‘eﬁtHﬁ%mﬁﬁfl‘e@“éwéﬁﬁpﬁﬁﬁms& ?nall client connects to the

mail server, g%pﬁﬁc& "fcéb‘él? c pf&8 oleareSt%%Eﬁa?%hm%ﬁsf@xg ail Q(Q:gsstu%e

di sconnects fr server, later to reconnect a resynclitoni ze with
t he server remhbe H&emg@aytotdmemnesp@ualﬁ eprotbeblie caredeagaiocat he whkikiizee, but
this nodel differs fromthe offline _nodel in_that the primary copy of
messages r QREPABANSA. EaPTes alogispl grlitier pepcessing bedveerhelisgt and TeTVer

subsgquent |,y rﬁxﬁmﬁ?@@ﬁgtﬂahgnitt f aBfdsy e AR AE 5Y ﬁ&ﬂ.r %nh? GishRCG A status

bet ween t he server |en S nessage’cac

di sconnect gdivilpgisahnd BarC DisfhRNBa clieACHrogtdne froanthedile fomyat AlséE bnake bet ween
them however, neither is conpatible with offline operation since

~ definition,Sererf |A1H@uab@r%nnwfvmqreweaépéplumntﬁﬁ@grﬁﬁ@saagébe PHO0H ¢ he
zﬁévg]{ 22521?%}&?% pe%? {loé(r&goglrao %\gig Igslegtg(r%l Qg%@x%t rr%gstqgggcc%sé gpo%co% sk. Any
(POP, DMSP, and IMAP) and specifically, POP and IMAP, are the only ones
15 widely accepted.

The Post Office Protocol (POP) dates from 1984 and has gone through
several revisions and the current one is POP3. POP was designed specifically to
support offline access; but with mitations has also been applied to the other two
paradigms. The Distributed Mail System Protocol (DMSP) was first defined

20 n1986 and has since been révised_ Unlike POP, DMSP has not been widely
supported and is largely Iimitéd to a single application, PCMAIL. DMSP was
designed specifically to accommodate the disconnected operation support in
PCMAIL. |

The Internet Message Access Protocol _(IMAP) was briginated 1986

25  and has been revised with IMAP4 being the current version. IMAP was
onginally designed to support the online access model. Since IMAP includes a
functional superset of POP capabilities and can fully support offline access as

well as POP does, and with additions made in version 4 1t can also support

disc_onnected operation. The latest version of IMAP therefore mcludes the

Ll



20 renote nessage stores, including general purpose file access protocols

-~ andvwvappl i cati on-speci-fiic protocols. Wenever mail ;is delivered towone uiu

*machine but read on a different one, there is a need for a networ kUS0030500
protocol to access the nmnessages on the server machine. A determ nation

nust be npde as to which protocol-is to be used to access message G004
when using different machi nes. 25 The question applies both to i hcom ng
nmessage folders (for exanple a User's |1NBOX) and al so to saved-nessage

fol ders. When readi ng i ncom ng nessage folders, a common operation is to
save a nmessage to an archive folder, so both data sets nust be available

si mul t anep - The selected protocol can be a generic renote file system
access prp@%@%&?ﬁ@é Feand\BSPS\VB) , an WD 01/ 33798 PCT/ US00/ 30500
appl i cati on- spegiekirenitRasSans tocol , for exanple, Post Ofice
Pr ot ocol (@E POP) and Int.er%etg‘ .ﬁgssgﬁgﬁ 8%@%5""‘??’3%%%&%®er{’ generic
remote fil Enrrgtsindiding caedl (o, YoicOfhilbhe ' r il

W SR, M o5

accessi ng: t ssage. stores because there i s no Si & e. systenm .
5 uni versa Ie3d/'£ gggilﬁ%{gﬁe‘mf‘ Sl Bitsmsersend me wottidrabing ofnteciR@lAt i on can

be &iffi cubtssagmnadithakfii £hegi sy etwark bandwi dth often results.
Appl i cati on-specific protocols Daégmg%gﬂtuasnﬁc BEEHY dgge‘f‘fﬂm‘émﬁﬂagMessi ng of

renot e neésé’é‘ﬁ’é‘@#'(ﬂ]@ﬁat@-méﬁﬁctenp@@b@ﬁ@éléctfbﬁbﬁesshgésl_ored to maxim ze

per forman¢e, c .de a.logical split for_ processing between client and
server .10.to mﬁ%%@%&}?gﬂgﬂf F’%ﬁﬁaﬁf’ﬂ'\gﬁfnﬁﬁ Fsdesithic e two Aktbasan fdre i nst al | ed

‘Wi t hout sptwhage of IMormidtiege $Towdr, | ‘ he cli,ent programfromthe
file format _used on the, serover. At F.%“@S S&rag%ﬁals t%?fﬁ%&ﬂgﬁ’r“%éci fic
sol ution PFEERIYSERRvERRLRent oV MRy npsto dgacaloiess agioatasdite BLe..avai | abl e,

t h@0i nt er ragh t ocol.s . (POP, P, and | MAP) a
specifically, %CP ang | @E S.a%;ege)mtaﬁgk%ﬂﬁ%%" doginesfcgradapeptssd. The Post
O fice Préperfol (POP) dates from 1984 and has gone through several

revisions‘and th rrent. one is POP3. POP was designed specifically to
support of fli nén‘;%%g‘ggent Eﬁﬁomwﬂﬁdsﬁm&m&mmmm@mmed to the

ot her twoANPr STORXRG Bt L. em Protocol (DVBP) was first
~defined 20.in 1986 anB-EElzs SI n&aﬁgmi@MHQ@mtmrhas not
been wi deMFriHgpoRndesiorageiof eletmomie maillinfiringgon & dsdbeg! ﬁh@%&ﬁat i on,
e

PCMAI L.  DVBRpBES:: Lgned specifically to acconmpdate t sconnect ed
operation :_squort agﬁ%@%ﬁrwpﬁvﬂﬁf BiofefurEesidigs oadbessvedr atdaol . (1 VAP)

was ori gi Atthittion st@8e facility comprising a distribution management system residing -

]
on the server; and a containcr management gystem residing on, the server. The
1?1ethod for distribution and atorage of electronic mail information comprises the
{'oﬂowixlg &teps: (1) receiving inbound information from a first remote comnection,

20 the inbound information comprising a distribution; (2) processing the distribution,
the pmcessmgremﬂung in the ﬁsmhuﬁon being stored in memory; (3) writing the
dxstrfbuﬁpn 10 a storage medium; (4) pagiong the distrihuﬁdn from the storage
“.,md"'“m jmo memory; (5) passing a pari of the distribution in memﬁry to at least

5 asecond remote connection; and (6) determining an intended recipient inl‘eapc;nsa

. 'tt? the presenice of 2 reported recipient, The meta dats and content data are stored
1 the same file. |

© o an arficle by NADEAU M: ‘YOUR E-MATL IS OBSOLETE’ BY’IZE
MCGRAW-HILL INC, ST PETERBOROUGH, US, vol. 22,p0. 2,1 February
1297 (1997-02-01), pages 66-69, 72, 74,, XP000680521 ISSN: 0360-5280,
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25 and has been revised with | MAP4 being the current version. | MAP was

~ Or-kglLhal |y designed to support the online access npdel. Since | MAP ingl.udes

:a functijonal superset of POP capabilities and can fully support ofkiosgoson

access as “wel|l as POP does, and with additions nade in versiaon 4 it can -
al so support disconnected operation. The | atest version of I'MAP th;ﬁggﬁg?
i ncl udes it he PCT/ USO0/ 30500 - 4 MAY 2004 functionality of bot“hli'liﬂ'm
DVSP El ectroni ¢ nmessagi ng extends wel | beyond e-mail nmessages to any form
of electronic nessages including a-mail, fax; voice mail and groupware.
Many of the needs and [imtations of e-nmail systens extend to other forns
of electronic 5 ;nessages and there is a need for a coherent and integrated

el'ect r oni cdmxébagﬁmg-mﬂibmteﬂﬂhﬁﬂhaéut&?ﬁ&ﬁﬁ? WiHRG lgli[e%a%%é ?qn%exﬁtéi@gésﬂ able to

el ectronic S . In connection wth nessage sy

use dat aba%'?{:gé:?yp?‘#’E aﬁdﬁf‘m&%“ﬁﬁg RS APEb Eokey sdbmeecThe eaaMRkiaRgl, dat abases

are di ffi caldcal® réffiSteicBrtidy %@ﬂ% m.envi rgnent s whi ch need to be

scal able to accommdgtce iarger Bé’yﬁ%éaeﬁcd@f’% SngiyPReskelgedt i n an

efficient ]Wﬂﬁﬂ@ﬂmamlmdﬁaéﬁ%@is%ﬁ ﬁdaﬁ:ﬁﬁ%ﬁg %A%gg%ft

5, 945), 82%@%6@ SY@;FEM F% THE DI STRI B ON "“AND % ECTRONI C
st éth sy

S MALL INF prgto sang $tS, utchpn ofntbie shessage pobs @b Qg rONi ¢ M |

i nfor mat i cauthentidicionl RSAY. at e 5 rises:.a server. a status
rendezvous procedure re3|%iitir}g Sgﬁtﬁ%ﬁe@r;&eﬁgﬁa@%c@ i $85 TItRLFs
st or agef acPPISREE o¥fpTars dergypts dihet BIMINEC endriftéde HRAL cikkE CHtheidi N9 on

the serverg, : ai per , nanagenent systemresiding on the server. The
met hod f of |stﬂ?iﬁq§%ﬁa %vﬁr gon %ﬁ’g‘bg‘?’&"%?wm@hme duningrtraakit.on

conpr i ses Xihally, stel chessigrdis GbQAed of thh dEAKSH NP o .inf.armation froma
fa renot e con@ecti n, 2Q the inboun?ﬁ%&%{}gﬁﬂ%gtn%wgf%a
( P

di stTi buti, on; Ve sia iythe bovs backptound,ahe presém Hprendas pkdigddsesul ting in
t he di stridnah [ ' Fy. (3l witing the distribution to a
st orage medi &%@&(ﬂ%ﬁm&a%. ngg‘%ﬂg}l%%@%%ﬁ%?‘é?gﬁﬁfm aglﬁ&fwﬁnﬁedi uminto
menory; ( PEgisaly wih diffsert Imémetroisis bhdstpabi o&*apgfe%\y,i f]gi%gﬂ;teast !
second re E?s&ﬁﬁ ction; and (6) determning an inte eé recrpient in

0

response PEJBEESSt a reported recipient. The neta data and
content data are stored in the sane file.

15 f - SUMMARY OF THE INVENTION
! The present invention is a message system for communication of messages
over a-network where the messages include meta dats and content data. An
" anthentication wnit authenticates users for messages from the network and a sterape

1 1
Sexrver unit stores the messages. The storage server unit inclodes a plurality of

20 Ptotoco] sexveruaits for processing the messages according to protocolsused for the
n:?essagas over the network, includes a meta-data storage unit for storing the meta
d:iata of messages, includesa content-data storage unit for storing the content data of
m':es.sages, and iricludes amanager it for common confral of the meta-data storage

. " unit and the content-data storage unit. The meta-data and content-data storage u:;its

are physically different units for storing meta data and content data.in different s,
The manager unit includes a common addressing unit for common management of
th? addresses of messages at Jocations in the storage server uait for messagés of the

-pluzglity of protocol server units and g common access confrol unit for

4B
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In an article by NADEAU M "YOUR E-MAIL IS OBSOLETE' BYTE, MCGRAWHI LL,,. 00k
I NC. ST PETERBOROUGH, US, vol. 22, no. 2, 1 February 1997 (1997-0Z. 61&32,‘&‘-{
pages 680®%337P2, 74,, XP000680521 | SSN; 0360-5280, 4A EmRCAASOY3IRMENDED
SHEET USO030500 - 4 MAY 2004 describes an a-mail systemwth ,
aut henti cati on. When a nessage is sent, it is encrypted at the desktop
using an RSA public-key schene. The sender checks with a |ocal or renote
certificate server to get the recipient's public encryption key, At the’
senders nessagi ng server, the nmessage is encrypted again using the RSA
based 5 S/M ME protocol. At the sanme tine, a copy of the nessage goes to an
aut hent i catbutrolBrg v@rsseato thedosangelin sheatoragt bérver war by tHeqdatligrof The

reci pient's nmessaging .server decrypts the S/M ME encryption and checks
‘with the é’ﬂ?tﬁ‘éﬁ?{tsF'g’&fP’Hﬁ-server to ensure that the nessage has not changed
during transit j : [ ﬂ%d‘ ing the
recipient's pub@c‘?r’%@‘“%éh?r?ﬁg%?g% géshieé’qﬁug{) t dgﬁrggge&e&ggéé&gg%tbﬁd, t he
“present i nwaltbeapppreoy frdmsthe doibmiiag eletailad desdripeigh & echjetdioablieh eleect r oni c
messagi ng :%st_em capabl e of operating efficiently with different Internet
prot dcol s &tV ®8&pabl e of operating with different forms of electronic
messages. 15 SUMVARY OF THE | NVENTI ON The present invention is a nessage
system for comuni cati on of nessages over a-network where the nessages
include neta data andBROBFESOCRIBTIAN ORUTHEDRAINGSUNiIt authenti cates
users for nmessages fromthe network and a storage server unit stores the
messages. he stgﬁlggel denigie an glertronip anasspetngssyplent al ity of 20 protocol server

units for procesg : ssages, accerdi ng to protoco sed for the
nmessages over tﬁ@@ng‘%\%‘\%ﬁ%%ﬁ%%‘sﬁﬁﬁo ee{[‘%&?géniiygiegb%éﬂﬁ#tﬁf or storing the
met 40 data of nNEBIEAJEdepittd ©htl dRSodnkANbLIME sHRhR: ShRragpiGwpt for storing
the content data of nessages, and includes amanager unit for common

control of the rEtG Hdericts gpethayembedimentapfahe Heragsmernt otlBliGa 2t orage unit.
The meta-data angonlenti 4l S5 Q5AI8 H0'ah Yectronic mail system of FIG. 1

and FIG.2.

FIG. 6 depicts further details of Users in the electronic mail system of
15 FIG. 1 and FIG. 2.
| FIG. 7 depicts the common units of a server unit manage.
FIG. 8 depicts details of the service unit manager.
FIG. 9 depicts a representation of one mail message in the electronic
mail system.
20 FiG. 10 depicts a representation of another mail message in the

electronic mail system.

DETAILED DESCRIPTION
Electronic Messaging System — FIG. ]

25 " FIG. 1 depicts an electronic messaging system that enable Users 11 to

send and receive electronic messages to and from the electronic message system

4 and thereby to and from other Users. The Users 11 are any type of machine
located at a person’s place of work, at home, or at other fixed or portable

locations. The Users 11 can operate under human control or independently of

5



25 are physically different units for storing neta data and content data iﬁ\]‘& ;:
different files. The manager unit includes a Commobn addressing unith i 2 :
conmon weanagemsent of the addresses of nessages at | ocat ip@fiaydodabdag St or age
server unit for messages of the plurality of Protocol server units and a

Common access control unit for 48 Enp fan:gs AMENDED SHEET WO 01/ 33798 - 4
MAY 2004 PCT/ US00/ 30500 controlling accesses to the locations in the

storage server unit by the plurality of protocol server units. The
foregoi ng and ot her obj.ects, features and advantages of the invention wll
- be apparent fromthe follow ng detail ed description in conjunction with the

5 drawi ngsp,BRl E5i S g\g \QE lg%g% I depi.cts an el ectronic
messagi ng s@stemn%ieq%lzo?%llel ’|chtgs:e]gl3rtnf?§ﬁ &tar 5’%%“{1] Searﬁlalécréasﬁlwneé syst em of
FIG 1. 16istrbGed3 nebapipnips avtldteenino dhae tccoOhnicdgtest ifeae: Sabdey #f FIG 2.

FIG 4 depicts_ another enbodi nent of the storage server of FIG 2. FIG 5
depi cts fuPPHalionygclyding @fflipg dawnigad cand deletaimionling sndndis¢orme@ed|  and

FIG 2. FI epi e Lls, of \Users in t el ectronic nmail
Cyst om of el Rhé Rsaldtd ACbe Sah Bhiida BEEIR bPe b BsRaRE TiRie0r &
server uni inchmlir@gemail HhG volcedadi gGbspwiatai | s of the service unit manager.

FIG 9 depicts a representation of one mail nessage in the electronic mail
system 20 FI G The HEpi telechopsppesseginaisysiemofsea spechabpurptise Intsssege in t he

el ectronic ' V: I DE, ON FElectronic Messagjng System -
FIG 125 Bﬁbéofgdégﬁﬁlgﬁﬁe c r%ﬁ%ssoa{g?t g BIPLocols Fﬂ[&f’atgﬁgtﬁl e Users.
11 to sendvidhterfe @ipémtiohe ahd ednmuRREB&UESvdr Shandwhbriam 4 heogl pebr oni c
nessage system 4 ané) thereby to and fromother Users. The Users 11 are any

type of maéhd AMAN prosecsds firr Gsepererssing of messago$ ovwrihe natwdibsB 2 roly at ot her
fixgg or pQLtARkRerp protocol for sending messages over the networks 12. The Users

11 can be nomadic and are independent of any particular remote file protocol.

Typically, the Users 11 can send, retrieve, and save messages over connections

17 and can manage remote User folders in storage server 14. The electronic

messaging system operates to retrieve and update status information on a per-

15 message basis. Users can retrieve and update personal configuration information

and can share :ﬁailboxes. The electronic messaging system mail delivery for

Users 11 is usually to a shared and "always available" storage server 14 that

- allows access to new messages from a variety of client platform types and allows

access to new mail from anywhere over networks 12.

20 In FIG. 1, the electronic messages are partitioned into two parts,

namely, a meta-data part and a content-data part. The meta-data part includes

User, message, time, date, address and other identification information and the

content-data part includes the content associated with the meta-data part. The

content and meta-data are linked by pointers stored with the meta-data that point

25 . to the locations in the content-data store 33 where the associated coﬁtent is
stored. '

In the FIG. 1 electronic messaging system, the Users 11 connect to

networks 12 which in turn connect to a mediator 13 which in turn connects to

storage server 14. An authentication/look up service 15 connects to mediator 13

6




| ocations. The Users 11 can operate under human control or indepeng%ngﬁw_?ﬁm
WO 01/33798 - 4 MAY 2004 PCT/ USQ0/ 30500 human control. Typically; tthe*" &7
el ect r OYP 81348 agi ng system has a client/server distri bBEEYSAEESHYI ng
architecture that accommobdates different nodes of operation including .

of fline (downl oad and del ete), online and di sconnected nodes. The nessages
to be sent and stored are any type of electronic nessage 5 including
e-mai |, -fax, voice and groupware. The FIG 11 electronic nmessagi ng system
-uses speci al purpose Internet protocols, including POP, | MAP and SMIP, or

ot her protocols conpatibility wth Internet operations and conmuni cations
over the netesocikmet@onsBdbh Rler ardainVBRigrspttbe alebvdrbs 1 éypascissi ng of
nmessages over. t he netmorkst%Z rely 10 on the SMIP protocol for sending

messages olEHAINE 3B\ GOPRECt BFectphvausepaections Eip the SHERBRIFTVArd Br e
| ndependent,ah ARY cRAGHMERS AGioh AL Bp dkhied?[ OhRAG Yonnecly B &R Lihragkhe Users

111 can sen retrieve, and save nesSages over connectlons f %hd can
manage r ensdreerlSlesvel obalexcaondl &t or age server 14. The el ectronic nessagi ng
syst§n1operates to.retrieve apd update status information on a per 15
message basis. WB&IE chriPFdpsiaipe binth SdatRare meomathat drespiuloginson
~informati op Jal es.. T r.ani )¢ i stem mai |
dol i very ot EEara, FHRERIER, fokFRind U MERLEAN A TERRINRE, B

storage semuéif dubctdyfilly ahhowsatadcassspheentleWwrodss bgascdmmands atieet y of
client platformtypes and allows access to new mail from anywhere over
net wor ks 13toragy sefpver|id and proyes gpsgenses fiog Hestegessaye Matoriheilged into two

ts, ' | - dat {-aat Th - dat
par t 1 ncl uggs’ THE PP SR PR orBl )y SRLRRS BN AF Shover URGTREL  Cat on

i nf qomat i onndiding Bragechentuniata-1par t26-90l wiles dabke s&oat it ind&hAIGi ated with
the neta-data part. The content and neta-data are |inked by pointers
stored wi t indpges ferngssage sethdetapgtnat3 229 messpgrectnenitdasmstorg 33 rad a

cont ent - dat t Q- whey.e assogciated conte is ,.stored. In the FIG
.s%rv%r m? m%%ag%r ;e/‘;;lt‘ eltiac IHeIVLﬁla ma%xofgr a Ii]_}égli 15 td&)s%né;uéfzt\?\%?rﬁ

h
1 electronic messagin ) m Users onn & 12 whi ch
in turn confeGheth@ath A8 3 ahd Bk WREGBe icBndeHi-ats QUIE OB Sanldlis sStQE@De Sserver

14. An. authentication/look up service 15 connects to nediator 13 6 WO
1 01/33798  under control of the server unit manager 31. Each individual mailbox for a User
15 - is not distributed across different ones of the server units 26-1, . . ., 26-SU.
Coordination of Users among the server units 26 is under control of the storage
control 16. |
The server unit manager 31 in each server unit 26 manages the accessing
of data in the message meta-data store 32 and the message content-data store 33
20 and services protocol commands that cause data to be retrieved or modified.
The server umit manager 31 coordinates multiple requests to the same mailboxes.
The server unit manager 31 is a process, thread or other computational entity
that functions to manage the address space of the server unit 26. including the

meta-data store 32. The address spacé is common for the protocol server 34

25 (including each of the protocol servers 34-1, 34-2 and 34-3, see FIG. 3) and
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does not require any locking protocol for locations accessed in the storage server :
unit 26. Further, each storage server unit 26 is efficient in that when tables of
offsets or other mechanisms for accessing physical addresses are opened, they

can remain open since the address space is under the common controi of the -
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networks 12 bypass the nmediator 13 and connect directly over connections
10 to tweapsrmge server 14 in which case the authenti catdoidod0sooup
service 15 also connects to the storage server 14 over connections 18 5 In
FIG 1, the nediator 13 is a transparent proxy that accepts logins from
Users 11, authenticates themusing the authentication/look-up service 15,
and if successfully authenticated, transparently proxies User commands to
the storage server 14 and proxies responses fromthe storage server 14 to
the Users 11. The storage server 14 stores User nuil boxes |ocated in
server uni tsaw%eunﬁ&ahgg@lrgdi ng storage server units 26-1, ..., 26-SU, where
each server -unit internally includes a nessage neta-data store 32, a
message cont ent -laatha HGor b eB3trant messsging eystein| Intoaragrssagds afeaeht

i ndi vi dual mail box.for is distributed across the neta-data store 32
and the nesSage eo§{%F%§f?f§?%§feb %O%Eég%TPQC@QE*S@@P apdMAJOME? 0l of the
server uni tSNEEPaGSn® hes 1 i ngichh: il far g i ot
di stributed across di Presigel Ld LR BhonfB, d0slnfland "ﬁ%}gl ?e'J.Sé“.a, 26- SU,
Coor @i nat i orpnguigten mfammigntiheleparedan asepirate2®mminiohdabioeont rol  of the
storage control 1% ‘Iipje fe([ﬁ‘/:er unit manager 31 in each server unit 26
manages the acce¥sPid Vof I GCHOMS Persagiag sutemndsermseisd operasioshagnd t he
message Ccongenbmdatbaishh rviee ocol ¢ nds _that cause
data to be retri ev%%nor rr%d%??’gég %gmg)g]r‘)\g]@?e ﬁ]r??{aggr’rshﬂla%é’?ﬂ%ﬁéo FUi nat es
mul tipl e repldestase tuqude idanabiei thhaxpeut thENge SEkvEfoldei to MRagess31 is a
process, thread or other. conputational entity that functions to manage the
address spal™ $FverheanRsripdicaliyresynebronizecthe giaties afpartiquiar anedsagas st ore 32. The
addrgss space is common for the protocol server 34 25 (including each of
the protocol servers 34-1, 34-2 and 34-3, see FIG. 3) and does not

requi r e anyEleowtmind/gsatincOstdn UsimpcROP OnsA ROGRISSET Pi-NFldhex st or age server
unit 26. Further ach storage server unit 26 is efficient in that when
“tabl es of offsefgg-orz gemets f%ﬁbﬁaﬁ?‘@‘ﬂﬁofwe meswsyigneyspiny of #4G. alidnesses are

opened, 't heyhidaie, | ience the .addres ace is _under the common
control of the 785%1%{%258%%%% 1733798" /@bgﬁ\%’gbﬁmmcosusu ¢

SMTP protocol for delivery over connections 17D and use POP and/or IMAP

15 protocols for access over connections 17A. In FIG. 2, the Users 11 include
wvirtual Users 21 (connected, for example over the Internet or other remote
network) and local Users 22 (connected, for example, over a local area network)
so that the networks 12 include remote and local networks 23. The mediator 13
ncludes a delivery server 24 (using the SMTP protocof) and an access server 25

20 (ustng an mnternet access protocol such as POP or IMAP). The storage serQer 14
includes storage server units 26-1, .. 26-SU and a storage control 16. The
authentication/look up service 15 connects to both the access server 25 and the
delivery server 24 over connections 19. In the case where the networks 12
bypass the mediator 13 over connections 10, the service 15 also connects to the

25 storage server 14 over connections 18.

The storage server 14 of FIG. 2 stores User mailboxes located in. server
units 26, including units 26-1, . 26-SU, where each server unit 26 internally
includes a message meta-data store 32, a message content-data store 33 and a

server unit manager 31 as described in connection with the storage server 14 of
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server unit manager 3 1. In the FIG 1 electronic nessaging, system ., 04
I nt ernet nessages are sent wusing the Sinple Mail Transfer Prot ocolh (Mﬁrrrg?
bot h PQRoandz#sbAP use SMIP to send nessages. In a sim | @aCTmeswmeesoo
accessing and updating personal 5 configuration information is rel egated
to a separate conpanion protocol. In the FIG 1 electronic nessaging
system di sconnected operation has the sanme requirenents as online
operation while nessages in a particular User folder are uniquely
identifiable throughout the Iife of that folder so that clients and
servers can periodically resynchronize the status of particul ar nmessages.
10 El ectron S P, And G 2
- depicts fur'!LF?%%dﬁragaﬁﬁéﬁ?%}ggg?%&%fﬁeh of zﬁl\%ﬁ)ls mﬁiegcv\ﬁllr@h t he
-nmessage sysbémhelsiborgecmnhohi €atlheachwistdeed nhie26ethepseptwanlis massgerisga SMIP
protocol for dellvggsy over connecti onﬁ 17D and use POP and/or | MAP 15
protocol s fGPMagEelE BirersmioRhetaia dhdha 7messpge meta-daia gipee Betnd the i ncl ude
~virtual wern%sggge%g{éggggtgqt {gg exanple over the Internet or other renote
networ k) and | ocal Users 22 (connected for exanple, over a |local area
net wof k) sd;tbrhae Stiver Dett Woitik  od®2 Joncdntrdiatar ®iovd €FHERA3 | ocal networks 23. The
medi at or |ncI u%es %del_i ver% server 24 (u3| ng the SMIP protocol) and an
access server PGS am emhedimsat ofaypical Wfdﬁ@ﬁtoﬁﬁ@we&@fpw or
| MAP) . The st,0 \Y; | .. ,
26. SU and aséﬁt’%?ggletﬁ%%%*?% sy Rl 8 IO B P R iR dpEdichies
connect s t o seotehuhit@odndeds sepfer @hit Amnage 1 Nenetslahiakesns Zﬂeidtﬁéon%tover
connections 19. In the case where the networks 12 bypass the nedi ator 13
over connectdahstors 33t nkhesigpyts @ad pgtpaits b aethfieey Wetserveh anit 5ngeer Blge ser ver
14 ovgr connggt Q I fFIG2

4@ MR LR e JBF 33 b A8 9FyR the ProttdolberteraatL SRR, B . o

mai | boxes | oca I'n server I'ng
wher e each s(@OEraMBn—3ZﬁMM)3rnalTHeyprdtdSks“dlLﬁé&&ra}ms(smmﬁrdéﬁttﬁc store
32, a nmessage content-data store 33 and a server unit manager 31 as
descri bed i nPrOMRbEsVeuRiist -1 he- %o}mgﬂl!é}ehmthiﬂ\ﬁ?80m009ﬂ8871-98 4 ~MAY

2004 PCT/ USRQ/ E}p(?lgm nat.l he server its
coe, 26- SUS&% p?;‘Qg)Q& J(fl(_)vfléL r%l2 )t’h %d ora Q’gﬂ{ TOrer s 3ﬁL92!ach erver
unit 26, the2garhiel hairithe FPa@RRhe@ibns 17—2, and the protocol server 34-3 (IMAP)

15 includes the protocol server unmits 34-3,, .., 34-3,; which have the IMAP

connections 17-3. The protocol servers 34-1, 34-2 and 34-3 have connections
18 to the authentication/look up service 15 of FIG. 1 and FIG. 2.
The server unit manager 31 in the server unit 26 manages the accessing
of data in the message meta-data store 32 and the message content-data store 33
20 and services protocol commands from the protocol server units 34 that cause
data to be retrieved or modified. Any command for accessing é User mailbox is
first processed by server unit manager 31 which responsively accesses meta-data
store 32. Meta-data store 32 stores pointers to corresponding linked locations in
conient-data store 33 where the content portion of a merssage is stored or
25 retnieved. The server unit manager 31 coordinates multiple requests to the same
mailboxes by different ones of the protocol server units 34. In this manner, the
server unit manager 31 manages the address space of the storage server unit 26.
The address space 1s common for all of the protocol servers 34-1, 34-2 and 34-3

and each of the protocol server units 34-1,, .., 34-1,,;; the protocol server units -



manages the accessing of data in the nessage neta-data store 32 and ;h!@ﬁ\ "
nmessage content-data store 33. 5 Storage Server Unit Wth Local - 4 1A 200
Cont enW@eWB7™ ™ ore --FIG 3 FIG 3 depicts an enbodi nent pefi/gsospgsocal one

of the storage server units 26 within the nessaging systenms of FIG 1 and
FIG 2. In FIG 3, the storage server unit 26 includes server unit nmanager
31, nmeta-data store 32 and content- data store 33. The inputs and outputs

to and fromthe server unit nmanager 31 10 and content-data store 33 are
fromthe protocol servers 34-1 (SMIP), 34-2 (POP) and 34-3 (I MAP). The
protocol server 34-1 (SMIP) includes the protocol server units 34-1,,
34-1u, whi 8A-havel4-g,; SM Breqmpbel @RS dnfts Ba-3 t h§3pr3q,%ocol server 34-2
(POP) includes.the protocol server units 34-2,, ..., 34- 2132 which have
t he POP connections 17-2; and the protocol server 34-3 (I MAP) 15 includes
the protocgj ' : . : i ch-have the | VAP

oo Br O oce oé_é#%cﬂﬂhft%fféﬁ mote Conted a ,§'t\'hr_ II@ 34-3 have connecti ons
18 to the aut hedhifi6t i Qnhé swkagensepeirinteclibclfiefiheprdioadikeRlem 321, The

. server unit nager 31 in the server unit 26 nmanages the accessin of data
Re mosSdg ang ‘ ; X

in the mes tA-Haths seretreund manggen s | nthys agta-duntstone- Haead ghore 33 20

and servi cCegniRhRl : f.rom.t rotoc ervey, uni.t 4 that cause
data to be ret r?e@ggtoorr %m?%?%(??%ﬂﬁyo c‘%ﬁ%%%ﬁ ‘ﬁ%_rﬁgr& séﬁidf‘é“%?e? mai | box
is first prooessedrbls.sdheaeniond daiPa8e33'3d Ohh&ied GanRRRSLNYELY @ccesses
neta-data .store 32. Meta-data store 32 stores pointers to correspondi ng

linked | ocdPEBRE pRits 3bntEs Peneco! dreoweenderwired® anthalatostoents porioron of a

nessage i s d ri eyed. The server unit nmanager 31 coordi nates
mul tiple re%%@é@k@g Cﬁ%g&ggl}%%\{mq%g@éqﬁ. di fferent ones of the protocol
serM@r units 34. In this manner, the server unit manager 31 nanages the

- address spaﬁe of the storage server unit 26. The address space is comon

for all of HREIGRGH 2 and 34-3 and each of the
prot ocol server

01/33798 - 4 NA\}“?LOI 4 g’é"’cfl? ;“ngg &%ﬁt ngﬁl-per?%fggf%gel.d, i?‘%ggéfzglgll’alaﬁg?‘hé@pr ot ocol
server unit¥se34réups 11-1,..., 34=BU3The Users 11 connect to the network 12 including
the networks 12-1, 12-2.., 12-N. The network 12 in turn connects with
15 POP/IMAP connections to the access server 13 and with SMTP connections to
the out-delivery sérver 51 and the in-delivery server 52. The access server
mcludes th¢ access server units 13-1. 13-2.._ . 13-S. The access server 13
connects with a POP/IMAP protocol to the storage server 14. The storage
server 14 includes the storage server units 14-1, 14-2, ..., 14-S8 and the storage
20 control 16. The oqt—delivery server 52 includes thelout—delivery server units 51-
1, 51-2, ..., 51-0S and the in-delivery server 52 includes the in-delivery server
units 52-1, 52-2, ..., 52-IS.
In FIG. 5, the storage server units, 14-1, 14-2, ..., 14-SS, provide SMTP
connections to the out-delivery server 51 and to the in-dclivéry server 5.2‘ In
25 FIG. 5, the out—delivery server 51 includes the out-delivery server units 51-1,
5}-2,.__, 51-08. The out-deliye_ry server units 51-1, 51-2, ., 51-OS connect as
inputs to the network 53 and as inputs to the in-delivery server 52 and
specifically the in-delivery server units 52-1, 52-2..._. 52-18, respectively.

Communication into the out-delivery server 51 is via the SMTP protocol,

10



Storage Server Unit Wth Renote Content-data Store --FIG 4 In FlG 44t henss
storage server unit 26 includes the protocol servers 34-1, 5 34-"2l'aﬁ't§“’
34- 3, twheoigareger unit manager 31, the neta-data store 32P@ERUSEOBEs00
content-data store 33 |l ocated as part of a renote data store 33" that _
includes a renote server 43. The renote data store 33" is connected via
network 42 to interface units 34. The protocol between server 43 and data
store 45 is, for exanple, NFS or any other file system protocol 10

El ectroni c Messaging SystemDetail - FIG 5 1In FIG 5, a plurality of Users
Il are organized in groups including the User groups 11-1,..., 11-U. The
Users 1 | RRMCIomBulifRions HWaT the bt dik 199tRG orh B s r 469 theinl, 12-2. ..,
12-N. The network 12 in turn connects with 15 PGP/ 1 MAP connections to the
access sedelereri@raard2wi th SMIP connections to the out-delivery server 51

and the in-deliv erver . The access serve i ncl udes, .t he_.access
cerver uniis 198 P STHEh-Rfvery dEndh 2 ReRdbsbe s R b i th 4
PGP/ | MAP pr ot gg9k r%@ei&é‘SNﬂffoEﬁﬁSccﬂ%Mﬁé fibth fHRCoRIdY; seRRF ¥¢! tht4 i ncl udes
the storage server units 14-1, 14-2, ..., 14-SS and the storage 20 control
16. 5The ouwetvdwkiSdethe rebrarkrl25mdithe btodees seher ddt Then-devgnsereS2units 51-
1, 51-2, ..., 5%— and th? in-del.iv_eg server 52 incl uges the in-delivery
server ufichers M TP gprotocol cepmugiGatiops ¢0 the {¢fase sehahe T a4 @Ptuni t s,
14-1, 14- Qelivery serté §S. . provide SMIP connections to the out-delivery
server 51 and r%(o the in-delivery server 52. In 25 FIG 5, the out-delivery
~server 51 incl UdddGt hg thehetdelk $8) whshrugy inghide serbdte betwérks 2uch as, 51- CS.
The out-delivery server uniti 51-1, 51-2, ., 51-0S connect as inputs to
the net wortke Baemggiiorlecy! matyarks.soppests to.QthFi UtsryS4er ver 52 and specifical |y
thggi n-delivery server units 52-1, 52-2,..., 52-1S, respectively.

Comruni cation into the out-delivery server 51 is via the SMIP protocol, 10
- WO 01/ 3373 ultiple WEeY 00648 Typ&TH-BB30/630500 i ncl udi ng conmuni cations fromthe
network 12, the storgge server_ 14 and the in- delivery server 52. In FIG

5, the in-del i vVEYS S&FREr agmplementaioRgt ihrelsas bpt Byt & 195 2 amh 21
52-1S recefe SMIPERS Ok O UiRPY Srd LRILIGy Qitfer FEUNPHPeS HRng 1. the

the User group 11-1 which'is of the telephony type. The User group 11-2 is of

15 the facsimile type. The User group 11-3 is of the groupware type. The User
- group 11-4 is of the e-mail type. Any number of other group types can be
included within the User categones and are generically designated as User group

11-T for designating other User types.

20 Server Unit Manager Commeon Units — FIG. 7.

In FIG. 7, the server unit manager 371 includes a common access control

unit 7-1 and a common addressing unit 7-2. The common access control unit 7-

R receives messages from the protocol server units, where unit 34-i; is typical of

the protocol server 34, and has common processing for those messages. The

25 - accessing of mailbox locations, where locatign‘ LOCk is typical, in the content
data store 33 is under control to the common addressing unit 7-2.  Since

accessing of all mailboxes in the content data store 33 is under common control

of server unit manager 31, errors by any one particular message server unit 34-i;

in the protocol server 34 tend not to disrupt the entire storage server unit 14.

13



network 53, the network 12 and the storage server 14. The in-delivery

su-$eL¥EL 52 delivers SMIP protocol conmmunications to the storage servarn.l4

- and.out- delivery server 51. In FIG 5, the network 53, which may |[]gd@@9500
renote networks such as the Internet or |ocal networks, connects to other
Users 54. 10 Multiple User Goup Types -- FIG 6 FIG 6 depicts an,

I npl ementation of the Users 11 of FIG 1, FIG 2 and FIG. 5.~ I'n sﬁiezu%
the Users. | 1 are grouped by different User types, including the User .
group 11-1 which is of the tel ephony type. The User group 11-2 is of 15 the
facsimle type. The User group 11-3 is of the groupware type. The User

group 11-4 is of the e-mai|l type. Any nunber of other group types can be

i ncl uded Sef eGfik & Gi s and are generically designated as User
group 11-T fgnFEesrgnatrn% er types. 20 Server Unit Manager Common
Units - FIG thssémﬂaemmumnﬁma@&ﬁjaré%w@e%@ conmon

access c a common addressing unit 7-2. The comon
access’ cgﬁgﬁmhﬁ%ﬁ## 'E% ‘f“‘v"e%"‘ﬂ’é’é’%‘aﬂﬁ‘ﬁs PisaFoRd L prldeloordeesses ver unit s,

wher e unklte Bgeiived nestagnt dain Be plo Bk dof6oP 5L ECe) u&&gg@w}gr Blilsfd@g%i{ egnm;mn

progessin thé)se rressages e 25 accessing o wher e
| ocati on %@ﬁ units |"@HF they ome. clamagticularda izoupt of meskdgdsSaamdRe control to
t he connpfbta‘glﬁrsgs,@}@g %ﬁéd% cess of all mail boxes in the

cont ent data store 33°is U rO'P Ansef’\M$ wai Eaplnager 31,

errors bgf ahsﬂemswstmqmmmsaﬂesﬁmggﬁ\@rwmlﬁe aﬂ%” protocol
server é‘ %5 ﬂat o di srupt the entire storage server u . 11 oV-VI
C WG USHEEEES e.gelogle alzopHim SRpanensn aewithind i@ Bflag F G 8,

further fitHns 8 tiine t 1 ar The server unit
diply SRAMb Sackils proBLldge 8 ¥ S \%

3 ger 31 i_.ncludes a common access processor t he

i ved2lge ﬁﬁ@e@%ﬁd@@l%@ﬁr&ﬁbﬁﬁfo&@dﬁﬁ@ﬁﬁﬂ%@fmw protocol 5
roup of messages from

o A S SR, AR £, 850 a0
E/ESTA;D hyé?«a?)x::?t h*i?ém:’hgs ABOKAGEpebSvely, oeaéaﬁﬂalﬂy R AEEEH s i 1N he
_ 8 in MBox,CTRL; MBox,CTRL, ..., MBox nCTRL designated as
| 85‘-1 85-2, .., 85-M, respectively, The states are used by the common addressing
15 u'mt 7-2 to control acccssmg of the mailboxes 87 in content data stoxe 33. The
| commen addressmg unit 7-2 includes an off-set control 8-0 which functions to
conxrol calcwlation of offset addresses for mailbox locations § in the content data
store 33 of particelar ones of the mailboxes used in Gonnection with the messages

M§GA;, MSG,y, ..., MSG, , .., MSG,,; a5 a function of the control states 85- 1,
20 852, .., 85-M.

| In particular, the MSG,, is processed by the common access control unit
7-1| to establish an offset address, for example, in the MBox, OFFSET 3-1.
Similarly, MSG,, has an offset addvess storod, for example, iu the

MBox, OFFSET rcgister 8-M and MSGAG has an offset established, for example,

235 in the MBox, designated 8-2. Under approprate access conditions determined by

the comrmon access control upit 7-1, the messages MSG,,, MSG;, and MSG,.

access mailboxes MBox1, MBoxM and MBox2, respectivaly, in content data’

stom 33. The server unit manager 31 operates to associate the messages from the
Protocol server 34 with the mailboxes 87 in content data store 33 using

12
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whi ch include, fbr exanple, a |ock algorithm 82, an open al gorithm §3;@3€ fhy
flag algorithm84. The commopn access processor 81 by executing theco ?1 '
10 al gwro dibe3B9sdet ermi nes control states for different orRSI/B$003RERi | boxes
87 in the content data store 33 and specifically, mail boxes 87-1, 87-2,

..., 87-Mdesignated MBoxr, MBox2, ..., MBOXM -respectively. Specifically,
the control states are stored in FIG 8 in MBox1CTRL; MBox2CTRL, ...,
MBox, 4CTRL designated as 85-1, 85-2, ..., 85-M respectively, The states

are used by the common addressing 15 unit 7-2 to control accessing of the
mai | boxes 87 in content data store 33- The comon addressing unit 7-2

i ncl udes aRe ffefsysiei fand E@kedt-dAtadpbrelssf unctions to control cal cul ation of
of fset addresses for nmil box |ocations in the content data store 33 of

particul ar oneslegkst Wecomincponx aathubetilei systeom Hecednynompechss PTEcesses ages
MSGA6 M5 --- . NBGA", , , a f unct.ion the control .states 85-1,
2 852, 51 exceiyel i el el %S Sefomifich ™ sttt oBIRY oL common
access Conddn@dnt UWRtd stofe 33 1i9 a@S1BRI doShe aBcbdd etasasding S§piclloheRdgampl e, in

t he MBoxt OFFSET 8-1. Simlarly, MSGAZ has an of fset address stored, for

exadpl e, iMSChe is WBIXKFESIDX MBioxE cthieg the kol aliEtho 8Faebtains afledet

est abl i shed,, for exanpl.e, I F e x1l desj ghated §-2. er, appropriate
access conii% FSRS ge]t"ehﬁ @%@Thﬁlhg%%g‘n%ﬁs 3&‘%6@@%86%8}?[}%\’ 921 “the
nmessages Np(#vion MOk 12 dc MGy AREAES MG | BoxR@irdBox] , MBoxM and MBox2,
respectively, in content data'™ 'store 33. THe server unit manager. 31

operates to assbrFiie & hbantesage shat MG he acpesingcibe nealboe™MBaxpwi t h t he
mai | boxes 87 'hn cont en ta.store 33 using 12 EnP f anzﬁﬁ) Al DED SHEET -4
MAY 2004~ PROUHANGTPES PCEF I358BP50 2180 AFIPYS; 10e258s rBHP8K MRE%% ont ent

dat g st or etl%%-th!rmsal%érﬁhﬁoﬁ y&@%ﬁ@ PhAdE L %&%@@M%@aﬁmg helogRMMoN

access processor 81 executes a | ock al gorfthm to deternine if the
addr essed nmd thogs inesshpeMSEontenaitdatibths ferkefo8315G, avaimoabd.e t o be

accessed. Assum n%lteé]pi ca}iﬁ msssage 5 I\/SGAg ist ccess mail box MBox2, then
“the lock al gorith aghihg harage v 14ypcuqns g doaws; n t he MBox2CTRL whi ch
| ocks the mail box MBox2 for the duration of tinme that accessing by nessage

MSGAg is required. In FIG 8, if at the tine that MSGAg i s accessing the
mai | box MBox2, SMTP delivers Received message MSG,, -

15 to protocol server unit
Protocol server umit delivers Received
message to server umt manager
Protocol server unit waits to obtain lock
on addressed mailbox
20 - . When lock obtained, Protocol server adds
new UID for Received message to
UIDLIST
After Received message is delivered,
protocol server unlocks addressed
25 ' mailbox
Protocol server umits issues return to
SMTP message.
Common lock algonithm looks for any

other terrination and, if found,

i3




anot her nessage MSGA" for exanple, also attenpts to access nail box MBox2, .
10 then the lock algorithm 82 prevents the MSG,, nmessage from obtai-nkngffa 22",
| ock WO 03&88s nessage MSGL2 to wait until the | ock forPOVBGAg3850penDVed. |
In summary, the storage server 14 functions as follows: 15 20 25 SMIP
delivers Received nmessage MsGn to protocol server unit Protocol server
unit delivers Received nessage to server unit manager Protocol server
unit waits to obtain | ock on addressed nail box Wien | ock obtai ned, Protocol
server adds new U D for Received nessage to U DLIST After Received
message i s delivered, protocol server unlocks addressed nmail box - Protocol
server units issues return to rSMiRsEpgsREate Ioekmon | ock al gorithm | ooks
for any other termnation and, if found, 13 WO 01/33798 -4 NMAY 2004
PCT/ US00/ 30500 renoves appropriate |ock. The lock algorithm82 in the
comon access p 0. u | Qns | ook far her,.term nations for
all of the protgggﬁﬁgééggigﬂhﬁghtggﬁxﬁg %%3?%%3RT¥§§€f§JH§W§?¥%éP|y unl ock
t he associ okdonaihkbexmindtiynstfor alf BAtHeqRoRkol fevds MDENIn daesvarwidf t he

message channel wi || cause the | ock at%orithnlto sense the
. automatically unlock the associated mailbox. Any termination of the protocol

server of the message channel will cause the lock algorithm to sense the
disruption and unlock the corresponding mailbox making it available to other
messages. In this manner, failure of any particular protocol server unit 34-1; will
not hang the mailbox to which that unit was last connected. In this manner, the
10 common processing by the lock algorithm 82 ensures a greater reliability of the
overall system since individual protocot server units cannot hang mailboxes and

make them inaccessable for long durations of time.
Operation of the lock and unlock operations are represented by the

following sequence where an aborted connection causes a process crash:

15
Aborted Connection
POP:  Acquire transaction ID (TXN) from manager
POP: Remove a UID from the MAILBOXDB UIDLIST
(MAILBOXDB is thereby locked)
20 POP:  Process crash
' MGR: Detect lost connection
MGR: Aborts TXN, unlock database MAILBOXDB
Open. If the access connection to the content data store 33 for the
25 addressed mailbox is not open, then the open algorithm 83 functions with the file

system to open a connection to the addressed mailbox. The open algorithm 83 ¢
maintains the mailbox connection open for as long as access by the message is
required.  Additionally, for improved performance, the open algorithm 83

maintains connections open for longer periods of time. For example, the open

14



di sruption and unl ock the corresponding mail box making it available to :
other nmessages. In this manner, failure of any particul ar protocol-serp#f 700 -
unit 387G e/sdd  not hang the mail box to which that unit PAEESHHEIPE00 , '
connected. In this manner, the 10 conmon processing by the | ock al gorithm
82 ensures a greater reliability of the overall system since individual
prot ocol server units cannot hang nail boxes and nake theminaccessable for
| ong durations of tine. Operation of the | ock and unl ock operations are
represented by the follow ng sequence where an aborted connection causes a
process crash: 15 20 Aborted Connection POP: Acquire transaction ID (TXN)

f r om managdpgofibRt S Rewadbvena thi Pofureotion e tidAIMaBid«eB dge®lbh&SH off MAkdsBOXDB i s

t hereby | ocked) POP: Process crash MGR Detect |ost connection - Aborts
TXN, unl ock¢ J’aﬁ%é"ecrfW%B@;B@‘ébé‘Fﬁe“ﬂ?f upgbmatberes a&%mfé%fprf‘oﬁmfwhe

content daaustions: A2el 0 dSiew R AU SHEYIBRLIOK i 30 0R) Rt hen the

open al gori 3 functions e systemto open a connection to
t he addr esspeh nedilbboos, wWikleoun pered alog o¢-esthblisB3theneormieahors uking timi filbox

- connection open for as |long as,  access by the nmessage is required.

Addi 1 i onal FYstemorWheRH PER SONPETIOBS Fentsauired dooparbares dhattRe8BOPSRAI nt ai ns

01/ 35708 PRFRCEBr S5n0 B A RRT A BED BedhThonblyc B ARG o Mg 085D 22 G
to the mai flhakeacwprenndetised on a nost recently used criteria. The nost

recently used mail boxes are therefore qui ck[é0 avai l abl e for access by any
new message, if HBeOPsBRIgARIEbagE ploresdn dhy maHkoomessage quperdShaiibidxes,

W Ehout neslel Balifo 3t Sl Sl LR RNSEL L0, HELBRLENG, TllGeanistem Wien

new connectrons are require or nal are no en

connect i onss p@cthed beaist cdmeﬂhboesyFﬁQemir IshoxRSopEnalcHIRpRed fuehemke room
for the new connections. The open a gorithm 83 stores in the mail box

message quélres mailppxDgmto gheetopmefi the auess antheansvlés the atksy afrsesafe, such as
typi cal ne%%%%@@%?»“@)%éfehhine if the mailbox for the new message MSG,, is

currently open. If open, a direct connection exists to the addressed mailbox in
‘the content data store 33. If not open, then the open algorithm 83 obtains a
15 connection. For each new mailbox added to the top of the queue, the other open
mailboxes are pushed down in the queue,r Whenever the queue 88 reaches a
fimit, a mailbox is purged from the queue 88 to make room for the new mailbox.
Typically, the least recently used mailbox in the queue 1s purged to make room
for a new mailbox. Closing of connections to mailboxes in content data store 33
20 15 done independently of refurm messages from the protocol server 34. The use
of purge algorithms that operate independently of refurn messages allows the
system to operate more efficiently than if the protocol server both opened and
closed connections on the receipt and retum of messages.

An example of an open operation appears hereinafter in connection with

25 the section I1l. IMAP, under the subsection “2. SELECT”.
' Flags. Other conditions of access to the content data store are under
control of the flag algorithm 84 which sets flags for various different conditions

used to control and enhance access to the content data store by messages from

the protocol server 34.

15



10 is processed by the comon access processor 81, the open algorithm 83
pushes the new mail box ID onto the top of the queue and consul ts + e MiYh@gly
entri esvon1s3itee queue 88 to determine if the mail box for vdraissenssessage
MSG ,,,, is currently open. If open, a direct connection exists to the .
addressed mail box in the content data store 33: If not open, then the open
al gorithm 83 obtains a 15 connection. For each new nmail box added to the top
of the queue, the other open nuailboxes are pushed down in the queue.
Whenever the queue 88 reaches a limt, a mailbox is purged fromthe queue

- 88 to make room for the new mail box. Typically, the |least recently used

mai | box in the ayesempk PULIRE SRrABiLafRAM hiRhafeMBVEIREL RN wirfd! 0Si ng of
connections to mail boxes in content data store 33 20 is done I ndependently

of ' r et ur nniestagedl.f AP hender sutseators’ér VEFORE”. The use of purge al gorithms .
that operate independently of return nessages allows the systemto operate

~nore efficiently than if the protocol server both opened and cl osed :

connect i ongirf@MiRgd ¢RGPH and return of nmessages. An exanpl e of an open
operation appears hereinafter in connection with 25 the section Il1. |MNAP,
under the subsett Fin. "R a tSpicEGHe ofthagaess@enesuchanVBGonm FiG.a8css to the
content data store are under cgnt.rgh gf the flag al gorithm 84 which sets
flags for VAPTOISTESAELIERTEr A0 ARt dAR Pyigs Musize espreetiFIehnaice access
to the contepiodata store by nmessages from the protocol server 34. 15 WO
01/33798 - 4 MAY 2004 PCT/ USQO/ 30500 An exanple of a flag operation
appears hereinafter in confedaroBrows Hsars@ekample? bid> | MAP", under
subsection "6. STORE'. First I}/tffpiage - FIG 9. In FIG 9, a typical one of
the messages, such as MBGATOIM Bepdengs <tienes@eyammpled- ofsssage nunber 40 t hat
is 188 bytes in size. The ﬂﬁ’?&@g@”é‘%i FIG 9is as follows: 10 To: Sara
Brown <sara@xanpl e2.org> From Bob Jones <bjones@xanplel.org> Subject:
Cancel Date: 08/ 1 1 /99 Date: 08/11/99 ‘

Body: Please cancel meeting. ...

The message of FIG. 9 is stored as a with a New UID 40 where
15 messages with UIDs 34 and 37 are currently in the MAILBOXDB database.
The HEADERDB database for UID 40 stores the “Subject” field with Cancel,

the from field with Bob Jones < bjonesi@example].org™ and the date field with

08/11/99. The MESSAGEDB stores the “Size” field with 128 and the “Flag”
field is empty. The LISTDB marks the “Read” and “Write” fields as active
20 indicating that the mailboxes are available for reading and writing. The body of

the message is stored in the content data store at a location, for example,

usr/sara’40.

25 Second Message — FIG. 10.

In FIG. 10, a typical one of the messages, such as MSG,, in FIG. 8 is

shown as message number 43 that is 256 bytes in size. Th-e'message of F1G. 10

1s as follows:

16



Body: Pl ease cancel neeting. ... The nessage of FIG 9 is stored.as a with
a New U D 40 where 15 nessages with UTDs 34 and 37 are current!| y~ in Mife20p4
MAI LBOX pbase. The HEADERDB dat abase for U D 40 sto . Subj ect”
field ﬁ?ﬂ%& cel, the fromfield with Bob Jones <hj oneégfggﬁbpog .org> and
the date field with 08/ 11/99. The MESSACGEDB stores the "Size" field with
128 and the "Flag" field is enpty. The LISTDB nmarks the "Read" and "Wite"
fields as active 20 indicating that the mail boxes are avail able for reading
and witing. The body of the nessage is stored in the content data store
at a location, for exanple, /[usr/saral/40. 25 Second Message -FIG 10. In
FIG 10, a typical one of_the nessages, such as MSGA, in FIG 8 is shown
as nessage nunber 43 that IPSapsBrown eera@esnyde?. aige nessage of FIG 10 s
as follows: 16 - 4 MNAY 2 : 0 5 To: Sara Brown
<sar a@xanpl e2.org> Fr o?np “}}fg ﬁ%’?nmﬁ%gég Fg%? rg> Subject: New

Dat e: 08/12/99 Body: You' | BulljesttNéwhe new docunent at

http://ww- exanpl el.com ... The nessage of FIG 10 is stored as a with a
New U D 43 where nessagebalfi OB 1&%s 34, 37 and 40 are currently in the

MAI :BOXDB dat abase. 10 Th _Eﬁﬁpﬁd asg for. U D qr.es e
"Sulbsj ect” field with New, B fromfiﬁa’?d with ﬂé’t‘;{/ s%g’ﬁi}"en?. h
<msm t h@xanpl e2. or g> andhitpg/veakexhraplel cint . 08/ 12/ 99. The MESSAGEDB

stores the "Size" field with 256 and the "Flag" field is enpty. The LI STDB-
marks the "Read" and "Wite" fields as active indicating that the

mai | boxes are ayqlLl able f adi apnd witin T ngp 5 the nessage
is stored in thgﬁ%o'ﬁ_ e §gf gé‘st I(l)erggS gpqrgﬂaﬁcaaﬁgn% ot agr%l‘%l,]ere
/ USF_/ saral ﬂ-ﬁssagbﬁ\wﬁh UIDs 34, 37 and 40 are currently in the MAILBOXDB database.
10 The HEADERDB database for UID 43 stores the “Subject” field with New, the
from field with Mary Smith <msmithi@example2.org™> and the date field with

08/12/99. The MESSAGEDB stores the “Size” field with 256 and the “Flag”

field is empty. The LISTDB marks the “Read” and “Write” fields as active
indicating that the mailboxes are available for reading and writing. The body of

15 the message is stored in the content data store at a location, for example,
/usrisara/43.

Operation
POP Sessions. POP only serves one mailbox (the “inbox™). During the
20 login session, User (for example, name = sbrown, passwd = funfun) will map to a
unique mailbox (managed by and intemnal to the system). POP also does not

allow for simultaneous read/write accesses to the same mailbox by muitiple

Users.
25 Login

User establishes connection to mediator 13.
User sends name, passwd to the mediator 13,

Mediator 13  authenticates the (name, passwd) palr against an

17



POP Sessions. POP only serves one nail box (the "inbox" ). During rt_\fll\f ﬁé’ 7004
| ogi n session, User (for exanple, nanme = sbrown, passwd = funfun)' I Y;nsﬁﬁ
to a wwvbousseni | box (managed by and internal to the syswremjusoB&iBoal so does
not allow for simultaneous read/wite accesses to the sane mail box by
multiple Users. 25 Login User establishes connection to nediator 13 User
sends nane, passwd to the nediator 13. Mediator 13 authenticates the (nane,
passwd) pair against an 17 4 MAY 2004 WO 01/ 33798 PCT/ US00/ 30500

Aut henti cati on/ Look-Up Service 15. If authentication failed, nediator 13
responds with an error as specified by the protocol and drops the

connecti on ( WsHentittilon/I&lokyYUp Ggivicd 1M the beginning). If authentication
is successful, the mediator 13 and particularly the-access server 25

accesses the pdfepdgniigatigndailsd, mediaserot higspordsveith aniarer mg-specified, 14- SS
that hosts t er''s speqgified mail box,. The accesses server 25

t ranspar ent | 3??&%?5 gbqt?%cﬂeaé'%aér(?% e A Tﬁéﬂsrggﬂarﬁ”é‘jf’%lf‘i tf’i‘(:ff"ct&:lﬁnect i on)
to the partibegthaingst orage server unit 14. This connection |asts for the
sessjon 10 duration. 15 User does a STAT (to determ ne the nunber of
nesdages i n mbol authgnticanienis sunedshd.i the nyidrasdr Nesidpoticd@hatesptessst he STAT
command and rel a]yg to the host . ﬁtoragef ﬁerver unit 14, 'fQSt storage server
unit 14 does °6H& 7 A5ReE HhGRptcy 1r e AP S'ATBeRTA T ABItR |T4_*p-r’ L% onmput ed
formin the oy ahdahésts ThOTBs3% shlcifiet AR, | TN RERISsdibe0nYar d to
medi ator 13 Else, the storage server unit 14 retrieves nessage neta-data
info, 20 on drapsparemtlysestpbliblasi s corfneotion her repte- alataststgocannd@ior)ttoconput es
the response, to STA% and responds .to the_nediator ?.3. é\é&zdi ator. 13 rel ays
response to UBePariguiar spgase SErY§Tanicd coRerigh lagts fog the 55588 nessage
I Dsy@nd t hei rgyration.

User does a STAT (to determine the number of messages in mbox and
their cuomulative size)
Mediator 13 accepts the STAT command and relays to the host
15 " storage server unit 14.
Host storage server unit 14 does one of two things:
If the info is available in pre-computed form in the meta-data
store 32, it retnieves it and sends it onward to mediator 13.
Else, the storage server unit 14 retrieves message meta-data info,
20 : on a per-message basis, from the meta-data store 32. It computes the
response to STAT and responds to the mediator 13.
Mediator 13 relays response to User.
User does a LIST command (io list all/specified message 1Ds and their
respective sizes) to the mediator 13 which relays it to the host storage server
25 ' umit 14. Storage server unit 14 looks up the number of messages and their
sizes in the meta-data store 32 and passes the details to the mediaior 13
which then passes it onto the User.

User does a RETR (to retrieve messages specified as argument to

command}

18




respective sizes) to the nediator 13 which relays it to the host storage
server 25 unit 14. Storage server unit 14 | ooks up the nunber of~redégdshh

and their sizes in the neta-data store 32 and passes the i t he
medi at 3Y° $%*37%hi ch t hen passes it onto the User. User dogg%égb%@éfto

retri eve nessages specified as argunment to comuand) 18 WD 01/33798 10 15
20 25. 4 NAY 2004 PCT/ US00/ 30500 Medi ator 13 accepts RETR and relays it to
~the host storage server unit 14. For each nessage specified in the
argunent, the host storage server wunit: First checks to see if the nessage
is marked for deletion. If so, it returns an error to mediator 13.
Identifies the location where to retrieve the nessage content-data in

cont ent - dat a st or dMegmton {3 peesiteREd Ko apd eelaysdihtia ¥ehoshEOMEESETE fromt he
content-data,stﬁtel433. This retrieval may happen over the local file ‘
system or over e network (for exanple, using NFS or SQ.). It then sends

the retrieval dat &ot eatth@esmagt apaificiSin the di @intnt, the M@kayridgesenesponse to
User. User does a DELE (to delete the particular message specified as

command ar guner#Bit: Medi ator 13 accepts and rel ays conmand + arg to the host

storage server unitpgs 'chg&rség%%élanEe%% G faiiseaai%ﬂ%dgfn?g@a%@&n. HiQrfge Server

Uni t~ checks neta-data Sstore 170 see | SS mar ked f or
deletion. - If so, et @fdrab-mddifies 13t marks Deleted field for nessage in

neta-data store 32. User does a NOOP ,
Identifies the location where to retrieve the message content-data
m content-data store.33_ It retrieves content data for the message
from the content-data store 33. This retrieval may happen over the
10 local file system or over the network {for example, using NFS or-
SQL). 1t then sends the retrieval data to the mediator 13.
Mediator 13 relays the response to User.
User does a DELE (to delete the particular message specified as

command argument).

15 Mediator 13 accepts and relays command + arg to the host storage

o

server umt 14.
For message specified in argument,
Storage Server Unit checks meta-data store 37 to see if message
already marked for deletion. 1f so, returns ervor.
20 Else,‘ it marks Deleted field for message in meta-data store 32.
User does a NOOP
Mediator 13 either responds to NOOP directly (i.e., without any
additional traffic to/from a storage server unit 14) or relays command to
storage sewér unif 14. 7
25, _ Storage server unit- 14 responds OK without any lookup.
-User 1ssues a RSET
Mediator 13 relays command to host storage server umt 14.
Storage server unit 14 looks up meta-data store and identifies

messages marked for deletion.

9



Medi ator 13 either responds to NOOP directly (i.e., w thout any adg Qq?
traffic to/froma storage server unit 14) or relays command to sto @é 004
server woi/33748 St orage server unit 14 responds OK wi t howrCTamsgy/Bbasokup.

User issues a RSET Medi ator 13 relays command to host storage server unit
14. Storage server unit 14 | ooks up neta-data store and identifies

nmessages nmarked for deletion. 19 WO 01/33798 10 15 24 MAY 2004

PCT/ US00/ 30500 If any found, it unmarks the Deleted field for each nessage
marked for deletion. It then responds OK User issues QU T Mediator 13

rel ays conmand to host storage server unit 14. Storage server unit 14 | ooks
up nessages markeds by fABHEHimdrRs tmaeréatﬁaer@r&r&cﬁ%nesksgetrﬂﬁnedr enmoves
each such nessage fromthe content-data store 33 as wel |

correspondi ng ekordgletipnt Hdhereteapatulis OK st ore 32. | f problens are encountered ,
in reaning‘deI ted nmes the storage server unit 14 returns an error.
Else it returns 5?{16263@2‘5?at0r 13 rel ays response. User issues U DL

Medi ator 13 rel aysvibliiblor ¢ 9 FEBMcomMsaiEIMst {ibfagBR¥vet @it @ host  storage
server unit 14. Storage server unit 14 |ooks up the unique U D (for all if
no args; or for s?pietﬂgﬁrsed/eartgl)t 14 lobles rmtraess%ea pared 8P deldtionien responds
to the request Wlt gtpmf ?dg Medi at or r | ays datfa 20 | MAP '
Sessi ons. Stora&%8 e Orl?n 1 é?’H?:"e@s%a}E i MESPRRITHBKEE, access
control 1ists apghlhoXatP & §§h§>W§ll al el R p VR ﬂﬁ% thmleheaytgt a- dat a

store 32. There is a per-user neta-data store 1 at” contains I nformation
store 32.

If problems are encountered in removing deleted messages, the
10 storage server unit 14 returns an error. Else it returns an OK.
Mediator 13 relays response.r
User issues UIDL
Mediator 13 relays UIDL command + argument {if any) to the host
storage server umt 14,
15 Storage server unit 14 looks up the unique UID (for all if no args; or
for specified arg) in the meta-data store 32. It then respends to the
request with specified data.

Mediator 13 relays data.

20 IMAP Sessions. Storage server unit 14 contains User profile (mailboxes,

access control lists and mbox permissions, index of meta-data) in the meta-data
store 32.  There is a per-user meta-data store 13 that contains information

pertaining to what messages the User has processed (read/deleted/etc.).

25 User 1ssues LOGIN
Mediator 13 authenticates. As part of authentication, mediator 13
determines the particular one storage server units hosting the User’s
specified mailbox and establishes a connection to the hosting storage

server unit 14. If authentication fails, the connections are torn down.

20




F

i ssues LOG N Medi ator 13 authenticates. As part of authentication, ne

13 dewareiinzess t he particul ar one storage server units HISSET/USYI0HE User' s
speci fied mail box and establishes a connection to the hosting storage .
server unit 14. If authentication fails, the connections are torn down. 20
4 MAY 2004 WD 01/33798 PCT/ US00/ 30500 User issues SELECT (select a

mai | box) Medi ator 13 relays command to hosting storage server unit 14.
Storage server unit 14 opens the mail box information fromthe neta- data
store 32. If problens, returns error. Else returns OK 5 Mediator 13 rel ays
response to UsefjserlifsfEs SBEEEY (5&d&H hamlogyt ed header info; for exanple,
headers of |ast 50 nessages, etc.) Mediator 13 relays header information.
St orage server uniNedidtor ¢3 r¢leysesoniménsh todoistiong ftoeae Aeverwat H-store 32 10

and responds. Mediator 13 rela i nf ormat i toUser. er s s FETCH
(sel ect ed nessage ‘BBEFE SFSF g&\ﬁr%log?nsbtggyaglgox Hﬁ%@éaéiémﬁ i k}éed'?' gt[%by 13
rel ays FETCH t ogh@stors BOr #0soBRMYEFerttl brrdd - EldSrenlirat @G server unit 14

determ nes | ocation of nessage body in content-data store 33 froma fi el d
in the neta-data SYledietod3frelays tesponsesshiges.i d and retrieves the nessage

body fromthe conptent-d r and .incl.udes body i.n r e.

Medi ator 13 rel g{}? EHHES %ﬁgﬁg&e&&&ﬁe& ?rﬁggutcﬁre?(a'fﬁf%&eeardefssoﬁ%g rgfiTCRE
FLAGS/ DELETEQ (& e‘ECétE.q message id) Mediator 13 relays DELETE to host
storage server unit-14. Storage server unit 14 marks Delete field for
nmessage i n net a- daMediasirddereBys h&elepoidsnagionor or OK. Medi ator 13 rel ays

response to User. 25 User issues EXPUNGE,rgfj ssues [ ean sigtnal tg renove
del et ed rressages).swrage server unit 14 retrieves information from meta-data store 32

pertai ning to what nmessages the User has processed (read/del et ed/-ef Cpk e@(%
I a

10  and responds.
Mediator 13 relays information to User.
User issues FETCH (selected message body, for example, body of
message 51}
Mediator 13 relays FETCH to host storage server unit 14.

15 Storage server umit 14 determines location of message body in
content-data store 33 frofn a field in the meta-data store 32 for the
message id and retrieves the message body from the content-data store
33 and includes body in response.

_ Mediator 13 relays the message body to the User.

20 “User issues STORE FLAGS/DELETED (selected message id)

‘Mediator 13 relays DELETE to host storage server unit 14.

Storage server unit 14 marks Delete field for message in meta-data
store 32. Responds error or OK.

Mediator 13 relays response to User.

25 ~User issues EXPUNGE (issues Clean signal to remove deleted
_messages).

Mediator 13 relays EXPUNGE to host storage server unit 14.

Storage server unit 14 for each UID in a UIDLIST indicates delete of
a record for this UID in MESSAGEDB and indicates removal of this

21



Medi ator 13 rel ays EXPUNGE to host storage server unit 14. Storage server
unit 14 for each UDin a UDLIST indicates delete of a record fof WAl s2t0k
U D i nvESHAEPB and i ndicates renoval of this 21 - 4 MAYc3Rdo3046h 01/ 33798
PCT/ US00/ 30500 U D from U DLI ST in MAILBOXDB and sends Clean signal to
initiate cleaning of this mail box. Messages are stored in a formthat is
native to SMIP. The storage 5 server units do not need to do any
conputation or reformatting of a nmessage fromthe format stored in the
content-data store 33 in order to respond to a User request. This
operation provides high throughput. Also the neta-data store 32 is

optim zed for -s(mﬁi I I ctions or exanpl e..,.a typical
dat abase may rgglzlﬁfig&s]everé%@gmMégﬁaﬁ%ﬁiaﬂdS?w&(ﬁf%] ﬁﬁ?fgq%’%%gage as
"del eted, " wher glemihgofmbodbirt S described, only one command is needed.

1. Databases used by POP/IMAP. 15 1. LISTDB: a list of all the valid
mai | box nanes, access-control lists associated wth each of them and

guota informati qw nany kbytes. use . maxj. mum | owed) . 2. -
MAI LBOXDB: a da&;eﬁé%ngé‘é"s éc’qr%ﬂ% 3 TR tgﬁ% i BaRT DB lﬁﬁ;ﬁcgt °a¥.¥§5%ge 20 nost
i mpay t ant | YerveN@nitd 88 n8{ nbddDio HH ahicompatdiBaXor Afsihatti ofRAGRksddpRr Who

accesses the mail box, a list of Ul is stored which that User has seen
(has read fronethgdemedt stased meths agetpnt-dide etore 3 MiDoider 8 raspyndatoumbsgre

identifier_associat.ed i.th a rticular ssage in a mail box. 25 3.
MVESSAGEDB: r%ﬂuﬁglt aﬁglggp%%%%?é?g%shgﬁ‘h&‘é%@gg%i | box. For each U D

associ ated Wi th AsdTeaRAGRethlat WMeDB, ikt oBliREAR e SkdgellpddiRt Message
as well as sone flags (for exanpl g, thel dg?eit e%aflag) a%ﬁgtﬁpe si ze of each
message. 4requEADERBRS. odgkabpleca ypratdattede mayhreqachsavaial bommakdsr each 22

Vr’r\gi ?%{))?: ,37i9t§n -gEd%}F %%Q%‘Ogﬁ‘ﬁfsgg éy‘?‘?egf{t?),,’5%916%%)%?&%?0%%:%&%9 d\é\g‘ctrigetf on yssage in a

one command is needed,
1. Databases used by POP/IMAP.

15 7 1. LISTDB: a list of all the valid mailbox names, access-control lists
associated with each of them, and quota information (how many kbytes used,

maximum usage allowed).

2. MAILBOXDB: a database associated with each mailbox. It contains,

20 most importantly, the list of UIDs in this mailbox. Also, for each User who
| accesses the mailbox, a list of UIDs is stored which that User has seen {has read
the associated message). Note: a UID is simply a unique identifier associated

with a particular message in a mailbox.

25 3. MESSAGEDB: a database associated with each mailbox. For each
UID associated with a message in a mailbox, it stores the size of that message as

well as some flags (for example, the deleted flag) and the size of each méséage_

4. HEADERDB: a database associated with each mailbox. For each
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field and a "Date" field. Al of these databases are accessed through

server known as "DB 5 Server" which insures the integrity of the & MA 2004
dat abaseser/83398\0 01/ 33798 4 MAY 2004 PCT/ US00/ 30500 COPYREIGHI0(393001999
Mrapoint, Inc Il. POP I. LOG@ N (using any of several authentication _
met hods) If user is successfully authenticated. then if mailbox has a
"pop |l ock" then print error nessage return to authorization state end if

pl ace a "pop | ock”™ on this mailbox 10get list of U DS for each nmessage in

t he mail box from MAI LBOXDB MSGNO = | For each uid in the list set SIZE =
retrieve from MESSAGEDB the size of this nmessage 15MESSAGES[ MSGNO uid = uid

VESSAGES] NEENQso§h %8 withS] ZEs NESSACESINEONGordeh es@dect” FAMSE“EARPVESSAGE =
MBGNO 20el seMSGNO = MSGNO + | "end for print error nmessage 25end if return

t o aut hor ifieht argha SPateefield. STAT 30 set NVESSAGES = 0 set NBYTES = 0

All of these databases are accessed through a server known as "DB

5 Server" which insures the integrity of the databases.
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1=1 while (I < MSGXO if not MESSAGES[I].del eted then 35NVESSAGES =
NMESSAGES + | NBYTES = NBYTES + MESSAGES[1].size end if 401=1+1 end W)Y 404
print wab@eseis NVESSAGES and NBYTES 45 3. LIST if argumartriggossesebo LI ST
MSGNO) then MSG = parse argunment if (MSG < 1 or MSG 50print error 24 WO
01/33798 - 4 MAY 2004 PCT/ USO0/ 30500 COPYRIGHT (c) 1999 Mrapoint, Inc

el se print value of MSG MESSAGES[MSG .size end if else setl=l while (

<MSGNO) 5if not MESSAGES[I].deleted then print value of |I. MESSACES[I]. size
end if 10end if

COPYRIGHT © 1999 Mirapoini, Inc

1. POP

t. LOGIN (using any of several authentication methods)

5 : If user is successfully anthenticated. then
if mailbox has a "pop lock" then
print erTor message
return to antherization state
end if
10
place a "pop lock” on this mailbox

get list of UIDS for each message in the mailbox from MAILBOXDB
MSGNO =1

15 For each nid in the list
sel SIZE = retrieve from MESSAGEDB the size of this message
MESSAGES[MSGNO].uid = uvid :
MESSAGES[MSGNO] size = SIZE
MESSAGES[MSGNO]}.deleted = FALSE
20 LASTMESSAGE = MSGNO
: : MSGNO=MSGNO + 1
- end for
else
print error message
return to authonization stale’

25
end if

2. STAT
30

set NMESSAGES =0
sct NBYTES =0
I=1

35 while (1 < MSGNO) :
if not MESSAGES[1].deleted then
NMESSAGES = NMESSAGES + 1

NBYTES = NBYTES + MESSAGES[]].size
. end if
40 . I=1+1}

end while

prnt value of NMESSAGES and NBYTES

45
3. LIST
if argument given to LIST
MSG = parse argument - _
if (MSG < 1 or MSG = MSGNO) then
print error

50
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1=1+1 4. RETRend while 15 MSG = parse argunent to RETRif (MG < 1 QL&M§GEﬁﬂ
MSGNO) then print error else if MESSAGES] MSG . del eted then print efror#!

20el sewsrevidTBont ents of file associated with MSG end i fPOBERMY/I0F00 5 DELE
MSG = parse argunent to RETR 30if (MSG < 1 or MSG = MSGNO) then print error
el se set MESSAGES[ MSG . deleted = TRUE end if 356. NOOP print OK 407. RSET
1=1 while (I < MSGNO set MESSAGES[ 1].deleted = FALSE 451=1+1 end while 8.
U DL 50" 25 - 4 MAY 2004 WO 01/33798 PCT/ US00/ 30500 5

COPYRIGHT © 1999 Mirapoint. Inc

else
print value of MSG. MESSAGES{MSG] size
end if
else
5 ' setl=1
' while (I <MSGNQO)
if not MESSAGES[I].deleted then
print value of 1. MESSAGES(I].size
end if
10 T=1+1
end while
end if
4, RETR
15 ' .
MSG = parse argument to RETR
if (MSG < 1 or MSG = MSGNOQO) then
print error
. else
20 if MESSAGESIMSG].deleted then
print error
else
print contents of file associated with MSG
end if
25 end if
5. DELE
MSG = parse argument o RETR
30 if MSG < 1 or MSG = MSGNO) then
print error
else :
set MESSAGESIMSG].deleted = TRUE
end if
'35
: 6. NOOP
print OK
40 7. RSET
I=1
while (1 < MSGNOQO)
. . - set MESSAGES]I].deleted = FALSE
45 I=1+1 '
: end while
8. UIDL
50 - .
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10 15 COPYRI GHT (c) 1999 M rapoi nt, Inc if argument given to U DL MG

parse argunent if (MSG < | or MSG = MSGNO then print error el se—péﬂfﬁﬁn 200%
val ue afolyB5379/ ESSAGES] MSG . uid end if else I1=1 whi |P‘°Cﬁds 53%@1\10) [ f
not MESSAGEBI ].deleted then print value of 1. MESSAGES| I ] 3

end while end if 9. QU T (Note that any nodification to a database

MAI LBOXDB or MESSAGEDB, automatically causes a | ock of the database and
the lock remains until a COM T unl ocks the 20 database) if no nessages
have been deleted with DELE command print OK disconnect else set TXN =
Create transaction fromDB server 1=1 while (I < MSGO) if

VESSAGES[ | ] . del et ed t h&AIR¥R @ 1988 MyrapebBInger ver t he fol | owi ng work
itemns:

1

if argument given to UIDL
MSG = parse argument
if (MSG < I or MSG = MSGNO) then
pnnt error
5 ' : else
print value of MSG, MESSAGES[MSG).vid
end if
else
I=1
10 : while {I < MSGNO)
' * if not MESSAGES|I].deleted then
print value of I, MESSAGES[I].uid
fi
=1+1
15 end while
: end if

9. QUIT (Note that any modification to a database, MAILBOXDB or MESSAGEDB,

automnatically caunses a lock of the database and the lock remains until a COMMIT unlocks the
20 database)

if no messages have been deleted with DELE command

print OK
disconnect
25 else
set TXN = create lmnsaclmn from DB server
I=1
while (I < MSGNO)
if MESSAGES]I].deleted ihen
30 "~ wsing TXN, send 1o DB server lhe following work
items:
remove MESSAGES|1].uid from MAILBOXDE UID
Hist
35 ) remove from MESSAGEDB record associated with uid
fi
I=1+1
end while '
. send COMMIT to DB server for this TXN
40 _ ‘ if COMMIT fails
' ' print efror -
else
send Clean signal to initiate cieaning of this mailbox
end if
45 end if

remove "pop lock” from mailbox
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remove MESSAGES[I].uid from MAILBOXDB U D I|ist renmove from MESSAGEDRLY 2004
record associated with uid fr [1=1+1 end while send COWM T to DB server
for thigod!es f COMT fails print error el se send C enu/esamasoot o
initiate cleaning of this nmailbox end if 45 end if renove "pop | ock” from
mai | box 26 - 4 MAY 2004 WO O1/ 33798 PCT/ US00/ 30500 COPYRI GHT (c) 1999
Mrapoint, Inc Ill. IMAP I. LOGA N (using any of several authentication

met hods) 5if (authentication is successful) then set USER = authenticated
user nane else print error nmessage return to authorization state return

to authorization state 10fi 2. SELECT NMAI LBOXNAME = parse argunent to
select retrieve acces ) 99 rapgt | STDB for MAI LBOXNAME. 15if
(mai | box doesn't exist or ACL doesn't permt USER to select) then print
error - AL IMaP '

1. LOGIN (using any of several authentication methods)

5 if (authentication is successful) then
) set USER = anthenticated user name
else
prinl error message

return to anthorization state
10 fi

2. SELECT

MATLBOXNAME = parse argument to select
15 retrieve access-control list (ACL) from LISTDB for MAILBOXNAME.
if (mailbox doesn't exist or ACL. doesn't permit USER to select) then
print error
else ' _
) acquire reference to MAILBOXDE from manager, manager opens
20 - MAILBOX-NAME, if not already open. and places a reference
: ' on the open quete
retrieve UIDLIST for MAILBOXNAME from MAILBOXDB.
print number of messages in mailbox (size of UIDLIST)
— other information is looked up and printed {(recent,

25 unseen. invalidity, etc.)--

end if

3. FETCH fiags

30

FETCHUIDS = parse UIDS to fetch from mailbox

for each uid in FETCHUIDS

retrieve from MESSAGEDB flags for this UID in selected mailbox
: print flags

35 end for

4. FTETCH headers

. FETCHUIDS = parse UIDS to fetch from mailbox
40 for each wid in FETCHUIDS

retrieve from HEADERDB headers for this UID in selected mailbox
print headers - :
end for

45 5. FETCH body

FETCHUIDS = parse UIDS to fetch from mailbox
for each wd in FETCHUIDS

open file associated with this UID in selected mailbox
50 , ~ print contents of file ’
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el seacquire reference to MAILBOXDB from nmanager, nanager opens .
“MAI LBOX- NAME, if not already open. and places a reference on the Dd!er{“#é:{uga@
20r et riyp@@Alfek! ST for MAI LBOXNAME from MAI LBOXDB. print /%fomessages
in mailbox (size of U DLIST) -- other information is | ooke arg printed
(recent, 25end if unseen. invalidity, etc.)-- 3. FETCH flags 30 FETCHU DS =
parse U DS to fetch frommail box for each uid in FETCHH U DS retrieve from
VMESSAGEDB fl-ags for this UDin selected mail box print flags 35end for 4.
FETCH headers FETCHUI DS = parse U DS to fetch frommail box for each uid in
FETCHUI DS 40retrieve from HEADERDB headers for this UDin selected mail box
print headers end for BP YR 3 @duhtDBi—= parse UIDS to fetch from
mai | box for each uid in FETCHUI DS open file associated with this UDin

sel ected nmai |l box 50print cbsfdats of file - 27 - 4 MAY 2004 WD 01/33798
PCT/ US00/ 30500 10 15"¢¥PYRI GHT (c) 1999 M rapoint Inc close file end for

6. STORE flags (deleted)

STOREUIDS = parse UIDS 1o fetch from mailbox
TXN = create transaction from DB server
for each wid in STOREUIDS

using TXN, set "deleted” flag for this UID in MESSAGEDB
10 end for

commit TXN

if (cornmit failed) then
print error

else

15 print OK
end if

7. EXPUNGE
if mailbox has a "pop lock” then
print error message
return to authonzation state
end if
place a "pop lock” on this mailbox
create TXN
25 for each uid in UIDLIST
: ' using TXN, indicate delete of record for this UID in MESSAGEDB

using TXN, indicate removal of this uid from UIDLIST in
MAILBOXDB

20

end for
30 ) commit TXN
if (commit failed) then
print error
else
: send Clean signal to initiate cleaning of this mailbox
35 : print CK
‘ -end if
remove "pop lock” from this mailbox

8. CLEANER
40 while true.

do wait for Clean signal to clean MBOX.
- retnieve UIDLIST from MAILBOXDE for MBOX,
For each file in MBOX s directory
" do if ftle not in UIDLIST
delete file
endif

45
. done
done

50
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6. STORE flags (deleted) STOREUI DS = parse U DS to fetch frommail box TXN

le_gr& ate transaction from DB server for each uid in STOREU DS usi ng_ TXN,
del éted" flag for this UDin MESSAGEDB end for commit TXN i @9@@@550

falled) then print error else print K end if 20 25 30 35 40 45 50 7.

EXPUNGE iif mail box has a "pop | ock" then print error nmessage; r@iayr QQ[ﬂo

authori zdtion state end‘if place a "pop |ock" on this mail bo>3 cireate TXN .

for each uid in U DLIST using TXN, indicate delete of record for this UD

in MESSAGEDB using TXN, indicate renoval of this uid fromUDLIST in

MAI LBOXDB end for commit TXN if (conmit failed) then print error else

. While the invention has becn particularly shown and described with reference to
+ proferred embodiments thereof it will be understood by those skilled in the are

. that various changes in form, aund dstails may be made therein without departmg
| | from the scope of the invention.

4
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send Clean signal to initiate cleaning of this mailbox print OK end if

dmm’mzaoépop tock®~ frem this. mai | b@w&.8. CLEANER whil:e true, do waitafor . = .
Ol ean-signgl to cl ean MBOX. retrieve Ul DLI ST from MAI LBOXDB for NBO)({_]SEQ:E 50( -
each file i'n.MBOX' s directory do if file not in UDLIST delete file endl?
done done 28 ) V-V i-GVWG US0030500 4 NAY 2004 Wile the |nvent|%b@£% &@gn
parti cul arly shown and described with reference to preferred ® mg
thereof it will be understood by those skilled in the art that various
changes in farmand details maybe nade therein w thout departing fromthe
scope of the i.nvention.. 29 EnPfan' sSAMENDED SHEET 30 O1-2002 - -. runfL ('
US003050C - 4 MAY 2004 CLAIMS 1 1. A nessage system for cornnunication of

- nmessages over a network (12) for useg (11), including, nmeans (13) for
receiving and delivering nessages fr to the 3 network (12), said -
messages including neta data and content data, storage server 4 neans (14)
for storing { ai d stor e server nmeans (14) including, a 5

pl uralll ty of pr%%%?g@i%gqf 1 af messages ower soptwark (§2) Gaeeakng t he

messades (1), inchuding, means (13) fﬂr receiving and delivering messages from and to the

3 network (12), said messapes inclnding meta data and content data, storage server
4 TSNS (14) for sloring the messages, said storage server means (14) including, a
5 pluxahty of protocol server units (261, ..., - 26-3U) for processing the messages
6 accordmg 10 protocols used for the messages over the network (12),
7 ; the i :mprovcment characterized by:
B authentication means (15) for authenticating users for ones of the |
79 o messages frem the netwark (12),
10 ' meta-data storage means (32) for storing thé meta data of messages, )
11 ! ' comtent-data storage means (33), physically different from said
12 | meta-data storage means, for storing, the content data of
13 ' messages, o
14 . menager means (31) for comton control of the meta-data storage
15 i means and the content-data storage means including,
16 | ' common addressing means (7-2) for common
17 management ofthe addl;csses of messages at
18 - locations in the storage server means (14)
19 for messages of the phurality of protocol
20 - |  sexver units (26-1, ..., 26-SU),
;’-; common aceess control means (7-1) for controlling
accesses to said locations i the storage
j-z server means (14) by the phorality of

protocol server units (26-1, ..., 26-SU).
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6 according to protocols used for the nessages over the network (12), 7 the
230 gPLAYgent characteri zed by 8-aut henti-cati on means (15) -for--- - .q,“,gm
aut hen |cat| ng users for' ones of the 9 messages from t he network (1 06190506 ’
met a- dat a storage means (32) for storing the neta data of-nessages,
Content-dafa storage nmeans (33), physically different fromsaid 12,,.
net a- data storage neans, for storing the content data of 13 rre§slh§‘ﬂé§f Zﬁﬁli
manager means (31) for common control of the neta-data storage | S neans
and the content- data storage means including, 16 comon addressing neans
(7-2) for ¢ommn 17 managenent of the addresses of nessages at 18
| ocations iin the storage server nmeans (14) 19 for messages of the
plurd ity o2 Ehomsagesﬁﬂemefwmm%&eﬁ?&i& .26-SU), 21 conmon access
contmpol means (7;1) for controlling 22 accesses to said |locations in the
storage 23 serv¥ ﬁﬁ%“‘?ﬁ%““@}meﬁ@@+mﬂwlmdwcmmoﬂﬁﬂ ﬁﬁﬁhs(gg%ver units

(26-B ..., :26-SU) 3 01- 2002 Uso003 0 - 4 MAY
2004 1 2. The mssage%&é% % nfféﬁﬁgggf‘ﬁmgé g%ss

cont flol means (7-1) i srberdesms phayace foo ey, aﬁgfﬂl?ré
control of il ocks (82),0n saijd Iocatlons in thé storage ﬂ} '9’515‘? rreans (14)

are for the pIurallty’ofp?' . server units (26- 51, ..., 2fi-3U. 1 3.
The nessage systemof Caim?2 vvherel n said | ocks (82) are controlled by a
lock , 2 algorithm (92) accessed by each of said storage server neans (14).

4. The mss%d@i@ywmwm@%mméﬁmmﬂb% ﬁﬁék&%dliéggytaqg,gﬁ nates a

Iock 2 wh ﬁiﬁflm ctio aj rotocol server unit
t er ni nat ede‘ﬂg C@BT gccwseg by eari: cfdsmpd storage server means (14).

1 4 The message systcm of Claim 4 wherein sa:ld lock algorithm terminates a Jock
whenever connection by s2id protocol server unit (26) i3 terminated,

1 flf The message system of Claim 1 wherein said pmtocol nsed for the messages
2 over the network (12) includes SMTP for message delivery to nsers,
1 6. The message system of Claim 1 wherein said protocol used for the messages
over the network (12) tncludes POP for message access by users.
L
1 7. The message system of Claim 1 threm said protocol used for the messages
2 owcr the network (12) includes IMAP for message aceess by users,
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1 5. The nessage systemof Caim1l wherein said protocol used for the

usdrgzr‘%ﬂ&#i 2-over the-network-(12) -knel-udes SMIP for, nessage- deld very firs o1
6. The message system of C aim 1 wherein said protocol used 1§ 03050(

t he messages 2 over the network (12) includes PCP for message access by

users. 1 7 The.Message systemof. Caiml wherein said protocol used for

t he rressages 2 over the network (12) includes | MAP for nessage adcd&y 13904

users, 31 EnmOfaABi s: AVENDED SHEET 30-01-2002 ~:.~0/019 US0030500 - 4 MAY

2004 1 8. The nessage systemof Caim1l wherein said 2 commbn access

control means (7-1) includes, common |ocking means for 3 controlli ng

| ocks (82) ‘on said |ocations whereby | ocks (82) on said 4 locations'in the

storafe ser\EerThronesagddsteni 6f CRmtINhakinsdld ty of 5 protocol server units

(26- Iy -0 26-SU) and are under conmon 6 control of the nanager mneans

(31).“1 9. 'The 935%“%%ﬁﬂ?e‘?ﬁnbﬂmeamaﬁﬁl)\imiuéesmommhkcﬂi@mm%ﬁ%

contrgl means (7-1) 0 ans.for 3 controlling the

openi ng of said | ocatl ongqv\ﬁﬁllgr:lggﬁqué E-bd;@ﬁ whreby loqks (Bsmagid ser ver

means4(14) for the pl upedhohy1@&@&&2@%&%&5&54}1%@%%1&?%@5?&% are
neans

under scommon control of the manager ané&s
AVENDED SHEET protocol server units (26-1, ..., 26-SU) aud are under common

6 control of the meanager meaos (31).
1 9. The message system of Claim 1 wherein said
2 ' coxaman access control means (7-1) includes common opening means for
3 controlling the openiny of said locations whereby said Tacations in
4 the storage server means (14) for the plurality of protocol ecrver
5 . UBit5 (26-1, ..., 26-SU) are imder common control of the manager
6 ' means (31). ‘
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