; e3eD$46TDT\ ! 1 USE OF RFI D TAGS AND READERS TO AUTOVATE REAL TI ME ALERT
SIGNALS IN A SECURI TY SYSTEM Field of the Invention [0001] The present
.invention relates to the use of radio frequency identificati Fl D) tags.
[0002] In particular, this invention relates to a security s Mﬁl%ﬂ%@ﬂ"n
REFID tags, RFID tag readers and transcgivers are used to au

" generate a security alert whenever a security appliance, such as*1&i$4 rearm
is withdrawn fromits holster. (0003 The invention also relates to a
security system wher ngEC@pi WIUDHFA@S ??ngl Rmn«gﬂﬁ’ee‘-@y t he use of
RFID tags in security appliances are use O nonitor the activity of
security personnel and to determne the real tine status. Background of the

I nvention [0004] A bpi of g S now gi ven.

RFI D tags work as tréﬁ@é@ﬂ@éﬁ? ﬂﬁ%&%ﬁgﬁ@n@%kﬁ respondi ng
and transmtting information to a query or poll sent by a reader device or
transcei ver. The query sign i i t romagneti c wave which
is reflected fromthe RFID mRT$§%ﬂﬁ§iéﬁes this reflected wave
to carry its reply signal back to the reader device. RFID tags have been
used to keep track of library books, to prevent |oss of high-value goods
from shops, and to nonitor novepgdid s¥fthedhdentiont ai ners. [0005] To respond
and transmt, RFID tags can be powered by an internal electrical source;
such tags are Kk9otin The pcesent inugntion relates iteethe usetaoferadippéreqtiersyD
tags do not ha Relr o [ source and instead derive energy to
respond fromtm(geng'ﬂgétﬁ%%ﬁ)ﬁ? s"query wave itself. Such RFID 2 tags are
cal l ed passi vedoags In parti\ddr, t thigThelerpidndrelaris fvrvuesddirity sYeferAONREreHPUr CE,
passive tags usually have a nmuch shorter operational range (less than one

meter) conpar eREFIDa@gsy BRRIRJag readens) and traneceivers ayeviesad tosaviomatically
features invol ébﬂar i '%éc%ﬁ@x/%%‘f?wﬁ%ﬁ@vé’re%( §laemg Oﬁp‘b'iiaH%?, %%hf ad g%(réiﬁrm al |

of such featuré&s wo € unaut hori z use ese Tirearns.
Exanpl es are i ivwithdrams foormrifs hoister.ve RFI D tags enbedded in finger rings

worn by authori zed cyrity personne] . Such tags enable the use of a

o 1ol or S BOBHaTAE RTINS B IS OSBRI POUTWHEST, SIBERRIENS chi nd
such products | i fy i, Syf y ; Lcer,
it will be out bﬁ?‘ﬁng@?@ﬁ% byt %%%Mfoﬁmb?%ﬁ?@’@%%ﬂ%ﬁ%ﬁ ahect
range situati onsed td mbritobltike ahtivify ofeseauritypérsonnaband Yo determines thet relakd
firearns can si.i || .be used against the officers thenselves if an assail ant
wrestles the fiME AU way and turns the firearm against the officer while
within the transm ssion range of the RFID tag. [0008] Wen such situations

occur, the officer's higher authority or supervisor may not know of the
incident until nuch |ater, afaskgrpuad oftbednyentien nay have fled and the

of ficer injureghogh A Bi&d%background of how RFID tags work is now given. RFID tags
work as transponders in telecommunications systems, responding and

transmitting information to a query or poll sent by a reader device or
transceiver. The query signal is carried on an electromagnetic wave which
is reflected from the RFID tag. The RFID tag modifies this reflected wave to
carry its reply signal back to the reader device. RFID tags have been used
to keep track of library books, to prevent loss of high-value goods from
shops, and to monitor movement of cargo containers.

[0005] To respond and transmit, RFID tags can be powered by an internal
electrical source; such tags are known as active tags. Alternatively, another
type of RFID tags do not have their own power source and instead derive

energy to respond from the electromagnetic query wave itself. Such RFID
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[ 0009] RFID tags have al so been used in security systens such as security
guard patrol tour systens. In such systens) a security guard patrolling an
- area logs in each check point in his tour by bringing a reader device into
close proximty with RFID tags at each fixed check point. The RFID tag then
_responds to the poll by the reader signifying that the security guard is

I ndeed at the checkpoint. [0010] The transceiver in this application may

have a | 0ggi ngagaRpdichliéd daasivecagy. LA thdy thamidives doshéterhveP gfinewnWi t h
ot her information such as tinme stanps. Wth such systens, confirmation of

the guard's tqQowesfsounee,Passiviestagsluguatiyibave agnuchshortenoperational range
connected to the supervisor,'s computer and the |ogged information

downl oaded. A@&Bi’? opf W85ﬁ°§5%§e§6°8ﬁ€‘&pa&ﬁ-the | ocation of the guard
has to cont actjdobf AdYresemty sevéra %c&ﬂ?ﬂ@ﬁlh?ﬁ INQBRINEE RIFD 34§ hade Heeh! e

t el ephone or two-way radio ("wal Ei e-talkie") to ask for his current

| ocation. 3 deyelopssciar use 4y direarns alk of sushdeaties cverkcfae prevantdhey

| oggi ng of th t ' ' | S: . Jpn eal tine.
secondl'y.  any YPRHiarREd G GHiRety Nikind, EXCRIEIEE aleinBhoiod esBe, .o

security guar RFIBstays dmbedysrl indthgey rinhe waerp diyaduthorzid security bersupinel.
comuni cations_neans. If the quard i s surprised, di sal?l ed or rendered

unconsci ous by4ah (agsaeaablentiin vegofa medfigd: 28 SReLiAllyomMmagde. KRR @it i |
hours | ater V\/rwé%&otﬁe guard did not check in during routine reporting.
fore

[0012] There a need clearly exists for an invention that addresses the

above defi ci enedoer Tihe olpjeotivabehinfl Sucheproductseisdthat, rif thecfirgiarm iguaraiblyour s,
by automatic notificatijon life.threateni ng or r cy situatiaops. Such
o Fhvent on JBERITGE b efier.ub Wil BecitiHt rafos s B8 I RE ey by s

I nvention [ 00bffcel R dHthRSEioflraH§e sitaRt R RMPdiS abR tRY fil8ardn. M dkFoRuhaRAEENCY

I dentification (RFID) based securi ty_ﬁgst em conprising: at |east one€
sub- system atth¢ssmsnatohed firearmspeamstilhbe wsad against the effirerethemselvesiifat

at 1 east one AneagUEBk st e bt BBl MY il BRI -ERA Hed b ance
with at |east offer WHIlR witttln tiss traneraissiverange @ thel RFIDeagssoci ated with sai d
at | east one securi txﬁngl i ance; and at | east one nobile device acting as a

radi o frequend900l W\F ueh sititationsspcewe thee @ffies aiohahauthatts&rd at
| east one rea%%ggﬂggdﬁ@ﬁﬂrgérﬂﬂov@g%égHgg&é/nt ddtf n‘?.gé}%%léf,!éﬁé‘?%meﬁ tAESO

provi des a neth I'ng a security appliance carried by a
security of fi cemindimayhavé fledaaddhe BRicer imged ardiltedret hod conpri si ng:

o1 ond) o " S B o e oot bR S e o et ¢

signal from alguaf@phtraNfour&FdRims!an! iRhi$ystéths, alsekcBAf g@aHa patfblling an
area logs in each check point in his tour by bringing a reader device into
close proximity with RFID tags at each fixed check point. The RFID tag then
responds to the poll by the reader signifying that the security guard is
indeed at the checkpoint.
[0010] The transceiver in this application may have a logging capability to
record the RFID points visited together with other information such as time
stamps. With such systems, confirmation of the guard’s tour of the area is
only made after the transceiver is connected to the supervisor's computer
and the logged information downloaded. A supervisor who wishes to check

" on the location of the guard has to contact the guard by another

communications means such as mobile telephone or two-way radio
(“walkie-talkie”) to ask for his current location.



nobi | e devi ce when a response is not received fromsaid at | east one RFID

tag polled; and sending another signal fromsaid at | east one nobile

. device, thereby indicating status of said security appliance. [0015] The

present invention further provides a nmethod of conducting a security guard

_patrol tour using RFID tags in a securifgy system said nethod conprising:
a. verification of identity of security guard at start of tour; b.

registering of \saigd aﬁfh%édwut;%?ét@mé have Qévérﬁpbléfélénéi@§| Fﬁgweaog@ﬁ rggbi | e

device; c. nonitoring continual status of said security ap |ances and
mobi | e devi ce; thie tmmby the ﬁgpemqnsmmyuﬂ%@npbdoae i seal tgnar dSeeondiyggi ng
of each check point. visited; determnin n re | f..said I gi ng

" vaitds g, PP hReasBRing or ERoraEn SHunldh SRRaubisRA R o pRRY NG

ot her i nf or mat 'ng|@1 ré O hasCABMbl Gapofed "t hek sefp a&aﬁ@cwdléJYOW'@éléEhoh
updating of information pertaining to tour to nobile device

aut hority; andcommupieationg neeass. c Ifuihei guarddiscsurpesed.: disablegy oerendered

Description of - r n t nt

i nvention will u%ggn%{t.gﬁ%ﬁg &Rﬁaﬁ" le(ﬁ%& e@gg 6@59%%&@5%%8,%%“&&’%
reference to tlmoue mmhemfhel\@u@’d did @et-chddkGn during reufinerdporthed. di agr am of
showi ng sone of the_elenents of a security f;éstem I n accordance with the

present invent %2l (Tmfor¢:|aaneed|¢éead|>'t%sfar nARdREeRtiRy thab agdrrsses the t he
present invent 'a‘BBvéQf Efé\ﬁ@fe%lln @r%s* é( oﬁﬁlgabﬁ’lfs%sor lﬁ%cﬁﬂ&eiuarﬁlt&lrs?’b

an exanpl e of part o a securi em o resent t1on prbvydl ng
automatic real amlcmaahd: eotificdtioomof Iafetthneatqnlngrurtememnancﬂthabaxhs dBucit an

security personnel in aclﬁ rdance vvithet}'he prese a i.nvention. 5 Detail ed
Descri ption of RYERHBPNE oOmR RYdhgiseeHydadystit i on of the invention

wi |l now be given in accordance with a preferred enbodi nent of the
I nvention are described. In the follow ng description, details are provided
to describe the preferred enbodinent. It shall be apparent to one skilled

in the art, however, that the gmﬁmrgmtﬁaynm%,@ctlced Wi t hout such
details. Some of these details may t be described at length so as not to

obscure the ini@Msl dihe yoegent |investian sepksttowofpronideraseadioi freguenoy t o
securi ty appi | ARG ¥ )R ARy VAR chiABRE ng o pot enti al 1y
l'ife-threatening siatRidsebne sub-system;
at least one check point with at least one RFID tag; and
at least one central computer with wireless communications means;
wherein
said at least one sub-system further comprises:
at least one security appliance with at least one RFID tag;
at least one reader device associated with said at least one
security appliance; and at least one mobile device acting as a
radio frequency link for said at least one security appliance
and said at least one reader device.
[0014] Accordingly, the present invention also provides a method of
monitoring status of a security appliance carried by a security officer
through the use of RFID tags, said method comprising:
polling, at regular intervals, at least one RFID tag associated with
said at least one security appliance, by at least one reader device,

sending a signal from at least one reader device to said at least one



Q022) It is another objective of the present invention to use RFID tags
and readers to provide an automatic neans of nonitoring the activity or

- status of security personnel. ~002s) It is yet another object of the
present invention to provide a security systemusing RFID tags and readers
~to nonitor use of security appliances agpd for nonitoring the status and
activity of security personnel. Q024) There are nmany advantages of the

preferred enbodi menpofile daRiceWiteh b P8spdrse @%w&cé%d%rgmgagdﬁ?ggggt; %

enbodi ment is that, when security personnel encounter i _
situations, the conBFHAtagmpoedsanmsendingoanather signa fragssaidtaideast one t hei r
security appliances will autonptically.cause,an I, siagnal _ta be
broadcast. Aid can W\é\’bflﬂgﬁvpﬁgﬁ@(ﬁ&%"ﬁ?@%m@ﬁq%ﬁ# %'Pﬁ(?&ﬁr@eﬁqﬁq'taﬁﬁﬁ' any
further input pufs) aFhe/presemaaveioh furtiertprovides s asthod Bfadorrilicting e

of ficer can concentrate on the dealing with the threat and have confidence
that aid has a$¢%®ygga@mtmiﬁgwe@mgggtﬂ)tammméecwwéus@gb sgfd methegt esent
invention is t% LiSa .time logging, verification and notification of
checkpoints in"a RN ity guard's tour can be done automatically through
RFI D tags enbedded avérification of identitygfl seeurtysguard at btart dftogryar ds and in the
RFID tags fixed at the checkpoints. Should the secyrity guard be rendered
unconsci ous and is PniRgistedng of S@IQ)PEEWWrQHaﬁ@d"ﬁtéﬁgﬁeﬁuﬂ Y appiancegeand

conbi nati on of si g%bgi|éhg%Fhe RFID 6 tags, together with other elenents
of the present invention, Wl cause an alert signal to be sent to the
guard' s supervi sor . c.~putsterifigecantiruallynstatus fof RiEid senysityrappliaades atel/i ces
in the present invent I)% advant ageously allows flexibility in the system of
the present inventi@APUREIRPYICEal se alerts are nminimzed, safety of security
personnel is e”ha”%.%pﬁﬂ&iﬁ@b&ﬁfrﬂﬂwldc‘étibﬁ_offbéi;ﬂcbda?&;t' nes and _
circunvention of security precautions are mnimzed. ~002~~ FIG 1l is a
functional di agr am @floggingiafg@acheheek poirhvisitedenent of sone of the el ements

modul ar sub- syst em 10T ARIRSALEALMRE L e BRGRFT W TS choun and many
sub-systenms (eg 12, g lfandmittinde by 8@ tnobillet device, I6ggadEhédipoiits s@dtother
i nvention. One of t%e el enents in this sub-systemi1s a security appliance

such as a firearm 1infermatiende a caramupications petwaik phe seeEtyYS$tem; i t, and
its conplenentary I : i : . : ol W th
the security appli gﬁ.cgﬁgétlﬁgggﬂf%ﬁg%%{ ? gﬁ%‘@%ﬁé‘; g%& |°a&1‘§)gllgr%&%(}ﬁaw%nt o]
the hol ster. The hohigher authedtyt andy have another RFID tag 150. ~0029~ O her
exanpl es of security appliances und&r th? resent invention include stun
guns, incapacitati g ing Step ¢ Wil egd o Sg@ﬁﬁﬂ?- spray) and batons. A
security appliance also includes any identification device (badge 190 or
warrant card) worn or carried by the security officer that contains at

| east one RFID tag. A security appliance may also refer to a reader device.

Again, a security applianc I I hat has both an RFID
tag and reader device buil ?rﬁhﬁc?ﬁ’é@?hgg@%tﬁ% e-menti oned hol ster
130. The next pbeAtprefertdtPefibodirhédt 6f/Hecpregbntinvenfioh Wik now befrioeg i onal

t
mobi | e device 170. The nobile wirel ess device has a host of capabilities
i ncludi ng a bi bitedeseribad, hyrway et exaraplenwith referenngdo thedrawingsrof wichia

der, | ti i neki . I
(omer gency. or (01T SIS 8o rURBHBI ARl O shBMG opfl o 48 Efemefid cher
nobi | e devi ce sdcmitypsystemsinacceianckvathiheqreséitiinvéntionf or the other RFID
tags and readers aseom ated with the securit aRgI iances and their
conpl ement ary @818 tRlE Z i aithe agangamest of EQ%PO ?tsﬁdge)pr%@'étdm%'% t he

degree of sophistbeéhi Qg%lﬂ,ﬁiébéﬁanéegeambi | e devi ce may be capabl e of

transmtting data or en ol ce tonmmunication with other security
personnel and fowneFIGud imaidry exainple bf phet efpmisecustyesyshemaofytheeprekent ed i n
the art that, for this purpose, the nobile device and the system of the
present i nvent MYENYRRP "I"ﬁgla&mﬁﬁﬁ r%‘itﬂﬂeﬂwﬁﬁﬂazﬂ&'w&ﬂémtﬁgﬂg@ stem
(GPRS) under ; } gq,m’ﬁJlll[? ! rk or any
ot her suitabl 20%?6&?&%@%@%%%%??%@?@?& suc bﬁé%ﬂgs%é}vgb\?p@de
Division Miultiple Access) system ~0032~ In addition, another nobile

comuni cati on device 160 such as a nobile phone or a two-way radi o, may be
part of the security sub-system 10. An individual sub-system 10 worn by a
single officer may be |linked via one or nore comuni cation systens in a
network with other sub-systens (eg 12, 14) worn by other security officers.
(oo3a~ Ot her elenents of the systemshow in FIG 1 are the RFID tags 220
enbedded in each checkpoint 20 in a predeterm ned area. The nodul ar
sub-system 10 for each security officer and the checkpoint sub-systens 20

- .-~ B Y - A =~ a1 o




8 point 20 may al so have dedi cated access points 224 that broadcast

| ocation signals for this purpose. ~0035~ FIG 2 illustrates how an al ert
-signal is sent when a security appliance (in this case a firearm is

wi thdrawn fromits holster. In a normal situation, say, when the officer is
~on patrol, the firearm 110 is held in i4s conplenentary hol ster 130. The
firearmnmay be secured by one or nore restraints. In FIG 2, this restraint
is astrap 132 with a "thunb break"” arrangenment. Qther forns of restraints
include rotating sem -rigid straps or hoods working in co-operation with a
t humb break arrangenent. Detailed Rescuiption of the®rawirgsedded in the firearm

o et e A B P obidyed, ASSRHMT oI USRA Ry, S50, BESBREIE )
by a reader deyéssrdddde Withld preféRed eenbisdimient obthedhventisilateodédmibetif irrer ' s
belt, in close proximty to the ta t 003~ Anot her securijty a ance can

. NE S. . ( ppl i
be that of a bteofpllogingidescriptionwfetails mreaprovisted to descibenihe miafairgd
hol ster 184. T 14S I r i n a
normal situati %ﬁb\aﬂgﬁ%‘tt Hgs(ﬁfa ﬂbgaaréﬁaﬁghgt?n@w%ﬁﬁ@r{c@%mn avreq’yoﬁéfis éer, no
alert signal iinventidn mdyvisey practiced withoat sucts detailshSornetdfehedd details ngey t 0

draw his firearm he has to first release the thupnb break. This action
moves the tag Ba4e %%ﬁ’ép@i '@\ﬁ'gth SRS %‘Ptrtﬁr?béﬁweothet'ﬂ\ée’ﬁ@ﬁder' s range,

signaling a pggotsmi ﬁ'c'ﬁ xn%@iwmkhég%&mﬁ@epiaeﬂwu%w ] Eiarrfaafe'ahtéﬁsout o

w thdrawn fro ster, the tag Int Irearm 120 w be nove
range of the rtoaprevide3sh altoematicrmmeans of alert Wwher arsesurityaappliencesudb as@

dtoth der' l.ling. th der wi| | I i.gnal to th
mobi 1 & devi co. RN drabi iniPatiod Apokeamiy M- e SuBBET 10 of ner
vords, the mobjohe deYd BRothed oBRictivaof thapreedt invetiBh fo fUsBRIIFtagsRimd | | nk

or relay for the reader to another wireless comunications device. In the
case when a bateadeistp provide Boraltematiomeans ebmonéating dhe antivitt of stalus t he

di spl acenent o . n' FID tag 182 out of range of the holster's RFID
reader 186, w ﬁée&iﬂggﬁgrﬁoﬁpgrt signal to be sent. 9 ~004~~ Such alert or

status signal sjooz3t R yet andther oBjket bf theopidseat invehtighed peovid® bl dacuvitp a
comruni cati ons network and then to a central cgﬂguter. 0042 Thus, it can

be seen that tR¥stemsing HdDARgS andgeadats fa-meBHar Use Oh secyidy applian¢es

resent inventi i : ] atus of the
gecuri tyI a\pgpl i%ﬁ&;feﬁq’g% @rwgcﬁtg,g%{nﬁggcg'gy ggéﬁwggﬁaﬁggf ng;J of the
Sﬁcuri ty offi cpozn?(vlzdm &g nsamph gavaﬁtagfgls?ft ﬁ\;/\prefe_rredgemped'ﬁmentgof the
characteristics of .the tag nust be carefu eternjned as t st.em nust
be abl e to di SEWPRIOR: Onenadyantage Sheepralpied AERBFIMET 5 ihaklMhamgs
(120, 134) and Jd&girfy PEIédPﬁ‘IeI ehESRfEE gfé%hgﬁgg@glétg?tuaﬁg tI\éQ:o‘iﬁlﬂﬁaﬂ&PI)fj

indicate rel ease of e restraint an f the security appliance.
(ooad~ Accor di signals fiom the RiiDhtaps embedded sy theie sesurity eppliandegnwils can

al ert ot her of PSR badt Rt Rt BRaLIb e YioahBlts A o beTtBhFIRERY, &' °°
firearm Such ® thet Bcatyn WetHoU SeqUINRY dry furiher bt slicheas vpide fuests
affected officer's nobile device 170 or be dissem nated fromthe security

system s cent r ipmcihepRerspnnebiswelved; « hhe officerssan epnpcantrate anethe dealingre

| ogged, noti ng J fi J I r

of ficers ar oun‘g&ﬁiﬂ}r‘% ﬂ%é%%@%VéaP§?ﬁe%§géa%%ggﬁg %3’%8?2<§’%I‘ ﬁg@p@%ﬁ] can

al so be prograpors] Anotheaaldvaitagewfthe preserit invertionds tieattred! thihkiloggiagat
closer tinme intervals for debriefi n? and post-event anal ysis. K ~004s) An

of fi cer faci ngvelificatiao andengtifisatien of ehiegknoints dn ArgeavrhegHard's tous cai bf s
weapon to defe i | L,Kkel : A ; jon to
sumoni ng ai d paranarqticsfly WHolgR REPAEDE AbIdeD (1S Loty applibfits

t wo- way radi o. wdtruby thengbardseard] inytheRF I tagsefikeldyatdhb eheckpdintsed Shoutche art
(in this case,,security or police officers) that the present inventiqn is
advant ageous iwesﬁgﬁugﬁ't @é’@ir‘gnt%e. f@H&I&FefH@%&MS IWet'ﬁ i'BIﬁ‘?OtHZq EOI & not
only automati CaledetérIABAgEnd 6f1me0 e R3MIRain of &ifas FroAMthE RFID
cooperation of the RFIDtags In the firearmand the holster strap, with the
readers in the holster and the nobile device, but help is also quickly 10




directed to the location of the officer in need by the information sent
fromthe nobile device. ~004~ To retrofit an RFID tag in a firearmor
. baton, a recess may sinply be mlled into the grip of the firearmor shaft
of the baton to accommbdate the tag. Epoxy or a suitable sealant is then
~used to secure and seal the cavity, pregenting any tanpering of the tag.
Al ternatively, such security appliances may be fabricated with the RFID tag
enbedded durin i 3 nt i ances
(stun guns.  sprps (Ll SAkHOhER RERERS or B SR AREn s i e 21T ST
this function afertsignaldole santéy theeguarti's supepviesent i nvention. 1f desired

by th ot f th i ] . d t d
or aded arer s WE Sherafanderselt,oF RFID Y8 AncL oAy divdgs i B Bresent °°"
i ncapaci t at i ngjrfiehéivh @d\ﬁhrhagéwslﬁtauawsfﬁeﬂbin% il Yh@ g stdrh ¥ the ﬁ@ébtﬂg the

hi ghest priority of alerts. ~ooa9~ For the reader device in or near the
conpl enent ary Huestien where falseclerta@ye ainiraiged: safeheof Reeurity tensnnel i f

oot ed wi th ¢ SHpaNs R YGRS B 8ties S PR SR e B
itsel f continuptdcaufiohs apfiihigiized | D t ag enbedded with the hol ster or the

hol ster's reader device. This allows a conbination of signals to flexibly
cater for a vali0eflyFls.1sisia finclienal diagramrofshawingitha hasic arangement pé
sent. ~005~) F j cer r; j - rmory
at the end bf AYEEaR Hp oipHBR 8a el oyeton 1 BB Rl s pleaen?

wi t hout settinmpvehfiomn al ert. Anot her exanple where an alert should not be

broadcast is when the officer,is prackicipng shooting at ran 40. Under
such s t uat ; onoos BIEPUNIAF SukrSVSBIE 10 ot SRgeeccrBaeBaets SHowRamd ai or
signals from bgj : I ' fii i SR

achi eved by a @ﬂq%%ﬁ@?éf?ﬁ z;'?s t gﬁgre%nggeéﬁ ﬂ?éé%ge thgftﬂggrse{%?lr}}:ts"

t he nobi | e devinventiont One ofstherelemeats:ire thie subeystem is lresedurityl apptianeg t he
firearmis all d. Alternatjyel rradi q si 44 t hese safe.zones can
turn the nobi | 06 iy 3 AGRER LA wina el PRELD 12D amERTRED I AR e
mobi | e devi ce pg cogplemehaly hoRtefI0CRith 28Rt oneGBader 140mBYsadiated ith
appreciated that, in normal use, the system depends on continual broadcast
of reassuring Hegpeswity applianee inglosgaproximiby ihthe applanceapebult inkhing d t he
tags fail or aﬁSls{efi‘.“ﬁ?fee}golg‘l’eP[i%elﬂn%gtl%v drloti F?F'fﬂ’f’éﬂ#ﬁf’.‘”y broadcast as a
precauti onary neasure naking thé présent 1 nvention a~'tal’l-secure" system
~00s3) O her f pagg)r Otherf exdmples afesecurity appliancesayndsr thelpresemttiadention

anot her enbodi pent, that for use in a securit uard patrol tour (FIG 3).
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security systemas an authorized user. The nobile device will then register

the drawi ng of tagndnshieaden dewige it intait suech asdie abgvermentioned lnofsters13P.

firearm 110 or o] r i) Yogl f a Wty . Q0SS Af ter
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security, eachdutesskpmergesanopphyichaldroggmit afdigitaihstiiihand) neovie sambzat ity
RFID tag 190 t he check point's RFID ta 20 1s in 0s raoxim to
the reader i n"Te Moblg GoUEE 2180 255 anghiaiio drRaERaY L RIn i B 1o Cther
opt i onal - bi ONERF (a4 AL feBABRI abstisatenwith the [SeRuFBPhbRiHRIS Ghditldir
increase the level of security IT desired. 12 ~00s8~ e Itinerary may be
gener at ed by téemplepwntaydiolsters carded byutteoffictom pattern by the central
conputer system30 (FIG 1 ). Routes may be downl oaded via w red or

wirel ess neans to the guard' s nobil e device. ~00s9~ Such a system has two
obvi ous advantages. The first is the vulnerability offered by patrolling a
fixed regular itinerary is elimnated. The second advantage is that any

possi bl e col | usi on between a security guard and crimnal elenents to avoid
a particular checkpoint at a particular tinme is prevented.



~00S0~ As the itinerary can be downl oaded wirelessly to the guard' s nobile
device 170, the itinerary can also be simlarly updated "on the nove" by

- the supervisor. This feature is advantageous if the supervisor wants the
guard to increase frequency in a particular area where hi gh-val ue goods are
_stored or where a very inportant personyzis present. (oos~~ Under the
present invention, the nobile device nay al so house a digital canera. This
capability wil koo@y! DEJMRAIN i the depes’ & Qbﬁﬁiblﬁé‘ét_i&?_o%‘é'ir@@[‘(%ﬁe%obllé own
initiative or as directed by his supervisor. Wile in its conplenentary

hol ster, the cdevice fmays beuteapableand transmiiing/idata cen enabling evdice

renotely at anyi]j . erif he quard's | ocatjon 0s2~ . Anot her .feature
of he obi | o SeuTRBatd b o, Sl BetsBRALLARL DERER AUl Wi B8 be
based on rragnehpﬁrﬁécﬁatedswwahmwé ekille an @hé taft thatiefar @hispurpekd, e mobile
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access points and/or GPS triangul ations. This feature also discourages a
guard from | oi Cammnicationgmeaas suehas de COAMA $§-00@DivsionMultipleiesassiobi | e
device can be § é}gﬁ.ﬂitted by wireless or nobile means to the supervisor's
central conputer, the nobile device also has a wired and w rel ess conputer
connectivity f [0082)i tmadditimn, anotteramobiter quamraorication alevige 18deductofasvar e t o

be d | oaded t i red. 13 ~00s4~ Wile t dinth t at f
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the course of E&Mheddediinigach chackppid2ohing Psedelgiminedsareahad hetmedular
officers nay cehe j [ i Nl i) ma
hel p de- escgl atg gﬁtskgtegr?? 82?P%él’éha%§&srg§/fgﬁf‘tl‘:é\rr/g? Héﬁg%ggé}&%ﬁgl.éu@gg%gwsﬁ%t he?/
feature of theape bisked viantherRF amapabilibthef theumiobile device 170 19 thelooatdrees t he

need for human_iptervention ep supervising security guards on patrol. It
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sipeldfdotl | Théagmpa ea@fp;]&aéysgeﬁm 30dmaffPbe VAR to g%gegf he

made by a person skilled in the art out” departing ' from
present i nvent Femputessystenms 32 jn ametwork. handgun and its conpl enentary

ot hor 11 oar metPRd: A7 cORBE! o RaRrGORPUbE, S AT BY BT B REch ne
pi stols, submapéisornelngr, aatgrhatiedlly byf ties nadtsiies lleiving33 @fptuRdd bySthe
| ess-lethal™ firearns. Such firearns nmay be easily nodified to trigger a
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si gnal from oneomMynicationmesysten wff theg higheh awharite Rjagapenvigoariither

signal sent fr : j LS ~00s9. Such
vari ati ons of g%%ﬁ‘%ﬁgﬁgﬁﬁ 'Eit%%gﬁy&n’gyﬁa@gha@gﬁp g?lggggrbﬁ'q?%éﬁggawéﬁ ng of
t he weapon ( nainforgnationamay bef alsoerpiuréd by rotivelysubosystems 12/ 18t lcapfsd at i on
of the bolt. By putting an RFID tag.on a part of the firearmthat

reci procates oﬁy ﬂ¥??rna%§ﬁfﬁ1'rh§"ec Misinity} f‘soﬁ‘eb@PP"%éﬁWC@r 14Adhas adagationievi ce
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per sonnel has been used. (007e It may al So be appreci ated by one skilled in
the art that the security systemtaught by the present application is
exquisitely nodular, allowing it to be scaled up to acconmpdate nore
sub-systens (officers and their security appliances). The system of the
present invention can also be layered in a hierarchical structure wherein
conbi nations of signals generated even by a single sub-system (10, FIG 1)
worn by an officer nmay be sent not only to his fellow officers and his
supervi sor, but also concurrently to higher authority in cases of extrene
energency according to predeterm ned rules.



15 Cdains 1. Aradio frequency identification (RFID) based security system
conprising: at |east one sub-system at |east one check point with at | east
. one RFID tag; and at |east one central conmputer with wirel ess
conmuni cati ons neans; wherein said at | east one sub-system further
_conprises: at |east one security appligpce with at |least one RFID tag; at

| east one reader device associated with said at | east one security

appli ance; andygt 26 eﬂQ@hﬁV@'db@ cafed 5&e%§tdo'i‘rﬁs<'2§4éthé?ﬁf'o‘éd&éﬁ%@éﬂb‘ﬁ l'i nk
for said at | east one Security app I ance and said at | east one reader

device. 2. A wgmajmf@rdhmmrpgseo Claim1l, said at |east one security

appl i ance conpris at on citati spra a stun
gun, a badge Jpoaéf\?@?% a;%t“‘fl %tess oW 5}'5?@9# a?&!gq n@ePg%e?ﬂ myj’?ecgafyd at

| east one readgiplidAké ¢ this BaRCEHirédindlis lmmata\mmoﬁon@lh@m alnya Retrhgler for
said at | east one security appliance. 4. A s%stem accor di n% to Claim?2,

said at | east Sitwatigpbpay wéendbefqmefels bhaplek dke direareatld0 subridiiarits a

recei ver funct

guard tour | ogdﬁﬁ’ﬁ‘é'eﬁl?&.‘ﬁ'g’ IQ{E?J ess aﬁ m ﬁ%%&nﬂ%ye%} ?ﬁ? oggﬁrrae']r a
function, a raésaarmequnnEbG | 2nthié wastraint is a stmwut:m withna étiumid thyedkinct i on
and a bionetric authentication function. élgt em aqcordl ng to

d ai m 4 wher ei Hranganeend Glher Wﬁétqfdﬁsﬁmgsa'ﬂﬂlugﬁ "PEaé $ABI-HYIEi Stearsesi ce
may be controld&f r\%m[r? @&Y%@Q\Aﬂﬁ%ma&lmﬂﬁp g%éa?farﬁé}igfén?éiﬁu“ ty officer.

6. A system accord erern sal east -one reader
[0036] An RFID tag 120 is embedded in the firearm and another RFID tag
134 is associated with the strap. Both tags are polled at regular intervals
(say once every 0.25 seconds or four times a second) by a reader device
136 built into the holster or attached to the officer’s belt, in close proximity
to the tags.
[0037]) Another security appliance can be that of a baton 180 with its own
RFID tag 182 in its complementary holster 184. The baton’s holster has its
own RFID reader 186.
[0038} In a normal situation where the firearm remains in the
complementary holster, no alert signal is sent. However, in situations in
which the officer has to draw his firearm, he has to first release the thumb
break. This action moves the tag 134 associated with the strap out of the
reader’s range, signaling a potentially abnormal situation.
[0039] When the firearm is withdrawn from the holster, the tag in the firearm
120 will be moved out of range of the reader 136. When the tags of the
firearm and strap do not respond to the reader’s polling, the reader will relay
a signal to the mobile device 170 which in turn will broadcast an alert signal.
In other words, the mobile device 170 acts as a wireless, radio frequency
(RF) link or relay for the reader to another wireless communications device.
[0040] In the case when a baton 180 is withdrawn from its complementary
holster 184, the displacement of the baton’s RFID tag 182 out of range of

the holster's RFID reader 186, will cause an alert signal to be sent.



device continually polls said at | east one security appliance to determ ne
status of said at |east one security appliance and to indirectly determ ne
- status of security officer carrying said at |east one security appliance.

7. A systemaccording to Caim6 wherein said status of said at |east one
_security appliance is transmtted by sapd at |east one nobile device to a
communi cations network of said system 8. A systemaccording to Claim?7

wherein said trgagriSuehciledforsstatlissdighals aralsent t6 e sesasty officer < Hizfher m ned
safe zones. 9. A nethod of nonitorjng status of a security appliance

carried by a sadtharityvigra cersmunieadiogs networksandsthepte @ eapial cgmputeret hod
conpri si ng: poidm 9Thik, i E9H bR sdelt ﬁém'e usengf th?‘??l*e ve Ss%ﬁh[?eﬁggrsﬁgﬁiﬂé' at ed

with said at one security appliance one rea evr ce;
sending a si gnsystbrmnif tite pegsEnt dmveritiondeain 6evusmi toomonitdr at deteraiinetiee

nobi | e devi ce sponse i s hot recejved ea RFI D
Toe pol |oa o a0 A e Srorheanribts Srd indresing e SFatti fond welbeimy

devi ce, therebyhé §@ét?rﬁ§/ bng;eFtat us of said security appliance. 10. A nethod
according to daim9, said sending of another signal fromsaid at |east one
mobi | e device {ooM3ihEor suaip RFBstagstdiwarkpthe operating icbaradteristicsrafithé tag
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and their respective readers 136 and 186 that would indicate release of the
restraint and withdrawal of the security appliance.
[0044] According to pre-determined rules set by the user, such signals can
be used to not only alert higher authority but the security system may also
alert other officers in the vicinity that a fellow officer has drawn his firearm.
Such alerts may be programmed to originate directly from the affected
officer's mobile device 170 or be disseminated from the security system's
central computer.
[0o045] Within the system, this event will be logged, noting the location of the
officer in danger as well as other officers around him. When such alerts
have been signaled, the system can also be programmed to track the
movements of these affected officers at closer time intervals for debriefing
and post-event analysis.
[0046] An officer facing a life-threatening situation in which he has to draw
his weapon to defend himself is unlikely to be able to devote much attention
to summoning aid by conventional means such as a verbal request over his
two-way radio. Thus can be readily appreciated by others skilled in the art
(in this case, security or police officers) that the present invention is
advantageous in such situations. Under the present invention, help is not
only automatically summoned by the combination of signals from the co-
operation of the RFID tags in the firearm and the holster strap, with the
readers in the holster and the mobile device, but help is also quickly



said another signal fromsaid at | east one nobile device. 13. A nethod of
conducting a security guard patrol tour using RFID tags in a security
system said nmethod conprising: a. verification of identity of security
guard at start of tour; b. registering of said security guard, |ist of
_security appliances and nobil e device; @ nonitoring continually status of
sai d security appliances and nobile device; d. nonitoring continually

| ocation of saiitestedrtd; the. lobatsH BOtHY offieeh it Reed bycthetinfarfiatiof;sent from
determning, in real time, if said logging is valid;, g. transmtting, by

sai d nobi | e dethe-@obilegg¥ieecheckpoi nts and other infornmation to a

pertaini ng to [aR 78 TBBAfaT BES by if 83w & vHRIREREsSS il SBRLAER:  ng
Step c until endlief imatie beprof tHe firearmedhsithfof thedbatontto accammddate tige d
verification further conprises presentation of at | east one security

appl i ance with tag. JGpeeoRp stitablergalant ig themusad inseare andisagl the @\éltym 14,

d f t t
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polling of at |east one RFID tag associated with said security appliances
by at | east onBfY%€S8er device in close proxinity to said security

appl i ances. [0048] Other security appliances (stun guns, sprays or baton) may also be
similarly and readily modified for this function of the security system of the
present invention. If desired by the user, the system of the present invention
may be programmed to send graded alerts when different security
appliances are drawn with incapacitating sprays and batons at a low priority
and firearms having the highest priority of alerts.
[0049] For the reader device in or near the complementary holster, the
reader may be made to meet high standards of rugged use or even military
use, suitably sealed from the elements and secured with tamper-proof
fasteners.
[0050] The mobile device 170 may itself continually poll another RFID tag
embedded with the holster or the holster's reader device. This allows a
combination of signals to flexibly cater for a variety of situations in which
alert signals should not be sent.
[0051] For example, when an officer returns the firearm to the armory at the
end of his shift, the firearm may be removed from the holster without setting
off an alert. Another example where an alert should not be broadcast is
when the officer is practicing shooting at a range 40. Under such situations,
predetermined “safe zones” may be created to prevent alert signals from
being broadcast. Suppression of alert broadcasts may be achieved by a
beacon 42 installed at the armory or range that “instructs” the mobile device
that it is in a safe zone and that the withdrawal of the firearm is allowed.
Alternatively, radio signals 44 at these safe zones can turn the mobile



17. A method according to Caim 16, said nonitoring further conprises
sending of alert signals when said at | east one RFID tag does not respond
. to said polling by said at | east one reader device. 18. A nethod according
to Caim13, said nmonitoring of |ocation of said security guard further
_conprises using a location function of 4gaid nobile device. 19. A nethod
according to Caim18, said [ocation function of said nmobile device
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"()- YOMLO% &' (authprized user. The mobile devnce will then register the drawing of
ammunition and the list of security devices such as a firearm 110 or baton
180 carried by the guard for that shift.
[oo56] After an optional systems check, the guard can begin his tour. The
mobile device contains the itinerary (or sequence of check points) in which
his supervisor wants him to patrol. An option exists for only one other
checkpoint (the next checkpoint) to made known to the guard rather than
the entire itinerary. Only after he reaches that checkpoint and logs in his
visit will the following checkpoint be revealed to him.
[0057]1 For added security, each checkpoint can only be logged if both the
guard’s identity RFID tag 190 and the check point’s RFID tag 220 is in close
proximity to the reader in the mobile device 170. Again, the additional use
of an optional biometric authenticator function with the mobile device will
increase the level of security if desired.
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random pattern by the central computer system 30 (FIG. 1). Routes may
be downloaded via wired or wireless means to the guard’s mobile device.
[0059] Such a system has two obvious advantages. The first is the
vulnerability offered by patrolling a fixed regular itinerary is eliminated. The
second advantage is that any possible collusion between a security guard
and criminal elements to avoid a particular checkpoint at a particular time is
prevented.

[0060] As the itinerary can be downloaded wirelessly to the guard’s mobile
device 170, the itinerary can also be similarly updated “on the move” by the
supervisor. This feature is advantageous if the supervisor wants the guard
to increase frequency in a particular area where high-value goods are
stored or where a very important person is present.

[0061] Under the present invention, the mobile device may also house a
digital camera. This capability will allow the guard to capture pictures as
evidence on his own initiative or as directed by his supervisor. While in its
complementary holster, the camera faces outwards and the supervisor can
activate it remotely at anytime to verify the guard’s location.

[0062] Another feature of the mobile device is a movement detector. The
movement detector may be based on magnetometers sensing for the
earth’s magnetic field or accelerometers that detect movement. If little or
no movement (below a certain set threshold) is detected for a
predetermined length of time (say that longer for a typical toilet break), it
could mean that the guard has been rendered unconscious, injured or killed
(an “officer down” situation). In such cases, help can be directed to his
location as known from GSM, access points and/or GPS triangulations.
This feature also discourages a guard from loitering at any one location.
[0063] While data from the mobile device can be transmitted by wireless or
mobile means to the supervisor's central computer, the mobile device also
has a wired and wireless computer connectivity function to allow data, new
parameters or upgraded software to be downloadéd to as desired.
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[0064] While the trend in the state of the art for security devices and

systems has been to prevent the unauthorized use of a firearm, the present
invention recognizes that this aim is fraught with the possibility of criminals
circumventing such measures. Such measures can also be a liability when
they malfunction and the firearm not enabled when the officer has to fire the
weapon to defend himself or to prevent loss of another life.

[oos5] Instead, the present invention points away from this trend of
development. The present invention uses the cooperation of RFID tags and
their readers to send alerts early in the course of a potentially life-
threatening situation so that other officers may come to the aid of the officer
in danger. This capability may help de-escalate the situation and save lives
and property.

[oo66] Another feature of the present invention is that such a security
system reduces the need for human intervention when supervising security
guards on patrol.

[0067] It will be appreciated that although only a few preferred embodiments
have been described in detail, various modifications and improvements can
be made by a person skilled in the art without departing from the scope of
the present invention.

[0068] Also, while a handgun and its complementary holster have been
described, the present invention may also be applied to other firearms that
are not normally holstered when carried such as machine pistols, sub-
machine guns, carbines, rifles and shotguns, as well as “less-lethal”
firearms. Such firearms may be easily modified to trigger a signal from one
RFID tag when its safety catch is disengaged and another signal sent from
another RFID tag when the trigger is pulled.

[0069] Such variations of sending alert signals may also be extended to the
charging of the weapon (making a round of ammunition ready to fire) by
manual operation of the bolt. By putting an RFID tag on a part of the
firearm that reciprocates on firing such as the bolt or bolt carrier and a
reader device in the firearm just out of range of that tag, charging or firing
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send a signal.

[0070] Such embodiments of the present invention not only log the use of
the weapon but can also count the number of rounds discharged. Such
information may be potentially useful in the subsequent analysis of such
events as evidence to determine if excessive use of force by security
personnel has been used.

[0071] It may also be appreciated by one skilled in the art that the security
system taught by the present application is exquisitely modular, allowing it
to be scaled up to accommodate more sub-systems (officers and their
security appliances). The system of the present invention can also be
layered in a hierarchical structure wherein combinations of signals
generated even by a single sub-system (10, FIG. 1) worn by an officer may
be sent not only to his fellow officers and his supervisor, but also
concurrently to higher authority in cases of extreme emergency according
to predetermined rules.
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comprising:

at least one sub-system;

at least one check point with at least one RFID tag; and

at least one central computer with wireless communications means;

wherein

said at least one sub-system further comprises:
at least one security appliance with at least one RFID tag;
at least one reader device associated with said at least one
security appliance; and
at least one mobile device acting as a radio frequency link for
said at least one security appliance and said at least one
reader device.

2. A system according to Claim 1, said at least one security appliance
comprises a firearm, a baton, an incapacitating spray, a stun gun, a
badge or a warrant card.

3. A system according to Claim 1, said at least one reader device is
placed in at least one complementary holster for said at least one
security appliance.

4, A system according to Claim 2, said at least one mobile device
further comprises a locator function, a receiver function, a transmitter
function, a movement detector function, a guard tour logging
function, a duress alarm function, a digital camera function, a radio
frequency link function, a computer connectivity function and a

biometric authentication function.
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A system according to Claim 4 wherein at least one function of said
at least one mobile device may be controlled remotely by a higher

authority of said security officer.

A system according to Claim 3 wherein said at least one reader
device continually polls said at least one security appliance to
determine status of said at least one security appliance and to
indirectly determine status of security officer carrying said at least

one security appliance.

A system according to Claim 6 wherein said status of said at least
one security appliance is transmitted by said at least one mobile
device to a communications network of said system.

A system according to Claim 7 wherein said transmission of said
status may be suppressed in predetermined safe zones.

A method of monitoring status of a security appliance carried by a
security officer through the use of RFID tags, said method
comprising:

polling, at regular intervals, at least one RFID tag associated with
said at least one security appliance, by at least one reader device;
sending a signal from at least one reader device to said at least one
mobile device when a response is not received from said at least one
RFID tag polled; and

sending another signal from said at least one mobile device, thereby
indicating status of said security appliance.

A method according to Claim 9, said sending of another signal from
said at least one mobile device further comprises sending of
information to a central computer and at least one other mobile

device.
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status and location of said security officer.

12. A method according to Claim 9, said status further defined by
combination of said signal from said at least one reader device and

said another signal from said at least one mobile device.

13. A method of conducting a security guard patrol tour using RFID tags
in a security system, said method comprising:
a. verification of identity of security guard at start of tour;
b. registering of said security guard, list of security appliances and
mobile device;
¢. monitoring continually status of said security appliances and
mobile device;
d. monitoring continually location of said guard;
e. logging of each check point visited;
f. determining, in real time, if said logging is valid;
g. transmitting, by said mobile device, logged checkpoints and other
information to a communications network of a security system,;
h. updating of information pertaining to tour to mobile device by a
higher authority; and
i. repeating Step ¢ until end of said tour.

14. A method according to Claim 13, said verification further comprises
presentation of at least one security appliance with a unique RFID
identity.

15. A method according to Claim 14, said verification further comprises
use of biometric authentication function of said mobile device.
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device in close proximity to said security appliances.

A method according to Claim 16, said monitoring further comprises
sending of alert signals when said at least one RFID tag does not
respond to said polling by said at least one reader device.

A method according to Claim 13, said monitoring of location of said
security guard further comprises using a location function of said

mobile device.

A method according to Claim 18, said location function of said mobile
device comprises capability to use make use of Global Positioning
System, Global System for Mobile Communications, or dedicated
access points within area of said guard tour.

A method according to Claim 13, said determining in real time further
comprises checking of each said logging, said checking further
comprises verification of presence of a predetermined combination of
security appliances carried by said guard and at least one RFID tag
at said check point.

A method according to Claim 13, said updating of information further
comprises changes to tour itinerary and new instructions to said

security guard.



