; e3el " =i 4458R8<6=T = F0362/ 308 1 SPECI FI CATI ON  AUTHENTI CATI ON SYSTEM AND
RELATED METHOD 5 Technical Field The present invention relates to an
aut henti-ca%gg})(sé%{ em and nmethod for authenticating a user when_the user
requests a trans ion by utilizing credit or electronic m)ney.ﬁ 10{}{7?’ ?004
Background Art Credit transactions by utilizing credit cards and transfer
of funds by utilizing noney cards are popularly perfornmed A new ﬁamlment
I n
to

settlement service by using debit cardsjhas recently begummwwmm ’M

usi ng such cards, whether a user _ [ r_owner of t
be confirmed. This confirmation &@%e&gﬁﬁﬁ‘?gg%l | ed user aut hdgetidscati on;

fox instance, authentication nethods such as to use signature and secret
identification nunmber are well known. In other words, as a user signs on a
speci fied form vhEA BENIdGATEQNGS YSPROMudedD RELATEDCMETH®D if the user
is the proper owner by matching this signature with a signature signed

bef orehand on the backside of the card. Also, as a user inputs a secret

i denti 6i catt omniwadifEeld nto an ATM (Aut onat ed Tel |l ers Machine) termnal when
a bank card is uﬂll i zed, whether. the user is the proper owner is confirmed
by 25 matching th'§ RECFBE TNYERTIOM ESRiieh tAMEN MR catioacspstem and

i denti fi cahkoinodyobertpegticaingt e aknthanATM %@F%ﬁe ts RELALERaRd,
However, there. is a problemof 1nposing quite a burdéen on a....". us& in
adopti ng ah USH 1 ersflhtaToREE LEQRISemONEat i on met hods. For instance, with
regard to the authentication nethod by signature, a SO signhature has to be
si gned whenever credit is utilized, and this is a very troubl esone
opera]f@on Batkgramel Aral so, even with regard to the . authentication nethod

by secret identid] i its i.nput operation 'is troubl esone other
than the fact th%teotlgE u@g?pﬁusﬁﬁﬁe%r?%g’zmg%f@g} F7g4s andpgagetsrtof
i dentificdbnds hunberlizidlgsonotbpseamlst heat hpephianynpthRGmdr N new

necessarily pro Ijgeettf;\en gntsured revention of false utilization of a card.
For |nstar§%/1é/, \A?\gen sor%%olﬁesﬁ%lvdﬁgntéy t”é”b%rf}éght qardy Bas Apsenylyaress gas a
formby well. ' |
15 In using such cards, whether a user is the proper owner of the
card needs to be confirmed. This confirmation generally is called
user authentication; for instance, authentication methods such as to
use signature and secret identification number are well known. In
other words, as a user signs on a specified form when a credit card is
20 . used, a clerk confirms.if the user is the proper owner by matching this
signature with a signature signed beforehand on the backside of the
card. Also, as a user inputs a secret identification number into an
ATM (Automated Tellers Machine) terminal when a bank card is
utilized, whether the user is the proper owner is confirmed by
25  matching this secret identification number with a secret identification
number pre-registered at the ATM terminal beforehand.
However, there is a problem of imposing quite a burden on a. .. .
user in adopting any of above mentioned authentication methods.
For instance, with regard to the authentication method by signature, a
30 signature has to be signed whenever credit is utilized, and this is a
very troublesome operation for a user. Also, even with regard to the
authentication method by secret identification number, its input

operation is troublesome other than the fact that a user must memorize
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5 imtating the handwiting of the proper owner, a clerk m ght recognize
the fal se signature as a proper one. Al so, since a user often uses nunbers
i ndi cati ng: L%ﬁ @%ﬁrt hday of oneself or monotonous consecutive nufiitei(ls a0
secret id Rt’ P88 i on nunber, it would be a relatively easy task for even a
fal se owner to guess a secret identification .~ 10 nunber. D scl osure of

I nvention The object of the present invention is to provide an

aut henti cation system and net hod whi chsboth m nim ze inconveni ence 15 and
maxi m ze gﬁfi Ci er}c%iﬁf orf.a user. The present invention also has as its

obj ect t he"pPEUii Hif W 15AUQ% REMEat i on system and met hod which are able
to carry out highky Pre&d & ef f.eGt LV i i i, fior a user.
According to one of the er_rtg)(t)lg?ﬂ%%{sl%glf iﬁeﬁgag%@%‘t&?’%ﬁﬁﬁ%ﬁ %c_)\_u_cfe

. an- aut . héh. ¢ngaedonreyetéan cofifieil st nyikizptionabifty wifrdr ecBoviingtiecej nal s

for receiyi r agt | u froma user; a nobile co ni cation

net wor k f?)(/lrh%geg(\)/{nr?ggg g%‘?gﬁ’%?g §$[anl3bfil(éar(go?r?e;lﬁﬁi%a‘?rf‘gr‘?lgéf‘rﬁ ara by fjrst

| ocat ibon meitatingstios hgaddeviiag 6 Dthepeopag ol at é1R0k ahi ERCke d £EEIE NI

t erm nal ! iefond. | ocation 25 nenory stor agle devi ce for obtainihg and
storing a%datstol HAHER A SFhiPFEPER IR cAtiSBn YIBERT Matseraoftachiseg devi ce
for obtai mimocks oi G fly khe HirlRAAF bOn TRIPLY r3b A6 AKM FEUbAS: Ay il aCali on
of .a :receiving term nal which has received a transaction requestt, and for
obt ai ni ng"¥MEFT S ASd aseeened 1dsedifisativenwuynbenr Hgw cdddi be a dedasiviedy of a
30 nobi | g,rrrgy'c i er,m ' us whg transm.tted this

transact ?eoér% reqﬂ%sfgﬂs%&ﬁnd apofgggeeswggaatn%tgc 'elsﬁg%eggﬁmotf Jggflgff%%té?f’ons;
6GId 4R awumhercation device fox deternmining a validity of said transaction
request based upon a match result obtained by said F0362/ 3084 3 nmat chi ng
device; is provided. In the present invention, it is preferable that a

mobi | e cduisghosatd ofi Ineentival which a user uses to transnit the transaction
request is i derJItiJi eg.b%/t vva}c/ oL.i dentification information contained in 5
sai d transaction 7efdest" Atcdfli Rf SE AndPKERLIOO4T mbft RFOWAE piRsent

i nvent i omuthendchhient § gateindandydeeid € GMRTdhSh Hth diRlibliakiih¥oal engEgt ¥i Ng
ternj't$al S fdor receiving.transaction requests by reading, from an

i dent? fi &&C B XIMIEE, GHICIEMCYG T EnE S §5 cal MEnPTGedtnERvedtior alsaskas

i denti fi aatitenoBfedinfios Proives oif dfh@nUseihendiddtish éfﬁ@h{ %é&ﬁ’éiﬂ‘@a device
for stor:\ﬂg bocatl on information on each receiving .termnal in _
cor r esporftf&féeifi #hlG HRARTHY 1t ihdahinPse el ohd 64 setiive @athenticaitidmg

term nal foaasgeseand | ocation nenory storage device which stores | ocation
information on a nobile comunication 15 term nal of each user in

cor r espondence Af¢H dingripi 91 e &fi he ¢mbodimends antheapde sachimiseartiohpcat i on

i nf @rgrat hen QAR chdd L¥ieRd dothpti bEhal gy .based upo

dent) Tl o Syl o B e Pl A PR RERE R o
tfansact f{&h FE§EBEMEf r 8m Fangattiost regueitonfremory stiweragea dewbbéle as a
key, | ocapi i ti .2 a tle. co ni gation term-npal which
is. . reagggﬁ?uggﬁg&ﬁpoﬁ%@g%i f?%rat |SJ(;Qr%Q|H or%at Po ragﬂtyt he® se‘fm&ﬂc?-

transmi t elmBahratramdacnivals; egfest focammaintemeepndokagatd o caemy y

S ohage, R B0, TR O £ B ok B upon
a matich gBmesulstobygesalediomtfoli ogtaavhgeind StproM defbcation of each
mobile communication terminal; a matching device for obtaining from
~said first.location memory.storage device a.location.of a receiving
terminal which has received a transaction request, and for obtaining
from said second location memory storage device a location of a
30 mobile communication terminal which a user who transmitted this
transaction request should possess, and matching each Vof said
locations; and an authentication device for determining a validity of

said transaction request based upon a match result obtained by said




According to a further enbodi nent of the present invention, an

aut hentication nethod which determ nes authenticity. of. a transaction
request of who possesses a nobile comunication termn served by a
nobi | e com%‘}r@@{‘j’l on network, and conprising a step 30 which 1L3eﬁ&§s?ﬁﬂ’e
transaction request of a user at each receiving termnal; a first |ocation
finding step for finding a location of a receiving termnal which received
said transaction request; a second |locgtion finding step for finding a

| ocati on %Latg nobi,l e.comuni catj on F0362/ 3084 4term nal from which a user
transm tt S SR CPIAC%CHS BROY st : a . matching step for matching a

| ocation of sailhr egei }ﬁirélé}%rtteriﬁiivfé?ﬂti(frgurl@bﬁs SQirfrddab3t Qgtéogngm%i ng
step with a location of said nobil ecommunication termnal foun y said
second | oEaMiMAN kGG Thgewnbpalswhialitthenet eaes dn tsreprfiothderenshoiiog

aut henti cj f, :a : Rgacs bQn u . on.a.resul.t of said tch; is
provi ded. }Aéc uoér% ilgdhfgg an 4&3& ﬁ'g? Ogﬁnt%%ﬂirg%ta?g 1 f%@rﬁiéégﬂthq{@éﬂ? dH, an
aut herit i caaiidotramet btadnfrerquast er m ni ng aut henticity of a transaction'request
of a user who p/gssesies i.l nmobi | e communj cation term nal 10served in a nobile
comuni cati on teffiPhE &k aé’d’r’?‘b?f SO S BE R Of JheeR S SNk ¢ ny ervta@B a8 B on
request byntheadidngi titsyisden bt o nf o1 0RALION NrUiS igeredhamIEn | D
card whi CP stores_identificationinformation of "a user at edch receiving
term nal ;1Y ETEPVIDE [FeRdA Gt out e agesEntivofied hifngr, nioinprenofid emiificatdenvi ng
term nal  bagedtdpP L5 Fich et O 1 I [ n.a receiying. tern nal
iich received g.ai dt rg@gl{cg%%rnegl&eﬂg?fr%é@ k&? %r olﬁgelrhf géri%%{}?bcnat\}\ﬂpch is
indentOf i ciafpemianiosr arhittherisem; each recei vi ng term nal stored beforehand

i ncorres i . i i i on..said each .

recel vi gt toet o AaR obAaRhiplte ML IoBRBR iPERRIan A DAash

nobi | 20 recetoimgutsraatriadnint epmiasplominale thitls idseti fshmubs PIssaESiHased
upon ... r-caid'eas [ deenéj f.i gaLi on. informatio fn a.user who transmtted
said trardadfiashudsreydng KM MAIma REGPRE: IR IRR CREOL Yy SiPT g at | on

i nf or mat idwvitenwkadhstses Kicanbh heforehaod bh £asRIPU AL AR Aidpcation
t' ,ig%org&tion on a nobi,l e communi cation termnal; a step for =~

mat chP ng25F 8&825 ofTi nfHhatisEn ot s&CATFSRUEHE t iR nal dsaHi £ akkan r ead
outwi th liafatmhationné orsuad et holls &g b il €n fOFRIbAAA Q18 §eWeRfn g -
...which. was .. read .. .out;. . an . authentication steP . for. determ ning
... aut'RERIRY ’c@l%‘? 1§ dicgduet bpsed Rpahadentificaian snlramationt ehing:

i sprovi dedc80AagOofedinfigial Qv ESh 28&iRed eaRPd} ARG+ n &EﬁuQE@?ﬁﬂx‘n %E'f’c?nt' on, a
pr ogram \Q/m ch is an authentication programfor determ ningauthenticity of a
transact 6t 1GGRHED BEMPTYsEOTARS JFodsESPed ke YmbbE 2 onciafonmiatao h am

~termmal aseryBHei RodnmRRELA:6RMORNH, ERLI QPL NaT VR ,‘feadFQ%‘?Z/b%QQé ?;(?ro%”d o

pronpts a conputer to execute a first |location finding process

opt ai ni ngdantisication dnfewpatieachonecehvi niserer wioal twimshittedei ved sai d
transact iy o) @RS te NMEN I AV i nal ceived a transaction
request of asauser; ?aq\(gecpﬁ?ﬁpgég?g\réo;a?ln%fﬁégh%?onéé%so‘%%’osrwgagﬁt%?‘ﬁ’lcﬁ’g a

| ocat i on2éf 2 akepbi| Bmatehingideticonfeermatdiinghiléseg aseauthenticansm t t ed
said tra ct : I ; mat chin raocess for matching a
| ocat i onﬁ%f@?é%%l?gg&elcle(\%lhr?gnggra%tggﬁﬁggﬁlaf’gesél ;}1555%@%16&%?01‘&8%?‘6 findi ng
procdss westltdy eziat nmtcbingaiediombid providedwni cation terni nal obtai ned by
said second | o actci o?.fi ndi nlq{ éo per%:e S, an gut henti catjon process for

det er mi ni ng auf W&RE P 8180 8 TYHARE S5 QN P eRues th 6 REEsERipUH St RBuRE of said
mat.ch;. .i.aupienti c@don AR HEd Rehicd 8ttdrimin¥st Hefhen?odiJ®RL 9L 1 DG Rr €SENt

i nvention, a progr am which is an authentication programfor deternning”
aut hent i EF9YEYf O 3 reafda®tho P Se§622t mablisecommupieaesseteranitoldi | e 15
comuni cat v b8 B R biSErdEHm UhiRa PR | icat i et nal and
pronpts a Qorrput%’rer_ to elxecute; %eﬁﬂﬁcﬁ%}g@mﬁﬁgﬁfg%ﬂgﬁgfﬁe%es]t\e}Bd a

t raddhct Mivichegeesives r entranssetiona reqoees sobfa alteai nitngathlent ¢ diviagi on

i nformat | saj d.each receivi.ng.tern nal,. and. ~ said user, and reading
out Iocak?’g%ﬁ}%rlﬁgar%é{sﬁoﬂo%aﬁl?ﬂi Em?iéegi \r‘ﬂerPg fog, gm{idpg a location of a
receiving terminal which received said transaction request; a second

location finding step for finding a location of a mobile communication



2.0 based upon identification. information on this receiving term nal which

received said transaction request as a key frominformation ., Jy\lgi @hl 3
identifi c%bi,ggﬁ' formati on on each receiving termnal stored b r Mn 040
cor respondén “h location information on said each recei vi ng termnal; a
process of reading out location information on a 25 nobile comuni cation
termnal which this user shoul d possess based upon identification
information on a user who transmitted gaid . . transaction: request_as .a
key. fron}. i nforrr?ti on which .is identifjcation informati on on each user
stored bef S RHEHAITH T B pdndiesiTc 4T 4 3Rt o atdidn tiaTisec st orqoRsy mobi | e

comuni calia@Bhtes BtdWkor e aRE [ tion informatiqn on
sai d recej ving I%ager, nﬁlﬂﬁa(i)r whi cﬁﬁ?vgé l%cebégfool{ur??\%\ngk‘#:gf;{:)(gfai’t%flgnteirﬁ‘f]{f?{’rg?}laa on
sai d nobi P& sevinfiisdatoeioer findah gweiaph with nebdcaridn an atheséhgati on
process f 3y M, i ut hent.icity, of said user based upon a result of
sai d Fog‘%l??’g%ﬁfﬂémnrg? Eﬁ-f‘hrb?ﬁ %%uﬁfio\’/}' cféida S l%geppp&néhngfsqypam ngs
Fig. 5 isam dithektitiaagrmmehofng edeGMin@uaatdonieftvt b | i§ystem of
a first enbodi ment aof the pl?esent i nventi gn. Fi g. 12_ iys gflr}géclﬁseacfis[éggam
showi ng a SESISt AR BRoBR B b@iftsaidrmaichf is peovidest. enbodi nent. Fig. 3
is.a format di agrcgm§ﬁ%vw'@gl : r tents stoned.in a user
dat abase of the first enbodiﬁ%ﬁ?fl%?p%/vﬁggﬁgﬂgw figﬁgpﬁf’%)%?(tsb?%ﬁ?ﬂﬂf]shom ng
a confi guithiéhemicativgcaetiond far ditaynseimeeau dferttheithiotss teneditient . Fi g.
5 is a fomtdi agra oy Ng e of .xenpry contents stored in a

bile st acgi%tgrﬁg]%gcfa?g%gséghgf pt%H% %ﬁggta BHERIoF n‘é‘?]%.m‘i’;*)lcléitbo.n deF@igas or mat

i agt@m steovedginan rerhilpl € ninnematjoc oateMME St 0T pFisdn § ACHd[PRor
regi strati.qop.database of the first embodinment. Fig. 7 is a formt diagram
showi ng arg?%(‘gﬁmﬁ egoftrgr%ﬁ%?t °8on e&ﬂ&s?‘&"ede?ﬂl%gstﬁﬁ | entifisagiambase of
the firstinéobodiivmnbn this user. #®m an ID card FiBicBst&red id M iiBlatHpOr am
showi ng an..exa ocated zone data table of the first enbodi nment

or ovi oo AR e Enfigr B g yiRe Fer i Rilquontse Sibradinghon ng an
operatiodooitibhe emfdrn€ation of this receiving terminal based upon
15 identification information on a receiving terminal which received said
transaction request as a key from information which is identification
information on each receiving terminal stored beforehand in
correspondence with a location information on said each receiving
terminal; a step for reading out location information on a mobile

- 20. communication terminal which this user should possess based upon . ...
(" - identification information on a user who transmitted said transaction
' request as a key from information which is identification information
on each user stored beforehand in corresponding to a location
information on a mobile communication terminal; a step for matching
25 location information on said receiving terminal which was read out
with location information on said mobile communication terminal
.-which. was .read. .out; .an .authentication step . for..determining
authenticity of said user based.upon a result of said matching; is

provided.

30 According to yet another embodiment of the present invention,
a program which is an authentication program for determining
authenticity of a transaction request of a user who possesses a mobile

communication terminal served in a mobile communication network



systemof the first enmbodinent. 25 Fig. 10 is a bl ock di agram show ng a
configuration of the location matching server in an application of the

first enbod] t. Fig~11l .is .a .sequence .diagram showi ng an o aqiran
the. . . %&%f"re systemin an application of the first errbod%mr;‘np‘.w ‘Fi‘"g[.;
12 is a block diagram showi ng a configuration of a 30 |ocation natching
server of a second enbodi nent of the present invention. Fig. 13 is a
sequence di agram showi ng an operation of an entire system of the second
enbodi nent . F0362/3084 7 Fig. 14 is a_block diagram showi ng a

conf i gur atMOPTEMEES o BP PP WERLP oK T LE & Rirs bl epdlidannEinding priee epsefant

I nvention idindD | £ or npat, .di ; ; .of nmenor
contents g??rlgg]?% glécs é%ﬂlgﬁgta?%ﬁﬂﬁﬁggéé\glgg @ﬁﬁ@%ﬁ%oﬂﬁ%ﬁ%g 5 Fig.
16 is a seajdencansdicafpamesjuewi nghan epehateonivafigt hermnbar ecsysyem af the

third enmbodinent. Fig. 17 is a block diagram shaow ng, a configuration of an
entire sydtBitEEOR ’ff%ﬂlrctsﬁ %ﬁrﬁoﬂ??ﬁen? o) Igfadan: %I}ﬂ}éﬂt Pevcess dorig is a

bl ock 5di agfis@ih HHOW 108 a8 0HOBF iaOiodti 1 DB Bfm@n ATion thPmbSEMyIak Lo e fourth
enbodiment, Fig. 19 is a sequence di agram show ng an operation of an entire

syst em of VRAeTABEMY H ednbidh FetsacHiog roguest shonblip asisags am showhigga
confi gur afiRRsQifoRin £ hE SYSLAT PTo o 4li el e HROAL EBRER AT o6 11§ nRES N
invention. 15 Fig. 21 1S a Ef)rocf di agram show ngoé con# [ guratt ron gﬁya
mobi | e stsiflofiref lolketifonf tfhn@imwdineerss Wigh 22ocatimmlofickaid agreyniehow ng
Foconr B RERY s Blod Uy LAT SIBOHL TE RS radindr
ﬁg‘at ab@se.mfocehe; fanf tantkemiodiimantprocksy.fo?4 determining authenticity of
transaction request based upon a result of said match; is provided.
According to still further embodiment of the present invention,
a program which is an authentication program for determining
authenticity of a transaction request of a user who possesses a mobile
15 communication terminal served in a mobile communication terminal
and prompts a computer to execute; when each receiving terminal
received a transactioh request from a user, a process of obtaining
identification information on said each receiving terminal and said
user, and reading out location information on this receiving terminal
20  based .upon identification. information on this receiving .terminal
< ‘ which received said transaction request as a key from information
which is identification information on each receiving terminal stored
beforehand in correspondence with location information on said each
receiving terminal; a process of reading out location information on a
25 mobile communication terminal which this user should possess based
upon identification information on a user who transmitted said
. transaction request.as.a key from .information which is identification. . ..
information on each user stored beforehand in correspondence with
location information on a mobile communication terminal; a process
- 30 of matching location information on said receiving terminal which
was read out with location information on said mobile communication
terminal which was read out; an authentication process for

determining authenticity of said user based upon a result of said



f_is a sequence di agram showi ng an operation of theentire systenofthe
fifth enbodi ment whenel ectroni c noney isissued. Fig. 25isa sequence di agram
show ngan @fﬁ%r tion of the25 entire . systemofthe fifth embodiffgn(i( 2004
whenel ect F ney isutilized. Fig. 26. is a.. block. diagram. show ng
a configuration of .the entire systemwhen the fifth enbodinment is applied
to ETC. 30 Best Mdde of Carrying out the Invention [ 1 ] Enbodi nent
Confi guration F0362/ 3084 01 OCT 2004.8 [I.I] First Enbodi ment The first
enbodi ment of the present invention will now be described. . [ 1.1.1) First
Erbodi menf2Eghfiggdf R4 95d( 1) Configuration of Entire SystemFig. 1 is a
bl ock di agram showi ng a configuration of an entire systemaccording to the
first enbodi ment of the present invention. As shown in the figure, the
syst em cobpieif Jeescriptiodi of Caradvibgs a CAT (Credit Authorization Termnal)
term nal 20, aPclreqit sa{}ve gio, a ("= 10 CAFIS (Credit and Finance
I nformation Systén) HefwoPk 4D 2eIapbEhP¥isg 4 reATENIrasiarobf Ithetertéphone
net wobk 6@stamdofal feat &ob oaitneY S Yebs il ifFsitpcard 10 is a typical
credit card. Oy.the front surface, a user's nane, cr edi t nunber, expiration
date and ot her Ti8l &v&hit 2Eogkidipapamorhowingsc cobéis uranibom ft hecdeadk
surface, sari®gpetthe SEdt PR QY ded for storing a credit nunber. The
card is presented to sales clerks, for exanple, for use. CAT termnal 20 is
installed in aFéged tisatffdimsedisgopnm ahdwiisgcanneghgghlt 0o CATLS &8t wor k
40. CAT term nal i ses 20 magnetic.reader-....for reading data
st or ed |%%€Hﬂémmsg%g?§§qg r‘%sgé cgtag?ﬁ:%i g Hripemb MM cation unit for
er fidd mi ng dat Hig. 4 is,a bvocloniiuptoatstwiMd B coidbhrSEbYT 390%h A GAF! S
net wor k 40; an.,l.D nemory 0fgor s}.ori n%ri dg,nti fication information ?whi ch
o o Hpdi

i nf or mat i on s Y 8feTF &S URbsMedimsatter) for identifying a shop

i n which Fig. 5 is a format diagram showing an example of memory
contents stored in a mobile station ID database of the first
embodiment.

15 Fig. 6 is a format diagram showing an example of memory

contents stored in a location registration database of the first
embodiment.
Fig. 7 is a format diagram showing an example of memory
contents stored in a shop location database of the first embodiment.
=20 ... . Fig. 8 is a format diagram showing an.example of a located
zone data table of the first embodiment provided with a switching
- center.
Fig. 9 is a sequence diagram showing an operation of the entire
system of the first embodiment.
25 Fig. 10 is a block diagram showing a configuration of the
location matching server in an application of the first embodiment.
... .Fig..11 is a sequence diagram showing an .operation .of the .. .
entire system in an application of the first embodiment.
Fig. 12 is a block diagram showing a configuration of a
30  location matching server of a second embodiment of the present

invention.

Fig. 13 is a sequence diagram showing an operation of an

entire system of the second embodiment.



25 CAT termnal 20 itself is installed; an operation unit for inputting an
anount of a credit card transaction or a paynent nmethod; a printer unit for
printing %@L 76}3 ansaction slip; and a control unit for controlling each of
these el efdnt termnal 20 receives a credit card transactﬂdh fHeo Aags
30 froma user, forwards it to credit server 30, and receives an approval
notice fromcredit server 30 in response to this transaction request, as
appropriate. CAFIS network 40 is a network systemfor interconnecting a
F0362/ 3084 9 cr d|t /gorrpan a distribution store, and a financi al
institution, el Ay$ Rgblpskad b%ﬁﬁﬁﬁhlséét“ll(ﬁﬁ beowbiguitatem ofredidbider ver 30
i's mstalkglql etk ectedto CAFI S networ k 40.
Credit servelrdd;(gtft(;ho”ﬁég'?és&lgg?gﬂgﬁy con 5%81%% PP YE credit cards and
credit card trafactifors hi éaronatesilagmindeh@wmgle:sn famphe dfahgepgher the
credit cag;gln n?‘?%?&le n rae uesgrotrans from CAT term nal 20 sh uld be
approved; ~ang ttansmt s f%trlm’ ta GsﬁrPfaB’pﬁ'bl%'léld pedioddmeny .

appro;ﬁrl ate Mdhiigl. elStfst IaOle Qense ad rhﬁblsﬁotvﬁl ng .k

10 PDC rﬂger sonal Di_git al %el | ul ari)Q%{ ype, and n%g%%ru(ra?lp%a%te]soq’b O%X?%}Q
through e ﬁﬁﬁsﬁeﬁ@gh@ﬁetméflvﬁ%koéﬂn\ﬁmh base station 61 of netvvork 60.
Mobil e station @, iy i Ng AU t unit for .voice
conmuni cat i on; a%r az]l %qﬁr?ﬁtgggo%%?gﬁﬁlos commi ca(%ng %H\Rﬁfﬁnb%ééns‘?%tt‘fﬁns of
mobi | e t e1¥SBenel Adionstk %mboélmgnﬂpiﬁhaypnmeht ¢onpntiviong a liquid crystal

-panel or the Ill;lggr lagnlpgeg%%lgorhfg ’?eOIEJ%YIV gtﬁ‘t\/lﬁggﬁdata and a mcro

conputer for confrolling eac bg‘értaé%‘?%rPfSB CasTwill be
qfesciﬂbedehmmalf Dérthe|fs»umslednfh11d1meuﬁhent| cating a user's identity when the
user utilizes dlltg Thuss 20 the user I‘Sb'tS’ required to carry nobile
station 50 in ad i tiort 8. SEHREREC (LAETIB SR ing 21 qifeRsi atetabran 60
conpri ses nbases witat oﬂshSlfa,ur&ibmlao@méﬁhl ng station 62, and communication

i nes for conn%ctl 8 m akn((j1 is connected to CAFI S netvvork 40 via a
gat eway devi ce ? is a ock diagram showing a configuration of an entire

system of a fifth embodiment of the present invention.

15 Fig. 21 is a block diagram showing-a configuration of a mobile
station of the fifth embodiment.

Fig. 22 is a block diagram showing a configuration of a money
server of the fifth embodiment.

Fig. 23 is a format diagram showing an example of memory
- 20 contents stored in a user database.of the fifth embodiment ..

Fig. 24 is a sequence diagram showing an operation of the
entire system of the fifth embodiment when electronic money is

issued.

Fig. 25 is a sequence diagram showing an operation of the
25 entire system of the fifth embodiment when electronic money is
utilized.

Fig. 26.is a block. diagram. showing .a. configuration of the .

entire system -when the fifth embodiment is applied to ETC.

30

Best Mode of Carrying out the Invention

(1] Embodiment Configuration



25 shown in the figures). Each of base stations 6la and 61b forns an

i ndi vidual radio cell, and enables radi o communi cation to be

conducteq§). E@ h nobile station 20. located in the cell. zone...swtching
station 6 3?8 é a plurality of base stations 6la, and 61b, and perforns
swi t ching of the communication |ines. Switching station 30 62 cont & §€Ta 2004
zone data table, described below, and refers to the table to perform
switching of the communication lines. gocation nmatching server 70 is
connecteilt? nﬁpilg t Ie@hone network 60, and perforns data communi cation
with credilt 'serdV&Ft B0 OHIRBRY 3084 01 OCT 2004 10 through network 60 and
CAFI'S network 4fhe LQeat ie@ib didilne&h NG S ER ¥ S r e6@ n€ OTHN d r@6n MRAIS nfodf Bet ecti ng
a location of nmobile station 50, and nmeans fox storing |ocation information
on shops dPErB AT terminal 20 is installed. In this way, a | ocation of

nobi | e sgqt.%plgsgi)ré §xﬁﬂoﬁ?m@%%5’hﬂ%@lr5ﬁ¥>ﬂ“ ve to a |ocation of such a shop

(referre transacti on-shop ereafter) where a user of nobile
statidn HQ)iGoabeurationpef flortmreaSysegnt card transaction. If the |ocation
of nobile statiqan {0.an he l,ocation of the transaction-sh do not match,
base station 50 nd 18 VI AL AR O 0t et & GUTERHTED Seiniairhg at

di ff erentsylseemt beSrding @b hele WOsdSembbdimedet &f mheegrédwalt iheentsen.at the
transaction-shop iis carrying credit card 10 but not nobile statign 50.

Accor di ngh§ Shiow 4n dbeeriBrRedihhay StaR QBPTISES fofTadi latANbrf Pz &dCdvher of
credit catdedd ABNGEARlYn Terkiifial PeakhANA 0b, MRbLicuist divan 58, apd the

transaction hop do match, it Is determned that the user is carrying

ot h@r edi AFE&r(Crealinag dnbisiane esinfiororation Sysdeing netey effod 8, ehaodithori zed

owner of (A8t 562l il i1 650385660 DafbARFCe0L hdd'G FELRATH IR Oh e

present invention, uSer authentication is perfornmed by, checking ther a
.2.0 . skoceati’0n of nobile station 50 matches that of a .transaction-shop.

T 7)) nf.i.gur ati.on.of edit ¢ e ~ figuration

of credit ser ve(a?mgdgvc\/iaf1tl @lée))?pga‘f%é%ég?é E?’Bc?'soél Eﬁ%gﬁo%?g‘é?%%esﬁ%w ng

t he confiuwgerat imamef crediitt n2mber,verxpltatids shuown aonl t behdri gedeyant edit

ser\;]g 30 _conpri.ses. a. co n'_cat(ijon H}ni 3]}, a.control unitt. 3% . a user

dat abse 1850THap08i inscribed; and on the back surfgctiea Maghefic STHRE 155 ¢ of

i nt er conpeelidgd tfhertoring a credit number.. . The.card, i§ presente@orongai€at i on

unit 31 c rises a conpection interface to CAFlIS network 40 and a

comuni c&t POt Gt FATR Fctlit Y530 Communi cation unit 31 perforns data

commruni cati on WA eihihel wongd iR aVied GARl & dtHt Wrfkid€:d anbp| tandl 5O

perforns data conmmunication with | ocation rr%tchi ng server 70 via CAFI S 40
and nobi Icémtné’lcé?)‘il]o% G&EIS iaeggrork 40.  CAT terminal 20 comprises a

20 magnetic reader..for reading data stored in the magnetic stripe..of.

credit card 10; a communication unit for performing data

N

communication with credit server 30 via CAFIS network 40; an ID
memory for storing identification information (which information is
referred to as "shop-ID" hereafter) for identifying a shop in which
25 CAT terminal 20 itself is installed; an operation unit for inputting an
amount of a credit card transaction or a payment method; a printer
. unit for.. printing. out a..transaction- slip; and a control unit. for ... .. .
controlling each of these element.
CAT terminal 20 receives a credit card tramsaction request
30 from a user, forwards it to credit server 30, and receives an approval
notice from credit server 30 in response to this transaction request, as
appropriate.

CAFIS network 40 is a network system for interconnecting a



F0362/ 3084 01 OCT 2004 11 Control part 32 conprises a CPU (Central
Processing Unit), , ROM (Read Only Menory), and RAM (Random Access Menory);

and it cog&&lqs%{t he entire credit server 30. User database 33 st@rfsgg‘@dmm

user's cr ffoer and 5 authentication I D, as shown in Fig.3.

Addi tionally, various kinds of user attribute information such as a user's
name, birthday, address and annual incone ,are also stored. Authentication
IDis data used by credit server 30 and the | ocation matching server 70 for

et B8, St o109 SSRLT Seh8 EuA R S o I

a credit -

particul afél&iyi‘ﬁg![cﬂﬁa%@d:drﬂnid’tﬁc@fi%%elﬁlétv@@@:whgﬁﬂt, no further description

w [l be made’ of em A credit card, transaction request is transmtted

from CAT term naredd sorcaedi® 1seinadplizg a8 desceiashd apBPanYarahd his
transacti r.eq S ot 14t b iyl h redjt r of
credit caggn%g?tegogf%ﬁﬁﬁi f‘gggg}r]%af@?s tngéggtgrsgg{é agtgsgoglf%ggs ?%%pggei ves
t he t Bansaciirant deqadstofirdedaf tardsi bndeceidiesarietraus heribnchist@rid ) whi ch

corresponds to the specified credit nunber, requests |ocation natching
cerver | 70RR% SRierBHARS PRt Fih WHeCAT TG TS o LEe s ARt 4 9thg TR sRe 1030, pi s
aut henti cadquddt! Pansmitted from CATNa¥EmihBE 20 edioluldi Bé tapd i anadit
utilization history corresponding to each credit nunber are stored in

credit datraBaBEts4ioskdvin tPHmFRYY. 20 a00APPEY YUNRP LSS, A6 ARRIQRTIBHE s credi t
database 34 basgdpipon Lfignkey Wi.C oh%btlbethg,gﬂbhenb'fmfgrr %C;ér’aggp?é’, Lbhe CA T

25 termnal 20 to confirmwhether the anmount r quested_ .

util ilfati BRG s(Feeyondl thegicakediellblan)t tySinead ioemmivgieatrsdibternadiche . . .
data storggontht Ul NnGbad! e AalARAS & A4 bt U5EIuItATPh Y & i gonygntJgonal
pur poses, desér' ption of such purposes wll be omtfed. nfiguration:
of the Loretwark MaOchi niyl SerleerstZzGold0 Mextis t&e@uipgred gwiahi aan ofaudaoat i on

mat chi ng Ser ver t70 vviul I.t ge degcri beod. mlf]i .Cgftiios ,aabl 9 1‘% qline}griap sg%v.\n'ong t he
confi gur at1RoH O tAtle " Pat aPF of O Het CRG WBFEEP 702 WY SholiH i hP% K& Pgur e,
| ocati on comhOB36A/c30h wlhizh riedsehs ragi aey vérmé0ilongriphesie aetworkng €ati on

uni t gl; ‘c?ntrol. unit 72: a bi | statilon I dathablaie.73; a | ocation
rogi 167 at iR ok A6 S8 mRFS I RJBIVIE 6Ty S BAPSD AT Fol ke dma0 BEEATBRT ox
i nt er connggiti fig 1Ay GaMAUBhead nitrunédmpht€OHPS ickRGr AL 1EQANELIH @F

interface with nobile tel ephone network 60 and a conmuni cati on control
circuit, Hfge vnits.

Mobile station 50,. as will be described hereafter, is used for
.authenticating a user’s identity when the user utilizes credit. Thus,
20 the user .is.required to carry mobile station 50 in addition.to credit
) card 10.

( Mobile telephone network 60 comprises base stations 61a, 61b,
a switching station 62, and communication lines for connecting them;
and is connected to CAFIS network 40 via a gateway device (not

. 25 shown in the figures). Each of base stations 61a and 61b forms an
individual radio cell, and enables radio communication to be
conducted.with mobile station 20 located in the cell. zone.. .Switching . . .
station 62 serves a plurality of base stations 6la, and 61b, and
performs switching of the communication lines. Switching station

30 62 contains a zone data table, described below, and refers to the table
to perform switching of the communication lines.
Location matching server 70 is connected to mobile telephone

network 60, and performs data communication with credit server 30



perfornms data conmuni cation with credit server 30 through network 60 and
wth swtching station 62 of network 60. Control unit 72 conprises a CPU,

ROM and RAM and controls 10 the entire |ocation matching serverg70.n-He,
aut henti 5@93%239815 and the identification information (referred @f&ﬂ%nd-gp*e
station ID hereafter) of nobile station 50 which the users who correspond
to this particular ID are stored within nobile station |ID database 73 as

denoted in Fig.S. This nobile 15 stati i D conprises the letter line "M
fol |l oned . nunmber. of nobile station 50. For instance, the

b%r the tel ﬁg}?ﬁne :

user denotH@UH? RRWEHN &t i vvd | AT F1gvronks 4. | izo@atiohe motsihisgst ati on
50 denot egle k) i Ak "AVS0 1118 0. Fig..5 and thus the

t el ephone %untgre?@o%‘&?tﬁlflg%ho Ff“gs sﬂggt(?%rj?%ééjgi é’]ipﬁgg{{rh%{_xllfﬁfe Stajgon

..... Cont $0) andi meansofimisharingel amltide iafatmarion! Bn vho g Wi Fegpands to
the auth i referring to this

ent i cat Il D.specjfied by, credit server 30 by re
mobi e st RPOR2] BOA ifsEleds’ RBXPIS b0 11 @54k P Bre Y B arle isdRHERT 58at | on
i nf or Gat i eam begdeé @irigntlierdleGakl @Nar8gh siohad | r bt @ of
mobi l e 25, station éo éllenot ed bg/t thias | D (rneffe(rgggg ateghgg qilgg%ltrirégnlzoogg

regi strat i OANSAGAON DR edrerepites) eWBene e uasTcof roopohistgtiom Sdchisot her

in locatigguyed i i e ARISEq": ' hown in Fig.6. Hereafter this
nobi |l e. station ?D and the Jgt gﬁbasér ﬂ%?)éot?lo ocation registration area ID

will be referrdd the dechtioat odnmrodjiststytidat 40 30dThis losasitdmmwf the
registrat,i.on [§ r for radi o. cells of lurality of base
stati ons ﬂé%asﬁtﬁgn &%@cﬁ%érrgmgg}?\/gésfnsqgﬁléms\?/iot éﬂflnghgtté"[’?%arf%%" and
[fobi 1€ t elbephone deteomin&D a§ nestisamgous! yiffektst NivakR B4, at iTan geRewi th
this | oca&,i on regi sst rcgtti on .argatgei 2'?1 one F0362/ 3084 13 unit. In Fig.6,
for instance, mobil’e €& 3RS0 BehdEd B§* nBbi 1 | BanpReYeP1319R11S exists
Wi thin thertpioat copditegirst 1§ wBitedotenwi@d se¥ti®n19015 AceordingdyOit is
determined that the user is not an authorized owner of credit card 10.
Conversely, if the locations of mobile station 50 and the transaction-
15 shop do match, it is determined that the user is carrying both credit
card 10 and mobile station 50, and is therefore the authorized owner
of credit card 10,
- As described above, in the embodiment of the present
invention, user authentication is performed by, checking whether a

.20 .. location of mobile station 50 matches that of a transaction-shop. . ..

(2) Configuration of Credit Server 30
Next, the configuration of credit server 30 will be explained.
. Fig. 2 is a block diagram showing the configuration of credit
25 -server 30. As shown in the figure, credit server 30 comprises a
communication unit 31, a control unit 32, a user database 33, a credit
database 34 and a bus 35 for interconnecting.them.... ... .. .
Communication unit 31 comprises a connection interface to
CAFIS network 40 and a communication control circuit.
30 Communication unit 31 performs data communication with CAT
terminal 20 via CAFIS network 40, and it also performs data
communication with location matching server 70 via CAFIS 40 and

mobile telephone network 60.



., 25 30 location registry area | D "AREAOOO1 ". Control unit 72 can
determne if nobile station ~0 denoted by the above nobile station ID

exi sts inr@%/ | ocation registration area as nmentioned by referring to this
| ocati on 3 %8984 i on dat abase 74 after obtaini ng nobile station, | D which
denotes the object of a location match by referring to nobile s&hﬂiﬁmlfﬁ%
dat abase 73. Next, shop | ocation database 75 stores the shop IDin which
CAT terminal 20 is installed and identhfication i nformation of base station
61 Wiich contains the |ocation of the present shop within its own radio
cell (referred t8M4lbagE! Sttatiosrplibehet €aP Ve L easraloPresparidign® 4i0) each

other as RiovN(k Badi®nik Lpst hop depot ed the shop ID
" S. HOP0001" exg%tggm% Indft 8*?%?@@&?\”5&@5#%%53@%5 SH06% ) | BdBS0001"
forms in theostaebs thgemeireCortdiolsennét 392 can det erm ne which shop is

| ocated within ghe rgd{ cell §)f whi ch base statjion 61 by referring to this
shop | ocation dat&ZbaSBIaRSe 433 CShPTSur 835 bn UsEr tSheC Rdéh Damab dnbhe dof

Swi t clii ngaSthatitivat6en MBXtas shEewar B FGata t it] I ed;id | hehing
station 62 nentioned above is expl ai ngd. F?gé(gltli@aﬁ ’or@gr{a]tougi géﬁﬁgsmoghow ng
an exanpl B2 HE uie dnfepmatioapi kch Bagen strds inmm ¢ [hitehdh iy ngd deeds hade

station 64 | [ moRi L e st.ati.on =0 existing within the
radi o cel Img?gt W@%grﬁ%t&lg@ tgéga'stagih(t)ﬁe%gcﬁtlémcﬁ cli%djsadﬁ 8ﬁ8da]i’¥a dat a
tabl e as ci¢€hbserydmn3f e dne 16 guire. mEnehidas aefwymed foy fdeinsifasg atation

ID and .t ' tion .1D .i.s .called.the area, data in this.

enbodi rren&'?e.rna.mb.gg.lagstlﬁgxlsi WsP&S C,Ckﬁ?dreeg%ﬁ?ﬂ gaid sXFept 505 adertstiéd by
yhe #Bbi |renmber " ME09@ 1 1A 24tibn "IWBOPO 114 235 e ANga {AWBAGOLEL 11130, exi st in
tthe radio el } Iu of1 t he base. station |ID "BS0001l" denoted in the sane figure.
When robid & HGUART é’n“%b‘zr?fs‘\ﬂé‘s‘%ﬁﬁasqfﬁeﬁ%ﬂaeidmt; gogfurshendpaesipsian i on 61,
a sw tchiwmgl preomads oStieagacuted for the particul ar F0362/ 3084

A credit card transaction request is transmitted from CAT
terminal 20 to credit server 30 as described above, and the transaction
15 request is transmitted by specifying the credit number of credit card
10. Control unit 32 refers to user database 33 as it receives the
transaction request and, after it receives the anthentication ID which
corresponds to the specified credit number, requests Jocation
matching server 70 to perform a location matching process specifying
- 20  this authentication ID. .
Next, the credit limit and the credit utilization history
( corresponding to each credit number are stored in credit database 34
shown in Fig.2. Control unit 32 refers to this credit database 34
based upon the key which is the credit number given by the CAT
25 terminal 20 to confirm whether the amount requested for credit
utilization is beyond the credit limit. Since, in this embodiment, the
data stored within credit database 34..is used.simply.for conventional
purposes, description of such purposes will be omitted.
(3) Configuration of the Location Matching Server 70
30 Next, the configuration of location matching server 70 will be
described.
Fig.4 is a block diagram showing the configuration of the

location matching server 70. As shown in the figure, location



14 conmuni cati on channel of each base station 61 between nobile station 50
and switching station 62, and the area data of the table nentioned above is
renewed byFOt‘E?E% @[ocess timng. Hence, which nobile station 50 gexists in
the radi o 8P 8% whi ch base station 61 can 5 be deternined ac 1dQad 2004

t he base station TD by referring to this area data table. [ 1.1.2]
Operations of the First Enbodi nent Next, the operations of the first

enbodi ment of the configuration nentioped above are explained. 10 Fig.9 is

a sequence d@?r am showZﬂgCthe operations of. the enti rf _s%stem 0{1 the first
embodi ment™® A EFREFSCEY T AN SRBREISES| & SUPMHHEAP PRIl i A AT hBEEr edi t

number " 1234 H6d8bild¥taBen8IDOlamedet 78200 kit Gl ghiea USRI daisaend the
shop I D "SHOPOOO1 "of the shop where the user executes credit shopping. 15
The user [Tdis2tHor|leertign daealstigp Inoandfa tihes i Hr dewri ortereonsectiogedi t by
presentingycredit card 10. The clerk inputs some details of paynent nethods

such as the anount to be spent by credit and | unpsuminstall ment by
operatd on unit &for@ARlrtiennionatnR07 hfdeanprisadi g onhe cei@diihtearfaberwith234

5678 1234 5678" .on the nagneti,c stripe by . 20 . slidin hi.s. parti cul ar.
card intor’?ﬁ%‘?ﬁé&ﬂe&}i%’?ggﬁ’é?ﬂbpa B 2t R cation %ngrf)ﬁé’r”? dedPng t he
card. Thepepfyraid @nsa denpiRGichtibhe ws e rkdgusereach obegion di ke thirk, and
CAT term gﬁl@%@ accepts the input operations by clerk described above (Step
Sa 1). Th WIER AWHAFh D £FHAQRIGL of Reteiaadi 60nunber read from 25 'the

magnetic stripecefniesedait ¢8'bripridrd 4 hﬁ»@ﬁkﬁawgnalﬁmiﬂwhtct%ﬁg@%r edi t

server 30 as the credit utilization request signal along wt
ghop 4@ . the egtierp.cobipr matehing stroen (0., . menory (Step Sa. 2).. ... ..,

- .. . i tnserver . .30, . . recej vi the.credit
utilization rethé]s?t as‘itgﬁé‘lf’c?%‘)ﬁnpcﬁ? ?‘réllr m tnafi ﬁ%%ﬁtzgscta?goc st err%zrltééflt
nunber, tfeefammadto 30 moble spamin, ID Hee mpafreeito fmabbote andiome shdpichD whi ch

are contajyned in. thi,s. Then credit server 30 confirms if the content of the
credit ut prf gua e|I8nwrheoquceosrtrasapcoc]%)érjd P V\tn?‘t‘ﬁ Pﬁél%‘é reﬁ[) T8 ﬁ}eorcﬁrcgd‘i"ft%dﬂntract
by referrimpilo staBE@ICALBABA2a04sEOCT3 2004denoted in Fig.5. This mobile

15  station ID comprises the letter line "MS" followed by the telephone

‘number of mobile station 50. For instance, the user denoted by
authentication ID "CTF1122" is utilizing the mobile station 50
denoted by mobile station ID "MS09011111111" in Fig.5, and thus the
telephone number of this mobile station 50 is "090-1111-1111. "

.20 . Control wunit 72 obtains the mobile station .ID which
corresponds to the authentication ID specified by credit server 30 by
( referring to this mobile station ID database 73.

Next, mobile station ID and identification information
regarding the location registration area within the zone of mobile
25  station 50 denoted by this ID (referred to-as location registration area
ID hereafter) are stored as corresponding to each other in location
registration database 74, .as.is.shown.in Fig.6. Hereafter, this. mobile
station ID and the data based upon iocation registration area ID will

be referred to as location registry data.
30 This location registration area is an area formed by radio cells
of a plurality of base stations 61la plus 61b which are served in one
switching station 62, and mobile telephone network 60 simultaneously

calls mobile station 50 with this location registration area being one



15 credit database 34. In this way, for instance, it can be determ ned

whet her the :credit contract has expired; if a credit limt is exceeded,
and so onf{,)?@zg) Sa 3). After these confirmations are nade, credit server 30
| ooks up ®¥stracted credit nunber "1234 5678 1234 5b78" gs bt‘j key
in user database 33 denoted in Fig.3 and obtains the authent iﬂ:gtﬂ i ?ﬁﬂ#
"CTF1122" which corresponds to this particular credit nunber (Step Sa 4).
Then credit server 30 transmts the |ogation match request 10 signal

| el udino Lo opS 3incg Pt nenteatl e, nd NS SRR hecelyett thom CAT

server 70ghsdg@ct 51 1ihe apk ety fath ahel R GOYRkBekth P dldlasd@Rstdrblar

signal and the shop ID after receiving the 15 |ocation match request signal

which is {eeaisom tregastry cimeerlddi"tARE 019. 30. Then | ocation matching

server 70 obtai t.h : p i i | ! 9 " by

| ooking up the zg%’sqtfglctﬁgé{ 22t Je}gtqgg%{;ﬁgﬁné ?Bﬁ@#ﬁ%%ﬁﬁoﬁt@hg%éﬁ%%mbibl e

stati @ | thélababasgob3ledenoied IDnekigsSn(StepoSatibh.registrabion Enen as _

O P L B L So e S A b hants s ™"

Flo 6 (S e BT T o om0 denorod byt he mobi | 6

station | matysdgbIeferring toarphile 9Btign kPndetidase| biation registration

area denoted in I ti Eegi Ll @ny ar HAREAOO in which: - -

. Then .locati oﬁ%ﬁhtsgﬁ)?)n%g%téggeéﬁt%%tassgaz%hsgg.répftg'ré\. t hlgolt_)aslé1 st altci on.

(-, _10 . CAT termiohl P4sés smatdldad 6an dHideh tifoe atdon himfogamagier| of insree

mobl 1 @ Stakliofh 3 §ilithScPtdRS! GRS 0% TR 126 SLAL bRBp! Bifif0RAQ1111111
~"a [ I on Ic

1" by 30 cessing into nobile sta corresponds to the

obt ai ned beaat faxhior egeldt r@atfaamedr d¢a 143 " BREAOGOArHOn ( St2p h8ae8Fterbwiatschi ng

station 62 responds to this inguiry and obtains the c es i ng se
Station | EPUESBEBRIR B0l BERH AP ThehfBti 16 L Fos62r S I TR At tan | D

" NBO90111&E&%H'erdﬁshgﬂawd shy pl Doats WO MEICH! BgisterwethiiOthasradieo ke in t he
area data table denoted in Fi %{3 gﬁt%%"SgOQ , .then svm'tﬁ‘hi ng station 62
trandm t s™MAeh JBEh Hus LR dPar B3R OB "t P IHsL ARi18R SAHPEHBY Server 70, then
| ocathi on mat chi ng)éﬁf:%lv@ﬁiﬂﬁz E%%G&H@Sn{i&leg&heﬂg@h@ ikODocaTbemit@gggg@n b
mat chi ng server obt ai ns the correspondi ng_base station ID "B 1" by

| ooki rig upA4i9eceHopt PRICBHR D6 1211PRC }\Pé'dr%edﬁillﬁ &Qi 1S AR 13621 R st ep Sa
5 as the KeagdreShop | ocation dat abase 75 denoted in Fig.7 (Step Sa 11).
("~ 10 Then |l ocation matchi ng server 70 natches the base statiaon ID

"BS0001" f4kEiondderradie kWit i AgeadatidoRable ff (HVikEIBEsH AR %n 1D

" BSOGQL" obt ai neg By (h@oki-BY §Prd NaBNOPids@EAkl O dak aRAS8 s 73:41Pb8P6Sa 12) .

In thi's case, both base station IDs are "BS0001 ", and the outcome of the
tch is meadtored abogeTisepxplaédnedon matching server 70 transmits the

38'?"((3'8;1::002; hat g4 figs;d Q0RLhAR FBLGAn2RoSAHEhHRxhhACCOF thi Areheflita Server
table. Base station ID denoting each base station 61 and mobile
station ID of mobile station 50 existing within the radio cell of this
25  particular base station 61 are checked on the area data table as
.dcnoted in the same figure. The data formed by this base station ID
.and the .mobile station .ID is called t‘h.e‘ area. data in this. embodiment. . ..
For instance, three mobile station 50s denoted by the mobile
IDs "MS09011111111", "MS090111122" and "MS09011111130" exist
30 in the radio cell of the base station ID "BS0001" denoted in the same
figure.
When mobile station 50 moves among the radio cells of each

base station 61, a switching process is executed for the particular



13). Credit server 30 performs user authentication based upon the result of
a match which was received (Step Sa 14). Here, the user 20
r.equesti ﬁa?’ tgqﬁe. ...u.tilization of. credit i.s. recognized as. a proper.
use.r,..a @ ¥%% can be used since the conclusion of the |ocation match
i's accord. Then credit servex 30 notifies CAT term nal 20 thzﬁ01 cpgdi gmgan
be used (Step Sa 15). CAT term nal 20 shows this on the displ 3 J 'tfe. 25
clerk after receiving the notice (StepjfSa 16), then the process term nates.
[.1.1.3.]..Mdi ‘ficahion..Exfané)l es..o.f .the. First Enbodinent . ...
...... ,._communication channel of .cach by  Hatkqry s¢ I ehBbWILARNINABALS oned
above, a I t ey 14 K . i .0
However, ?fat#dsﬂ ?15;)(?[ agio(ﬁ%gﬂlt‘i?hn%n!ﬁ’e }ﬁéﬁgcg%gisanﬁﬁﬁsgﬁrépgg?tagﬁléef ?é eg%%%e such
as a PHS (Ratsonal dHeowkyphormeSyed ey den peoarsedtimom g . ThEemase whiokhi ch a

sinmplified portable t hone .network.i s ed.as . ile telepho net wor k'
20 by ut + IBele ol FRRENS AT ES ! eBREST S ot b B R B M unt | o
stati gn SBeidetexpliabdescherdeaft &y tBaskasd athQon61DOb yt Fefestin ithi eflis

cellular tel eghone networkforns a mcrocell Wiich is smaller than the radio
cel | of c@lq2uaia &4Rishone network 60 mentioned above, and transmits the

si gnal t0&1.@%?@&&5‘&;&%?@&qiiEQtnE%bMﬁn&#“ on the constant basis. On
phon

t heot her hand,” the si rrgl ified cellular telephone calibrates the electricl
field strength dextheIBpgraperapiinch afe theandiistt esmbodimanpl ue &l ithy

ofsurroungéﬁwggggggogt%tﬁég ae@ila ggesatrgrﬁ%lta@ eglectric field strength ofthe

signal s recei n se statron | ontained in these~- 10particul ar
%T'gnaIOs as corrEspénds ng deojueact dihdgramHehewfihgr thd hgpdracionc 4 ehd

t th dth tion.l t ik is i.n thelsinplified
zelr |elr,:?al‘ %gtll’éeph%e%%%‘?ﬁel ﬁ"s% gteblcfgflésrl?r Egﬁ{r%&i ' é%ﬁe'eé{]érri%é‘k?eirel ggf:eggﬁiﬂiegdtsa. Al so,
| ocati on ¢waplahhad toeryfrrifl compeicsedinnembel " IEAEEI815774i 561 @ad fof

| ocation registratiaon database 74 in Fig.4 as dengted inFig.10, The base
Station 1B CABS IO BRSEH dPArIS6AS 1S AICH ot RomaDa) PEP RARD TF T dRen of her
and the afied khdrle theusdaxttuhst yrent Qg@@pm@. base stations 61 are stored
as correspondi n%gto each otherwithin this area | D database 77. Al so, the

shoplPD of eachTBRdiFean§!s the slerk at thesdopakaaw of he tinteniiea ihesadi ng

the locatd@uit bSf prédintiRardre@i dhrd -19N0Phe B4R RLiALEYs A% HOTd&IRANGIFNT tO
each other within shop | ocationdatabase 75 denoted’in the sane figure. Next,

the oper a3 9RENArRC dsisaf W 25 ey APg Aiota he ey cdedit eadi HiFpg.
L1 25Thi SdihBisCali el b 8" G rat 9 O IOMF "REnth P2 P et hedBine

areexecuted in addition eps Sa 7~S Cy e e e e

wor ds, . thecexddih mumbkrng 234 5638r V284 56787®n thealmsgnhtic. stripeshbyplified
cel | yhar catl S b A 24 ontr ol
B G I 3 T
field strzhgfterdetceising ¢hle icard hifhesoppidtiomdidehbud diinttbleephonefiforeal | the
ginplified ge Lelienhang, t el erqf .this particular

tel ephoneedalcg] %ég{argglzgreyh}qgf gﬁgc%sFotﬁermP‘ gg?zr%)ggg%g}grthe ’I'—rﬁgtz?éﬁ%%mﬁ% 70
during thpcpedcdsseribet athnwse ¢arefpSadkt.erm ned by referring to the nunber

1L I et RS L A IR Lt AT
25 the magnetic stripe of credit card 10 and the data the clerk inputs to
credit server 30 as the credit utilization request Signal along with the
. shop ID "SHOPO0O001!.read from ID.memory (Step Sa 2).
A Credit server 30, after receiving the credit utilization request
signal from CAT terminal 20, abstracts the credit number, the amount
30 to be spent, the payment method and the shop ID which are contained
in this. Then credit server 30 confirms if the content of the credit

utilization request accords with the content of the credit contract by

referring to



Then the process noves to Step Sb 8, and the sinplified 5 cellular

tel ephone refers to its stored electric field strength data after receiving
t he requeg@,&?&gl menti oned above, and abstracts two electric field
strength 3¢/ mthe strongest electric field strength out of,t }s Then
the sinplified cellular telephone transmts two sets of ~'~ 18}% CE 2004
abstracted electric field strength data to | ocation matching server 70 in
Step Sb 9. Location matching server 70j5abstracts two base station |IDs

contained in ‘tm‘fﬁ sgts oi thﬁ electric field strength datg rgcei ved fromthe
si npl i fie@ CHIIA1EP2EI Ebhorl8 HHY BiBvai R PHE2BEFr 85 53HdPAigd Qe84 D by
| 'ooking i tyheRnes thberkay: tBnéfR3 Hdd dabakaseif/d drednt BRniPls1dxcdexdd

| ocation matching server 70 obtains the corresponding area |ID by | ooking up
the shop amd"sSHOPAGOEP F&deived fromcredit server 30 as the key in shop

| ocati on dat abasge, 75, n St Sh 11 hen | t e ogati 0 chi ng
server 70 nmat chz‘ tefrhtell’gsearcggft%lg.%gﬁgﬁrﬁgmt%hd?’Icpo)rgg?tl (%%t\b%r ?ﬁefos&rrgl%itpfi ed
cel lulzar tred ephieaeted cwddicmwadeobl 23deSl6 78 1X3RP 56081 Qiswihtehk ¢ hénaesr | D
denoting the shop_l.ocati on which was obtained.in Step Sggél,. Aut heggi cation

i's execut B8 ANRSGetectd T e 1PoddB dn2BE MOBRIRS stk i3 H53diRsed by the
user and mRIrENIING "t B8 iLRCES IOy Ohdd NoStAR PRANESIAT 8fd AP TRnWeEN(Jdeg shop

| ocation where credit is used.” Thus, according to the first enbodi nent of
t he presedf 4)nvention, an authentication process can .be carried out

wi t hout i nposin y de S [ h obgess of
detecting the |g(}:’g?i 85&'%1}9 ga%oxtpﬁeggﬁsfxp?ﬁ gge ﬁ%a‘?%ﬁ \%Btra(lgc%og%ﬂ%ﬁs
'('hde@@nderﬁtgln;alv»incn@ldﬁng héheisebtdmiedg aamhertichh@mefld? eanévere i shepelBase
that a third.person fr ul ent.| i redit rd_10 S/d L

aut hent i ca Cleégg%af?loﬂle C‘i%?rtleégngétl %\j\i ?ﬁ%tccétth%ﬁ &%@&ﬁ“aeﬁeﬁggémuz‘?e@tep
F0362/3088a 5)9 [ 1.2] Second Embodinent Next, the second embodi ment of the

present inventipn is explained. Unlike,the first odi nent. i n.whi t he
etnork 51 nepbRaBROT, HAICBCEE THYoF ollr FRtT6ELs FBE OHIER etk PBniDi n the
second enbexhiaiBed ihh@ik geaticanaofsi §pH hadsthat spep IO stcdatereliedn pytha user's
operation which is the initiative ivgﬁ?]idog%ec“ ng the |l acation. ln other

wor d&° t NOSRER At BT SANFSt S 18Pt | 1§ &rafetetted fham eredid IRt s
aware of 3¢. ¥hé&d Ndea®forrlhatéhig gPrdeRGeP! 20 0bblAGAL kP Q&ﬂr@@ﬁb@'ﬂlih@ t he
second enbodi nent is ex station 50 transnmts the | ocation

) | ai ned. Mbbil e st ]
det ot | orMPBLieStEPgnaD N SAOPAGLeLTATT ekt |emkiag: ok i8R B FRc®fon
mat chi ng 88hekicafi TP CTHAI W 4l $hOWR PRIk Ep At alkthBBnl I ddrabeseonse to
the 15 specified operations carried out by a user. This |ocation detection
request siymgnoted dackiséd(Herpbdad)station 61 first after being transnitted

frompobile staphop RatRASSmatAingnsBly & 0MRLBIafde tB@C@éx\f%QFtoh%‘iﬁgigW

detection request signal after addi rﬁgﬁthe base station ID of S own to
| ocat i on legaciimpe gisiragior@rdardhgARE 4 PPOtedy lagkiagap itha attaihednobi | e
gtation | Mok | e i .1 1tvhe, J ti d {i e i.gpnal ends
upg cont ailﬁfﬁél thé ba%@@%%?ﬁoﬁp‘l% o?dsbca@g sl{t:) tifg}ne%lcla%r{:h%%?%%ﬁtlﬁg radi o
cell in whetebashi 34 idempatedi cul Birg. oS fep Staaf/i)on B0 ogkestvweor dBgnsechidat | vy,

| ocation chi 5 server 70 can. .determn ne.mhi i t.i on. exi sts

in which Srr{gffiod’ §§| %e%?tegagg téieafqoo%ﬁ?%f, ag;?nr I\fygrlgli%nd(?btblol ltelﬁgtl bf’ﬂeﬁgt ation

| D apd theithin the: location registration area denoted in the location
registration area ID "AREAOQ0001. "

Then location.matching server 70 searches.for the base. station. .. ..... ..

ID of base station 61 which forms the radio cell where mobile station

50 exists by designating the mobile station ID "MS09011111111" by

30 accessing into mobile station 62 which corresponds to the obtained
location registration area ID "AREAO0001" (Step Sa 8).

Switching station 62 responds to this inquiry and obtains the

corresponding base station ID "BS0001" by looking up the mobile



base station ID contained ..in: the. received..|location detection request

signal, and |l ocation detection for nobile station 50 is thus exz}:?}:ﬁgﬁl A

Next , thegg)ggl%j, uration of the second enbodi nent is 30 expl ai ned. 2[@
85

is the bl fr am showi ng the configuration of |ocation matching server

70 in the second enbodinent. In the same | figure, explanations regarding
the identical structure elenents to F0362/ 30%4 20 | ocation matching
server 70 in the first enbodi nent denoiged in Fig.4 will be omtted, and

erboct mentrtiebb RRSHORT) 5T S S EALed, B e i méichimsommman |

Fig.l4 in7phat ghd Ke§ NPthEArEPRAE: Wable LiQaatd @9y BY. 8t (RthoDa %t,qﬁ%%e 74.
This is because location registration data i s unnecessary since 'the

| ocati on eWimdbinigestatiam 62 tbondmitdethecobthipgdidde stanipn BP {otataGon

detection_r est signa ichis transm tt. r.om il e .stat.ion 50 as
ment i oned”hagg\}iler.lg fgr‘g ISZQ%D i F(légasttlé i%ﬁm%%gfgetrﬁgrgggﬁ%%eleﬁﬁoﬁi 5P is
di f fereent Saroom.t he first enbodi ment in that the m croconputer of nobile

station 50, whigh is, not shown enerates the | ocatiop detection request
si gnal by user’ h&ﬁe?%‘f‘?‘bﬂ‘,’%ﬁ&l“?% ﬁleéb?%lﬂ{lh §béﬁtﬂsp|688 ERTESRRDHEE thi s

to locatigRsdadtatiiond IDEMBF00A" By TobRKig OPahat kpAs PH tHerGroO0d
enbodi ment are explained referri ng to the sequence denoted in Fig.l3. The

second enborfiinsAtirganereditiss el 3030 Step Sred astthier ooy tAssbion secatibadi nent
denoted i 0.9 4 t:eps: r erformed as the ne
'Haabgas%t’z’a% d%?x%ée@xﬁpﬁl .gré‘é’gﬁ. §aGl1§dp w

processes, an IS pe inste of 20 Steps Sa 6--9 of the
fi r sttOenbodi nenThekblidagi at amatohinhg secvept’™ nted chapuh eopasaisian ohofD

l'ocation , ntion.b er at.Step_ depoted.in Fig. 13, This
operation %gﬁ%’@g e&eec(?ﬂlY%%,%?lgra%htsﬁxzﬁegﬁagfnhggi‘ﬁ%htﬁlg hgi\? Sﬁ)‘?tégg Harreri C
pads equi ppsA0ON "t bietadped iy dookinig vyl imohiopel st dbpnd&H@bhsei THUIStEpe 25
speci fied_ nupbers.which stand for . the command.for |q I det ectipn or
oo bl ngS P eThirSS A e sedE: ST Qb bre wirshOBRS w5 BR.
oper at i onowidma® Presarschist'aecoperati ons unit Once the operations
nment i gned above ﬁiree accepted, the £rocess ﬁt%ves to Sé]l%pﬁggc?, and nobil e
oFiad

statildn 50 trandREPd OCRENTERLFBIP LG O I BRURLS WsieR @it ai ns

the nobi | ;istiakh ol Aa@éh ihla§ e g inesRsStd Oeatik @erdet 80t (Dt 9a _
| ocation matching server 70. Then | ocation matching server 70 recCeives this

request si@nal with the base station |ID of base station 61 which rel ayed
this location (credit server 30 performs user authentication based upon the

result of a match which was received (Step Sa 14). Here, the user
.20 requesting the.utilization of credit is. recognized as.a proper.user, and
credit cah be‘ used since the conclusion of the location match is
.. accord.
Then credit server 30 notifies CAT terminal 20 that credit can
be used (Step Sa 15). CAT terminal 20 shows this on the display to the.
25 clerk after receiving the notice (Step Sa 16), then the process
terminates.
.[1.1.3] Modification.Examples.of the First Embodiment . ..
In the first embodiment mentioned above, a cellular telephone
like a PDC was used as mobile station 50. However, it is not so
30 limited, and a simplified portable telephone such as a PHS (Personal
Handyphone System) can be used too.
The case in which a simplified portable telephone network is

used as mobile telephone network 60 by utilizing a simplified cellular



F0362/ 3084 21 detection request signal attached, as nentioned above. Then
| ocati on matching server 70 abstracts the nobile station ID and the base
station ID fromthe received | ocation detection request signal, gn@ ig?@?s
t hese wit HI0R62/AB84esi gnated area of the 5 menory which is not Ydén b

Step Sc 8. After location matching server 70 receives the |ocation match
request signal at Step Sc 5, it proceeds to Step Sc 9, and the . base-
station ID stored in the above nentioned fashion is read out. The base
station IDread out is utilized for matching with the location of ('~ 10
t he transdelamipishap mebdeepgatom0 istepplaéngd fgeahleready been execut ed
when Step Sc 5; fane -wheq, | L O - e:hin RYEr Y

| ocation match requegaté%‘\gné;} (?fr:gfrlr# cgr]gg@%ﬁts%gr \g}g?l%égpvflgg&e}&ggﬁtne%%%ﬂg

| ocati on rfarmhi agnserovesrl]l 7@ hdeh ersmsneed1éthehkocdidé andod cxlbi b€ s¢ldnian 50 by

this. 15 Howeyer, the process is not necessarily executed in this order. In
other wor dSICRMIIGAGLEBTR S G mepsmeds 480VE, aRd EARVBHS HioodERal 10

correspongh Ak Ate {He bdser sta R F 1QNo wihh@netvE ©odene bR d ken airase
when the processes Sc 6~Sc 8 are executed after the process of Step Sc 5

has been éteeuthdad.|the simpidied ¢oléntarohelemhomiengabidretas vioe 20lomdrics unti |
the locat 'fgﬂgdﬁe%@ﬁ P8I Hd G nats fch ar& Wi mitid bigst §$§P§@E%%f e

recei vi ng cabfron mat request signal and storing it
5. I'n anysocassindiogabaon shatichs gl sadyverored ghreockndsia dielhestpeogessofof t he

next Step.,Sc 9. as,the pr.ocesses, af both Step.Sc 6xSc and. St ep. Sc..5 have
been ‘execﬁg%dglg?éalfnr?%évg C&?&l Cei}%ﬁo?ﬁaﬁﬁms?ﬁfﬂg ?Qcactolngﬁubﬂefe]cqighese
&ZOCQ&BeSpaZﬁc&X&Cuﬁgﬁlahy a3 W9eréspoapHngt tonehohr efimst Heeedfren, defeect i on.

nce, location infaqrmation regarding. the ,us wi || t be pnotified. ,to
the. hetweliethi% KEUE Rengbeand the difise PRUGTHD 4 SHIbMATOFRISR NER | 1 he

third enboghpeitic ®f cdih@1 AT @eRIPhdrr anflil 0B e Wrdferbed exp! & nadcidybbif] @ dst ation
50 detects the location of its own utilizing GPS (d obal Positioning
Systen) i AtHERERHIAE: enbodi nent . F0362/3084 22 Fig.l4 is a block diagram

showi ng the confaigyr 620 mAPOhiE SEAHON0LLBriNe Afdar fpeabOd st - The
third enbodi nrent denoted in this figure is different fromthe first

enbodidnent 7iimstpad ofH9 cadtapregigostigagdatiadasesbyinrBig.4 as denoted in
' Fig.10. The base station ID of two of base stations 61 which are

installed next to each other and the area ID of the area in between
these two base stations 61 are stored as corresponding to each other
within this area ID database 77. Also, the shop ID of each shop and
.20 ...the area ID of the area including the location of this particular.shop .
are stored as corresponding to each other within shop location
et database 75 denoted in the same figure.
Next, the operations are explained referring to the sequence
denoted in Fig. 11.
25 This figure is different from Fig.9 in that Steps Sb 7~Sb 12 are
executed in addition to Steps Sa 7~Sa 12.

. In other words, .location matching..server.. 70 ..calls the .
simplified cellular telephone whose location is to be checked by
utilizing the control channel in Step Sb 7 and transmits the request

30 signal to request electric field strength data stored in this simplified
cellular telephone.
To call the simplified cellular telephone, a telephone number

of this particular telephone is necessary for location matching server



5 equi pped, plus location neasuring programis stored in the nenory which
is not denoted within m croconputer 50b. GPS receptor 50f conprises an
antenna and a reception circuit, and radio waves transmtted f gy 5
satel | i t eFM#2E3#s not denoted are received. 10 Location neasu&fﬂgggfoamém
stored in the nenory is the programto calculate the latitude and the

| ongi t ude whi ch show the | ocation of nobile station 50 based upon the data
contained in the radi o waves mhich GP3greceptor 50f receives. M croconputer

50b detects the | ocation of le station,50 by. activati.ng. .thi ation
15 Reasur i ® %ﬂ%r‘gfﬁ QFPE?SSr’emtg B riggcea e d%\}aeﬂfé% ni‘e‘r%1 hyésée%épél FI ttggby

activating ﬁB%;f%ﬁBt“%ngMsl"n dthi G ecanebild MBatDEY IB Wenldtzed thekeep
track of ‘}lle t1nme when radi o waves are received bzﬂ GPS receptor 50f. Al so,

| ocati on mm;n:lhfwgl sellviar wdephonRewhRpe dosAbedi ifetft biescherkatbt . equi pped
wi th |ocation ”Jig' St Po[ %%Ea%fes U Stegt rsgti dn%gﬁorﬂﬂeegm 1 {Eel

denoted in Fig BetRus® THe®l ocation régi ata s unhecessary
si nce 5MDb¢ d1@u Rdrate]l oph 5e defect s itsestooedtdlentof fiekd stmntgyh@?saa@ftmnt i oned

above. Al so, .shop | ocation dat aba e 75 of cation rrat i ve 0 25
stores th@qeét’mﬁjd@eaﬁ&ql‘l&ﬁbl déﬁ%f‘%?%‘ﬁ 8‘5’)??85&% s? gtr?‘f%{e s o% ID to

I ndicate élr}%tﬁlaoﬂeh@%iéxgg‘thdﬁﬁ% Q‘@loﬁﬁ/tﬁthlsm‘cﬂagésthlle&Itn&h@nltiDsaSEngth .....
...,.deno.t.ed Fig.l becaus. e the. location calcul ated...by.nobile

_station.ost of this. . . s expressed in latitude and | ongi tude as mentioned

above, and the LRIl SRI53 QNguNRCEL 11l cltididskrlst Gy Bad ot e

| ocation of this at1on 50 | ocati on of the shop. Next,
fhe Q@erathwmbsnhctdtéeiemtmb éiiddstrengtinidata Be loxpltdimatricBiBErIHY o t he
sequence ggn §bF%:g | 6. The third enbodi nent denoted in Fig.16 is
different ¥ tt‘iﬁ’e 0362/ 3084 23 first enbodi nent denoted in Fig.9 in
that Steps Sd 7ESdafibnraneatphifgrsadernsdealdstohcSt ¢po Sasg~Sation IDs

contained in two sets of the electric field strength data received from
the simplified cellular telephone and obtains the corresponding area
15 ID by looking it up as the key in area ID database 77 in Step Sb 10.
Next, location matching server 70 obtains the corresponding
area ID by looking up the shop ID "SHOP0001" received from credit
server 30 as the key in shop location database 75 in Step Sb 11.
Then in Step Sb 12, location matching server 70 matches the
. 20 area ID .denoting the location of the .simplified .cellular telephone
which was obtained in Step Sb 10 with the area ID denoting the shop
( location which was obtained in Step Sb 11.
Authentication is executed by detecting the location of mobile
station 50 possessed by the user and matching the location of this
25 mobile station 50 with the shop location where credit is used. Thus,
accbrding to the first embodiment of the present invention, an
.authentication. process can .be carried..out witho.ﬁ.t .imposing ..any . ..
burden on the user.
Also, in regard to the process of detecting the location of
30 mobile station 50, the network does this independently without the
user being aware; therefore; even in the case that a third person

fraudulently obtains credit card 10 and uses it, authentication can be

carried out without the person being aware.



First of all, location matching server 70 calls nobile station 50 specified
by credit server 30 by utilizing the control channel and 5 transmts the

| ocation acquisition request signal to request the location. In calling
nobi | e stf%{pg%/ﬁo%, | ocation matching server 70 utilizes a tel e$>t10 Nl 2
of nobile station 50, but this can be determ ned by referring the
nuneral part followng "M5" of the nobile station I D denoting nobile
station 50, which is the object of ,; 130 location detection. Then nobile
station 5Q receives radi o, waves transmtted fromat |east three GPS

satel |itdd -BY S&@Pi“@aﬁl’ﬁ)&%mecept or 50f and generates the |ocation

i nformation on qppi ! ghst 3bORd 5@ nRSEEn RO £ NG calirege HENLH VIAFohadE 0 wave
by activating |ocation neasuring 15 programat Step Sd 8. More

speci fi calXplaindde identification. information on each GPS satellite and the

ti me when thes rticular gadjo were transghtted o Lped in
the radio vvavegugﬁé(ﬁsm%?edhfrg{om %é%?é\fl}%nﬁi té{? I\/g)t?iligg s?lgﬁei o’ggg‘gbg}geps
tracksof jhlepkhtenwiede fctesehe adcativaves themneobdeeaitu eid nhyinuthiel seéowgdt i mer
50g and 20. cal cul ates the distance_ between. S. satellite. which, _
transni t @b pAEBent the locatiogpfimabaie Fhidin il &% dhigetish et 1SHTT Bn 50
fromthe g fhefgnGaikgt Weeke thaihtivR Whentbase 0 1o€adiah. r adi @twayes were
transmitted and the time of their reception. Processes |jke these are
execut ed Words, atdieol agatien tofamomiite safpsn? dtis|dafscted @y lsdhel npeeds and
the 25 digtancgshetween these GPS satellites and the radio waves which were
transmtted is calculated by this. On the other hand, the location ........
7. 10. .. infdfimatiodnalls thakerinichpke adclmeatiohyledationatn nhet $ecdmdit ude .
anal . ... ... Iop?i tud«lle Ofedt he | ocati on apart by each cal cul ated di stance
frvrn thERRPLHPRE FOEAPIBNE %t each GPS satel lite since the existing
| ocati ons of 3Qviedcle GRStiomc a0 omaasmiad rihadyokatvwm. deiecpioacesgursves to
Step Sd 9 after t,hfl?l | ocat i og i nformation .on {{)th' | e..station 50 was
gener at edi2RAH WHHISH EEGHEHF J9 A6 A LFRFHE Nt o QAP BETFhIRE SRV er
i nf or mat i7an WRidPCA @ dTEiktEho Wa SebYHEE §0ationFOBG2{B084pd4se! tontlidie ot her
hand, | ocation nmatching server, 70 | ooks up the s@gilg LD whi ch, has been

op 1°0

r ecel Yed SPE6HIEALAP Eraiiy b 28Dl etk PP kel 4S5 sh AGAHAR L HFAER 75 and

obt ai ns tRgueef r esRANJiiNg rdad i Jae gy dbage t hatlad | budeingid dfengi bugeg at Step
Sd 10. 5 Then | ocation matchjng server. 70 pat ches ,theog ocation .information
expr essedr #psitpd uHO AN oPlfgiStaHe WRch Rase r detiaed § HemM#sds| &%t ati on

50 with Latiiwde andi ANt ude: siat g QeI negn by deki pAdHP: | theheRsé ocati on
database 75 in Step Sd 11. An error can occur as a result of GPS

cal i br at iseatigor IRy athis mrverets;locasiet gpatching segver 70 during this

20 . .process. .

In addition to the mobile station ID of mobile station 50, the
( locétion detection request signal ends up containing the base station
ID of base station 61 which forms the radio cell in which this
particular mobile station 50 exists. Consequently, location matching
25 server 70 can determine which mobile station 50 exists in which radio
cell of base station 61, by referring to the mobile station ID and the
. base..station ID contained .in. the received.location .detection. request .... . .....
signal, and location detection for mobile station 50 is thus executed.
Next, the configuration of the second embodiment is

30 explained. '
Fig.12 is the block diagram showing the configuration of
location matching server 70 in the second embodiment. In the same

figure, explanations regarding the identical structure elements to



-i 10 the distance between the | ocation of nobile station 50 and the shop
| ocation is within the tolerable error range, they are regarded as in .

accord. eatng precision of |ocation detection inproves because, of S
in the tthll%O/ gdl ment, and the precision of user authenti catﬁ&n%ﬁﬂ Zﬁa&-
i nproves as well since the precision of |ocation match inproves by this.

[1.4] Fourth Enbodi ment Next, the fourth enbodi nent of the present
invention will be explained. 20 . Poxt20able CAT term nal 21 .which can be

car o el Soniais SO 7 P BRIk e p 2 LA L e

the shop willabéig@ditedsiand |1rkd)'feﬂlexlhe\nl®§ dmlllme:atamerrabgzhmg semirrls70
detects not only the location of nobile station 50 carried by the user but
al so t he ¥3¢4d bediigoh of portable CAT ternminal 21 then matches with the

locations of ea?ﬂe%tera% d gmbodiment denoffblSh- ©fg.abi is ciﬂTFereQRnIfrogHrtﬂE' on. of
the. fourth enbodi nent 1T be . .. . ... ... 0. explained. Fig.17 is a

bl ock5di a@ramsfmdlmemmencﬁrﬁ |16urratt|h@h iof 1st n@tsc)qwemnerde wybtbcma)tﬂonhe
fourth errbodl nent

di f f er ent” & 3R f’ﬁ’é‘ 1d| l%é)sur odi g’gﬁfg ngnr%tcc;g‘rg cgca{“ %tl%ﬂrg tad I er i nal

21 is stogegnieddysaryodinkce fhel ﬁﬁmm@nnﬁtmﬂqm&taﬁﬁﬁ senm datecttdi By
F0362/ 3084 25 equi pped wi t hng radi o communi cation function, as w ||

d
expl ai nediiHgéRe ’é“rf'd PER HENNE CLRALLOR TSt a8 BA Y ﬁc%rlédi“ta’?é?vé?d% vi a

mobi | e teﬁrﬁahmlnethllsn6ﬁoaarsdm%lao%emehmw 40 by perforning radio
communi cation with base station 61, ig.18 is a block fi gure show ng the

¢onfilQuration obluammodilaisketapn D0 OéA?et%@Qﬁ%len?tlo‘éj’éﬁ%%’eéls idAffafieatt i gure
i's di fferi?thiﬁgm}sfﬂ%rﬁb5§fm§5'p?ﬁ“tﬂ§mhé ﬂqﬂc?@&oﬁﬁﬂit@r B3 hoBife LEa18gHi Pped

i nst ead e comuni catlon part connected with CAFIS network 40 by cabl e.
10 This r3¥di ovipiaht i21sopeshovns gerimdtedniimilosation athchade rgesén 61 of

cellular figh ?P*ﬂ; §50818h & f00n R HDpIEIPIN 51 9?5@5@@ thd tn'sfnsﬁ tion

i nf or mat i0 referred to"as specl each CAT
term nal tAls |tusltoead10m‘ mtatehshppet BEr TAis termnal IDis utili zed to detect

t he | ocatio CAT term nal Log t chi erver he
fouri - enbodi F Frs c}?oetraél(fd’is ézjf&f g gl{30 @a (i“onpng%t:lt%t%aseexpgglggat he
first eniederenp teetdaisequbnte Id@matczd)mnrmtgclthg server 70 detects is not a

S0P hose | 0Ca O Lok LR PR L AR A LB R 2L
mechani smipdt leagiad d Renbt ¢dhogd sSar \Rig. ¥ 0irf othaletaepk ngcthﬁeS@c&t apa of CAT
term nal pzelrfloxsm%?i ;soklgé)\f\xsew processes, and Step Sc 9 is performed instead of
. 20 Steps Sa 6~9 of the first embodiment.
N Mobile station 50 accepts the input operation for location
( detection by user at Step Sc 6 denoted in Fig.13. This operation can
be exccutcd, for instance, by having the user press numeric pads
equipped on the operation unit of mobile station 50 to input the
25 specified numbers which stand for the command for location detection
or equipping the exclusive key for location detection which the user
.presses on the operation.unit.....
Once the operations mentioned above are accepted, the process
moves to Step Sc 7, and mobile station 50 transmits the location
30 detection request signal which contains the mobile station ID of its
own and requests location detection to location matching server 70.

Then location matching server 70 receives this request signal with the

base station ID of base station 61 which relayed this location



Cat termnal 21 transmits the credit utilization request signal containing
the termnal IDof its own to credit server 30 after 25 accepting the

credit utiljzation request by user. This credit utilization r est._signal
Il a1 oCT 2

is receiv se station 61 first after gLt 2004
being..t.ransmtted,fro.m.nmob:i.l.e .station 5.0,. but base.station.6l
forwards .... ... ..... . . .. the received credit utilization request

signal after addi hg the base station I3 of its own to credit server 30

during this process. The 30 tiase staqsi on TD of baﬂs station 61 which forns
the radi od6E9UI9H IGARER PHEMRL AL ATRGY, 29 RS UPREGiIA00We contained in the

credit utilizatirgRnr EAURSEn $hINBinkNsadd-t1PRbEErdRE ther Moddle lsiPa @b nCAT
termnal 21 by this. F0362/ 3084 26 This terminal ID and the base station

I D, as wilD boddéber bbeel Stttern Hp effamwaleett aed vEdche ¢ onoradehe oy oser ver

70 fromcredit .server, 30. nce, tion .ma i Ser ca term ne
whi ch CATI?%If'erﬁtn%gr?all ngdstlggowst ﬁb%gflh‘gl&dai (E)E%e{i]?mgfna\\/{\ﬁ":i c%pebaascgf 3 Stion 61
by 5 mef enteimigry & Hikkgsie her denated B3 1@ Hase station I Ds. CAT termnal 21
determnes this bg%qe]xecuti ng the control pr q_r am_ Next, the operati g‘ns of

i 1 Teeeiy s

P, )
the fourth enbo@ifREniQCaHi PP MBE RS SE D ¢ HiC 18R HE D Bftt&hce

denoted i fidkt! §gniiead Qe €O TRALcd@NAbedtép Jhis hhguiir ibhse
different fromthe first 10 enmbodi ment denoted in'Fig.9 in that Steps Se
2~Se 4 ax#tagiardedtprest dadihsf aboal semtioned fasbposdsinedd aitecuf g

i nst ead S5a. 1 .0 40, 1.gn f r ivyes this
credit u?‘??%gﬁtgﬁnrfgdggfi (Ss‘?lgasawg??%? q%i%“t%g@{nl’ln%a‘l&éjl tltlgzltr?scr?‘?f@ ;éﬁe

f edilD utihd pamisentiomgekep &i Hregl Scolkredit server 30. This credit

utilization 15 uest ,si gnal_cont ains the ter al of. T termnpal 21
as nentioned abé\?/%? ahgnh%sagimsat%gt SgﬁnGﬁxeefdlégdg}{geBaés@pstsactcﬁbﬁlalrffniys’t ored
w thin itegékeh lozathen nenehyeg seredr t70utdéddizat ithn lloequient nsdtghateques$t ep Se
3. Then base station 61 transmtsg.the credit utilization.request 20 signal
Lo whi Ch SRS bEGIR SHetiF otPE vl VEddEd CEb Sthe 2P adp SRR BAGIRE. O i 4
mobi | e t edeaRleeng oneiarerki HOd aftk GARclaBidiet yorikoddle tdianioar eshh tbgerkey. 30

receives this in Step Se 4. Also, though credit serAS/er' 30. tragsn‘iti t he
| ocatPon HAMEY Fedd&sPTRFGals (@l BESFT G aeehrHESePvEM s78TdEhe HBcati on

match 25 g@adesioraisgnak poddsaRSNbE L@ pal 8896 BEN8t e tewleli NGt o d d2se@Nt @i ned
in the credit utilization request signal received in Step Se 4 and the base
. corgsPRRAITE tp JREMRF SRS PSR 0R; disreforg, thgre contd pe a case,

----- - - when the processes- Sc 6~Se¢ & ar@bANR 108 hteNINE pARGRs| OEREGN
mat chi ng server 78 receives the |l ocation match request signal, it abstracts

the ternihals IIBs3beenntretittgdin bhdhivcasrodomation meajGbiRg siqfvar Ad t he
baseg gt atxsvgg[s! &.ti?qﬁg%%ﬁg,r} BEaR 185y 9955%@9 4195t &o%@amtost@% dchgthe
c in S Se 8. he | t'he

menory whi is not denoted in Step The termnal 1D and base
station ldftst oredivdmgi thg kdriagiqr oraich maquesésdgnal abg StocHts ohahditehi ng

s(grver 7OSC 5:036[%( 3an83'4 CQA%S%C%QP&I matching server 70 proceeds to the

process of the next Step Sc 9 as the processes of both Step Sc 6~Sc 8
and Step Sc 5 have been executed.

25 . In the second embodiment, the location detection processes are
executed by a user’s operation to request location detection. Hence,
.location information regarding the .user will not be notified. to.. the .
network without the user’s inté‘nt.
[1.3]Third Embodiment

30 Next, the third embodiment of the present invention will be
explained.

Mobile station 50 detects the location of its own utilizing GPS

(Global Positioning System) in the third embodiment.



27 and matched with the base station I D denoting the |ocation of nobile
station 50 in Step Se 14. The location can be detected even if CAT term nal
21 nmoves ar g in the fourth enbodi ment; hence, user authentication can be
5 done bprg‘%)g 4%n match of CAT terminal 21 and nobile stati % Sﬁm‘{ 25{;),5] '
Fifth Enbodi nent Next, the fifth enbodi nrent of the present i én on"w | |
be expl ained. The purpose of the fifth enbodinent is user authentication 10
when nobile 50 stores el ectronic noneypz and the user makes purchases by

utilizing el ectronic noney. n el ectroni.c ney is. utilized, its.owner
must be specifi €48 FbiS ianlglt(’afx&&a&rﬁén é&%ﬁé‘fm@% éef‘?kﬁﬂr@“rpdh% rpggé%eci fied
by storing;fihgnistent ithk Gati LBy &@td on of el ectronic noney and its owner
as a pair 15 wthin nobile station 50. However, if a thirdfperson W th

e

fraudul ent i nt efitheobtiad nembhdingantddnaigdi oh thif sigraei ondoffer gt groper
owner and t he..bal ance of e .el J i t.. wner has,
there is 5hepof§§§atbielni‘c?c§/&5?éﬁ1éﬁ g@%gﬁbge?ﬁé&@% 0}9’25,[‘5?) %F?I flgxga&{)ﬁ{aoél ectronic
nmoney Hy pgeigiet nglio1@0atien ideasurips querramnes .stolsed iautienheesdriyon is

executed ..so as .to prevent this type of msu beforehand in the fifth
enbodi rrenwhleh\}-S‘nofFfiF%?ffdf wi§hin f’Hé?%?ﬁnin’ﬁFégﬁ)&q of the fifth enbodi ment

wi Il be explaingths FblepQr $01 BEY96ds dhamtaihaW AT elcBtieantigwiat i on of
the 25 entire systemof the fifth enbodinment. Wth regard to the identical
confi gur athérragliensayss ttoarywitipd sroan$ols neaielliike tHShf igueé degeted pe
omtted erep?%Eéi@%dt he same marks as Fig 1 30 explanations will be omtted
by puttinrg e same marks in Fig. 1. . The fifth enbodi ment denoted in
{his ¥dgure is Hotchereantmerominige frioggsamenyode dent ilne t eemertects oiec noney

recei ving_termnal ' hpped .| - ] . 20, ney
server 90pf%gread{ﬁ?tﬁpgglélﬁft?%g&%ofﬂé#d;% teﬁgie?{l/eerq%;éﬁmg?h{ e St@&? Iu ilizes
el ect r oni todcmhey ofhincdbils staofcad 54 thaisednopbhetist atdtancéftainedcen the does

not have to, possess credjt d 10 .as in.the first odi nent . £Q362/ 3084
05 OCT 20U 35 VAvERt PRFE. AONeyePERE, PG TEATRE B0 PUOMRInP O | on
term nal wBigdisithel NGtaidLb I MEHith shopmid by sotivacingd this ho EAFbn
network. This el ectronic noney receiving term nal V&BO C%%%i ses_ the
commil cafie@iuEHI& PEOSTRT HitRi dSP & da 10V YR S WO | t526R IS S BYchi ng
server 70,¥ii3aGAG SPetreRektdO soFd mMbithes tcalsephome rned poiskubizddaol D
menory which stores the shop ID of the shop in which it is installed, the
oper at i onk&@P (T#f 04 tBedirie WhePeraia veves pae regedptdy YuliftS Fo°eRifdt e
several types of nessages, the infrared comunication unit for electronic
noney data to be transmtted to and 10 be received fromnobile station 50
by infrared andAtpe, depttiep matehing ¢8Rt ¢hi70t Hedbe thigd qraprdémieps ishe

ggfgg% dv. ~-ﬁﬁ9-f4iﬁ%§9 dt BAkh e RGkI A0 G JTON8RYi JECRitwbATe L B4 Mh 9 ahBQebBfid . . .
pted the proper anmount of electric noney for the goods from nobile
tation 50mbodiment denoted in Fig.10 because the location registration data
6 | is unnecessary since mobile station 50 detects the location of its own
by GPS as mentioned above.
Also, shop location database 75 of location matching server 70
95  stores the latitude and longitude data which corresponds to the shop
ID to indicate the shop location denoted by this particular shop ID as
..denoted.in Fig.15.because the location calculated.by.mobile station 50
is expressed in latitude and longitude as mentioned above, and the
identical expressions need to be utilized to match the location of this
30 mobile station 50 with the location of the shop.
Next, the operations of the third embodiment will be explained

referring to the sequence denoted in Fig.16.

The third embodiment denoted in Fig.16 is different from the



Money server 31 is the server which is installed in the bank . 15 where the
user has the account and is equi pped with the function to keep track of the
account b nd the bal ance of the el ectronic noney stor il

nobi | e st?p%ﬁ?@?@ Next, the configuration of nobile stati onﬁg‘m}%pt@g%
fifth enbodiment will be explained by referring to Fig.2l. 20 . ..... The
fifth enbodinment in this figure is .different. from.the first ..

enbodi ment in that it conprises SRAM (Bt ati ¢ Random Access Menory) 50h

whi ch stores el ectronic ney by receiving electric suppl rom.the back up
electric éUrSFe?\‘P%%l&F‘(?é‘t\:\r/ﬂFBKtch ot ‘@e%o?’bo‘hé‘r’idsitﬁ??aggd}/t"ggn deidf&r 50i
whi ch trangjdﬁn@@qng@g@ yEeStéps rsar edsg5 i gnal s corresponding to data
denoting el ectronic noney. The el ectronic noney stored in SRAM 50h, as w ||

be ... . ....:.destrohed, lpeatépnonat¢yngremyer tikaaklsgrrbdeattiasip mabchi ng
server..7 LB a4 - ApaTli ' e -het T ose ;of
infrared gPé%‘zfé%ﬁl v%¥ cg&d]} ssrg?g%g?’r(?o‘#ﬁ\pllﬁgggéﬂSOYQ%nk%(ﬁ%rgggﬁlgﬁ%ﬁqt %ﬁd

el ect roni cramzmeitsr ebei Voorgider mcnal si8lbmentqwased sapork tn saporsdanbe with,

for instance, .I1rDA, Honme. RF Radi o Frequency), Blue .Tooth (regi.stered
t radenar k}°&Hd°8o flé’rfgﬁ.mg ‘%ggg%/ %Wéh"’?éro’q %t¥%ﬁ§nébﬁ}lpéu§%{‘§€6n9bf noney

.server 90ywiiesda expipioned nhnk&f &Jff imb1e &iagicd?. SOPNRY 8EkvVean98e

conprises communication unit 91, control unit 92, user database 93 and bus
94 whi ch Aateimeicvatebys reftasingadostiedoieeralnpan; oliaing "&bdmued dhei on

unit 91 Cﬂm%iilé%%ah'aﬁ Pﬁ”&&?&tiiﬁ'g inBheld R84 t40 CoMiehn&t MRy %bé}@a@%g the
comruni cat1on control circuit. This comrunication unit 91 perforns data
onmir) catocationtdeteotgani on mat ching server 70 and nobile station 50 via

CAFI S network 4Q..and ... mhi one,.ne ro it 92
conprises CPU, %&ﬁ%a%‘é’ bﬁkﬁnggggc%ﬁtrtreg%g%? hlgadelﬁt %V\r%g'relrgmﬁgwgg%gr hé%ﬂ Each
user's "natreleast ndbricee GRSt saapllil¥s dfy nodtivatisgatGBh b5OcquesesO€dabyg one

particular user, -"t?%l ﬁnce.of electroni ¢ money’. st or ed 1§d g)at hat nobile
station 58°BREARSCASuAL CHAP RSP BRHE 0, JLFPUP ST G 288 H  BRBBNdi ng
to each otherabdvdisgaentdahadased s waveenpt eckivatine lboativh hegnainhin

Fig.23, Control unit 92 kegps frack. of the baglance of el ectronic noney
cor r dshonBT H§Ta8 eaéchsgﬂﬁger§gn(§'t he *a8toufP e Bt &h §’b§hFeflgF?f1%b°att6°?”-.. 20

this user;gRirabasénBh each.GPS-satellitdexid tid1eippexaknonesefpdMeclialt h
enbodi ment of the above nentioned configuration wll bg exgl_ai ned in order
of (1) |sEEOfWEVEEt WSRE c IMTEYItES 229 tR71a185H dR SPCEFRLY ofi2Y SRbney.

(1) IssueiofysEli@edd oAY:8 BPBeYatellite. Mobile station 50 keeps track of the
time when these radio waves were received by utilizing timer 50g and
20 calculates the distance between GPS. satellite which transmitted these
particular radio waves and mobile station 50 from the difference
~ between the time when these particular radio waves were transmitted
and the time of their reception. Processes like these are executed for
radio waves transmitted from at leastv 3 GPS satellites, and the
25 distance between these GPS satellites and the radio waves which were
transmitted is calculated by this. On the other hand, the location
. information is..taken into..account .by..calculating the.latitude  and
longitude of the location apart by each calculated distance from the
existing locations of each GPS satellite since the existing locations of

30 * each GPS location are already known.
The process moves to Step Sd 9 after the location information

on mobile station 50 was generated, and mobile station 50 transmits

\ the generated location information to location matching server 70.



(

25 The operation w |l be explained by exanple of issuing electronic noney
of A 000 to nobile station ~0 corresponding to the .. .
nobi | e

C.station .ID:. "NMS0901.1.1.1.11..1.1" . by referrifid QT 20bke
Sequence. FO3633084 A

denoted in Fig.24 hereafter. . First of all, the

user

perfornms the key operations to request the 30 issue of electronic noney of
A 000 by utilizing operation unit 50e of npbile station 50. For inst
operation unit 50e is equipped with tha exclusive key to pronpt the issue

of electronic ney, and the user inputs t .nunmber_"1,000" b ress
numeric pads af Eryhe POBHD /S 1%‘?6” RS8R HY i S CBKE IZ@I g%ol&%yfp Ie\flﬁﬁ _
station 53, AF¢EPHhitRe APBYEn "R 9B rkay cPPeatt AN B 4£spONeey tig this
(Step Sf 1). Then nobile station 50 calls noney server 90 and transmits the

request sihpral ldaotiame dasshmseof 781 edtd opbtaimsnep e Steespopflinghdaganpbi | e
station

requeste

l(f%g%\ﬁlvrﬁﬁ?go%%éﬂ‘t]i%}a?%ﬁndﬁ&éﬁuﬁgaﬂtti §){Eé>5gda’i'6, the data denotin

I Ssue roni ¢ non

ance,

i ng
ile

g the

this pequest siTinad. 1@natibe obhechinandsemmrey’Gemerch®( athst r het¢stivohe

nobil e station I D "MS0901,1111111" and the requested,anpunt of issu
el ect r oni:@IRHREOF CXRIBHP f‘?g;'rﬁtftﬁll%? Fﬁau]é’ﬂgqg}lgﬁawhé?ﬁe‘?’af t"454dVFEcei ved

for

the issuerpafinestilei gRalod 30 fliectiaeNuae"PREY ohPlhiePdSfdadh . o8 AeAOHQY
server 90 | ooks up the abstracted nobile |ID "MS09011111111" as the

user dat doakeng3mie shepelafaiban Wdehase diett PSRPCS ey EenCBEPT §3Bed or
not by COJU(%\{[)”A&”Q llefsuflht%fléP@CﬁﬂqB}aggha@lﬁqn%O{Hi‘gsms@g therd fi:2, if

particul ar

I's equa o or above the requeSted amount of issue for

eliecl Ponithendiseyn ¢ StlepswIfendyhe |lncation odsmobilte ssedonnd Obandiibe shop

correspong Loy TRk SRS, LRCARIMIL LI Loy 608

since it

e reques nmount I Sssue 10

el ectroniazcopdey, it is 20.. determined. that electronic noney can b
i ssued.

.+ .. Then while | . 90, subtracts "A 000" which is th
- eqest ed amourkhET I BECPRTOR Lo o a7 ey D ReAE 800 S Shor s (e

ey in

. and
r
e

y of ""A 000" are contained in

10

account h@pgngethd thiaddsnbbidsmeAr O8R4 the pilweiel|cofasies amheythadtdaoee (St ep
Sf 5).

changéd
changed fthem "~ 0" to "i1,000" by this. . .. . , . Then..:..noney.:.

server

regardin

s

([

25

30

The account bal ’ﬁmc.e i n user dat.abasgl% 25 denoted.in Fi % 31s
I og| &eY

AMAROVASoRDOY i oS 1S et PTAAFIPROEIIRERFH & Hise ™ BAPY

S

.90 . transmts . . the. electronic...,,noney registration notice
d 1t hb Fomath FgRbediBa8Y of "A 000" which was registered with the
mobi | e station 19y dent egubh BRINJE nsdAt bOnh30p a2 VERRM1dA 14111 bo
| ocati on matching server 70 (Step Sf 6). Location matching server 70
transni t £xpai -a denoting the electronic noney of "A 000" to the nobile

loaded onto a business vehicle is utilized in the fourth embodiment
without utilizing CAT terminal 20 which is installed in the shop on a
fixed basis. In other words, location matching server 70 detects not
only the location of mobile station 50 carried by the user but also the
location of portable CAT terminal 21 then matches with the locations
of each other.
.. .First.of all, the configuration.of the.fourth embodiment will. be

explained.

Fig.17 is a block diagram showing the configuration of the
entire system of the fourth embodiment.

The fourth embodiment denoted in this figure is different from
the first embodiment denoted in Fig.1 in that CAT terminal 21 is

stored within mobile telephone network 60. CAT terminal 21 is

| SFat_%Qn 50 dengi&dabye ORI e shatdion1! RnibR08Pd 18d ldarkie@shy telle@kebyes the
electroni c



F0362/ 3084 31 noney registration notice (Step Sf 7). .Then after nobile
station 50 received the data denoting the electronic m)ney of "il1,000", it
stores t jn SRAM 50h, then the process termn nates.

determ nglgm%?ﬁg?a el ectroni c nmoney could be issued in Step Sbm t@g‘
above exanmple, but if it is determned that el ectronic noney cannot be

i ssued due to lack of fund, noney server 90 notifies nobile station 50 that
el ectroni c nmoney cannot be issued, th@s the process termnates. 10 (2)

Ut|||zat|on .of El ec oncl\/bne Next , the operation f i.n oods by
spendi ng S4YHP§ tW(S* tahéa%ll %b HRIGRIARD Imay (i 8"\9 ltlore xapﬁah)g%"?l e
station 5Qt¥¢ | hnhe emr@waﬁb@ycbﬂ{rﬁnmml@@ wheh sexqwencmdenosede

Fi g. 25. First of all, the user perfornms_the key operation to spend 15

el ect r onimohbée e lsp hipmiel pfm@r%p@@ A1h - HRLP ’5@@”6¥k rﬂ%lblyep§tr§‘ﬁ‘8h“80 at

t he shop t ; 0l1." For instance, operation
unit 50e rﬁg é%@edﬁgahgn ﬁgﬂggg ﬁssP?/tégEgpto pronpt the utilization of

el ect Boni ¢ nondyig.4Rdig e hlsek Prezgseshohiizgexted usdvighegtionobifl €4K at i on
50 accept,s the {(3}1 operation of the user in 20 .. response to this (Step Sg
1). . .. termina Then nobile station 50 transmits the request signal for
el ectronic mone(yAtrt itédir@Ratdlon 1f deomno iedl iareds tfignseeisveiffefintt éremecii¢ onic
noney receiving termnal 80 (St%s 2). .This request si.gnal for eI ectronic

money ut ifiFAae MO et H2 thid 0] Bakt Zlilops | 15195 PagsdBdicafy o1 1he of

mobi | e staih ohmeasied t @tdabﬁtn@l@ﬂaqt i ht ftea BT SChkeRbek M0eY yoal Ayee
("A 000" which 1s stored i n SRAM . El ectroni c noney

recéPvi ighis. r&die part Zlgopabfwrreﬁctrgdlq semMmppheaEon With-basesitatiom | D

" V50901114 4 ! & LRRkG Rosey bal ance "A 000" fromthe received
request ;éllgégljc ggqéltgge@ﬁcnmn& 30 utilization (Step Sg 3). Then as the
request ed amounhlsd,00IDf oneglagt rdhdc stomey adebtifagdtdooni sinfedmiatiaon
el ectronic n E5e e I y
[ ecei Vi ng(rf:glr)rrrngéa gg téiéxggn%le&?hﬁ@llelﬁgft?% tB S[?é&fb eaeéhe%t&f’)megmqﬁgﬁ

21 instead of the shop ID. This terrmnal ID is utilized to detect the

15 location of CAT terminal 21.

Location matching server 70 in the fourth embodiment is not

equipped with shop location database 75 as the first embodiment
becanse what location matching server 70 detects is not a shop whose
location is fixed but the location of mobile CAT terminal 21; therefore,
.20. . shop location database 75 is unnecessary.
( The mechanism 0 f location matching. server 70 for detecting
the location of CAT terminal 21 is as follows.
Cat terminal 21 transmits the credit utilization request signal
containing the terminal ID of its own to credit server 30 after
25 accepting the credit utilization request by user. This credit

utilization request signal is received by base station 61 first after

the received credit utilization request signal after adding the base
station ID of its own to credit server 30 during this process. The

30 base station ID of base station 61 which forms the radio cell in which
this terminal 21 exists will be contained in the credit utilization
request signal in addition to the terminal ID of CAT terminal 21 by
this.

being.transmitted from.mobile station 50, but base station 61 forwards ... ....... . ..



h' f1362/3084 32 operation. Electronic noney receiving termnal 80 confirns
whet her the requested amount for electronic noney utilization is .below or
equal to %Bm@ﬁtroni c noney bal ance during this process (Step Sg 4). Then
el ectroni receiving termnal 80 transmits the 5 aut hent ?taﬁr rm
request signal to request the authentication of the user who is w Shirfg-t
utilize electronic noney to |ocation nmatching server 70 (Step Sg 5). Thi s
aut henti cation request signal contains2d he nobile station ID

SDULLLLLLIL 306 L5 SLECH RIA SHTEOR SALRORRG 00 W 805 PTG

The requegpdted, afmﬂ@iwﬁﬂiedalt@%mmom mneling iski et 7onfrosn coed ai ledvem the
aut henti cati on request signal during this process because whet her the

request ed38nmouRen¢or 1%¢@é9flomaéchﬁt&3ﬁeut’ﬂl7zoatqaé‘n desengpl iy W icdyatrlt o t he
el ectroni I e ch Ve t igon |t chi ng
server Perﬁqﬁ iﬂﬁ e?ﬂgt‘s ﬁ{aléﬂa rtﬂelg ymggeﬁd?o%?l rmec?nggsge) Se%??glntﬁg rg?ratl
recei\b ngretfetrrmmgato 80cka tehmiabbJu® srenti basd sSttean};Pﬂ. &wTherminal

confi rrratz? IS req §Tzl%edbfroml cafi F‘ rgattchl gosegver 70 to nmake certain
that the &F St PHRIRCHOREY DY o Gatt %6 P&t B Bide is not rewitten
fal sely. 20. Lomakitontteat 6perrioss verf 7Re mdbahes éﬂneoldd)mmiton\xoﬂlnm | e _

-' station SOwith the |ocation of the trapsaction- hop bas;la?l
mobi | e st @XPGineD UIEROTNG 19 £he Seqy ePRE m}eﬂun Hepdo1" ThekEo

first embogdiyRRhedfit @ledRERI inNGtHiBe rasitentd catfiferedteaost $henaﬂu£t8t ep Sy
6). 25 Specifically, location matching server 70 obtains the .
cor r ddponelinhg di oeatti deneed dnr Big Sninridat| Saps §l§s?r‘§@t fngre ke slicde |
_ YRO991 L IeLdd b e afinst&ado ridip: S Ll

aut hent| cartsltgzr‘td Ofs ?eg%loig’l AI%ISW ndQI;(])lokl ng ug tmlss one as P a

| ocation regi sthatodrﬂrda)t?atﬂaése bage Batiper 6dr dirdtocaceresmghehi ngc@etr ver 70
obtalnsthe baestatlo a 6% t dio
col I vt FERLBE: pGhe 2o ST BRI 2R 1 B PSR

NBOQOlll&ﬁlMahc&xmt;sehysegxmesm ngedtmtsm:rswr t3c0m ng“hss atrednt Glztlcmtnegpondi ng

tot obt ai ned | ocat,i on reqi stration_are o] server 70
obt ai ﬁs feﬁj{gﬁ‘ég/ §b33rh313§°tnrt89’lor?’eesptgﬁguﬁg?bgge gfa'%‘jgn%%%tl)g?’: ki 5§ up the
shop | D "SiHoPihled wbbeh. i s cont ai ned in the aut hent| cation request SI gnal

as the key in s | ocati on .dat 75 aI W|th t hi.s, proce

| ocati on nat chi Eggge‘g)%%? (R gﬁ gégg I% Pé%reficf/e‘ﬁl , 5
swi t chi ngitgt Bt i &Zevbivied bﬁedmaﬁﬂstzatxb@nrd@@btﬁgneﬁxbﬁtlepokertg i t up in
shop | ocati on dat abase 75. At poi nt i arded as |n accord

W
by "B5001" as i $0€ReP %%t%étPHOPhglf ttagtsneﬁﬁo‘&tenﬁﬁtdlwﬂt‘t%tb% JOHESE Y

I ocabigon §yRiGl t%cﬁ/@t'igh thecets@@tmghmevaseﬁuatedm gied efr8i itese Wt Ber t he
requested anount "i 100 for 10 el ectronic noney utili éatl nis f asi bl e

gr not byvretcees%lulﬁgteﬂwlbou%étetuétr&bé@eargk%F%nw%%f#\’v dhepseEp %g 7).
pecific rx,,erlﬂp@g&gn,e@qthqgllggs&e; %gr4 70 determnes this based upon
whet her the el ectronic noney bal ance corresponding to this particular IDis
equal to or aboﬁéSQhéhpéqbeﬁ@@lﬂaﬁﬁu‘fﬁf 80 dE3R§RALS Ghe oko GRdt0byMa36RI ng up
t he nobi | tat y I t 93
denot ed |I‘reteq|19|5€gﬁzglé %? t |lsd\%g?%%%ﬁé;}égegﬁ%%ecﬁmﬁ}eg H’Z&éh‘g‘g f}};ﬁ?ﬁ 1, 000"
whi cB5i s xathpmesttdﬁgnaéquesaedmatmdnaldngowltli dheuteiriminat ilbh cestaianot éd in
Fig.23; erefo re ard Th a i.ng

7otk St BraBaloRanRl afRan o5 Bl ?Eat S <, IR ke

server not the . user

s

aut hent i c@dalt on IBSdubggntiesesdoed stia . SlegcBeoni.c. e mm. NONEY.receiving..... .

termnal 80 (St oh tslge o)ther hand, once location matching server 70 receives

the location match request signal, it abstracts the terminal ID
30 contained in the location match request signal and the base station ID,
and stores these as corresponding to each other in the memory which
is not denoted in Step Se 8. The terminal ID and the base station ID

stored during this process are read out by location matching server 70



Thi s aut hentication notice contains the data denoting nobile station ID
“09011111111" and the requested amobunt "100" fox utilization. On the Q{ %h‘
hand, as ele ni c noney receiving termnal 80 25 receives the

aut hentl CEQ$@I3(%6tI ce, it denotes that matter on the display unlt (St ep Sg
9). The clerk sells goods by~ referring to this ....... di splay unit and
executes.the. :operation..:o.. display ..the end. of.: the.. .......
transaction. In response to this, elegtronic m)ney recei vi ng terninal 80 30
transmts the transaction term nation tiice {.0 cation.matchin erver
(Step Sg 20§ matrded: Wit R S seet iR ?]co; dRReEs @b E%?Ehtéop a Oqlﬂ‘iﬁotl ng
the nobil g $i&f ison DreP8@11411111" and the utilized anount "~ 100. "
F0362/ 3084 OlocT 2004 34 Location matching server 70 forwards the
transaction ter¥hnakdceniamotciagebe oleieresd seroveif $orki tegmingded Vimg Ve (Step
Sg 11). After S ecel ved r I a nypoti ce,
 roneuer i Can s ToUTh, B AR s BRGSSh P e TR bR E ¢
(Step5Sy dene bSpheddticminhytch' b 10AT tiesmsnbt 2dcard riobihet $ta tiwre SO oni ¢ m)ney
bal ance "A, 00Q" e nding to the nobile station ID "09011111111" within
user databhed Bift }H«E-gtﬁggg”flﬁngi g.23. The el ectronic noney bal ance
correspondi ng t gekhe tABLEiren SribbOmb R "FOOHL Igrkkbat iins copuigediliob 900" .

10 Then m)ne%aserver 90 transmits' the change request signal which nmakes a
request toexg ngé the el ectronic noney bal ance corresponding to the nobile
station |D "090 ﬁ&éa{;sé be"? 0" it | 368D hAR AR GhuRGr SAlMRh ¥ at§Shep Sg
13). Location server 0 transmts the data denoting the 15

€l ectlooni whmnne;wbil '9P0" storasobilleetwimei onoBOY, agnilt thecalsgds ma&e8hange

. request si gnal tion 50 rewites the electronic
noney dat BY ‘g‘tq] Sﬁ?gjdb}a“??%r aé\éqg%%lgﬁﬁl yo "900" and term nates the

process after dwmetﬂ agpctthbmdmtdxmry mnudilgpldaytajnmneﬁmuéSbeap@g:iiﬁz)d. 20 -..

The case ) one of ation..match acco . - Sg
6 was exp 8}’ ﬁ’éf]‘a“ﬁet ﬁ*ée SERE @& 3 TR PP G % %egp%‘g?g%dt %gcctggﬁnglt%%atl on
mat chi ng fR¥nMefic 46l ol @ITdRinasi én Iﬁtﬁtdleetrtolmat mhﬂeylarahttsm)g'lmterbfs hglse to

el ectroni c _noney receivin rm nal then the process termnates. 25 The
case lhat Vétleer ekt e Frt?ﬁe‘gnét ‘1izat i on was feasible in Step Sg 7 was '

expl ai ned in thgoahomg, a¥aiRhesd Petséd withi Sradetdent nadedhabtains the
el ectronic...none -ufilization .is inpossible for

the. . - idengiigetigni P InamaH PaLinbE P ogvme%n@éhﬁot%%@g tﬁthe"

el ectronig e@f&ylcrﬁ%%bylwglétﬁtmm@toﬁ& 6tbﬁ’ér 2la8CthON s AYENisANNYbfbe
utilized, 30 then the process term nates, User aut hentj cation i.s execut ed

by det ect il ReTsopdeainizctb l6f tarphilize theatleiraniq MARfYCRY AT6LEROME thoney i s
stor q) anﬁi? nﬁt&hﬁ%etrh%vln?@xat' Qs f ulh&nfRAL0e Siksateix@Buddd Wb hakheo

Ioca ion o
prevent this type of misuse beforehand in the fifth embodiment.

of

{" ,

et First of all, the configuration of the fifth embodiment will be
explained. |

Fig.20 is the block diagram showing the configuration of the

25 entire system of the fifth embodiment. With regard to the identical

configuration elements to the first embodiment in this figure,
explanations will.be omitted by.putting the same marks as Fig.1.

The fifth embodiment denoted in this figure i1s different from

the first embodiment in that electronic money receiving terminal 80 is

30 equipped instead of CAT terminal 20, and money server 90 is equipped

instead of credit server 30. Also, the user utilizes electronic money

which is stored within mobile station 50; hence, he does not have to

possess credit card 10 as in the first embodiment.



F0362/ 3084 01 OCT 2004 35 transaction-shop like this; therefore, it can be
executed wi thout inposing a burden on the user: ' The above nentioned fifth
enbodi ment can be applied to, for instance, electronic toll collection
system (rB62/Beg to as ETC 5 hereafter}. Fig.26 is a block di ﬁaara,sh%%pg
the configuration of the entire systemwhen it is applied to | UAg! |
denoted in this figure, this system conprises nobile station 50, nobile

t el ephone network 60, |ocation matchi Q? server 70, ETC 10 antenna |10
installed in a toll gate, ETC rnodule 130 | oaded .onto the car, ETC server
120 to keep tr dtlecofonite nedrey rigiedv ¢ Banahd 6ot ef0 MM EBHALORt at i on

Sfl, ETC ant 10. f t t dul
730’ and EFCTEROEIIIBO IIAERGT BATT ST HREys A el P AT oy

stored witdiyhkobi T8id216¢@bndO modn Oy reaelmncgommnm@at&(bnonmmem tETC
antenna 110 and ETC npdule 130. I n other words, EIC .networ. t| lized

|
in this synsmniiagtioad WHt X EHer Mordd a0 CABHBEBL 3 HOE & gkb ci‘:‘zlaé§(<2;1nt enna

110 g ut I ISC JERRM K |Cei \ﬂmgnbeﬁm rtalle Roaad ETC
._g . ﬂrslé{rc.f/hyg @%Eg@ld @(Etﬂfg(gféﬁﬂl nst ead of rmnae serve B

... . Furdderarir 60, EEE Hbdmlemqn{)whslclhtSﬂqrfédhlenSIF?Ej 1523 qfnéké%asﬁlod’f Bnfrared
transcei ver. 50i. of .nmobi,le.s &;:gm i;gathen

bet ween rﬁﬁ[ﬁfqﬁblgfﬁtll’% a%ﬁ)ddtéﬁ%t r%%qgﬁrﬁ?l;gq E!r%%%ul e 13% lcanhbe

per formediiRyl £y t hait cabl éenote askwera2s tp\pehentfl catSsegess execl®EARIEA this

type of configuration b t chj the | ocati 0 i W th
t he | ocat$QUROBINIEFHON qutgﬁ{ fr?zﬁ’qrmim 5. &)?tl“? {ci HP% ?Sﬁtlta\/\(/%g?@? a7 car

( 'Oad$ Wi 1 e FORIeldE I th 8 Bile s{a@l@ndomﬁmﬁmﬂee dﬁ@tbamﬁrbhmugho [ 1.6]
Modi fications 30 (1) The Rel at| onshl bet ween H Sonvent .onal Arthae?.nd
Enbodi rrenftcsntThb shesfent i daxS opleskstsé Sby“’rFat%ﬂP Y R ?%’& {68 Bof “obi | e

station h QE@N 8P OfmOAYl 180 nhagl 228peds tadopiregeirn t he
above nen \(%rted(}] %I (r%%?}???f > gl manr{ls i nst ead of. the FOSS@/ 3084 01 CCT

2004 36 c:unmamt|0cfn®llecautch@rﬁ>tneo’afqrth%3%§t°éﬁ1ﬂi)‘?’%i”i‘;ﬁ’lté‘t Brd25Rd Secr et

| denti fication WE‘J seXelr 130 ?9%%'9&%9 RecKaRVANnihnRal iAubkepahgati on
system the authen S%catt on system by | ocation match al so can be carried out

as webl . wheot hbe weedbastihe asepunh@ndsis eAuipRed i My bath s 4885419 needs
to Input lt(eep rg%t&r ehetdiGtPbMance and the balance of the electronic

money stored within mobile station 50.
Next, the configuration of mobile station 50 in the fifth

embodiment will be expla‘ined by referring to Fig.21.

"20. . .. .The fifth embodiment in this figure is different.from the first
embodiment in that it comprises SRAM (Static Random Access
Memory) 50h which stores electronic money by receiving electric
supply from the back up electric current source which is not denoted
and infrared transceiver 50i which transmits and receives infrared

25 signals corresponding to data denoting electronic money.

The electronic money stored in SRAM 50h, as will be
..described.later.on, is transmitted from location matching server.70 via

| mobile telephone network 60.
The purpose of infrared transceiver 50i is to perform radio
30 communication with electronic money receiving terminal 80
mentioned above in accordance with, for instance, IrDA, Home RF

(Home Radio Frequency), Blue Tooth (registered trademark) and so

forth.



nunber as usual, but furthernore, user authentication is executed by
utilizing this nobile station 50. The precision of authentication inproves
nore by utilizing the conventional .authentication systen1|iée this. ~. 10
(2) Consdﬂﬁ63@0&$ansaction Request by User User authenticati¥nl di{T H80Ease
when a credit card is used by CAT terminal 20 at the shop in the above
mentioned first fourth enbodi nents was expl ained, but this is not so
limted, and can al so be applied, forjpnstance, to user authentication for
cashing service by 15 utilizin i S enser%Q Fur t.her nor,e ié can be

% CD (gash Di

applied to. useNeaut HenePBEGUWALAN WX BABEY TrES 27 WHART FrPAAI%H car ds

such as 'Cﬁt’]f’f;ea&ﬁ?%%?chg%‘t cards besides credit cards. Also, this is not
[ 0

necessar Imte ser authentication of a transaction by utilizing
cards, but in sMomey &kevqrr e PrISAS | AR IZadi Pk WHbp? bd SHEROUser
aut henticat.ion. is necessary i co 1N WM : r i eguest by
user. For'Rahpi &3¢fH atﬁség%ngyi%\l/a;%ﬁor?q’cé%ﬂ%g té@%ﬁ:“é’gﬂgsg% t&/?}é% %gsh is

wi t hdgawy @fotddbgnkqiwi figeve.by bringi ng a bankbook. xn this case, the
operation termnal installed in the. bank w ndovl_/1 is used i nsteatd rg%%% he
I ni ster

above mentionedCommeriati BBt @ 1 (IIRESES al 1S P HEHPUL &r !
the fund ohipf HlanerPhLERSAC Wot bha-theee ARaN BB NOOeA AN rEsi | Thisd
0

i nst ead credit server 30, ....... .... . and.the. business network. to.
connect tdemmwbiowson. weit i9dn@¢rfonpsr agjaogommunicatighnith Lokdtine above
.mentioned centralize t i i Bgt\ead o AR ESwWRS kWO Ka 9. User
,aut hent i ngfafc nlge%%rr}/gg ’f)@sqglildb?go%égbéﬁﬁgtnc Ing the | ocz;lti on of m)zt)i | e

(station 5Qopoksesdsptoby wepagikt 60. with the | ocation of the above nentioned

operation termpal by this,, The d i - s, hEi
identification 88F§&itWe%20rcé’,mPﬁ§%§héaggéqg?&\??)%?&ngﬂtg e ggal %‘?gfgsl s an
i Mpor t ant et emideaieReeServeFUB62/ 3084 37 (3) Connection Mbde of CAFIS

Net wor k 40 and Mobil e Tel ephone Network 60.Co i cation.co | of, bet ween
credit server 3B2ehdsedchat FoR mat C‘H\fqﬁbles%tr"‘\%orn gnﬁggélfebp{;a%ﬁéhc%%necting

CAFI'S 5. ré@sts‘%@ggdz.’oq' 816 paehicheat ekephwanet wirde6brdmicthentiyt sterdd f t h
enbodi nents. Yet the connection ponde can

j . I ), ge for, %}rgshapceb di re&t d
conn@bt i om Beatweehike sditions éPard 3GC5ARDT ekt T REEBAF HGCEEFE SO by
excl usi ve,J ;Bere M dihgit® BRAEh SAblerMint 6fer anthtrae bo somracted i ahet her
net wor ks such as fixed tel ephone networks or Internet. 10 (4) Allocation of

Funct i on faynexctiagsepein &isddi- server 30 and | ocation natchi ng server 70

were expl ai ned ag $&RalAL D HRYEPSSrh Pk T el b Stanfceus £ Bl €rtodi dramd sey but
t hey can be uni ted as one confi guration. i
corresponding to each user and the account balance by referring to

20 . this user database 93. .
Next, the operations of the fifth embodiment of the above

mentioned configuration will be explained in order of (1) Issue of
Electronic Money and (2) Utilization of Electronic Money.
(1) Issue of Electronic Money
25 The operation will be explained by example of issuing
electronic money of ¥1,000 to mobile station 50 corresponding to the
_mobile .station ID."MS09011111111" by referring to..the sequence.
denoted in Fig.24 hereafter.
First of all, the user performs the key operations to request the
30 issue of electronic money of ¥1,000 by utilizing operation unit 50e of
mobile station 50. For instance, operation unit 50e is equipped with
the exclusive key to prompt the issue of electronic money, and the

user inputs the number "1,000" by pressing numeric pads after



For instance, |ocation matching server 70 can contain the 15 functions of
credit server 30 in the fourth enbodinent. Since the entire | ocation

mat chi ng server 70 which contains the functions of nobile station 50 CAT
terninal Ba36aM#8¢redit server 30 will be served in nobile tel ephof wg[mg
60 in this case, each of these devices can perform data conmmuni catl on Vi
nobi | e tel ephone network 60. 20 Therefore, CAFIS network 40 is.

unnecessary. in this case. Also., -- iygstead of having nobile station ID

dat abase 73, |ocation registrati on dat abase 74 ang shop Ioca i on, dat abase
75 i nst al PSS dés of X ¢ MEAY £ oke at MpRylessfidpn7el taﬁéeﬁbsr‘nft ﬁuragtol"ﬁn of

navi ng thess ikl et AubaidIR of L oEahioR TR Chieg, sryer 70 i feasibl e

too. 25 Al function noney server 90 and | ocation
mat chi ng ser VerTH@nlmobﬁe ftiattdm éﬁb@@ulmmnqzsanebecrc%m MMItﬁglhy‘- Lo

statign 620betRbnashA hp arnEs0gal lillDlIlh'eofIrﬂi<$E5113Chtenitmﬂ6Md thetddta i s not
so limted, and a specific node within the netvvork al so can retain this.
For instaheeotipasehet BRALHFIEd a0 ¥Rt fhn 18ANE, TohdelesEE 16 THALEHT B ser ver

70 can in of . VEeS Y HASE t{:ﬁl% SEQn ﬁhrled within the |ocation
regi st rat?%lfrfbgroeaar%n é/\%ta ﬁk - 62/ 3%84 38 station 50 exists the

area data. Now, Omhlthev\pmelbehztlhb ganeeynsereerf (%0 Rbtpoelisndhe. mpehile
Vari at on, of, Logal LopsDsboetpm pf Loy A6l £ EAT Jerymhgak. e Thend ogatfon o

| Zi N ase station attached to
(t he m[)edléleuudmzahm:rbyr ex:tue§ﬂ @sﬁ)@‘haﬂrom amsmrtetqelctsftrsirgln@ATafterrmmé:Iaszl in

the fourth enbodi pent; wever, it not. s imted, and. applyipng the sane
nmeasur e agectewéeq?dggtlisg}l,edgﬁggﬂahafbiplsﬁ% ples qg?%&cl S ?gt ‘Eelgffj{’ st third

embodi nents to Thenl chﬁid}orbd}QTe@CDDOI]onsCAif tie¢ Nhbadra2ied smpasse bIB too. .
10 For instance, etwork can initiate d t%;lon o3f thqe #‘ocatlon of CAT

t er mi nal M399rﬁlllér1 1tlcljlt has ndtGf &Y i 1t e ERHP 35fe 10T o BFIHEESI e

station Whhméﬁelédﬁ%l@@@@ﬂemn bleni Qfulk@r oo éts b yWbb h €irpigat iiprhemt chi ng
server 70 retains | ocation registration data of CAT term ngt 21, and if
1

swi t &hi nga@cqa{mohaGﬂZlCreetC&fﬁ%SRCh‘edldlrgeéodé}ilé aertisuierr ID s RAPabito e
| ocation %o@Th&%aw?«Jc@&mmtb@f detct Sde R £ b m%r&s:y (fe G;QST 4grninal

21 is served In the'sinplified cellular tel ephone network
communi cakn bmist akes meaeécwat il a0 g OASF RSP ITUHAR bh tHét‘@@Pﬂ%sb@tleﬂl lizing

the el ectypC. {isti¢hBnqIghn & e, poanaladd ansel Lied fawypdbasa ghati on 61

| i ke the 'secon iment is possi bie as wel . Al so,
mobi | e stwtnn@hn ﬁahmaleqdestdd:)@anpent rmfasmumg”Ofuﬁl@tqtm\nm Mo rew BY ISPS as

in tbﬁ) r%r%qplggltr}g%?telegﬁgmhlgﬁ%%?s meﬁlaqgkﬁlgdt hi s neasuring function by

GPS erm nal usrng t unction to detect |ocations are
im | arly possiBhen RBilkhen @iy tsermiendl0 sabyeabtai thl D05 ld cheleghene

twork 60 doe ot neces aril hav I b m nal
ot on < CeqiER e A AmVERST S (0P EPe LR e PSR ED I Fomd 10 MG e
: functionis tihy acebuah bdaaﬁceommddsamusm'%étlaﬁ@@" platies il ectrobiit enpekgphone

net wor k 60. riatian_of ation De on. by GPS 30
station S@alé‘;‘&?ut( (ﬂeﬁ’ o!tq,‘gt Pg Eﬁgcﬁcg.q By 19 r'dspotise. (fgtgsﬁ%e ggatl on
mat ch 51 eqyesdted gRaFid NOMi astedd g nabahi"eg B@O@érto70'¥i9r)00hé tanid dhe

enbodi ment. Yet it is not so limted, atj.on 50 aI so.can detect
the | ocat $ksetesniict Bomk %@;laeﬁérb?tph@ngeqtg‘g@@/ 3’6§4to 1 o007 8y 38i€

.Then..money.. server. 90. transmits .the electronlc......m.o.ncy»
registration notice regarding the electronic money of "¥1,000" which
was registered with the mobile station 50 denoted by mobile station

30 ID "MS09011111111" to location matching server 70 (Step Sf 6).

Location matching server 70 transmits the data denoting the
electronic money of "¥1,000" to the mobile station 50 denoted by
mobile station ID "MS09011111111" as it receives the electronic



39 GPS receptor 50f in response to the key operations by user and
transmts this to |location matching server 70 like, for instance, in the
second enbaqdi t. Also, nobile station 50 al one executed locatio

det ect i oangéQSr&%gS inthe third enbodinent. Yet it is not so Iim'é]édﬂﬁé’ngﬂm
| ocation detection can al so be executed by GPS in cooperation wth the
specific nodes within nobile station 50 and nobil e tel ephone network 60.
Base station 61 and switching station %2, for instance, can be used as

t hese specific .nodes. 10 For .i nﬁhznqig ﬁ?se station 61 is equipped with GPS
correcti oMUY TaBSEREeR i e (REReds(hed val ue of GPS by nobile station

50 by means of ByERS ! & dmbé | & asioat 150N r80eive deqHEe pPLG \dehl ti0€ athieon
detection neasures such as GPS receptor 50 and | ocation measuring program
In other wheaisonis matty @fst%hl i 50t v@ashiths fae 18 SRANr e@hvdilgad of GPS
of its own_to | 0 1, GPS correction~ unit of base station 61
corrects tt]iln%plrgggfesvz%fa}ﬁn{enfgﬁ?éd val ue of GPS based upon the GPS cali bration
error ®f its owlt angs tdeansmihad i thatoelemtad iien manchi oanlslebeerssitkd Tine

preci sion of | ocation detection inprqves. by correcti.ng.the asur ed. val ue
of GPS. by SEERS ilRéhﬁmEQV%Gxﬁu’%@%:ﬁ’dﬁﬂngs‘Pa ?‘Sﬁ“%c?%é}nﬁ‘&?ti C&HUSed with
the funCt}n?c;hé)pcanﬁsfi%ieVi%shaéi@mqackr@mﬁma;ﬁfbﬁd}omﬁ%ﬁ satpddifies, and
the cal culation process to determ ne the |ocation based upon the reéeceived
radi o wavesoidn Hetioneddt deabhpleHEOREE WBPREY | HR bR e bt d.nBi? &hst at i on
50 abstra e - tained in these particular radi o waves, 25 nanely
t.he ident ?)%;é%%{ll E)%%thnfagggr:hti on of GPS satellite and the time when the radio
wavesl Gver €2} tansmativado fElectroméeiMeseyhe radio waves .. . transmtted

.from .GPS sate}ite. and:. forwar ' EodSh tg#’%]’d' 2f §6./ddi ng
the time when t eesxet’ﬁg?%p(%?%%rsg%il égﬁ%gngea?eoriczi ed. lggse stac%"l?tgn 61
det er m negftthe tlecatdme ofontelyi sfndidi,De08tsdbrod iB0nBhibaseatiopohOt welldat a

received formthe ile statio . The burden of .proce upon nobile -
station 5 ecwlﬁén%%gryeé%%ﬂmw F‘h?g? Sfﬁgegﬁgvcgenrf)gtﬁtdi 1onngélgG%‘; vari ation of

course can be agapitedfWhBN GRS iser| padfdnontiheCAEyt erpraslon?koi nptehd fourth
enbodi nent . F0362! 3084 40 ;Z% | Ds Cat. Tern‘i.pglos St ores..Now, ..Cat _term nal
20 stldt ed e5HIEOR S NG BNt FHYIZIRE SHFFHIP PRAT POESYT M dC HBES el s, and

these |Ds0ehe shdcasredsponagapald key shopsErrdHO@OAhe | Boatinerawde CAT
term nal 20. Hencé, when a 5 p ,uraliw of CAT terminagls 20 are installed in
one shop, OPEEREOTAMILeY ¢ Al &4 WP PedoVath HB e earisa%f Khoho | 1308 r, CAT

term nal 201168084 05 c308c0bhiE henBinahd Bse Wddii preach GAF teemgiale 21 as
nmentioned in the fourth enbodi nent and detect the | ocati on of CAT t.erm nal

© 20 by uti Kezi ngMoilke isiatioad 58 2£6ePH shey K8Yor PSRBH OPDOT| HilE HESSTodde,
to o h 't EE T BT ICTLER P Pho® qonti fi cat i on i nfornat | on CAT &erm nat
2P~stores Then mobile station 50 transmits the request signal for
electronic money utilization from infrared transceiver 50i to
electronic money receiving terminal 80 (Step Sg 2). This request
signal for electronic money utilization contains the mobile station ID
25 "MS09011111111" of mobile station 50 and the data denoting the
electronic money balance "¥1,000" which is stored in SRAM 50h.
.. ... . ..BElectronic money .receiving terminal 80 abstracts the mobile . . ...
station ID "MS09011111111" and the electronic money balance
"¥1,000" from the received request signal for electronic money
30 utilization (Step Sg 3).
Then as the requested amount "¥100" for electronic money

utilization is fed into electronic money receiving terminal 80 by the

clerk, electronic money receiving terminal 80 accepts this input



o

just have to be the identification information attached to CAT term nal 20
to detect its location, and it does not matter whether it is 15 specific to
t he shop gb%ﬂ T termnal. Now, this is the sane with the electronic
noney rec §)8(erm' nal 80 in the fifth embodi ment. (9) Conmubi tdil brefl4
Modes between Mbile Stations and El ectronic Money Receiving Term nal 20

Radi o communi cation took .place between nobile .station 50 -- and

el ectroni c noney receiving termnal 803by utilizing infrared in the fifth,
enbodi nent, but it is not so limted, and cable. ni cad: | ' )ssi bl e
t0oo. For PRSIHAEE; aﬁ%&ﬁ%‘ﬁc Ney 4t oW ggrﬁgégglggppdpogg“ﬁtm&?h\bgegggﬁect or

for 16 pipge fRGuleRPM / AHbRHE QA 2PeSRbNEE Bo@RY! atilhzggoar id badatva or
comuni cation can be performed by installing the same thi ng as ;[:{"% in

el ect r oni equehey thecdeotnogic mopdy halaare BTingddis Profeet &ShRAE fid: these
.connectors by | e.. anic monev receivinkOieMaihal i 90 Qankagali ae

Dot ects on 1 n-t nd R e girgnie s mraney, receivink helih the fifth enbodi nent
was execuhechértitigoBOresprest wagnak to reqhiessthemobe pigatiqguefithe 8sept so

limted, and locatjon match.also can be carri i s the
second t hi* bsnﬁ’dﬂl’ﬁbgwf%.u?ﬂllé%,e?%?téc?lnl’%ﬁx?%n%gg;}ggégg{hv%n%gc?er S%g?lego can
be portabkheg; ('Spe%{\h'sgh59aserhi@ca”sﬁtih(éﬁltmﬂttdhiﬁecp)«a@@u&éginal fE@382i808thell in
the same way as the fourth embodi ment. (11) oﬁ%at Stored in Mbjle Station
50 in thenritfide sErtiedi FRAM 398 AMDI &1 bt 28 -en%ea%womoa%ha@aw mobi | e

station S0yyag, @XPlgh fedyicRe t BB sfraktba epodidEngs But ahli ikBenghopo ID M ted,
and for 5 instance, storing the necessary data to utilize credit in nobile
Statildn 50SE@POSEF cfuttehDi mamMY-as t he obj ect when this is used are
possi bl e as wel In thi S t OLEL: tr Bn IO Vigri1 i 9Qei$n N9$ the
el ectronic rmneilrhﬁaalraer%{cﬁee%lt:)t?cj‘{jl ?W@M&gss@ Ig cr ed_lnt anour%?rtolble spent. ~ - 10
(12) Progeantaim¢d e Sof tawthe nVeditaon t rd@ieRécoraied SHrBvRripigr BERSSS Of

| ocati on tching server 7 Fi g, S ) redi ver 30 dFi 9. |
and so foggﬁ??s%n‘ggeé’egfve&%o r%&i‘]a% ghﬁd&@r% gce)fvg%e%tz%q{ I¥:i g 26) }\E/hi ch
is used iatflheatpogsienbelowent ieqnatao biee tehec poage amone ybea xezurednoh a
conputer, and every program 15 can.be recqr.ded da re i ia from
whi cH & heSEBHﬁgtbé'r Cegﬁ‘.r%}%‘g}]y f%ﬁaqE?Fergfgcq‘dPgEﬁ%% |rn2§t Aﬁmlcegn q cgﬁlggon i's
execut ed Rysdetesd§ Beehhe 1 feakidosy efetfren2d moseg et vengngetemmialal i ch t he
transacti on request was accgﬁ_tggﬁgal us .t he Igcati

i

on.of the nohil
conmmuni cai® dhet &P A paReRHAD 56 §e A0E ﬁﬁcfor?gﬂgﬁlagfémt hseésfigc“ed
aut henti cafdam y¥ 4hontm h (EMISENGe & hUT 0@l B Keheefiush aifarn thanebecteanid ed

out. Also, the present inventiagn can bg adopted in addit'[on to the 25
convent i omn&IOFeHtS Brahidn StaHan HE spheds AU Y AtFhEALSSEti on can

therefyy be inprqvfdition matching server 70 matches the location of mobile
o station 50 with the location of the transaction-shop based upon the
mobile station ID "MS09011111111" and the shop ID "SHOPOO1" like

in the first embodiment after receiving the authentication request

signal (Step Sg 6).
25 Specifically, location matching server 70 obtains the
corresponding location registration area ID by abstracting the mobile
_.station ID."MS09011111111" from the.authentication request signal .
and looking-up this one as the key in location registration database 74.
Furthermore, location matching server 70 obtains the base station ID
30 of base station 61 which forms the radio cell in which mobile station
50 corresponding to the mobile station ID "MS09011111111" exists by '
accessing into switching station 62 corresponding to the obtained

location registration area ID. Location matching server 70 obtains



30 42 CLAIMS 1. An authentication systemconprising: 5 a plurality of
receiving termnals for producing a transaction. request containing
identificatié)r}%qé nformati on on a user; a first |ocation storage device for

storing | 603%%8%4 nformati on on each receiving termnal in cor eﬁp@éfg@g%to
i dentification information, on said each receiving termnal; .¥1 wend
| ocati on storage device for storing |ocation information on a nobile

comuni cation term nal of each user in3gorresponding to identification

infornmati on on said each user; a nmtchi evice for matchin | o i on
i nf or mat i 6&6 oROEH P ngﬁ)ﬁ‘ﬁet Y AT g?ogé(d fogkinaqg R rgle ?éhapi

storage deXiGepspeciyhach by cBnksBRld {1 ¢RbiAnhkAfieh iRl PO @8s@sTAEA ¥i Ng
term nal which receives said transaction request, to |ocation infornmation
on a nobi tke deymimishatp dbacatée i datlabgsordd dlangavithsdkngroeest.i ol kewr age
devi ce specified by identjficati .0 [ 0 S - \.ts said
transacti g%cq'té%ﬁerggt,(:ha{ﬁé Szeévgﬁtféﬁ{r}'ﬁéﬁﬁ%g?% g%@ges\%gié’%f@? rggt%é%%élﬁ%ﬁ

aut herg i cistvytdifingastd tisse 6 20mithheh obss s seftian T obiaig erdels yllo oliyn gaiitdip

mat chi ng device. 2. An authentication system. accordi to Claim1, wherein
sai d recefViSGPt KAGAHA adﬁrtgﬁ‘i‘ﬁfeggsai tt%%é’géﬁ’o‘ﬁ,W%ﬁ%(ﬁeéfgﬁva%ﬁfiHb
i dentificatior byf oBRB0IIOM O ehals8Ee il MeNfidsCeBASdiGRESL. 3. AN

aut henti cation systemaccording to Claim1l, wherein said mobile
comuni cati on nétswik ducames Phllacahi@mwdtad chngs e@fidhgl oL a3l QR aMpEGhigE8 base

stations;smr 70 determines whether the requested amount "¥100" for

s

(. 10 electronic money utilization is feasible or not by accessing into user
database 93 of money server 90 (Step Sg 7). Specifically, location
matching server 70 determines this based upon whether the electronic
money balance corresponding to this particular ID is equal to or above
the requested amount of utilization or not by looking up the mobile

15 station ID "MSO09011111111" as the key in user database 93 denoted in.
Fig.23. At this point, the electronic money balance is "¥1,000"
which is above the requested amount "¥100" for utilization as denoted
in Fig.23; therefore, it is regarded as feasible.

_ Then location matching server 70 transmits the authentication

20 notice that the user authentication has been executed to electronic
money receiving terminal 80 (Step Sg 8).

This authentication notice contains the data denoting mobile station
ID "09011111111" and the requested amount "¥100" for utilization.
On the other hand, as electronic money receiving terminal 80
25 receives the authentication notice, it denotes that matter on the

display unit (Step Sg 9). The clerk sells goods by' referring to this

.display unit and.executes.the operation. .to. display.the end. of the.... ... ...

transaction.
In response to this, electronic money receiving terminal 80
30 transmits the transaction termination notice to location matching
server 70 (Step Sg 10). The transaction termination notice contains
data denoting the mobile station ID "09011111111" and the utilized
amount "¥100."



43 wheren said second | ocaton storage device stores a |location of said
nobi | e conmuni cation term nal obtained by detecting said base station

| ocated n ~Sai.d nmobil e conmunication termnal. 4. An aut hengi L.on,
system acﬁﬁédfﬂégt o Caiml, wherein said second | ocation st oﬁaf‘)z}(dﬁ\dﬂ%
stores a |location of said nobile conmunication term nal obtained on the

basis of radio waves transmitted froma satellite. 10 5. An authentication

system according to Caim3 or 4, wher®in the storing operation of a

Corags devi oo PQCRROY oS URLS. sutd sheer opby Rl v ol B bt ppRER0R"

conmmuni caidrefink€idH Adkicelfo Bron¥y deENendicatteonResyBlLiam aced 8g 1D).any one
of Clains 1 to 4, "wherein said receiving terpnfinal is .a comunication
terninal bel ongPAEET GNARBY hET VEENABNT 2&RIVEd hBEWIRRS2eHABC L &M B2 HANd

nmobi | e co Lcat | r.k; d in I j i i
installed | negh%}&n{gb‘?ﬁgwgg%%mn?%??gﬁ %%ﬁg?&mgg 3312? Sgghtsﬁgﬁﬁiocati on
devi cé i sthimst{8tdpedSgn 123i d SpechBcatioymiXilOdt'i on sebtmacked 7froam the

aut henti cation system according t ne _of al 1to " wherein said
recei vi nggltegfﬁﬂrﬂél rpgngysg>@g%1ag%g¥?@%@m&%{rggg? ﬁ?%r?ﬁ’ng*ebé?%ﬁblieng to a
mobi | e coguauitizcaDi 009 0e1 Wor ki 1 'and tihvhiengen dertiaBabe rit deaocadd dn Figraegie

device stores a. location of said receivi ngfiterm' n%l ob a'i ned ynd(fbecti ng

b
a base sthBfsherHOMEdNABEY RHAHCELUITGSRYNHER BilRathe mopile glany

aut henti cejd oM systiam ACEREFE &P thowppone of Cainms 1 to 4, wherein said
receiving termnal is a second nobile communication term nal belonging to a

(nobi L8 conmuni chhednmRsiorser vandd Wherdismidai the | hangeodsamnest ssidnaje

geV! ce Stoheh mAIRsAld Mqtlestaldl nifge! VAOO LGN AR ABhRYFhiARLhe
asis of radio waves transmtted froma satellite.
corresponding to the mobile station ID "09011111111" to "¥900" to
location matching server 70 (Step Sg 13).
Location matching server 70 transmits the data denoting the
15 electronic money of "¥900" to mobile station 50. as it receives the
change request signal (Step Sg 14).
Mobile station 50 rewrites the electronic money data of
"¥1,000" stored in SRAM 50h to "¥900" and terminates the process
after denoting this matter on display unit 50d (Step Sg 15). |
20 - . The case when the outcome of location match accorded in Step . .
- Sg 6 was explained in the above example, but if they do not accord,
location matching server 70 transmits a notice tha't the client might be
false to electronic money receiving terminal 80, then the process
terminates.
25 The case that electronic money utilization was feasible in Step
Sg 7 was explained in the above example, but if it is determined that
. electronic..money .utilization .is impossible for.the. .lack. of  the .
electronic money balance, money server 90 notifies to electronic
money receiving terminal 80 that electronic money cannot be utilized,
30 then the process terminates. |
User authentication is executed by detecting the location of
mobile station 50 in which electronic money is stored and matching

the location of this mobile station 50 with the location of the



9. An authentication systemaccording to Claim1 further conprising: a

dat abase for storing .anpunt data show ng an ampunt said user can lo spend
i n correspaondi n&to i dentification information on said user; wherein said
nobi | e co%ﬁ@ﬁﬁ ¢&4 on terni nal conprising: a rrermry for stori nﬂ‘] ey 2934
identification information on said user; and a :first conmunication
interface for perform ng comuni cation vmth sai d receiving termnal, 15
wherein said receivi ng ter m' nal conpriges a second communication interface

.fox perform %radl chgtlo w th sai.d frst commm% %I on nterface
of said nbHiNSE LGRS P(Eat Gt refQier df nC2Ri §emsBiecatedmitt B‘éfi on

termnal tg '8%%%% Satdeh q,e;lngge gggfon information read fromsaid nmenory via
said f rst comuhication interface; wherein said receiving term nal

recei ves said i déret ebovatinentiarfest fifith crmbpd i magind %t@ﬁdanbhﬁdnt%af@bn
mterfaceadtrans tstos tlcatl ev, d er.ei
aut hent i cé‘ﬁqaﬁcaew L HRPL} nfchlg E{]eh h??cﬁ'gperg s(zﬁ?%réggustéwr] Sy Ee er r| ng

to a ty anﬁagéaﬁer)anount required for said transaction request and anmount

data stored in corre pondin to said received i entlf ation inf tion in
sai d database i H18dtf tifoA Pgocak fHe &M HgSRagire ’bfcﬁﬁf%tﬁf’ﬁg eite.

45 01 OCT.2004 QteANudiehanis Qﬁighga toSEgiem accordl ng to claim9, wherein
sai d nobil e comiuni cation term nal stores anount data denoting an anount

avai |l abl e for sdisdddesetehiel thisafigure; thissay Heams@MmPdats MoYyderdatign h said
| denti fi C?b' Wob fo;é”l% QR el Gy Ot dd OB SalGh "E’EH?EI?’m?e@eﬁvéaW@ FEfet

ommuni catron’in and sal d recéiving term na term nes
\ut hdrit i chhiemofa slaIOduianaHredbyl nefodt rgang, EX @ mpdnsadtdilohoaholimmtoedid r ed

for said Liansaction Leauest And aald R Sai g bLanenhbbed (rameanl d

nobi | e cofifin *hé&n |ca Ion'system accordi ng
to clai m Qroredetiri mokdle s‘thhs)tn SOMEMIC adri teh niantl@Of dce - tzhmdcsphds seTand

Cyst om acBEPEPHE (1P i1k A10TFS Gy BOA A 1 o & o eaHF Edeitor ek nf nal
is a cell uk@rfe%eisegﬁqaebylﬁpemnagutemeatrbﬁa&lxﬁanmyt bt efdot ideie riroBi g
aumnrﬁt ! CH%H% 5% %;%g%?gtgo%lm%%?ggﬁgnoget%/euesneiily%]%neggggslsl Oaaxngéjf%'
co ca

module 130.

In other words, ETC network 100 is utilized in this system
instead of CAFIS network 40 denoted in Fig.20, ETC antenna 110 is
utilized instead of electronic money receiving terminal 80 and ETC

20 ...server 120 is utilized instead of money server 90.
( Furthermore, ETC module 130 is utilized in Fig.26 instead of
) infrared transceiver 50i of mobile station 50 denoted in Fig.21.
Communication between mobile station 50 denoted in Fig.26 and ETC
- module 130 can be performed by either cable or radio.
25 : Authentication is executed in this type of configuration by
matching the location of mobile station 50 with the location of ETC
.antenna. 110 at the.tollgate where the car loaded with. mobile. station. . ..
50 and ETC module 130 passed through.
[1.6] Modifications
30 (1) The Relationship between the Conventional Art and Embodiments
The authentication system by matching the location of mobile

station 50 with the shop location (or CAT terminal 20) was adopted in

the above mentioned first~fifth embodiments 1instead of the



term nal belonging to a nobile comruni cati on network, the method 20
conprising: a step of receiving at each receiving termnal a transaction

request caqnt ai ni identification information on a user; a stgp, for.r i ng
out | ocat iﬁf’ﬁgz/ﬁ@g‘?rrat ion on said receiving termnal frominf oﬁrﬁat(ﬁgh Zﬁﬁe
whi ch identification information on each receiving termnal is stored

bef orehand in corresponding to |ocation information on said each receiving

termnal with identification informatign on a receiving term nnal which

receives said transaction request as a key; step for reading out |ocation
| nf or et | GOTOIFIAIGRA | AULRRRUAR AR of YSUHT nBY s SLENEREE < ABANd HEEEbss

frominforgehti®tdifon Afin¥hich identihi cadd@ioh N toor MR | Qn v t€aRAT USer

i s scored befonehand in corresponding to |ocation infrmmtion on a nobile
comuni catiudherEcatinal systami déat AR iheatti atiOhf by Hhem 1Y dacatiedemard
transmts said transacti.on request a key; f | cation
I nformati 3is%ncasnai%cf r 58%\% rﬁ)glqt%fn%’%gr V\ﬁll c%hlgga‘yéggg’oﬁﬁgt 0 %%&F?OLSO

i nf or n@ti @eqeBstsapdannbinsa cciommutedat konidmrtnithal sigriathre sanéachoupin and an

aut hentication step for determ ning authenticity of said, user on e basis
of an out é’d‘l”i’i@erof“s%ﬁ”d‘lrrg‘t“é yTgher Oi%.“%?feaﬁm%%ﬁﬁf?@ﬂ‘ib‘neﬁﬁf%%‘s g’cycordi ng

to Caim %QiliY‘ﬁ@' iR sabdd eeaiyh @ . term nal produces a trap action request
by reading identification information, on a user froma credit card. m 15.

An aut henti cat i drhenpréridiem ©dral thgntisat & #np3ovas tAere eanpiiliing: the st ep
for stori g%n%%?ﬁrb%&q%xﬂpéﬁ?ma%@@ NGk Sqhfk user , can peed beforehand in
I Ng O 1 dentl

orrespon i cation i nformation on said user;
10 (2) Content of Transaction Request by User

User authentication of the case when a credit card is nsed by
CAT terminal 20 at the shop in the above mentioned first~fourth
embodiments was explained, but this is not so limited, and can also be
applied, for instance, to user authentication for cashing service by
15 utilizing CD (Cash Dispenser). Furthermore, it can be applied to
user authentication of valuable cards or identification cards such as
cash cards and debit cards besides credit cards.
Also, this is not necessarily limited to user authentication of a
transaction by utilizing cards, but in short, the present invention can
.20 be adopted when user authentication is necessary in connection with .

the transaction request by user. For example, the present invention

P
£

~can be adopted even when cash is withdrawn at a bank window by
bringing a bankbook. In this case, the operation terminal installed in
the bank window is used instead-of the above mentioned CAT terminal
25 20, the centralized computer to administer the fund shifting process
within the above mentioned bank is utilized instead of credit server 30,
.. and.the.business network.to. connect the.above mentioned.operation .. .
terminal and the above .mentioned centralized computer are used
instead of CAFIS network 40. User authentication becomes possible
30 by matching the location of mobile station 50 possessed by depositor
with the location of the above mentioned operation terminal by this.
The depositor no longer needs bring an identification seal; therefore,

the chance of losing the seal which is an important item decreases.



a transm ssion step for said nobile conmunication termnal to 20 transmt
to said receiving termnal identification information on said user; a
reception (Egr%{r said receiving termnal to receive said idenyi i 3

i nformali @ﬁggﬁ%‘ is transmtted, wherein said authentication ste m m"
determ nes authenticity of said user by referring, in addition to an,
outcone of said matching, to a transaction 25 anount required for said
transaction request, and said anount dgta stored in corresponding to

identificatjon informtjon, whi i eceiving.termpal .receives. 16. The
aut hentic é} c;ﬂ‘“i‘ﬁ‘e‘f%@“a i gl&t/g?waﬁﬁf‘ffg,rk 90437"9\,{1@?)&1?13 g’:?l&:p: l e
communi canQ Jretg@rk is a cellular network in which a plurality of base
stations are placed; and said second |ocation finding step finds a |ocation
of sai d nobile Eomminiaation teymiertioby bgéweeni myesal dspriss st @t agal

| ocat ed near _.sai d ile c J i term.nal.. . -hentd icon
prograrn f‘g%a@‘g?e%??lh’ggagmﬁﬁt%éf ?)é) pglr?sabgi Sﬁﬂ??ggﬂgstég Iz§ouse
who passeasesosk NBDI lae dc amabniec ateil ophd e mneaw obk| Gigiimg the ainobifi &h
conmuni cati Qn petvvork, causing a 1o0.conputer to.execute: a process :for
obt ai ni _ngef”_g@r‘r'gmei“ééti oh®§ ﬁ?%rc%d’_trietfﬁl%‘hr}g%&ﬂ G fp S efccoél Wsrliﬁngﬁ’r 'haf! and
i denti ficabhRBciinhobdmkdan c2BdHakerweyes0 Wirh] €ectio hegaivhiig sefveinalo
receives a transaction request from;a user, and reading out |ocation

i nformati b oFclyaide devwi Pphgttier P haP Kok dnp8AnBRR AIF ICRIASChRE cHa
| dent | 11 Bt Gnb i OFHBLLOR ANriGRAMNe1k BEERY M Witidl! dknictngt or ed bef or ehand
-n corresponding to location information on said each receiving term nal

Wi t h itdent4¥ iAdaedatnon rifoFnactiom ta & aghr Sewi aj ng termnal which receives

sai d transactiop, request as a.key; . a S eadi t Jeocatjan

i nformation on a’ gtl Iseeré%rcgwr(ru%f]%atl?é%ﬁt%gr rﬁhggﬁﬁl\%ﬂ cﬁgrsv%qd ﬂués)e?‘;ésr(r%oul d
possess fegpldinkadr antseparate wivdlees dentthei fias i~dfio virnh oe mikioidom equts pdoit user

is stored beforehand in . .
they can be united as one configuration.

r

For instance, location matching server 70 can contain the

15 functions of credit server 30 in the fourth embodiment. Since the
entire location matching server 70 which contains the functions of
mobile station 50, CAT terminal 21 and credit server 30 will be served
in mobile telephone network 60 in this case, each of these devices can
perform data communication via mobile telephone network 60.

20 Therefore, CAFIS network 40 is unnecessary. in this case. Also,

- instead of having mobile station ID database 73, location registration
| database 74 and shop location database 75 installed inside of location
matching server 70, the configuration of having these installed

outside of location matching server 70 is feasible too.

25 Also, allocation of function for money server 90 and location
matching server 70 in the fifth embodiment can be chosen accordingly
HHKEWISE.. oot vmtii o e
(5) Main Unit to Retain the Area Data

Switching station 62 retained the area data in the first

30 embodiment, but it is not so limited, and a specific node within the
network also can retain this. For instance, base station 61 can retain
this, and location matching server 70 can inquire of every base station

61 contained within the location registration area in which mobile
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this measuring function by GPS in CAT terminal 21, and using this
function to detect locations are similarly possible.

25 The CAT terminal served within mobile telephone network 60
does not necessarily have to be portable, but the CAT terminal which
.is..installed on the fixed basis can have the radio function.by which
data communication takes place via mobile telephone network 60.

(7) Variation of Location Detection by GPS

30 Also, mobile station 50 executed location detection by GPS in
response to the location match request signal from location matching
server 70 in the third embodiment. Yet it is mot so limited, and

mobile station 50 also can detect the location of its own by operating
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T*-109% &'ynitdof base station 61 corrects the received measured value of GPS
based upon the GPS calibration error of its own and transmits it to
location matching server 70. The precision of location detection
improves by correcting the measured value of GPS by D-GPS like this.
20 : Also, mobile station 50 only is equipped with the function to.
receive radio waves transmitted from GPS satellite, and the
calculation process to determine the location based upon the received
radio waves can be executed by the network. In other words, mobile
station 50 abstracts the data contained in these particular radio waves,
25 namely the identification information of GPS satellite and the time

when the radio waves were transmitted as it receives the radio waves

..transmitted from GPS satellite and. forwards this to base station 61 . .. ... . .. .

after adding the time when these particular radio waves were received.

Base station 61 determines the location of this mobile station 50

30 based upon the data received form the mobile station 50. The burden
of processes upon mobile station 50 can be decreased by this.

The above mentioned GPS variation of course can be adopted

when GPS is loaded onto CAT terminal 21 in the fourth embodiment.
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(9) Communication Modes between Mobile Stations and Electronic
Money Receiving Terminal A
20 Radio communication took place between mobile station 50
and electronic money receiving terminal 80 by utilizing infrared in
the fifth. embodiment, but it is not so limited, and cable
communication is possible too. For instance, although mobile
stati(;m 50 is equipped with a connector for 16 pins for input/output of
25 serial signals in general, data communication can be performed by
installing the same thing as this in electronic money receiving
.terminal 80.and.interconnecting these connectors by cable.. ...
(10) Variation of Location Detection in the Fifth Embodiment
Location match in the fifth embodiment was executed in the
30 same way ‘as the first embodiment, but it is not so limited, and
location match also can be carried out in the same way as the
second~third embodiments. Also, electronic money receiving

terminal 80 can be portable; in which case, location match is executed
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and ETC server 120 (Fig.26) which is used in the present invention

can be the program to be executed on a computer, and every program

15 can be recorded on data recording media from which the computer can.

read.

[2] Effects of Embodiment
Authentication is executed by detecting the location of the
20 . receiving terminal which the transaction request was accepted plus

the location of the mobile communication terminal the client

' (J possesses and matching these, authentication without imposing a

burden on the customer can be carried out.
Also, the present invention can be adopted in addition to the
25 conventional authentication, and the precision of authentication can

thereby be improved.

30
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the basis of a matching result by said matching device.

2. An authentication system according to Claim 1,
wherein said receiving terminal produces said transaction request by

25 reading identification information on a user from a credit card.

3. An authentication system according to Claim 1,
wherein said mobile communication nctwork is a cellular network

including a plurality of base stations; and
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wherein said first location storage device stores a location of said
rccciving’ terminal obtained by dctecting a base station located near said

receiving terminal.



SI:*10% & ()- Rs!:*10%& ()- [s!:*10%& ()-#bA410' \ f)10%)% & ()-
f)10%) W& ()- 3Y9! 1098$(3& ()- &$10%A$(1& ()-G

31098$(3& ()-10' 10')3y| [: A410' [yH#&IOUC & ()- " y#&L0%' & ()-
f)10% $% & ()- 1j f)10% 9% & ()- f)10%8x3& ()- W f)lOO/MﬂS%v& @1:@“ 200
] 1AL [:-4103$(3 8! 1098$(3& ()- 37S 109B$(3& ()- | 5#10983( 3¢

f21 1098x" 3&'() ,,0@10%&[&'() VY- $10%8( & ()-fA1 L lkllllo"x#bA4103$(3
. Fz&10% & () , Fz&10% & () - L Fz&L0% & ()- 4 YU&10% & ()-

mL0% & ' - o4
n, Fz&log @(@Rgﬁg’iﬁéﬁﬁﬁﬂ %E?{ﬁﬁ&ﬁgﬁﬁ@ (37‘%%‘9’%:&‘16% & ()-

W Fz &10%+&' () wiein said )oceidibe termifIF& 4 ke @ond :}ﬂ nd %@%‘Vi &' ()-
Y10% & ()-10"D "10"D "10"D " N} Fz&10% D™ & () - *+% 00|

1 10% & (¥EmBinal ‘bemq@mg(m&mbbnelag«ng%m%canc}g 6%(%;;&3b s 10%{ & ()- 3
' 109%28&' () - 3000111111 10 1098 ' 9%4.09 '

1098%$( 3& 8 18‘(&669@(821@/ Lﬁmd&@(qn %tomggodmcq )SLES 241 |l seatign \uﬁ4&md

B LU 0 BTN 2,

_$30%<#&: % E%g 098" 38 ()-92 $10% ' & ()-g2i:1:m:K ;}<|[:cV510
109%& ()-2 *10%t& ()-2 i *10%t& ()-22 *109B& ()-22 % 10% & ()- G (
10% & ()-}<D==[>>?@][; cV510  6*10%t& ()-2 *10%#& ()-2 *10%& ()- 22
i -2 LI (o2 gLt i B stonte 5 106" % 0

3F@L0% ystem g m prismg:
a database for storing amount data showing an amount said user can
10 spend in corresponding to identification information on said user;
wherein said mobile communication terminal comprising:
a memory for storing identification information on said user; and
a first communication interface for performing communication with
said receiving terminal,

15 wherein said receiving terminal comprises a second communication
interface  for performing radio commupication with said first
communication interface of said mobile communication terminal:

| wherein sald mobile communication terminal transmits said
identification information read from said memory via said first

20 communication interface; |

. wherein said receiving terminal receives said identification
information via said second communication interface and transmits to said
authentication device; and

whercin said authentication device determines authenticity of said

25 user by referring to a transaction amount rcquired for said transaction

rcquest ‘and amount data stored in corresponding to said received

identification information in said database in addition to a matching result

by said matching devicc.
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10.  An authentication system according to claim 9,

wherein said mobile communication terminal stores amount data
denoting an amount available for said user and transmits said amount data
together with said identification information read out from said memory via

5 said first communication interface; and

said receiving terminal determines authentjcity of said user by
referning to a transaction amount required for said transaction request and
sald amount data transmitted from said mobile communication terminal.

.
10 11.  Anauthentication system according to claim 9,
whercin said first communication interface and said second

communication interface perform radio communication.

12.  An authentication system according to Claim 1,

15 wherein said mobije communication terminal is a cellular telephone.

13. An authentication mcthod for determining authenticity of a
transaction request of a user who posscsses a mobile communication
terminal belonging to a mobile communication network, the method
20 comprising: .
a step of receiving at each receiving terminal a transaction request
containing identification information on a user;
a step for reading out Jocation information on said recciving
terminal from information in which identification information on each
25 recelving terminal is stored beforehand in corresponding to location
information on said each receiving terminal with identification infoﬁnation
on areceiving terminal which receives said transaction request as a key;
a step for reading out location information on a mobile

communication terminal said uscr should possess from information in



L10% & & ()- 10% & & ()- O 1 JISKKL| [ : NA41010 f)S#lO% & & () - .,

. OL$!I 10% & & () -4 WEL0%&q& () - @10% & & ()-2 a@1l0% x{& ()- 0100 2934
D#1096& & ()-3 L:LILLL' MgM [ : NA41010 L5 109%&& ()- L5 10% -& () -

\210W&v& ()- L. 10%&& ()-2 L. 10%- &%é)- 9 +10% & & () - gMVMVMVVUNNY U410
*"109B& ()-& s@ 10%1%& () -1 YA098& ()-3° 1098& () - 10- & 10- & 10- &
L9910% & & ()- N.ChO*PPQY [ VU410 y @10%& ()-- yy @10%e& ()-- ny
@L0% & ()-- \M @L0%W8 ()-& @10% ()-& M "1099& () - &>RXRSSSS" S#SvU410

3 oot s R A IR ERT et 1 TG hbPondbie” o

SMb10%$ & 4.0%4.0%
R e e A

~2#10% %A&t}( )1d#wmawnz&mbhhammmm Rt GOHE&r(Dsni@{ sizm%@a@%d@m@ VE " 10%
1& & () - @1 " LOUKAKE' () - @ YOHOUCI&CR ()-F 91 10%@L&@ ()-n[[[\H\]|[: NA41010

L$ 10%@LR@qs) as aepiaa@ () - F 10%@&@ ()- s 10%@L&@ () - 10%@&@ ()-
0, N _ 0, - 0,
o 098 () 1A e oLl 01 steTan e O yiA0nE (). oY

losea () PP RHoRE ?UE%}Q%%%% HAGERT oRa e A ey it |

i L' ! 1099@r{ninal WHISR@S (dad bul; @& ()-m "10% & () - ma| bcRcdNd3e| [ : A4101&
TH1000& ()- k T#10% & ()- THI0%& ()- \ THIOWUWPE ()- ' TH10W& ()-
dL! 10%&' () - 3eaecavbentication stepl fowde(cnimingl avdentipity| of sa@RLEor GL0% 0% 0%

S810%9& T#109 fiifig vU410 Lyl109%84& | 1099&
1099/&' (){‘z%b&ﬁ m%@’égiéf/wd( 9@4111&0%)&' ()-éth*i i I(j) | [: vU410 -

Y% #1090& () - \Y%#lO%&() Y' 1098& ()- YSHL098& ()-m t YS#L098& ()-m
10984& () -j LkAKKKIVI | [:vU410 f5G 109%0$& ()- f5G 109 ()- 3 109%84& () -

Y1- #1099@4( ) - THROAMWA® chYion metP@sidordidg td Cldikd Y8410 gl0%X#g& () -
10%gX#9& () -  S10%gX#g& () %4.0%g X#g &' ()- 1094.094.0% 81099&' ()- Normal "
"Headi ng 13] c¢" Wheseldn Fgl 2!3€]C@!V1nae@m@a3 Qducesich Hiangadige requ@%tdby\g 53] c"

e 0 e RS ThiomdRATbRS Ao Fal AR o A "Deraul

Par agr apﬁ
eqnuuO} T@ N 6_&. ]17] ?2DIPVW bi i nprtvxz| ~1G vLI *B"Sel Wgp; "M
yl"" "' +u, . 152] 46666
15 15. An authentication method according to Claim 13 further comprising:

a step for storing amount data showing an amount said user can
spend beforehand in corresponding to identification infonmation on said
USer;

a transimission step for said mobile communication terminal to

20  transmit to said receiving terminal identification information on said user;

a reception step for said receiving terminal to receive said
identification information which is transmitted,

wherein said authentication step determines authenticity of said user
by referring, in addition to an outcome of said matching, to a transaction

25 amount required for said transaction request, and said amount data stored in
corresponding to identification information which said receiving terminal

TECEIVES.

16. The authentication method according to claim 13,
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in which a plurality of base stations are placed; and
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said sccond location finding step finds a location of said mobile
communication terminal by detccting said base station located near said

5 mobile communication terminal.

17.  An authentication program for determining authenticity of a
transaction request of a user who possesses a mobile communication
terminal belonging to a mobile communication network, causing a

10 computer to execute: _ |

a process for obtaining identification information on said each
receiving terminal and identification information on said user when each
receiving terminal receives a transaction request from a user, and reading
out location information on said receiving terminal from information in:

15 which identification information on each receiving terminal is stored
beforehand in corresponding to location information on said each receiving
terminal with identification information on a receiving terminal which
recelves said transaction request as a key;

a process for reading out location information on a mobile

20 communication terminal which said user should possess from information
in which identification information on each user js stored beforehand in
corresponding to location information on a mobile communication terminal
with identification information on a user who transmits said transaction
request as a key;

25 a process for matching said location information on a receiving
terminal which is read out, to said location information on a mobile
communication terminal which is read out; and

an authentication process for determining authenticity of said user on

the basis of an outcome of said matching.
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18. A computer-readable recording media storing the program claimed
in Claim 17.



