WO 2014/116740 PCT/US2014/012600
1/6

Customer
Customer 102

101

Network (e.g.,
Internet) 103
100

Host Computing Device 104

Customer Customer
Code 111 Code 112
Virtual Machine 105 Virtual Machine 106

Request to use key

Hypervisor 107

| T
Request

(e.g. via SMI) Resplonse

Key 109 Key 110

Privileged Cryptographic Service 108
(e.g., running in SMM)

FIGURE 1



WO 2014/116740 PCT/US2014/012600

2/6
2002

Host Computing Device 201

Customer
Code 211

DOM-0 202 DOM-U (Guest) 203

Hypervisor 204

Measure for evidence of tampering

i}

Privileged Cryptographic
Service 205
(e.g., running in SMM)

7N

Exclusive
Access

Trusted Platform
Module (TPM) 207

General Purpose N
Processors 208 Key 206

FIGURE 2



WO 2014/116740

300

3/6

PCT/US2014/012600

Provide authentication information by the
privileged service

J‘ 301

|

Receive cryptographic key material by the
privileged service

| /302

|

Store the cryptographic key material on the
host computing device by the privileged
service

J‘ 303

L

Receive a request to use the cryptographic
key material from a hypervisor or a virtual
machine

/304

|

Measure the hypervisor to detect evidence
of tampering

| /305

|

Generate a response based at least in part
on the cryptographic key stored on the host
computing device

f 306

FIGURE 3



WO 2014/116740 PCT/US2014/012600
4/6

400

Obtain exclusive ownership of the TPM by a f 401
privileged service running in SMM at boot

time

|

Measure one or more values associated 402
with the hypervisor to ensure that a trusted f
hypervisor is started at boot time

l

Receive a request at runtime generated via f 403
a system management interrupt (SMI)

|

Re-measure the hypervisor to obtain the one f 404
or more values

|

Compare the re-measured values against 405
the initial values obtained at boot time to | _J
detect evidence of tampering with the
hypervisor

FIGURE 4



WO 2014/116740

5/6

PCT/US2014/012600

Memory
504

Processor
502

Display
506

Network
Interface
Component
508

Input Device
512

%500

N

FIGURE 5



WO 2014/116740 PCT/US2014/012600

6/6

602

%600

Web
Server

Application
Server

FIGURE 6



