1711

Asecond node receives a first communication request sent by a first node, where the first communication 81 01
request includes & digital certificate of the firstnode, and the digital certificate of the first nede is stered in g 14
blockehain that includes the first node and the second node

The second node verifies, based on the first communication request and cerfificate validity information, whather 81 03
the digital ceriificata of the first node i valid, where the cerlificate validity infermation is stared in Hhe blockchain, e
and is used to reflect validity status information of a digital cartificate of anode

When the digital certificate of the first node is valid, the second node defermines whether {o establish a
communication connection to the first node e 8105
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Receive a digital certificate of a node and validity status information of the digitai certificate ] - §p01
that are sent by a CAcenter I

Determing, based on e validity status information of the digital certificate, certificate validity | - S203
information used to reflect the validity status information of the digital certificate |

Store the digital certificate and the cerlificate validity information in 3 blockohain, where the digital

certificate and the certificate validity information are used to verity, after a secondnodeinthe | - §9(05

blockehain receives a first communication request sentby afirstnode, whether adigital - 1
sertificate of the first node thatis included in the first communication request is valid

FIG. 3
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Communication request receiving module

1-101

Validy verification module

1-103

Communication connection establishment module

1L-105

FIG. 5
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Communication request receiving module

1101

Validy verification module

1-103

A 4

Communication connection establishment module

1105
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Communication request sending module
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FIG. 6
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Certificate information receiving module

1-201

A

Certificate validity information determining module

1-203

A

Storage module
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FIG. 8
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1711 1100

Receive, at a second node in a blockchain, a first communication request sent from a first node in the blockchain, wherein the first 1 10 2
communication request includes a digital certificate of the first node, and wherein the digital certificate of the g
first node is stored in the blockchain

v

Accessing, by the second node based on the first communication request, certificate validity information 1V 1 104
associated with nodes in the blockchain

!

Verify, by the second node based on the first communication request and the accessed certificate validity information, whetherthe |~ 1 1 06
digital certificate of the first node is valid

o Unidirectional
Bidirectional or bidirectional verification
for inter-node communication?
Unidirectional
Establishing a communication connection between the second node and the first node 3+ 1 110

A

Verify, by the first node based on the second communication request and the accessed certificate validity information, whetherthe | — 1 1 1 6
digital certificate of the second node is valid

|

Accessing, by the first node based on the second communication request, certificate validity information associated with 1-1114
nodes in the blockchain

|

Send, from the second node to the first node, a second communication request, wherein the second communication request includes | — 1 1 1 2
adigital certificate of the second node, and wherein the digital certificate of the second node is stored in the blockchain I

FIG. 11
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